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AUTOVATI ON  SYSTEMS TECHNI CAL FI ELD [ 00011 The subj ect
invention relates to industrial control systens, and
nore particularly to systens and nethods to enable
object-oriented capabilities in automati on systens.
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-implementation of the control strategy in controlling a process or machine.
[0003] The measured inputs received from a controlled process and the outputs
transmitted to the process can pass through one or more input/output (I1/0) modules in a
control system, which serve as an electrical interface between the controller and the
controlled process, and can be located proximate or remote from the controller. The
inputs and oufputs can be recorded in an I/O table in processor memory. Input values can
be asyachronously read from the controlled process by one or more input modules and
output values can be written directly to the O table by a processor for subsequent

communication to the process by specialized communications circuitry. An output



nodul e can interface directly with a controll ed
process by providing an output froman 1/0 table to
an actuator such as a notor, drive, valve, solenoid,
and the like. [0004] During execution of the contro
routi ne, values of the inputs and outputs exchanged
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af®lules can thus be located proximate a portion of the control equipment and away from

the remainder of the controller. Data can be communicated with these remote modules
over a common communication link, or network, wherein all modules on the network
communicate via a standard communications protocol.

[0007] In a typical distributed control system, one or more I/O modules are
provided for interfacing with a process. The outputs derive their control or output values

in the form of a message from a master or peer device over a network or a backplane.



provided for interfacing with a process. The outputs
derive their control or output values. in the form of
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that the format and value of data (e.g., bit, word, tag name, efc.) has designated meaning
to the control systezﬁ. For example, if a word “Joe” represents a scaling factor, such
meaning behind the data has to be conveyed from the source to the subscriber, layer by
layer within a control system (e.g., from a component to the MES layer) so the data can

be read and understood by the data subscriber. Similarly, communication in the opposite
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[0012] Accordingly, in view of at least the above, flexible and forgiving systems
and methods to communicate data and behavior within a control architecture are needed

in the art of industrial automation,
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component that receives data from a data source, such as a programmable logic controlier or
other suitable floor-level device. This received data can thereafier be encapsulated in such a

. manner as to expose properties and methods of such received data, rendering these

~ properties and methods as one or more data objects. Use of a data object format that is
common to high-level systems utilized in an industrial automation context (e.g., Enterprise
Resource Planning systems,...) as well as factory floor devices (e.g., programmable logic

“controllers) can be employed to facilitate access to the properties and
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[0020] Fig. 2 illustrates an exenplary directory

interface systemwth an artificial intelligence
conponent in accordance with an aspect of the current
invention. [0021] Fig. 3 illustrates an exenplary

directory interface systemwith nultiple data sources
i n accordance with an aspect of the current invention.
6a [0022] Fig. 4 illustrates an exenplary systemt hat

e S a dite LNt e temw th a pluralit
ofRR2YS TP Uk re R fory R bala R tnfertce
asyséapwith 2 phiralityef data reyubstors wed tate SouréddGR 3dcokda@ice ith an aspect
iloftxétra%@s a directory structure systemin accordance

wet e SR BRERIONf t he current invention. [0024] Fig.

6[002BLSt r at B, Pilkgkdesd JRKIRY ¥irdonih 876t il aRPrddAd WiiSan aspect

li1st 1n accordance w th an aspect of the current
i AlBREwsmMtinvenIon Fig. 7 illustrates an exenpl ary

cipk4p! ar ot ' Vi-k Qn i, -
agjcbo r ]3 ance Cﬁ\}}g'ttﬁﬁ%%ﬁaggépye%% %?&% lé%s ltf%?‘e”rl] %Pgagg}ﬁf § Ii§t in accordance
[ Bk eh agpiect. of ghd durnent insértivnan exenpl ary net hodol ogy

t recei wes ta from an ddress. i n .accordance w.th
aaﬁgsslpect \éﬁg‘tﬂ@u%?ﬁ?sea&texleﬂi?%ﬂf‘? ol grepjipeiurejup nefwork

| drivitehmente actOrdNSNtR b asREMUTIRN QEént iiRntRa! ects data
b@ég@ on associated attributes in accordance with an
a t

of thi® &illustertes aneyemplepmethodiegy thitgeceives data from an
[ ¢ i npl enent s
d%d%b%%m t gifdg‘?sé’ﬁgfﬁ %B*égﬁﬁgggtﬁ%:%%‘i 59 Fig. 11
i (002t r at eFim? iustrapdsan\exemplpnt methodubogyr thanelettswhatrbaised on

s bR R a R PR proect o e efhaveigBnt  on
cqeosle enFiRNodiudQRs bh eféxﬂplm%llétﬁoﬂb g?’fﬁfg'ﬂﬂngfeﬁlents data with a

conventional architecture commonly enployed I
iTREHFSting applicatiosanat i on envi ronnents. DETAI LED

'fﬁ@ﬁ?‘ PTI Oi; e [ .
aspects o?ﬁ the 1 g‘%“’é%%%@ﬁ‘%‘%%@’@%nﬁ%& T ghergin fhe
vinvention edndreammadoyedl. t he dr awi ngs, wherein l'i ke

r[ﬁ&ﬁ)ﬁ ence %ygmﬂ ?lllusstrg{eg an g)?e%lp gryrn%{w?orrk E,v erlelinkEe invention can be

employed.

[0031] Fig. 13 is an exemplary conventional architecture commonly employed in

industrial automation environments,

DETAILED DESCRIPTION OF THE INVENTION
[0032] The various aspects of the subject invention will now be described with
reference to the drawings, wherein like reference numerals are used to refer to like
elements throughout. The invention relates to systems and methods that support object
oriented access to information at multiple levels in a control architecture, for example.
Such data access can be facilitated as a layer adjacent to or part of an MES system or as a
white box cooperating to encapsulate data such as in the controller or the MES layer, for
example. In addition, such object oriented data access can be built into a controller asa
standard behavior of controller data types and tags of those data types. In this manner,



el ements throughout. The invention relates to systens
and net hods that support object oriented access to
information at multiple levels in a control
architecture, for exanple. Such data access can be
facilitated as a | ayer adjacent to or part of an MES
systemor as a white box cooperating to encapsul ate
.data such as in the controller or the MES | ayer, for

In add 1| on ch obj ect or| ented dat cces
céﬁ Ggf'é CB‘h?‘PP loy 9bjsc PBP‘F"E » SHeh 25 PrOpeEigs Pbeﬂ?féﬁ’a‘iPPB"r’ access
Oéuaﬁﬁeﬂs r(ﬂlnlra@é pﬂﬁéc?eci pesie &E@pﬁ&ﬂ%a%&ﬂﬁ&ﬁ, 1ﬂﬁérﬁaﬂc)él@ﬁ§me like

his manner, 7 the user can enpl oy object oriented
c@m@ﬂb with theirantomationyatemi components okhis aosessfe dataviashap

U R AP AAREI G p BN G405l i
teltipledotations withinsyti¢rerchivahgataehitectuftii s access to

s in _shar cont rast 1.0 .co vent| on
Dec i on 125 ARS8 e i oS Ertireq fastars oPlhn jnetude
| dbntrBMdrs h\i&h%s IPR.CRtah® DFived, thidh a’lle Epeefaﬁﬁ&ﬂbﬁﬂ!al-ﬂﬁb%ontroi As
architecture. [00331 For_ exa in hi erar chi cal

lhutli%se conteolleps gan saRig fagt rﬁpwa data ﬁeql cremupigafe tis data to a
r el fg&g‘l-ytﬁd,&\é Qata c Y)\ﬁbﬁ sl Sf:éeﬂHrg & {@hators and does

-time contro ese controllers can
owp telate tlfeac:stauegltofphgsmaldm&w@ entitessuchi asatbatchhif pragisctcor

e enccd a3rachBC She e RSP SRl SiSm
rﬁb ﬁlﬁy 5t Rlqaied © tRINRIcAR) dofa th Q@irGdthreg ahuattyle&hat is

suo as bat ch of product or efficiency of
eutﬂ@ed:w apdYIES @aﬂeln@r amEnteruisy ﬁlé%ﬂemsNﬁ?ed‘le to the controllers

' anféé nfs B0 AT oRIGHE TS bRy gg%agﬁ% bRl drfmultiple
toppipatelrd, XI isitothinpe ct;dgyn ttcﬁhnwgﬂnypﬂn:smbsubaggtﬁﬂyeﬁmﬂarsiaw in
SR o i BT onat A5 FRingesitl AR 33 i s dificultyin

NB¥teme8dFryohd Wkchid 8f tHéG‘QHlkl&?&ﬁ)y” lof theYafaQi MR eveROFPA failure.
to have rran copi es of _substantially simlar data in

48034 5 gmw torfig: iy expmplary sygterml G0scomprises a packaging
91?&#11?21%@@%?3% EPREE Ba (G AL Henids 120, Yol Backaging

tdompdm | Il(mczttﬂm avogedad aecepuddtaifrom onb@»@ﬂxbie $eedaes mhdgackage

ook e s DR b il Y sheahs i T h Sy sytems

‘iﬁt@éﬂdﬁbﬁl QetQ¥phGt A8 maiiliénaRECHOM A bmABHBANIER! fol Lhnfié) Such

be e l oyed to accept data fromone or nore sources
tiomyis masigplossible byiencapsulating:the dafasuch ﬂlmomdﬂ@cs and

P B AL i
qoe3syat i on Thy phekapink QomPuadhv i €0 cdirebeive information from any number
of sources to which such packaging component 110 is communicatively connected. For
example, the packaging component 110 can communicate with external devices located
throughout a data driven architecture to receive information from various sources related
to the control architecture of the system. Such information can be sent via a specific
protocol or communication standard such as Ethernet, ControlNet, DevioeNet, Profibus,

CAN bus or the like. Alternatively or in addition, communication can be accomplished



sinplification is made possi bl e by encapsul ating the
data such that properties and nethods of the data are
accessible to substantially any suitable data

subscri ber. [00351 The packagi ng conmponent 110 can
receive informati on fromany nunber of sources to

whi ch such packagi ng conponent 110 is communi catively
connected. For exanple, the packagi ng conponent 110
can comuni cate with external devices |qcate

t WA Poteal suchyas vassless Etherns dnfrared, de@eBl"\*f‘té’Oth etc. In
| AR ok AR AR RUR 130 UEERSeiVELAA BoudhatiB media such as

control e system Su informati on
c twistod paigreoaxinlrablessseial dable axxprtm Il | Therpackagingisomponent 110 can

PSP B R AR e LS DBl iR AR op o v

adelii¢d soh aﬁ:ﬁfl‘m.trabbﬁﬁdrt) BtcC a@ﬂtehmuaelgrpmp Ipackagidle aompm@t 110 can be
wi rel ess prot such .as wireless Ethernet, infra

vyoffyare iy thfettdeta if fpoeixedpad GHnsmittd ﬁé&ﬁa@m@te ace such

cggmpgpp}-mje;{gnﬁl@n recei ve data through various nedi a
such as’ twsted pair, coaxial cable, serial cable and

t (0936 ke. THee prskaging wglwumidrl@wan b emplayied to@aekage data so that it
AL QRS LA 68 SHER B51aR ST bl RO 1ovtlSBe B hicutar control

W' e sUc
wartkitechmd| Bor eramiple, Sit:h‘, pao%lagﬁ dwtd canBeyaccésbeal peakapglicayion at the

R A R on RS PP A PROSERG ORI at the contol
| RUVQ! foreRarsplen ThES toﬁl}r £¥ihgle E@ﬁy @Pﬁfﬂjﬁ&n a[pgﬁéﬁﬂar ddtce need exist

packagln componen 10 can enpl oyed to package
distaspasticufdy gontral architectangp Such P@kﬁm daty ¢ag he stpredcin @geemery (not

d t £

cofim sl 1B BB o e et el A bEM B e bhout o
acomerebachibaenaa appl i cation at the Manufacturing

SR o, b B SEI3HR e o o
S&é?&hﬁnéﬂ‘lﬂ(ya Mm&?%?vir{omﬁt&@r bh¢hA inchfie raQﬁd@Faﬁ e of information

exi st In a partlcu ar control architecture.
pia'pmdddldgtvalucms el @tme:tedhta mploneht@r@csc(nbmsuc]sm) For

such robust. means ersi stence, can,he

el Ao iPStBen FOR it SRt LRl g yptue or2.4

Tﬁﬂtsﬂﬁ@v‘éﬂ% Wi sodlingthdor (ke dAad ahy thbhﬁhnﬁﬁﬁkﬁ@'l aﬁd model number of
onponent 110 can_be determ ned a nunber

vtB? senger. fEhetsepling f@“et@rapae&ﬁ empécmﬁéo aetﬁnnaee # Eﬁ@bg’o’éfl value of
hl@%%%?ﬁhﬁn Fof ¥ﬁ§ﬁ)lé " gev@dltlé &an gei?)ré@@ﬁt aﬁg%surcment of 17 cm

a enploye such vaflues.
enﬁh$nﬁaprmMﬂmuﬂhngmmmmss|on froma non-contact sensor

Cl%&ﬂ cont ailt 1ns tg bg %}t)p%ecggtleéj tena?]:hezshﬁj ect invention can completely abstract

any notion of location and/or data meaning and simply expose an appropriate subset of

properties and methods to a data consumer. For instance, instead of having to designate
that a word in a control scheme is a scale, the packaged data can have a property “scaling
value.” Similarly, if packaged data is utilized to activate the next batch in a process,
there can be a method exposed to “run next batch” instead of requiring the data
subscriber to know that activating such a batch requires setting a certain bit of a particular

word in a control system, for example. Properties could be exposed that represent recipe



volts as well as the scaling factor of the data and

t he manuf acturer and nodel nunber of the sensor. The
scaling factor can be enployed to determ ne a rea
worl d value of incomng data. For exanple, a val ue of
2.4 volts can represent a nmeasurenment of 17 cm
utilizing a particular scaling factor. [0038] It is to
be appreciated that the subject invention can

conpl et el bst.rac any notiqon of | aocation and/ or )
e R R RO s e ool SpReFg: @i Alspmatively,
Ofhesdprop&titd @uiPBpaPRAAAL Of e “BurltHkd” COMAARR' In ddition, these

i nstance, instead of having to designate that a word

i phigete.anethaests and properties can becpublishediie opdigt teapduse daewmendgtion of
haﬁamgfg oy “scaling value." Simlarly, if
ﬁage

pac: data I's utilized to activate the next batch

i [0089)r ocesTFhe datdhameumimg doeica 12@tdnde sebgpansiatly tuy device,

next batch" .i nstead of..requiri t he, dat sybscri.ber .
P haRn peatioRian apd bk Sl plGimarichiB tp o &5 DEleg Grge data s
ap&Rhgedl u? thé packhgife @&ﬁp;&dﬂéﬁi A0, it\68 Be erﬁ%lay&pﬁtardaka object and
syste or exanple. Properties could be exposed that

r Wized biiithe dat qoeswnipg davise. shithis seanperg e dptarronsyming device 120
R Vsl SR8 bR AL vk o

beftcontrolarbasaldiatd objetig fdries appleh Byevayaifjfedthes exameplb,odeontroller
and opejties.c be published ip order to reduce .
e Sficns vt Betran QP 7ad s it ppepgets aar invoke
GREtho@HSTUBEcREx % 69 ak RPES BiyePHphtdtivh A0k kitithet cdfiifoller’s) data
devi ce,  conponent, application and the |ike that

gy sThyisr Rackaging damasdataebiess ean facilitate ommaunieation and

. t b
CAHEAEHN FB 00N SATBEARN) k. by ce oy
cumgle nopygofcsedti data exists, taiontrobsysiem, cahfbe nebaé robastris tint itgrovides
PSRt (e e LA LRI erepebtien MOHE: b pysiet.
cjoo4gpol | er 'ﬂﬁ%ﬁgcdéﬁig%oﬂﬁjoﬁé‘ﬁtq’lofaﬂa th%’ﬂﬁimloﬁsunﬁi{g Wic®120 can be
further exanple, a controller mqiq&il be a client

cremptecortloeal tocens aapthercandycan ba gouple! Wilizing vasiops splriquess For

apdb e { . . Of . 4abj X

P afte, R S Sop AR A SK QR KRR i AP comaponent

]E)]kle_d:fa_tiai onlheonditipacdrgingordai ﬁp@ﬁ)df?lﬂiaais ab{l eat be made utilizing any
acllitate comruni catl on an I_mpl enent at| on O ta

(PTG RS EAion pEOtecsis Sush ag (onoiNel, DexisaNet %FP%HS, Ethemet

Sind ¥fe Y, YruthesS VAR n‘feﬂﬁ)a)’caﬂfbe%&?u ti'oﬂ:att@ﬁ'ﬁi%hﬁf such 4 request such as

control systemcan be nore rob in that it provides
cwine (eigarroaxiak cableetvgsted painper.t andddr veretessrtechudlegi¢e(eg., infrared,
l%;%Irqe gs's%tl)len%t,t ﬁiu@to‘é&eanaﬁct ﬁkné) As shown, the data consuming device 120

can re-transmit the data (e.g., properties and/or methods) to another disparate data

consuming device, such as a controller or software application, for example.

[0041] Fig. 2 shows a system 200 that employs an abstraction component 210 and
an encapsulation component 220 to provide a data object that can interface with a
processing device 230. The abstraction component 210 cén receive data from one or
more sources that can be located within a particular control architecture. For instance,

the data can be received from an Enterprise Resource Planning (ERP) application, MES

10



100401 The packagi ng conponent 110 and the data
consum ng device 120 can be renote or local to one
anot her and can be coupled utilizing various

techni ques. For instance, the data consum ng device
120 can request data fromthe packagi ng conponent 110
based on a condition, one tine or on a periodic basis
and can be nmade utilizing any nunber of comuni cat i on

DSIRER oMo i O ke AR hS it b crllon Vit fpgmating

e afmi myinde ﬁc{bf dds&ﬁiﬁﬂg inferatiioR tHaPEpIRE to BuWhuebdati\bdnasé employed,
mﬁ}"g co cab{ e‘\QQSt ed pair, etc.) and/or

Pigg 0 F\t&l ssgied ty E'&”“ndSFH“’Pared Wi rel ess
Efdvappet Bf]&@iﬁ%ﬁ’&éﬂxoﬁ REmpbitent 2 KPdan U%%uﬁ?&% ’defeﬁﬁmg it

consum ng devi ce 12 can re-transmt the data e.
pPpetties al raﬁhso@rarmmatgo atpartionbar deta calmper. ahﬁhmn@ner

I C UG roll or software
ag(g% C alFl on, ol of ;311 b rrpga%gd %O?PZ ch‘ffmé SFOIRBHE 'Y Vich data that they
smhmhﬁ&@estddaﬁ aﬁ(ﬂpf shoaldbe ;ﬁ&ﬁbiﬁt@bﬂm@ ﬁc@@sﬂﬁg) rlaﬁtexﬁﬂﬁe, if a data
and an encapsul ation t 220 to provide a a&a
oBISRPeL Yig Wihesda peoPis Lontine agior from @ eRiedt iwigna geniol system, the
2i¥3traction cBRpbAGKE EdrPHmp W@ﬁ&@ihe%éﬁmggﬁbtéﬁﬁ%é’@a@ﬁ@elmate

fromone or nore sources that can | ocated wthin a

paedditiongl unneeded datg| sueh aydataspuneesoursrlo¢ation.ourse manhacturer and

Q@ an be received froman Enterprise Resource

Pllanni'ng (ERP) application, MES 10 application,

cipa43jol | er Mntzlpeu]laﬁdﬂeeompbnaﬂtﬁ.’lﬂicambe tiplogted @ defile the manner
Qy, various for pat and incl ude self descrlblng

th S%ﬁowﬁ%ttca? é‘}t%‘{f ¢ wriogdata consymess- daqcqpadance with the
esm e@yidentioh Mc&R S B4R p?(f: 8 aldbAmeftodd 6f £dat] e&%ﬁfﬁ‘be dictated

and so on. {OO4 The abstractlon conponent 210 can
ey the serface(shemplopiedhte opramuniqatcopith suchslatanbjorbt Emrotsampb, the

ARG B 4 BEnSh RS i ok B R i

tprecessing dewice 230. \th s gijiréachadat bhj¥ctaae enployi diﬁp@fa@@deﬁ@lto
in and/or should pe ohi bited from accessi ng. _For

j=rl

- dyayife the spme gropaties apd{umptbeds jp dhrarosessing devies 230. The

%@aﬂsﬁﬁnéﬁﬁlﬂﬁonteﬁmo%ﬂg% 3 uelti6 ﬁiodwgtﬂtﬂsl &t@e eﬂgé(ﬂ!o péowde such

system the ‘abstraction conponent tan sinp
tiyepesiacs| andigr fsthods tood partienlatatata conshindri stichas the processing

on needed data such as data source, source
acgg]g%)h%lﬁ%%ggﬁg‘@"\@enuf acturer and the like. [0043]
Toe44¢ncaps ByadncQulaap eHedlata, dRAgeAin DR nRide k@Y 85taloBject that are
efine the manner in_which a data obj ect can

deprompthe propgssing devirst230 behthatarpide the sawe dntedaredo the

‘ﬂr&&s&ff@dewce 230 to provide a consistent and reliable means of communication. In
addition, such an interface can provide comprehensive “tags” to describe various data to
the data consumer. For example, instead of presenting a data point and/or word to a data
consumer, {ags can be employed that describe the data and automatically allow such data
consumer to interface to the desired aspect of the control system. For instance, a certain
data point can be identified as “scale”, “temperature”, “distance” and the like. In this
manner, a _data consumer does not have to be familiar with the location and function of

data throughout a control network. Instead, such a consumer can simply query a

11



subj ect invention, access to the properties and/or
met hods of a data object can be dictated by the
interface(s) enployed to comunicate with such data
obj ect. For exanple, the encapsul ation conponent can
define the manner in which a data object interfaces
Wth the processing device 230. In this approach, a
data obj ect can enploy disparate data to provide the

e h RO s ReR T raa (b i Rl s g ipsibod t

useeivé desired dity td imeerthoé.a enpl oyed to provide such

p rtles nd/ or nethods to a particular data .. .

ﬁﬁg ﬂwna@SP E%F%@%@mréo %%Wl@%@ intelligence (AD)
&ﬁ‘ﬁﬂ?ﬂn@nt ﬁ&%ﬁé%ﬁﬁa% ALRHhRt bkt RadiRf fy wlﬁ&?‘fbﬁﬁ&rﬁé’élo adata

: rmdetoadata object that are hidden fromthe
pm@@nm sughae ticqeosinpdevieeP30. Fooedadwle, e Abeomponent can

rf cessing.d 230 to V,
C L n(?gﬂ% {yg éﬂ rpes %ﬂ S (gf:c/a tfcaga Honsner tagg %ub ue%tly provide
aﬁﬂq@nmna&sa@ﬂ@&ﬁmwﬂmy&@mﬁ can provi de conprehensive
" " to describe v r|o data to he d ta consume
P98, arp 5 i ekl Ghe SDisCBRVentign Jhe hter s e S Aplect as
V‘Qélijastﬁoﬁbrﬁ’ét @hd R4 B8 buchl BESexpddd 96 2 8RR Qﬂs%ﬁle} B&f be generated
describe the data and automatically allow such data

- cotmaghine leasning (véierein ene or more tining ssts eflatacwitloexapiples of desired
88Uty A By e TRkt 0! A i B8 DA 16D RO RYcnt R another

aasplect bethe sitgect livehtion imidarenditiang bised onRAaE Emottoestures that
haet befa IiarV\/lt t.h Iocat on and functign o :
ﬁ? 1s, £ap Bﬁ?ﬁlﬂ%ﬁd Seetiiil popckiiong ca%’a%ﬂio ssteJ over time

%Bsiﬁ' f@ﬁoﬂ%@fb S Riti6ns HRbYaRd chﬁé:ﬁhie@ wesalts FOSHERD improve
r%Stem relating to data wth various properties and/or

scpigugation. Forewimpde, desvlts widliagd by th@&;nt@rbe@wlowmqa]am the
T,
MRS PR e ML o B b

dresults (. g;epﬁobemleg sﬁeﬂm@mé ) hrié ndat fftert I@qmestearf&mmml& data item

dat consune ch as the proceSS|ng devi ce 23
pged to ﬁ%“ pFiate i qﬁéé‘b@’m"f‘éoﬁlﬁ &Ug rglﬁgon that a

Cd%far s%ﬁ&?i%gt‘ 1@ %t&%@tg& upzind%r‘ﬁﬁﬁnf&ﬂﬁ ViR, ARG ]g;amgle a result that is

subsequently provid an appropriate I nter
dm@sadb}l@mtnnqs (b@ctmusencmim deemed tnood usehid te thsjusert In thls manner,

ve he interface to the data object s, well
SEY EPHER el on i SRS et CpRpeRet i raeSis, iEh carn
c&ap@mﬁwuﬁﬁz@aﬁﬂﬁeﬁlgg@erat ed by nmachine | earning
wherein one or nore training sets of data wth

d904Th| es ofin addition @s utilized herein ithe tevm indRsenced tefeis ganarally to the
‘;)g%ctegs:c?f rEf36ing Aot Or Htkdring §6tds Of A RemNEnibAkEH, abdlor user

from a set of observations as captured via events and/or data. Inference can be employed
to identify a specific context or action, or can generate a probability distribution over
states, for example. The inference can be probabilistic - that is, the computation of a
probability distribution over states of interest based on a consideration of data and events.
Inference can refer to techniques employed for composing higher-level events from a set
of events and/or data. Such inference can result in the construction of new events or

actions from a set of observed events and/or stored event data, whether or not the events
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aspect of the subject invention, initial conditions,
based on one or nore features that indicate desired
results, can be utilized. Such initial conditions can

be adjusted over tinme and in response to user actions
associated with returned results in order to inprove

di scrimnation. For exanple, results utilized by the

user can be enployed to train the systemto |learn
dasicomelated fnutlos: ttmpotahproRimsing kil whethidiahy/ evehtt and dithicome from
know ed‘ge of whi gg resul t§/ (e.g., properties,

B FEverd cw eyt and datasayreesy (VeRopEeawHication srheges and/or systems
Peig | sapbcH vedfdrandchRid, nedal RewbikSe @ng% %&:ﬁ@:{ﬁb&ﬁ?ﬁorﬁ R2d forward

appropriate interface to expose only su or mat | on
t propagation, sadisd basepand fugzy lngie), espastisyistemsnBAyssian networks, and
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term"inference" refers generally to the process o
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limipli¢itle e irthidy RdyeSian Riafiad 'ﬂa&éﬂanddl&%fﬂepé%nﬂ%ﬁ%er statistical

over _states of interest based on a consideration of
Fstifigipuel endesision ieedeaning neethndsesupport yectermadhinesdinear and

I} : GO [ ' - | ewv ts froma set
SRR K ol L IR B WA bV criENip oS Hheh an
tabpectolithe subjéct mventionn dw tisly miahserOhe AACbm@osent (1slEowaH can be
.and/ or stored event _dat a, whet her

of observed event
SPPiRYES b, thesngspsulation ompensht topavide fosismyaking e ap leamed
Bt BF b YartiRiidr WAL EAREmEPR BB & ARRdRIA 6Bk oM

one or several event and dat a sources. Various
40048%i £ i caln ene appimasib shepritessing devien230 ¢an by substansially any

i . k o .
Ko UBRD e o Uy DS e st g apct of
sutject inveati@s apickrinimallellede ControH¥PRI, Al BraBley PLCS, SLC-500,
¥e an networks, and data fusion) can be enpl oyed )
Efﬁ cg%dﬂgéwblefco}faw%{e. CRIPFCSPIRE ﬂ@mﬂ%qt @Xﬂﬂﬁﬁdhe processing device
D50 &' 1Rhn Afdn e? SENSROB.© Ergp‘lo ba %nﬁ‘#&%xﬁ%é with one or more

i nvention. [0048] Tn yet anot spect oOf
f#te epnsugrs wilzagdispaete patocbls. Bypyayyedutther eaamplej tha pmcessing
g%(]‘gﬁ%fﬁgx rb% :%:?:pgtﬁvﬁ,%e{ a{%tgﬁg%ﬁg ﬁutgjgas% (ﬂl?atb%sec Qtsc%&ueslztoaiad/or utilize
various data with particular properties and/or methods.

[0050] Fig. 3 illustrates a system 300 that contains an encapsulation component
310 embedded in an industrial controller 320. The encapsulation component 310
provides properties and methods of data received by the industrial controller 320. As
shown, the industrial controller 320 is coupled to a control component 350. The
industrial controller 320 can be virtually any processing device employed in an industrial
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hi storical data representing data and attri butes
associated wth such data that has been wutilized wth
interfacing to various subscribers can be enployed to
predi ct a subscriber's preferred properties and/or

nmet hods of data within a network. For exanple,
intelligent decisions based on statistics,
probabilities, inferences and classifiers (e.g.,
eetivirbiinbhty SatltlexanPidsiifdladea progd lc logielcuftrdlr, intelligent
Bayesi an | earni ng, Bayesi an classifiers and ot her

SRTREGS3N; EeEote epasal date paquisitioneagd andie bk ringaddigion,
| SRl CatiTR R e iﬁu&ﬂﬁrcg}ﬂ@lﬂr Qhn g?&&bﬁ@gslfh luﬁﬁﬁfl% %ﬂgnumber

non-T1near regression and/or neur net wor ks can
eofphesiie(e.g. coagiebratiten twaisted phir, serialagrpd etd/af protoecols siphest

i Aventl.on. 1.n IS, manner., the Al conpopent (not .
SRNEE ReyigeN e EinBBae Hiprd B sh o BE R e Sidnsirah gontroller
t can a0y disteordRsTE poRNtoPREVIG AR ERENISsidre@VAA6us ARG dodRfners. In
of.a particular data consuner in relatigon to a

mangeh fhedpdustaal genteoller BHhan begecsie aag(or barsit datpin
%eas.ﬁanyqﬁgeaﬂcfo@ syshin fARLER iS Rloandqal | y any

conmponen ereln one or nore data points can reside. _
AB8TkIdi ng tAs shownabp endapsiflationeompohgns 310 isromdetidaslin thze industrial

R T TR NN L ——

Hocaliaisnbstatidile enyPBOationqe. g & xéngible) with Gesped ¢t iiminstrial
devi c 230_can be an Allen Bradley SLC-500 PLC
é&?ﬁ%@f‘é&-’l oTE%?HFGPﬁ“i%\OE cppncghél Qeanhsegpleped 4o encapsulate data

Wﬁh&md}&e@altm%nﬁl&w@ﬁahﬁat%e K68 Cpieseﬁaédggaigp&ate data

further "exa , e processi ng geV| e can
Fohsumgre le objecborigeicapabiliticidn ab astemateatsysiem, for example. In

t / till [ dat i th t..cul
B NP o R 9o ottty BB HePieH ok PRUVIF Rt e
shagi suBh 39Propértits, eRtiods, Ko and/ie aBSHeS GhdliBRrsCHSTPRABHhALsm,
310 enbedded_in an industrial controller 320. The
dRREEIANGE/G- OFPTEEATPIS e term agsegate dean hsemlover by mgrg than one

dat . . . .

TBl Vi (Aot LA i o MRl g R P cach
courpineyf assigns aghsparatd meanigpioesath 8 0m. Th éhis appaiesshy thelata from the
S et 1) bR SO 2 freren

sadeh&findrncl ude a programmabl e |1 ogic controller,
intelligent processor, renote termnal, data
40082 si t i oBycEmteidwdhariesamplrea gronp afisimilandata objects (e.g., data from

ST 80 BB e BRAPEER i€ 8 RSporics and

IzlIng-any n
oathodslassoaiated, withnihs detd ip auch,a greup. aln, thisintanhera thd/podperties and

prat ocol s such as Contrql Nef, DevicelNet, .Ethernet, s

PR H oS APy o OPR OB R DPsHS CF e FrfiEd eIl e and utiized
&9 alpialifrof data consumers without having the redefine such properties and methods
on multiple occasions. In addition, consistency of data definition and usage throughout a

control system can be maintained.

[0053] Referring now to Fig. 4, an exemplary system 400 wherein an industrial
controller 410 is interfaced to a plurality of data subscribers 420-460 is illustrated. Data
received by the industrial controller 410 can be stored in a memory (not shown) to be
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can have one or nore ports to provide data

transm ssion to various data consuners. In this
manner, the industrial controller 320 can be receive
and/or transmt data in substantially any contro
systemto which it is introduced. [0051] As shown, the
encapsul ati on conponent 310 is enbedded in the

i ndustrial controller 320. However, it is to be

apqmembd at ehhtdritinte. (The imivsiab tdnkicllend 10QaR bOQIbstabR4dll @y controller
g{ ted i, subst{? é“’?ﬁ'&l‘é any location (eg., renotely)
W °‘P’e‘§?} gneys cgf such g, pJrp@entihey chﬁ‘éspeclﬁc

eepdfattetal SAndaR¥RAAERA P81 OPG S and He BRE)! HlyaQQmJbﬁ, the industrial
encapsul ate data received by the industri al

c S?Ftt'f%lle’( 1131(0 @Gdﬂﬁmﬁﬁaﬁﬂd@ stogrdaia roscigediodieiretiovad and employed locally
consuners to enabl e object-oriented

capa |I|t| s |n an aut omat on system for exanple. In

t i0S4hanner Thedatateacicahmdstored by theripdusyrial controller 410 can provide a

b- h h
TR oo et et & R Brehtibe St 06 o ita o ientapsulated to
Qetepolé areafpr Olﬂﬁh‘ydilﬁidt) Bf ﬁrﬁpemb@ﬁﬁ Ihétﬁ&i%f%o oﬁé ér mg&rdata subscribers,

npl e, theterm aggregate" can e oyed by nore
ﬁ’é this eanaen paly autherized Wgtﬁat @emintergstadfin such data

&y E&?cﬂnﬂqé’@ tld Bla. Gﬂf%te'hgéﬂsﬁfa eﬁ‘?ﬁ{a%ﬁﬂ bEAGH degc?lﬂﬁ:[%n%r

aSSI gns a di sparate neaning a term
a@mmmubqted ﬂlmughma; vhrious mted”aces rwithies & badtel sysesi oAdditionally, one

ggm L8 gﬁ 'é%?{" 32@%&@” € phunct | I%gr}a %%&5@&%&% [cations

eﬂhﬂmh@;t aPaBicRlp ceiftro? hithltédhnd 3hRaRisfataSvid SreSndustBll Rontroller.

m_the same process, same control aspect, etc.) can

@ louped Ths datrsuhicribpis 430468 cen bamrigeationsndiorieontrol level
ARithih 'a%tﬂ:ﬁ:u% bithiOurd dh ol @s?eyf e%xﬁ Eaﬁ suh@ st)teﬁ4%1 0 can

manner e properties and s as o’c:|
grepigpent fin dpptlaatidyj mcmesl\msrlajme vd:efelm ad:hanaplﬁlgia&oﬁ campdifsetly read

t| l i Zeqﬁgm:ég%g? cf;\rlsl:{iljt of E@f-@?}fégnz‘g w1 hoai)gpntroﬂerttlo

rauchldadaen@ e akBorAfiiih pRYBVafifiihednofHA. F
def| n|t| on andg usage?throughogfem troI syst gg%?:an o

spndag] efcowBE engisk oan be gmh@d,de(l mtﬂ}:g indystreah controller

%@wg%ﬁ%‘%ﬁé’?@%&é}o% BT Gt e pr G814 il Shachine
4ﬁ @ddiﬁﬁn,l conirdllar sbjeet @idntcBabAceptsaaiby eﬂab@éﬂ Wittt data from the

|aI ontroller 410 can pe stored in a nenory
%15 Qitolleputizing siandardcontrgl system pragrammipgangyages such as

ggﬁ?l?tgll 'lﬁigu %é@t foPbAp1é 1@!1&%@?{1@ %&ngg ﬁrﬁ:ﬂfdc ‘?{elw 1:£48¢r logic,

hat canresi
éﬁwtmdrt@m fugetisin tdcs:kaimgmpomnenﬁahﬁmcmmﬂsmmdum list and so

on.

[0056] Fig. 5 represents a control architecture 500 wherein a data object
component 510 interfaces to a control layer 520, an object layer 530, an MES layer 540
and/or an ERP layer 550. The data object component 510 can receive information from
one or more sources to abstract and encapsulate such information, which in turn can be
oufput as a data object(s). This data object can interface to one or more layers (e.g.,
control, object, MES, ERP, etc.) of the control architecture 500 such that the data object
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envi ronnental standards such as | P67, |P45 and the
like. I'n addition, the industrial controller 410 can
process and/or store data received to be retrieved and
enpl oyed locally and/or renotely. [00541 The data
recei ved and stored by the industrial controller 410
can provide a single copy of such data to the rest of
the system 400. This data can be encapsul ated to

evapdseasily intohayged apend dbsr sudi anpuepetivh dieravidy, fertdreunple. In
ﬁé%sﬁa%&o%@h g@regﬂﬁd%tgfep%g%ssg{ﬁgb &rms Btécfn];c%% ﬁgl)ég !ét%d atI rgulttilﬂieslevels of

i the eotidl eddhitetgesho.dat a aspects can view the data.
T@ﬁﬁﬁncapsulat ed data_can _be self-descrijbing as
C

ni cat etiSihPoRpRsiALed hat dataemplpads widle thegpripl greitecture 500
CQReQtor&dt bﬁégbf rﬁgﬁ{ipfé llﬁgﬁioh% ;n gégsfdaﬁée »ggﬁ gl% Q@E& of the subject

subscribers 420-460"wh ocat arious
dhegrdtont Eof exgmplepdata cathboacgessed framphe ddte adcass compbnait 510, the

' e cess,data yia the indystrial
S L 3RS R0 Rk 82 Al Rudy Fin P bty Frogp more than
bmedeooatibm wéthinahe eoilfod firchitethure 500, 8ueH datavvilhénly @eside (e.g., stored)
particul ar architecture and/or system_  For exanpl e,
daege @1%%%%418 I Jpgproyide consisiend ypdatesah theggpperties a9d methods of

tshéh ¥E2 FRNRAmPIREdRA BanBiaBc A AR %érséédi SRy '% %ga Jélyect

read and/or wite properties and/ I nvoke net
dampongnt i Gon the objectuayer 530. Additiondllyeit istoe apPrwciated shad data

i ' ~accompl i shed..by enpl.oying v.aki ous .
(s Aofetoc i e AR el SIS TR R Sl B tocation
aelgtinetothcdnarobarblgigdage 500.0 t he i ndustrial controller

1&% ?r dat%su scri her such as NET common Ian%uage )
A8 e or Assivgle interfacs canbe simplayed toseadpupi{or gite to data properties

GRA/OF BlettRls RBLETSs Of ﬁbﬁ%ﬁ&@l 60216 %@Eﬁeo@tﬁ-ﬁ gP@ b x P]?Iﬁg%to access the

wth data fromthe ustrial contro

;"ém f&; iﬁs@lum ire:} pxty‘asﬂ?dwﬂ 17018 allmi’,rMESaumF;trag es.)stteiptEdo access
an ages I xanpl e.. n ages a .
pRigcish dita pEGSHSGHE Ruoh Biscl SEVRy ettt dup foshar Aiiintis ogprion, the

a0kl diad@the BAmé Biithfidn fepftdles OO the'8ipk and/Blotatinl (Tihe data
list and. so on. [0056] Fig. 5 represents a control

sPRyimesdpyframply Inuethes words, thedataon]lappear enapobiesiwithygpecific

i (e) "0 ! i A .
SRR fefof Th ekl Ebardiel of3oliok Bt by otivated
dizctaly objsaxtitizesddnpalispatatdtbativan the dami coasunidr camstill havefthosame

n ,.e. sources.to abstract and encapsul ate such
%Hﬁo&ﬁﬁ?%&ﬁ‘,esm’@gerfaﬁesttl‘}raﬁc‘?%ﬁmbgata'out put as a data
Poo5eFt (S) . FiEhb Sheid £s;RRIPEH0 wREein'H B4 &@&t 1i8raP61(PEan interface
nore | ayers control, object, MES, ERP," etc.)

e.g., !
& a eonsrod bwyer @20, air MHIS leer 638 agdlor smERP daysr 64 elndhis approach, the
agﬂa%ﬁject library 610 can be populated by one or more data objects received from any

number of sources. For example, the data object(s) can be received from the MES layer
630 and/or an outside data object source.

[0060] Conventionally, data employed within one layer of a control architecture
cannot be readily employed (e.g., read, written, efc.) with a disparate layer of the same
architecture. Instead, such data has to be reformatted and/or reconfigured to meet certain

data consumption requirements of each layer utilizing the data. However, in accordance
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15 can be easily interchanged up and down such an
automation hierarchy, for exanple. In this approach,

obj ect oriented access to information can be supported

at nultiple levels of the control architecture 500.
[0057] It is to be appreciated that data enployed wth
the control architecture 500 can be stored at one of

mul tiple | ocations, in accordance with an aspect of

twigh snuigped of thersubjactiinventiein rdaEDmu]bb encagisitiated amd $sered in the data

N IR D T R T —

doheuntas) Pahid eeasse dlefdaﬁrﬁbjﬂét ﬁbﬂahéuan bedastiitageat sueh that one or
within the control architecture 500, such data w |

JReLs d@@sq &etseén he emplogedyyth aiparticler projest by simply drggipg and
tRo m&%b&%&@ht&& %@ﬁlaﬁ%ﬁojéaﬁ Jﬂﬁ%ﬂﬁﬁ@ee&ﬁp&n build a

met 0 ] such “dat a. r exa ta ca

I dﬂtﬁeﬂ‘?&@t hhttarsa@tdmeforr umr@dath ebj J ecthito mfoglgdﬂeemd control function
0. A
PRSI S, e 100 P AR s e

atreadt ﬂa;hcéata\nbjhcttlfbea@ (1) en:d ututze& ﬁt donte thﬂmmkthe fiture by simply
relative to the, control

] t
&%Lany 5 lé%ﬂs%J 8%@ M%%&t%apm\ﬂmwebn be

qowd1pyed t qheazd oﬁj%g{ lﬂfraﬂ\‘ﬂib Qah Be Qﬁﬁlﬁy&f ﬁnﬁ% JnliRdata objects as
and/ or net hods regardl esS of what |‘evel he

Mfﬁdtlvcipﬁrt@m @sérs For Gmlﬂl% dgtatobjestscen be E¢gega¢mitiato various
% up3 gﬁ}l&ﬁgg W)lth a?%%ﬂp %rw} ?Hs &hta Loen\éSmel{s %I%aq ‘ac ess 011 ac*'ﬁk‘?(’)re data

enpts TO access ICU

©bjestsy the dhta@bjeetlﬁbrs@r 610¢ Thoy, Ilﬁﬂpeedaﬂﬁ@oﬁp’ éﬁpr&:ess points from
di sgarat the data wll the sa

~vap &&#@%ﬁwﬁe@@mﬁ% eretwioygﬁa? Epntrob i plgipation on
QfpattRSilad 3 BmbARURE Tactdry! su%ﬁ A5Rc8n bé Ers@ Eﬁﬁpsﬂﬁw:ﬁs one or more

the data w Il "appear_as an object wth spectf
setambjactsein agnotdancervtthibd subjeat inwgaion. SFheny thgserditaeahjeats can be

PRI A Bith (68, SuRorB) R ot RS b o 1t el o8 by the

lkawe daberdarturdintidding tli‘eﬂlib&ﬁbl layras2 0,0 S| 182 6B A GRS ERD layer
access that data. [0059] Fig. 6 shows a system 600

#ARpeHesslVelat a obj ect library 610 can interface to a

Susas ol | aggys bl
L I I e
- Gagic ccaltroﬂa' (1%@) 750 e:dintbyfaomwith ;1 smmoe’iﬂmmi prbyxde swch mf(}l'nlatlon to

d f nber ou r exa | e, the
SR 1 a0l b NS, g eR B 30 I8 PR o tBpuoatopt data
goﬁiia/eﬂ:[es aﬁu/@wléme@s @ﬁt%@bl(ﬁ&lﬂ BRQsupied td Qpé{&apsulauon component
nventi onal |y, dat a enpl oyed within one | ayer of
d 3hthapaccgpts Hatadiomy the sensor and converts the sensor data to a data object that
can be employed with the PLC 710, the PLC 740 and/or the MES application 750 (e.g.,

data consumers). It is to be appreciated that the one or more data consumers can

interface to the data object(s) from the encapsulation component in substantially the same
manner. For example, the MES application 750 can request a particular type of data
object and be connected to the PLC 710 to interface with such a data object named “Tank
1.” Once such a result was returned, the MES application could employ structured
methods to call on that data object that would actually send services to the PLC 710. In
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cannot be readily enployed (e.g., read, witten, etc.)
wWth a disparate |ayer of the sane architecture.

I nstead, such data has to be reformatted and/ or
reconfigured to neet certain data consunption

requi renents of each layer utilizing the data.

However, in accordance 16 with an aspect of the

subj ect invention, data can be encapsul ated and stored

| thid thanmegtpaograng ach ab C# Wisyaltlic] € aod der hkl‘c@oﬁbdflﬁ&ﬁhzed within

dﬁlﬁg\ﬁﬁgﬁﬁ)hc ﬁér{ Stoslggm)gtrestuc Ogger%g? Lelgre d ta to o C}Braz“:cess the
bgatslbjeétirdhieg»>such that one or nore data Obj ects can

be enpl oyed with a particular project b
GHOB6 g g & B Holisate wethadblagiss 3 D90 pre 8009 in
P&Lchi dﬁg&%ﬂpfh@sﬁﬁjgct i @ﬁ(..amls n%lﬁ:n&%?éxlﬁﬂgg?a %m@thodologles

data ry ut| IZing o nore
t are Fieplﬁmd mnddebesbaded acerity aflactsu ftds tode urdleitoad and appremated that

lﬂser e ieRtieg o ap )by EAes Slarfhled aafer rthe ardegf acts, for

lolcBuirdh Yarfohld opdies aididricachrdhtl 3 QBE wiithBehr Bcts not
the uture by Slnﬁﬁlt gr abbi ng" the Ilbrary obj ect
r@in

aeseated gpd dgscribed anahqm@m, apt Al igpsteated qobigaaybemeguired to
gg@ge B ﬂ'&tméthmo%(%%sl : gg&@%ggggﬁﬁ%@ﬁcf ﬁvé]{ti%ﬁFgfﬁimnon, those

ects as user
eskillvdlie thecat willobjderstand amhaﬂme%gtlmgﬂtmbﬂmﬁ)mgmrcbwlds

AR 3% bR P RCuPY iy TR phini<Gu e SlGy 8 o R o events.
qopefjt | i brrediirifgd ow 16 B, 8 iflustrablrit b sndtiRdop® 800 efnployed to

process points from various hardware and/ or software
Rropgriesangnagibefisite ontpnpene cm%meaﬂa rIpdhis mgwanespobject

Sorlol sk fo AARRHRY ol R riiads 3L orcTbedls RN oficutar

rst encapsu ne or nore

: amutmldudu&cﬂt& hAt 81© datd:l,s exceived front siubstantiléﬂﬂgrany stwesethat can

dat a obj can be ed as a u
Db il pPorfafer s e Sloaaimean b SaPmhpicdiey vigpe or more

PFHoEIS . é’?’seh@ﬁ Coﬁﬁ‘élNeE DEicaNed, el gtuﬁqakmg Qatibis! wisdd ehd/or
the control |ayer MES | ayer 630 and ERP | ayer
ewoe &8 Aadisssich as {—@@@t gable, ithengt Icalulg,tm&mé, wirelessditharagtyand the

cont ?J?P%%&l 21%%18)3 %BQI?% e@gﬁﬂé@%ﬁ?ﬁ néroorne%’ for

dngfange. oByd’mﬁofehampﬁe,odaWandfe reazived vﬂieﬁeﬂe%@ panithir tedperature
MES applic t|on order to facilitate
d%er‘i"fﬁfﬁ ‘et BﬁPFﬁ‘ 'f"iﬂ?ert i es and/or methods, the
10 ca
jg%zsj 'Th@%aﬁ%%h%ﬁ chR b Iﬁﬁﬁae&%ﬁmgﬁng@éﬂgaﬂnv 8 &filizing

hat accepts data fromthe sensor an s the
serigus foraats andjorstatulaniso b‘ieacnally, tsach datanarbaclsdp vayeschnd methods

45 Fc)»?m&era&t \ 1@}1&? é%% rgct:egveedplh%tg(f'a?a q]/eocgnp oyed I}/Eaescrlbc-;: such values and
methods received to help clients understand what methods and properties are available
and how to access and/or invoke such properties and methods. In addition, such datacan
be received in substantially any location that is associated with a control architecture. In
this approach, the data can be received as a layer next to or part of an MES system oras a
white box coopefating to encapsulate data in the controller and/or the MES layer, for

example. Alternatively, the data can be received via controller to support object-oriented
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data consuners). It is to be appreciated that the one
or nore data consuners can interface to the data
obj ect(s) fromthe encapsul ati on conmponent in
substantially the same manner. For exanple, the MES
application 750 can request a particular type of data
obj ect and be connected to the PLC 710 to interface
with such a data object naned "Tank 1. " Once such a
r ascasstto ieforniatior a8 @ dtanddid béaGion pHidntrelleodat Ly pésthné 130s @ those
%rug}pured‘ met hods to call on that data object that

i) §ttually send services to the PLC 710. In 17

t Eioscipan ner At $I00 e M i$ htistad@sd &ith it M atdRR8 b6 assoc@fRd with
the l'ike could be utilized within the MES application

7formgtien figbmey beefsomedise (¢ one aranast date ehisumers For example, the
eaqs) - t ' " " 4.0 L OStc:

£ 4 F6ERE Sih aoi B A RRE:, adAlordipgolsg it pbfedTyce

i lecatang devikeri® eddicss) deties coldyj paiodicityef theatata, Btor However, one or
sinmplicity of explanatjqn, the.nmethodol ogie ar.e
choffecotbinlort g 0By Pt dlcopmaiiid G St BytpedfiGn gap hetp
béeternies the andnavt eidpsidaioaldfthd dual. the subj ect

invention is not limted by the acts illustrated

aﬁqgﬁﬂr by tHB39y e dalgiis encapsulatedk suck thatthe datacan be pigvided to one
O Tire iBta CBAduRESs. Oh HRE @ggﬁl%!n(gﬁ g@%ﬁf&%&%sm 3P Propbdifds and

ot her acts not presen erein.
Ruethbdsroan be exprstd @l 4 partidulstcontuatbr &epreveny cossumer fiomedcessing

G e s R T e, ™
dirhiting ke expo&ire bPhe pRperidP M EREbAbEs §B¢ ddth@hanges to the manner in

met hodol ogi es could alternatively be represented as a
Sehipkproperties and methadsage agegssed will notaffertdiepagte gensiingys that are

1.0064] i . ' . I
el B ot o 0L Al RAbEof b dalload ol s access o
roropreticsi apd/on nckthods Hateantempdorea particu meintofasetieoughodta control
t hi.s manner, object iented. access . to jinfoymation
EESEHs T camble A A0, ghe St is SOBPRICAlgdh a2 ety Object to one or
pasrk detdlcehsuns@ft rol architecture. At 810 data is
recei ved from substantially any source that can

d8efBlini cat &ig. Asbewaan exempbuy methoidolags 900 wheeein properties and

SRR Bk BRG, % TR o REHERA o4, iy st by
anel bpmore/datet@SEmerRe disdciated giﬁiéar ﬁg?mg%te?ﬁ kgbmlxiafte)he M aédition,

%?FFIe, ingrargd, W r el ﬁf? I
Ut BPrriTIBRcR AP o OB g dlatasan b serriifd a9d suth a request can be
REdonHish& ¥ aQEarONEndind] uer% ng Akt Aif@e 1iBY. APY2( Hata is located.
exanpl e, data can be receiVve enever a particular
Jeeatedreithin agartisulae edtenabased atlietst imparteh seghested data
parameters. In this manner, the data location, address or any specific information relating
data meaning would be unnecessary to locate requested data. Thus, a system can
accommodate substantially any data requests, especially those from consumers that are
new and/or unfamiliar with the architecture of a particular control system.,
[0069] At 930, the data consumer reads data properties and at 940 the data
consumer can write to one or more data properties. Similarly, the data consumer can

invoke methods associated with the data at 950 located at 920. Thus, upon locating
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[ 0065] The data received can be comunicated in

varying lengths utilizing various formats and/or
standards. Cenerally, such data can include val ues and
nmet hods associated with the data received. Metadata

can be enployed to describe such values and nethods
received to help clients understand what nethods and
properties are available and how to access and/ or

I desiried dstCl copkané chh Begid iferifib 86th. lodabedadet WwitlPbne dilifidre
data can be received I n substantially_ any |ocation

¢ PERFOES assaciurcy i theidets canwimers Brovidingata et js gncapsplated such

t thabit IRPoRSEHectl MR hdeSHR tREITGRALYE E‘arﬂ%c\:l\lﬂtakeas\ﬁ@ﬁ interaction.
next to or part of an MES systemor as a I'te box
cbdgidpmallyntheconmmen pan grepley wariqusiohjethuicntedicomdeptsrwith the data
a NES | r,. for ..exanple. Alterpatjvelv. the
ot %6 pioBE e R poor SomalifE R RocEss ol Phivorehion 86 the
olifeect - ori ented 18 access to information as a standard

b ior of_controller, daja, types, and tags of ose .
oo ypes. THBBEBPYAS i 35 l!lhérmlaar@ 9’98&&{’&&0&15%‘1@ data
tHak chhgnoldhRrisdito BEhASHACInAl8hnd dalk cohffnR AL 1010, LR tis

may be of sone use to one or nore data consuners. For

- aeentptdiin apensdange withyarioysmsotiogels,agdia and stendards. Such data can be

TR S S, SARRRL Y SR S g
odevidedokadamplee tAx. 10BDBY é4ta redBiedis convdred c@a dataebiectyiy

not r.equest all co ni,cat ed data, Such abstraction: .
CRFOHERS Wiffotts gﬁ‘l’ﬁéﬂ"ﬁaﬂ%r. dogheom REGPRYGTH e f Ot gbiect by
didkRacting ARd bncApsubitide thd GatdRlRotide § AeaRSHot alis Qor%g{hgrs to employ

that the data can be provided to one or nore ,
oAk dater &t 1030, amequestaswreesiyedfiom adfirstqopsuperi Such enniserer can

_ ' th can.be exposed t . .
Skl B0 RS i B BB R S HREGE e Raft i sty
amydeitio gssdéi‘aﬁd whithcicohtrelsysteth sgﬂh adthcMES kger, &%ﬂml layer and
access and/or are not interested in accessing. By

|tﬁﬁﬁ§?- nét 144& RIABE sdeesivadEom a sgrond carsugey gﬁé‘bﬁSBW can
tsRRil jorl ' |
A
dostsandsecond lpansuaree utilinges sempos itbrfztattantilize theldits dhject with

e sul ation of t ata.can proyi sel ecti ve access

RRP SR Psinet Sieh R GREoRRbe tel ot ASEREor
[fadtbiseudteds thohesdfoTae dohﬁtﬁhkﬁ‘hﬁhlégrcg;eﬁib@ tahdbr methods associated with
architecture, for exanple. At 840, the data is

fa ras a data object to one or nore data
(OVRgTe” . SRS 1S e BBkt 100
implementing various aspects of the invention includes a computer 1112 is depicted. The
computer 1112 includes a processing unit 1114, a system memory 1116, and a system bus
1118. The system bus 1118 couples system components including, but not limited to, the
system memory 1116 to the processing unit 1114, The processing unit 1114 can be any
of various available processors. Dual microprocessors and other multiprocessor
architectures also can be employed as the processing unit 1114,
[0072] The system bus 1118 can be any of several types of bus structure(s)

including the memory bus or memory controller, a peripheral bus or external bus, and/or
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nmet hods of data are enployed. At 910, data is

requested. Such data can be requested by one or nore
data consuners associated with a control system for
exanple. In addition, the type, attributes, format,

etc. of the data can be specified and such a request

can be acconplished via a search engine, query

conmponent and the |ike. At 920, data is |ocated. Data

c afpcpbbusasigady wiridty of avaplable busdrahritestustsamliddisg duspot limited to,

s gt S B AR RS R B ERGhoR pePiitiB s,

r BkehdeifSAYEISA R niteltipérin @ﬂw Hlebdick (IE) SEESA Lot4l Bus (V LB),

cathg requested_data. Thus, a system can acconmmod
mpyﬂ%yltﬁa?lgleﬁte@@@s csahessiah By (31 Bdpsased

CGBéiiME@'P%rﬂ(K@P qfe?sonﬁ!% thﬁém)fﬁ IAE‘s%flaﬁon bus

architecture o a particdlar cont system 069

oI MEHY), ard Smalb Fomputer Bysictas M&CQES%H i es and at

oA, 52t P BRI ek R s P i onvor
o e g el 1) e e e
cé?PSEFé&?Liﬁﬁ%g@ fvgsn s%e%nisa@%%ﬁle&amauw TH2gmihas dighastartup,
Pis QEREBIAToAvaIRAE AleBBriM 1. IHEwaRb GIIRIREHA N an uleatidng

data that is enca suI ated such “that it supports
owpeelatilermenery d 124 eansipclude read onlnrfrmmmy (ROM)aprogrammable ROM

RN, SRyl BRh R BB (AE0M) Wlckhy biiSeble ROM
I VEEPRIOM), daflash mmdiryasfloﬂmﬂ@f mbhiogs}lzn&ﬁdlﬁués mmbgmcess memory
[ access a i fiers, pglynorphi sman
W [‘ﬁﬁértﬁ tsragexternyl FRshe msmary. By ayiof [ilpstratignapdinet lalmtatwn
nRARPH L AGHILH APhn fiz( rwqg
interface to bot hygmﬁs%\é?ggsnﬂag%g%&g at a consung At
1@RAMysvpchirenous %MéaDMI\é); dovhdedate rate SBRAM |(BDR SDRAM),

@F&égané‘fﬁ? ESpRAM), SYRIREE DR AVISERRAMD, 35T g6t Rampus

onponent and/or device for exanple. At

][ﬁg? t he data rece| ved is _converted to a data object
ilR074) ¢ ¢ or o drnmepulir dih 1% alse nskides movaklenaysemevable wléhle)non-

AR A€ RRer SRR th gﬁggl ?%lh%?‘%gr ggtexm 1e ARRH B @9124

and encapsul ating t ans or
dbﬁﬂs stoeags 1124 inoiptiesy butsw oot litaited toAdevices ﬁke amaganmesdlslq dnve

8 MR Tl B0 e S0 P G oo
ashEgRtiEe Inedaities disk sotagé A4 aahintlude storage media separately or in
combination with other storage media including, but not limited to, an optical disk drive
such as a compact disk ROM device (CD-ROM), CD recordable drive (CD-R Drive), CD
rewritable drive (CD-RW Drive) or a digital versatile disk ROM drive (DVD-ROM). To
facilitate connection of the disk storage devices 1124 to the system bus 1118, a
removable or non-removable interface is typically used such as interface 1126.
[0075] It is to be appreciated that Fig. 11 describes software that acts as an
intermediary between users and the basic computer resources described in suitable

operating environment 1100. Such software includes an operating system 1128.
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any | ocation associated wth a control system such as
the MES | ayer, control layer and the |ike. At 1040, a
request is received froma second consumer. Such

consunmer can simlarly be |ocated in substantially

any |ocation. At 1050, data is provided to both the

first and second consuner utilizing a common interface
to utilize the data object with each respective

cepgating syssucH 28 which et besored an disk dotdged d24h astsdo oontepl and

g%l%brggl.]ﬁé‘%s%u%%s of RE E@hut ér%grts}e%sl ﬁE eS{{ﬁigng a[?phcggons 1130 take

e proper |es and/or assocl ated

V\ndvlantagehd thamanapetheaofansoufd@O Byt bpafitidy systbmridaR ehrbagh program
' 1100 for

| i
ol S D e T ERT Eliesin systretmemary G sgae disk
astGapP UL il igbd sppeiiited @8k thd Bibject RIVBMIGH cah bd Zmplemented with

i ncl udes a_processing unit 1114, a system nenory 1116,
aYAEions epasating systems or a@nbimtions gEensmtibgsytams coupl es

SU81T <ormeUSpe il BB bl e 19 s

pinpatalegice(g) LiP6t It dedees 1136 &my.ldeaiut\aa:rnom limitad 0, lagpbirnting

o Pl astpioe,faekbD shic e Eeabonel wirsupag igwtick
t gién el Coatedlitd dish Mchnnked TV nlniePdatd, dIgitil St ik vidkd 8amera,

can be any of sever al types of bus structure(s)
i Wieh qaEnery a@%ﬁl@%ﬁo?&lﬂﬂw@d otheninppideviceneqnaretde theprocessing unit

1 ) e P B o

iinclivdey lﬁ:vrgaxalhpte, msﬂnal port, taquirdiie] por algame Ipuﬁ, andracurdversad kerial bus

U0 et eVt 146 e o e porth s oppiatioet®

D3¢ e Thhs €drieRAhpIR, 4 UBB)port\darbe u&&ab B%ﬁde(ﬁ{ o computer 1112, and

Per i g}peral Corrponent | Nt er connect hi ver sa

da ppiput Bﬁ@m@tlﬂsﬁomﬁemteé d1 lhoaipmunmt d@me {1AGPQutput adapter
E?Eﬁ m Lih%imlé% Tﬂ%ﬁrg%fedsgh‘%to%l@:?go\gge% tl 140 like Flonltcrs,

soclat | O er
Ispeakefsaae] fringss, )amd[n@@ﬂﬁ} ollfpat deyidee 01402 which rédﬁife special adapters.

ﬂ%fl udes Iattﬁﬁgﬁﬁ)%éyllzogagg nonvol at| n%’mﬁ}r ond

tsB&x@éh?dthﬁt%ﬁ&@z? ndefins JfTcBARCAEN b&@v@éﬂ“ﬁ% b%upﬁév\i\ﬁ:eﬂ 40 and the

el ements with the conputer 1112, such as during

sydembupl 118, sit Qw@kbhb natedbaashendeyigesandinr yystaroof dyices provide

e
ﬁ““’m ammb ICenipGidr 1{ PRAM)aperkeintamietadrkyd SivaohmeRBRI logical

é PROV), electrically erasable ROM
connections to one or more remote computers, such as remote computer(s) 1144. The

remote computer(s) 1144 can be a personal computer, a server, a router, a network PC, a
workstation, a microprocessor based appliance, a peer device or other common network
node and the like, and typically includes many or all of the elements described relative to
computer 1112. For purposes of brevity, only a memory storage device 1146 is
illustrated with remote computer(s) 1144. Remote computer(s) 1144 is logically
connected to computer 1112 through a network interface 1148 and then physically

connected via communication connection 1150. Network interface 1148 encompasses
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(EEPROV), or flash nenory. Volatile nmenory 1120

i ncl udes random access nenory (RAM, which acts as
external cache nmenory. By way of illustration and not
l[imtation, RAMis available in many fornms such as
synchronous RAM (SRAM, dynam c RAM (DRAM,

synchronous DRAM ( SDRAM, doubl e data rate SDRAM ( DDR
SDRAM), enhanced SDRAM (ESDRAM, Synchlink DRAM
(SnDRaNyation netwairksesuth feliobal sareaRRiw (rIORERAN) arfdodidélarea networks

1 i.ncl bl g/ - ,
PRI ENoRemGlshter RIS ER L e1 Do TRitRe (FERYY Goprer
| Disttibuted (DRa Inteface XEDDIE Ethefiet FERH 8028%) Tokdr’ Ring/IPEE}R02.5 and the
sltor%gghél 4 includes, but is not limted to, devices .
e plogieg uagtudg, busare nqt liggiisy toypeiat-in-pojgt linksprircuit
i ing Ktk I TR er ey DB IS (SN variarions

Sherpety packebvidching asthonks, o &gt Sriptriberdgpar @SEDy or
d7oc 1 1 Srpigiidn Rorkghs) 88 g5 e e d by

cnmmagceﬂ( oy Drt@ihmine&CtMCD oewo ﬂﬁn(egﬂﬁcm\ﬂed B.to (Ho gg%&% mhiﬁ:) ¢binriénication
Dri . ewitable drive, ive) or a

C T T I TR Y C A N

leArial iy 1985.] PR, Rird AR/sOfRle SEQARP 1 WhiiRBod fo/the

to the system bus 1118, a renovable or hon-renovabl e

ingtveark nterfacs 11 4pinchides forsxemplacshpuposen omlyf iateenal a@dbexternal

IR ‘ ' Fig. 11 d i |
- ikl plch b dnpEeBARGREN R Elia R el mERG PR modems
and DiShembdesisC ISDINRdARers, 208 Bilice®s cgdscri bed in suitable
nment 1100.

ting enviro uch software.includes an _,
3@@#@“ ng Sisdemiusiogs an_?&emgiw SPAY g cayanmqnsd 200 in which the
Wibje&t ifritiSecal 1Y SEbIOYEdd THE syHah @?ﬁl %J:I%ﬁes Gifelot nidie clienrtrgs)
control and allocate resourctes of the conmputer syste

1210 Tisydicatts)dad0 icembs ardware 30d/vnsofiwanel(canit thrpads, fpradesses,

CBPBHBIRiseh, MR A 208 adBSSiRly AuBES hACRE 0 sayer) 1230.

$lilowdst, dietsbrver(i)1 230 Shie B HEdWay ahd/bBsdTiw28 (&b, Sthreads, processes,
storage 1124. It is to be appreciated that the subject
COPBINESSVICER- be i npl enented with various operating

FO0¥OFS OF (e gyésﬁﬁé Eﬁﬂtﬁuﬁﬁ?tﬂﬁq;eﬂ%eﬂ% ikt lg%’g and 99%1'?](.;1} 130 can

user enters conmands or Information into conp
be biethe florouefta datapackeideansmit(ed betinied twé apmbrectowipntes pidcdsses.

kacl ude e.nat limted to,. a.pointin Vi ce.

T A L0 p8hS Brhes omHigf SARistoHe Py Hhst oot be
keplged tb fablift ORI BricAtinS bétGleen the client(s) 1210 and the server(s) 1230.
The client(s} 1210 can interface with one or more client data store(s) 1260, which can be
employed to store information local to the client(s) 1210. Similarly, the server(s) 1200

09

can interface with one or more server data store(s) 1240, which can be employed to store
information local to the servers 1230.

[0081] What has been described above includes examples of the subject
invention. It is, of course, not possible to déscribe every conceivable combination of
components or methodologies for purposes of describing the subject invention, but one of

ordinary skill in the art can recognize that many further combinations and permutations
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gane pad, satellite dish, scanner, TV tuner card,

digital canera, digital video canera, web canera, and
the |ike. These and ot her input devices connect to the
processing unit 1114 through the system bus 1118 via
interface port(s) 1138. Interface port(s) 1138 '

i nclude, for exanple, a serial port; a parallel port,

a game port, and a universal serial bus (USB). Qutput
depthé Sillgoct dAflidashe pARTIO T AdDRIISATRLd éﬂBfecPﬁ‘nv&ﬁfohsis asended to
i nput device(s) 1136. Thus, for exanple B por

cembreee alksgh alicrptionsi medlﬁngums o mgm@hatlfali zvﬂhemtbe Snlat and
0

P be e bl SEIFEIBA, yhf 4o b BBl o invention
[ inbh;dtsaﬂyetehfmhwdltnsrae:ompatmama ediundkaviigeeconiphié-executable

ke “"Eésfp?r%’g qﬁ%ﬁéﬁfﬁ%ﬂ%gaﬁl nters, af&ﬁg‘éﬁlg‘g% In addition,

Tﬁﬁﬂ@#fyﬁﬂéulm of tHelif\denitiof Ixﬂ#?’%av@b’eew@scﬁfsed with respect to only
illustration and not limtation, video and sound

caneds seveml apestsiog implementationsfof thsrineantion suple  fraiie cagcbe

] 56 MO0, KB by SR s
pd\adedatageotsfor apugivemnok mautiqidr appifrabion. | Furtiermoretodbe extent that

Otggftgfe% 91?1 t i {11‘}%? TN }é‘f?%'oq Jﬁ%t t A tﬁbgﬁzg)g are used in either

Ghe ﬂ&ﬁi‘léin%&dpﬁoﬁ R tHeclimk, Ghése &R aﬁaﬁ&ﬁﬂ&i ®,beShidHikiRSin a manner
renDte conputer(s) 1144. The renote conputer(s) 1144

cpiliydo thederm (romprisingp sudits variastsr ver, a router, a
network PC, a workstation, a m croprocessor based
appl i ance, a peer device or other conmon network node
and the like, and typically includes many or all of
the el enments described relative to conputer 1112. For
pur poses of brevity, only a nenory storage device 1146
is illustrated with renote conputer(s) 1144, Renote
conmputer(s) 1144 is logically connected to conputer
1112 through a network interface 1148 and then
physically connected via comuni cation connection
1150. Network interface 1148 enconpasses 22

conmuni cati on networks such as | ocal -area networks
(LAN) and wi de-area networks (WAN). LAN technol ogi es
i nclude Fiber Distributed Data Interface (FDD),

Copper Distributed Data Interface (CDDI),

Et henet /| EEE 802. 3, Token Ri ng/I| EEE 802.5 and the

i ke. WAN technol ogi es include, but are not limted
to, point-to-point links, circuit swtching networks
like Integrated Services Digital Networks (1SDN) and
vari ations thereon, packet sw tching networks, and
Digital Subscriber Lines (DSL).
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[0078] Conmuni cation connection(s) 1150 refers to the
har dwar e/ software enpl oyed to connect the network
interface 1148 to the bus 1118. While conmunication
connection 1150 is shown for illustrative clarity
I nside conputer 1112, it can also be external to
conputer 1112. The har dwar €Lad¥Bwar e necessary for
nection.to the network interface 1148 incl udes,
 BPatS ARy pur poses only, internal and externa
technol ogi es such as, nodens including regul ar
t el ephone grade nodens, cable nodens and DSL nodens,
I-SDN Adgsgere et pravideridteiomeindyatiakeonfrOGygbmFi g. 12
'Ihﬁgﬁfates an exenpl ary conputing environnment 1200 in
hi'ch the subj ect invention can be enployed. The
syst e mpad@@ing rompoient anmiaed it & induseix éafrol JRikO thalfeeeives
cl.jent(s) 1210 .can be hardware and/ or softwar O
el dfin TSR SRR BN > EbieR et Cptadeiting
120M@ dadds bicosrahdry dath Ohjuels Svhoftth dDjeciBYidhtdRIRcYRE lohe dal3l.
é;%ﬁ%%ﬁg, the serverégé 1230 can be hardware and/or
5 Y pillizing a gothraopydata ghegt §and conput i ng
devi cedita chdiBille dVReRRSRH B M BANBANLSROl AdwBRIMR 8RpRys an
client 1210 and a server 1230 can be in the forn1op a

Frinch iaceess o selpied dafaebiest omene efithe encapwiateddlatyebicsts ; and

proce ; :

B e oA e brop B b e
fezrdskd toatpartisulandata cansioing dbetaved elitiretas laddiner(@binnkaika data.
and the server(s) 1230. The client(s) 1210 can
interface with one or nore client data store(s) 1260,

Wi chlleapstoe of dajod bytedpachaghtgaompondnd isnBdocated wathaine bomore of

client(s) 121 Simlarl t he server(s). 1200 can
PR RE B  YEme epmil Sl et o noRd B oS,
pogpahmesbie Ibgic eomtolivethdtan igéliseat condollérmat i on | ocal to
the servers 1230. [0081] Wat has been descri bed above
i ncl udes exanples of the subject invention. It is, of
~ 3.0Ur SFhe sRQEMRPOSEIY For X thedBHCoARRIRY RVIceGORBERLVRAR Rast one
conbi natjon of conponents or nethodol ogies for
Hnsasasiseresses plapning layee 2 sanjlacuringareeution aystamstlaysnan
Siect BLE B iihdvel N the art can recogni ze that many
flJJ?th r cgr%iolr%]tgélil%ﬁfs' and pernutations 23 of the
subj ect invention are possible. Accordingly, the

subj ' [ ' i Nt dtp. |1 h. .
&) Cbr bR Ab Ao e R G B SRS PripGyce s one
evinhdre of & precapingidtvies) d smart ap@imaf, atdigota ppeidEdn aldaitis.

ﬁ!)rﬁt&etézgﬁr,ls a&%g %rrngﬂabietlo gV}Ac l(:(')ntf’jlolllgro anla%nrir(letglﬂggﬂt %gr(ljtro lre]f:j.1 t the

5. The system of any one of the preceding claims, the interface prevents an
unauthorized data consuming device from accessing at least one of the data properties
- and the data methods.

6. The system of any one of the preceding claims, further comprising a search

engine that can locate at least one of the data property and the data method via utilizing
the encapsulated data.
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i ncludes a systemas well as a conputer-readabl e
medi um havi ng conput er - executable instructions for
perform ng the steps of the various nethods of the
invention. In addition, while a particular feature of
the invention may have been disclosed with respect to
only one of several aspects or inplenentations of the
i nvention, such a feature can be conbined with one or
nore other features of the other inplenentations as

y b il e n ant ageous .for, an iven. or, .
Tart - Shr Sehfan@ 0 SO GarE m i o ERing fpvice can
lehsiione ofbretiby read datmplopeleiss, diréotlp airitelpragerties' dad lirectly invoke data
"havi,ng”, and variants thereof are used in either the
H@?@F*ed description or the clains, these terns are
intended to be inclusive in a manner simlar to the
erm conprising” and.jts variants. 24 CLAIMS What is
B4 ai Bl Paienpr e%fgféhﬁ RURceANg AAimauly fatingls stagee of each
iaslotgedt isdssoefddrvath By Bidedial eI Y: a packagi ng
conponent associated with an industrial control device
that receives data froma source and encapsul ates the
gat a The ACKAFPERRIT F e dHhb MSpdRlohtd Bhpodddt can be
the data"as one or nore ‘data oObject’s, erern ogject
eatehingge gEaanterprisereseurges plarning lnyer; 4 haafastiring execution

ehdcZd BRTRR ' format; and a data
%%%%E%?ﬁgagggﬁce lg%@%@ﬁﬁ?ﬁﬁ N'i ndustrial contro
network that enploys an interface to access a

| ec | ect £iro e of .th ncapsul at ed ta.
obj e cﬁéjsy gtgltrr}lg)f%&gebog tﬂgeaé:% cl%glﬁl N E)arlrrrr)l gnent rising an ag&mamn
chetpenentiles détbremipes dgepropestics andineibiotist atdadposet ¢o £pgpocadd data
1@ ﬁarthular data consum ng device and el i m nates

a gﬁlSthfJnneeded data. 2. The system of claim1,

t he packagi ng conmponent is associated with one or nore

f rocessing device, a spart .termnal, a.renpte
e i Systgpg qERHY, R o1 e %le’,n&éﬁ“ﬂﬁ GOfPRISRRANe
4r06¢i8l BNl AT) cBfgoRnt il RidrnfifHthe GRRbHR Blerfad  The
systemof clains 1 or 2, the data consum ng device is
bSwerndbe dat eansyraing comprnenigd fhe data st se resour ces

pl anni ng | ayer, a manufacturing execution systens

| ayer, an object layer and a control layer. 4. The

By st ehheotystampf glain bi, thehvsl qomponddit dgfemiinésrths apphoprieta irgerface

%%Mﬂ&sﬁ%\é io‘f’ﬁwhg‘l oP e data consuming device, requirements of the
data consuming device, revision of the consuming device, history of data access of the

consuming device and authorization level of the consuming device.

13. The system of claims 11 or 12, the Al component makes the determination based
at least in part on one of a support vector machine, a neural network, a back-propagation
network, a feed forward back propagation network, radial basis network, fuzzy logic

network, an expert system, a Bayesian network, and a data fusion network.
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or nore of a processing device, a smart termnal, a
renote termnal, an industrial processor, a
programabl e | ogic controller and an intelligent
controller. 5. The system of any one of the preceding
clainms, the interface prevents an wunauthorized data
consum ng device from accessing at | east one of the
data properties and the data nmethods. 6. The system
of any one of the preceding clainms, further conprising
a search engine that can |locate at | east one of the

38 o RARRle BfEnbi oGy BP0 et et (e

potod dystan, cb@aprisng:t he data consum ng devi ce can at

| east ane .of q% ectlx read data properties, directly
write SPOWREHAEONASOW Eect [y i nvoke data  met hods. 8.

The systisgaotiag a proyerdnadeiméthal GRc®ReH B dcleinihdhe pRIpkNiedtand
s%ﬂﬁJe i nst ance of, each data_.object is associated
FSHdE KexPorg i f Ptisuly At copsumjag devicen. The system of

any On@lc@sufabﬁ%@é BoBelty hdGhdhdfof thd a8 pHR MR ata object;
copponent can be "located in one of an enterprise

ources planning |ayer, a manufacturing execution
Syst enspbayfthe px%Pexﬁbinﬁ‘?ﬁeﬂjloﬂycﬁ” "ﬂ}]e‘%f&% t& aﬁ%g{ & dla{a.a.sﬁt?srcﬁber.
10. The system of any one of the precedi ng clains,
further conprising an abstraction conponent that

term . r 4 et hat. e, expose
15 o TRPRSebISrAUAPEl hBs AbrIRL IR B ot RN e o
détenmine omeofdlie datresupseeibedionds aldahemithdbigaticherf teaaprsulsicriber.
an artificial intelligence (A) conmponent that
determines the appropriate interface between the data
dansuithagethodpdelaint 1 3 itkrflomgdeithahOpiopéty anll fnetiddancludes at
_z stem ?f @_lai m 11, the Al conponent determ nes the .
‘%’ﬁtr"&ﬁP LEAUNE PG QLR Properties,) WHHNZPNe & F0re BIRBCrHes ang dppking
ohe bhaodataghogensum ng devi ce, requirenents of the data
consum ng devi ce, revision of the consum ng devi ce,
hi story of data access of the consum ng device and
39t NOThe BkihBll of £YPhe Of c14ifIS 19 RS ThR S 10&Wel Gt onk3n ERMayer, an
systemof clains 11 or 12, the Al conponent nakes the

elapernaciniel brgend amebjewlayer.i n part on one of a
support vector machine, a neural network, a
back- pr opagati on
18.  The method of any one of claims 14 to 17, further comprising interchanging the

data object between one or more layers, wherein the layers are one of an ERP layer, an

MES layer, a control layer and an object layer.

19.  The method of any one of claims 14 to 18, further comprising storing one or more

data objects in an object library .

20. A method to provide object oriented access to information, comprising:
means for accepting data from an industrial control component;
means for abstracting a property and a method of the data to determine the

properties and methods to expose to a particular data consuming device;
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network, a feed forward back propagati on network,
radi al basis network, fuzzy logic network, an expert
system a Bayesian network, and a data fusion network.
26 14. A conputer inplenented nethod to provide data
within an industrial control system conprising:
receiving data froma source; abstracting a property
and a nmethod of the data to determ ne the properties
and nethods to expose to a particular data consun ng
devi ce; encapsul ating the property and nethod of the

RLOY object; and ex
BB bRl e % Py BRleSiikon abtiout Pl Stprgbeptissgnd
smﬁmdwmh&r 15. The method of claim 14, father
conpr|3|n i ntecfaci with t subscri ber to
det erTRFARS 15 PE g st pumertisy fm%gg S RACFQ CORFNFie
aut hori zation of the data subscriber. 16. The nethod
of claim15, interfacing with the property and net hod
includes at |east one of reading one or nore
properties, witing one or nore properties and
i nvoking one or nore nethods. 17. The nethod of any
one of clains 14 to 16, data is received at one an ERP
| ayer, an MES layer, a control |ayer and an object
| ayer. 18. The nethod of any one of clains 14 to 17,
further conprising interchanging the data object
bet ween one or nore |ayers, wherein the |ayers are one
of an ERP layer, an MES |ayer, a control |ayer and an
obj ect layer. 19. The nethod of any one of clains 14
to 18, further conprising storing one or nore data
objects in an object library. 20. A nethod to provide
object oriented access to information, conprising:
nmeans for accepting data froman industrial contro
conmponent; means for abstracting a property and a
met hod of the data to determine the properties and
nmet hods to expose to a particular data consum ng
devi ce; 27
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means for encapsul ating the data by exposing an
appropriate subset of properties and nethods; and
nmeans for providing such properties and nethods to a
data consuner. 27a ENABLI NG OBJECT ORI ENTED

CAPABI LI TIES | N AUTOVATI ON SYSTEMS ABSTRACT The

i nvention rel al _support
obj ect ori ent@g%&ﬁg?ﬁ?ﬁm&' ggggﬁ&ﬂﬂﬁsr pl e

l evel s in a control INIATORMATION SYSIEMsanpl e. Such
data access can be facilitated as a |ayer adjacent to
~or part of an MES systemor as a white box
cooperating to encapsul ate data such as in the
controller or the MES layer, for exanple. In

addi tion, such object ori e‘%ﬁ a access can be
built into a controller as a standard behavi or of
contraol] er dat ar%}/pes and tags of those data types. In
Chi's mEpRIBrenigR TR syMemsaad apsdindathatiupporkobjedtarionted access

oiojixEfoEmdtion QXRMRRPIIERASH REUhREcHirR! ggaﬁ[
t he d%ﬁ' nu i Ig}ii?i ng. a ctgrsr%nﬁ)trr]&i nt e?%tlﬁayg’eﬁg\n t pgégh@}g%%%aocess
cGREE l.fatqfiﬁfsa, layey adjgeanbios patekan MER syssen bogs aowhitediox

ook 15 eRGERNTe AN SRnaS m%@&%%h&%{ B S er. 35 Wehinple.
ual ifiers, access ualifrers (private, protected,
SO fdbrabiactejentod dhiarorqshecarhe buiiticto et cantslea g tirzlard

I Hebiviordifehisttoll¥r o4 | 4

A riorYfcBittol g&%l@g%gbﬁﬂ tagR UFABR iy S STh ¥R manner, data can be
encapsulated as a data object to expose properties and/or methods related to the data
utilizing a common interface with each data consumer. Thus, the data consumer can
employ object oriented concepts, such as properties, methods, scope qualifiers, access
qualifiers (private, protected, public enterprise), polymorphism, inheritance and the like
directly with their automation system components.

FIG. 1
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