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A CIRCU T AND METHOD-FOR CONFI GURI NG AND REAQ STERI NG A
CRYPTOGRAPHI C DEVI CE BACKGROUND OF THE | NVENTI ON 1. Field of
t he | nvent MYp99/17495 The present invention relates to tRCHYIIBA3WE
cryptography. More particularly, the present invention relates to a
circuit and nethod for configuring and registering a cryptographic
devi ce. 2. Description of Art Related to the Invention

Currently, many individuals are using personal conputers to store and

to transmt sensitive infor ' g | ' proprietary,

etc.) in-adigital format. xb@ml éNIEMEﬁ%$Q&ount

i nformati on occasi onal | y CONRIGURING AN REGISTRERINGeAnet to

pur chase good(s) and/or servi ﬁﬁh‘émiﬁc Wlé count nunbers and
te I n

bank account bal ances are transm using on- e banki ng. Due to the
sensitive nature of this information, neasures have been taken to
protect the "i Liy" e_jof or ' ut si de t he physi cal

confines of t@%b@ﬁﬁnégew% ﬁ%{}gh‘gﬁg)rﬁee that the information has
not been al tered wi Fiatdiof ahe Naveawndhnon. However, such measures fail to

protect information within the conputer.
The present invention relates to the field of cryptography. More
particularly, the present invention relates to a circuit and method for
configuring and registering a cryptographic device.

2. Description of Art Related to the Invention

Currently, many individuals are using personal computers to
store and to transmit sensitive information (e.g., confidential,
proprietary, etc.) in a digital format. For example, credit card account
information occasionally may be transmitted over the Internet to
purchase good(s) and/or service(s). Likewise, bank account numbers
and bank account balances are transmitted using on-line banking. Due
to the sensitive nature of this information, measures have been taken
to protect the “integrity” of the information outside the physical
confines of the computer; namely, to guarantee that the information
has not been altered without authorization. However, such measures
fail to protect information within the computer.

As described in U.S. Patent No. 5,539,828 assigned to Intel
Corporation, Assignee of the present application, information may be
protected within a computer by utilizing cryptographic hardware. The
cryptographic hardware includes an integrated circuit (IC) package
containing processing logic and dedicated, non-volatile (NV) memory
in the IC package (referred to as “device NV memory”). Typically, the
cryptographic hardware undergoes an exhaustive configuration phase
at a manufacturing facility in which the device NV memory is
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As described in U S Patent No. 5,539, 828 assigned to Intel

Cor poration, Assignee of the present application, information may be
protected within a conputer by utilizing cryptographic hardware. The

crypt ogr apMP@YtdPEwar e i ncl udes an integrated circuit (IC) RECUSR§A3096
cont ai ni ng processing | ogic and dedi cated, non-volatile (NV) nenory I n
the 1 C package (referred to as "device NV nenory"). Typically, the

crypt ographi ¢ hardware undergoes an exhaustive configuration phase at a
manufacturing facility in mhich t he device NV nennry S

configured to coint a| un| Bﬁf Qg al hi Crghﬁﬂco% gﬁog%re%$ rryggor secure

functionality g or “exa
public/ privat sedneg fpactnomdxiya)fdhg nrmtogmphlt dewice such as, fomxagnpgepa of

architecture /e@%%%q(eg a%“’aﬂ&%adjigﬁ'af @&ﬁﬁcé‘t’% crypt ographi ¢ techni ques

becone nore a vanc I"'sadvant ag that larger, nore costly packages
wi Il be required bgcause I@rger anount s of devi m)r w il be
necessary in order Thus typsr %Flé'é?‘gmea%]&ﬁ?%mﬁfa Eer‘ﬁj'g!}/ AVEEES 3% or mat i on.

HNs'/nce i t W|OUh g ic edchingq eitbdcontehpiraativahded. nOhleghb@dwtdIﬁtagﬁﬁ)&lnt of
el sewher e i n o e%o%ﬁﬁ?-‘&ﬁfig dets Vol wereabied aliadt elior v+ hor ol .
Exanpl es of syﬁioemté,\lvf derieyNVnmedeyhailtibeirekesshky meooder i stocel on a
mot her boar d Oére%@é‘.rgg&tn%ﬁn?saf)ficry‘f)%graphic information. Hence, it would be cost
efficient to substantially mitigate the amount of NV memory placed in
the cryptographic device in favor of NV memory located elsewhere in
the system which is referred to as “system NV memory” herein.
Examples of system NV memory include hard disk, NV memory
placed on a motherboard or daughter card, etc.

Currently, system NV memory can not be used. The reason is
that a reliable, cost-effective technique has not been developed for
ensuring that system NV memory, configured and programmed with
cryptographic information unique to a certain cryptographic hardware,
will be implemented within an electronic system having that
cryptographic hardware.

SUMMARY OF THE INVENTION

A method for configuring and/or registering a cryptographic
device. With respect to one embodiment of the configuration scheme,
a device serial number is loaded into a non-volatile memory of the
cryptographic device. Internal to the cryptographic device, a key is
generated and loaded into the non-volatile memory of the
cryptographic device.

BRIEF DESCRIPTION OF THE DRAWINGS



Currently, system NV nenory can not be used. The reason is that a reliable,
cost-effective techni que has not been devel oped for ensuring that system NV
menory, configured and programred with cryptographic information unique to
a certai n WOR13#5aphi c hardware, will be inplenented w thi RCIAISIPEI06 oni c
system havi ng t hat cryptographi c hardware. SUMVARY OF THE
| NVENTI ON A nethod for configuring and/or registering a
cryptographi c device. Wth respect to one enbodi nent of the configuration
schene, a device serial nunber is |oaded into a non-volatile nenory of the

Crypt ogr aphi . devi ofte JALRE0AN 20t NRaBLY B O ARG, ydiiton ey 1o

gener ated and | oade € non- e cr ogr aphi c
devi ce. become apme&t: frogstir folloxingdatagedmdsggnpiion of the present
WI2I I invention iaewitgai:ur es and advantages of the present invention
Figure 1 is an illustrative block diagram of an electronic system
including a multi-chip module employed as a bridge element.

Figure 2 is a block diagram of a preferred embodiment of the
multi-chip module optimally shown as the bridge element of Figure 1.

Figure 3 is an illustrative embodiment of the processing
subsystem of Figure 1 including the cryptographic device.

Figure 4 is an illustrative embodiment of a substrate of Figure 3.

Figure 5 is an illustrative flowchart of the configuration scheme
performed by the cryptographic device of Figure 2.

Figure 6 is an illustrative flowchart of the registration scheme
performed by the cryptographic device of Figure 2.

DESCRIPTION OF THE PREFERRED EMBODIMENT

The present invention relates to a system and technique for
configuring a cryptographic device to utilize non-resident, non-volatile
(NV) memory and for registering the cryptographic device from a
remote location. In the following description, some terminology is
used in general to describe certain features of the present invention.
For example, an “electronic system” is generally defined as any
hardware product having information processing functionality such as,
for example, a computer, a facsimile machine and a printer.
“Information” is generally defined as one or more bits of data, address,
and/or control information.

In addition, the following terminology is used to identify
various types of cryptographic information. A “key” which is an
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beconme apparent fromthe follow ng detail ed description of the present

I nvention in which: Figure 1 is an illustrative bl ock diagram of an
el ectronic systemincluding a nulti-chip nodul e enpl oyed as a bridge
element. WO1ITFure 2 is a block diagramof a preferred ertmusysantssof
the nmulti-chip nodule optimally shown as the bridge el enment of Figure 1.

Figure 3 is an illustrative enbodi mnent of the processing subsystem of
Figure 1 including the cryptographic device. Figure 4 is an
illustrative enbodi ment of a substrate of Figure 3. Figure 5 is an

|IIustrat|vero har t configuration erf by the
crypt ogr aphi ¢ ?féci? I’f%&%&‘) ng aramqiepbgp%é]gyl @%é(ﬁnﬁppa trative
flowchart of tdrgptwaphtcaﬁmnoss lBaak as a symmetric key feoypiegriphictfeanction
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ENMBODI MENT res I'nventron relates tem ERni que
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non-vol atile (M@ed%ﬁ@ﬁ&{nﬁnﬂ "fcﬁ 1t£19&rﬁh€£t'engs g&ee Ty RicPeAPAY £n ew ce from
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duct h t it f I
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defined as onegtmrant&eeo@pmsof thintigital dertificite andt es ademde; ol i nf or mati on.

I'n addition, télﬁzé‘rﬂiﬂe?x‘ﬂﬁln&lttit?{ B 8B clatidtS %‘?igtiﬂal' chtﬁb'rﬁéht

manufacturer, and the like.

Referring to Figure 1, an illustrative embodiment of an
electronic system 100 employing the present invention is shown. In
this embodiment, the electronic system 100 comprises a chipset 110
interconnecting a number of subsystems. Examples of these subsystems
may include, but are not limited or restricted to a processing subsystem
120, a memory subsystem 130, and an input/output (I/O) subsystem
140. Collectively, these subsystems 120, 130 and 140 control the
functionality of electronic subsystem 100.

More specifically, as an illustrative embodiment, processing
subsystem 120 includes at least one central processing unit (CPU) 121.
CPU 121 is connected to chipset 110 via a host bus 122. The memory
subsystem 130 usually includes one or more banks of volatile memory
(not shown) such as any type of dynamic random access memory
(DRAM), and/or static random access memory (SRAM). Itis
contemplated, however, that system NV memory may be used in
memory subsystem 130 in lieu of or in addition to volatile memory.

Il 7

Furthermore, 1/O subsystem 140 includes “n” peripheral
device(s) 1411-141pn (“n” is a positive whole number) which are coupled

to an I/O bus 142. Examples of a peripheral device include a mass
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various types of cryptographic information. A "key" which is an

- 3- encodi ng and/ or decodi ng paraneter used by conventi onal
cryptographi ¢ functions such as a synmetric key cryptographic function
(e.g., a PEA® yption Standard "DES' based function) or BETUSHSII30%6ey
cryptographic function (e.g., a Rivest, Shamr and Adl eman (RSA) based
function). A "digital certificate" is generally defined as any information
(e.g., a public key) used for user authentication. The information is
encrypted with-a private key (PRKCA) of a certification authority, nanely

any person Ors](tﬁgﬁzﬁetdexhe @4%?% a?& diditiEhivd A ra?%p duty §£ﬁ§§§%c.t gtei on.

digital certi e suc gover nier
ori gi nal eqw@uskrdnvmrwﬁamduglwl,veasmw désK YR¥D” player). Ref erring to Figure
1, an illustrative enbodi ment of an electronic system 100 enpl oying the

Eére};re?tseén;egf}: poetd FRoTHE ’?@téﬁaéhmq*lgﬁﬁﬁnﬁr nEBERRAR fenie PO %
these subsystEsmaRyPe sEmgaied tochipsed 1&8¢hnmﬁltaede@ucatedsws t6@d0fo a

processing suksitsé,eds él?&naﬁvér%zmem éﬁ%}d&h@msl%%ategﬁhﬁncldwé ged put (170
subsyst em 140, Cq%ql fa[c é es ubs é)éh b and 140 caontrol the
functi onal i t y"@¥ e r}Pcd another bus in computer 100

such as host bus 121 or another processor—based bus like a backside bus

(not shown), or perhaps I/O bus 142.

Referring to Figures 2, an illustrative embodiment of
cryptographic device 150 of Figure 1 is shown. Cryptographic device 150
includes an integrated circuit (IC) device 200 contained within a
package 205 which protects IC device 200 from damage and harmful
contaminants. IC device 200 comprises a processing unit 210 integrated
with a small amount of device NV memory 215. Optionally, a random
number generator 220 may be implemented within package 205 as a
separate device connected to processing unit 210 through an internal
bus 225 (as shown) or integrated within processing unit 210. Random
number generator 220 is used to produce one or more keys when
cryptographic device 150 is operating in a configuration mode.

Although the embodiment of the cryptographic device 150

shown in Figure 2 may be implemented as a co-processor, it is

~ contemplated that a variety of different embodiments could be selected.
For example, cryptographic device 150 may be implemented within a
disk controller, on a “smart” card (a form fraction shaped like a credit
card but having a micro-controller), or within a cartridge-like processor
package including CPU 121 as described below in Figures 3-4. Other
alternative embodiments may include incorporating the functionality
of the cryptographic device into a chipset or within CPU 121.

Referring to Figure 3, a perspective view of an alternative system
embodiment, implementing cryptographic device 150 within a
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More specifically, as an illustrative enbodi nent, processing subsystem 120
I ncl udes at | east one central processing unit (CPU) 121. CPU 121-is
connected to chipset 110 via a host bus 122. The nenory subsystem 130
usual Iy i ncV@d837¥he or nore banks of volatile nenmory (not sREWMUSIIE9 as
any type of dynam c random access nenory (DRAM, and/or static random
access nenory (SRAM. It is contenpl ated, however, that system NV nenory
may be used in nenory subsystem 130 in lieu of or in addition to volatile

menory. Furthernore, 1/0O subsystem 140 includes "n" peripheral
device(s) 1411- Y R bt ol r }e te coupled to
an'| 10 bus L42PrEenpRutpeRnb I, ik KioWig & SRl it i

-4- cryipsegig@hdedevige 1481 arecplgced antaapipcgssoik subpirate 300dfogived t ape

drive, a floppgogh akyd5bef MBfbril Hpdr! Hhidte 16 dokSorttintk (néMh ).
To provide cryﬁt 0 ralzéhz funé}tji 5TZ! ip?j;/% alcrglgta%gzr%hi (grévi %f}amiégx%{ay be
connected to chAfpseched shrongh wielknewndarhuiaygs (960 sodderepnneastions
al ternative systcgMRESHCERDY SubStr ¥l 3008 RObStadaullg @o%bfd iy abe pl aced in
communi cati on V\%:&h a‘got hﬁr l%rs g cgg@u.t er 03 suc ?iihh@‘;t bus 121 or
anot her pr ocesESTAHHERTSHREY PREkage LUy ordes i PrR own OO ™ haps 1/ 0
bus 142. from damage or harmful contaminants. Processor substrate 300
includes a connector 320, preferably adapted to establish a mechanical
and electrical connection with a motherboard for example. As shown,
connector 320 may include a standard male edge connector (as shown)

or perhaps a female edge connector.

As shown in Figure 4, the IC components of processor substrate
300 include, but are not limited or restricted to CPU 121, memory 330
and cryptographic device 150. For communications with CPU 121,
cryptographic device 150 may be placed on (i) a backside bus which is
usually connected with memory 330, (ii) a front-side bus which is
usually connected with external connector 320, or (iii) a dedicated’
internal bus. Of course, placement of this cryptographic device 150 is
arbitrary so long as latency and other requisite conditions are
maintained. Although not shown, discrete components (e.g.,
capacitors, oscillators, resistors, inductors, etc.) are attached to processor
substrate 300 in a selected manner to, among other things, maximize
routability and decrease length of communication lines between these
IC components.

Referring now to Figure 5, a preferred embodiment of a
configuration scheme utilized by the cryptographic device is shown. At
manufacture, the cryptographic device undergoes a configuration phase
in order to load only a limited amount of cryptographic information
into its integrated device NV memory. One embodiment for the
configuration phase involves the use of a certification system including
(i) a programming mechanism having a device carrier sized to
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Referring to Figures 2, an illustrative enbodi nent of cryptographic device
150 of Figure 1 is shown. Cryptographic device 150 includes an integrated
circuit (I ‘%' devi ce 200 contained within a package 205 which protects IC
devi ce 200 YPOM!&fage and harnful contam nants. |C device 280TaISApII08€s a
processing unit 210 integrated with a small anount of device NV nenory 215.
Optionally, a random nunber generator 220 may be inplenmented wthin package
205 as a separate device connected to processing unit 210 through an

i nternal bus 225 (as shovvn) or integrated within processing unit 210.

d b
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Al t hough t he eﬁ’ﬁtﬁﬂﬂﬁéﬁ@nﬂmf@héﬁémﬁﬁm@r%#sﬁlw tfévne@@wrg@rgnmmaphm gure 2

may be inpl eme{@emasion Fr@np'ﬂ‘i@g%gfammtm %néé}{ﬁrﬁ‘ﬁﬁ' aT@%\*diéto}%cﬁﬁhgety of
di fferent enbodi ments cqul d be Sel &\? ng) exa cr;r:tg‘teographl c “devi ce
150 may be irrthﬁrBﬁ?S&P LY ey ‘Efﬂgk offcsionepper HOQS card (a form
fraction shapegrégaenming eskdhanssm will bealesagbed.m cro-controller), or
within a cartridge-Iike pr ocessor package including CPU 121 as descri bed

bel ow in Figures 3- ter Ee,g
i ncorporating the fﬁ\r]]c I ona I?ead Bﬁ f@ﬁ%ﬁ\é%gﬂmgqh Eéhgﬁew ce | n@o a chi pset
or within CPU gugpplies power Ré\fdepm viges @rﬁdgﬁ@r@nge soptet pafarmadian éwoof an

alternative syghgroidtedbity 6 tHe'@ypiBEYabRt G&viB 0N BRNEEVIE \¢hfferl S0 W thin
a This control information plE-ICSE-S the cryptographic device into a
configuration mode (Step 400). After being placed in the configuration
mode, the cryptographic device initially receives a unique device serial
number (DSER) from the programming mechanism (Step 405).
Normally sized with a sufficient number of bits to avoid duplication
(e.g., 32 or 64 bits), DSER is stored in the integrated device NV memory
of the cryptographic device and is provided to the database (Step 410).
DSER is used by the database as an index for a table of pointers. Each
pointer is responsible for addressing one or more locations in memory
which contain cryptographic information uniquely associated with the
cryptographic device identified by its DSER.

Additionally, by supplying power to the cryptographic device, the
random number generator is powered to produce random numbers
used in generating a unique symmetric key (SK) and a public/private
key pair (Step 415). The public key (PUK) is exported to the database
without undergoing any modification (Step 420). However, the private
key (PRK) is encrypted using an encryption algorithm (e.g., DES pre-
loaded in memory of the cryptographic device), and thereafter, exported
to the database (Step 425). More specifically, PRK is encrypted with SK
(producing Egk(PRK)) before being exported to the database. As a result,
the cryptographic device contains a minimal amount of cryptographic
information, namely SK and DSER, while an indexed location of
database includes the majority of the cryptographic information.
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processi ng subsystem 120, is shown. |C conponents (including cryptographic
devi ce 150) are placed on a processor substrate 300 forned fromany type of
mat eri al upon which | C conponents (not shown) can be attached through

wel | - knonnMO¥AM%§ues (e.g., sol der connection, etc.). The BEBAISIYHI096
substrate 300 is substantially covered by a rectangul ar-shaped package 310
in order to protect the I C conponents from danage or harnful contam nants.
Processor substrate 300 includes a connector 320, preferably adapted to
establ i sh a nmechanical and el ectrical connection with a notherboard for

le. As shown, . i : | t
i e ot oo ARSI e S PSRy g
the | C conponerdigital cestificatesassocigtesk wathePEB0and §ISHe mayube lpasledointd i i t ed
or restrictedhodsRdade ht aTRIER tind30bt8RHal} LRERFRR ThE &gﬁ@%{or
(
|

communi cations, with CPU 121, cryptographi c” device 150 b on (i)
a backsi de budleXiredtas Reqrssent|tp Egbﬁ%sgfagch}leﬁ‘eﬁ‘él%‘?l}u%g lre or

E_rp_ng-si gedbuwa&dghﬁntiiﬁ th&te@édtm%f@@ya@hecsmpltdsoyaxménﬁ itﬁlﬁfﬁlﬁf_ igicate 320, ﬁ_r
iii) a dedicat interna : ourse. plac nt of,this ¢ t ogr aphi c
Gevi e 160.1 < Brtes af RS PPS srypied otk A Sy Teia oL | ons
are mai nt ai nedn thistdxobgdinneit, siden codld beatsedcfomsabeeqeente. g., capacitors,
oscillators, resi ol t 3 t essor

substr at o 300 1L gRafion AHE ol Brogfhbihdc AbAcE] HORNEAAPRIGACECD)
routability ah@weverethat DSERMaOPe énplidad datthedigitakeerBlicaken these I C
conponents. Referring nowto Figure 5, a preferred enbodi nent of a

configuration scheptert thei apptdpraphie dévibé bgs debh dnslalied dntestiehown. At
manuf act ur e, the crniéot ochga Elac. devi&e.uqder oeﬁg configuration phase in
order to | oad %F)? PYH TSR ﬁerbrsxyﬁ?‘gﬂr gh{nc?ni‘ ormation into its
i nt egrat ed devorenthications mayChe established o thedatdhase of the

manufacturer for registration purposes. This registration scheme does

not require a secure communication channel because PRK has been
encrypted. Registration may be performed by any downstream
customer, including an OEM before shipment of the electronic system
to the end user, or the end user. For the later case, the electronic system
may be loaded with system software having a registration subroutine.
During initialization of the electronic system by system software, the
registration subroutine would assist in establishing communications
with the database in order to retrieve and download cryptographic
information unique to the electronic system. This registration scheme
may be transparent to the end user or may require active participation
by the end user in agreeing to certain terms and conditions (e.g.,
releasing the manufacturer from liability, etc.).

Referring now to Figure 6, an illustrative embodiment of the
registration scheme between the database of the manufacturer and the
downstream customer (OEM, end user, etc.) is shown. First, a
communication channel has to be established between the database and
the electronic system implemented with the cryptographic device (Step
600). This may be accomplished over the Internet, through a dedicated
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configuration phase involves the use of a certification system i ncluding
(i) a programm ng nmechani sm having a device carrier sized to

- 6- accomodat e t he cryptographic device, and (ii)_a database
(e.g., a s&YQ&1"¥%rsonal conputer, mainframe, etc.) which rECEPY 4309
cryptographic informati on fromthe progranmm ng nechanism To avoid
obscuring the present invention, only the function operations of the
programm ng nechanismw || be descri bed. When turned-on, the
progranmm ng nmechanisminitially supplies power and provides predeterm ned

control infor 'ﬁlﬁdr&“h%;ﬁicg @ﬁﬁ{?@f 'o?i?}?oécﬁﬁﬁﬁn%aﬁ&? 1KY PINRSKE Y é’legﬁ'ﬁftf(;ce via

t he devi ce carrier. mat | on_pl acebs the cryptograp

device into a %'étﬁmdmra&m%arme%sagawlm%@ﬁ DEEBEQ tBEIeFIIBIEEd in the

g onfigurati O|n dl‘?%gogrh ﬁicféﬁR&‘@I]Ec@,gf&?{r? dathdeb€ oveniiié abﬂﬁxym_ﬁmaﬁgﬁ&m%g% que
evice seria om t he. programmi ng ne 2. SM ap :

Normal |y si zeo(ggﬁﬂ 5653 sDﬁ?ef %Eﬁ%’ﬁ?e h "8’13 rﬁﬁség?gng\/‘baﬁ?ldz‘? PEEAS &’ (e. g. ,

32 or 64 bits)indesER searcing dédr cryptbgrdpitie gnfutradhtibevassecidtedravitht yhef t he

crypt ographic ' S0 oV dad it ( Ris

used by the daft1 gogé'aggQ aaug:%gw I‘eda@i%%er\d @%?ﬁ@ﬁ%ﬁﬁéﬁ) Fhter is

responsi bl e fof W%I(ﬁ@% kzl? r&q &‘tt‘i‘loﬁ‘?g 1H1Rateh i DL QF8F ai n

cryptographi ¢ ghaf QriRhiriFatitH eR2hNelaRSAHe AkGoMict dystdtl and loaded into

system NV memory of the electronic system (Steps 615-620). Thus, the

L.

st

cryptographic device now is fully functional to support public-key
cryptography because it has access to its PUK and PRK because Egk(PRK)

can be decrypted with SK already integrated in its device NV memory.

While certain exemplary embodiments have been described and
shown in the accompanying drawings, it is to be understood that such
embodiments are merely illustrative of and not restrictive on the broad
invention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various
other modifications may occur to those ordinarily skilled in the art.



cryptographic device identified by its DSER Additional ly, by

suppl yi ng power to the cryptographic device, the random nunber generator is
powered to produce random nunbers used in generating a unique symetric key
(SK) and a WOWPAESHrivate key pair (Step 415). The public kepCTPSRY130%6
exported to the database w thout undergoing any nodification (Step 420).
However, the private key (PRK) is encrypted using an encryption algorithm
(e.g., DES pre- |loaded in nenory of the cryptographic device), and
thereafter, exported to the database (Step 425). More specifically, PRKis
encrypted with SK (produci ng Esk(PRK)) before being exported to the

dat abase: As a result, the cryptographic device contains a m ninmal anount
of cryptographic information, nanely SKLAIMPSER, while an indexed | ocation

of database i ngjy jority of the cryptographic information.
Optionally, as regﬁgsdeir%ﬁe%y dashed lines, it is contenplated that a

digital certificate associated with PUK and DSER nay be | oaded into the

dat abase at a later_time, poten kally even after the cr_ypéographi c device

has been sent to anl-ori giri@et PrRNEIEHING & FYPOBIRRIG)devdfe pl acenent in

the el ectroni ccaiyptieing Seetes30):. The digital certificate includes at |east
PUK encrypted wt tivate key of .the nuf acturer i his_enbodi.nent,
whi ch coul d be. used RO Attt ial Ay daft B B v RAIE S RBEy Qi ¢
device. It is tentrgppigraphic devieyer, that DSER may be included in the
digital certificategenerating a symmetric key within the cryptographic device; and
loading the system key into the non-volatile memory of the

cryptographic device.

2. The method of claim 1 further comprising the step of:

discontinuing any further loading of information within the
non-volatile memory of cryptographic device after the device serial
number and the symmetric key have been loaded.

3. The method of claim 1 further comprising the step of:
loading the device serial number into a database remotely
located from the cryptographic device.

4. The method of claim 3 further comprising the steps of:

generating at least a public key and a private key within the
cryptographic device;

sending the public key to the database;

encrypting the private key with the key to produce an encrypted
private key; and

sending the encrypted private key to the database.

5. The method of claim 4 further comprising the steps of:
providing a public key to a certification authority; and

-10- -
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After the cryptographic device has been installed into the electronic
system havi ng sufficient system NV nenory, communi cations nay be
established to the database of the manufacturer for registration purposes.
This regi stV®PdM98cheme does not require a secure communi catiCAIORAMAE|
because PRK has been encrypted. Registration may be perfornmed by any

downst ream custoner, including an OEM before shi pnent of the electronic
systemto the end user, or the end user. For the later case, the electronic
system may be | oaded with system software having a registration subroutine.

During initializati - QR t.em. S HP - fhe
regi stration subr ou% ﬁﬁ@p&l{heg@aggpfslgﬁ%eﬁ vgi)s.fgaa&g}llgﬁen%%gmmmé%a |C§tr%g£vm' th
t he database i authersty tooprastucea digitd caphifitadercned ypt ogr aphi ¢ i nf or nati on

uni que to the el ect seRimgSHHet Bigitall BaRifi@H & iRl HARbASHRI BTN LAY, the
transparent to the end uréqer or rrafggﬁrfﬁgwrgqﬁctlve participation by the end
user in agreei B§PH6 RSN the encry Byt ¥¥%ns (e.g., releasing the
manuf acturer fromliability, etc.). Referring now to Figure 6, an

illustrative enbodi nent of the registration schene between the database of
t he manuf act urer and.t he Thevmethaed of clain e whedEiv thendevicerserial aumber

shoun. First, & GRAEMNLAAIMNGROACHCDRS dfiah bR bF beflehet neen the

dat abase and the e roni ¢ systeminplenmented wth the cryptographic
devi ce (Step 66mptogrrhifgleviesacconpl i shed over the Internet, through a
dedi cat ed

7. The method of claim 1, wherein the key is a symmetric
key.

8. The method of claim 7, wherein the symmetric key is
unique and distinct from other symmetric keys associated with the
other cryptographic devices.

9, The method of claim 1, wherein the non-volatile memory
is integrated within processing logic of the cryptographic device.

10. A method for registering a cryptographic device
comprising the steps of:

establishing a communication channel between a database and
an electronic system implemented with the cryptographic device, the
cryptographic device including non-volatile memory storing a key and
a device serial number;

transmitting a message to the database, the message including
the device serial number contained in the cryptographic device; and

receiving a public key and a private key encrypted with the key
associated with the cryptographic device.

11.  The method of claim 10 further comprising the step of:
-11-
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phone line or over any other comunication |link. Next, the electronic
systemtransmts a nessage, including DSER obtained fromits cryptographic
device, to the database over the comunication channel (Step 605). The

dat abase MEW/174%5 t he nmessage and utilizes DSER as an indeﬁp AUEAPPN8i ng
for cryptographic information associated with the cryptographi c device
identified by DSER (Step 610). This cryptographic information (PUK
Esk(PRK), and digital certificate) is transmtted over the conmuni cation
channel to the electronic systemand | oaded into system NV nennry of the

el ectronic system S 615- 620 Th |
fully functional HE)&)E}}%PB%? %(SY I?gé %‘Fﬁ?‘@é&é‘%ﬁc&bwuge‘g?‘ cess
to its PUK am@t@%h&c@i&@lemmmelemnb@ dherajeatrenigi systear: al ready

integrated in its device NV nenory. VWil e certain exenplary
enbodi nents have been descri bed and shown in the acconpanyi ng draw ngs, it

is to be UnderStOOﬂZthaThé@ﬁ&héﬂb@ﬂtm@O aBer@h ehy donhbsiniadtiore of and
not restrictive on_,the broad i nventi on, and that this invention not be

linmited to t H&AWELi$ ROt 8B ucti ons and arrangements shown and descri bed,
since various other nodifications may occur to those ordinarily skilled in
the art.

13.  The method of claim 10, wherein the key is a symmetric

key.

14.  The method of claim 10, wherein prior to the receiving
step, the method further comprising the steps of:

receiving the message including the device serial number by the
database;

using the device serial number as a lookup index; and

transmitting the public key and the private key encrypted with
the key to the electronic system.

15.  The method of claim 10 further comprising the step of :
receiving a digital certificate being the public key encrypted with
a private key of a certification authority.

16. A system comprising:

a chipset;

a non-volatile memory element coupled to the chipset; and

a cryptographic device coupled to the chipset, the cryptographic
device including processing logic having a small amount of device
non-volatile memory, the non-volatile memory containing a device
serial number and a symmetric key.

_\
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- 9- CLAI M5 What is clainmed is:
1. A method for configuring a cryptographic device conprising the steps
of : | oadi ng a device serial nunber into a non-volatile nenory of the
crypt ogr aPffl V& ce; generating a symmetric key wi t liGT/PBMW/13096
cryptographi c device; and | oadi ng the systemkey into the

non-vol atil e nenory of the cryptographic device. 2. The net hod of
claim1 further conprising the step of: di sconti nui ng any further

| oadi ng of information within the non-volatile nenory of cryptographic

device after the dgyi Celﬁz?gil@ckm of claim 16, wherein the non-volatile memory
includes at least a public key associated with the cryptographic device
and a private key encrypted with the symmetric key.

18.  The system of claim 16, wherein the system is capable of
establishing communications with a database to load the public key and
the encrypted private key into the non-volatile memory.

19. A processing subsystem comprising:

a substrate;

a processor coupled to the substrate;

a cryptographic device coupled to the substrate; and

a bus interconnecting the processor and the cryptographic device.

20.  The processing subsystem of claim 19, wherein the
cryptographic device includes

a processing unit;

a non-volatile memory integrated into the processing unit, the
non-volatile memory includes a key and device serial number; and

a random number generator.

. 21.  The processing subsystem of claim 19, wherein the
- random number generator of the cryptographic device is integrated
within the processing unit.

22.  The processing subsystem of claim 19, wherein the bus is a
backside bus.

23.  The processing subsystem of claim 19 further comprising a
plastic cartridge generally enclosing the substrate with exception to a
connector located on an edge of the substrate.

-13- -
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nunber and the symetric key
claim1 further conprising th
nunber into a database renote

4. The mM¥OHG7#5 claim 3 fu
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public key and the encrypted private key. 6. The nethod of claim
1, wherein the device serial nunber is unique and distinct from device
serial nu ot her cryptographi c devi ces. 7. The net hod of
claimi, é%l/{q%sne key is a symetZid kay. 8.  ThRCHEEHHO
claim7, wherein the symmetric key is unique and distinct from other
symetric keys ociated with the other cryptographic devices. 9.
The net hod of m 1, wherein the non-volatile nmenory is integrated wthi

processi ng | ogi é\o{ . .

regi stering a crypijogragie~devi ce conprising the steps of:
establ i shing a compuni catd en a dat abase and an el ectrgnic
system inpl enented|w th{t he cAROPESSWGaphi cjdevi ce, the cryptographic dgvice
i ncl udi ng non-vol atile menory sygring a k¢y and a device serial nunbef;
transmtting a nessage to the database, tme rrezé I ncl ek evfce

serial nunber containedfin the cryptographic de ; and recqi ving a
public key and a pnivatg¢ key encrypted w the key assogi atgggwi tH} t pe

crypt ogr aphi c devige. 11. The ne d of clarm further
conprising the syep of: 215~ .
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| oadi ng the public key and the private key encrypted with the key into a
non-vol atil e nmenory el enent of the el ectronic system 12. The
met hod of claim 10, wherein the comunication channel is not secure.

13. The n¥OHf8d7¢F cl ai m 10, whereim the key is a symetri cPRBYSIS/13096
14. The nethod of claim 10, wherein prior to the receiving step, the

nmet hod further conprising the steps of: recei ving the nessage
i ncludi ng the device serial nunber by the database; usi ng the device
serial nunber as a | ookup index; and transmtting the public key and

the private key encrypted with the key tosfhenel ectronic system
15. The nethod of claim 10 further corrpr the step of: recei vi ng
a digital certificate being the public key Encrypted with
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a private key of a certification authority. | 16. A system

conpri si ng: a chi pset; a non-vol atile nenory el enent coupled to
t he chi pset; a cryptographi c device coupled to the_chipset, the
crypt ogr apm%%}gv%e i ncl udi ng processi/ng4l ogi ¢ having a snalFTVERRIR09b+
device non-vol atile nmenory, the non-volatile nenory containing a device
serial nunber and a symetric key.

-12- 17. The system of claim 16, wherein the non-volatile
menory includes at |east a public key associated with the cryptographic
device and a private key encrypted with the symetric key. 18. The

system of claim 16, wherein the systemis capabl e of establishing
comuni cations with a database to | oad  he public key and the encrypted
private key into the non-vol atile nmenory.
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19. A processing subsystem conpri si ng: a substrate;
processor coupled to the substrate;

t he substrat e;ﬁgh a bus interconnecting the grocessor
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{57) Abstract

A system and method for configuring and registering a
cryptographic device (150). The configuraion phase involves
loading a device serial number (DSER) and a symetric key
(SK) into non—volatile memory (215) of the cryptographic
device (150). The non—volatile memory (215) is integrated
with the processing logic (210) of the cryptographic device
(150). DSER is provided by an external source while SK is
generated within the cryptographic device (150), The regis-
tration phase involves providing DSER to a database (415,
420) that contains cryptographic information associated with A r
each cryptographic device (150) manufactured. The cryp-
tographic information includes at least a public key and a

private key encrypted with the SK, DSER is ured to locate g "0
the appropriate cryptographic information and to transmit YPTOGRAHE LENOR
the cryptographic information to an electronic system hav- @ DEHE K:> Mm,gy
ing the cryptographic device (150).
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