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A federated learning device injects, based on a predetermined first join point
and a first aspect program, the first aspect program at a gradient sending
function of the federated learning device by using a pre-deployed aspect

framework
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The federated learning device trains a to-be-trained model based on local
training data to obtain a plaintext gradient of the to-be-trained model, and
sends the plaintext gradient to a federated learning server by using the
gradient sending function

A 4

Intercept and encrypt, by using the first aspect program, the plaintext
gradient sent by using the gradient sending function, to obtain a ciphertext
gradient, and send the ciphertext gradient to the federated learning server, so
that the federated learning server decrypts received ciphertext gradients sent
by federated learning devices, and updates parameters of the to-be-trained
model based on the plaintext gradients obtained after the decryption
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A federated learning server injects, based on a predetermined second join point
and a second aspect program, the second aspect program at a gradient receiving
function of the federated learning server by using a pre-deployed aspect
framework
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A 4

Receive, by using the gradient receiving function, ciphertext gradients of a to-
be-trained model that are sent by federated learning devices
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A 4

Intercept and decrypt the ciphertext gradients by using the second aspect
program, to obtain plaintext gradients
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A 4

Update parameters of the federated learning devices for the to-be-trained model
based on the plaintext gradients of the federated learning devices
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