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SYSTEM AND METHOD FOR DETERMINING TARGET FAILBACK AND
TARGET PRIORITY FOR A DISTRIBUTED FILE SYSTEM
CROSS-REFERENCE TO RELATED APPLICATIONS 5 The present
invention claims priority to United States provisional patent application serial
no. 60/ peiEMfilRsDOntaiterr , 2684 parEiMoNINeterhreen A @ACRIYAND
FIELD OFTAREHN VBRY O ¢ 0F0e nvensTRESIEER eReralysosmemputer
systems, and more particularly to an improved system and method for
determining targero8$RE FERERCEE T ORELATED dsbEned filomsstem. 15
BACKGROUND OF THE INVENTION A Distributed File System (Dfs) is a
netwritk sesvers sampadnent thatdecatessant managesidata am a oatinosk. Disates
may be used for uniting files on different computers into a single name
prepace] thus, allowirga usepitd budd asinglec20 hierarchicalatevs of pltiplefiled
file servers and file server shares on a network. In the context of a server
Octarmputel or 2861 ©f senér compubersa Désicar bedikened ta a fide systemy for
hard disks in a personal computer system. For instance, similar to the role of
file systems for providing a uniform 25 named access to collections of sectors
on disks, Dfs may provid& EEMBIEPmM F&HEinENVENEREYN and mapping for

collections of servers, shares, and files. Thus, Dfs may
The invention relates generally to computer systems, and

more particularly to an improved system and method for
determining target fail-back and target priority for a

distributed file system.

BACKGROUND OF THE INVENTION

A Distributed File System (Dfs) is a network server
component that locates and manages data on a network. Dfs may
be used for uniting files on different computers into a single
name space, thus, allowing a user to build a single,
hierarchical view of multiple file servers and file server
shares on a network. In the context of a server computer or
set of server computers, Dfs can be likened to a file system
for hard disks in a personal computer system. For instance,
similar to the role of file systems for providing a uniform
named access to collections of sectors on disks, Dfs may

provide a uniform naming convention and mapping for
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organize file servers and their shares into a logical hierarchy which enables
a large enterprise to manage and use its information resources more
efficiently. 5 Furthermore, Dfs is not limited to a single file protocol and can
support the mapping of servers, shares, and files, regardless of the file client

cobeisg tsefsprovidadthat the shentesipports the native senes andshare.y
Dfs may also provide name transparency to disparate server volumes and
ori@ shaeest TheoughrBtsy anaciminisiratorcanduidia single higrarchical file
system whose contents are distributed throughout an organization's wide
hianeametiwork (WAN) nlthe past, withythe-daversal NamiagnCenuestiand use
(UNC), a user or application was required to specify the physical 15 server
i tand shiarevatorder tocacoessdite indormationi Eoerexaynple, a user or
application had to specify \\Server\Share\Path\Filename. Even though UNCs
can bBe uskd rdisectly, RUUNCHs typicdllimmapped to a dsivedatterf sueh agsotpcol
which, in turn, may be mapped to \Server\Share. From 20 that point, a user
anwas aequrgtbtormavigaterogyonddhe rediecteddrivelaappingdo dhe datsshe
or she wishes to access. For example, copy x:\Path\More path\...\Filename
rewas dregaired bytthe uset to navigate to<al particakad filee Besmetadrksgrowtime
size and as enterprises begin to use existing storage--both internally and
clextemallyrforpispodes native server and share. Dfs may also

provide name transparency to disparate server volumes and
shares. Through Dfs, an administrator can build a single
hierarchical file system whose contents are distributed
throughout an organization’s wide area network (WAN).

In the past, with the Universal Naming Convention (UNC),
a user or application was required to specify the physical
server and share in order to access file information. For
example, a user or application had to specify
\\Server\Share\Path\Filename. Even though UNCs can be used
directly, a UNC is typically mapped to a drive letter, such as
x:, which, in turn, may be mapped to \\Server\Share. From
that point, a user was required to navigate beyond the
redirected drive mapping to the data he or she wishes to
access. For example, copy x:\Path\More path\...\Filename was

required by the user to navigate to a particular file.
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such as intranets, the mapping of a single drive letter to individual shares
scales rather poorly. Further, although 5 users can use UNC names directly,
these users can be overwhelmed by the number of places where data may
be stored. Dfs solves these problems by permitting the linking of servers and

shargs intea.simplerand:more easily navigablecRamesspases Adlgmolupeuse
permits shares to be hierarchically 10 connected to other shares. Since Dfs

exMapsiibe physiegk stasage inta adegical fepieseriatien:.the net benefitds thadse s
the physical location of any number of files becomes transparent to users

suahd applicatipasekurthemmoreaad amnetweorkssize gyaws o theslevelafar 150
global network, several copies of the same file or files may be located in

i nseverahdifferant lecations Within-thehratwosk 10 elp radticedhe costshinugh
terms of network time, network load, etc.) associated with retrieving a file

uskam themetwerkJFor example] users dfva large snetwerkdecated riear a 20
first server location will typically use a copy of a file on a server nearest to

ovihewi(ténedelsyintSeattiemiarbe £losést ¢o avgerver mamed Rednendsthat ed .
is located near Seattle). Similarly, users of a large network located near a
secahts senky docation sl typitalymseoa copy ot & filengn hdifféremk Sepver £
nearest to them(i.e., users in Thailand may be closest to a server named

seRaRgkolalodateltkindBangkok).2 simpler and more easily navigable

name space. A Dfs volume permits shares to be hierarchically

connected to other shares. Since Dfs maps the physical

storage into a logical representation, the net benefit is that

the physical location of any number of files becomes

transparent to users and applications.

Furthermore, as a network size grows to the level of a
global network, several copies of the same file or files may
be located in several different locations within the network
to help reduce the costs (in terms of network time, network
load, etc.) associated with retrieving a file from the
network. For example, users of a large network located near a
first server location will typically use a copy of a file on a
server nearest to them(i.e., users in Seattle may be closest
to a server named Redmond that is located near Seattle).

Similarly, users of a large network located near a second

server location will typically use a copy of a file on a
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Thus, the site-cost (i.e., a scalar number which is an pseudo- arbitrary
indication of a number of network parameters 5 including the distance
between client and server, the degrees of server separation, and other
physical network parameters) of retrieving a file may be minimized by

didecessing themearestc sewver havingrbe (gquested fileror filgs.\When ausera y
wishes to retrieve a file from a Dfs, the 10 client computer from which the

pbeuseards gquesting the file- deternmine s hawue igolakout satrieningthgkok) .
requested file. A client computer may issue a referral request to obtain one

Thals maredoeationsdosthe requested fie o1 filesnArieferralhmaly biesa selaveudo-
path between the requesting client computer 15 and a server computer in

arwhichahe requested fitthorfilea nayntbefound nA chentkcqraputee ow@ys
request the files or files known to be unavailable locally and a determination

i nmaydiengnadecas! icshawanaiy diffeeentdadationsamay peowide g copy ofetheces
requested file. Typically, there may be hundreds or even 20 thousands of

oftasgets<ice.s thearelativenpathrid tle fikey indicating locations thatpmayprovides )
the requested file. As such, a referral response, which is returned to the

o fcliemt roamputersiinfresponsey tdotherefenal zequést, typically L dg indhedesearest
list of targets corresponding to servers and/or shares having the requested

sefijger having the requested file or files.

When a user wishes to retrieve a file from a Dfs, the
client computer from which the user is requesting the file
determines how to go about retrieving the requested file. A
client computer may issue a referral request to obtain one or
more locations for the requested file or files. A referral
may be a relative path between the requesting client computer
and a server computer in which the requested file or files may
be found. A client computer may request the files or files
known to be unavailable locally and a determination may be
made as to how many different locations may provide a copy of
the requested file. Typically, there may be hundreds or even
thousands of targets (i.e., the relative path to the file)
indicating locations that may provide the requested file. As

such, a referral response, which is returned to the client

computers in response to the referral request, typically
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In the past, however, the referral response returned to the client computer
may have the targets identified listed in 5 a random order or, in some cases,
by site-cost. Each target in the referral response did not necessarily bear any
relationship to a target that immediately preceded it or immediately followed

inib1As1adesult, the chenticoraputer mayrBaye simply staytetbattbedop of the-

randomly-ordered list of 10 targets and attempt to establish a connection with

sheaels suecessive tasgetom theclist until ene responded with connectivity. A
problem with this randomness, however, is the fact that the first available

targatimay,adngacts be titeralhye locatate 1barethesatheesiderafdhe sollehed to
Thus, the site-cost of communicating with this first-available target may be
theathari digh anthpndesiralde imthedong-<eratdewevergprasefiiag cohtingity in
of a connection to a target is somewhat important. This is known as
a 'isticking" or ROr"stickinéss.s dhas cereesthedfirstsavailabtestargetris ddcated ge t
that is able to fulfill the file request of the client computer, typically, all future
inreférralsandmegliestsarenalsododteddd thatdtarget winlesstheusen pf the
client computer specifically requests a new referral. Therefore, the possibly
rehigh isitestosp copnectionrtodhe firsttavailablél targétymay ¢emdavindefinitely
causing all the more network
immediately followed it. As a result, the client computer may
have simply started at the top of the randomly-ordered list of
targets and attempt to establish a connection with each
successive target on the list until one responded with
connectivity.

A problem with this randomness, however, is the fact that
the first available target may, in fact, be literally located
on the other side of the world. Thus, the site-cost of
communicating with this first-available target may be rather
high and undesirable in the long-term.

However, preserving continuity of a connection to a
target is somewhat important. This is known as “sticking” or
“stickiness.” Thus, once the first-available target is
located that is able to fulfill the file request of the client
computer, typically, all future referrals and requests are

also routed to that target unless the user of the client

computer specifically requests a new referral. Therefore, the
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traffic and general overall network cost. The problem of maintaining inefficient
referrals between 5 a client computer and a server computer to preserve
continuity may result in high site-cost communication sessions. What is
needed is a way for preserving continuity of referral connections while
pokesiueing site;e0st ferthedetertad nermnectian £ 10 SKMMARY O EkEab1e
INVENTION Briefly, the present invention provides a system and method for
t a@kganiziag,and settingitargats feeeived tha geferal responsenaidfate twork
determining a target fail-back and a 15 target priority for fail-back in a
t rdistribtitech ilecgyisteral Inose £mbeodiment la seréing method may include
requesting, from a client computer, a plurality of locations (i.e., targets) of
files Tdieegbaries, chatreS, reid. locatedi oy ohe of fmote campafers ia a nebwarkeen
of computers. Then, a computer, 20 such as a Dfs server, may return a list of
a targetsto thenlieatceamputer s¢here the tistcof ttangetsinchugesarplurality iofuity
referrals that each correspond to the requested file or directory location in
mathermsiwbdik ohcdmpbtess. tfeurthesmorenthedisteftargets esayibe sorteddhat is
based on an assessment of a site-cost associated with each respective
negdiget. Advantageodsly, lones<ost taggetsnidentifiedbyothereferral

connections while reducing site-cost for the referral

connection.

SUMMARY OF THE INVENTION

Briefly, the present invention provides a system and
method for organizing and sorting targets received in a
referral response and for determining a target fail-back and a
target priority for fail-back in a distributed file system.

In one embodiment, a sorting method may include requesting,
from a client computer, a plurality of locations (i.e.,
targets) of files, directories, shares, etc.located on one or
more computers in a network of computers. Then, a computer,
such as a Dfs server, may return a list of targets to the
client computer where the list of targets includes a plurality
of referrals that each correspond to the requested file or

directory location in the network of computers. Furthermore,
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server computer may be sorted to the top of the referral 5 response. The
client computer may simply parse logically through the referral response
starting with the lower-cost targets to attempted connectivity before making
an attempt to establish connectivity with higher-cost targets. Such a sorting

thsystemumay alsorbe iaplemenied meludiag pksusing @ RHOTHY saldR@ At of a
targets. Higher priority targets may also be sorted to the top of the referral

sitespense. EuHbenmeredthe refexaliiespense mayhe fusthes sorted to
include provisions for both site-cost and target-priority. Thus, groups of
targetshavingyan equivalent associated sitertzeostinay be fukhensortate
within the group according to an each target's respective associated

s etavget-preoniby. Ha anodherembodiment 0 thenvention; @ tangetfait-drackiand
target priority policy may be implemented that may use a list of sorted

retapgetserovided i areferrat cegponse. 20 Aceondingly pthescomputérsystegm
may select and designate a target as the set target from a list of targets

thgorterth accordirg o site-costdpaetreve tat teastoneireguéested fitercor-cost
directory at a client computer. Then, the computer system may determine if

tatheesst target istasgoteaded withethe lowest ditefcost wirehicompareditoatict to
available targets in the sorted list. If not, the system may fail back to a

e sdiffelarm hargen thattis assuciatddwith ahlower sité-costrthahshe set target

Such a sorting system may also be implemented including
using a priority ranking of targets. Higher priority targets
may also be sorted to the top of the referral response.
Furthermore, the referral response may be further sorted to
include provisions for both site-cost and target-priority.
Thus, groups of targets having an equivalent associated site-
cost may be further sorted within the group according to an
each target’s respective associated target-priority.

In another embodiment of the invention, a target fail-
back and target priority policy may be implemented that may
use a list of sorted targets provided in a referral response.
Accordingly, the computer system may select and designate a
target as the set target from a list of targets sorted
according to site-cost to retrieve at least one requested file
or directory at a client computer. Then, the computer system

may determine if the set target is associated with the lowest
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and designate the new target as the set target. 5 Other advantages will
become apparent from the following detailed description when taken in
conjunction with the drawings, in which: BRIEF DESCRIPTION OF THE
DRAWINGS 10 FIG. 1 is a block diagram generally representing a computer
s isystemdntowBbichdbepresent nventiondmay berineomoratedsFiG. 2issa sorted
block diagram generally representing an exemplary architecture of a
1idistributed gemputing epviserment 154ar implementing darget faildeack and-get
target priority in one embodiment, in accordance with an aspect of the
thisiventon; sEKz. 13 iscal flawehark geoetally sepresenting thexstepseundartakenget
for requesting and retrieving a file using a distributed file system, in
anacctrdancewith @ncaspect obthee 20drvertions 816 t4 isya flowchart
generally representing the steps undertaken in one embodiment for
assembling a deferrab gesponselbasedoore sitgoeste intaceosdandeewith ahowing
aspect of the invention; FIG. 5 is a flowchart generally representing the steps
detnaddrtaketain onecembodinient faredssemblingcan referrali cespoinse based on
target-priority, in accordance with an aspect of the invention;
drawings, in which:

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram generally representing a
computer system into which the present invention may be
incorporated;

FIG. 2 is a block diagram generally representing an
exemplary architecture of a distributed computing environment
for implementing target fail-back and target priority in one
embodiment, in accordance with an aspect of the invention;

FIG. 3 is a flowchart generally representing the steps
undertaken for requesting and retrieving a file using a
distributed file system, in accordance with an aspect of the
invention;

FIG. 4 is a flowchart generally representing the steps
undertaken in one embodiment for assembling a referral
response based on site-cost, in accordance with an aspect of

the invention;
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5 FIG. 6 is a flowchart generally representing the steps undertaken in one
embodiment for failing back to lower site- cost target that may be used with a
sorted referral response, in accordance with an aspect of the invention; FIG.
7 is a flowchart generally representing the steps 10 undertaken in one
embpdimeny forfallingibackiea highge RIDTRY tasgettbahmaye-usedswiB s
a sorted referral response, in accordance with an aspect of the invention;
unard FiG&e8 is a flowshartigenerallyrepeasentingthe stepsa undertakein one
embodiment for sorting a referral response, 15 in accordance with an aspect
re@idbedaventiond DETAIRERBESCRIPTIQN EXEMPLARM QRERATINGN
ENVIRONMENT 20 FIG. 1 illustrates an example of a suitable computing
a spystemeenvireamient 400 iasnwhich the invention may be implemented. The
computing system environment 100 is only one example of a suitable
computing énvisoremeénteanchismot gintendedlty suggestany: limiatidreas teps
the scope of use or functionality of the invention. Neither should the
uncempatirg environmean200 bednterpreted as havingearmkdependeney osite—
requirement relating to any one or combination of components illustrated in
cothie éxerngplarycoperating envirommentvi00. 5 The imvehtion is operationabwitise,

numerous other general purpose or special purpose computing system
inemdmindantseorwith an aspect of the invention;

FIG. 7 is a flowchart generally representing the steps
undertaken in one embodiment for failing back to a higher
priority target that may be used with a sorted referral
response, 1in accordance with an aspect of the invention; and

FIG. 8 is a flowchart generally representing the steps
undertaken in one embodiment for sorting a referral response,

in accordance with an aspect of the invention.

DETAILED DESCRIPTION

EXEMPLARY OPERATING ENVIRONMENT

FIG. 1 illustrates an example of a suitable computing
system environment 100 on which the invention may be
implemented. The computing system environment 100 is only one
example of a suitable computing environment and is not

intended to suggest any limitation as to the scope of use or
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configurations. Examples of well known computing systems, environments,
and/or configurations that may be suitable for use with the invention include,
but are not limited to: 10 personal computers, server computers, hand-held or
laptop devices, tablet devices, headless servers, multiprocessor systems,

UG OprRCessr-baseadthsystemsnsatdan boxes - pragranunakle €ease@eputing
electronics, network PCs, minicomputers, mainframe computers, distributed

en€amputirg envicanmentsithat-1s nchdesanyn aftheabove systemsiehcy or
devices, and the like. The invention may be described in the general context
reofu Competer-execatable instructionsrstchaspragiam tnedules, beififonents
executed by a computer. Generally, program modules include routines,
i 1progtarmascabjeatst tempraapisa datac2@ stitdtute s; mndrsantactht whiah.
perform particular tasks or implement particular abstract data types. The
invemtien mayealsodre practiced atdistributed camputirg engironmentsyeneral
where tasks are performed by remote processing devices that are linked
puthpough axcospraiigatigns petswrk.dn@audistripusets b eomputingents or
environment, program modules may be located in local and/or remote
copdmputet starage médianmclaeding memoly storage devicesiWithaefdrence

to FIG. 1, an exemplary system for 5 implementing the invention includes a
en@yﬁgampm@@seand/or configurations that may be suitable for
use with the invention include, but are not limited to:
personal computers, server computers, hand-held or laptop
devices, tablet devices, headless servers, multiprocessor
systems, microprocessor-based systems, set top boxes,
programmable consumer electronics, network PCs, minicomputers,
mainframe computers, distributed computing environments that
include any of the above systems or devices, and the like.

The invention may be described in the general context of

computer-executable instructions, such as program modules,
being executed by a computer. Generally, program modules
include routines, programs, objects, components, data
structures, and so forth, which perform particular tasks or
implement particular abstract data types. The invention may
also be practiced in distributed computing environments where

tasks are performed by remote processing devices that are

linked through a communications network. In a distributed

_10_
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computing device in the form of a computer 110. Components of the
computer 110 may include, but are not limited to, a processing unit 120, a
system memory 130, and a system bus 121 that couples various system
components including the system 10 memory to the processing unit 120. The

cosystempsehd maynke anyf several iypesiefbussstrusturesdagludinga 10cal

memory bus or memory controller, a peripheral bus, and a local bus using
anany of ayatety ofdusarehitecturesyBynway af example;: agd metdimitationrage

such architectures include Industry Standard 15 Architecture (ISA) bus, Micro
de€hanrel Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video

Electronics Standards Association (VESA) local bus, and Peripheral

Comporent diftereantect (PCE) duslglsa knewnmsIMezzanyre bus.fthe

computer 110 typically includes a variety of 20 computer-readable media.
imGCompeterireqdable mediantaivbe any laviilable mediarthat panbesaccessed

by the computer 110 and includes both volatile and nonvolatile media, and
corgmudvable dndioen-iemovablé omedia fBy wayrgfexamplé Oand Aotdimiations of

computer-readable media may comprise computer - 11 storage media and
theormmupiidation Inmédiaa Computecstordgetmedia includeswdiatiletand a

nonvolatile, removable and non-removable media implemented in any
prmetirotiooteehnslogy for storageteiinfemeationtsiibh asidompatetireadable 121

instructions, data
that couples various system components including the system

memory to the processing unit 120. The system bus 121 may be
any of several types of bus structures including a memory bus
or memory controller, a peripheral bus, and a local bus using
any of a variety of bus architectures. By way of example, and
not limitation, such architectures include Industry Standard
Architecture (ISA) bus, Micro Channel Architecture (MCA) bus,
Enhanced ISA (EISA) bus, Video Electronics Standards
Association (VESA) local bus, and Peripheral Component
Interconnect (PCI) bus also known as Mezzanine bus.

The computer 110 typically includes a variety of
computer-readable media. Computer-readable media can be any
available media that can be accessed by the computer 110 and
includes both volatile and nonvolatile media, and removable
and non-removable media. By way of example, and not

limitation, computer-readable media may comprise computer

_11_
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5 structures, program modules or other data. Computer storage media
includes, but is not limited to, RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disks (DVD) or other optical
disk storage, magnetic cassettes, magnetic tape, magnetic disk storage or

stothgraaghetis storage dthgiices: 0p anyaiher medisipwhich cabbe ysededia
to store the desired information and which can accessed by the computer

intl&deemunication raediartypicaliy embodieseamputesreadabien-removable
instructions, data structures, program modules or other data in a modulated
medata signal suehwsa carrieh wavetdiaiherrls transpard giechanisgrandge of
includes any information delivery media. The term "modulated data signal”
inmMeans @isignahtbat hasonecnrtaererekitiatharactesistics-satcorschatged in
such a manner as to encode information in the signal. By way of example,
s tamnd hotrkmitation coammupidafiers media irictudesa2 wired anediasuch @smam ge
wired network or direct-wired connection, and wireless media such as
megddausticcREd gdrared tandsothet wiretessadedia, Combin&ivhs affthe@y of Lash
the above should also be included within the scope of computer- readable
memedia. ¢ 120 The systane mermehi30 ingludeStonputedstoragel neeizsmt 1 1e
the form of volatile and/or nonvolatile memory such as read only memory
diROM)ABR)arirapdoaraceessaaeémdry (RAM)182¢ A magnetic cassettes,

magnetic tape, magnetic disk storage or other magnetic storage
devices, or any other medium which can be used to store the
desired information and which can accessed by the computer
110. Communication media typically embodies computer-readable
instructions, data structures, program modules or other data
in a modulated data signal such as a carrier wave or other
transport mechanism and includes any information delivery
media. The term “modulated data signal” means a signal that
has one or more of its characteristics set or changed in such
a manner as to encode information in the signal. By way of
example, and not limitation, communication media includes
wired media such as a wired network or direct-wired
connection, and wireless media such as acoustic, RF, infrared
and other wireless media. Combinations of the any of the
above should also be included within the scope of computer-

readable media.
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basic input/output system 133 (BIOS), containing the basic 5 routines that
help to transfer information between elements within computer 110, such as
during start-up, is typically stored in ROM 131. RAM 132 typically contains
data and/or program modules that are immediately accessible to and/or

presently beingoperatesgn by pracessingunit 120 By way of A9Lexamplea in

and not limitation, FIG. 1 illustrates operating system 134, application

thprogsams 485y ether pregrantmedulesh 136 andiprogeas tatas 431, FRe read
computer 110 may also include other removable/non- removable,

onVGlatiefonyolatiteigomputesstorage daadiacBy sEb mwayof exarmip only2. A
FIG. 1 illustrates a hard disk drive 141 that reads from or writes to
bagdr-rempuablepnenvolatile teyaghetic i Ja, magnetid diskgdriviecl Sdathat
reads from or writes to a removable, nonvolatile magnetic disk 152, and an
roopticat diskidrivehE5that readsfsdrmroriwriiesite aizthrémavaide, rorvotatites
optical disk 156 such as a CD ROM or other optical media. Other
witgmovabieiponeembyables wohatde/ndnvalatiescomputer storage predia thiat
can be used in the exemplary operating environment include, but are not
sthimited {0y RAlhetititape RAKséttes, flash maémuryceards i nt3 ddigital vedsatite
disks, digital video tape, solid state RAM, solid state ROM, and the like. The
prihardediskdavd ¢41tiat are immediately accessible to and/or
presently being operated on by processing unit 120. By way
example, and not limitation, FIG. 1 illustrates operating
system 134, application programs 135, other program modules
136 and program data 137.

The computer 110 may also include other removable/non-
removable, volatile/nonvolatile computer storage media. By
way of example only, FIG. 1 illustrates a hard disk drive 14
that reads from or writes to non-removable, nonvolatile
magnetic media, a magnetic disk drive 151 that reads from or
writes to a removable, nonvolatile magnetic disk 152, and an
optical disk drive 155 that reads from or writes to a
removable, nonvolatile optical disk 156 such as a CD ROM or
other optical media. Other removable/non-removable,
volatile/nonvolatile computer storage media that can be used

in the exemplary operating environment include, but are not

limited to, magnetic tape cassettes, flash memory cards,

_13_
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typically connected to the system bus 121 through a non- removable memory
interface such as interface 140, and magnetic 5 disk drive 151 and optical
disk drive 155 are typically connected to the system bus 121 by a removable
memory interface, such as interface 150. The drives and their associated

diearputerstayage needias discugsed aboverand dlustraied indiIG1 1s predden,
storage of 10 computer-readable instructions, data structures, program

somoduleszand eihvey datadfor ke camputertddd. uFIG db,der example shards
disk drive 141 is illustrated as storing operating system 144, application

typriogsams 145n nther progrant aodules d46ans program datayd44. Nete-that
these components 15 can either be the same as or different from operating
resysiam] &3dcapplication pragramsslids, aikeriprogram crodules 136danthgnetic
program data 137. Operating system 144, application programs 145, other
dipiogdanmodules 446, apd predgrani datadidifrareldiven rdiffergnt nabers
herein to illustrate that, at a minimum, 20 they are different copies. A user
comayEnter cominands andeinfonnsatiohlinto/the campwteb 120rtkroagh input
devices such as a tablet, or electronic digitizer, 164, a microphone 163, a
inkeybbare 162 wrid painting-devieed61p8ommonly referred to as mouse,
trackball or touch pad. Other input devices not shown - 14 in FIG. 1 may
inclutleca pysticks gande pad isatelfiodishted computer storage media,
discussed above and illustrated in FIG. 1, provide storage of
computer-readable instructions, data structures, program
modules and other data for the computer 110. In FIG. 1, for
example, hard disk drive 141 is illustrated as storing
operating system 144, application programs 145, other program
modules 146 and program data 147. Note that these components
can either be the same as or different from operating system
134, application programs 135, other program modules 136, and
program data 137. Operating system 144, application programs
145, other program modules 146, and program data 147 are given
different numbers herein to illustrate that, at a minimum,
they are different copies. A user may enter commands and
information into the computer 110 through input devices such
as a tablet, or electronic digitizer, 164, a microphone 163, a

keyboard 162 and pointing device 161, commonly referred to as

mouse, trackball or touch pad. Other input devices not shown
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scanner, or other devices including a device that contains a biometric
sensor, environmental sensor, position sensor, or other type of sensor.
These and other input devices are often 5 connected to the processing unit
120 through a user input interface 160 that is coupled to the system bus, but

inmayde tonagcted by etberinierianeiand bus sluelutes, sueb asia Pagaligl,
port, game port or a universal serial bus (USB). A monitor 191 or other type

scehdisplay sleviceris alseeeannactad 30 e theysystamius12h via avinterface, a
such as a video interface 190. The monitor 191 may also be integrated with
bianteyueh-scerarspanel of the bkend¥ate thatthednoniter aingiom touahssoreen r
panel can be physically coupled to a housing in which the computing device
othiQ istipperpefatednsuch as Tha db tahlet-typepersopalcaimputeednare often
addition, computers such as the computing device 110 may also include
coather peripherat loutputdevicesrsychras spedket$ £85 @ndaprinten-196,which
may be connected through an output peripheral interface 194 or the like. 20
inThe Computdrll Ihaay ioperatern @chetworked emdtomameéntsusingtiogieal be
connections to one or more remote computers, such as a remote computer
co18@. CTwdrdryote tdoenputet $80 atay bech personakcormputes, a senleras a
router, a network PC, a peer device or other common network node, and
patypichdly inchydes g8Ble port or a universal serial bus (USB). A

monitor 191 or other type of display device is also connected
to the system bus 121 via an interface, such as a video
interface 190. The monitor 191 may also be integrated with a
touch-screen panel or the like. Note that the monitor and/or
touch screen panel can be physically coupled to a housing in
which the computing device 110 is incorporated, such as in a
tablet-type personal computer. In addition, computers such as
the computing device 110 may also include other peripheral
output devices such as speakers 195 and printer 196, which may
be connected through an output peripheral interface 194 or the
like.

The computer 110 may operate in a networked environment
using logical connections to one or more remote computers,
such as a remote computer 180. The remote computer 180 may be
a personal computer, a server, a router, a network PC, a peer

device or other common network node, and typically includes
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many or all of the elements described above relative to the computer 110,
although only a memory storage device 181 has been illustrated in FIG. 1.
The logical connections depicted in FIG. 1 include a local area network
(LAN) 171 and a wide 5 area network (WAN) 173, but may also include other

maRgWOrks: 1 Suelr networkingRmironments are gompenplace inaffieeso the
enterprise-wide computer networks, intranets and the Internet. When used in

coap-AdeRetwarking lerwiragrent, the compuier,1 10 isr eganecied ¢ thestLANa s
171 through a network interface or 10 adapter 170. When used in a WAN
beretworking ernyireament, ke .camputend 10 dypieally ischutes @imademebiz ted
or other means for establishing communications over the WAN 173, such as
intheT thternetnBhe:mwdenm €2, 1whichanay be dnterndl zn externak miay beide
connected to the system bus 121 via the user input 15 interface 160 or other
arapproptiatermechanisml s a retworked emgiconment, geograhemodalesorks .
depicted relative to the computer 110, or portions thereof, may be stored in
Suthie reqariote memgryestoragedevice. Byavayoofrexamplepand noflimitation,
FIG. 1 illustrates remote application programs 185 as residing on 20 memory
endlevice 182 -it Wik be @ppreciatedahatthenetwolik: zoanections sHownateernet.
exemplary and other means of establishing a communications link between
Whitye comeputers mayAbe wsedorkgng environment, the computer 110 is

connected to the LAN 171 through a network interface or
adapter 170. When used in a WAN networking environment, the
computer 110 typically includes a modem 172 or other means for
establishing communications over the WAN 173, such as the
Internet. The modem 172, which may be internal or external,
may be connected to the system bus 121 via the user input
interface 160 or other appropriate mechanism. In a networked
environment, program modules depicted relative to the computer
110, or portions thereof, may be stored in the remote memory
storage device. By way of example, and not limitation, FIG. 1
illustrates remote application programs 185 as residing on
memory device 181. It will be appreciated that the network
connections shown are exemplary and other means of
establishing a communications link between the computers may

be used.
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REFERRAL RESPONSE SORTING The present invention is generally

directed towards a system and method for determining target fail-back and

target 5 priority for a distributed file system. The system and method may

advantageously provide a sorting method for a client computer requesting a

list of computers that may have a desired file or directory in a network of

computers. In response to a request, a list of targets that may be provided
REFY tora clientscamputes oray e sorted based on an assessment of certain

parameters, including a site-cost associated with each respective target. As

will ienseet,dbe towemeest targets: ddepdifiedamay be sostedda the tep-akthe

referral response, so that a client computer may simply parse logically
sythreugh: 8 the teéferfalfresponse startirig withalhe doweradastbargetstod target

attempt connectivity before making an attempt to establish connectivity with
prhighérgostidargetsliSuchi & sorihgisystemymayalso Mehinplemeatechusingachod

priority ranking of targets whereby, in one embodiment, higher 20 priority
matargets andy glsousel sontecbtoitie tep of the referralttesporise. Furthiermotre,

the referral response may be further sorted to include provisions for both
cogitertest arebraegati phonrtyl This,cgroopspot taggetstiiavingray egaivalent

associated site-cost may be further sorted within the group - 17
desired file or directory in a network of computers. 1In

response to a request, a list of targets that may be provided
to a client computer may be sorted based on an assessment of
certain parameters, including a site-cost associated with each
respective target. As will be seen, the lower-cost targets
identified may be sorted to the top of the referral response,
so that a client computer may simply parse logically through
the referral response starting with the lower-cost targets to
attempt connectivity before making an attempt to establish
connectivity with higher-cost targets.

Such a sorting system may also be implemented using a
priority ranking of targets whereby, in one embodiment, higher
priority targets may also be sorted to the top of the referral
response. Furthermore, the referral response may be further
sorted to include provisions for both site-cost and target-
priority. Thus, groups of targets having an equivalent

associated site-cost may be further sorted within the group
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according to an each target's respective associated target- priority. As will be
understood, the various block diagrams, flow charts and scenarios described
herein are only examples, and there are many other scenarios to which the
present 5 invention will apply. Turning to FIG. 2 of the drawings, there is

acshown Adleck giagrasnhgenergly represepting-ar exegmptary architectirgof -

a distributed computing environment for implementing target fail-back and
p riasgatiariority, dnaccordasce witr-an aspectaf d Othe ivantiono dypigakyy dams ,
client computer 205, which may be similar to the personal computer 110 of
£ 1B .ch anays beneperablycoupteditosa fitsisretwenke250 whichanay acportipn e s,
of an enterprise intranet or portion of the Internet. Client computer 205 may
anble padf aaDts atamay indlude adAfsLliepts15 270 mihich ntay prowisen t
seamless access to files located anywhere throughout the Dfs. The network
inmaytalsmbe Dperaty Icoupled to other computers, such as server computer
ml 210, active directory server 220, and Dfs root server 230. The active
directomrseryert22@ mfay Be used testore f$26 information,dncludimg Bfsblock
link referral information. However, in various embodiments, this information
dimaydie storeddylanyrcgmputer-réadabie netiomlaccessiblgby theture of a
network 250. - 18
distributed computing environment for implementing target
fail-back and target priority, in accordance with an aspect of
the invention. Typically, a client computer 205, which may be
similar to the personal computer 110 of FIG. 1, may be
operably coupled to a first network 250 which may a portion of
an enterprise intranet or portion of the Internet. Client
computer 205 may be part of a Dfs or may include a Dfs client
270 which may provide seamless access to files located
anywhere throughout the Dfs. The network may also be operably
coupled to other computers, such as server computer ml 210,
active directory server 220, and Dfs root server 230. The
active directory server 220 may be used to store Dfs
information, including Dfs link referral information.
However, in various embodiments, this information may be

stored by any computer-readable medium accessible by the

network 250.
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In turn, the Dfs server 230 may also be operably coupled to another network
280 which may also be another enterprise intranet or another portion of the
Internet. The network 280 may be operably coupled to network 250 through
a router 260 as 5 is common in any computer network. The Dfs root server

230 1nay berpperakly couplestoa-Disstoat shate 240 that spay- drclyde ong1ed
or more link referrals. For example, the link, //r1/s1/I1 may provide a referral

totoad Hlenerdirectory rlocatedl at/frat/sda likewise, the Hnk v is 162 mayrliGse
provide a referral to a file or directory located at //m2/s1. Furthermore, a link

inmayrpsevide aareferraliopoplutality 6ff computerse servers, shaes; @ndéark 280
directories. Thus, many computers, including server computer m2 215 may

makye semmunieatively-cagdled ta thenelient canmphtert20ingough aoclb yast 60 as
myriad of networks and computers. The client computer 205 may request and

i sretrevetiles nardior disegtaries froatvictually amjisefves locationdetiver 230
network 250 or networks 250 and 280. However, it may not be feasible for

mathetctienp compliter 295tbaraintain informatiart 26 aboat alt Gomipatersdhyat
may be connected to a network 250. In general, a request may be for a file

inorladiectory. 8o,maltiiougindny fileqand/os direEtorieszamuthe likelas isink,
implied by file request and retrieval throughout the remainder of this

/ / disélosure) may be ¥etvieded frone Ay computerdniiée or directory

located at //ml/sl. Likewise, the link, //rl/sl/12 may
provide a referral to a file or directory located at //m2/sl.
Furthermore, a link may provide a referral to a plurality of
computers, servers, shares, and/or directories. Thus, many
computers, including server computer m2 215 may be
communicatively coupled to the client computer 205 through a
vast myriad of networks and computers.

The client computer 205 may request and retrieve files
and/or directories from virtually any server location in the
network 250 or networks 250 and 280. However, it may not be
feasible for the client computer 205 to maintain information
about all computers that may be connected to a network 250.
In general, a request may be for a file or a directory. So,
although any file (and/or directories and the like as is
implied by file request and retrieval throughout the remainder

of this disclosure) may be retrieved from any computer in the
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- 19 network 250, the client computer 205 is typically provided with the
location of the requested file from another source. Thus, the Dfs server
computer 230 may be operable to maintain information about many
computers coupled to the networks 250 5 and 280 such that when the client

neéQyoputer 205 reguests adile thahisunetdocally available: the Dis $arver ded
computer 230 may provide a list of targets, wherein each target corresponds

witeh afpath 1o thecreguesteddfile. Typically: dke Bis servepgompater230smayce .
return many 10 hundreds or even thousands of targets in response to a

Thiederralteqoest and-may provige werorgeo fordhe targets asbordingtardaintain
number of parameters. Two such methods for sorting the referrals may be

i ngerting byansite>cast assogiatechpwitieeaclhrtargetand sorting hysaworks 250
target-priority associated 15 with each target. Each of these sorting methods

anwill2s® described infurthen detad! helown®ncetha listrof2@rgetemaydies a file
sorted by the Dfs server computer 230 (or other dedicated computer

thsystemsoperabledd lprowideidrdbsert targetsinhsesponsertocngietralr 230 may
request), 20 it may be returned to the client computer 205. The client

preompeter 220ghay therritaratively begireattemptihg ta establishconpectivty to
with each target (in the order that has been sorted) until connectivity may be

a pstablishedtlwith aequested file.

Typically, the Dfs server computer 230 may return many
hundreds or even thousands of targets in response to a
referral request and may provide an order for the targets
according to a number of parameters. Two such methods for
sorting the referrals may be sorting by a site-cost associated
with each target and sorting by a target-priority associated
with each target. Each of these sorting methods will be
described in further detail below.

Once the list of targets may be sorted by the Dfs server
computer 230 (or other dedicated computer systems operable to
provide and sort targets in response to a referral request),
it may be returned to the client computer 205. The client
computer 220 may then iteratively begin attempting to
establish connectivity with each target (in the order that has
been sorted) until connectivity may be established with a

target. A file may be located at a target corresponding to

- 20 -



10

15

20

target. A file may be located at a target corresponding to - 20 server
computer ml 210 in a share sl 212, or simply //ml/sl. The share sl 212 may
be associated with a file server 211 on the server computer ml 210 and,
thus, may be able to be referred by the Dfs server computer 230. 5 Likewise,

sethedequestedifie may be pcatedior server sqomputer 812 21 @ share $21 .
217. The share s2 212 may also be associated with file server 216 on the

Thseryeseemputer m2 2kp ard,dBys,clse abletodie efered bydhe His senvesn
computer 230. However, since the server computer 215 may be 10 operably

theoupled &roughmetwerk28(; the path, thahmay bex yetesregtodhe slieat
computer may be more complex since the communication connection may
relie establislyed throDgh the:root rDtscserver23Q By. using the Dfs in the
architecture of FIG. 2, files from any location in the network may be retrieved
15 throkgh asrefertalpravided sa the clicrt computer 205chy ¢the Bfs servesr
computer 230. FIG. 3 presents a flowchart generally representing the steps
coupdertakenZfol tequiesting ainalretrigXiriggld file U$ing ehdistrilsuited Tike system] so
in accordance with an aspect of the 20 present invention. Client computer
be265 arayibd pdrtwf alDfs1 e megrineludé boDfsclieht 276 which araygproeidem?
seamless access to files located anywhere throughout the Dfs. The
215 and, thus, also able to be referred by the Dfs server
computer 230. However, since the server computer 215 may be
operably coupled through network 280, the path that may be
referred to the client computer may be more complex since the
communication connection may be established through the root
Dfs server 230. By using the Dfs in the architecture of FIG.
2, files from any location in the network may be retrieved
through a referral provided to the client computer 205 by the
Dfs server computer 230.

FIG. 3 presents a flowchart generally representing the
steps undertaken for requesting and retrieving a file using a
distributed file system, in accordance with an aspect of the
present invention. Client computer 205 may be part of a Dfs
or may include a Dfs client 270 which may provide seamless
access to files located anywhere throughout the Dfs. The

client computer 205 may accordingly request and retrieve files

as though all files requested are found locally.
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client computer 205 may accordingly request and retrieve files as though all
files requested are found locally. - 21 When a client computer 205 may need
a particular file that is not available locally at the client computer 205, a file
request may be initiated at the client computer 205 using the Dfs client 270.

In variqss embadiments @nbiscelient oy Halse eeside pathe agtive file
directory server 220 and may be used to locate the Dfs root server 230The

thPfs serveneomputer 230 mayrovidea refegalyespanse tanthetelient 0s, a
computer 205 that may include a list of targets corresponding to remote
fiserveecomputars avaiable throughdhe Dfs aestepi3n8: Therkitasgetd®t using
may be sorted according to various parameters such as site-cost (the
thmetifod efiwbich ig describad belowowith aebpeciie G, 4y anfassotiated may
priority (the method of which is described below with respect to FIG. 5),
aland/oe sitelawarengss (desdritedgererally below)ves Furtheemdrende be used
referral response may include an indication of bounded sets each including a
togroupinigeoft tergetss Inrone esthodime§§ @hhiadicatiors ef therbeginpmgeof &30
bounded set may be made by providing a demarcation value associated with
mainfernvatiohcabout ¢fefinst largesinthe 20tourdedsSet sTiisapaypbeer 205
accomplished by providing boundary attributes to the client computer in the
theeferralrespordsele a list of targets corresponding to remote
server computers available through the Dfs at step 308. The
target list may be sorted according to various parameters such
as site-cost (the method of which is described below with
respect to FIG. 4), an associated priority (the method of
which is described below with respect to FIG. 5), and/or site-
awareness (described generally below) .

Furthermore, the referral response may include an
indication of bounded sets each including a grouping of
targets. In one embodiment, an indication of the beginning of
a bounded set may be made by providing a demarcation value
associated with information about the first target in the
bounded set. This may be accomplished by providing boundary
attributes to the client computer in the referral response,
such as a cost associated with retrieving a file or directory

between a target and the client computer. The bounded sets

may be based upon any number of parameters including site-
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such as a cost associated with retrieving a file or directory between a target
and the client computer. The bounded sets may be based upon any number
of parameters including site - 22 cost, site-awareness, target priority, and/or
health of computers involved in the referral. As used herein, health may

comepndhe sespenserine forpreyidinga tefeiral; the itaffie loack they of
processor load, and other attributes of a 5 computer involved in the referral,

cotfeludingsperdemance metries Qraastheadlient sempyuter 205-may Jeerive th

the referral response, the client computer 205 may begin attempting to
ma@stablish alcemmupicatien sessiorr withppashitatges in the=lizt 1040 the weder

that was sorted. Thus, the client computer 205 may attempt target 1 at step
t r3X0 but faildd conhectp Theeelisnt compiifers2db maydhen attempt target 2 ad

step 312, but also fail to connect. The client computer 205 may continue to
coatternpt-cannections td pach¢argetimrthe refefrat tesponseddrifntitmance

connection may be established with target m at step 314. When connectivity
metord target may be established, the target may be designated as a set target

and used until no longer available in order to preserve continuity of

comfurication with thettargetpBEoeexaripleptargeemamnay beh20 established

as the set target for subsequent file retrieval
response, the client computer 205 may begin attempting to
establish a communication session with each target in the list
in the order that was sorted. Thus, the client computer 205
may attempt target 1 at step 310 but fail to connect. The
client computer 205 may then attempt target 2 at step 312, but
also fail to connect. The client computer 205 may continue to
attempt connections to each target in the referral response
until a connection may be established with target m at step
314. When connectivity to a target may be established, the
target may be designated as a set target and used until no
longer available in order to preserve continuity of
communication with the target. For example, target m may be
established as the set target for subsequent file retrieval
until the client computer 205 may request a new referral, for

instance to discover a new target, or may be instructed

otherwise.
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until the client computer 205 may request a new referral, for instance to
discover a new target, or may be instructed otherwise. - 23 Those skilled in
the art will appreciate that an implementation may choose to perform theses
steps in a different order or may choose only to perform some of these steps

for purResesHf efficientiyor-fiexikility, while Sachievdng the same effect and
without departing from the scope of the present invention. Furthermore, this
impAMREONEEpUNAY.aRE applisdtoclocating akxfs seews 230dadhe firstplace

as referrals for a particular Dfs server may be provided by an active
didirecteryrsesvele220d in magh dhe sameonay: HbFlEs 4 presentsna flowchagse
generally representing the steps undertaken for assembling a referral
s tegsponse baseg onesite-costfin actardangeawithfar aspeadtiofthe imantion.
In general, a referral response may be sorted according to a number of
acparametgrst$uchsasnby sif&cost ansiterawaranesseps it anenthadimend, scope
targets that are within the same site as the client computer 205 may be
ofsdrted aceordimg torsiteraniareness yridraosorting accordingnie sitescoshtFanay
example, targets within the same site as the client computer 205 may be
beseanted. te the toplofcthe referral Pésporseartd theh site-dost 20 pasamelerse as
may be used to sort the remaining targets. FIG. 4
referrals for a particular Dfs server may be provided by an
active directory server 220 in much the same way.

FIG. 4 presents a flowchart generally representing the
steps undertaken for assembling a referral response based on
site-cost in accordance with an aspect of the invention. In
general, a referral response may be sorted according to a
number of parameters such as by site-cost or site-awareness.
In an embodiment, targets that are within the same site as the
client computer 205 may be sorted according to site-awareness
prior to sorting according to site-cost. For example, targets
within the same site as the client computer 205 may be sorted
to the top of the referral response and then site-cost
parameters may be used to sort the remaining targets. FIG. 4
may present one embodiment of a method that uses site-cost and
site-awareness for sorting targets in a referral response

generated by the Dfs server computer 230. It may be

appreciated by those skilled in the art, however, that any

_24_



10

15

20

may present one embodiment of a method that uses site-cost and
site-awareness for sorting targets in a referral response generated by the
Dfs server computer 230. It may be appreciated by those skilled in the art,
however, that any - 24 number of parameters or combinations of parameters

nufgy becisqsh ta serdhe targetsaidhe Jefesia respanseatbe Hfs SRRMEIbe used
computer 230 may compile a list of targets that may fulfill a referral request

tofremira clierd conuierss 205 hhese targetsimay bpassembled in a random
order to begin with at step 402. Then, the Dfs server computer 230 may
identityeearhstargatthat maypewithin the samecsitep {/irsl/sl/, fosexanple} aset s
the client computer 205. At step 404, these identified targets may be moved
thtotthedep of thei 10 list toe/ield marefersalresporise-that issndwsortedripta e r
site-awareness parameter. In various embodiments, the referral response
20may behserd backde the clignticonymaen?0s dt thisoirnHoweverdm otler
embodiments, a referral response may be additionally sorted according to
begnother 15 parameteap, dif2costTas s shidwn INCEIG.ek vidhe remmginingrtatyels may
may be sorted at step 408 according to an associated site-cost and
1 dseparatedciattbdundet: setb 2 Eachtakget havingra fitst skestostassociated
with it may be moved into a bounded set with other targets having the same
(//ml/sl/, for example) as the client computer 205. At step
404, these identified targets may be moved to the top of the
list to yield a referral response that is now sorted for a
site-awareness parameter. In various embodiments, the
referral response may be sent back to the client computer 205
at this point. However, in other embodiments, a referral
response may be additionally sorted according to another
parameter, site-cost, as is shown in FIG. 4.

The remaining targets may be sorted at step 408 according
to an associated site-cost and separated into bounded sets.
Each target having a first site-cost associated with it may be
moved into a bounded set with other targets having the same
associated site-cost. Likewise, a second bounded set may have
one or more targets with a second associated site-cost. Thus,

the list of targets may then become sorted into bounded sets

wherein the first bounded set may include targets with the
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20 associated site-cost. Likewise, a second bounded set may have one or
more targets with a second associated site-cost. Thus, the list of targets may
then become sorted into bounded sets wherein the first bounded set may
include targets with the - 25 lowest associated site-cost, the next bounded

1 oseignay Nchdes targets with dhe pext-lowest assocdated sitecost rand seenude
Each bounded set may then include a large number of targets listed in a

t akenglom ardet, Buthaving thecsaspe sitesb cost-assogiated Hgrewitandihgs, on.
as the client computer 205 may iterate through attempts to establish a

COMAWMtCcCationn&essier it may cyslenthieughithe lewest-sjte-aostdatgets
first. Furthermore, at step 410, the first listed target in each 10 bounded set
t amaytadsa be assodiated wiih adoundasybitthed maybessettio indicatethee-
beginning of a bounded set. In this manner, the client computer may easily
coislentifysthe 1 bauntdary detweem bounded setss Thea douhdarytbit maysesve as 5
an indication that the target has a higher associated site 15 cost than the
maprevicusaargethir theglistaThesjecmore inforaedidecision aboutnfaidmyilack
or failing over may be made by providing bounded sets based on
sesite-costingt TheyDfsysémwet bowpatert280 may¢lsen assemblesd fihalrefereal
response having a sorted list of targets based on site
first.

Furthermore, at step 410, the first listed target in each
bounded set may also be associated with a boundary bit that
may be set to indicate the beginning of a bounded set. 1In
this manner, the client computer may easily identify the
boundary between bounded sets. The boundary bit may serve as
an indication that the target has a higher associated site-
cost than the previous target in the list. Thus, a more
informed decision about failing back or failing over may be
made by providing bounded sets based on site-costing. The Dfs
server computer 230 may then assemble a final referral
response having a sorted list of targets based on site-
awareness and site-cost and may forward the referral response
back to the client computer 205 at step 412.

FIG. 5 presents a flowchart generally representing the

steps undertaken for assembling a referral response based on

target-priority in accordance with an aspect of the invention.
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20 awareness and site-cost and may forward the referral response back to
the client computer 205 at step 412. FIG. 5 presents a flowchart generally
representing the steps undertaken for assembling a referral response based
on target-priority in accordance with an aspect of the invention. - 26 Again, a

ageeferralyesperse-mpy-hessertedaccording toa-nembet of paragetess sughimbe r
as by target-priority and/or site-awareness as briefly mentioned above. FIG.

o £5 PRayapkesentore emhodiment: of gdnethoddhatysestayget-piioriky-ad reness
site-awareness for 5 sorting targets in a referral response generated by the
asDisr servey casipuiendd).dbmay be apmeciatech by thesesskilleth dn theoad,iment
however, that any number of parameters or combinations of parameters may
ofbe usedhogoritihe targets afathgereferralaesponsen Assdiseussedraboves theo r
Dfs server 10 computer 230 may compile a list of targets that may fulfill a
sonefemal requesttfromra cdient Compater20fpdinese dargets ttreay bg the Dfs
assembled in a random order to begin with at step 502. Then, the Dfs server
secomputer230tmay idehtify achntaygéte thatis aathintthe Sayne Bite ¢//mksll 1ed
for example) as the 15 client computer 205. At step 504, these identified
intargetsamiay beomoved to thextopaofithe listteryield aesferralt eespomse that is
now sorted for a site-awareness parameter. In some embodiments, the
cordferralrespensei mayransdriirackay be used to sort the targets of

the referral response. As discussed above, the Dfs server
computer 230 may compile a list of targets that may fulfill a
referral request from a client computer 205. These targets
may be assembled in a random order to begin with at step 502.
Then, the Dfs server computer 230 may identify each target
that is within the same site (//ml/sl/, for example) as the
client computer 205. At step 504, these identified targets
may be moved to the top of the list to yield a referral
response that is now sorted for a site—-awareness parameter.
In some embodiments, the referral response may be sent back to
the client computer 205 at this point. However, in other
embodiments, a referral response may be additionally sorted
according to another parameter, target-priority, as is shown
in FIG. 5.

Each target having a first target-priority, such as

global high, associated with it may be moved into a bounded
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the client computer 205 at this point. However, in other 20 embodiments, a
referral response may be additionally sorted according to another parameter,
target-priority, as is shown in FIG. 5. Each target having a first target-priority,
such as global high, associated with it may be moved into a bounded - 27

sesetwith other dargets-iaving the,sapeassosiated tasgelc pHodty. Likeydse, a
second bounded set may have one or more targets with a second

prassoctated targeeprigdty, suchkasngloballawe dhystthadist abtargeisdherr more
may be sorted into 5 bounded sets wherein the first bounded set may include

tateggets withlthe higheshassociated darget-paotityt kex globat yhighthe next
bounded set includes targets with the next- highest associated target-priority,
glicdamorimal .highhang saba. IL0skacfbaundged settmay thenyinckideca tasge into
number of targets listed in a random order, but having the same target-
bopmarity associatetethetewitth el hiuisy as the cheldCosrputen P05rmayidierateargets
through targets and attempt to establish a communication session, it may
witycle throughlhes highesbts tdrget-paarity targets first. vy urthermore, latstép
510, the first listed target in each bounded set may also have a boundary bit
higéttotihdicatexthebounded set includes targets with the next-
highest associated target-priority, i.e., normal high, and so
on.

FEach bounded set may then include a large number of
targets listed in a random order, but having the same target-
priority associated therewith. Thus, as the client computer
205 may iterate through targets and attempt to establish a
communication session, it may cycle through the highest
target-priority targets first.

Furthermore, at step 510, the first listed target in each
bounded set may also have a boundary bit set to indicate the
beginning of the bounded set. In this manner, the client
computer 205 may easily identify the boundary between bounded
sets. The boundary bit may serve as an indication that the
target may have a lower associated target-priority than the
previous target in the list. Thus, a more informed decision

about failing back or failing over may be made by providing

bounded sets based on target-priority. The Dfs server
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beginning of the bounded set. In this manner, the client computer 205 may
easily identify the boundary between bounded 20 sets. The boundary bit may
serve as an indication that the target may have a lower associated
target-priority than the previous target in the list. Thus, a more informed

codlgeision aboutfalinghack 0 failing ever may be made byprovidiihnse
bounded sets based on target-priority. The Dfs server - 28 computer 230

hafaydhen assemblela fnalyefersalqesponses baving asered listreftargetsing
based on site-awareness and target-priority and may forward the referral

t afiesponse back to; the ¢lient,compuier 205 1t stepral b The s sewveback to

computer 230 may also use a combination of sorting parameters in
t hestablishing thenported referak tesponsesEor. example, a first sorting may be

to move same- site targets to the top of the list. Then, targets may be sorted

basethen giobat priortiesassociated Eth each. &#08 d Owex@mplecalbtangetson of

having an associated global high priority may be sorted to the top of the
sorefemgl nespanse. dikewise e all tdretshhagng laa associated globaklow

priority may be sorted to the bottom of the list. Then, the remaining targets
re@yics may be referredtd @as gloldal normat) miay: bersortedel Scfurther inte ame -

bounded sets based on site-cost. In another embodiment, a second sorting
sifpaytestalslish to the top of the list. Then, targets may be
sorted based on global priorities associated with each. For
example, all targets having an associated global high priority
may be sorted to the top of the referral response. Likewise,
all targets having an associated global low priority may be
sorted to the bottom of the list. Then, the remaining targets
(which may be referred to as global normal) may be sorted
further into bounded sets based on site-cost.

In another embodiment, a second sorting may establish
bounded sets based on site-costs and denoted by set boundary
bits in the targets at the top of each set. Then, each
bounded set may be sorted according to target-priority such
that within each bounded set (which may inherently have the
same associated site-cost) the targets may further be ordered
according to a priority associated with each target. Thus,

within the bounded sets based on site-cost, the targets at the

top of the bounded set may be associated with a high priority,
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bounded sets based on site-costs and denoted by set boundary bits in the
targets at the top of each set. Then, each bounded set may be sorted
according to target-priority such 20 that within each bounded set (which may
inherently have the same associated site-cost) the targets may further be

therdesed ageording o aprisiyyassociated withreac-tasgetd THuS h Within hext
bounded sets based on site-cost, the targets at the top of the bounded set

hidnay e assosiated withca-high, priasity .e-28nthe nextareuphngoef targets may
be associated with the next highest priority (normal, for example), and so on.
In yetranptherambodimentibea prievieys the embodiments: mayhtodiments
implemented together such that targets are sorted by 5 priority on a global
malasie ahgpithie each bovgded set. Ascanatherexamplet a fiustesarting awmyby
again be to move same-site targets to the top of the list. Then a second
prsarting ynayestablistbbauhded setsrbased dni targetepridsivy ratetbderdted by
set boundary bits in the targets at the top of 10 each set. Then, each
bouridethsettmay bessartedsccarding $a sitextost gutla thatgwithinleachio move
bounded set (which may inherently have the same associated target-priority)

s athre- targetstaredatthertordehed dcgordingtioca sitestost dbsociatedanitmdach
target. Thus, within the bounded sets 15 based on target-priority, the targets
sogttthedop@f tiestablish bounded sets based on target-priority

and denoted by set boundary bits in the targets at the top of
each set. Then, each bounded set may be sorted according to
site-cost such that within each bounded set (which may
inherently have the same associated target-priority) the
targets are further ordered according to a site-cost
associated with each target. Thus, within the bounded sets
based on target-priority, the targets at the top of the
bounded set may be associated with the lowest site-cost, the
next grouping of targets may be associated with the next
lowest site-cost, and so on.

By sorting targets in a referral response in an
established order and setting certain bits within each target
in the referral response, a client computer may then implement
an efficient target fail-back policy and priority fail-back

policy using the sorted targets in the referral response as

will be described below.
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bounded set may be associated with the lowest site-cost, the next grouping

of targets may be associated with the next lowest site-cost, and so on. By

sorting targets in a referral response in an 20 established order and setting

certain bits within each target in the referral response, a client computer may

then implement an efficient target fail-back policy and priority fail-back policy

using the sorted targets in the referral response as will be described below. -
723G ETARGETRRAK BACK ANDRRIORITY In addition to the sorting method for

a client computer requesting a list of server computers that may have a

desired &dde thi ametworknef sesvericompiders, dhe systemeand methochmaye r

also advantageously provide a target fail-back and target priority policy that
remaystseraylist of setted targets prtovidetbin arefertad tesponseass will besired

seen, a computer system may select and designate a target as the set target
fifremian 16 liskoftargets Sored-according ta sitescosth & hem sthemcamputerthod

system may determine if the set target is associated with the lowest site-cost
mawhen sompdved teght available rtargets imtheasareed listilf nog ke systeharget

may fail back to a different target that is associated with a lower site 15 cost
prthanithe seviarget anddesigratestheanel targetfasstieted targets provided

in a referral response. As will be seen, a computer system
may select and designate a target as the set target from a
list of targets sorted according to site-cost. Then, the
computer system may determine if the set target is associated
with the lowest site-cost when compared to all available
targets in the sorted list. If not, the system may fail back
to a different target that is associated with a lower site-
cost than the set target and designate the new target as the
set target. As will be appreciated, the various flow charts
and scenarios described herein are only examples, and there
are many other scenarios to which the target fail-back and
target priority policy described will apply.

Turning to FIG. 6 of the drawings, there is shown a
flowchart generally representing the steps undertaken for
failing back to lower site-cost target that may be used with a
sorted referral response in accordance with an aspect of the

invention. In various embodiments of a target fail-back
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set target. As will be appreciated, the various flow charts and scenarios
described herein are only examples, and there are many other scenarios to
which the target fail-back and target priority policy described will apply. 20
Turning to FIG. 6 of the drawings, there is shown a flowchart generally

polepreseiting:tharsiens, undertakes for faling baek i@ towersitercost sarget
that may be used with a sorted referral response in accordance with an
in@sped of the imw@ntionanpariousrerabediments akadanget fadlsbagken3l
policy environment, the Dfs server computer 230 may sort information about
getosgets that may bedisediby-Biowhen .generatng adetestal responsenh i ofe
embodiment, the Dfs server computer 230 may sort information about
setavgets daspd bean Sit@-awayeress: In this nmade] the ferral respopse Maysed-
essentially consist of two target-sets: one set containing the targets in the
onsamessitevasrtheatient camputer 20bais, thehethes Set-caritainirgptargetsnn v
sites other than the client computer 205. Initially, targets in each set may be
e serderech 110yrandomily.tnanother erabodiment,tthe Disseswdr compuén23@ the
may sort referrals may be based on a site-cost. In this mode of operation,
tatheareferial réSporsenmay bessartedtint muitiple bovumdedesets. (Eacind the
bounded-set may include targets having the
other set containing targets in sites other than the client

computer 205. 1Initially, targets in each set may be ordered
randomly.

In another embodiment, the Dfs server computer 230 may
sort referrals may be based on a site-cost. In this mode of
operation, the referral response may be sorted into multiple
bounded-sets. Each bounded-set may include targets having the
same site-cost as determined by the Dfs-server (which may be
determined based on site-cost information related to the
requesting client computer). The bounded-sets may be ordered
by increasing site-cost, such that targets in the same site as
the client may be in the first bounded-set; targets having the
next lowest site-cost may be in the second set, and so on.
Initially, targets within each set may be ordered randomly.

Thus, when a client computer requests a referral at step
602, a sorted referral response may be provided by the Dfs

server computer 230. The client computer then may begin
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15 same site-cost as determined by the Dfs-server (which may be
determined based on site-cost information related to the requesting client
computer). The bounded-sets may be ordered by increasing site-cost, such
that targets in the same site as the client may be in the first bounded-set;

a ttesgets hayingthe2Qipextdewestsiteceast may he tmthesseconsheptirandsene
on. Initially, targets within each set may be ordered randomly. Thus, when a

reélient gomputeroeguests ajeferralialstem602.ia soertadsefesal kespongset at
may be provided by the Dfs server computer 230. The client computer then

s temay degin - BReattemptingstacestablistoeonredlivity withigachftargei iy theimber
referral response to determine the first available target at step 604. When a

oftargetsnay netibe accessibledokany number tofrgasons such ag petwerk, the
errors, target crashing, etc., the 5 Dfs client may fail over to the next available

Dftargéti Eor exampie,idn attempt mayhize maxle teestaldisheconnegtivity witlo r
the next target in the list of targets in the referral response. When

e xeonmectivity: may teenestablishébwith @etargete e particulardarget mayilbey with
designated as the set target at 10 step 606. When one or more previous

thiargets thatmayg beimoms@ptifrat theh therset target bebemeaiailablé again,
the DFS client may continue to use the set target for purposes of

response. When connectivity may be established with a target,

the particular target may be designated as the set target at

step 606.

When one or more previous targets that may be more
optimal than the set target become available again, the DFS
client may continue to use the set target for purposes of
continuity and seamlessness, or may acquire or reacquire a
more optimal target available. Advantageously, having a fail-
back policy and bounded sets of targets allows for a more
optimal target, such as a target with a lower site-cost, to be
acquired or reacquired when available.

Thus, if the target fail-back policy specifies (for
example, having a target fail-back policy bit set), the client
computer may determine that a more preferred target, such as a
lower site-cost target, may be available at step 608. The

determination may be made at any time and may be initiated by

the client computer 205, the Dfs server computer 230, or any
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continuity and seamlessness, or may acquire or reacquire a 15 more optimal
target available. Advantageously, having a fail- back policy and bounded sets
of targets allows for a more optimal target, such as a target with a lower
site-cost, to be acquired or reacquired when available. Thus, if the target

o thad-baeknpolisy spegifies (for 20 example.raving adarget faibhack palicy ity
set), the client computer may determine that a more preferred target, such
coas asleyrer site-cost targels dpybe available at steproQi Thee determination
may be made at any time and may be initiated by the client computer 205,
cotheddfsiserver eomputer230cemnarys+ 3B 1dtheeematercarhguteet target.

Furthermore, the fail-back time may correspond to an elapsed amount of
Fotimestromp the timecthal tonnectivityunay hawe beka @stallished meithetherset ma 1

target. For example, the client computer may check for a more optimal 5
tatagget after30 Mihutesisinee conneetivityrfoetheifirst setftargehwasirst set

established. Further yet, the fail-back time may correspond to a particular
tatimetofway, suctras everchalf Hout beeverytfivethmutes. Stilfakthér iee may

fail-back time may correspond to the very next request for a file from the 10
cogliemt computer 20523t the faiklackitmeoif adngre preférred targetrsudteds

a lower site-cost target may be available, then connectivity
hour or every five minutes. Still further, the fail-back time
may correspond to the very next request for a file from the
client computer 205.

At the fail-back time, if a more preferred target such as
a lower site-cost target may be available, then connectivity
may be established with the available more preferred target
and the available more preferred target may be designated the
set target at step 612. However, if there may not be any more
preferred target available, such as with a lower site-cost,
then the set target may continue to be used as the current
target at step 610.

The fail-back policy may be implemented for a given Dfs
root/link in the referral response. If target fail back may
not be enabled at an individual link level, the setting for
the entire Dfs namespace may be used. In one embodiment,

target fail-back may be disabled at the link level when target

fail-back may be enabled at the Dfs namespace level.
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may be established with the available more preferred target and the

available more preferred target may be designated the 15 set target at step

612. However, if there may not be any more preferred target available, such

as with a lower site-cost, then the set target may continue to be used as the

currectargetptstep 610pEhe faihbackpelicyimay pedmplarsentedfar ane

given Dfs 20 root/link in the referral response. If target fail back may not be
emealed at an ingiyiduakinklexel; thersetting domihe entjreddfsmansespacene t a

may be used. In one embodiment, target fail-back may be disabled at the
dalink levebwher target faikback/meay kel enabled atthe Pés-nramespade level. -

34 The target fail-back information may be stored in one embodiment along
i nwithrotherddfsdmformatior,tsucheas Disrfmeta idata. de@rexaampleca UEyor" A

field in the per-root/link information of the meta data of each target may be
frasedh & S5dreeihit pasition ihthis field IMaybe identifiedrandhierifiesintd werki fied

across legacy systems. This new bit position may be defined to be PKT
toENTRY T¥PESFARSEIFAILBACKs Thugha typical farmatdosmeiapdatasfor be

domain-based Dfs (referred to as the "ID BLOB") may be defined in an
dedrmbedintentb20 by the WEBYdd-stuciiiae Belovw: IGUH.Vidlumeld;

Thus, a typical format for meta data for domain-based Dfs
(referred to as the "ID BLOB") may be defined in an embodiment

by the pseudo-structure below:

GUID VolumelId;

USHORT PrefixLength;

WCHAR Prefix [PrefixLength];
USHORT ShortPrefixlLength;

WCHAR ShortPrefix [ShortPrefixLength] ;
ULONG Type;

ULONG State;

USHORT CommentLength;

WCHAR Comment [ CommentLength];
FILETIME PrefixTimeStamp;
FILETIME StateTimeStamp;

FILETIME CommentTimeStamp;

ULONG Version;
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USHORT PrefixLength; WCHAR Prefix [PrefixLengthl; 15 USHORT
ShortPrefixLength; WCHAR ShortPrefix[ShortPrefixLength] ULONG Type;
ULONG State; USHORT CommentLength; 20 WCHAR Comment|
CommentLength]; FILETIME PrefixTimeStamp; FILETIME StateTimeStamp;
FILETIME CommentTimeStamp; ULONG Version; - 35 Likewise, a typical
format for meta data for stand-alone Dfs (referred to as the "ID BLOB") may
be defired; by dhe Ppsepdocstinuciyerbetowos USHQRIReefixbengthand-alone
WCHAR Prefix[PrefixLength] USHORT ShortPrefixLength; WCHAR
DfShartRefix{ShotBrefixLength];r 10EGUHY Votumelde ULONG Statey WhONG
Type;

pseudo-structure below:

10

15

USHORT PrefixLength;

WCHAR Prefix[PrefixLength] ;
USHORT ShortPrefixlLength;
WCHAR ShortPrefix [ShortPrefixLength];
GUID VolumeId;

ULONG State;

ULONG Type;

USHORT CommentLength;

WCHAR Comment [CommentLength];
FILETIME PrefixTimeStamp;
FILETIME StateTimeStamp;
FILETIME CommentTimeStamp;

The NetDfsGetInfo/NetDfsEnum APIs may retrieve the
setting from the per-root/link meta data. The API front end,
which may validate parameters may be modified accordingly, and

the routine which may interpret and return the "info level™

specific information may also be modified accordingly.
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USHORT CommentLength; WCHAR Comment[CommentLength]; 15
FILETIME PrefixTimeStamp; FILETIME StateTimeStamp; FILETIME
CommentTimeStamp; The NetDfsGetinfo/NetDfsEnum APIs may retrieve the
20 setting from the per-root/link meta data. The API front end, which may

validaée parsneterymay hesmedifiegraceoidinglynand sthgdeuting whichomay a

interpret and return the "info level" specific information may also be modified
Draccordingly. m36 Fewsupperthoih targekprerity andHatget daifback @ Diger

client may attempt fail-back to another target of lower site-cost and/or higher
sipkeiitysih eneigmbodimenriradis oclieny mayrnotfalk bagk tolanethey targetr s

at the same site 5 cost and/or same priority as the currently active target. A
cltasget-set ynay be flefined dran embodimeatto-be gehounded:setseitargets.e -

For example a bounded-set of targets may be a set of randomly sorted
cotargetsdavingsthessame site-tcost.sAn iredicationeofta boandarydortarget .

bounded-set of 10 targets may be made, for example, in a referral response

by iAcludingeen-ineication obfa bsundaey inia referranbotiy.mActordinghe, &

referral response to a Dfs client for a root/link may indicate in an embodiment
bowhdthér o hovfailtargets. For example a bounded-set of targets
may be a set of randomly sorted targets having the same site-
cost. An indication of a boundary for a bounded-set of
targets may be made, for example, in a referral response by
including an indication of a boundary in a referral entry.

Accordingly, a referral response to a Dfs client for a

root/link may indicate in an embodiment whether or not fail-
back is enabled for the root/link and may also indicate the
bounded-set boundaries between the targets returned. In one
embodiment, the format of a previously existing referral
response for a root/link may be used by adding a new bit field

in the existing bit field definitions in both the referral

header and referral entry as follows:

typedef struct {

USHORT PathConsumed; // Number of WCHARs consumed 1in

DfsPathName
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back is enabled for the root/link and may also indicate the 15 bounded-set
boundaries between the targets returned. In one embodiment, the format of
a previously existing referral response for a root/link may be used by adding
a new bit field in the existing bit field definitions in both the referral header
and tefeuairentiynas folloxst 20typedef structl JSHQRT RathConsemed; //
Number of WCHARs consumed in DfsPathName - 37 5 USHORT
NumberOfRefetrals: Numbercof referrals contained here struct { ULONG
ReferralServers : 1; // Elements in Referrals[] are referral servers ULONG
StorageServers : {; Elements in Referrals[] are storage servers ULONG
TargetFailback : 1; Target Fail-back is enabled for this namespace root/link
10 }; ULONG Referralfeaderdags/krs : 1; // Elements in

Referrals|[] are referral servers

ULONG StorageServers : 1; // Elements in Referrals|]

are storage servers
ULONG TargetFailback : 1; // Target Fail-back is

enabled for this namespace root/link

ULONG ReferralHeaderFlags
i
union { // The vector of referrals
DFS REFERRAL V1 v1;
DFS_REFERRAL V2 v2;
DFS_REFERRAL V3 v3;
DFS_REFERRAL V4 v4;
} Referrals[i]; // [ NumberOfReferrals ]
//
// WCHAR String Buffer([];// Used by DFS
REFERRAL V2

//

} RESP GET DFS_REFERRAL;
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union { // The vector of referrals DFS REFERRAL V1 v1; 15 20 DFS

REFERRAL V2 v2; DFS REFERRAL V3 v3; DFS REFERRAL V4 v4; }

Referrals[i]; // [ NumberOfReferrals ] // // WCHAR String Buffer[];// Used by

DFS REFERRAL V2 //} RESP GET DFS REFERRAL; - 38 typedef RESP
t yBETDFSIREFERRALIRRESPEREAIDRFS IREFERRBAL ; fypedefmstruch{ ;

USHORT VersionNumber; 4 USHORT Size; // Size of this whole element 5
t yWSHEIRE SarverType; // Type of server: 0 == Don't know, 1 ==SMB, 2 ==

Netware 10 15 union { struct {

USHORT VersionNumber; // == 4

USHORT Size; // Size of this whole element

5 USHORT ServerType; // Type of server: 0 == Don't know,
1 == SMB, 2 == Netware
union {
struct {

USHORT StripPath : 1; // Strip off PathConsumed
10 characters from front of DfsPathName prior to
submitting name to UncShareName
USHORT NamelListReferral : 1; // This referral
contains an expanded name list
USHORT TargetSetBoundary : 1 // Denotes this target
15 is the first in a target set // All targets in

have the same site-cost or priority rank;

USHORT ReferralEntryFlags

20 ULONG TimeToLive; // In number of seconds
union {
struct {
USHORT DfsPathOffset; // Offset from beginning of

this element to Path to access

- 39 -



USHORT StripPath : 1; // Strip off PathConsumed characters from front of
DfsPathName prior to submitting name to UncShareName USHORT
NamelListReferral : 1; // This referral contains an expanded name list
USHORT TargetSetBoundary : 1 // Denotes this target is the first in a target
set // All targetsoiRT have the-same site-cast er paerity rank; g SSHORIn
ReferralEntryFlags }; 20 ULONG TimeToLive; // In number of seconds union
{ struct { USHORToBésRathQffsets Qffset fromeheginning of . thigelement to
Path to access - 39 USHORT DfsAlternatePathOffset; // Offset from
beginning af shisretementitorSk 3qath LSHORI N etworkAddressOffsat; //
Offset from beginning of this element to Network path 5 GUID
ServiceSiteGuid; bdherquichtordiie site 40ec1ement to Network path

5 GUID ServiceSiteGuid; // The guid for the site
i
struct {
USHORT Special NameOffset; // Offset from this

element to the special name string
10 USHORT NumberOfExpandedNames; // Number of expanded
names
USHORT ExpandedNameOffset; // Offset from this
element to the expanded name list
i
15 } DFS_REFERRAL V4;

typedef DFS REFERRAL V4 *PDFS REFERRAL V4;

Those skilled in the art will appreciate that other data
structures, such as a separate data structure, may be used for
20 providing an indication of bounded-set boundaries between
targets in a referral response or for indicating whether or
not fail-back may be enabled.
FIG. 7 presents a flowchart generally representing the

steps undertaken for failing back to a higher priority target
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}; struct { USHORT Special NameOffset; Offset from this element to the
special name string USHORT NumberOfExpandedNames; // Number of
expanded names USHORT ExpandedNameOffset; // Offset from this
element to the expanded name list }; 15} DFS REFERRAL V4; typedef DFS

thRERERRAL VUstRDRS RERERBAL W rHasersKillecindbe &t Wll accordance

appreciate that other data structures, such as a separate data structure, may
wilke used ferp20previdingean ingicationof boundedsebbeuadasies betweenotr a
targets in a referral response or for indicating whether or not fail-back may
t abegenabled] FKG ck presents adlowcharingeneyaltynepresenting-the stepputer
undertaken for failing back to a higher priority target - 40 that may be used
2 3withaysartectreferfalmespanse maocordancgawith an aspechofthedrvention.
In various embodiments of a target fail-back policy environment, the Dfs
awseryeeeampuier 230 maycstrt inforatioficabout targstsobasednarny site 5
awareness. In this mode, the referral response may
essentially consist of two target-sets: one set containing the
targets in the same site as the client computer 205 and the
other set containing targets in sites other than the client
computer 205. 1Initially, targets in each set may be ordered
randomly.

In another embodiment, the Dfs server computer 230 may
sort referrals based on a target-priority. In this mode of
operation, the referral response may be sorted into multiple
bounded-sets. Each bounded-set may include targets that may
have the same target-priority as determined by the Dfs server
requesting the referral. The bounded-sets may be ordered in
terms of decreasing target-priority, such that targets of
highest priority may be in the first bounded-set; targets
having the next highest-priority may be in the second set, and
so on. Initially, targets in each set may be ordered
randomly.

The Dfs server computer 230 may also use a combination of

sorting parameters in establishing the sorted referral

response. For example, a first sorting may be to move same-
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essentially consist of two target-sets: one set containing the targets in the

same site as the client computer 205 and the other set containing targets in
sites other than the client computer 205. Initially, targets in each set may be
ordered 10 randomly. In another embodiment, the Dfs server computer 230

simaytseigeeferrals hased-op adargetpriotity: In this modeafr gperatiany thee
referral response may be sorted into multiple bounded-sets. Each

sokeunrdaeskseldnay influgestargetsdhat-may 15haveithesama targetzprarityFor
as determined by the Dfs server requesting the referral. The bounded-sets

exanay e, orgered b deros oldectgasing darget-pHotty, such Hiatkdrgetoefiority
highest priority may be in the first bounded-set; targets having the next
makighestspriardy may héda thecsecondiget raftb2@ 0 are dpitialls targeisiwi se,
each set may be ordered randomly. The Dfs server computer 230 may also
aluse awgabinationiofy sartingsgaratineters in establishing the sortéd yefesral be
response. For example, a first sorting may be to move same - 41 site targets
sototthe top of tire kisitThen dargets maysiie sofed basét onmlobalpriogities rgets
associated with each. For example, all targets having an associated global
(whighlpriozity veay bé sorted t6 the: topdfthe referrahzéspomse. bikendse, ed
further into bounded sets based on site-cost.

In another embodiment, a second sorting may establish
bounded sets based on site-costs and denoted by set boundary
bits in the targets at the top of each set. Then, each
bounded set may be sorted according to target-priority such
that within each bounded set (which may inherently have the
same associated site-cost) the targets may further be ordered
according to a priority associated with each target. Thus,
within the bounded sets based on site-cost, the targets at the
top of the bounded set may be associated with a high priority,
the next grouping of targets may be associated with the next
highest priority (normal, for example), and so on.

In yet another embodiment, the previous two embodiments
may be implemented together such that targets are sorted by
priority on a global basis and within each bounded set. Thus,

when a client computer 205 requests a referral at step 702, a

sorted referral response may be provided by the Dfs server
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5 all targets having an associated global low priority may be sorted to the
bottom of the list. Then, the remaining targets (which may be referred to as
global normal) may be sorted further into bounded sets based on site-cost.
In another embodiment, a second sorting may establish 10 bounded sets

cobasaden site-costsrand-dereted hygat bodngdary bitsin thestargets @bife ing

top of each set. Then, each bounded set may be sorted according to
totasgetzprioriy sueh batwithinyeachtounged sei fyhichimay inheredthrhave
the same associated site-cost) the targets may further be ordered 15
reageatdingto adprierity associatedfwitly eask sargeb Thusa midhiin the bewnderh 4 .
sets based on site-cost, the targets at the top of the bounded set may be
Foassaciated avithaa hightprigrity mthe bextngraeping of $argietsi gtaydennectivity
associated with the next highest priority (normal, for example), and so on. 20
wilnhyetlanotikertembadiment rthelpsevions twd ehsboghimentsn mayebeeferral
implemented together such that targets are sorted by priority on a global
rebasis aad witfhie eachoanded sety Thug, vehersa cheéntstomputer 205 target,
requests a referral at step 702, a sorted referral response may be provided
thiy therDiscsereer £42 geompater 280J¢he ghierttccdmputehmayahet begat at
attempting to establish connectivity with each target in the referral response
s trrdetéfmine the first available target at step 704.

When one or more previous targets that may be more
optimal than the set target become available again, the DFS
client may continue to use the set target for purposes of
continuity and seamlessness, or may acquire or reacquire a
more optimal target available. Advantageously, having a fail-
back policy and bounded sets of targets allows for a more
optimal target, such as a target with a higher target-
priority, to be acquired or reacquired when available.

Thus, if the target fail-back policy specifies (for
example, having a target fail-back policy bit set), the client
computer may determine that a more preferred target, such as a
target within a more preferred bounded set, is available at
step 708. The determination may be made at any time and may
be initiated by the client computer 205, the Dfs server
computer 230, or any other remote computer. Furthermore, the

priority check time may correspond to an elapsed amount of
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For example, an attempt may be made to establish connectivity 5 with the
next target in the list of targets in the referral response. When connectivity
may be established with a target, the particular target may be designated as
the set target at step 706. When one or more previous targets that may be

t imere 10 aptial dran theise) target beeomeayatableragain hpdkS dieat
may continue to use the set target for purposes of continuity and

clseailessness; ©F maysagguire-olkieacguire & more opiimahiargetavailablester
Advantageously, having a fail back policy and bounded sets of targets allows
30fatiarmerss 15ieptinaltarget rsiichsas a target withashigher targets paiority, to
be acquired or reacquired when available. Thus, if the target fail-back policy
Fuspecifiesydar, exampte; hawingya targekfailibackaolicy bitrset), dhel clienta
computer may determine that a more preferred target, such as a 20 target
pawithiod more preferréddopnded Set,ds awaitable ot 1step.708. theevery five
determination may be made at any time and may be initiated by the client
micormpater 206 the Disrsereer, computeri230; oy anywthertrensoteacpmputer.
Furthermore, the priority check time may correspond to an elapsed amount
cogfre4dP dimde sincelestatslishingethe settarget. Fovexamplé,ghérclienthe client
computer 205 may check for a more optimal target after
computer 205.

At the priority check time, if a higher target-priority
target may be available, then connectivity may be established
with the available higher target-priority target and the
higher target-priority target may be designated as the set
target at step 712. However, if there may not be any target
available with a higher target-priority, then the set target
may continue to be used as the current target at step 710.

Thus a simple method of ranking targets within Dfs itself
may provide useful sorting advantages. Server target priority
may coincide with site-costing as described above. Server
target priority may create a hard ranking between targets such
that a lower priority target may not receive traffic if the
higher priority target is available.

As described above, a referral response may be sorted

into bounded sets based on each target’s associated site-cost.

With server target priority, these bounded sets may still be
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30 minutes since the first set target was established. Further yet, the priority
check time may correspond to a 5 particular time of day, such as every half
hour or every five minutes. Still further, the priority check time may
correspond to the very next request for a file from the client computer 205. At

baheprignity sBeclotimesif akigherstargetpriariy s10 taggetraay beayailable,
then connectivity may be established with the available higher target-priority

priasgatandrthe highentargetprioiity tasgetmay berdesignaied asthe sebr
target at step 712. However, if there may not be any target available with a

t altigbestarget-prierity thenrbe settargeiskb maygonsindata he used asthe
current target at step 710. Thus a simple method of ranking targets within

s 1 Dés-itgelfc mayoprevidesusefulsprting adwvaritages. Server target priority may
coincide with site-costing as described above. Server target priority may
creatz=athard tankirg betwieeni taygets guch 2@ that selowved piiorityrtarget
may not receive traffic if the higher priority target is available. As described

emalooVignanreférval resporseumay be sortedr iritg bolmded sets basediom eagh
target's associated site-cost. With server target priority, these bounded sets

ramay stifl beord4 haséed orethencost bEaceessirgtargets wSeney tdrget Locally,

within sets of targets of equal site-cost, and globally.
Within each of these, there may be a coarse ordering of high,
normal and low priority targets. This may provide five

priority classes:

Global high
Site-cost high
Site-cost normal
Site-cost low

Global low

which may be ordered in the priority listed . ©Note that there
may not be any separate "global normal" class since that may
be considered equivalent to the site-cost classes. Priority
rank may be a simple integer ranking - 0, 1, 2, and so forth.
In ordering a referral, the process in one embodiment may

be as follows:
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priority may simply extend the cost sorting criteria for targets, so the sets
may be those targets having the same site-cost and server target priority. 5
Server target priority may be represented in one embodiment by two values:
a priority class and a priority rank. Priority classes may be defined at two

levels; locally,.e Witbinssess of taygets of iefual site-§0sh and gleballyr J¥itBinna v
each of these, there may be a coarse ordering of high, 10 normal and low

beprHIdy targetsi, This may providedive paertyrclassesg1dkslobaldigh 1
Site-cost high Site-cost normal Site-cost low Global low which may be
ta@kgleted in the priority listed . Note that there 20 may not be any separate
"global normal” class since that may be considered equivalent to the site-cost
classes. Pridtitys dank may be asimple integer aarking s Op#jidrand sofodr. of
In ordering a referral, the process in one embodiment may be as follows: -
gléball. the skis oflglobal highraad glohial dowtargeisomay

3. if an exclusion policy may be set, then targets
within the exclusion set may be removed.

4. within each of these three sets, the targets may be
ordered by the site-cost mechanism (either local site or by
full site-costing), producing bounded sets of targets of equal
site-cost

5. within the sets of "global normal" targets of equal
site-cost, targets may be ordered by priority class i.e.,
site-cost high, normal and low.

6. within the bounded sets of targets of equal site-
cost and priority class, targets may be ordered by priority
rank (0 being the highest).

7. within the bounded sets of targets of equal site-
cost, priority class and priority rank, targets may be
randomly shuffled for load balancing.

Those skilled in the art will appreciate that an
implementation may choose to perform theses steps in a

different order or may choose only to perform some of these

steps for purposes of efficiently or flexibility, while
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be identified, along with the remaining "global normal" targets 2. these three
sets may be placed in priority order of 5 global high, global normal and
global low. 3. if an exclusion policy may be set, then targets within the
exclusion set may be removed. 4. within each of these three sets, the targets

achaybe, graered yribesite-cost mechanism (githesjocal sitg of BYd Ol scope

site-costing), producing bounded sets of targets of equal site-cost 5. within

o fthersetp of (abal normat 'itargets of equal site-cost, targets may be ordered

by priority class i.e., site-cost high, normal and low. 15 6. within the bounded
sets©f sarngetsaofleguat ske<casi andepriatity ekass, targetsenay-be orderedhich
by priority rank (O being the highest). 7. within the bounded sets of targets of
equalisttew castd prierity iclasstandyptierity rank, targets may be 20 randomly
shuffled for load balancing. Those skilled in the art will appreciate that an
implementation may choose to perform theses steps in a different order or

may choose only to perform some of these steps for purposes of efficiently

[ gdoftexibilitygivhile td6ity class]

[

[

[

[site-cost high priority class for targets of site-cost=0]
normal cost=0]
low cost=0]

[site-cost high priority class for targets of site-cost=1]
normal cost=1]
low cost=1]

[

[global low priority class]

Since the target-priority information may be on a per-

target basis, the natural place for maintaining this

information may be in the Dfs replica meta data information

which includes the list of targets for each root/link. Each

target's information may be defined by the pseudo-structure

below:

FILETIME ReplicaTimeStamp;
ULONG ReplicaState;

ULONG ReplicaType;
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achieving the same effect and without departing from the scope of the
present invention. Graphically, these may be the sets in the order in which a
client would receive targets: 5 [global high priority class] [site-cost high
priority class for targets of site-cost=01 | normal cost=0] | low cost=0] 10
[sitetgosbhigh priasity ¢lass Jertaegr]s9f site-cost=11 normal low [global low
priority class] cost=I] cost=I] 15 Since the target-priority information may be
on aygeiatarget basis;the Mmaty akplace forsmaintaiging)this information may
be in the Dfs replica meta data information which includes the list of targets
for eashoaat/link. Elaghctasgetisdntormation may be defined by the
pseudo-structure 20 below: FILETIME ReplicaTimeStamp; ULONG
ReplicaState; ULONG Replied Bype;eNameLength] ;

5
In one embodiment, target priority may be encoded in a
UCHAR for storing in the meta data:
. Bits 0-4: priority rank within priority class
. Bits 5-7: priority class
10 The priority classes may be represented in an embodiment
by the following values:
Site-cost normal (Default) 0x0
Global high Ox1
Global low 0Ox2
15 Site-cost high 0Ox3
Site-cost low Ox4
As an example, a target of priority rank 1 within the
global low priority class may be encoded as
20 Bit 765 /43210

010/0000O0T1

This encoding may provide for 32 priority-ranks, and 8

possible priority classes, of which 5 may be defined using the
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- 47 USHORT ServerNamelLength; WCHAR
ServerName[ServerNameLength]; USHORT ShareNamelLength; WCHAR
ShareName[ShareNamelLength]; 5 In one embodiment, target priority may be
encoded in a UCHAR for storing in the meta data: Bits 0-4: priority rank

prWihingFioriiy glass Bitsrha1: priefity classclQ-the prgkty,classesrnay be
represented in an embodiment by the following values: Site-cost normal
noRefaylt)sxe -Glebal high,Oxin &lehaltew 0x3wWl5 Site-costiigh 843k may be a

Site-cost low 0x4 As an example, a target of priority rank 1 within the global
valowepriardy: classanay pevenceded @sri Bl 7e61 51143 RilhB&st 0H0 00 Otly .

This encoding may provide for 32 priority-ranks, and 8 possible priority
Thelasses; ©f whichi b imayrbe defiged asingdthra A8e returned first and
those with priority rank 31 may be returned last within each
set.

A utility, such as DfsUTIL, may be used to expose the
priority class definitions directly for set/view operations.
Alternatively, a user interface may expose the priority
classes via radio buttons on the target property page. Both
DfsUTIL and the UI may choose "site-cost normal priority
class" as the default.

Target priority may be considered an attribute of a Dfs
target. Accordingly, the above UCHAR value may be stored as a
per-target attribute in the Dfs object, both in the active
directory and registry, in one embodiment. A new

DFS REPLICA INFORMATION structure may be provided as

following:

typedef struct DFS REPLICA INFORMATION

{

PVOID pData;
ULONG DataSize;
UCHAR TargetPriority;
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priority rank of global high, site-cost high, site-cost normal, site-cost low, and
global low. Priority rank may be a value from 0 to 31, with O considered the
highest priority. Thus targets with priority rank O may be returned first and 5
those with priority rank 31 may be returned last within each set. A utility,
such as DfsidTihr may berused & expose the priority class definitions directly
for set/view operations. Alternatively, a user interface may expose the
priority 10 classes via ratieduitoas ontbe target property page. Both
DfsUTIL and the Ul may choose "site-cost normal priority class" as the
default. Targebpdority may pe consigesed an attribute of a Dfs target.
Accordingly, the above UCHAR value may be stored as a 15 per-target
attribute in ther Déabjetk both ktheadiisedirectory and registry, in one
embodiment. A new DFS REPLICA INFORMATION structure may be
provided awNalkmving S2G iypedehstract-DieS REPLICA INFORMATION {
PVOID pData; ULONG DataSize; UCHAR TargetPriority; - 49

DFS REPLICA INFORMATION, *PDFS REPLICA INFORMATION;

DFS TARGET PRIORITY CLASS may provide a new enum type
that may define five possible target priority class settings

in one embodiment:

typedef enum {
DfsInvalidPriorityClass = -1,
DfsSiteCostNormalPriorityClass O,
DfsGlobalHighPriorityClass,
DfsSiteCostHighPriorityClass,
DfsSiteCostLowPriorityClass,
DfsGlobalLowPriorityClass
}DFS TARGET PRIORITY CLASS;
The default target priority setting may be <
PriorityClass = SiteCostNormalPriorityClass, PriorityRank =
0>. This may be by design since the default value of

downlevel meta data will be 0. The wvalue for
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5} UCHAR[7] Unused; ULONG ReplicaState; ULONG ReplicaType;
UNICODE STRING ServerName; UNICODE STRING ShareName; DFS
REPLICA INFORMATION, *PDFS REPLICA INFORMATION; DFS TARGET
PRIORITY CLASS may provide a new enum type that may define five

DfRessile darges prianity:class seitings sl Quione-embedimenth typgdet enwim( ve
DfslnvalidPriorityClass = -1, 15 DfsSiteCostNormalPriorityClass 0,

1 oREsGlohalbtighPriarityClass a RfaSikteCostbtighfRierByElagspriorityClass.
DfsSiteCostLowPriorityClass, DfsGlobalLowPriorityClass 20 }DFS TARGET
PRIQRET Y ELASS nthesdefauti darget priobly setiing may her< cRrakityGClasse
= SiteCostNormalPriorityClass, PriorityRank = 0>. This may be by design

thsinde thendefactt vatueafr downtevied mietg data will bex Q. The vakietfopi 50<

priority class, priority rank> in one embodiment:

typedef struct DFS TARGET PRIORITY {

DFS_TARGET PRIORITY CLASS TargetPriorityClass;
USHORT TargetPriorityRank
USHORT Reserved;

} DFS TARGET PRIORITY;
DfsReplica class which may represent a root or link
target in Dfs service may contain an instance of a new Class

DfsTargetPriority:

class DfsTargetPriority (
private:

DFS TARGET PRIORITY TargetPriority;

DfsTargetPriority class may convert the packed UCHAR
containing target priority information taken from the DFS meta
data to the more usable DFS TARGET PRIORITY form. It may also
create the packed UCHAR value given DFS TARGET PRIORITY. It

also may perform the mapping between the priority class
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DfsSiteCostNormalPriorityClass may be 0 even though it may be lower in
priority compared to DfsSiteCostHighPriorityClass. The following structure
may be provided to encapsulate the definition of target priority which may be
the tuple < 5 priority class, priority rank> in one embodiment: typedef struct

de@f§f@&8§ESEPB#@Bfﬂﬁéﬁﬂfiﬁf@Kiﬁ?FﬁﬂﬁgﬁTBH@Lﬁﬁg priority class
TargetPriorityClass; USHORT TargetPriorityRank 10 USHORT Reserved; }

dePESTTABGETSRRIGRIT EHatsReplica class whieh mayttepresent a root or
link target in Dfs service may contain an instance of a new Class

DfsTasgetPriotity: d Ssalass-RiHmrgatPriontys privao RES TARGERT be
PRIORITY TargetPriority; 20 DfsTargetPriority class may convert the packed
codGHAR ccantaining:targatqtioritys inferenatiosmaker froos tienDES meta data
to the more usable DFS TARGET PRIORITY form. It may also create the
packed UCHAR value given DFS TARGET PRIORITY. It also may perform
the mapping between the priority class - 51 definition of DFS TARGET
c1PR{ORIEY £tkSS and Ind priority class
private:
ULONG TargetCost; // Site-cost
DfsReplica *pReplica; // Server priority is an
attribute of DfsReplica BOOLEAN IsBoundary;
public:
BOOLEAN operator<=(DfsTargetCostInfo &rhs);
BOOLEAN operator!={DfsTargetCostInfo &rhs);

DfsTargetCostInfo& operator=(const DfsTargetCostInfo

&rhs) ;

The existing struct REFERRAL INFORMATION may be converted
to a class that will contain an array of DfsTargetCostInfo
objects. The logic regarding shuffling, sorting and
generating referrals may be encapsulated in this new class.
This class may also convert the generated array of
DfsTargetCostInfo objects into REFERRAL HEADER format which

the DFS protocol expects.
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definition used for storing in the meta data. An existing struct
REPLICA-COST-INFORMATION may be converted to a new class called
DfsTargetCostinfo: 5 10 15 class DfsTargetCostinfo private: ULONG
TargetCost; // Site-cost DfsReplica *pReplica; // Server priority is an attribute

of DisRepligg BRALEANIISBeyndany;public: iBOOLEANy be implemented
operator<=(DfsTargetCostlnfo &rhs); BOOLEAN

asopeyaieniDisTargetCastnfa &m) r Hfstarget@ostinfo& Dpesaior(const
DfsTargetCostinfo &rhs) ; The existing struct REFERRAL INFORMATION
comaydereonvertedrio a £lass thakwil contaia asrarsayeaf DisdargetCostinfo, if
objects. The logic regarding shuffling, sorting and 20 generating referrals may
r1be eacapsulated is shiseewelass.rIhiswclass maykalsd kenvertther2}. The
generated array of DfsTargetCostinfo objects into REFERRAL HEADER
imforerat whichi the BES protacotexpeectsarb2on relies on the following
observation:

For targets in the global priority class, priority
classes may be compared first. And for targets in the non-
global priority classes, site-costs may be compared first.

1. If one or both targets may be in a global priority
class:

a. If priority classes may not be the same,
determine the ordering based on the priority class. For
example, if rl may be in DfsGlobalHighPriorityClass, rl
may be ordered before r2 independent of r2's priority
class.

b. Else, priority classes may be the same, compare
site-costs of rl and r2. rl < r2 if site-cost of rl <
site-cost of r2.

c. Priority classes and site-costs may be the same,
go to step 3.

2. Neither target may be in a global priority class:

a. If target site-costs may not be the same, rl <

r2 if site-cost of rl < site-cost of r2.
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Sorting referrals by target priority may be implemented as follows. Given two
targets, rl and r2, r1 may be considered < =r2 if rl needs to be ordered
before r2. So, if rl < =r2, the sorted referral will look like {rl1, r2}. The 5
implementation for that <= comparison relies on the following observation:

For targetsin the global priarity elasss priafitypelasses mayde eempareditstk
And for targets in the non- global priority classes, site-costs may be

compareskfirst; 101k dkere o both tapgeats may he in Bgylabal priefith €lass:
a. If priority classes may not be the same, determine the ordering based on
the priortty clags chars exasmie, ierd may be.in DfsGlobalHighPriorityClass, rl
15 may be ordered before r2 independent of r2's priority 20 class. b. Else,
priority classes may he the samea campate gite-gostsof s anda2. He< r2ng
site-cost of rl < site-cost of r2. c. Priority classes and site-costs may be the
sameamge,togter 3. 2tNpitler target may be in a global priority class: a. If
target site-costs may not be the same, rl <

3. Priority classes and site-costs may be the same. rl
< r2 if rl may have a higher priority rank (numerically lower)
compared to r2.

For the global priority classes, referrals may be first

ordered by site-costs and then ordered by priority ranks.
This may occur because that may be the model for comparisons
in other cases. For example, for priority classes which are
not global, only the priority-rank may be taken into account
when site-costs are equal.

FIG. 8 presents a flowchart generally representing the
steps undertaken in one embodiment for sorting a referral
response, 1in accordance with an aspect of the invention. When
a referral request may be sorted, various combinations of the
above-described methods may be implemented. 1In the embodiment
shown in the flowchart of FIG. 8, site-awareness, site-cost,
and target priority may each be used in sorting targets in a
referral response.

At step 802, a list of targets that may fulfill a client

computer request may be assembled for a referral response for
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r2 if site-cost of rl1 < site-cost of r2. - 53 b. Else site-costs may be the same,
and so check priority classes. rl < r2 if r1 may be in a higher priority class

compared to r2. c. Site-costs and priority classes may be the 5 same, go to
step 3. 3. Priority classes and site-costs may be the same. r1 <r2 if r1 may

sokaveg higherdgriorityrankspupesicaly leyar)y gempared te &2.4za1dhe giebal s

priority classes, referrals may be first 10 ordered by site-costs and then
therdesegh by priogtyd@nks.t d Risiaayecyb becalsesthahmaydye the mpdelfos

comparisons in other cases. For example, for priority classes which are not
asglobal, sabnthemrierity-sank may deitaken o aceeuntsy svhencsite:CoAs arr ep
equal. 15 FIG. 8 presents a flowchart generally representing the steps
8 Ovndertakenninronetembediment Jorcsorting agéfertat oresponse,dn @obrdance
with an aspect of the invention. When a referral request may be sorted,
prvariausycombinationpef-thei aboverdeserifogt methradscmhay de imptémentgtioba 1
In the embodiment 20 shown in the flowchart of FIG. 8, site-awareness,
higjte-postp mndytarget proribomayeachwserdsedhis sorting fargets inaac geferral st
response.
while targets associated with a global low priority may be
sorted toward the bottom of the target list.

Next, targets that may not be designated as either global
high or global low may be sorted according to an associated
site-cost. 1In one embodiment, such targets that may not be
designated as either global high or global low may be
designated as global normal. Thus, these targets may be
grouped into bounded sets of targets such that each targets in
any given bounded set may be associated with a site-cost
similar or equivalent to all other targets in that particular
bounded set. Furthermore, each first target in each bounded
set may include in one embodiment a set boundary bit that may
indicate the beginning of a bounded set.

Each bounded set may be further sorted at step 810 based
on priority associated with each target in the bounded sets.
Thus, targets within a bounded set associated with a high

priority may be sorted to the top of the bounded set and

targets within a bounded set associated with a low priority
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At step 802, a list of targets that may fulfill a client computer request may be
assembled for a referral response for - 54 sorting. Then, at step 804, targets
within the same site as the requesting computer may be sorted to the top of

the list as has been previously described as site awareness. At step 806,

makgmRiningtargets Mashbe sortedacearding:taglobak pgerity. Moke this
specifically, targets associated with a global high priority may be sorted

matoneard the top elthedarget dist mdjledargets asspaigteg mithra globahdoway be
priority may be sorted toward the bottom of the target list. Next, targets that
ne@ayd ol berdesignatied as either global i, high Dt 1glohal taw mayske serted sted
according to an associated site-cost. In one embodiment, such targets that
wimlayroi bel designatedoasi eithergtalialdigh or global low may be designated
as global normal. Thus, these targets may be grouped into bounded sets of
targetssiuch thateachstatgetsdn i1 amegiven bolihdedset aayahee that an
associated with a site-cost similar or equivalent to all other targets in that
impartioetar dioundedsset cRurttsermore peadiofirst targetin eackdsoundes set
may include in one embodiment a set boundary bit that may indicate the
dilféginring of edlecurdedrset. 20 &ach bouhdet sep enaichenfurties softetitatse

step 810 based on priority associated with each target in the bounded sets.
steps for purposes of efficiently or flexibility, while

achieving the same effect and without departing from the scope
of the present invention.

In this way, the system and method may support both
target priority and target fail-back. A client computer
system may attempt fail-back to another target of lower site-
cost and/or higher priority. The present invention may
advantageously support sorting referrals based on site-
awareness and/or target-priority. Sorting referrals based on
site-awareness may provide a set of targets in the same site
as the Dfs server providing referrals to the client computer
system and another set having all other targets. Sorting
referrals based on target-priority may provide bounded-sets in
order of priority where each bounded set may include targets
having the same target-priority as determined by the client

computer system requesting the referral. In one embodiment, a
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Thus, targets within a bounded set associated with a high priority may be
sorted to the top of the bounded set and targets within a bounded set
associated with a low priority - 55 may be sorted to the bottom of the
bounded set. In this manner, each bounded set may be sorted by priority and

refay kel nestasbnitinmassite;eosisorting, whieh btuia spysbe gested: wathithe
a global priority sorting. 5 Again, those skilled in the art will appreciate that an

s atRplemestaiionumay eheeser to-pedeise thesessteps;in a different order or
may choose only to perform some of these steps for purposes of efficiently

or flexdbilitynwhde sachievingthe samesftegt and without depadivngdtoip then,
scope 10 of the present invention. In this way, the system and method may
thsuppatshoth targethpriarity and-targes faikbaclk Aoekent cppipetera systeathod
may attempt fail-back to another target of lower site cost and/or higher
fopriarity e The piesent inveation amdy- dbcad vantageotustsuppost-sartingor a
referrals based on site- awareness and/or target-priority. Sorting referrals
dibasedoorn sife-awarengsstrray provide assetrof ¢argetsinthgsasie Sitonasithe
Dfs server providing referrals to the client computer system and another set
clhaving afiratherdargets.1Serting 20treferedls baggdlon targetplieditytmay client
provide bounded-sets in
computer that may be sorted based on an assessment of a site-
cost associated with each respective target. Lower-cost
targets may be sorted to the top of the referral response, so
that a client computer may simply parse logically through the
referral response starting with the lower-cost targets to
attempt to establish connectivity before making an attempt to
establish connectivity with higher-cost targets.
Additionally, sorting targets may also be implemented using a
priority ranking of targets whereby , in one embodiment,
higher priority targets may also be sorted to the top of the
referral response. Furthermore, the referral response may be
further sorted to include provisions for both site-cost and
target-priority. Thus, groups of targets having an equivalent
associated site-cost may be further sorted within the group
according to an each target’s respective associated target-

priority. Any computer system may further use a sorted

referral response of the present invention to fail back to a
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order of priority where each bounded set may include targets having the
same target-priority as determined by the client computer system requesting
the referral. In one embodiment, a - 56 referral response may be sorted into
bounded sets having the same site-cost and server target priority. As can be
hisernfromithe feregoing,detailed deserdptiony thedpresentdnvantion provigesset
an improved system and method 5 for determining target fail-back and target
t apiderity folom distriniged dile syste: i resposse ieadequest fran @i ehemtost
computer, a list of targets may be provided to a client computer that may be
ansprted baseser@niassessmenief a siteceosiaseeciatesiwith achystem and
respective target. Lower-cost 10 targets may be sorted to the top of the
metdieralresponse;wodthat aclient camputetvaay simply passectogically s needed
through the referral response starting with the lower-cost targets to attempt
i ntocestablighocanne ctivitybefongy making an attempt to establish connectivity
with higher-cost targets. 15 Additionally, sorting targets may also be
impl@imehted-bising mv eriorityrrankingwof targetdwhetebyvan ones
embodiment, higher priority targets may also be sorted to the top of the
morgfdrralaesponse: KUrthermore, the eefemrad respohse msay be rfugther sorted
to include provisions for both site-cost and 20 target-priority. Thus, groups of
1 ltavgets Hawihgcapedaivalehns thereof are shown in the drawings and

have been described above in detail. It should be understood,
however, that there is no intention to limit the invention to
the specific forms disclosed, but on the contrary, the
intention is to cover all modifications, alternative
constructions, and equivalents falling within the spirit and

scope of the invention.
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associated site-cost may be further sorted within the group according to an

each target's respective associated target- priority. Any computer system

may further use a sorted referral response of the present invention to fail

back to a - 57 higher priority target by selecting and designating a new set
watargetdrem mrligt of targets sorted according to site-cost and/or target-priority.

As is now understood, the system and method thus provide significant

advantages and benefits needed 5 in contemporary computing. While the

invention is susceptible to various modifications and alternative

constructions, certadmpliitsirated emhodimentsdhereof are sbowninthes file

drawings and have been described above in detail. It should be understood,
inl@ howewver; khatftherenisuiceeinggntiondonimih the inventionston the specific

forms disclosed, but on the contrary, the intention is to cover all

modificatiens, ialtgrndtivem canstilctions cang eqeivalentds fatlingi withinthe file

spirit and scope of the invention. WHAT IS CLAIMED IS: 1. In a computer
losystem, armethoddeslocatirg aditerdm acetworke of computess,ithe imethoderver

comprising: 5 requesting, from a client computer, a location of a file located
copmpat least one server computer in a network of server

determining a plurality of locations in the network of
server computers in which the requested file is located;

returning a list of targets to the client computer, the
list of targets comprising a plurality of referrals that each
correspond to a requested file location in the network of
server computers;

sorting the list of targets into bounded sets based on
target information for retrieving the requested file between
each respective file location and the client computer; and

providing an indication of the bounded sets to the client

computer.

2. The method of claim 1 wherein sorting the list of
targets into bounded sets based on target information further
comprises sorting the list based on an assessment of site-cost

including dividing the targets into bounded sets such that
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computers; determining a plurality of locations in the network of server
computers in which the requested file is located; 10 returning a list of targets
to the client computer, the list of targets comprising a plurality of referrals
that each correspond to a requested file location in the network of server

caCOMpHtess;sating the list of targetsdato beunded sefs based o dddargete
information for retrieving the requested file between each respective file

salesatian and the clientcomputer eqdqoyidingnan inshigationiafdhe bedaded set .
sets to the client computer. 20 2. The method of claim 1 wherein sorting the
list of targets into bounded sets based on target information further
comprises sorting the list based on an assessment of site-cost including
dividing theTtargets tntodovhdedseis suchthat : H9peach target within each
bounded set is associated with the same site-cost as other targets in the

inrespectiverbouindedeséto 3ndhel nethed ob claim lowherein providingan 5
indication of the bounded sets to the client computer comprises providing

cobpundary attributes; meluding dacogt betwedmna targetiand thiicliers cost
computer. 4. The method of claim 2 wherein the boundaries of each

between a target and the client computer.

4. The method of claim 2 wherein the boundaries of each
bounded set are based at least partially on the location of

the server computer associated with each target.

5. The method of claim 2 wherein the boundaries of each
bounded set are based at least partially on a health
indication associated with the server computer associated with

each target.

6. The method of claim 1, further comprising:

iteratively attempting to access each target in the order
established by the sorting; and

when an attempt succeeds, establishing connectivity with
the first target that is successfully accessed as a set target

used for subsequent access requests.
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10 bounded set are based at least partially on the location of the server
computer associated with each target. 5. The method of claim 2 wherein the
boundaries of each bounded set are based at least partially on a health 15
indication associated with the server computer associated with each target.
6. The method ofelai d, further comprising riterativelymttempting :to access
each target in the order 20 established by the sorting; and when an attempt

succgeds restablishing cannectiyly Withs thei irst targetthat isisigsessfully -cost

accessed as a set target used for subsequent access requests. - 60 7. The
i smethod aialaim 6, further cempiisingudeterniningsis artarges associated with
a lower site-cost is available to provide subsequent access requests; and if a
lowet Site-chstitargetiis @vadahle tehanrging thes esatdargef tathenlgwey the
site-cost target. 8. The method of claim 7, wherein the determining if a target
seassociated with a lowersitercast isavaikabler £ogaprises determining if a
target associated with a lower 10 site-cost is available whenever a target
fail-back policy pertaining to the target may be applied. 9. The method of
claim 8, wherein the target fail-back
8. The method of claim 7, wherein the determining if
target associated with a lower site-cost is available
comprises determining if a target associated with a lower

site-cost is available whenever a target fail-back policy

pertaining to the target may be applied.

9. The method of claim 8, wherein the target fail-back

policy is associated with the list of targets.

10. The method of claim 8, wherein the target fail-back
policy is associated with a root that may be associated with

each individual target in the list of targets.

11. The method of claim 1, further comprising removing
at least one target from the list of targets based on an

exclusion policy.
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policy is associated with the list of targets. 15 10. The method of claim 8,
wherein the target fail-back policy is associated with a root that may be
associated with each individual target in the list of targets. 20 11. The
method of claim 1, further comprising removing at least one target from the

list of targetsheasec-or ancexausion poligh e Thegpethogpfialrimi st of
wherein sorting the list of targets into bounded sets based on target

t alhéRrmationdyrtber conprises soping:thedargeis geeordintptera priektyfurther
setting that is associated with each target. 5 13. The method of claim 12
cowhereir thessertingJurther tampeises dividing theylistofdargets inte posnded ng
sets such that each target within each bounded set is associated with a
thsame sitescost as othentatgete icthetrespective bounded set 10 and the
sorting according to the priority setting further comprises ordering each target
within each bounded set according to an associated target-priority setting.
14. The method of claim 12, wherein the sorting the 15 targets according to
a pribdty sefttirg it dssatiateéd withl@achtargetrfurther eomprisgs further
ordering targets having a target-priority setting of global high at the top of the
comprises dividing the 1list of targets into bounded sets such
that each target within each bounded set is associated with a
same site-cost as other targets in the respective bounded set
and the sorting according to the priority setting further

comprises ordering each target within each bounded set

according to an associated target-priority setting.

14. The method of claim 12, wherein the sorting the
targets according to a priority setting that is associated
with each target further comprises ordering targets having a
target-priority setting of global high at the top of the
respective bounded set in the ordered list and ordering
targets having a target-priority setting of global low at the

bottom of the respective bounded set in the ordered list.

15. A distributed computing system, comprising:
a server computer operably coupled to a network, the

active directory server computer operable to provide a list of
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respective bounded set in the ordered list and ordering targets having a
target-priority setting of global low at the 20 bottom of the respective bounded
set in the ordered list. 15. A distributed computing system, comprising: a
server computer operably coupled to a network, the active directory server

t agoapUter ®psrable to pravide-a dishef «62ptargets toonerIpara-client
computers in response to requests for targets, each target corresponding to

redgiles tecated onarceMmpytes it thecaetywork,dbe filasreguested by the pneor
more client computers, the active directory server 5 computer also operable
1 oteesortithenlisi of targetssacconding etorart assessmery of alsitereogiested by
associated with each target, the site-cost indicative of a cost associated with
t heetrening ra filerfeora ai server-campputer €prresponding e the tasgeitoytheerver
client computer requesting the target; 10 at least one client computer coupled
cotactheasnetwbrk; the ectiehfleomputes opetatde 1d request andgetrieve ditesrding
from other computers coupled to the network; and at least one server
tocempates davingre reguested. file-theseorm that coarespomds-to atdleastteneyeft,
the targets 15 provided by the active directory server computer. 16. The
theistributed cornputet systenvef claim 1&owhereis dhe attve diréttoneserver ing
computer is further operable to
a file from a server computer corresponding to the target to
the client computer requesting the target;
at least one client computer coupled to the network, the
client computer operable to request and retrieve files from
other computers coupled to the network; and
at least one server computer having a requested file

thereon that corresponds to at least one of the targets

provided by the active directory server computer.

16. The distributed computer system of claim 15 wherein
the active directory server computer is further operable to
sort the list of targets into bounded sets such that each
target in a respective bounded set is associated with the same
site-cost as other targets in the respective bounded set and
such that the bounded sets are sorted according to the site-

cost associated with each target in the bounded set.
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sort the list of targets into bounded sets such that each 20 target in a
respective bounded set is associated with the same site-cost as other
targets in the respective bounded set and such that the bounded sets are
sorted according to the site- cost associated with each target in the bounded

set. 163 1hnEhesdistributed sampsigrsystens of elaimd6 wherein the gepmesin
computer is further operable to sort each target within each bounded set

t haccosdingHo eotapaatpriorty settingeassasiated wdth-eacihvtargeta brl8: Ihget
distributed computer system of claim 17 wherein the client computer is

wifttither eperalle thdesigsate the disstd aviailable targetas thessetdargey apndiding
subsequently determine if the set target is associated with the lowest 10

a ssite=tastanhen eamparead tosathertargets in the list of targets, and if not,
switching to an available target having a lower site-cost and designating the
target having the lower site-cost as the set target. 15 19. The distributed
computer system of claim 17 wherein the client computer is further operable
to designat@like fiist taviditabiedtargetrastihe sey sdrget afid ¢d subsdquentlyrein
determine if the set target is associated with a more preferred priority when

theomparsdttothentaegets sn thelister operable to designate the first

available target as the set target and to subsequently
determine if the set target is associated with the lowest
site-cost when compared to other targets in the list of
targets, and if not, switching to an available target having a
lower site-cost and designating the target having the lower

site-cost as the set target.

19. The distributed computer system of claim 17 wherein
the client computer is further operable to designate the first
available target as the set target and to subsequently
determine if the set target is associated with a more
preferred priority when compared to other targets in the list
of targets, and if not, switching to an available target
having a more preferred priority and designating the target

having the more preferred priority as the set target.
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20 of targets, and if not, switching to an available target having a more
preferred priority and designating the target having the more preferred
priority as the set target. 20. A computer-readable medium having a data
structure stored thereon, the data structure comprising: a first field for storing

a target belongingdatagrotpa ahlsrgetsc aachasseciatgdwitha seefucture
computer; 5 a second field for storing information indicating a relationship

s tbetween eligt conuteand therseivar conmperi andqg: third field for
storing a value indicative of a boundary of the group of targets. 10
a first field for storing a target belonging to a group
of targets, each associated with a server computer;
a second field for storing information indicating a
relationship between a client computer and the server
computer; and

a third field for storing a value indicative of a

boundary of the group of targets.
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