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SYSTEM AND METHOD FOR EXECUTING VERIFIABLE PROGRAMS
WITH FACILITY FOR USING
NON-VERIFIABLE PROGRAMS FROM TRUSTED SOURCES

The present invention relates generally to distributed computer systems, and
particularly to a system and method in which a program interpreter for programs
whose integrity is verifiable includes a facility for using non-verifiable programs from
trusted sources and for refusing to executed other non-verifiable programs.

'‘BACKGROUND OF THE INVENTION

. The term “architecture” is defined for the purposes of this document to mean
10 the operating characteristics of a family of computer models.. Examples of distinct
architectures are: Macintosh computers, IBM PC compatible computers using the
DOS or Windows operating systems, SUN Microsystems computers running the
Solaris operating system, and computer systems using the Unix operating system.

15 The term “architecture neutral” is defined for the purposes of this document to
refer to abrllty of certain programs, such as programs written in the Java (a trademark
of Sun Mlcrosystems Inc.) language, to be executed on a variety of computer

; '_platforms using a number of different computer architectures.

: .l“ - \'.

20 ’ ' The term “architecture specific” is defined for the purposes of this document to
refer to requrrement that certain programs to be executed only on computer platforms
~usrng a smgle computer architecture. For instance, object code programs written in
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witteqpl n gReutiohity & 9bva ByiiddedlerifieRUAalfa bytecode verifier determines whether
the program conforms to predefined integrity criteria. Such criteria include operand
stack and data type usage restrictions that ensure that Java bytecode programs
cannot overflow or underflow the executing computer's operand stack and that all
program instructions utilize only data of known data types. As a result, a Java
15  bytecode program cannot create object pointers and generally cannot access system
resources other than those which the user has explicitly granted it permission to use.

Unfortunately, distributing executable programs in an ANLanguage causes the

ANProgram to run less efficiently than it would if it could take advantage of

20  architecture specific features. For example, Java bytecode programs executed by a
Java bytecode interpreter typically run 2.5 to 5 times as slow as the equivalent
architecture specific programs (ASPrograms) compiled in corresponding architecture
specific languages (ASLanguages). While a factor of five speed reduction is actually
considered to be unusually good for an ANProgram executer (i.e., interpreter), it is a

25 sufficient loss of efficiency that some users will require or insist upon the ability to use
equivalent programs compiled in an' ASLanguage.

Compilers that can compile an ANProgram into an equivalent ASProgram can.
be written. However, they may be prohibitively expensive for the end user. In
30 addition, the integrity of the equivalent compiled ASProgram cannot be verified
directly from the compiled ASProgram code by an ANProgram integrity verifier. Thus,
in the case of Java bytecode programs, the use of ANPrograms compiled into

equivalent ASPrograms potentially results in the loss of one of the most valuable -
features of an ANLanguage. '
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20 Thus, it is an object of the present invention to provide an ANProgram compiler
and compilation method that enables the user of an ASProgram compiled from a
corresponding ANProgram to authenticate the identify of who compiled the
ANProgram, the identity of the corresponding ANProgram, and the ASLanguage in
which the ASProgram was compiled.

25

It is another object of the present invention to provide an ANProgram executer
and execution method that enables integrity verifiable ANPrograms being executed to
call integrity non-verifiable ASPrograms that are trusted or that have verifiable
sources and compilation information so that essentially all legitimate tasks can be

30  performed, while preventing from being called ASPrograms whose sources,
compilation information, and integrity cannot be verified.



3 However, there are some legitimate (or legal) tasks that

- can be perforned by integrity non verifiabl e ASPrograns but which
cannot be perforned by integrity e‘*’flabl e ANPrograns. These incl ude
tasks that woul d otherw se violate the operand stack and data type

usage restrictions inposed on rifl 5 ANPrograns. In
addi tion, such ASPrograns can @M&X’%E%ﬁ“yémibﬁ han
ANPrograns. As a result, there are nunber of reasons why it is desirable to

have a conmput er systemthat i's designed to primarily execute
integrity veri fnsuromarprthgrmresent inventinn isa prognam exesuterihat $XQ(§,Ut@s

compi | at { oYPEDRBIGSIRGHS P adieins, dpd Aucigs biget that pephibits 16 loading
- conpi | gti oagq eREEHtGH brﬁén-t/éﬁféme rpﬂ @%fnﬁs/uﬁésgwwmét hevRedfiablé Program i t

- must be possible to verif omthe information in the conprled
- ASPr ogr am telsates in aﬁgsfedrrpppgmwpfauch programs; iari(B) the,rer-yetifiablg prageam is

conpi ec ABBRMEEHADIE LY Jral o B Sk e Ot i Feritiho proovap ¥R, ..
15 the i npreyesithe program wasiproddcettby adrustedisblrgeespect to predefi ned

integrity criteria cannot be directly verified, the conpiled
ASPr ogram shoul d include information that in a verifiable manner

the A anguage TS oo SmBReh Bach ISR brobrafs an archiERle A

of the prepagrammembodied in @nmb]ectctﬂamhavﬁg adigitalcsigmature that includesia

conpil ation nethod.that enables th e, an ASProgram conpiled froma
cor r espondMi§s mﬁ Ry ?ﬁ%‘?ﬁ'éﬁ@at {hﬁ@tpﬁ%q{?my of who conpiled the

Non-verifiable programs are embodied in object classes that contain a keyword

15  indicating that the program (called a method) is not a verifiable program. In the

preferred embodiment the non-verifiable programs are generally architecture specific
compiled program generated with the assistance of a compiler. Each such object
class includes:

] the compiled, architecture specific cbde;

20 e if there is a corresponding architecture neutral program (which sometimes
there is not), information identifying the corresponding architecture neutral
program, including a copy of the message digest of the corresponding
architecture neutral program;

® a digital signature by the trusted “compiling party” that generated the object
25 class (e.g., by performing a compilation of a source program), signed using the
| compiling party’s private encryption key; and
° if the code in the object class was generated by a compiler, a digital signature
by the compiler itself, signed using the compiler’s pri\_late encryption key.

30 A generaily available, trusted repository of public encryption keys, sometimes
called a naming service, holds the public keys for the compiler and the trusted
compiling party. Using these public encryption keys all recipients of the object
classes having non-verifiable programs can decrypt the digital signatures in the object
class to verify that the object class was created by a trusted party, to verify that the -
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Additional objects and features of the invention will be more readily apparent
from the following detailed description and appended claims when taken in
conjunction with the drawings, in which:

15 | | o

Fig. 1 is a block diagram of a distributed computer system incorporating a

preferred embodiment of the present invention.

Fig. 2 depicts the structure of an architecture neutral program in accordance
20 with a preferred embodiment of the present invention.

Fig. 3 depicts the structure of a compiled, architecture specific, program
generated in accordance with a preferred embodiment of the present invention.

25 Fig. 4 depicts an object and associated object class in accordance with a
preferred embodiment of the present invention. '

DESCRIPTION OF THE PREFERRED EMBODIMENTS
30 , _

Referring to Fig. 1, there is shown a computer network 100 having many client
computers 102, a server computer 104, and a trusted key repository 106. The client
computers 102 are connected to each other and the éerver computer 104 and the
trusted key repository 106 via a network communications connection 108. The
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The memory 114 of each client computer 102 stores an operating system 118,

a network communications manager 120, an ANProgram (architecture neutral

15  program) executer 122, an ASProgram (architecture specific program) executer 124,
and ANProgram integrity verifier 126, an ANProgram compiling preparer 128, a
signature generator 130, a signature verifier 132, a compiling information (Complnfo)
verifier 134, an object class loader 136, a user address space 138, a trusted object
class repository 140, an untrusted object class repository 142, and lists 144 of known,

20 trusted compiling parties and trusted compilers. The operating system is run on the
CPU 110 and controls and coordinates running the programs 120-136 on the CPU in
response to commands issued by a user with the user interface 112.

The ANProgram executer 122 of each client computer 102 executes

25  ANPrograms in the object classes stored in the trusted and untrusted object class
repositories 140 and 142. Moreover, the ANPrograms are written in an ANLanguage
for which the user may establish predefined integrity criteria, such as stack and data
usage restrictions, so that the ANPrograms will not perform illegal tasks. Thus, the
ihtegrity of the ANPrograms can be directly verified by the ANProgram integrity verifier

30 126 prior to execution by determining if the program satisfies the predefined integrity
criteria. These ANPrograms are therefore considered integrity verifiable
ANPrograms.

In the preferred embodiment, the integrity verifiable ANPrograms are written in
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class 400 apfttcirindRe ASIharfguage satisfy the predefined integrity criteria of the ANLanguage.
| As a result, the ASPrograms can perform tasks that cannot be performed by the
ANPrograms because they are not burdened by the 'restrictions imposed by the
predefined integrity criteria of the ANLanguage. Unfortunately, however, this also
means that their integrity cannot be directly verified by the ANProgram integrity
15  verifier 126 and are therefore considered integrity non-verifiable.

Nevertheless, as indicated earlier, an ANProgram runs less efficiently than the

same program compiled in an ASLanguage. Thus, the user of a client computer 102
may wish to have an ANProgram compiled by the server computer 104 for the

20 ASLanguage associated with the user’s client computer so the compiled ASProgram
can be executed there by the ASProgram executer 124. Or, the user may wish to
have the ANProgram compiled for the ASLanguages associated with other client
computers if the compiled ASPrograms are going to be distributed and executed by
the ASProgram executers 124 of other client computers.

25 '

Preparing an Architecture Neutral Program for Compiling

Referring to Figs. 1 and 2, when an driginating party (OrigParty) wishes to have
30  an ANProgram 200 compiled by the server computer 104, the OrigParty issues a
command with the user interface 112 to invoke the ANProgram compiling preparer
128 and instruct it to prepare the ANProgram for compiling. The ANProgram may be
in an object class contained in one of the trusted or untrusted object class repositories
140 or 142. Table 1 contains a pseUdocode representation of the procedure used by
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t he trust efirst ealls the ANRrogesn integrityvevifier 12€ andtinstructs drtoverifyathecintegrity of
connect| OnthleORNProgram code 202 of the ANProgram 200. This is done to make sure that the
10 ANProgram code satisfies the predefined integrity criteria of the ANLanguage prior to
being sent to the server computer 104 for compiling. If the ANProgram code does not
satisfy the predefined integrity criteria, the ANProgram integrity verifier sends back a
failed result to the ANProgram compiling preparer. In response, the ANProgram
compiling preparer aborts the compiling preparation procedure and generates an

15  appropriate message indicating this.

However, if the ANProgram code 202 does satisfy the predefined integrity
criteria, then the ANProgram integrity verifier 126 sends back a passed result to the
ANProgram compiling preparer 128. The ANProgram compiling preparer then calls

20 the signature generator 130 and instructs it to generate the OrigParty’s digital
signature (DigitalSignature,,) 210 that can be verified to ensure that the ANProgram
200 was generated by the trusted OrigParty. The signature generator generates the
DigitalSignature, by first generating a message digest (MD,;) 212 of the ANProgram
code 202. It does this by computing a hash function, HashFunction,,, on the data

25  bits of the ANProgram code. The hash function used may be either a predetermined
hash function or one selected by the OrigParty. For purposes of this document, the
HashFunction,, corresponds to the OrigParty since it was used for the -
DigitalSignature,, of the OrigParty. |

30 The signature generator 130 then encrypts the generated massage digest
(MDgp) 212 and the ID of the HashFunction,, (HashFunctiong, ID) 214 with the
private encryption key of the OrigParty (OrigParty’s PrivateKey). The signature
generator then adds the OrigParty’s ID 216 in clear text at the end of the encrypted
items 212 and 214 to form the DigitalSignature,,. The OrigParty’s PrivateKey and ID
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the trusted or untrusted object class repository 140 or 142 in which it is located and
provides it to the network communications interface 116. The network

15  communications manager then instructs the network communications interface to
transmit the ANProgram to the server computer along with the specific arguments.

Compiling an Architecture Neutral Program
20 .
The transmitted ANProgram 20.0 is then received at the server computer 104.
The server computer includes a CPU 150, a user interface 162, a memory 154, and a
network communications interface 156. The network communications interface
enables the server computer to communicate with the client computers 102 and the
25  trusted key repository 106 via the network communications connection 108.

The memory 1'54 of the server computer 104 stores an operating system 158,
a network communications manager 160, an ANProgram compiler 162, a signature
verifier 164, an ANProgram integrity verifier 166, a signature generator 168, an
30  ANProgram repository 170, and an ASProgram repository 172. The operating system
is run on the CPU 150 and controls and coordinates running the programs 160-168

on the CPU in response to commands issued by a compiling party (CompParty) with
the user interface 152.
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conpi | ed ASProgram can be executed there by the ASProgram executer

124. O, thgocrmarma\yltmtbﬁ user interface292, theANRIagsgmeeemBilg 1Gistigyoked:to
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execut ers lgdmpllatisrh proceduse ised by the ANPgram compiler to compile the ANProgram.

15 Referring to Figs. 1-2 and Table 2, the ANProgrém compiler 162 first calls the
signature verifier 164 to verify the DigitalSignature,, 210 in the received ANProgram
200 so as to establish that the DigitalSignature,, 210 is actually the originating party’s
signature for the ANProgram (e.g., as opposed to being a forged signature or the
OrigParty signature on some other version of the ANProgram). In particular, the

20 signature verifier uses the ClearText OrigParty’s ID 216 in the received ANProgram to
obtain the OrigParty’s PublicKey from the trusted key repository 106. Then the
signature verifier decrypts the encrypted MD,, 212 and HashFunctiong, ID 214 in the
DigitalSignature;, using the public encryption key of the OrigParty (OrigParty’s
PublicKey).

25 _

Next, the signature verifier 164 generates a test message digest (TestMD;),
which should match the decrypted MD, 212, by computing the corresponding
HashF'unctionOP on the ANProgram code 202 of the received ANProgram 200. The
HashFunctiong, ID 214 in the decrypted DigitalSignature, is used to identify the

30  proper HashFunctiong, to be used. The decrypted MD,, and the generated
TestMD,,, are then compared to verify the DigitalSignature,, 210.

If the MD, 212 and the TestMDg; do not match, then the signature verifier 162
sends back a failed result to the ANProgram compiler 162. In response, the



Prﬁarl ng an Architecture Neutral Program for Conpiling

Reéferring to Figs. 1 and 2, when an originating party (OigParty) w shes to
have 30 an ANProgram 200 conpil ed by the1 erver conputer 104, the
OrigParty issues a command with the” user interface 112 to invoke the
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cont ai ned imeaQ @f the trusted or untrusted object cI ass repositories
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used by -8 -
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generates an appropriate message indicating this.

15 However, if the ANProgram code 202 of the received ANProgram 200 does
satisfy the predefined integrity criteria, then the ANProgram integrity verifier 166
sends back a passed result to the ANPrbgram compiler 162. The ANProgram
compiler then compiles the ANProgram code into the ASLanguage identified by the
ASLanguage ID specified by the OrigParty. Referring now to Figs. 1-3 and Table 2,

20  the compiler places the ANProgram code 202, the DigitalSignature,, 210 and the
compiled ASProgram code 302 in an ASProgram 300 that is stored in the ASProgram
repoéitory 172.

The ANProgram compiler 162 then calls the signature generator 168 and

25 instructs it to generate the ANProgram compiler’s digital signature (DigitalSignature)
320 which can be verified to ensure that the ASProgram 300 was compiled with the '
trusted ANProgram compiler. This is done in a manner similar to that described
earlier for generating the DigitalSignaturey.. However, in this case, the set of
information signed is the ASProgram code and the DigitalSignaturey,. Another

30 predetermined hash function with a corresponding HashFunction. ID 324 may be
used to generate the message digest MD_ 322 of the set of information to be signed
by the DigitalSignature, the private encryption key of the ANProgram compiler
(Compiler's PrivateKey) is used to encrypt the MD,, and the HashFunction,, ID, and
the identifier of the ANProgram compiler (Compiler’s ID) is added in clear text at the



c[rrpi ling preparer aborts the conpiling preparation procedure and generates

ah 15 appropriate nessage indicating this. However, if the
ANPr ogr am code 202 does satisfy the predef 'éned integrity criteria,
then the ANProgramintegrity verifier 126 1€6nds back a passed result to the
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DigitalSignatuer,; and the DigitalSignature.. Similar to the HashFunction,,, for

purposes of this. disclosure, the HashFunction, corresponds to the CompParty since
it was used for the DigitalSignature., of the CompParty.

15 |

The signature generator 168 then encrypts the MD, 314 and the ID of the

HashFunction,, (HashFunction, ID) 316 with the private encryption key of the
CompParty (CompParty’s PrivateKey). The signature generator then adds the
identifier of the CompParty (CompParty’s ID) 318 in clear text at the end of tfie -

20 encrypted items 314 and 316 to form the DigitalSignature., 312. The CompParty’s
PrivateKey and ID are provided by the CompParty with the user interface 152.

After the DigitalSignature, 320 and the DigitalSignature., 312 are generated,
the ANProgram compiler 162 appends them to the ASProgram code 302, so that the

25 resulting compiled ASProgram file or object has the following components in it:
ANProgram Code, |
DigitalSignature,,,
ASProgram Code,
DigitalSignature., and

30 : DigitalSignature.p

Then, the ANProgram compiler generates a message that the ANProgram 200 has
been compiled to form the ASProgram 300 and is ready to be sent to the OrigParty.



are provided by the OrigParty with the user interface 112.

After the Digital Signature[err] 210 is generated, the ANProgram conpiling
preparer 128 appends it to the ANProgram gode 202. Then, the ANProgram 5
conpi ling preparer generates a nessage t"hat™ the ANProgram 200 has been

r epar ed or..conpj | by the, seryer , conputer 104. The
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The net mmnmumca&nﬁ interfacesiestransiaiy the ABEograsm tq thesOrigPanyis elient
comuni cab%)mﬁltépt erface to transmt the ANProgramto the server
conputer along With the specific argunents.
Conpiling an Architecture Neutral Program 20 The transmtted
ANProgram 200 is then received at, the server conputer 104. The server
computer includes a cPUPbisstapd biect Glass(geatianand Digkibgtion154, and a
netwggk comuni cations interface 156. The network communications interface
enabl es the server conputer to communicate with the client conputers 102
and the 25 tr Uhedmansmitted ASProgram130D isithen meceivedwyithe commumieationss
conneot! MidBBae 145 f fae OrioRiasts ol Sotmpiiar Shd hiuel e nivaRk o 104
communications manager 120 that this has occurred. In response, the OrigParty
issues a comma_nd with the user interface 252 to instruct the network communications
15 manager to retrieve the received ASProgram from the network communications
interface, causing the network communications manager to place the received
ASProgram in the untrusted object class repository 142 of the OrigParty’s client
computer. Once this is done, the OrigParty may treat the received ASProgram as a
new object class with just one method (i.e. the compiled program code), or it may
20  create an object class that includes the ASProgram 300 as well as other ANPrograms

and ASPrograms.

Fig. 4 shows a typicél object class 400 in accordance with the present
invention. The object class may include one or more ASPrograms 402 and/or one or
25 more ANPrograms 404, as well as a virtual function table 410. For each ASProgram,
the virtual function table contains a corresponding identifier (native_ASProgram ID)
412 that indicates that it is an ASProgram (i.e., a native program) that is not in the
ANLanguage and a corresponding pointer (Ptr) 414 to the native program. Similarly,
for each ANProgram, the virtual function table contains a corresponding identifier
30  (ANProgram ID) 416 and a corresponding pointer 418 to the ANProgram. Every

object 420 of this object class includes an object header 422 that points to the object
class 400.

Thus, the OrigParty may create an object 420 and an objéct class 400 with the



a étwork communi cati ons nmanager 160, an ANProgram conpiler 162, a

si"gnat ure verifier 164, an ANProgramintegrity verifier 166, a
signature generator 168, an 30 ANPr ogram14 pository 170, and an ASProgram
repository 172. The operating system i's run on the CPU 150 and

controls an rdin nning _t.he,pro 160-168 he Uin
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user interf a8Prbgrams 402 in the object class. -
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Referring to Figs. 1-2 | e 2, the ANProgram conp Irst calls
t he instructions. Alternately, the network communications manager of the OrigParty may
respond to a request initiated by an ExecuteParty for a copy of a specified object

class 400.

16°
Execution of Architecture Neutral Programs and
Architecture Specific Programs in an Object Class

The network communications interface 156 of the client computer 102 receives
20 the transmitted object and object class and instructs the network commuhications
manager 160 that this has occurred. In response, the ExecuteParty issues a
command with the user interface 112 to instruct the network communications
manager to retrieve the received object and object class from the network
communications interface. The network communications manager then stores the
25 received object and object class in the untrusted object class repository 142.

The untrusted object class repository 142 of each cliént computer 102 contains
the objects and their associated object classes that are not trusted. These object
classes are not trusted because any ANPrograms they include have not yet had their

30 integrity verified and any ASPrograms they include have not had their source verified
nor have been verified as being compiled from the proper ANProgram.

The trusted object class repository 140 of each client computer contains the
objects and their object classes that are trusted. These object classes are trusted



sfgnétgre verifier 164 to verify the Digital Signature[err] 210 in the

récei ved. ANPr ogr am 200 so as to establish that the

Digital Signature[err] 210 is actually the originating party's

signature for the ANProgram (e.g., as opp'o‘!;%d to being a forged signature
or the Ori gPart i ghature on Sso ot her version of the, ANProgran .
I'n parti cul RRCAUSRANY Nﬁ’gr?%rﬁm%t?@wivggmaxj@@se elready ag taslr "ttfgl@tvgmﬁeg |
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164 gerpr at@sssbd ARltriBied 30 tHeATSle thErs 1dVhd Réddon to performVintédiity RABEKS BRYKE
t he decrypted err 212,.b¥ conputing the correspondi ng

HashFunct i dng inthese:0 elgsa@s.code 202 of the recei ved ANProgram 200.
The HashFunction[err] ID 214 in the decrypted Digital Signature[err]
Is used to identify the 30 proper HashFunction[err] to be used. The

decrypted MJ er ri} issdekifdite tehavébA®bject clastethabplimafily iﬁbmdbbmpwqaaﬁ@%dto
verify the Digital Signature[err] 210. If the MJerr]| 212 and

the Test MDrBAY plspoinaludedBlrogramsrsa that esgentiallyalMegitimate tagks can be sends
A ogiim AT Wi g BpjeCh loRd AT RE0GRbT o, THerERI 35 By Rram
appr opri at eexecuter 1&82sisagpable of executing integrity verifiable ANPrograms and calling the
ASProgram executer to execute integrity non-verifiable ASPrograms that are either
(1) in trusted object classes in the trusted object class repository 140, or (2) that are in
untrusted object classes in the untrusted object class repository 142 and have
15 verifiable DigitalSignature,,, DigitalSignature, and DigitalSignature, information so
that essentially all legitimate tasks can be performed. In this way, ASPrograms of
untrusted object classes that don’t have DigitalSignature,,, DigitalSignature, and
' DigitalSignature. information or whose digital signatures cannot be verified are
prevented from being executed. Table 3 contains a pseudocode representation of the
20  execution procedure used by the ANProgram executer.

Referring to Figs. 1-4 and Table 3, at the client computer 102 of an
ExecuteParty-(e.g., the OrigParty or another party), the ANProgram executer 124 may
be executing an ANProgram that seeks to call a method in a specified object class.

25 The method call is initially handled by the object class loader 136, which determines
whether or not the object class has already been loaded. If the object class has
already been loaded into the ExecuteParty’s user address space 138, then the
ANProgram executer 122 executes the called method if the called method is an
ANProgram and the ASProgram executer 124 executes the called method if the

30 called method is an ASProgrém..

However, if the object class has not yet been loaded into the ExecuteParty’s
- address space 138, then the object class loader 136 loads the object class into the
ExecuterParty’s address space and determines whether or not execution of the called



On the other hand, if the M) err] and the TestM) err] do match, then the
signature 5 verifier 162 sends back a passed result to the ANProgram
conpiler 162 and the ANPr ogr am conpi ber calls the ANProgramintegrity
verifier 166. It instructs the ANPF 4 ramintegrity verifier to verify

the integrity of, the ANProgram cpde 202, t he r |V r.ar.
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MY err] 323iselssing dothpihg aRfANPRIgram)! Thiae, i tigs kdegrity of any of the ANPrograms
is not verified, then the ANProgram integrity verifier passes back to the class loader a
failed result and the class loader aborts the class loading procedure and generates an
appropriate message indicating this. But, if the ANProgram integrity verifier sends
20 back a passed result indicating that all of the ANPrograms of the object class are
verified, the class loader enables execution of the called method.

If there are any ASPrograms in the object class, then the class loader 136 calls
the signature verifier 132 to verify the compiler signature DigitalSignature. and the
25 CompParty signature DigitalSignature.. If any of the ASPrograms does not include a
DigitalSignature,, and a DigitalSignature,, the integrity of the ASProgram’s source
cannot be verified and therefore the signature verifier sends back to the ANProgram
executer a failed result. In response, the class loader aborts the object class loading
procedure and generates an appropriate messége that this has occurred.
30
Further, if all of the ASPrograms in the object class do include a
DigitalSignaturec, and a DigitalSignature, the identities of the CompParty and the
Compiler as indicated in these two digital signatures, are compared with the lists 144
(see Fig. 1) of known, trusted Compiler Parties and trusted Compilers. If any of the
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t he HashFunction[err] ID, and the i gq?t_i fier of the ANProgram
conpiler (Conpiler's ID) is added in clear text at the

Compi 1 er" s PPFide s SR e désd Woré Forpic 93 CORPFA &4 Gorlifrnes

The ANPr ogr ingludiein/the st6af Radws, triisted IGoapierP rties aatarustéd Compilers thii me
312, Ve S ing BIOGRI¥ bk indedhi o el o
a1 TGRS, Sy i 5185 nguog  RERERES o oy o n SRR ST
Di gti al 5i gnaatcrether ABLanguadge used bydhe dSRrogsamd=yeoaper 124y tha clésBrloading f or
conpi | i ng)l@ﬁé\éﬁverﬁaﬁﬁ"gﬁ he nmessage digest (M)err]) 314 generated for

the 10 Di 4rey rr] is generated by conputing a predeterm ned or
sel ect ed hash function (HashFunction[err]) on the data bits of the
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318 in clea
described earlier for verifying the DigitalSignature, (in the section discussing -

_ compiling the ANProgram 200). However, in this case, the Compiler’s and _

15  CompParty’s public keys are retrieved from the trusted key repository 106 and
respectively used to decrypt the MD. and HashFunction. ID in the DigitalSignature,
and the MD;, and the HashFunction ID in the DigitalSignature.,. Furthermore, the
test message digests (TestMD, and TestMD,;) corresponding to the decrypted MD,
and MD., are generated by computing hash codes on the data bits of the ASProgram

20  code plus the DigitalSignature,, for the TestMD, and on the same data bits plus the
DigitalSignature,, for the TestMD;, according respectively to the HashFunction. and

. HashFunctiong, identified by the decrypted HashFunction ID and HashFunction, ID.

~ Ifthe DigitalSignature. and/or the DigitalSignature;, is not verified (i.e., MD, =
25  TestMD, and/or MD,, * TestMD;) for every ASProgram, then the signature verifier
136 sends back to the class loader 136 a failed result. In response, the class loader
aborts the class loading procedure and generates an appropriate message that this
has occurred.

30 However, if the DigitalSignature. and the DigitalSignature., are both verified
(i.e., MD. = TestMD. and MD;, = TestMD,,,) for every ASProgram, then the
ANProgram executer 124 again calls signature verifier 132 to verify the OrigParty’s
signatures (DigitalSignature,;) for the ANPrograms from which the ASPrograms were
compiled. To verify the OrigParty digital signatures, the DigitalSignature, of each is



2(),‘ encrypted items 314 and 316 to formthe Digital Signature[ferr] 312. The

ConmpParty's PrivateKey and ID are provided by the ConpParty with the
user interface 152. After thg Digital Signature[err] 320 and
the Digital Signature[err] 312 are generate t he ANProgram conpi | er
162 append
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 conput¢@. result, which aborts the class loading procedure and generates an appropriate
message.

However, if the integrity of each of the ANPrograms is verified, then the
ANProgram integrity verifier 126 sends back é passed result to the class loader 136.
- 15 Inresponse, the class loader invokes the ANProgram executer or ASProgram
executer to execute the called method, as appropriate. '

In view of the foregoing, the ExecuterParty is assured that only those untrusted
object classes in the untrusted repository 142 that have integrity verifiable
20 - ANPrograms and ASPrograms whose digital signatures can be verified will be loaded
and have thei.r programs executed.

Alternative Embodiments

25 Some of the features of the invention described above are optional. Thus,
those skilled in the art will recognize that alternative embodiments exist that don't
include these features.

_ For example, the ANProgram compiler has been described as generating both

30  a DigitalSignature., and a DigitalSignature respectively for the CompParty and the
ANProgram compiler. However, the ANProgram compiler'could be constructed
simply to generate only one of these digital signatures for enabling verification of the
either the compiler used to compile the ASProgram or the compiling party.
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conmuni cat i ons marfager-to ecel
unt rust ed cdnquktbecbaskucteﬂcteireqmye vétificstiontaf ably gﬁ‘erdfﬁzh&e:dlgdat signatures and

ae b " QRlnally Sett g dihes difitalsighallits i AS TP Deind saiacAohdeSriam
code), ®r ifyurfidmere, thefgh Aﬁ&rﬁ%x@@&l@%oﬁi&%céﬁ@?udt@& ko' dRD thBStéPor 99@mg .

300 as wel |l as ot her ANPrograns Progra
shows a t ypghe integtityeafithe|ANRBrogpami coreaspondingcte eachhASReognaey, dvased on the

i nvention. The o ass may. i ncl.ude, on SPr oqr a 402 and/ or
oneor 95" akaimptaRhat i goriBling Bary3s i ind Bid) 157 Ay fing Somibiing
For each A bBrify the intddifty of EhoRANPOgGramtha el onisitisahttSa ASP
correspond%@?dentnﬁl :r":éjn%r?yve ASPr ogram | D) n?llz thatal ndi Crg gasm

that it is Paeriespedgrming thecompilation; ve prograr‘r) that is not in the
ANLan ge and a corresponding pointer (Ptr) 414 to the native program
Sim | gﬂf for each ANProgram the virtual function table contains a

corr espondl ng i (WhenftheEx&ﬁuterPéWiWeaﬁhg%ﬂﬂﬂiﬁemthdm that it
poi nter 418 to the A BAQ] 8105 obj ect 420 of this object class
"ncl udes  amcbilcent daaNFrogram 200 sithe SarabPaey sisesvar computer 3440 hed

_tTEgS the %h%ﬂtlﬁtdm ASPRGaf 30 ffthig'é8s& e Basdbsatr F3620ude W th

constructed to not call the signature verifier to verify the DigtialSignature; in the
- 15 ANProgram. Rather, the ExecuterParty can simply compare the DigtialSignature in

the local copy of the ANProgram with the DigtialSignature,, in the compiled
ASProgram. Additionally, the class loader could be constructed to not call the
ANProgram integrity verifier 126 to verify the integrity of the ANProgram
corresponding to a called ASProgram since the integrity of the ANProgram would

20  have been checked during the preparation for compiling procedure prior to being sent
to the compiling server computer. Alternatively, the ANProgram compiling preparer
128 could be constructed to not call the ANProgram integrity verifier during the
preparation for compiling procedure since its integrity would be checked both by the
compiler and when the class loader calls the ANProgram integrity verifier prior to

25  execution of the corresponding ASProgram.

While. the present invention has been described with reference to a few specific
embodiments, the description is illustrative of the invention and is not to be construed
as limiting the invention. Various modifications may occur to those skilled in the art

30  without departing from the true spirit and scope of the invention as defined by the
appended claims.



- - ASPr ogram 300 that was received fromthe server conputer 104
as one of the ASPrograns 402 in the object class. When
the OrigParty wishes to distribute to varjpus ExecuteParties an object 5
and object class that includes the ASPr 63’02'm 300 and ANProgram then the
OigParty issues a command with the us.ﬁ):\ ,"Et rface 112 to instruct the

net wor k communi cati ons manager t P nsmt these itens to the client
conput er 102 of the Execut eParties. The network communi cati ons

manager does t hi s pysyHebsie Repdesdritation of Methedrof Preparinguatchitectfect cl ass

repository 142 in which they a@@ﬂ&%@%ﬁfﬁﬁ%&mbﬂﬁ?m themto the
: a

net wor Kk comruni cations interfa appropr transm ssi on
instréctions. Alternately, the network conmuni cati ons nanager of the

Ori gParty praiedure: Prégaieciod Compiling (AMdPtogrant cades OrigParty’ sXsivatelfey, apdf or a
copy of a speciéh&g 5365 cl ass 4. 00. 15

Execution of Ar B! Neut r al Prograns and

Architecture Sfecific Programs in an Object C ass . The

net wor k conmunierify antegrityt of ANPrograf with tANProgramtintegnipuvesifier02 recei ves 20

t he tLqmsmtteqf%a%saﬁd obj ect class and instructs the network

conmuhni cati ons rEna er 160 thz%t.ltélis as_occuryed. In response, the
Execut eParty issues {abort and generate tailed result message }

Generate MD,, = HashFunctiong, (ANProgram code)
Generate DigitalSignature,, = Encrypt (MDg, + HashFunctiong, ID, OrigParty’s
PrivateKey) + ClearText (OrigParty's ID) :
15 Append DigitalSignature,, to ANProgram code
Generate message that ANProgram is prepared for compiling
Return

}

20



command with the user interface 112 to instruct the network conmuni cati ons
manager to retrieve the received object and obj ect class fromthe network
comruni cations interface. The network cor‘rgllml cations nmanager then stores
t he 25 recei ved object and object class®in the untrusted object class

repository 142. The untr.ﬂﬁ{_? obj ect cl ass repository 142 of
each client conputer 102 contains 8bj ects and their associated .
obj ect classes that are not trusted. These object - cl asses are not

trusted because pERsuldEsEE séntatiomof Méﬂ'lddaufaCOMpllmANE’dognam ando

integrity verified and any ASProg 'nﬁ/ § f have not had their
source verified nor have been ver ed aS e| ng conpiled fromthe
proper5ANPr ogram The trusted object class repository 140 of

each cli enpmméecomé@wmgmm Compé‘lartqtstlf) ASBLangeiagetd, CompPagtyises

t hat t t I
2 are rus eggvge a y@%@?ﬂer’% |E'3§ﬁ Rﬂéﬁlﬁgﬁ%?}(ﬁgzle al ready had their

-15 - ogr ans t ey |

integrity verif{ed by the ANProgram int (grlty verifier 136 and any
ASPr ogr ans t hey Retrigve Ongaaety'lsdaubtheyfrom:twte ke tepasitory usingtGlearksxt | n
fact, qgome or all theg alSl hgmrérusted . object cl ass
reposi ory 140 pee

cl asses are tru&eéﬂlpgg dﬂerblpﬁﬁ %"I peg'@ﬁ@ﬁ'%ﬁﬁsﬁ@rﬁ'ﬁ:ﬁﬁ% egrl
checks on the Publitiéelyg) i n t hese obj ect cl asses. 's

desirabl e to hayRmipatebi &&MD;),28FlabhRindtionip(ANPrograhvgeseAinggr ans but

HashFunction,, identified by decrypted HashFunctiong, ID

15 Compare decrypted MD,, and TestMD,

| If decrypted MD,, # TestMDg,

{
I* DigitalSignature, of OrigParty not verified */
Generate failed result message

20 }

Else

{
I* DigitalSignature, of OrigParty has been verified */
Verify integrity of ANProgram with ANProgram integrity verifier -

25 If failed result
{
abort and generate failed result message
}
Else
30 : {

I* ANProgram has been verified */
Compile ANProgram code into ASLanguage identified by
ASLanguage ID to generate ASProgram code
Generate MD. = HashFunction.g (ASProgram code +
35 DigitalSignature;)
Generate DigitalSignature. = Encrypt (MD + HashFunctionc ID,
ANProgrom Compiler’s PrivateKey) + ClearText
ANProgram Compiler's ID
Generate MD, = HashFunction., (ASProgram code +
40 DigitalSignature, + DigitalSignature)
Generate DigitalSignature., = Encrypt (MD,, + HashFunction.,
ID, CompParty’s PrivateKey) + ClearText CompParty’s ID



e

may al so include ASPrograns so that- essentially all legitimte tasks can be
10 performed with the object class, as suggested earlier. Therefore, the
ANPr ogr am executer 122 is capable qfpexecuting integrity verifiable
ANPr ograns and cal ling the ASProgram executer to execute integrity
non-verifiabl e ASProgranms ¢ladrafd SndiRetii File or ?%écticanfa'ihih ed obj ect
classes in the trusted object c S reposltory , or (2) That are in
untrusted object classes in th lﬁéfqgfgﬁbéogﬁj ect class repository 142 and
have 15 verifiable Digital S digitalSigratuies-Di gi t al Si gnature[err] and
Digital Signature[err] informat ipgpggram Codéhat essentially all legitimte
tasks can be perforned. In this%j]g% .ASPrg%r’ & of untrusted object
cl asses? that don't have Digital m@ @c’%’?%tt’ % Digital Signature[err] and

Di gi tal Signature[err] infornatiRigitalSignaiveesdi gi t al si gnatures cannot be
verified are pr event/edASPrsgra has buen compiledairidgéneratedii*ns a
pseudocode representation }of the 20 execution procedure used by the

ANPr ogr am execut er. Referring to Figs. 1-4 and Table 3, at
the client computer $02 of an ExecuteParty (e.g., the OigParty or
anot heyg party), jthe ANProgram executer 124 may be executing an
ANProgram that seeks to call a nmethod in a specified object class. 25 The
method call is initially handled by the object class | oader 136, which

det erm nes whet her or not the object class has al ready been | oaded.

I f the object class has al ready been | oaded into the ExecuteParty's
user address space 138, then the ANPr ogr am executer 122 executes the
called method if the called nmethod is an ANPr ogram and t he ASProgram.
executer 124 executes the called nmethod if the 30 called nmethod is an
ASPr ogr am However, if the object class has not yet been

| oaded into the ExecuteParty's address space 138, then the object

cl ass | oader 136 | oads the object class into the ExecuterParty's
address space and determ nes whether or not execution of the called



-16 - method is to be allowed. For instance, if the object class was

| oaded fromthe trusted obj ect class repository 140, then execution
of the called nethod is permtted and the Execut'e procedure is
cal l ed. The Execute procedure (see Tabl e'%? “calls the ANPr ogr am

executer if the called nmethod is an ANwlég%and otherw se calls the 5
ASProgram executer 124 to execute the c t hod.

However, if the object class was | oaded fromthe untrusted object class
rgpositt;)ry 142, élhte cl 355 L‘d&gf _tgé Fié’,ﬁb_ egémm'iaﬁ%fmhogge&ebeﬁx@Aspr of the .
obj ec o] etermne If i S any rograns.
does so by determning if 10 t%@&degﬁ‘{;e%ﬁyg_g@gﬁogram IDs in the virtual
functign table of the object. If there are no ASPrograns in

the obj ect ppl@asfire! ERBchR(OBj@GEIAsH Rrogrkdl) cal | s t he ANProgram
integrity I\?EArkfler 136 ttc?e(verjify the integrity of the ANProgranms in the

object class.1This is done in the same nanner and for the same purpose as
was 15  descHithedProgram is awverifialleiRrpgraiNt he integrity of the ANProgram 200

(in the section {Executd pmgaming)mé Bytegode IntePpreterdm) . Thus, if the
integr'bty of of the ANPrograns Is not verified, then the

ANPr ogFam i nt ty verifier passes back tﬂ éhe cl ass I(g@de[J a failed
result and the cl{&xecutaBeagramyysiag the cempied PRGN CXEHE LI e and

generates an } ~appropriate nessage indicating this. But, if the
ANProgramintegrity verifier sends 20 back a passed result indicating

cl 255 | 0ad BroGHPoSIRRAARY PIBRCIRRS, EIPFB M het hod. 11
there18re any{ASPrograns in the object class, then the class |oader 136
calls If Object Class has already been loaded into ExecuterParty’s address space
{ .
Call Execute (ObjectClass, Program)
Return: . '
20 Yo

/* The Object Class has not been loaded */
Load Object Class into ExecuterParty’s address space
If Object Class was loaded from Trusted Object Class Repository

25 {
Call Execute (ObjectClass, Program)
Return
}
30 /* Object Class was loaded from Untrusted Object Class Repository */

If Object Class does not contain any ASPrograms designated as
native_ASPrograms in Object Header of Object
( .
Verify integrity of all ANPrograms of Object Class with ANProgram integrity
35 verifier
If failed result

{

Abort with appropriate failed result message
}
40 Else
/* Integrity of all ANPrograms of Object Class have been verified */
{ Call Execute (ObjectClass, Program) }



the signature verifier 132 to verify the conpiler signature

Digital Signature[err] and the 25 ConpParty signature

Digital Signature[err]. If any of the ASPr%Prams does not include a
Digital Signature[err] and a Digital Signattifé[err], the integrity of the

ASProgram s source cannot be verified and therefore the signature
verifier sends HBeWro the ANPr ogram executer a failed result. In
response, the cljss | oader aborts the object class |oading procedur e

and generates an appropriate nmessage that this has occurred. 30

Further, if all _of ASPr ogr ans. i | ; | WEPRgrams in
Di gital Si gnat)ﬁrgg’lﬁcﬁ?ﬁ%ﬁjdﬁe 'i'ft?éﬂ* ?g@g%ﬁegésr@hg%ﬁegﬁ%%ﬁr}ﬁ‘t oS ot t he
ConpPagty and t h©bject Heademof Qhjeets’ i ndi cated in these two digital
signatures, f"‘{f%n"}'mfdﬁi‘am dded hét dortain dlBigitalSignaiuseg andya DigitalSignatwie.
trusted Conpi eIrD{Partles and trusted Conpilers. If any of the

-17- ASPkograns in the object class wer onpi | ed iy or
a Conpiler not /* ompllnsﬁtmadami.QQ@IE%P?W%@%E’F@PH%F%@W%@’
Parties and truspefsterappropriateimessage cl ass | oadi ng procedure is
abortia, and exesléi@,ﬁn of the called nethod is thereby bl ocked.
~SimlaFly, if th anguage identified in any of the ASPrograns does not

5 match the ASkanguage used by the ASProgram Executer 124, the class

-l oadi ng procedure i s aborted. However, if all of the
ASPrograns in bp‘éa?ﬁjA roGkshIn Ghid@datigs: a Digital Signature[err]
andaDigitalglgna r%‘%r, e g & ljtu Ildentifie - r Conpi | er
for all the ASPr 6gr§?§ apig tl(li%é}{ 9 %&Vgﬁ?ﬁy ﬂ&%@i@%ﬁ%@?‘g and the
. ASLanggage used by ASLangoagerisedriynASPsogras uged by t he ASProgram

Executer, If identity of CompParty for any ASProgram is not a known, trusted, Compiling
Party, or the identity of Compiler is not a known, trusted Compiler, or the
identified ASLanguage is not one used by the ASProgram Executer
{ .

20 Generate appropriate message
Return

}

For each ASProgram in Object Class:

25 {

Retrieve CompParty’s PublicKey from trusted key repository using ClearText
CompParty’s ID in DigitalSignaturec,

Decrypt (MDg; + HashFunction, ID in DigitalSignaturec,, CompParty’s
PublicKey) _

30 Generate TestMD,, = HashFunction., (ASProgram code + DigitalSignaturee
+ DigitalSignature, in ASProgram) using HashFunction,, identified by
decrypted HashFunctiong, ID '

Compare decrypted MD, and TestMD,
}
35 = Ifdecrypted MD, * TestMD,, for any ASProgram
{ .
/* DigitalSignature, for every ASProgram has not been verified */
Generate appropriate failed result message
Return -
40 . }

/* DigitalSignature, for évery ASProgram has been verified*/



then the signature verifier verifies these signatures in a simlar manner
as’ was described earlier for verifying the Digital Signatureferr] (in
t he section discussing conpi | i ng thg ANProgram 200). However, in
this case, the Conpiler's and 15 ConpParfy's public keys are retrleved

fromthe trust ?% respectively used to decrypt
the MJerr] an éjﬁgﬁéﬁa%régﬁﬁe%ﬁsﬁe Di gital Signature[err]

-and the M) err] he HashFunction[err] IDin the Digital Signature[err].
Furt hernore, the Retrieve Awatognms\sﬁgmpdelgsaﬁ’ubhqmgsfm{wapddqw reposik@yaising

~corresponding to theogh g rd:om ||ersI[§‘i‘rP|D 19]1aﬁ.fr8 generat ed by
-conputi g hash cqges o . PA %@%@ag\ gP% | us the
D gi taI i gnatur e[ F¢ p 'QPP 'Y HYtter % pl us

t he Di gi tal Si deeq EubIICK@y) t he Test M) err], according

respectively to tGenéké TestMDQE] I9ashF@idtion, (ASPr hFu@aé»cm algignature

1f the Digith %PSnSf\E% kﬁ%@ﬁ%?%hﬁﬁéﬁgﬂgﬁg@ﬂéq E@%FEW?%”‘ i

verified (i.e., Nep@pare deeiypted B¢ and/ or M{err] [err]

Test MDjgerr]) for Jevery ASProgram then the signature verifier 136
sends back to a In response, the class
| oader l?ggcﬁ?ﬁl\/‘% gg?sf“géa?%‘g a}rgggjrﬁée and generates an
appropriate nessage that this has occurr ed. 30 However, if
the Digital Si gnat/ﬁn&@n&alS]grmharecﬁm' &eg'yrﬁesmogmun@taecﬂcme hastriotbeeint i ed
(i.e., I\/D[err] Te sividedr ¥ and MY err] TestM)err]) for every

he |
(SPOBE™, 1T Senecte PR IR Hegpen 0 oo | St onature

(Digital Si gnature?eﬁuﬂ}) for the ANProgranms from which the ASPrograns were
conpiled. To veri¥y the OrigParty digital signatures, the
Digital Signature[err] of each is .

I* DigitalSignature, for every ASProgram in Object Class has been verified */
20 - For each ANProgram from which an ASProgram in Object Class was compiled:
( _
Retrieve OrigParty’s PublicKey from trusted key repository using ClearText
OrigParty’s ID in DigitalSignature,
Decrypt (MD,; + HashFunction,, ID in DigitalSignature,,, OrigParty’s
25 PublicKey)
' Generate TestMD,, = HashFunction,, (ANProgram code) using
HashFunction,,, identified by decrypted HashFunction, ID
Compare decrypted MD,,; and TestMD,
}
30 If decrypted MD, # TestMD,, for any ANProgram
{ .
* DigitalSignature,, for every ANProgram from which an ASProgram in
Object Class was compiled not verified */
Generate failed result message
35 Return

}

I* The DigitalSignature,, in every ASProgram in Object Class is verified */
Verify integrity of ANPrograms in Object class and ANPrograms from which

40 ASPrograms in Object Class were compiled with ANProgram integrity verifier
If failed resuit

{



-18 - verified in the same manner as was di scussed earlier in the
secti on concerning . conpi lation of the ANProgram 200.

If the Digital Signature[err] of each of thg_ANPrograns-from which the 5
ASPrograns were conpiled is verified, then the class |oader calls the

ANPr ogram | ey 1 rify the integrity of every
ANProgramin the%j%g&(s:tlte f%"%@ééggéﬁﬁ?ﬁ%déa ANPr ograns from which the
ASPr ogr ans wer e B@FHJPI ed. This is done in the sane manner as was

- described earlie}. If the integrity of any of these ANPrograns is not
- verified, then the ANProgramintegrity verifier sends back to the cl ass

| oader _a faill 0 . resuyl whi ch the C Igﬁﬁg’ nd
~ generaPes an ESB%%WQ? @HANP"QQH%’ﬁiggbtjéd C%s,éﬁéalll\ anvrg% L?“{rﬁceha

integrity of eacASHrogramaiPObjsclGlasswere compiled hayg haga ver ied ANPr ogr am
cintegrity ver ddi¥xeblte {ObetCIask, Programyd result to the class |oader 136.

115 I'n respon?e, the cl ass | oader invokes the ANProgram executer or

* ASPr ogr am executer to execute the called nmethod, as appropriate.
In view of the foregoing, the ExecuterParty is assured that only those
untrusted . object classes in the untrusted repository 142 that have
integrity verifiable 20 ANPr ogr ans and ASPr ograns whose digital
signatures can be verified will be |oaded and have their prograns
execut ed. ' Al ternative Enbodi nents
25 Sone of the features of the invention described above are

optional. Thus,



t hose tmllllmmlnu llﬂ, t will recognize that al {e~hatve—eThUWIIENLS exggtl
that d e these features. REPL%FDexarJII t he

C,

ANPr ogram corrpl I"er *had been described as. geuer atfi q)etggrg _______ to paged ... 7w
Digital Signature[err] and a Digital Signatur e[ err ({’gﬁ— e paged .Sé..
ConmpPar t y \iAT IS CLAIMEDRMSY ogr am conpi | er. gggm..qameue.r..—"...
coul d be constructed . sinply to generate onl dﬂ'l'gltz, phged ...
signatures for enabling verification of the W@F th onpLl er uced :

to corrpllethe conpiling party.*™
-19 - &%"W'W'&ﬁﬂe program execut er has been described as

requiring veri fafﬁégr@r’n imtegrity verifiGoihat eefifies thalt Bragrams wfittem jn andrehitecture
Digital Si gnat urelerr However, the program execgut er coul d be

const r@ct eeuteal langyage satisfy prade 'Gﬁdcﬁro ran) inggntyrCriteide di gital signatur es
and OPt | 2 Aflitar sifiahird vehfieP i el i dipitalGibHatirdd of Bfigitatihg ! am

being verified I ude herm)re e program exec er coul d be
const r uct eparties ©f ippogramssthap ard comtairfed inghe programsle integrity of the

ANP ' . ASPr o d . ti
o o R AR S35 Dot RIS e e ot SRHRE) |,
barty to Veri fyaitdd\bBREL biiod toRsuitory e SR8 thiskid bBjceoetlisses; 1 Nto an

ASPr ogr am prior to per?or m ng t!ﬁ conpi | ati on. When
t he EX@cut er Par sayd|czbje¢teclassegF@dwyncmdm@tdeas@rmptqgram@gch psegram

e “EilnpfiBa 4 b RiRostel it o BB e r 0 AR el

136 coul d b@grams wnﬁé?ﬂﬁ\tthéféréﬁitédtumﬁelﬁidﬂlaﬁd&g avh(BY srchitecture spécific
verify the Dgtial Srt%nture[err] in the 15 gram  Rather, the

Execut er Paprograms wWitigs ip anarahitecture spegifi péarmwwhefe integrity cannot be
verified by the integrity verifier;

16 an architecture specific program executer;
an architecture neutral program executer;
a usér address space; and
a class loader that loads a specified one of said object classes into the user
address space for execution when execution of any program in the one object class is
20 requested, said class loader including program security logic for preventing the
loading of any requested object class, other than object classes in said trusted object
class repository, that includes at least one architecture specific program unless every
architecture specific program in the requested object class includes a digital signature
and said digital signature is successfully verified by said digital signature verifier.

25
2. The computer of claim 1, said class loader includes verifier logic for invoking
said program integrity verifier to verify the integrity of every architecture neutral
program in the requested object class when the requested object class is not stored in
said trusted object class repository and includes at least one architecture neutral

30 program; '

said program security logic further preventing the loading of said any requested
object class other than object classes in said trusted object class repository when the
requested object class includes at least one architecture neutral program whose
~ integrity is not verified by said program integrity verifier.
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t he | ocal copy of the ANProgramwi th the Digtial Sign in_the
conpil ed ASProgram Additionally, the class |o mﬂﬁ E "ﬂ u”“l
constructed to not call the ANPr ogrggm i ntegri t R n

verify the integrity of the ANProgram corresponding to a called
ASPr ogr am,si nce-t he | rietas:of« t he ANProgram woul d 20 have been checked
during th 'pregré}eaﬁrhﬁaﬁrdf@oér@i“’i ng procedure prior to being sent to

the conpiling safzcg@aiafl bi signamre@rssegiamd w,ithtdmel ml id @rehitecturpispesific

pr epar er _ 8 co e constructed, t ANP ., nt it
Do <1 aworags Rekihg o SoaSR b HSRIRS  B AERIOE B 12 1Y
Integrity %&;ﬂg& ‘%Hclﬁeirfeg Q)‘néé&%ge,d gestGTRé bfdhiretirehpecificcprobrst

i
| oader cal rogramintegrity verifrer prior to 25 execution of
the cd r egemedated USBRY agnessage digest function whaneinesaidhengryptechmessagatiasn has

been described wth reference.to a few.specifi . ' s L the.
descri pt | d¢anengrypted.uging a FBT"#?}@"FW\P&'RB%&M ag%acp&e%wﬁﬂ%%?%@@hﬁgg P@Eﬂg
as |imtinghAgpgnvention. Various nodifications may occur to those skilled
in the art 3 W t hout departing fromthe true spirit and scope of the

i nvention as defaithdigital signature verifigpinshiding lagi¢ far processing a specified digital
-20

" Pseudoc odés'%%}"éesg% Pgﬁ'ﬂlﬁgoq p%lf%lé%y 8?5%'%% g rW'FlhgthEr %}ﬁbﬁgi&auryeldentlﬂed by said
Neut rey Preigniiagpaply i§entifidr] dacrypting the eRcyptatlmessaye phsaid digitaleignature
(ANProgram code, OigParty's Pri vateKeg, and . \
with said public key so as generate a decrypted message digest, generating a test
message digest by executing said message digest function on the architecture
specific program associated with said digital signature, comparing said test message
digest with said decrypted message digest, and issuing a failure signal if said

16  decrypted message digest and test message digest do not match.

4, The computer of claim 1,
said program security logic further for preventing the loading of any requested
object class, other than object classes in said frusted object class repository, that
20 includes at least one architecture specific program unless every architecture specific
program in the requested object class includes two digital signatures and said digital
signatures are both successfully verified by said digital signature verifier;
each said digital signature associated with one of said architecture specific
programs including a signing party identifier and an encrypted message, said
25  encrypted message including a message generated by a predefined procedure,
wherein said encrypted message has been encrypted using a private encryption key
associated with said identified signing party;
said digital signature verifier including logic for processing a specified digital
signature by obtaining a public key associated with the signing party identified by said
30 signing party identifier, decrypting the encrypted message of said digital signature
with said public key so as generate a decrypted message, generating a test message
by executing said predefined proceduré on the architecture specific program
associated with said digital signature, comparing said test message with said.
decrypted message, and issuing a failure signal if said decrypted message digest and
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Part Verify integrity of ANProgram

vmth ANE!IH ﬂll“lﬂmw‘u" verrfrer 10 If failed result
{abort ed result nessagebg. Generate M) err] =

HashFunct'i on[ err] (As\NPr ogram code) Gener ate

Digital Si HashF ti | D,
OrrglgP:rtlygisé%rt Hees[sgbé]dlge@?ﬂ%{tr&l vé?hﬁley; + Sél e;p'cl'e;(?nggir]gParty' s ID 15

Append Di gi t al Ssgidairogegnaisetutity légierprgventingidading of the request@druhjmte:lass,_
?e 53896 ' ha 'H"Fr)r O%Bjer& cl%sgcras? Bmaééelg t;uosrtecf og}éck clgags repository, urggss every

TABLE 2 f g
ANPT g1 am & architecture specific Programtfh !ﬁ%@éﬁﬁ&@feﬂ%ﬁj@c@laé@ﬁ@?&ﬁéﬁ; ﬁAi‘ggrﬂgdrlrag -

Proced&r e: srgoawreéo(wmmdgeargnm@ppmnsga rember afadinsfgrgup Of m@tqﬂaaattresS

Rot 1 eve. cnaidsE 8 sepond dikytel Binefid oL WHEL e Sloning septy s @e%rbeearof&t

second group of trusted parties.

5. The computer of claim 1,

10 said program security logic preventing loading of the requested object class,
other than object classes in said trusted object class repository, unless every
architecture specific program in the requested object class includes a message digest
for an associated architecture neutral program, and said message digest matches a
test message digest generated by said program security logic by performing a

156  predefined message digest procedure on said associated architecture neutral

' program. |

6. A method of operating a computer system, comprising the steps of:
storing'untrusted object classes in an untrusted object class repository;

20 storing trusted 'object classes in a trusted object class repository;

said object classes each including at least one program, each program
comprising a program selected from the group consisting of (A) architecture neutral
programs written in an architecture neutral language and (B) architecture specific
programs written in an architecture specific language;

25 when execution of any program in the one object class is requested, loading
the requested object class into a user address space for execution unless loading of
the requested object class is prevented by a security violation, including preventing
the loading of any requested object class, other than object classes in said trusted
object class repository, that includes at least one architecture specific program unless

30 every architecture specific program in the requested object class includes a digital
signature and said digital signature is successfully verified by said digital signature
verifier.

Mléim 6, said object class loading step including (A) verifying the
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Decrypt (I\/Dlllllllllmlllm m%ﬂllr znl[rl:a)rlr]n :I)ng: rra:)rSIgrg?th grSL:{ lrj]r elerr],

| i cKeyag - Gener ate
TestI\/D[err] = HashFunctron[err] (ANProgram code) using

CH:;‘rSrE Z‘rJgC é;@[ﬂ%{% hf kg@ﬁ rf;hﬁ%%ﬁéﬁewgﬁﬁgrdﬁﬁ*‘m%ﬂ{ﬂ 6%ebﬂ:lé§s gthB[the

[err] Testreuested object class is not stored in{said trusted object class repository and

ge%; glt g' ?ﬁ%@éﬁﬁgﬁqt%%g E&é@,.‘fe rrrlgttrtrélleprogram }and (B) and preventing the loading
{ of the requested/cbjédt@idsy, §hl¥%%ttl=lé?é@ué§teefob ot efRavstiy |ﬁ1§§|dt1ﬁ@§ted
verified * Ver i f |ntegt;|t ANPr ogram wi t

ANPr og® am ¢breefgelas§/ repasitons wien the requested object class ngludes atde@sttone

E se 30 architecture neutral prog?érﬂ{v&hc?s'giingeedrﬁy?stﬁo \?érifgg resul }*niilli?ggr am has
been verified */ ' Conpi | e ANProgram code into
ASLanguage identified:- _ ASLanguage ID to
generate ASPr ogTB@rf@th@d of claim 6, ~ Cenerate MDerr] =

HashFuncti on[ er r + . . . . .
Di gi tal Si gnat urée% ﬁe figit& Bigrthirs"askdciated with one of said architecture specific

QNI% it Si gnmgmm& ehncrlﬂ;dmg@srgmbtg psarg identifier divd b enctypted enedsalge, said
+
rogrom o d Se : Igvealtn(?: uc¥ r)rg a mesesaage é’ igest of th itgctun C program
ANPr ogr am P rTHep$R earehitacturergnadi
HashFunct i ?
asl gq:éli e e%deér a‘%%bgl : E;e’ét ﬂﬂ'rctr Iﬁrern said encrypted message has

Digital Si |gnature err
. been encrypted using a private encryption key assocrated with said identified signing
party; and _
16 said object class loading step including processing a specified digital signature

by obtaining a public key associated with the signing party identified by said signing
party identifier, decrypting the encrypted message of said digital signature with said
public key so as generate a decrypted message digest, generating a test message
digest by executing said message digest function on the architecture specific program

20  associated with said digital signature, comparing said test message digest with said
decrypted message digest, and issuing a failure signal if said decrypted message
digest and test message digest do not match.

9. The method of claim 6,

25 - object class loading step including preventing the loading of any reques'red
object class, other than object classes in said trusted object class repository, that
includes at least one architecture specific program unless every architecture specific
program in the requested object class includes two digital signatures and said digital

. signatures are both successfully verified by said digital signature verifier;

30 each said digital signature associated with one of said architecture specific
programs including a signing party identifier and an encrypted message, said
encrypted message including a message generated by a predefined procedure,
wherein said encrypted message has been encrypted using a private encryption key
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Gener at ¢ rr] = Encrypt (MYerr] + HashFunction[err]
o oo NIIRHAIN o oot comeart < 1 @

nerate and Retgqn File or Object containing:

ANPr ogram Oode Digital Signature[err],
ASProgram Code gait object class loading step iRtifid !ﬁbﬁaéélH & édlfe@d ital signature
Di gi tal Si gnat ureF’errJ? class loading step ? hg Pro ramghas been c'grrp g and

gener at ed by/obtaining a public key as3ogiatedwith the S|gn|ng party identified by said SIgnlng
-23 -

PseudocodPaRY 6d@gtg"lre{,ade%ptg?g the: %q{ygt'edé;ggﬁﬁge]af d4id Id?gltq’al signature with said

public key so as generate a decrypted message, generating a test message by
5 executing said predefined procedure on the architecture specific program associated
| with said digital signature, comparing said test message with said decrypted
message, and issuing a failure signal if said decrypted message digest and test
message digest do not match. .
said object class loading step further including preventing loading of the
10  requested object class, other than object classes in said trusted object class
repository, unless every architecture specific program in the requested object class
includes a first digital signature for which the signing party is a member of a first group
of trusted parties, and includes a second digital signature for which the signing party
is a member of a second group of trusted parties.
15 o
10. The method of claim 6,
said object class loading step including preventing loading of the requested
object class, other than object classes in said trusted object class repository, unless
every architecture specific program in the requested object class includes a message
- 20  digest for an associated architecture neutral program, and said message digest
matches a test message digest generated by said program securlty logic by
performmg a predefined message digest procedure on said associated archltecture
neutral program.

25 11. A memory for storing data programs being executed on a data processing

system, said memory comprising:

a program integrity verifier that verifies that programs written in an architecture
neutral language satisfy predefined program integrity criteria;

a digital signature verifier that verifies the digital signatures of originating

"30 parties of programs that are contained in the programs; .
~ an untrusted object class repository that stores untrusted object classes;

a trusted object class repository that stores trusted object classes;

said object classes each including at least one program, each program
comprising a program selected from the group consisting of (A) architecture neutral
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Architectur Procedure: Execute (Qbjectd ass,
Pr ograrr) j lmmlll Inlmlliﬂmgf the Programis a verifiable program
{ Execute: Pr ogram usimg € yt ecode | ntegpreter } 10 El se

{ Execute Program using the conpiled pr ogram execut er

E;gczldlrjtra:dp rgbeen I oa(?G1 gﬂjl ?a@ecu artf){/nas@(?gre eas%d ng) archtécté Eﬁécﬁ; as{s

Cal | Execupreg('aih;smtttérassan ﬁ’mh@teatmre speciﬁc language Wsose mté@‘lty cannotbe /*
The Obj ect @ nge een .}.oaded */ Load Object Class into
Execut er P28 yaegﬁ% If Object Cass was | oaded from

Trusted Coject &4 apchifgenss! stﬁébif'c?p':rogram executer'{ | Cal | Execute
(Obj ectd ass, Progra } 30 /*
bj ectd5Cl ass wedn R turedreutral pmgrem e}@m&er andss Repository */

it vesobr oy av8 SRS BRal B b b 43T B8 AR Gt o a user
Verify i ntaddreby sphcéfor éXddiution arerpréxédutiontof drssrogtdr ir\tihy 666 dbjddtichisiis Y

requested, said class loader including program security instructions for preventing the
loading of any requested object class, other than object classes in said trusted object

10 - class repository, that includes at least one architecture specific program unless every
architecture specific program in the requested object class includes a digital signature
and said digital signature is successfully verified by said dig'ital signature verifier.

12. The memory of claim 11, said class loader includes verifier instructions for

15  invoking said program integrity verifier to verify the integrity of every architecture
neutral program in the requested object class when the requested object class is not
stored in said trusted object class repository and includes at least one architecture
neutral program;

said program security instructions further preventing the loading of said any

20 requested object class other than object classes in said trusted object class répository
when the requested object class includes at least one architecture neutral program
whose integrity is not verified by said program integrity verifier.
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35 _ verifier If fail ed@% S BEEN

{ Abort with approprl ate fail ed “EE&% _

} 40 El se 1% 330t egri L. of NReograns  of
bj ect C ass have been verified */ { Call Execute

(Cbj ectd ass, Program }

-24 - Ret urn ABSTRACT OF TPE DlSCLOSUR';* hj ect C ass does
contai n ASPrograns desi gnated as nativeASPrograns in 5 bj ect
Header of

Di git al Si g%&‘%ﬁ‘b{‘g’ﬂysﬁm irépltﬁgqlﬁf g%%réﬁgrpg g.ta}gx;ﬁ) ?%xggltlte(s;%etn‘?aBle?architecture
/* Conpi | i pgykal f)bb gtafhs@HPa 'cfh"ss%a&é(ﬁthﬁt Wlﬂﬁﬁﬁl@léaﬂihgtarhﬁeilﬁu%h&ﬁ *1

Gener at e approprl ate nessage Ret urn For each
ASPr ogrbam m@n&!@rd'tablapmams unless (A) the non-ywrifiable peograsresidesdn adsustedr t v

? nd Conpi | erpgsifiory%? Sugﬁ 'B?og]rgms or (B) the non-vemﬁg%mﬂﬁqﬂdwctﬁyilérﬂgb?@
by way of a digital signature on the non-verifiable program that proves the program

was produced by a trusted source. In the preferred embodiment, verifiable
architecture neutral programs are Java bytecode programs whose integrity is verified

10  using a Java bytecode program verifier. The non-verifiable programs are generally
architecture specific compiled programs generated with the assistance of a compiler.
Each architecture specific program typically includes two signatures, including one by
the compiling party and one by the compiler. Each digital signature includes a signing
party identifier and an encrypted message. The éncrypted message includes a

15  message generated by a predefined procedure, and is encrypted using a private
encryption key associated with the signing party. A digital signature verifier used by
the class loader includes logic for processing each digital signature by obtaining a
public key associated with the signing party, decrypting the encrypted message of the
digital signature with that public key so as generate a decrypted message, generating

20 atest message by executing the predefined procedure on the architecture specific
program associated with the digital signature, comparing the test message with the
decrypted message, and issuing a failure signal if the decrypted message digest and
test message digest do not match.
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If |dent|ty of ConpParty for any ASProgrami s j =TI e tled,
Corrplllng Party, or the identity| T m §H AP i dt a known
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HashFunction[err] J0Qi gnat yr , : .
Publ i cKey) 30 ne ﬁi e Testlé E{I ra %‘hr‘!l onferr] 122
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Test M) err] } /35 | f T
for any ASProgram mﬁr&%ﬁﬁ% @H@L = %
for every ASProgram iSignature Generator  Gener a't~e|30
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Dipgi tgl Si gnature[efr ¢ Signature VI 'I'Gé ified*/ \132
CompFrom Info. Verifier ~~134
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Network Com. Trusted Obj. Class Rep. ~~140
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repgsitory using

-25 - For each ASProgramin Qojf
Retrieve ANProgram Conpiler's PublicKey frq
d ear TextAMRPoggamm Conpiler's IDin Digit
Decrypt (MD[200] + HashFunction[err] IDin
Conpi | er' s Publi cKey CeEmerate Test Vo[ err]
HashFunct i on[ Maﬁ%@fﬁ@@odeu gital Signature[err]) -202
usi ng HashFunction[efr] identified by decrypted HashFunctijon[err] 1D
Conpare decrypted MD)err] and TestMDerr] 10 } I'f
decrypted MDerr] [efr] TestMD)err] for any ASProgram {I
/* Digital Signature[grr] for every ASProgramin Object C ass has not bgeen
verified */ 15 appropriate failed resuj.t nessage
Ret urn Q'g'ta%'gna%h?ew Di gi tal Signaturef[erf }zm every
ASProgram i n Obj ect AP 2 bt QI’\ each ANPrpgr am

gital Si gnat ureferr], ANR{ogr am
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HashFunction[err] | DHr—B-gatSighratgre[err], OigParty's 25

Publ i cKey) ASL&?@I%. éqd’estW@sr] = HashFunction[err]
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%are decrypted M) err] and Test M) err] . } 30 | f
decrypted MDerr] [err] TestM)err] for anyj {
/* Digital Signature[err] for every ANProgran ﬁhé an /§83rogram in

bj ect Class was conpiled not verified */ ' Genatate failed
result nmessage 35 Ret urn /* The
Digital Signature[err] in every ASProgramin Qbj ect Class is verified */
Verify integrity of ANPrograns in Qbject class and ANPrograns from which 40
ASPrograns in Cbject Class were conpiled with ANProgramintegrity verifier
If failed result _ _
-26 - Gorprate failed result nessage Return

/* P’m?e

} 5 rity of all ANPrograns in Object class and all
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have been verified */ Cal | Execut %(@Qect Cl ass, Program
Object Header
N
e 40
| . . 410 Object Class |
, _Vitrual Function Table |/ ,
412 | - s la14 . !
416\:_ native_ASProgram ID| Ptr \J\. | : 402
\I ANProgram ID Ptr ~\ ASProgram | +7o4
| . e |418 ANProgram |-+~
| : |
| * I
e e e e o o e evn e e mmm e e e ot s G e — — 1

_—
Thls Sheet Has Been R

VW



L : ) .

- 27- - WHAT IS CLAIMED I S: 1. A conput er- co i Saig ;

a:programintegrity verifier that verifies that programs w Lﬁ aﬁ

architecture neutral |anguage satisfy predefi i ned program i ntegb@?
ifieS the

criteria; a digital signature verifier that veri .

digital signatures of originating ~parties of prograns that are

contained in the prograns; “an untrusted object class

repository that stores untrusted object cl afapm - eer] @ trusted

obj ect class repository that stores trusted QE!%GEMEMISS&E,EE

said object classes each including at |east]ope program -eafh} program

conprising a program sel ected fromthe group bos3 SFERJI8Y architecture

neut r al prograns witten in the archif{egture neutral guage and (B)
_architecture specific - prograns witte am arcrrrectuf e specific

| anguage whose integrity cannot be velified by the inteprity

verifier; 15 an architecture specific program executer;

an architecture neutral pr ogr am execut er; a user address

space; and . n\{%TWeAﬁigp@deBae;b;gr%ﬁgEbUﬂﬁ@yeumBEEPﬁ*z mﬁéﬁ\hssa' d

obj ect cl asses i S space tor execution
execution of any programin t heWiTéd BACHKTY2BOR UBING i s requested, said

-~

Coadi ng of any T eqNONSYERFBBOE PROBRAVE ROM TLRIED StuRGES v o2 o
trusted obj ect class repository, that includes at |east one
architecture specific program

| - The present invention relates generally to distributed computer systerhs, and
_particularly to a system and method in which a program interpreter for programs
whose integrity is verifiable includes a facility for using non-verifiable programs from
trusted sources and for refusing to executed other non-verifiable programs.

BACKGROUND OF THE INVENTION

The terfn “architecture” is deﬁned for the purposes of this_document'to mean
10  the operating characteristics of a family of computer models. Examples of distinct
architectures are: Macintosh computers, IBM PC compatible COmputers using the
. DOS or Windows operating systems, SUN Microsystems computers running the
Solaris operating system, and computer systems using the Unix operating system.

15 The term “architecture neutral” is defined for the purposes of this document to
refer to ability of certain programs, such as programs written in the Java (a trademark =
of Sun Microsystems, Inc.) language, to be executed on a variety of computer
platforms usmg a number of dlfferent computer architectures.

20 The term “architecture specific” is defined for the purposes of this document to
| refer to requirement that certain programs to be executed only on computer platforms
using a single computer architecture. For instance, object code programs written in



unl ess every architecture specific prdgram in the requested object class

I ncl udes a .digital signature and said digital signature is
successfully verified by said digital 25 signature verifier. 2.
The conputer of claim1l, said class |oad@3 i-ncludes verifier logic for

I nvoki ng .said programintegrity verifier to verify the |ntegr|ty of
every archi tesmmmm METHOD FOR axm'nnmg I’VE:R FAR ROGRE 3

t he request ed FACILITY | BQ ING{ NON- GRAMS | | ER g
repository and incl udes at Ieast one MUre : neutral program

- 28- said programsecurity logic further preventing the

| oadi ng of said any t han obj ect cl asses
in said trusted object cl assiwgfégﬁ%wmﬁﬁg request ed obj ect
class includes at | east one architecture neutral program whose

integrity is not verified by said programintegrity verifier )
The conput/ contputersystem ipeludes amgra;a@ececutﬁrglmtre@ﬁatﬂs Yﬁj'f@}?!&a'fqh#ﬁ%re -

when sai o nuEH! BrogianRl 256 A Riats REr B Brofbiy e PRl and ERGEMBIESEE O
| oadi rgy ofndrivgerifisbie proégtams unless (Apttie noreverifiable prograay eesides imya nusted
D1 o0 am byrepastenQliRucE BB (B e pagnaiEklegyparem is diSgHEN e Bfatle
request ed gy QALYFA Gighal S50EHEBh thé nﬁﬂ%rfﬁbﬁle%r%@i'&ﬁ‘tﬁﬁ%ﬂoﬁiéé ithe p?cigram |
was produced by a trusted source. In the preferred embodiment, verifiable
" architecture neutral programs are Java bytecode programs whose integrity is verified
10 using a Java bytecode program verifier. The non-verifiable programs are generally
| ‘architecture specific compiled programs generated with the assistance of a compiler.
Each architecture specific program typically includes two signatures, including one by
the compiling party and one by the compiler. Each digital signature includes a signing
party identifier and an encrypted message. The encrypted message includes a
16  message generated by a predefined procedure, and is encrypted using a private
encryption key associated with the signing party. A digital signature verifier used by
the class loader includes logic for procéssing each digital signature by obtaining a
public key associated with the signing party, decrypting the encrypted message of the ..
digital signature with that public key so as generate a decrypted message, generaﬁng
20 atest message by executing the-predeﬂned procedure on the arc_:hitec"turé specific
program associated with the digital signature, comparing the test message with the
decrypted message, and issuing a failure signa.l if the decrypted message digest and
test message digest do not match.
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- 29- encrypt ed nessage including a message genVREPEACEMENTpSHEET
procedure, - wherei n said encrypted nessage has bg¢e
AESiLH
2

private encryption key associated with said ideftifi
associated with the signing party identified by ;ald S|gn|ng part

Ja'

and said digital signature verifier inclu

processing a specified digital 5 si gna&ure by obt aini
identifier, decrypting the encrypted nessage of said =ttt
signatureﬁqunxgnnhpublic key so as generate a decrypted nessage,

generating a test message by executing said predefined procedure\Pn

t he archltectur speci ital

si gnature, conp{r‘l’% ANProgrameSodge with 10 said decryofeagaessage
and issuing a failurejsignal if said decrypted nessage di gest and
t est nessage digest d¢ not natch. 6. The conputerjof claim1l
said programsecurityllogic further for preventing the |oad]ng of any 1
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program unl ess every |Dig hatd@gre specific program i nf™@{pequest
obj ect class includesjt
signatures are both syccH
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test message by executing said predefined procedure on the architecture
specific 30 program associated with said digital signature, corrparl ng - -~
said test nessage with ' sai d decrypted nessage, and issuin >
signal if said decrypted nessage di est and test Rlf

not match; and :9 EEMWSS@ET
sai d program security Iogl c preventing | oading of the rdq ect
cl ass, other than object classes in said trusted dbjject 30?&818?337
reposi tory, unless every architecture specific progrfamin the
requested object class includes a first digital sijgnature for which

t he signing pmdf nber of a first group of trust DALt Se e St
i ncl udes: a se W signature for which the signing party is a menber
of a second gNo of trusted parties. 7. The conputer of
claim1l, i d program-security J o4 preventing |oading of the
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8. A ‘opera gj a conputer system conprising tp’e&l&gpg ﬂ%
st.ori ng nt Zéwgbfct cfasses in an untrusted object cl&s ory;

storing fryst clagses in a trusted object class repo y; 20
sai d obj ¢ctcl.asses _each]i pcluding at | east one program each ram
conprisihg a progran1se|ec ed fromthe gheup consisting of (A) architecture
neut r al proegrars—wliten in an architecture neutral [anguage and (B)
architectu | programs witten in an architecture specific
| anguage; WHARSS éLRIMER I§ execution of any programin the one object
class is requested, |oading 25 the requested object class into a user
xecution unless | oading of the requested object

addr ess sp?ce f e :
class is p even?‘é@?'ﬂ?u ter s@EPrising: vi ol ati on, incl udi ng preventing the

sord st ed obE EPEET ihtBgHE Verfibr VRS Aot vigD '
ar chi t 6ct uarchitpetuiré ineutral langpagglsatisfyrﬂredef readk pro nﬁnt@ﬂtylcﬁteﬁmm fic

rogramin the regu ted ect._class 30_ in ital signature and
galg di gi t al s@ﬁﬂgfﬁié"g@%ﬂ erifier afyeaﬂﬁﬂh%algﬁyf@snatures of ofigivating

si gnat ure H@n‘tlbé'd? Pr gramshth(?t are c?rétamegd mstge Programs;

J ect’ class | oading step
i ncI udi ng (A) van iunjriusted object ¢lass repasifory ;hab’stcn'esluyltrastdd oljecticlasses)t r al

th . t th ed object class
Dot st or ed- i  Tiafe Bhiset baSH sshaRtory that stalgsdnisteq OBt Blages; e, udes”at
| east 1gne archléﬁatw@ctmgsregleaahqaemmnﬁlgeé@%@g ogfrseﬁe&gbﬁgi g cI nes s

| oadi ng of the requested object class Ss t equest e
in said comprising a program selected from the group consisting of (A) architecture neutral

programs written in the architecture neutral language and (B) architecture specific
programs written in an architecture specific language whose integrity cannot be
verified by the integrity verifier;
15 . an architecture specific program executer,;
an architecture neutral program executer,
" auser address space; and
a class loader that loads a specified one of said object classes into the user
address space for execution when execution of any program in the one object
20 class is requested, said class loader including program security logic for preventing
the loading of any requested object class, other than object classes in said trusted
object class repository, that includes at least one architecture specific program
unless every architecture specific program in the requested object class includes a
digital signature and said digital signature is successfully verified by said digital
25  signature verifier.

2. The computer of claim 1, said class loader includes verifier logic for invoking
said program integrity verifier to verify the integrity of every architecture neutral
program in the requested object class when the requested object class is not

30 stored in said trusted object class repository and includes at least one architecture
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ar chijt gcture neutral program whose integrity is not
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and test nmessage digest do not match.

4, The computer of claim 1,

15 each said digital signature associated with one of said architecture specific
programs including a signing party identifier and an encrypted message, said
encrypted message including a message digest of the architecture specific
program generated using a message digest function wherein said encrypted
message has been encrypted using'a private encryption key associated with said

- 20 identified signing party; and
| said digital signature verifier including logic for processing a specified digital
signature by obtaining a public key associated with the signing party identified by
said signing party identifier, decrypting the encrypted message of said digital
signature with said public key so as generate a decrypted message digest, |

25  generating a test message digest by executing said message digest function on the
architecture specific program associated with said digital signature, comparing said
test message digest with said decrypted message digest, and issuing a failure
signal if said decrypted message digest and test message digest do not match.

30 5.  The computer of claim 1, | _
each said digital signature associated with one of said architecture specific.
programs including a signing party identifier and an encrypted meésage, said '
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associated Wt ectare Sp
digest and test message digest do not match

6. The computer of claim 1,
said program security logic further for preventing the loading of any

15  requested object class, other than object classes in said trusted object class
repository, that includes at least one architecture specific program unless every
architecture specific program in the requested object class includes two digital
signatures and said digital signaturés are both successfully' verified by said digital
signature verifier;

20 each said digital signature associated with one of said architecture specific
programs including a signing party identifier and an encrypted message, said
encrypted message including a message generated by a predefined procedure,
wherein said encrypted message has been encrypted using a private encryption
key associated with said identified signing party,;

25 said digital signature verifier including logic for processing a specified digital
signature by obtaining a public key associated with the signing party identified by
said signing party identifier, decrypting the encrypted message of said digital

* signature with said public key so as generate a decrypted message, generating a
test message by executing said predefined procedure on the architecture specific

30 program associated with said digital signature, comparing said test message with
said decrypted message, and issuing a failure signal if said decrypted message
digest and test message digest do not match; and
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sai d obj eCT THass ' tep includingggrocessing a specified digital
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5 request ed object cJass, ,other than object classes in said trusted

obj ect cl ag§acond groupfdeysted partigs. ess every architecture specific program

in the requested object class includes a first digital signature for

whi ch the signing party is a nenber of a first group of trusted

parties, a@d i nThedemputeeobddiniigi tal signature for which the

signing party is nmenber of g second group of trusted parties. 10

140" The' met hous8 Ripgramecutty 1561 preVertly Gaglicchthe radues 6l ahigetciass,

i ncl udipng BEHRFERAEM BB ' i ey i lumikas & her
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architecture specific program in the requested object class includes a message

La

digest for an associated architecture neutral program, and said message digest

matches a test message digest generated by said program security logic by

performing a predefined message digest procedure on said associated architecture
15  neutral program. '

8. A method of operating a computer system, comprising the steps of:
storing untrusted object classes in an untrusted object class repository;
storing trusted object classes in a trusted object class repository;

20 said object classes each including at least one program, éach program
comprising a program selected from the group consisting of (A) architecture neutral
programs written in an architecture neutral language and (B) architecture specific
programs written in an architecture specific language;

when execution of any program in the one object class is requested, loading

25 the requested object class into a user address space for execution unless loading
of the requested object class is prevented by a security violation, including
preventing the loading of any requested object class, other than object classes in
said trusted object class repository, that includes at least one architecture specific
program unless every architecture specific program in the requested object class

30 includes a digital signature and said digital signature is successfully verified by said
digital signature verifier.
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Iang?age whose integrity cannot be verified by the integrity
verifier; - 34-
an ar chi t et@.ur eThparethpd of claim:9y said ebjest class loading step including enagﬁ}ng

10  execution of the requested program by said architecture neutral program executer
when said requested program is an architecture neutral program and loading of the
requested object class is not prevented by said program security logic, and
enabling execution of the requested program by said architecture specific program
executer when said requested program is an architecture specific program and

15  loading of the requested object class is not prevented by said program security

logic.

11.  The method of claim 8,
_ each said digital signature associated with one of said architecture specific
20 programs including a signing party identifier and an encrypted message, said
encrypted message including a message digest of the architecture specn" c

\

program generated using a message digest fuhctlon wherem said encrypted
message has been encrypted using a private encryption key associated with said
identified signing party; and

25 said object class loading step including processing a specified digital
signature by obtaining a public key associated with the signing party identified by
said signing party identifier, decrypting the encrypted message of said digital
signature with said public key so as generate a décrypted message digest,
generating a test message digest by executing said message digest function on the

30 architecture specific program associated with said digital signature, comparing said
test message digest with said decrypted message digest, and issuing a failure
signal if said decrypted message digest and test message digest do not match.
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13. The method of claim 8,
object class loading step including preventing the loading of any requested
object class, other than object classes in said trusted object class repository, that
includes at least one architecture specific program unless every architecture
specific program in the requested object class includes two digital signatures and

said digital signatures are both successfully verified by said digital signature

20

verifier;

each said digital signature associated with one of said architecture specific
programs including a signing party identifier and an encrypted message, said
encrypted message including a message generated by a predefined procedure,
wherein said encrypted message has been encrypted using a private encryption
key associated with said identified signing party; '

said object class loading step including processing a specified digital
signature by obtaining a public key associéted with the signing party identified by
said signing party identifier, decrypting the encrypted message of said digital
signature with said public key so as generate a decrypted message, generating a
test message by executing said predefined procedure on the architecture specific
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encrypted nessage including a nessage generated pr edef i ned procedure,
~ signing party is a member of a seoong group of trust)éd parties.

10

14. The method of claim 8,
said object class loading step including preventing loading of the requested

object class, other than object classes in said trusted object class repository,
unless every architecture specific program in the requested object class includes a

156  message digest for an associated architecture neutral program, and said message
digest matches a test message digest generated by said program security logic by
performing a predefined message digest procedure on said associated architecture
neutral program.

20 15. A memory for storing data programs being executed on a data processing
system, said memory comprising:
a program integrity verifier that verifies that programs written in an
architecture neutral language satisfy predefined program integrity criteria;
a digital signature verifier that verifies the digital signatures of originating
25  parties of programs that are contained in the programs; |
an untrusted object class répository that stores untrusted object classes;
a trusted object class repository that stores trusted object classes; |
said object classes each including at least one program, each program
comprising a program selected from the group consisting of (A) architecture neutral
30 programs written in the architecture neutral language and (B) architecture specific
programs written in an architecture specific language whose integrity cannot be
verified by the integrity verifier;
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10 digital signature verifier.

'1 6. The memory of claim 15, said class loader includes verifier instructions for
invoking said program integrity verifier to verify the integrity of every architecture
neutral program in the requested object class when the requested object class is
15  not stored in said trusted object class repository and includes at least one
architecture neutral program;
said program security instructions further preventing the loading of said any
requested object class other than object classes in said trusted object class
repository when the requested object class includes at least one architecture
20 neutral program whose integrity is not verified by said program integrity verifier.

17.  The memory of claim 16, said class loader further enabling execution of the
requested program by said architecture neutral program executer when said
requested program is an architecture neutral program and loading of the requested
25 object class is not prevented' by said program security instructions, and enabling
execution of the requested program by said architecture specific program executer
when said requested program is an architecture specific program and loading of
the requested object class is not prevented by said program security instructions.

30 18. The memory of claim 15,
each said digital signature associated with one of said architecture specific
programs including a signing party identifier and an encrypted message, said
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19. The memory of claim 15,
15 each said digital signature associated with one of said architecture specific

programs including a signing party identifier and an encrypted message, said
encrypted message including a message generated by a predefined procedure,
wherein said encrypted message has been encrypted using a private encryption
key associated with said identified signing party; and

20 said digital signature verifier including instructions for processing a specified
digital signature by obtaining a public key associated with the signing party
identified by said signing party identifier, decrypting the encrypted message of said
digital signature with said public key S0 as generate a decrypted message,
generating a test message by executing said predefined procedure on the

25 architecture specific program associated with said digital signature, comparing said
test message with said decrypted message, and issuing a failure signal if said
decrypted message digest and test message digest do not match.

20. The memory of claim 15,

30 said program security instructions further for preventing the loading of any
requested object class, other than object classes in said trusted object class
repository, that includes at least one architecture specific program unless every

A
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- 37- —22=A~method of operating a conputer system conprising the
steps ¢f: 0 a¢cessing trusted and untrusted object classes;
t he objfegt lf’m&é qgam ncl uding at | east one program each program
conpri $i pl ected fromthe group consisting of (A architecture

~neutralf 5 programs wr tten in an arch?ﬁ_ecture neutral |anguage and (B)
ar chi t ecture—spectft+e - prograns witten in an architecture specific

|
F equest ed, amshifeptyee specitE pladef iffnd}ealeSien A AR Mofides ity ' °
| oadi ng t hgighaflites bR said BiitaFSighatures are bothPsuttesstilly verifidd by said digital

execution ugl ess | oadi ng oythe request ed object class is 10 prevent ed by
a securi tysmhatw[ewerlfel‘,ncl udi ng preventing the | oading of any requested

at Least one - oadh soffioBaeighat BEabdas i o of sdE TSt 4OSUHECT
speci f gc pbﬂﬁ;’r&ﬂi‘sllﬁclhbmg a signirige td%ﬂltlﬂét and anlerepypted avesszige), edidvi th a
digital signature and the digita ghature is successful ly verified

by a digi tancrypgwamseagemqiu@ng ajpessage geceratadwby Reredefingd pregeduse, t he

overy ar cnivhela et efTBiddinetPad nad bebfidrictlited yeing o biFatd bidipfich |
?Qeoé.e?gresk@‘damﬁﬁ?d?ﬁ'ffSﬁié’?dg?“ﬁ?agg“‘?ﬁ' R Looture. nout ral brog
ang (B) a%d pre§%‘ﬂtd'ﬁ'§altq‘@'@9re vwa’mm@%ﬁﬁﬁ%ﬁ%@ﬁé35@@%%%‘39 £ %@Pg&

unl esgnt he edHt? I
r ep05|si or y, §{1§'§1 lyéf ues ﬁﬁ %jpggltlé E?g? Ss?%% egd\giéh‘giéaﬁgﬁmgeﬁértf aifle
archi t ect urdenuﬁed byl saw signing party ilentifiery decyyptingrthe encrypted message of said.

The net hod |
© d%fitafsﬁlna ure wn%h sa|8 %u%ﬂt: kg)ll %gsasl 8&9&2& eStd% ry'pcc]eccli lrjrgesn%gsnabl I ng

generating a test message by executing said predeﬁned procedure on the
- architecture specific program associated with said digital signature, comparing said
15 test message with said decrypted message, and issuing a failure signal if said
decrypted message digest and test message digest do not match; and
said program security instructions preventing loading of the requested object
class, other than object classes in said trusted object class repository, unless every
architecture specific program in the requested object class includes a first digital
20  signature for which the signing party is a member of a first group of trusted parties,
and includes a second digital signature for which the signing party is a member of a
second group of trusted parties.

21. The memory of claim 15,

25 said program security instructions preventing loading of the requested object
class, other than object classes in said trusted object class repository, unless every
architectdre specific program in the requested object class includes a message
digest for an associated architecture neutral program, and said message digest
matches a test message digest generated by said program security instructions by

30 performing a predefined message digest procedure on said associated architecture
neutral program.
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25 exequtfromor~The T equest ed program by an architecture neutral program
execut er %gngh@e nequested programis an architecture neutral
program gnq | I'ng or tfe request ed object class is not prevented by
a securitly | . | ¢nabl i ng execution of the requested program
by an arghitecture specifi ¢ program execyter when the requested
program its= ' speci fic progPam and | oadi ng of the 30

eauest ed ghl ), oo L 008 RD NS SlaPleloR RGN B tbBR ot
- 38- acces%ilﬁr Cﬁlﬂét@@érﬂ} ﬁﬂ?ﬁétéd?bﬁfécﬁicﬁssbb,at verifies that prograns

witten in an tecture neutra anguage satisfy predefined
program i nt egri the objeckclasses each including atleaistipnaipregrgmtaach pregramer t hat

verifies digital. signatures associ.ated wth . M

menory f or CCTBFFH qq plRaray sﬁiﬁgtﬁﬁtfm?lé%lgt%peﬁn%?tﬁ@ggg?‘%mh'?ecmre neutral
obj ect 5| agaR¥aRRGHrittelr In sh BEchiechtd HeutrdPlangRags Bnd(®) arshitewtare specific
conprising a program sel ected fromthe group consisting of (A) architecture

neutral  programsgwetten inran architesturaspgcifinilergyages neutral | anguage and (B)

architecture specific . rogr | 1 | (Yedall | fic
| anguage whose W Qﬁ%tlgﬁﬁﬁgﬁggggir@m 'W%’FpPle;&EE%?et'igé&p‘%ogé%en?l ntegrity
verifier; pafliested object classhaglrittyet bege lodded, Idartiis tive reyeesteddbjestclasst he
obj ect classes into an address space for, execution wheé1 gxe%uf i on of
any progr ainto antaddress spagefar execution unless loading of the requested object class is
10  prevented by a security violation, including preventing the loading of any requested
object class, other than any of the trusted object classes, that includes at least one

architecture specific program unless every architecture specific program in the

requested object class is associated with a digital signature and the digital
signature is successfully verified by a digital signature verifier.
15
23. The method of claim 22, the object class loading step including (A) verifying
" the integrity of every architecture neutral program in the requested object class
when the requested object class is not stored in the trusted object class repository
and includes at least one architecture neutral program, and (B) and preventing the
20 loading of the requested object class, unless the requested object class is in the
trusted object class repository, when the requested object class includes at least
one architecture neutral program whose integrity is not verified.

24. The method of claim 23, the object class loading step including enabling
25  execution of the requested program by an architecture neutral program executer
when the requested program is an architecture neutral program and loading of the
requested object class is not prevented by a security violation, and enabling
execution of the requested program by an architecture specific program executer
when the requested program is an architecture specific program and loading of the
30 requested object class is not prevented by a security violation.

25. A computer comprising:

|
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e~Ccraysyl oader including programsecurity logic for
?@I’ iy f any requested object class, other than any

class is re
preventi ng

asses, that includes at |east one architecture
: architecture specific programin the
ciated witg a digital signature and the
1y verifi'ﬁ'bythe digital signature

e

speci fic pr@grssa=,
request ed obpj ect class i
digital sig
verifier. 20 26. The computer of cl aj 5. wherein t I | oad

i ncl udes verif!@rpr@%r_@m"ﬁﬁgnt%e"%efﬁ\%&?ﬁgg% ﬁ@tﬂ%%%gﬁﬁnw .‘gﬁﬁri' %‘f}sve(r)?f |erer
to verify f ité%??hbhﬁaﬂfgﬂﬁ%iﬁgé rsggﬁfggréééﬁﬂéd program/IAttgrity cittefidf am i n the

S ass

et

- requested object class ed object "class is not stored
in the trusted aldigital signaturervasifier thatyesifies digital dignalitres @sseciated with
architecture neutral program 25 the program security logic further
prevent i ngPtI¥AMBadi ng of the any request ed object class other than
obj ect 5Cl asses jHankdl§ fbF SEriRg tAIktES bnd lukbRisted objetEelassé®r y when the
requested object claSs 1 ncludes at | east one architecture neut r al

progr am whose | tecobjectclassemeackincluding bYleastope HERARM. RACHPrOGranar i f i er .
ool or SoPofRERA plachhr{dbeE St Sl SRSl QOMEn I e
progr am exgfagraims written e droRitéctarecndtrbl danguage and ¢B) architettece specific
neutral program and | oadi ng of the - 39-
programs written in an architecture specific language whose integrity cannot be
10 verified by the program integrity verifier; and
a class loader that loads a specified one of the object classes into an
address space for execution when execution of any program in the one object
class is requested, the class loader including program security logic for preventing
the loading of any requested object class, other than any of the trusted object
15  classes, that includes at least one architecture specific program unless every
architecture specific program in the requested object class is associated with a
digital signature and the digital signature is successfully verified by the digital

signature verifier.

20 26. The computer of claim 25, wherein the class loader includes verifier logic for
invoking the program integrity verifier to verify the integrity of every architecture
neutral program in the requested object class when the requested object class is
not stored in the trusted object class repository and includes at least one
architecture neutral program;

25 the program security logic further preventing the loading of the any
requested object class other than object classes in the trusted object class
repository when the requested object class includes at least one architecture
neutral program whose integrity is not verified by the program integrity verifier.

30 27. The computer of claim 26, wherein the class loader further enables
execution of the requested program by an architecture neutral program executer
when the requested program is an architecture neutral program and loading of the

IO
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request ed [ol§fEET=ETass 1sinpt prevented by the program security logic, and
grgab! es ?EEW\RJZB?‘I'.O he requested program by an architecture

speci fic grdgriam execu er when the requested programis an

archi tect yr o=t ¥r 4m and | oadi ng of the request ed obj ect
class is not prevented by the program sqggrity logic. 5 28. A

;:ﬁrrputer Frog oduc p O7 use in conjdnction with a conputer system
e conputer pr m uct. co I Si ng ter..r.ead t |
and & conpeauBsiatlaR! s s ehrenSud Y PRaREbfm saBURty gk, And Myl
mechani sm gdRionl dtdhe }%quaensted prégrahPBy ai drohifédtife/ spétifid pRigraftpéxettiter | es

that programs written i _archifecture neutral |anguage sati sf
pr edef i nedwhendhenequested program isaari architecture specific progrgim andgtp@qliaglgf e

verifier that verjfies, digital si t ' e : ;
roa | E7 et 0 S hoChRphY BRORBLRT S ule i ™
classeg; 1 5 wher ei n t he object classes each include at

| east one program each program conprising a program.sel ected from
the group 28nsi Atdamputer prograncpioduct deicuse in eenjunction with grmRBUtRrisysiem, n

brogr ame. wife CRPRY R0k PRAERT P By F eoie e isadapRSEbfade mediym
cannot be gRd a otthplite? préyraimmeehaisimembedded thiersin, the womputer program

the class | oader |oads a specified one of the object classes into an
agdress I mechgpmcﬂﬁwfﬁlf@ution when execution of any programin the one
obj ect,hcl ass i s . | bt ram
securitlpy | ogi c ?c?f°%¥a£@§ﬂ#§ﬁ{é{%'§gpﬁ‘aqk’aﬁﬁ%‘%ﬁﬂé&%@%y%@%gg@e obj ect

cl ass, ot harchitesture meutral language satisfyqgredefined program idtegrity eriteriac| udes at

| east one architegture specific, program unl ess er hi t ect .
specific progr aﬁﬁ'ﬂﬁﬁ'ﬁégf%é'ﬁﬁ?e‘éqrgﬁr%?té’@['ﬂ%&@%tq?\é' g‘?@%é@ﬁ&%ﬁ?ﬁl"gﬂdi gital

signature ., ranéf‘gnﬂ.he. digital signature is successfully verified by the
digital si Bnaq ure verifier. 29. The conputer program product of
cl ai m 28, wher earclagsloadesthat trusted and untrusted object classes;

15 wherein |

the object classes each include at least one program, each program
comprising a program selected from the group consisting of (A) architecture neutral
programs written in the architecture neutral language and (B) architecture specific
programs written in an architecture specific language whose integrity cannot be

20 verified by the program integrity verifier; and
the class loader loads a specified one of the object classes into an address

space for execution when execution of any program in the one object class is
requested, the class loader including program security logic for preventing the
loading of any requested object class, other than any of the trusted object classes,

25  that includes at least one architecture specific program unless every architecture

' specific program in the requested object class is associated with a digital signature

and the digital signature is successfully verified by the digital signature verifier.

29. The computer program product of claim 28, wherein the class loader
30 includes verifier logic for invoking the program integrity verifier to verify the integrity
of every architecture neutral program in the requested object class when the
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30 incl udesRBP = i Ko E:-“‘fT(r I nvoking the programintegrity verifier to
verify the ijntjegg Lt ¢f tevery architecture neutral programin the
request ed olj ctjélmm t he

- 40- r sted object ¢lass is not stored in the trusted object

cl ass repository and ngl udes at |egst one architecture neutral.
progr am - the program securi TV logic further preventing the

| oadi ng. of the

. J .ect cl ther th bj.ect
e Chet r uspaieda abjectoiass 1 55k Sfagd i e GuSR0 Ptield etk BODBIOBAM T ol ass
i ncl udes atjpdy aPlRashbRB! Sitddhifre neutral Pﬁ&,@-ﬁ{; program whose integrity is

not verified by the programintegrity ver er. 30. The conputer
program product thé program security dogic further preventingthedoadimgtdfdhe any  enabl es

execution of the requested pr.ogram by .a rchitegiure neutral ogram 10
execut er  wiesoTed GBI dans PG otyed Aas ifdne st biest B588gr am and
| oadi ng; of répgsitaiy WientteTBLAE4tedl dhidct ctadiOihclidY it 1kt bhel dithiReGtlFret M
security | ogi c, and enabl es execution of the requested program by an
ar chi t ect uneutnakpragram whose jntegrityis betyernfiad bynthe programdotegriddvenifier: am i s
an architecture specific program and | oadi ng of the requested object
class is not prevented by the programsecurity 1 5 | ogi c. 31. A

net hod of @ger atThegedmpatsr Prégraky piciitict 6P BRI 29) Whetginthetasy loader further
enables execution of the requested program by an architecture neutral program

10  executer when the requested program is an architecture neutral program and
loading of the requested object class is not prevented by the program security
logic, and enables execution of the requested program by an architecture specific
program executer when the requested program is an architecture specific program
and loading of the requested object class is not prevented by the program security

15  logic.

31. A method of operating a computer system, comprising the steps of:
accessing trusted and untrusted object classes; _
the object classes each including at least one program, each program
20  comprising a program selected from the group consisting of (A) architecture neutral
programs written in an architecture neutral language and (B) architecture specific
programs written in an architecture specific language; and
when execution of any program in an object class is requested, and the
requested object class has not yet been loaded, loading the requested object class
25 into an address space for execution unless loading of the requested object class is
| prevented by a security violation, including preventing the loading of any requested
object class, other than any of the trusted object classes, that includes at least one
architecture specific program unless the requested object class passes a
predefined authenticity test performed by an authenticity test procedure.
30
32. The method of claim 31, the object class loading step including (A) verifying
the integrity of every architecture neutral program in the requested object class

_
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accessi ng trustea art-omt u$t ed obj ect cl asses; o t he obj ect

cl.asses eqct §IW2$1 | gast one program each program 20 conprising a
program s Ijecte Q elgfoup consisting of (A) architecture neutral
progr ans ' Chftecture neutral |anguage and (B) architecture
specific programs wriften-in an argfjitecture specific |anguage; and
when execut| On or —any p.vg-»Jam I n an object class is requested, and the

obj'ect ol aoheBtheibgaasieaniig it BTRH sl o HASISIEROBSR IG0m ¢ ne
request ed abfddncludesatieast one arciitevuretreslitizt paogzemJ rdridy(B)i dricPprev@nting the

I ncl udi ng revent the ng of any reques obj ect cl ass, other
t han any or ogding P ré*@“@ﬁfeé’g ngFh@@% Url'?%ﬁ thierl'@ﬂU@é@ddeJe@fa@&SSJWeln the

architect ﬁ;@p&b a
pr ed:af [ neghgut hent fe%ﬁléé%’gésﬁﬁg 'fd& d{ﬁ% Feggagt%thﬁéeb <§§§s ﬁg@.fdsegp%ﬁéggtr
30 5 3pne architeotyreonieutral cﬁregnanSWhostamtegﬂms ndt&eﬁf é@adl ng step

including (A) verifying the integrity of every architecture neutral
programin the requested object class

-41- 33nheThelfiethRUsrdih 3‘!’} tﬂ‘étcilﬁéétsc‘?aésgloﬁa ét@é‘?ﬁklhﬁlnyﬁ‘rlétﬂﬂ‘lﬁt ed

obj ect class repository I ncl ddes at Ieas ure
neutral pr 65?%0Wdh93?quﬂ%ted rmrognam by anharchitecture nediralgprogramfexeethst ed

ob) cot ol abbep B aRdugeiEd abiE B et aruibchird spubdl biogram and laadingiot feas

5 on@ ar réfuestédiobjettolasslis RGOBIEIENIEAINSEa isBEGAIY VidlaliSn,"SHhd ¥RAbIiHgd-
execution of the requested program by an architecture specific program executer
when the requested program is an architecture specific program and loading of the
requested object class is not prevented by a security violation.
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33.  The r&@h&@ﬁMﬂN’b@ IREF] t he object class |oading step including:

enabl i ng the request ed program by an architecture
néutral pfod when the requested programis an

architect §gr ¢ nm and | oadi ng of the 10 request ed object cl ass
IS not préves arfty viol ation, -42d enabl i ng execution of
the requegted progranlby an architecture Specific program executer

when the regoested=program-i s an architecture specific program and | oading
of the requested object class is not prevented by a security

vi ol ati on.

SYSTEM AND METHOD FOR EXECUTING VERIFIABLE PROGRAMS
| WITH FACILITY FOR USING
5 NON-VERIFIABLE PROGRAMS FROM TRUSTED SOURCES

ABSTRACT OF THE DISCLOSURE

10 A computer system includes a program executor that executes verifiable
architecture neutral programs and a class loader that prohibits the loading
and execution of non-verifiable programs unless (A) the non-verifiable
program resides in a trusted repository of such programs, or (B) the non-
verifiable program is indirectly verifiable by way of a digital signature on the

16  non-verifiable program that proves the program was produced by a trusted

 source. The non-verifiable programs are generally architecture specific
compiled programs generated with the assistance of a compiler. Each
architecture specific program typically includes two signatures, including one

by the compiling party and one by the compiler.



