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certification authority public key.   The certificate includes an issuing authority public 

key.  The method further includes verifying information contained in the digital license 

using the issuing authority public key.   

[0008]  Further details regarding embodiments of can be found in the Detailed 

Description and the Figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009]   FIG. 1 shows a diagram for issuing and verifying a digital license 

according to various embodiments. 

[0010]  FIG. 2 shows another diagram for issuing and verifying a digital license 

according to various embodiments. 

[0011]  FIG. 3 shows a chain of trust among a relying party, a trusted third party 

(e.g., a certification authority), an issuing authority, and a digital license. 

[0012]  FIG. 4A illustrates the certification authority private key infrastructure (PKI) 

model, according to various embodiments.   

[0013]  FIG. 4B illustrates a master list model, according to various embodiments.   

[0014]  FIG. 5 illustrates an exemplary use case of a digital license, according to 

various embodiments. 

[0015]  FIG. 6 illustrates a flowchart of steps, according to various embodiments. 

 

DETAILED DESCRIPTION 

[0018]  In the following description, various embodiments will be described.  For 

purposes of explanation, specific configurations and details are set forth in order  
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the certification authority may update the mVC 502 provisioned on the user device 500 

with the digital certificate generated by the certification authority.  According to various 

embodiments, the certification authority may provide a mobile application for digital 

licenses.  In some embodiments, the digital licenses (and the associated digital 

certificate issued by the certification authority) may be provisioned on the digital wallet 

of the user device.   

[0079]  The certification authority may share the CA public key with relying 

parties.  The certification authority may also provide the mobile verification application to 

the relying parties, as needed.  When the user presents their mVC to a relying party, the 

relying party may use the CA public key to authenticate the local medical service 

provider by retrieving the IA public key, and may then retrieve and verify the information 

stored on the mVC 502 using the IA public key.  The relying party may use the same 

mobile verification application to verify the mVC of multiple users.   

[0080]  As shown in FIG. 5, the user may select the type, level and content of 

information that will be shared with the relying party.  For example, the user may choose 

whether to release all data 504 or a subset of the data 506 with the relying party.  The 

user may decide what information to share depending on an identity of the relying party.  

For example, while sharing all data at a customs checkpoint may be appropriate, only 

releasing minimum data as a condition to entry at a restaurant may be enough.  The 

relying party’s mobile application 510 may receive the information (e.g., by reading a 

machine readable code 512) from the user device.   

[0081]  FIG. 6 illustrates a flowchart of steps, according to various embodiments.  

At step S608, a certification authority 600 may share a CA public key with a relying 

party 606.  As explained above, the certification authority 600 may send the CA public 

key directly to the relying party 606.  Otherwise, the certification authority 600 may store 

the CA public key at a cloud storage accessible by the relying party 606.   

[0082]  An issuing authority may request a certificate from the certification 

authority 600.  The request may include the IA public key.  The 



REPLACEMENT SHEET 
 

 

25  
 

certification authority 600 may interact with the issuing authority to collect and verify 

information about the issuing authority as part of authenticating the issuing authority.  

For example, the certification authority 600 may authenticate the issuing authority using 

set of authentication steps.  In some embodiments, the certification authority 600 may 

first identify an identity of the issuing authority.  The certification authority 600 may then 

determine a set of authentication steps based on the identity of the issuing authority or a 

type of certification issued by the issuing authority.  The certification authority 600 may 

authenticate the issuing authority based on the set of authentication steps associated 

with the issuing authority.  According to various embodiments, a first set of 

authentication steps may be performed for authenticating a first issuing authority (e.g.  a 

government entity) and a second set of authentication steps that is different that the first 

set of authentication steps is performed for authenticating a second issuing authority 

(e.g.  a local medical service provider).   

[0083]  The certification authority 600 may generate a digital certificate associated 

with the issuing authority, and transmit the digital certificate to a recipient to associate 

the digital certificate with a digital license generated by the issuing authority.  The 

recipient may be the issuing authority.  The digital certificate includes the digitally signed 

IA public key that is digitally signed using the CA private key.  For example, the 

certification authority 600 may embed the digitally signed IA public key in the digital 

certificate. 

[0084]  The issuing authority associates the digital certificate with the digital 

license generated by the issuing authority.  The issuing authority provisions (or 

otherwise transmits) the digital license associated with the digital certificate to the user 

device 604.   

[0085]  At optional step S615, the user device 604 (via a software application 

stored on the user device 604) may sign the digital license and the digital certificate with 

a private key (e.g.  a digital license application private key) prior to sharing the digital 

license with a third party (e.g., a relying party 606).  That is, the user device 604 may 

generate a dynamic signature. 
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[0086]  At step S616, the user device 604 may transmit the digital license with the 

digital certificate to the relying party 606.  The digital license is associated with (e.g.  

includes) a digital certificate signed by the certification authority using a CA private key, 

which is paired with CA public key.  As provided above, the relying party 606 may have 

received (or otherwise retrieve) the CA public key.   

[0087]  At step S618, the relying party 606 may verify (e.g.  decrypt) the digital 

certificate using the CA public key and retrieve the IA public key from the decrypted 

digital certificate.   

[0088]  At optional step S620, the relying party 606 may extract the digital license 

using the digital license application public key. 

[0089]  At step S622, relying party 606 may retrieve and verify the information 

contained in the digital license using the IA public key.  The relying party may verify the 

signatures of the issuing authority in the certification authority as well as the information 

contained in the digital license.  According to various embodiments, a detail level of the 

information contained in the digital license may depend on an identity of the relying 

party 606. 

[0090]  As described above, the digital certificate and the digital license is stored, 

or installed on a mobile device.  In some embodiments, the mobile device may allow a 

user to gain access to a location or secure data.  The exemplary mobile device may 

comprise a computer readable medium that can be present within the body of the 

mobile device.  The computer readable medium may be in the form of a memory that 

stores data.  In some cases, the memory may also store information such as a digital 

license associated with a digital certificate.  In general, any of this information may be 

transmitted by the mobile device to another device, using any suitable method, including 

the use of antenna or contactless element.  The body may be in the form a plastic 

substrate, housing, or other structure.   

[0091]   In some embodiments, the mobile device may further include a 

contactless element, which is typically implemented in the form of a  

semiconductor chip (or other data storage element) with an associated wireless transfer 

(e.g., data transmission) element, such as an antenna.  Contactless element may be 
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coupled to (e.g., embedded within) the mobile device and data or control instructions 

that are transmitted via a cellular network may be applied to the contactless element by 

means of a contactless element interface (not shown).  Contactless element may be 

capable of transferring and receiving data using a short range wireless communication 

capability.  The mobile device may comprise components to both receive and send 

data.  Thus, the mobile device may be capable of communicating and transferring data 

or control instructions via both cellular network (or any other suitable wireless network - 

e.g., the Internet or other data network) and short range communications. 

[0092]   The mobile device may also include a processor (e.g., a microprocessor) 

for processing the functions of the mobile device and a display to allow a consumer to 

see phone numbers and other information and messages.  The mobile device may 

further include input elements to allow a user to input information into the device, a 

speaker to allow the user to hear voice communication, music, etc., a microphone to 

allow the user to transmit their voice through the mobile device, and a camera to take 

pictures or scan machine-readable codes.  The mobile device may also include an 

antenna for wireless data transfer (e.g., data transmission). 

[0093]     The memory may be in the form of one or more memory devices (e.g., 

RAM, EEPROM, ROM chips), using any suitable mode of data storage.  In some 

embodiments, the memory in the mobile device may also include a secure storage area 

for storing sensitive data such as the digital license associated with the digital 

certificate.  For example, the memory may be part of or may contain a secure element.   

[0094]  A computer (e.g., a certification authority computer) according to various 

embodiments comprises a processor and a memory.  A network interface and a non-

transitory computer readable medium may be coupled to the processor. 

 

[0095]    The processor may be implemented as one or more integrated circuits 

(e.g., one or more single core or multicore microprocessors and/or microcontrollers).  

The processor can execute a variety of programs in response to program code or 

computer-readable code stored in a computer-readable medium .  The processor may 

include functionality to maintain multiple concurrently executing programs or processes.  
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The memory can store a plurality of applications executable by the processor , as well 

as a public/private key pair generated by the computer .   

[0096]   The network interface may be configured to connect to one or more 

communication networks to allow the computer to communicate with other entities (e.g., 

external computers, issuing authority computer, relying party computer, user device).  

Some examples of the network interface may include a modem, a physical network 

interface (such as an Ethernet card or other Network Interface Card (NIC)), a virtual 

network interface, a communications port, a Personal Computer Memory Card 

International Association (PCMCIA) slot and card, or the like.  The wireless protocols 

enabled by the network interface may include Wi-FiTM.  Data transferred via the network 

interface may be in the form of signals which may be electrical, electromagnetic, optical, 

or any other signal capable of being received by the external communications interface 

(collectively referred to as “electronic signals” or “electronic messages”).  These 

electronic messages that may comprise data or instructions may be provided between 

the network interface and other devices via a communications path or channel.  As 

noted above, any suitable communication path or channel may be used such as, for 

instance, a wire or cable, fiber optics, a telephone line, a cellular link, a radio frequency 

(RF) link, a WAN or LAN network, the Internet, or any other suitable medium.   

[0097]   Computer-readable medium may comprise one or more non-transitory 

media for storage and/or transmission.  Suitable media include, as examples, a random-

access memory (RAM), a read only memory (ROM), a magnetic medium such as a 

hard-drive, or an optical medium such as a CD (compact disk) or DVD (digital versatile 

disk), flash memory, and the like.  The computer-readable medium may be any 

combination of such storage or  

transmission devices.  The computer-readable medium may be embodied by any 

number of non-volatile memories (e.g., flash memory) and volatile memories (e.g., 

DRAM, SRAM), or any other non-transitory storage medium, or a combination of media. 

[0098]    According to various embodiments, the computer-readable medium may 

store instructions that, when executed by the processor , cause the processor to 

authenticate an issuing authority; receive an issuing authority public key from the 
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issuing authority; digitally sign the issuing authority public key using a private key of the 

certification authority; generate a digital certificate associated with the issuing authority, 

wherein the digital certificate includes the digitally signed issuing authority public key; 

transmit the digital certificate to a recipient to associate the digital certificate with a 

digital license generated by the issuing authority; and share a certification authority 

public key with one or more parties adapted to receive the digital license and the 

associated digital certificate from a holder of the digital license. 

[0099]  Embodiments provide various advantages.  According to various 

embodiments, the digital license provisioned on a user device may also be used during 

mobile wallet provisioning.  The digital license may be used to match an account holder 

and device holder data during provisioning of the account on the user device, therefore 

limiting the ability to provision a token with fraudulent information on the user device.   In 

some embodiments, the digital license may be used to validate and link an account or 

loan application to the submitter, reducing the opportunity for fraud using stolen 

identities.  In other embodiments, a digital license and a merchant authentication 

process allows for the automation of age verification and reduction in the number of 

illegitimate/illegal purchases and activities related to, for example, alcohol & tobacco 

purchases; bar, club, casino admittance; vehicle rentals, etc.  The digital license may 

also be used in the airline industry to link the device owner with the boarding documents 

on their mobile device, as well as streamline the traditional ID verification process and 

reduce the use of fraudulent IDs for travel.  Notaries are responsible for ensuring the 

identity of every signer and can be subject to civil or criminal liability if they fail to do so.  

The digital license presents  
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WHAT IS CLAIMED IS: 

1. A method comprising: 1 

authenticating, by a certification authority computer of a certification 2 

authority, an issuing authority; 3 

receiving, by the certification authority computer, an issuing authority 4 

public key from an issuing authority computer of the issuing authority;  5 

digitally signing, by the certification authority computer, the issuing 6 

authority public key using a certification authority private key; 7 

generating, by the certification authority computer, a digital certificate 8 

associated with the issuing authority, wherein the digital certificate includes the 9 

digitally signed issuing authority public key; 10 

transmitting, by the certification authority computer, the digital 11 

certificate to a recipient to associate the digital certificate with a digital license 12 

generated by the issuing authority; and 13 

sharing, by the certification authority computer, a certification authority 14 

public key with one or more parties adapted to receive the digital license and the 15 

associated digital certificate from a holder of the digital license. 16 

2. The method of claim 1, wherein the recipient is the issuing 1 

authority, and the issuing authority associates the digital certificate with the digital 2 

license generated by the issuing authority.3 

3. The method of claim 1, wherein the recipient is a user device 1 

where the digital license is provisioned on, and the method further comprises: 2 

receiving, by the certification authority computer from the user device, 3 

a request for certifying the digital license provisioned on the user device; and 4 

transmitting, by the certification authority computer, the digital 5 

certificate to the user device to be linked to the digital license on the user device.6 

4. The method of claim 1, further comprising: 1 

embedding, by the certification authority computer, the digitally signed 2 

issuing authority public key in the digital certificate.3 

5. The method of claim 1, wherein the digital license comprises 1 

one or more of a driver’s license, a vaccination passport, a regular passport, a 2 
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medical prescription, a recreational license, a recreational permit, a voter registration 3 

confirmation, an identification document to access a building.4 

6.   The method of claim 1, wherein the digital license is provisioned 1 

on a user device by the issuing authority.2 

7. The method of claim 1, further comprising: 1 

identifying, by the certification authority computer, an identity of the 2 

issuing authority; 3 

determining, by the certification authority computer, a set of 4 

authentication steps based on the identity of the issuing authority or a type of 5 

certification issued by the issuing authority; and 6 

authenticating, by the certification authority computer, the issuing 7 

authority based on the set of authentication steps associated with the issuing 8 

authority.9 

8. The method of claim 7, wherein a first set of authentication steps 1 

is performed for authenticating a first issuing authority and a second set of 2 

authentication steps that is different that the first set of authentication steps is 3 

performed for authenticating a second issuing authority.4 

9. The method of claim 1, further comprising: 1 

receiving, by the certification authority computer, a request from the 2 

issuing authority for authenticating the issuing authority; and 3 

interacting, by the certification authority computer, with the issuing 4 

authority to collect and verify information about the issuing authority as part of 5 

authenticating the issuing authority.6 

10. A certification authority computer associated with a certification 1 

authority, the certification authority computer comprising: 2 

one or more processors; and 3 

a memory coupled to the one or more processors and storing 4 

instructions that, when executed by the one or more processors, cause the one or 5 

more processors to: 6 

authenticate an issuing authority; 7 

receive an issuing authority public key from the issuing authority;  8 
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digitally sign the issuing authority public key using a certification 9 

authority private key; 10 

generate a digital certificate associated with the issuing 11 

authority, wherein the digital certificate includes the digitally signed issuing 12 

authority public key;  13 

transmit the digital certificate to a recipient to associate the 14 

digital certificate with a digital license generated by the issuing authority; and 15 

share a certification authority public key with one or more parties 16 

adapted to receive the digital license and the associated digital certificate from 17 

a holder of the digital license.18 

11. The certification authority computer of claim 10, wherein 1 

transmitting the digital certificate to the recipient comprises transmitting the digital 2 

certificate to the issuing authority that associates the digital certificate with the digital 3 

license generated by the issuing authority.4 

12. The certification authority computer of claim 10, wherein the 1 

instructions, when executed by the one or more processors, cause the one or more 2 

processors to: 3 

transmit the certification authority public key to the one or more parties; 4 

or 5 

store the certification authority public key at a storage, and transmit 6 

access credentials to the storage to the one or more parties.7 

13. The certification authority computer of claim 10, wherein the 1 

digital license comprises one or more of a driver’s license, a vaccination passport, a 2 

regular passport, a medical prescription, a recreational license, a recreational permit, 3 

a voter registration confirmation, an identification document to access a building, that 4 

is provisioned on a user device by the issuing authority.5 

14. The certification authority computer of claim 10, wherein the 1 

instructions to authenticate the issuing authority further includes instructions to: 2 

identifying, by the certification authority computer, an identity of the 3 

issuing authority; 4 

determining, by the certification authority computer, a set of 5 

authentication steps based on the identity of the issuing authority or a type of 6 
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certification issued by the issuing authority, wherein a first set of authentication steps 7 

is performed for authenticating a first issuing authority and a second set of 8 

authentication steps that is different that the first set of authentication steps is 9 

performed for authenticating a second issuing authority; and 10 

authenticating, by the certification authority computer, the issuing 11 

authority based on the set of authentication steps associated with the issuing 12 

authority. 13 

15. The certification authority computer of claim 10, wherein the 14 

instructions to authenticate the issuing authority further includes instructions to: 15 

generate the certification authority private key and the certification 16 

authority public key; and 17 

store certification authority public-private key pair at a database.18 

16. The certification authority computer of claim 10, wherein the 1 

instructions to authenticate the issuing authority further includes instructions to: 2 

receive, from the issuing authority, information associated with an 3 

identity of the issuing authority; and 4 

verify the information associated with the identity of the issuing 5 

authority as part of authenticating the issuing authority.6 

17. A method comprising: 1 

receiving, by a relying party computer from a certification authority, a 2 

certification authority public key; 3 

receiving, by the relying party computer from a user device, a digital 4 

license issued by an issuing authority, wherein the digital license includes a digital 5 

certificate signed by the certification authority using a certification authority private 6 

key, wherein the certification authority private key is paired with the certification 7 

authority public key; 8 

verifying, by the relying party computer, the digital certificate using a 9 

certification authority public key, wherein the digital certificate includes an issuing 10 

authority public key; and 11 

verifying, by the relying party computer, information contained in the 12 

digital license using the issuing authority public key.13 

18. The method of claim 17, further comprising: 1 
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decrypting, by the relying party computer, the digital certificate using 2 

the certification authority public key; 3 

retrieving, by the relying party computer, the issuing authority public 4 

key from the decrypted digital certificate; and 5 

retrieving, by the relying party computer, the information contained in 6 

the digital license using the issuing authority public key.7 

19. The method of claim 17, wherein the digital license comprises 1 

one or more of a driver’s license, a vaccination passport, a regular passport, a 2 

medical prescription, a recreational license, a recreational permit, a voter registration 3 

confirmation, an identification document to access a building.4 

20. The method of claim 17, wherein a detail level of the information 1 

contained in the digital license depends on an identity of a relying party associated 2 

with the relying party computer.3 
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