-1 SYSTEM AND METHOD FOR REFURBI SHI NG DI G TAL CAMERAS
Field of the Invention This invention relates to a
recycl abl e, one-tine use, print on demand, digital
camera. More particularly, the invention relates to a
canmera exchange systemand tp a nethod of exchanging
caneras of the type described. Background to the
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The type of camera proposed in 09/113,060 is, as indicated, directed at the
higher end of the market to compete with existing digital cameras.

We have also proposed, in our co-pending US application number 09/113,102
filed July 10, 1998 and entitled "A low cost disposable digital instant printing camera"
(Docket Number IR01), the contents of which are also specifically incorporated herein
by reference, a low cost, one-time use digital camera.

While it is believed that this low-cost camera, on its own, is of considerable
commercial value, due to the high quality and instant printing of images which can be

obtained, a camera exchange system and method are contemplated so that the camera
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-2 of our co-pending application nunber 09/113, 102 can
conpete in price with existing disposable,

phot ographic filmcaneras. ,Summary of the Invention
According to a first aspect of the invention, there is
provided a canera exchange _system which includes a
plurality of one-time use digital caneras, each canera
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repl eni shing of the

used one of the cameras for a refund and a plurality of refurbishing stations operated
by a manufacturer for receiving the used cameras from said at least one collection
depot, each station being able to be authenticated by said used camera, to replenish the
consumables of said used camera to enable a refurbished camera to be re-sold at X
currency units, and the cost to said manufacture to refurbish the camera being Z
currency units. The refund may be approximately 0.25X and Z may be approximately
0.03%X.

The consumables which are replenished may include ink, a supply of paper and
batteries of the power suppiy.

Also, at the time that the camera is refurbished, its outer casing may be

removed and recycled. All the internal components of the camera are supported on a

chassis which may be inserted into a new, recycled casing after replenishing of the
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1R50- SG -3 consunmabl es and resetting of a picture
counter of the canera. A sleeve is placed about the
re-cased canera. A selling price of either one of a
new and a refurbi shed canera by the manufacturer may
be approxi mately 0.5X It is;envisaged that, for a
return for refund rate of approxi mately 90% of the
canmeras, a . total gross nargin as per cent age of sal es
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0. sxauthetigatng yiaeachwbemd reteined pameras, that agefuzbishingistation at
wifdEiSy ca%qg'a is refurbished is authorised to effect refurbishing of said camera.

The method may include rendering a camera refurbished by an unauthorised
refurbishing station inoperative. Further, the method may include carrying out a test
routine after refurbishing to determine if the refurbished camera is operative. The test
routine for testing a refurbished camera may automatically test that the camera is
operative.

The method may include

selling each camera at a retail price of approximately X currency units, each
camera costing approximately Y currency units to manufacture where Y is less than
0.5X%;

refunding an amount for the return of a used camera; and

refurbishing each returned, used camera at a cost to a refurbisher of Z currency

units.
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refurbi shing each returned, used canera at a cost to a
refurbisher of Z currency units. | R50-SG -4 The

nmet hod may i ncl ude refunding an anount of
approximately 0.25X for the return of a used canera
and Z may be approximately 0,03X The nethod may then
i ncl ude supplying refurbished caneras to a retailer at

a cgst of approximately Q.5X currency units. Brief
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i ) nce to the
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char theethodan®y there kehak geptyiat ecfurkasidd Rethbas taod retailer at a
exchangi ng caneras, in accordance with the invention;
cpig PP X NGl O 2% FYERCHIAEhs| onal view of the type of
canera to be exchanged; Figure 3 shows a three
di mensi onal , expl oded view of an ink cartridge
Basefddstyiptibn bhehedmviagdf Figure 2; Figure 4 shows a
three di nensional, exploded view of the insertion of a

suppiye inyentien ispopedsseried Py avaysfexamplsvith feferenss to the
R Lghi her eof ; Fi 5 sh h
SR RGEHGRLENL g, thorecl, Floure S shove the
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supply; Figure 6 shows a three dinensional view of the
K PRABEIESAMETas singceardance Sith the invsalien;of t he caner a;

chastitute E0 dfee FRPRUOM L, Kond BB pPERISERTEET.

cktigiped;8 shows the nounting of a rear shell of the
casing on to the front shell; Figure 9 illustrates a
si ngFeuEd Bnts athrdechmengipnal exploded viswodt: andnlg caririgige

ags%ﬂ{blll;ﬁff%%%ﬁéra%f%‘ |, guthentication chip data

pro ailed SCription of the Draw ngs
Figure 4 shows a three dimensional, exploded view of the insertion of a supply

of priht media and a power supply in the camera during refurbishing thereof;

Figure 5 shows the re-assembly of a chassis of the camera after installation of
the supply of print media and power supply; |

Figure 6 shows a three dimensional view of the insertion of a platen forming
part of the camera;

Figure 7 shows the installation of the re-assembled chassis in a front shell of a
casing of the camera;

Figure 8 shows the mounting of a rear shell of the casing on to the front shell;

Figure 9 illustrates a single authentication chip data protocol; and

Figure 10 illustrates a dual authentication chip data protocol.

Detailed Description of the Drawings

Referring initially to Figure 1 of the drawings, a flow chart of a camera
exchange system or a method of exchanging cameras is illustrated and is designated

generally by the reference numeral 10. The camera in question is a low cost,
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Referring initially to Figure 1 of the draw ngs, a
flow chart of a canera exchange system or a nethod of

exchanging caneras is illustrated and is designated
generally by the reference nuneral 10. The canera in
question is a low cost, | R50-SG -5 recycl abl e,

one-time use, print on demand, digital camera 12
(Fi %\%{e 2) and wil] be_ described in greater detail .
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aner as meant a canmera whi ch has been used

by ahutherextitngakgten, did ededred ire rellcortdyheshodin Misehunes.
As indicated, the canera 12 is a digital, instant
cglesionslgpetaner a. Typical ly, the canera 12 has a supply
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pictures will be referred to as exposures. In ]
PEBEBE gaRee. Wvpisalin dheccammeral ThastangelysyfpriahmsdiatligdFigure 4)
' gy r new_ has nuf act uri ng
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acttriate YvithdonvetgR@al dintehd RcER36HY, HebOpicilirds! willehelrBRrie®to as

dollar. At present rates, the nmanufacturing cost of
CKpesuEnera is estimated to be slightly | ess than
i on. of about

$10. Q0_an o, articul arl in the.re

0. 50 *&iftepsd WA b Vebpef efhane shlrb dR SR Sl » P 12
wie neRTHek aehdnufaReirh@ Tostaff S e@fendy AR Moriesd dF ekPRnation, the
region of $9.48. New caneras are supEI ied to retailers

cyyrengyamniteised dcthisrdsperintion vol e tled US dpPriod trraesshtragsothe o

hat.the return to the.manyfacturer, ;in.re of
it Rl e S oo 5L 8B iy ltsR h§ R0
1¥r8 QartichRr1¢ AREE@rekncf Bt $9. 50y SpBaficdlyah lc8dtindtanalysie $dveals
of $20.00. When the canera 12 has been used, the old

that thesmandegrening ast psuckrgamens is i thaeegion ¢ 4%n depot

whereg _a refund of , I S..made 10 the.perso

For U teipebited RGBS b meBRET 8 pastof o
abﬁ%xﬁ@d’tél%@().oo So 82 tHRGetubiPto the ARG aYErVR B3ROSH R
canera 12, the cost to the consuner for each photo is

cahetapevidr et thed orger @rbott).§%equat es al nost exactly to
Also, the camera is retailed by the retailer at a cost of $20.00. When the

camera 12 has been used, the old or used camera 12 is returned to the collection depot
where a refund of $5.00 is made to the person returning the camera. As a result, the
net price to the consumer is $15.00. For a twenty five exposure camera 12, the cost to
the consumer for each photo is of the order of $0.60. This equates almost exactly to
the present cost of a developed, printed photo taken using a conventional film camera.
Due to the cost of the camera to the consumer, factoring in the refund, and the

cost per photo, the consumer, effectively, obtains a digital, instant printing camera at a
price similar to that of a disposable, one-time use conventional film camera and the
cost of each image or exposure of the digital camera 12 is of the same order as that of

the conventional camera.
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the present cost of a devel oped, printed photo taken
using a conventional filmcanera. Due to the cost of
the canera to the consuner, factoring in the refund,
and the cost per photo, the consuner, effectively,
obtains a digital, instant pginting camera at a price
sinilar to that of a disposa | e, one-tine use
conv filmcamera t he ost of each inmage
or ei \6%9 C%Jrsee E]%a&nrs‘fl%taﬁ 3@5%@*& the Fact thgt the Kmemre 1s 2
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0?%1%‘»‘?1?%%? R necds iy R ORI R T2 REfRAned o et
A@Otdmgig,tantlheanaaﬁﬁeﬁs 12be givan fatithe ted camerk d? td be tefurned;
not npecess y % the canera 12 to be returned for

@j‘ kel

hepescids s5tH katrhoyld adhlticapeinary ROt hothes te rwhysa the

B RNt SRR 107 (i Brftnd bt BEGk cohElE Ry
winild honrehe tandrad torobtdidehe refuer as, it is still likely

that _children or |ow inconme nenbers of the connung%y
woul dVieaxthe qudweﬂ@%le?rlagetﬂ@eébtbapﬁn@mé%l@fqﬁﬁbls wh

d : I8 Let:
PR AR T e P B R KPR b FATR R el
| S r Fhpapiragichiadht fethd i@dficmrérhg réfﬁfbasﬁnﬁg‘ a canl#1@ 12 is as

proximate cost to the manufacturer of refurbishing a
f@ a 12 is as follows: Refill Part or ProcessCost

T B g IR oot PP SO PO TS Sact
ol RECES L o e e 1 50
Sea hdi@hésadUChﬁ©$0 005 Car dboar d Joox$®00B5 Aut|omat ed
Pac K R R cells $0.20

Recycled molded outer front shell $0.02

Recycled molded outer back shell $0.02

Paper camera label $0.005

Automated retesting $0.05

Sealed plastic bag $0.005

Cardboard box - $0.005

Automated packing $0.005

Manual sorting and handling $0.05

Transport $0.05

Total $0.670

The manufacturer supplies such a refurbished camera to the retailer at a similar
wholesale cost to a new camera, i.e. US$10.00 so that the gross margin to the
manufacturer on refill is of the order of US$9.33.

‘Further, it is envisaged that, in due course, the ratio of used cameras which are
recycled and returned into the market to new cameras Will be of the order of 9:1
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Manual sorting and handl i ng$0. 05 Transport $0. 05

Tot al $0. 670 The manuf acturer supplies such a

refurbi shed canera to the retailer at a simlar

whol esal e cost to a new canera, i.e. US$10.00 so that
the gross margin to the mangfacturer on refill is of
the order of US$9. 33. Further it is envisaged that,
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Figure 1. The canera 12 has a casing made up
f r ont hg FaPeradd hapa cesing b mafdepp obi fromi Séreli 20 arrqlre r@ﬁhﬁbor

1L §2h aﬁqu%ag’ Egtls %a?é@gatecgf) g)gf/ ﬁegv% %% eqr?é’%% o]nn@p%:ﬁ ttﬁe?

er eo nventlona

Foatey, & d odvasiticnal faslion/1tle tardbra 1@hab ARUWINILLDS anZﬁaglﬁg lens
an exposure" taking button 30. In the recycllng of

28rad ganernesure’ takig kudonAg- 18 is removed (step 32 in

28 s TS, 8550 3 B4 iy e

1).eay ¢lisagtcd A6 3 AEFipeRl, dectkheRs20 hidiBt she das"rﬁg ﬁﬁar& Qent for
formnew shells 20 and 22 of the casing

regyskimgeindeapeaeldch ae iliuated 8t Hytorgrm agwr;b@lhz Mﬁ&pf thae
cgg}gﬁg for%ﬁ fﬂﬁr %al_i]reergarrera i s exposed. The chassis 38
a

ies erndl conponents of the camera. For a
mor eQeled ﬂieb@ﬁng 18 has been removed, a chassis 38 of the camera is exposed.

The chassis 38 carries all internal components of the camera. For a more detailed
description of these components, reference is made to our co-pending US application
mumber 09/113,102 referred to above.

The supply of print media 16 is in the form of a roll of coated paper carried on
a former 40. It will be appreciated that, once the twenty-five exposures have been
made, all that wﬂl remain in the used camera 12 is the former 40. An end member 42
of the chassis is removed to enable the former 40 to be removed. The former 40
houses batteries 44 for the camera 12 therein to render the camera 12 compact.
Accordingly, when the end member 42 of the chassis 38 has been removed, access can
be gained to the used batteries 44 which are replaced by fresh batteries.

Hence, once the end member 42 has been removed and the former 40 and

batteries 44 of the old camera 12 have been removed, a new print media supply 16 and
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description of these conponents, reference is nade to
our co-pending US application nunber 09/113, 102
referred to above. The supply of print nmedia 16 is in
the formof a roll of coated paper carried on a
former 40. It will be apprecjated that, once the
twenty-five exposures have been made, all that wll

remai n | n sed arrera the former 40. end
DRtipRs e 0@5 (f a§1§45§18 %5 ap@ﬁwe@meé 13 Rotien pihe end

r%&ﬁﬂ@?&ﬁ f@lgor ﬁgy%%élyﬁ gnmer 40 houses

atteries aner a therelnto render the
canefTae &Easm@ﬁﬂaﬁlbports/ém&ﬂit clirtriglpy 48 wheeor. hen expiodmhmaxf of the
42 of the chassis 38 has been renoved, access can
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An egpt Oﬂ&ﬂlgﬁ@\/fuﬂﬁerhﬁkﬁudés%l@o@&f hembges48hich nﬁihﬁ\&ﬂth the
greater detail in Figure 3 of the draw ngs
caerer P tyeliraghige pb%ber& S50 Vi Rhasay S6eSt 4l 60
cﬁ}é‘legta d@%@gnt CIE)! .11%62 the 1‘1‘.a cfpﬂlla{l ﬁl}(l c%f()r §1’1(1:1an n?%eoekchiaeved by the

pﬁatsn@xddmﬁ%zy anm ch@lﬁ))er 56] b8 afid 60holead dehpigIdeans irethe form
phot owi dt h gagevvl dth print head and prints one

of jageonge 62, 64 mﬁe Grespretiteltiren ferslanmmin papeanent ok within
tﬁ’é&l{l}n l&%a% ghi.pi 8@, in use. The cartridge 48 further

es a’cover menber 54 which mates with the

car r iserendQvalioo i th Cartibl HELBNABTRREENSEpenbits F0defied therein.
Each chanber 56, 58 and 60 carries a different color

Tiheke envares A0 gt epascdihyl emewtlor aseal 72 wipnghis dsaired to refill the

BBV, AhBp T30 rilh B RS Pey FEAED. g Broe 74

iSRaged.6Zhe §lﬁgaﬂd1a§5ﬁ1red ﬁ%ﬁ@ﬂﬂ VW préstpeTeedlBsch OFf an inlet port
danmpi ng novenent of ink with t he chanbers 56, 58

t@ﬁﬂe 6’03 ¢ pherabeys 138 298 68f Aqa;@rdmly,u@lf isghagad into each of the
g r|n hi ne_ o enln s, 70 flned t.h

< rgn?rﬁ'g sAPE n%énagy CFERUAD e %‘amé’ g gkgfl%ﬁ%tﬁ ink
ohdy Berefl@addrigthd &aﬁ@)fat k8§ atd¥ellow ink may be received in the chamber 60.

Once the chambers 56, 58 and 60 have been charged with new ink, the plug 74 is
replaced and a new seal 72 is applied to cover the openings 70.

The refilling of the ink cartridge is shown at step 78 in Figure 1 of the
drawings. The replenished camera, without the case, is then ready for testing (step 80
in Figure 1).

The caseless camera, as shown in Figure 5 of the drawings, is then tested by
the automatic test routine. In particular, the camera is tested to ensure paper feed and
ink flow. Most importantly, the camera is tested to ensure that it has been replenished

by an authorised refilling station to ensure that a camera of the required quality is put
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chanbers 56, 58 and 60. Accordingly, to refill the

chanbers 56, 58 and 60, a plug 74 is renoved. The

plug 74 has three prongs 76. Each prong 76 cl oses off

an inlet port to one of the chanbers 56, 58 and 60.

Accordingly, ink is charged jnto each of the

chanbers. For exanple, cyan ink may be received in the
may, be received in t
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T R e

byuhhetiehGakddrfilipt®igham i s a flash nenory. The flash
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rSll}lﬁnréentication code is stored in the chip when
manufactured. At |least two other flash bits are

r equiTh dsifrothat iR cameheRtd Gy rdMlcaaegRlityFrit Ml £ ink at
| ocks out re-programin
a properly authorised refill station, the camera 12 authenticates the refill station rather
than vice versa. The secure protocol is communicated to the refill station during the
automated test procedure via the interface when the new ink is inserted into the
cartridge 48.

Authentication

Existing solutions to the problem of authenticating consumables have typically
relied on physical patents on packaging. However this does not stop home refill
operations or clone manufacture in countries with weak industrial property protection.,

Consequently a much higher level of protection is required. It is not enough to
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of the authentication code and a bit which indicates
that the canera has been refilled by an authenticated
refill station. This data are used by a centra
processing unit of the chip 82 to effect encrypted
aut hentication of the refill,,station. The
aut hentication station conmunicates with the chip 82
vig.,a stapdard.joint test action group (JTAQ ,
RroYids pmghentication Rediod fia iseeistirelyprec ding-brewt segurity
AR R, 05D TRy PSS S oy 3B Ol
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authenticates the refill station rather than vice
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desi gn process. The solution is to provid

e
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known behaviors in this new way. For all protocols,

twh ehipecWhpthyr erfe chireorsteieetitherdicatien Ghipa asaused thel@ptemiststill

rgsp%r?s%lgtfor making the authentication decision.

Single Chip Authentication

When only one Authentication chip 53 is used for the authentication protocol, a single
chip (referred to as ChipA) is responsible for proving to a system (referred to as
System) that it is authentic. At the start of the protocol, System is unsure of ChipA’s
authenticity. System undertakes a challenge-response protocol with ChipA, and thus
determines ChipA’s authenticity. In all protocols the authenticity of the consumable is
directly based on the authenticity of the chip, i.e. if ChipA is considered authentic,
then the consumable is considered authentic. The data flow can be seen in Fig, 9. In
single chip authentication protocols, System can be software, hardware or a

combination of both. It is important to note that System is considered insecure — it can
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algorithm All the protocols rely on a tine-vari ant

challenge (i.e. the challenge is different each

time), where the response depends on the chall enge and

the secret. The challenge involves a random nunber so

that any observer w Il not g able to gather useful

i nformati on about a subsequent identification. Two

protocols are presented for each of Presence Only
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é{ Sg)%%ﬂrélﬁg P%og?%oisr ggst%a) cqn be §9§\€/Er nﬁqr?ylgi?refot(r)ra cgmg}/nap gn OP both.
Wé@@ﬁ@gl?l‘ rﬁﬁst b@ e pﬁ&ﬁéél AthdnifatRinat 96 Oﬂnasm%)ézﬁ'&%d@ ChipT

unsure authenticity. System undertakes a

apth &hipgh g@ﬁertbs mmtqm@itstmcmrwwmﬂe irChithpra, Chapili anch@BipA have
t er.m nes authenticity. In all protocols

d efgd?tﬁaﬂ%@?%f%f the consunable is directly based

PeisehBEOAN ARG dnticho® {[Ins&&ire Bidte Dat if ChipAis
consi aer e au entl C, en e Consumibl e 1ls

Footidd Weelad cantuhmbie anthehtieatthat wie ficomlycamncieed gemt validating

Fi ch aut hent,i cation otocol s

tis Feseie af g Al Bedioenibs il notEh 12 ARSI RRG Ghinspn
chhid stdid idfSmhAea! the RlandRissieh 6f thtdtaYShEAAch would not be
consi dered insecure - it can I R50-SG be easily reverse

cemgdaredsesureb yi venpratacalskaee pregintdie Prajycadt anquiten § AutberfiChtion
Bingt HouF B Ben b ialemmbinel SamE b Rpghication Chips.

pAsbAgntication I n other pr ot ocol s, two Aut hent| cation
Chips are required as shown in Fig. 10. A single chip
P(o’tetﬁté lrigd domblashi@mrpm;:ol (iveo Aesponsitich €Hfigrarpreguirad). Each

tem eferredto S st that it is
%‘gﬁ?t}o bR coytpins de fpﬂgw% ication process,

SYR! &R BRHEPX]. WhRt B srdir ust ed Aut hentication Chi p
(referred to as ChipT). In double chip

alR h€ntremtagidom pmotiep.dodes noBysik etrbe saerdncbus oifutti@rsecded with a

har d a copbi nation .of both.
\ala%‘lferent initial value for each chip instance. Changes with each invocation of

the Random function.
Each Authentication Chip contains the following logical functions:
Randomf]Returns R, and advances R to next in sequence.
FIX} Returns Fx[X], the result of applying a one-way function F to X based
upon the secret key K.
The protocol is as follows:

System requests Random([] from ChipT;

IR50-SG



However Chi pT nust be a physical Authentication Chip.
In sonme protocols ChipT and Chi pA have the sane
internal structure, while in others ChipT and Chi pA
have different internal structures. Presence Only
Aut hentication (lnsecure Stgte Dat For this |evel of
consunmabl e aut hentication we are only concerned about
valjdating the presence of the Authentication chip
SBCLWFHW@Hﬁﬁ{WHESEHBhentication Chip can contain

|S:1 ﬁ&eﬁ?@qﬁé%%oniﬂﬁ%@hﬂi@éﬂdﬁ%ﬁ % of that state

or mation not be “cons d secure. Two
pr ChpTatiamafy R esBydtant. Protocol | requires 2
Aut hentication _Chips, while Protocol 2 can be
i niphigdastie lra[RlJoSyeE8; 1 or 2 Authentication Chips.
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AR PRl SRS hnelot L Rl S 3l Rl ond g e
thauedd. The Skaeh thuteaiddes abt RGuicdihp kePNThE &utityef Protocol 1

followi ng logical functions: Randonf] Returns R and
liggymieelaqest 0 next in sequence. F[X] Returns FK[ X,

the 1 L PRl Vi one- function F to X bhased.
up S R o ORF Pl RO Rl PRl B8sior R B e
Syst &gt catpiedice ARFRPHbi 40 MathaRles th&B 1 Sfenerdizd GRiaprhsted

returns R to System Systemrequests F[R] from bot
Chi pRAuifsnticaiiogghip BHIGHPT) anust besauthentiR | to System
r
O
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considdenBistic. If the domain of R generated by all Authentication chips is small,
then there is no need for a clone manufacturer to crack the key. Instead, the clone
manufacturer could incorporate a ROM in their chip that had a record of all of
the responses from a genuine chip to the codes sent by the system. The Random
function does not strictly have to be in the Authentication Chip, since System
can potentially generate the same random number sequence. However it
simplifies the design of System and ensures the security of the random number
generator will be the same for all implementations that use the Authentication
Chip, reducing possible error in systém implementation.
Protocol 1 has several advantages:
K is not revealed during the authentication process
Given X, a clone chip cannot generate Fx[X] without K or access to a real
Authentication Chip.
System is easy to design, especially in low cost systems such as ink-jet printers, as
no encryption or decryption is required by System itself.
A wide range of keyed one-way functions exists, including symmetric cryptography,

IR50-5G



valid. If not, then ChipAis considered invalid. The
data flow can be seen in Fig. 169. The System does not
have to conprehend FK[R] nessages. It nust nerely
check that the responses from Chi pA and Chi pT are the
same. The Systemtherefore dges not require the key.
The security of Protocol 1 ies in two places: The
security of F[X]. Only Authentication chips contain
the di E%H‘E’élgﬁ,r SEWHCBREHYL P AYCSSRER gt @Wab?rbﬂqﬁlé% an F[ X]

fr : F -
ARy Bulghe SRHETER ol B br BN, B P
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be large and non- determnistic. If the domain of R
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nunbeystat Rt chblisNeRES ind dbseiSe M dutp@ SInloRRr eetindife Ry, an
System and ensures the security of the random nunber
generiadker gin alsogeanch forgaRethabvillgeneipies sppsifie BiYbsince multiple

that el bR 68ILER:, gy reduci ng possi bl e
error 1n sysfem I*1mp enentat ron. - Protocol 1 has several

adapdndiigon the dife-ReY fuheedheskndlidyl d¥gleralién can be complicated. The
authentjcation process Gven X, a clone chip cannot
generRgtRodslectiig dgned ky depcadeenheplgogithnpbging used. Certain

Aut h ' ' [ t.emis easy to design,
espegﬂgﬁ f}cfgwe%‘%g%gﬁé’g&%y%%@%m such as ink jet

Pr ThE @loSce ofshe KeQediieh-i B} fu@btidak itd@£isYibh ith@all Sohe eddluired
by S)i_stemltsel A wi de range of keyed one-way
f unctlicensingaducde patentpeptaetiong symmetri ¢ crypt ography, |

03RRI AR OGRS AR sP SRS wating o
t@ @hB3\ aNdvalle be pedf@hblk Of the fahYinithami@ay BiBiot kée M until after
ChipA had seen it. It would be even more preferable if a man-in-the-middle didn’t see
M at all.

If F is symmetric encryption, because of the key size needed for adequate security, the
chips could not be exported from the USA since they could be used as strong encryption
devices.

If Protocol 1 is implemented with F as an asymmetric encryption algorithm, there is
no advantage over the symmetric case — the keys needs to be longer and the

encryption algorithm is more expensive in silicon. Protocol 1 must be implemented
with 2 Authentication Chips in order to keep the key secure. This means that each
System requires an Authentication Chip and each consumable requires an

Authentication Chip.
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al gorithns). Secure key size for a keyed one-way
function does not have to be as |large as for an
asynmetric (public key) algorithm A mninmmof 128
bits can provide appropriate security if F[X] is a
symretric cryptographic fungh[on. However there are
problens with this protocol: It IS susceptible to
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image processing chip 82 is reset to a standard type as shown at step 100 by the
refurbishing station.

The refurbishing and replenishing of the camera is then completed and the final
step involves the insertion of the new chassis 38, with its components, into a new
front cover 20 of the casing 12 and the attachment of a rear cover or lid 22, The lid 22
clips to the front cover 20 and is also bonded thereto so that should an attempt be
made to open the casing 18, this will result in the destruction of the casing 18.

A new sleeve 24 is applied to the casing 18. The sleeve 24 is held in position
by a slot surround 102.

The steps of attaching a new case 18 and applying the label or sleeve 24 are
shown at 104 and 106, respectively, in Figure 1 of the drawings.

The refurbished camera 12 is packed (step 108 in Figure 1) and shipped (step
110 in Figure 1) to retailers.
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Paper, fromthe supply 16, is wound about a platten 86
(Figure 6). In normal wuse, the platten 86 has a paper
cutting nmechani sm 88 thereon which, once an i nage has
been printed on the paper and the paper has been fed
out of an ejection slot 90 (Figure 8) of the rear
cover or shell 22 of the casi'ng 18, cuts that piece
fromthe remainder of_ the supply_ 16. The cutting
nec h&sFAdinely, pfamggexchangs wystgp apfh methodea gaehag ging cameras
' : . e t i ng

of 0 g h S o i RO S R Bl R
cOhreantidnal fEme bhetithie wetanerndboth ko fanas e@idsths Binidas and
station_ is an authorised station, the counter 96 is
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Accordi ngly, special types of caneras may be made
avai ltawillde appresiates Yyqrersone skiled inibe pd thayhumeysiug variations
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offoP B RARL I APESmalill P 1 eBRSE R bwiE o soesifip o
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like. This nodification of the standard image is
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. ci.al _t s_of .cameras are identifiable as such by
1@%§ﬁ'v%ﬁnéﬁ% n%%ﬁ?%ﬁriately mar ked sl eeve 24. Wen,
however, the caneras are refurbished, the inmge
processing chip 82 is reset to a standard type as
shown at step 100 by the refurbishing station. The
refurbi shing and repl enishing of the canera is then
conpleted and the final step involves the insertion
of the new chassis 3 8 wth its conponents, into a
new front cover 20 of the casing 12 and the attachnent
of a rear cover or lid 22. The Iid 22 clips to the
front cover 20 and is al so bonded thereto so that
should an attenpt be nmade to open the casing 18, this
will result in the destruction of the casing 18. A new
sleeve 24 is applied to the casing 18. The sl eeve 24
is held in position by a slot surround 102. The steps
of attaching a new case 18 and applying the | abel or

sl eeve 24 are shown at 104 and 106, respectively, in
Figure | of the drawi ngs. The refurbished canera 12 is
packed (step 108 in Figure 1) and shipped (step
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I 10 in Figure 1) to retailers. IR50-SG -15
Accordi ngly, a canera exchange system and net hod of
exchangi ng canmeras are provided whi ch enabl es
instant printing, digital caneras to conpete with
conventional film one-tine_4se caneras both in so far
as costs of the caneras and costs of each exposure
Sﬁ;gﬂﬁggcerned. Further, by authenticating the

fng station, quality control can be maintai ned
to ensure that the quality of exposures obtained by
consuners is of a satisfactory quality. It wll be
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i nvention as %rglg%l déscri bed. The present

enbodi msnpsmar &r prmengﬁm rmagetmubsmd: pnr:m medied in all

respects as illustrative and n rictive. -16
CLAIVE: & ouRtEfREFondRg #%@d%ey FRRESS REViFdDYpaid
cRinkfaal ity of digital caneras, each camera including :

a supply of print nedia; a printer for printing an

i mge ontwasthericptiommearsli a; a counter for counting

t he a}en‘oer of r| nt e‘glﬂl mages provided by said canera;
an a esemdEt ?fﬁn the system further including

ﬂl@@s%né’ &%B}ng%k&@h%ﬁ%p stﬂﬁi 4944, Eé‘%ﬁﬁ%ﬁ’ céﬂérﬁ&

used returned cane eni sh i'ng’at T east sal g
rep]grpk}yng)ﬁt Ipast sdid sepshilpoDpriacdlindl cuah df sa0d retrecd caneasad

and by resetting said counter, the authentication
brgessid n&fsa@afeﬂn@a anthenticalian mEansky ea eaqiHapTEt aushenigating

vﬁ%’ﬂ% ?fen(l)tesgﬁltat n%@%%?lﬂh%&gﬁ&ﬁs'aﬁﬁmh§e@t&5te?f%£ﬂ éﬁlgblshmg

to e ct refu |ng caner
of said camera.

2. The system of claim 1 in which each camera includes a cutter for severing a
printed image from said supply of print media; wherein said counter counts the

number of cutting operations of said cutter.

3. The system of claim 1 which includes

at least one collection depot where a user can return a used one of the cameras
for a refund; and

a plurality of refurbishing stations operated by a manufacturer for receiving the
used cameras from said at least one collection depot, each station being able to be

authenticated by said used camera, to replenish the print roll of said used camera.

4. A method of exchanging cameras which includes the steps of:
providing a plurality digital cameras, each camera including :

a supply of print media consumed by use of the camera,
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2. The systemof claim!l in which each canera includes
a cutter for severing a printed inage from said
supply of print nmedia; wherein said counter counts the
nunber of cutting operations of said cutter. 3. The
system of claim1 which incluydes at |east one

coll ection depot where a user can return a used one of

the caneras, fqr a refund; and a plurality of
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receivin . ' . .
Col 1 et | o e 87 ST ARl BT b Bhadc 3Ry Wby said
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receiving returned, used caneras to be refurbished at
| east by replenishment of the print roll and by
5t eseThe Atk dftkioiwhiek idcudes edtdeéng £ tathéth sérRfbished by an
caneras; and_ authenticating, via each of said
upathemied refihishaag statien ingperafiye: bi shing station at
whi ch said camera is refurbished is authorised to
effect refurbishing of said canera. 5. The nethod of
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%% an unaut horised refurbishing station inoperative.
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test routine after refurbishing to determne if the
refurbished canera is operative. 7. The nethod of
7¢| ai ThémotiRdeif dladn CaiRiéiniantehétenciadedd &ufer f@lsevering a
severing a printed i mage fromsaid supply of print
Prigtsd dmagrifromeaish sypelyicd pesUmedia 20d whersin mg conmtdyspuRss the

bbb ARG k206 SF saffliliefut ter-

IR50-SG



