[ -EEARMS

| Whatisclaimed.is:

comprising:

=5 reeeiving-an-authentication-request-from-the-user; ,
i ' atrix-based-on-a-userlD-and-userpreference-data-and-sending-said

receiving.a.one=time code from.the.user.in response-to th@,_s,@@uﬂwmmmmv

~validating-the-one-time-code based-on-the security-matrix;-the-user-1D;-at-least-one-user—

-aftervalidating-the-one-time-code;-sending-an-authentieation-result-to-the-user;-said—

sending-a-suceess-or-fail-message;-distinet-from-the-authentieation-result-to-the-seeure——
15— -system-based-on-the-authentication-result-—

E 2-Fhe-method-of elaim-l-wherein-the-user-keyword-is-stored-in-encrypted-form.

3—Themethod of claim-1;-generating-a-security-matrix-based-on-a-user-1D-and-userpreference—
arandomly-arranged-security-matrix-as-speeitied-by-the-user-preference

~data-dncludes-generating-an-alphabetically-arranged-seeurity-matrix-as-speeified-by-the-user

-ywherein-the-authentieation-requestineludes-a-system-1b:-and
~wherein the matrix-generation-is-based-on-the-user-preference-data; the-user-ID;-and-the-
30— system1D-




and.usernreference.-data-includes f'n"lotl"""';f‘
$ 2 Lk

acunctometentecentatian
=

Q > the-ce
A2 Ao GOTULIT Y lJAvU\/L)\AAl»J\/,ll JITLTIN SV

wherein-the-step-of-generating-a-security-matrix-is-based-on-the-user-1D;-userpreferenee

data. _and cycf(—\m I\rﬂf@_{;@,ﬁg@dat&

8—The-method-of claim-1-wherein-the-step-of-gencrating-a-security-matrix-includes-gencrating-a—

matrix-that-is-differentfrom-any prw%g@g@m@m%%

[ 9. The-method-ofe

1a3 1 hereornth th 13 TSP 144 Ta3d : h 9 - WP 1.1
method-of-claimm—t-wherem-the-autnenticatt on-result-nciudcs asCSS10mTD O UCUSTU Uy

10.—The-method-of-claim-1,-wherein-the-step-of receiving-the-one-time-code-includesreeceiving
—the-userID;-and-systemtb-—

20

~wherein-the-userkeyword-consists-of-a-plurality-of-characters;-and-
—wherein-the security-matrix-maps-each-character-of-the keyword-to-a-corresponding-

13-The-method-of claim-1-l-wherein-the-user-preference-data-includes-an-indication-to-form-the

one-time-code-by-modifying-with-a-crawl-each-number-to-which-a-character-of the-user-keyword-




—The-method-of-elaim-H-wherein-the-user-preference-data-ineludes-an-indication-to-form-the
—one-time-code-by-modifying-with-a-jump-each-numbes-to-which-a-character-of-the-user keyweord-
. 15— The-method-of-claim-11-wherein-the-user-preference-data-includes-an-indication-to-form-the-

17—The-method-of-claim-11-wherein-the-user-preference-data-ineludes-an-indication-to-form-the—
one-time-code by-medifying with-a-user-echosen-word-having-a-size-equal-to-the keyweord-each-

15~ pumber-to-which-a-character-of-the-user-keyword-is-mapped-

18-The-method-ofelaim-1+~

wherein the step-of receiving a-one-time code from the user in response-to-the-security-
wherein sending-the success-or-fail-message-includes-a-panic-indication-to-the-secure-
system-sueh-that-the-seeure-system-proteets-the-user-

25 19-A-secusity-system-for-validating-a-user’s-authenticity-to-access-a-secure-systems-the-secusity—
to-receive-an-authentication-request-including-a-userID-from-the-user-to-access-the-

- J.¢ £ il fgatxz + g | +1 for f1 .1 =1
%9-7 Seeure-sy stem-and-to-generate-a-seeurity-nratrix-imresponsctorsard-autnenticationrrequest-bascd




to-send-the-security-matrix-to-the-user-and-to-receive-from-the-user-a-one-time-
-code;-

to-validate-the one-time-code-using-the-generated-security-matrix;-the-usesr-
keyword;-and-user-preference-data;-and-te-send-an-authentication-result-based-on-the-validation-to-

-authentieationresult-to-the—

a.client.interface.that.enables.the.user.to-transmit-fo-the CPr‘nrify cycfpm ancauthentication

request-to-access-the sceure system;reecives-and-displays-the-security matrix,-and-enables-the

26-

-user-via-the-secure-systemz

wherein-the-seeure-system-generates-a-custom-representation-of the-seeurity-matrix-and-
Seﬁéés !.E se {he ]}E‘E"]’.

ix 23 The-security-system-of claim-19;-wherein the security system-receives-the-one-time-code-via-
~the-secure-system-

e~



-5

i‘ 26-The-seeurity-system-of-elaim-19;-wherein-the client-interface-is-an-ATM-machine--

g -27-The-seeurity-system-of-elaim-19;-wherein-the-elient-interface-is-a-point-of-sale-terminat:

% -28~The-seeurity-system-of-claim-19;-wherein-the-client-interface-is-a-browser-of a.computer

| -system-operated-by-a-customer-representative-of-the-system-for-which-aceess-is-requested.



CLAIMS:

1. A user authentication method comprising execution, by a processing

system (30), of the steps of:

receiving (160) a reguest from a user to initiate an authentication session

the request comprising a unique identifier of the user:

accessing, using the unicue identifier, a record stored in memory

associated with the user, the stored record comprising at least code value

complexity m@fe;‘encé data (40) and a user-defined keyword (41) consisting of an

ordered sequence of symbols comprising members of a predetermined symbol

set seleclted from one or more symbol sets supported by the processing system,

wherein the symbols of the ordered seguence have been previously selected by

the user independently of other users’ selections:

generating (162) a one-time security matrix which is valid onlv for the user

during the authentication session, and which comprises a mapping between each

symbol within the symbol set and & code value which is specific to the

guthentication session and randomly selected from a code set which is distingt

from the svmbol set;

transmitting {164a) the one-time security matrix for presentation to the

user,

receiving an ordered seguence of code values (12) selected from the one-

time security matrix and input by the user, based upon the user-defined keyword

and the code value complexity preference data, in response {o presentation of the

one-time security maltrix

validating {174) the received ordered sequence of code values by

comparison with a corresponding sequence of code values generated, but not

transmitted, by the processing svstem based upon the user-defined kevword in

the stored record, the code value complexity preference data and the one-time

security matrix; and

generating {(178) an authentication result of the authentication session

based upon the comparison.



17

2. The method of claim 1 wherein the step of generating the one-time security

matrix comprises arranging the symbols within the symbol set in a random order.

3. The method of claim 1 wherein the step of generating the one-time security

matrix comprises arranaing the symbols within the symbol set in an alphabetical

order.

4, The method of claim 1 whersin:

the step of receiving the reguest from the user comprises receiving the

reguest from a secure system distinct from the processing svstem, the secure

system having a corresponding secure system identifier:

the request further comprises the secure system identifier; and

the step of generating the one-time security matrix is based upon

preferences associated with the secure system identifier.

5, The method of claim 4 wherein the step of transmitting the one-time

security matrix for presentation to the user comprises:

fransmitting the one-time security malrix o the secure system;

the secure system consiructing a custom representation of the one-time

security mairix; and

the secure system presenting the custom representation of the one-time

security malrix fo the user.

8. The method of claim 4 wherein the step of generating the one-time security

mairix includes randomly selecting code values from a code set determined in

accordance with preferences associated with the secure system identifier.

7. The method of claim 1 wherein the predetermined symbol sef comprises

alphabetical characters, and wherein the code setis a set of numerical values.
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8. The method of claim 7 wherein the stored record associated with the user

comprises user preferences including an ofiset value, and whersin the step of

validating the received ordered sequence of code values comprises generating a

corresponding sequence of code values based upon the user-defined keyword in

the stored record, the one-time S@Curéi matrix mapping of symbois to the

numerical values of the code sel, and calculation of modified code values bas;éd

upon the offset value.

9. The method of claim 7 wherein the stored record associated with the user

comprises user preferences including a crawl value, and wherein the step of

validating the received ordered seguence of code values comprises generating a

corresponding seauence of code values based upon the user-defined keyword in

the stored record. the one-time security matrix mapping of symbols to the

numerical values of the code set, and calculation of modified code values based

upon the crawl value.

10. The method of claim 7 wherein the stored record associated with the user

comprises user preferences including a jump value, and wherein the step of

validating the received ordered sequence of code values comprises generating a

corresponding sequence of code values based upon the user-defined keyword in

the siored record, the one-time security matrixX mapping of symbols to the

numerical values of the code set, and calculation of modified code values based

upon the iump value,

11. The method of claim 7 wherein the stored record associated with the user

comprises user preferences including a mask value, and wherein the step of

validating the received ordered sequence of code values comprises generating a

corresponding sequence of code values based upon the user-defined kevword in

the stored record, the one-time security malritmapping of svmbols to the

numerical values of the code set, and caloulation of modified code values based

upon the mask value,
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12. The method of claim 7 wherein the siored record associasted with a8 user

comprises an aliernative user-defined kevword consisting of an ordered

seguence of symbols selected from the predetermined symbol set, and wherein:

the step of validating the received ordered seguence of code values further

comprises performing a comparison with a corresponding seqguence of code

values generated, butl not fransmitied, by the processing system based upon the

alternative user-defined keyword in the stored record, the code value complexity

preference data and the one-time security matrix; and

in the event that the comparison results in a match, generating the

authentication result of the authentication session comprising a panic indication.

13. A user authentication apparatus {30) comprising:

a data store conlaining one or more records, each of which is assoclated

with a user by a unigue identifier and comprises at least code value complexity

preference data (40) and a user-defined kevyword (41) consisting of an ordered

sequence of symbols comoprising members of a predetermined svmbol set

selected from one or more symbol sets supported by the processing system

wherein the symbols of the ordered sequence have been previously selected by

the user independently of other users’ selections; and

a processor comprising a processing unit and stored program instructions

which, when executed, cause the processing unit fo:

receive {(160) a request from a user fo initiale an authentication

session, the request comprising the unigue identifier associated with the

user,

access in the data store, using the unique identifier, the siored

record associated with the user;

generate {162) a one-time security matrix which is valid only for the

user during the authentication session, and which comprises a mapping

between each symbol within the symbol set and a code value which is

specific {o the authentication session and randomly selected from a code

set which is distinct from the symbol sel;
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transmit (164a) the one-time security matrix for presenistion o the

User,

receive an ordered sequence of code values (12) selected from the

one-time security matrix and input by the user, based upon the user-

defined kevword and the code value complexity preference data, in

response to presentation of the one-time security matrix;

validate (174) the received ordered sequence of code values by

comparison with a corresponding sequence of code values generaied, but

not transmitted, by the processing system based upon the user-defined

keyword in the stored record, the code value complexity preference data

and the one-time security matrix; and

generate {178) an authentication result of the authentication session

based upon the comparison.

14,

A security svsiem comprising:

a user-authentication apparatus according fo claim 13;

a secure svstem (20) for which a user requires authentication, and which is

configured to:

receive a unique identifier of the user;

transmit a request to initiate an authentication session to the

user-authentication apparstus, the reguest comprising the uniaue identifier

of the user;

receive, from the user-authentication apparatus, the one-time

security malrix;

present the one-time security matrix to the user;

receive, from the user, the ordered sequence of code values

selected from the one-time security malrix;

transmit the ordered seguence of code values o the

user-authentication apparatus; and

receive, from the user-authentication apparatus, the authentication

result.
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15. The security svstem of claim 14 wherein the secure system comprises one

of:

a web server interface, wherein input is received from the user and the

one-time security matrix is presented fo the user via a web browser (110, 112)

operated by the user;

an automatic teller machine (1022, 102bY or

a point-of-sale terminal {(104).




