5A METHOD AND A CORRESPONDING PROXY SERVER, SYSTEM, COMPUTER-READABLE
STORAGE MEDIUM AND COMPUTER PROGRAM 10 TECHNICAL FIELD Various embodiments
relate to a method and a corresponding proxy server, system, computer-readable storage medium and
computer program. In an embodiment, the method is an authentication method which authenticates a
client 15party to a transaction by determining if the client is a holder of an account provided by the
client to be used in the transaction. BACKGROUND 20 With the proliferation of the Internet, more and
moreSpeople are usindr\ViB TR AN & GRRRESREONNNG RRCHY SERMAERINS over the Internet
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clients. However, the anonymity of an e-commerce transaction brings issues of fraud and
misuse. It is beneficial for a transacting GfaMRANtERBRAERAMS person who initiates a remote
transaction (e.g. a client) is a holder of an account which they request to be used in the transaction. It
is also beneficial for the holder of the account to be informed when a transaction is initiated using his
accoint. TESHE NIE Atarid&idixed services or protocols which allow merchants to authenticate 30
transactions thereby reducing the likelihood of fraud. Such services may be generally referred to as
authentication services. One such example is the 3-D SecureTM Network service. The 3-D SecureTM
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merchangfm@pdiment, the method is an authentication method which authenticates a client

15 party to a transaction by determining if the client is a holder of an account provided

by the client to be used in the transaction.

BACKGROUND

20 With the proliferation of the Internet, more and more people are using e-commerce
to conduct transactions. Conducting transactions over the Internet has the
advantage of convenience, lower costs and mass market reach for both merchants
and clients. However, the anonymity of an e-commerce transaction brings potential
issues of fraud and misuse. It is beneficial for a transacting merchant to confirm if a

25 person who initiates a remote transaction (e.g. a client) is a holder of an account
which they request to be used in the transaction. It is aiso beneficial for the holder

of the account to be informed when a transaction is initiated using his account.

There are standardized services or protocols which allow merchants to authenticate
30 transactions thereby reducing the likelihood of fraud. Such services may be generally
referred to as authentication services. One such example is the 3-D Secure™ Network
service. The 3-D Secure™ Network service leverages existing Secure Socket Layer
(SSL) encryption functionality and provides enhanced security through authentication of
the client. A participating merchant typically subscribes to the 3-D Secure™ Network.
35  As a subscriber to the 3-D Secure™ Network service, the participating merchant may

use a piece of software called Merchant-Plug-In (MPI) to exchange messages and pass



use a piece of software called Merchant-Plug-In (MPI) to exchange messages and pass 5information
to the card issuer to authenticate the card account to be used in the transaction. In this way, the
participating merchant establishes an authentication session to confirm if the client is the rightful holder
of the account. However, merchants may prefer not to subscribe to such authentication services to
avoid card abandonments and improved user experience. 10 In view of the above, it would be
desirable to authenticate a transaction without requiring the transacting merchant to first subscribe to
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a first client and a secogd cl'eltl[%;[ﬁ, the request message comprising first client data and second client

data, the it 2lieit SRRLGhRGRY S ScldAeRTHENee 5 the ArSQUREnIAWSY SFaMREEHEMIS20 the

second atient ctefeindicatisghit the sesendichet dssthserined 16:3 senier] dsteranniigiiihs,gecond
clientis %u%sl%rqibed t% the service based on the second client data at the proxy server; generating an
authentiéation r%‘dolygst %85?583r5?%8'pr0xy server if it is determined that the second client is not
subgtribed to the service, the authentication request message requesting confirmation that a holder of

the account js, 25 first client; sending the authentication request message from the proxy server to
an exterr}g]l \s}iey\%eﬁg‘%‘f ré(l:gé“iwﬁg%rw gﬁﬁegﬁcéi?ghr?égepéﬂsg‘fﬁé@s%técgaéeﬁaanﬁgséﬁé?ﬁa%m% at the
proxy serearinng e itree secinaingritaauth dnsicatiostréguiest mastageicit® agihentication response
message comprising an indication of whether the holder of the account is the first client. 30 In an
embodingpiaiA reguest message indicates a type of the transaction and the authentication request
message is generated only if the type is a predetermined type. In an embodiment, the first client data
indicates if the holder of the account is 35subscribed to the service and the authentication request

message/ararreEdbHifnts provide a method comprising receiving a request message at a
proxy server, the request message relating to a fransaction between a first client and a
second client, the request message comprising first client data and second client data,
the first client data identifying an account to be used by the first client in the transaction,

20 the second client data indicating if the second client is subscribed to a service:
determining if the second client is subscribed to the service based on the second client
data at the proxy server; generating an authentication request message at the proxy
server if it is determined that the second client is not subscribed to the service, the
authentication request message requesting confirmation that a holder of the account is

25  the first client; sending the authentication request message from the proxy server {o an
external server; and receiving an authentication response message from the external
server at the proxy server in response to sending the authentication request message,
the authentication response message comprising an indication of whether the holder of
the account is the first client.

30
In an embodiment, the request message indicates a type of the transaction and the

authentication request message is generated only if the type is a predetermined type.

In an embodiment, the first client data indicates if the holder of the account is
35  subscribed to the service and the authentication request message is generated if the

first client data indicates that the holder of the account is subscribed to the service.
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first client data indicates that the holder of the account is subscribed to the service. 5In an
embodiment, the method further comprises holding the request message at the proxy server for a
preset time period if the authentication request message is generated. In an embodlmenj[, the
method further comprises generating a transaction request 10message at a first cllent_ device
associated with the first client, the transaction request message comprising the first client data. ~Inan
embodiment, the method further comprises sending the transaction request message from the flr_st
clienfdeviBe?fd arakediietietbesoribes Sudhes comhninesl bektiogdiaientteiitintashgransastion. In

an embodgj t, ethed fur OMpPHS erating t essage af the second client
device bireadg %n%%ﬁef?rﬂarf%%cﬁoré Fr%qegeg':fe rr%egjs%a%ge@arr%{ggn Egﬁ%ﬁ%%tsg%s{ ?nesessfglg%??r%?ﬁ%e 'Second
client devﬁ?é’f’d%}‘?éjproxy server. 20 In an embodiment, the external server is an issuer server
associated with an issuer of the account, the authentication request message further comprising the
account data from the request message. 25In an embodiment, the method further comprises

generating a\VerfRRAG 1SEn1B85a0R AitheissaBsisRREasssating variieatantdatarstorest in
assooiationesdhgiest a first client device associated with the first client, the transaction request

message comprising the first client data.

In an embodiment, the method further comprises sending the transaction request
message from the first client device to a second client device associated with the

15 second client to initiate the transaction.

In an embodiment, the method further comprises generating the request message at the
second client device based on the fransaction request message and sending the
request message from the second client device to the proxy server.

20
In an embodiment, the external server is an issuer server associated with an issuer of
the account, the authentication request message further comprising the account data

from the request message.

25 In an embodiment, the method further comprises generating a verification request
message at the issuer server based on verification data stored in association with the
first client data by the issuer server, the verification data identifying a verification device
of the holder of the account, the verification request message requesting password data

for verification.

30
In an embodiment, the method further comprises sending the verification request
from the issuer server to the verification device and outputting a password request
message for the password data from the verification device to a user of the verification
device.

35



first client data by the issuer server, the verification data identifying a verification device of the holder
of the account, the verification request message requesting password data for verification. 30 In an
embodiment, the method further comprises sending the verification request from the issuer server to
the verification device and outputting a password request message for the password data from the
verification device to a user of the verification device. 35 5In an embodiment, the method further
comprises receiving an input at the verification device from the user of the verification device and
sendifig tHe APRTeATIREVeifieaticih ee foehenisemplise sepseivingaareinpotiment therifitetiod

further conmprisesapneiatingihs adhentication RIS RAISSARSSINE ﬂ%ﬂ%#&%“ﬂes%\(ﬁﬁr apd,

sending the authentication response message from the issuer server to proxy server, wherein the
indication ¢ Y& A0dNE88486 3386 onse message is based on a comparison between the input and a
password identified in the verification data. 15 In an embodiment, the method further comprises

modifyinglthe reque% r’aﬁgsa?e to include the indication at the proxy server to form a modified request
message. Ih & effIBBANBREthi meBH et iertiemsreay isesdisgnpeingditieel ragiietinetisage
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authorizin%the tran ctionnat the issuer server based on the indication in the modified request

message. essage trom the issuer server io the proxy server, wherein the indication in the
authentication response message is based on a comparison between the input and a

password identified in the verification data.

15 In an embodiment, the method further comprises modifying the request message o

include the indication at the proxy server to form a modified request message.

In an embodiment, the method further comprises sending the modified request
message from the proxy server to the issuer server.

20
in an embodiment, the method further comprises authorizing the transaction at the

Issuer server based on the indication in the modified request message.

In an embodiment, the method further comprises generating a receipt message at the
25  issuer server, the receipt message indicating whether or not the transaction has been
authorized.

In an embodiment, the proxy server is an acquirer server associated with an acqguirer,
the acquirer being an administrator of a second client account to be used by the second

30 client in the transaction.

In an embodiment, each message exchanged between the acquirer server and the

issuer server is exchanged via a payment network server.



In an embodiment, the method further comprises generating a receipt message at the 25issuer server,
the receipt message indicating whether or not the transaction has been authorized. In an
embodiment, the proxy server is an acquirer server associated with an acquirer. the acquirer being an
administrator of a second client account to be used by the second 30client in the transaction. In an
embodiment, each message exchanged between the acquirer server and the issuer server is
exchanged via a payment network server. 5In an embodiment, the proxy server is a payment network
servet, thi P2y RBIRGHERRIK SepRioNKiRErenifyareaBeUmeiwsitatewizh dreauayirententarork

associatedahidr afbieresanidheadeHkereiR-amadminisiralor of 4 seeond 8@?8&%?&8%@%0 Er‘fh‘ésed

by the second client in the transaction. 10In an embodiment, the request message Is sent from
second cIEMH&IE oA FE) Reienatrin s piatviofhe srepnd cieniactau drbedisrshbithe

second cliastdscnmesibaninand thenfiesitrlient is a customer who initiates the transaction with the
merchant. 15 In an embodiment, the transaction is a payment transaction between the first client and

the second client. Various embodiments provide a proxy server comprising at least one processor; and

at 200easioas eteinodiniaciticing cafopstenpsegirmcedat henatiRasbensaMaBNanddhs aomputer
program %% %%%?ﬁ}% Vr\/c(a)cglkto, with the %t least pne processor, cause the proxy server at least to: receive

a request message, the reti:’l%vs(ta’rn%’éasg eg??@ﬁ’é’iﬁ{ ®\Stransaction between a first client and a second
client, the request message comprising first client data and second client data, the first client data

identifyingrfag@%gg sed by the,first client in the transaction, the second client data
indicating if the sec%%%%?ﬁn%?s’%u%%%%@g E{gnatlt Eseraviféqe%rag?air’rﬁﬁg i%g‘@c%W@EI%ﬁ RUSIBBEfibed to
the servicksaisiiptes the sevmadittienithathe geafadetan authentication request message if it is

deterined that the second client is not subscribed to the service, the authentication request message

requestin? confirmation that a holder of the account is the first client;
n an embodiment, the transaction is a payment transaction between the first client and

the second client.

Various embodiments provide a proxy server comprising at least one processor; and at
20 least one memory including computer program code: the at least one memory and the
computer program code configured to, with the at least one processor, cause the proxy
server at least to: receive a request message, the request message relating to a
transaction between a first client and a second client, the request message comprising
first client data and second client data, the first client data identifying an account to be
25 used by the first client in the transaction, the second client data indicating if the second
client is subscribed to a service; determine if the second client is subscribed to the
service based on the second client data; generate an authentication request message if
itis determined that the second client is not subscribed to the service, the authentication
request message requesting confirmation that a holder of the account is the first client:
30 send the authentication request message to an external server: and receive an
authentication response message from the external server in response to sending the
authentication request message, the authentication response message comprising an

indication of whether the holder of the account is the first client.



30 send the authentication request message to an external server; and receive an authentication
response message from the external server in response to sending the authentication request
message, the authentication response message comprising an indication of whether the holder of .the
account is the first client. In an embodiment, the request message indicates a type of the transaction
and the authentication request message is generated only if the type is a predetermined type. In an
embodiment, the first client data indicates if the holder of the account is subscribed to the service and
the attherlficafioPiegdssemiesBagedsigenaratsddttiediGiiest cieynelath tinelicatesdtairtherplder of

the accouny,is,shhssiine selvice, dnan.ambedimantdhe.at least one memory and the computer
program cotée is furtrier (%Er?ﬁ%ﬁed Wéit%k%%ie %east%%rilgep olc:esgmy 5 é%gs%r?he_etgf&{/}%ger &Fto hold
the request message at the proxy server for a preset time period if the authentication request

15message isgesissesndnaniembadingat: the seqppRl Sliantis @ el B@Ptc?f”%tgeza@ééq#?r}%is a
customer who injtiates the transaction with the merchant. 20In an embodiment, the transactionis a

payment tP4RSSER6H BRdiigeramictrandidng aanerisatisndensast massegs ésnpedkraiats ibrivede a

system cofirgrisiagt al AEEKHEENGY IRARRMBRIEMaNH ARER fireicientasyice Bsaaciateswith the first
client, wherein the first client device is 25configured to generate a transaction request message

comprising the first client data. In an embodiment, the system further comprises a second client device
associateth an embodiment, the at least one memory and the computer program code is further

configured with the at least one processor to cause the proxy server to hold the request
message at the proxy server for a preset time period if the authentication request

15 message is generated.

In an embodiment, the second client is a merchant and the first client is a customer

who initiates the transaction with the merchant.

20 In an embodiment, the transaction is a payment transaction between the first client and

the second client.

Various embodiments provide a system comprising a proxy server in an embodiment;
and a first client device associated with the first client, wherein the first client device is

25  configured to generate a transaction request message comprising the first client data.

In an embodiment, the system further comprises a second client device associated
with the second client, wherein the first client device is configured to send the
transaction request message to the second client device and the second client device is
30 configured to receive the transaction request message from the first client device to

initiate the fransaction.

In an embodiment, the second client device is further configured to generate the request
message based on the transaction request message and to send the request message

35 to the proxy server.



with the second client, wherein the first client device is configured to send the transaction request
message to the second client device and the second client device is 30configured to receive the
transaction request message from the first client device to initiate the transaction. In an embodiment,
the second client device is further configured to generate the request message based on the
transaction request message and to send the request message 35to the proxy server. 5 1In an
embodiment, wherein the external server is an issuer server associated with an issuer of the account,
and herein the issuer server is configured to receive the authentication request message from the

proxy sefvesntemautheriicatignrenuest massasehrbeicampisiag the frskslispidatp figmihe

request message. 10 In an embodiment, the issuer server is further configured to store verification
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embodiment, the system further comprising a verification device of the holder of the account, the
verificatigheag?g?(?gw&ﬁfncé)fﬁgr\?é?ﬁié%ﬁ?ﬁ%gbﬁfét, %ﬁ%?é‘?ﬁntmeeiég%?gem\%ﬁg%nﬁgured to send the

verification request message to the verification device, and wherein the verification device is

configured to output a passwprd.request messa é%ﬁ)for the password data from the verification device
toa use?%ﬁ%ee@ﬁéﬁ%%egg\%c@? Y an emnbodirt ?fh%o\?g% |E%?|oﬁ F&ige R, ﬁﬁ‘@lﬁ?ed to
receive assoputivonwitie Ueeficfttivdardrifiettiemddvicgenrdate sendiieatipat feguetiterverfiagtion

device t%g%%&s%lﬁefhseer\ygxriﬁcation data, the verification request requesting password data for
verification.
15
In an embodiment, the system further comprising a verification device of the holder of
the account, the verification data identifying the verification device, wherein the issuer
server is configured to send the verification request message to the verification device,
and wherein the verification device is configured to output a password request message

20 for the password data from the verification device to a user of the verification device.

in an embodiment, the verification device is further configured to receive an input from
the user of the verification device and to send the input from the verification device to
the issuer server.
25

in an embodiment, the issuer server is further configured to generate the authentication
response message and to send the authentication response message to the proxy
server, and wherein the issuer server generates the indication in the authentication
response massage based on a comparison between the input and a password identified

30  in the verification data.

In an embodiment, the proxy server is further configured to modify the request message

to include the indication to form a modified request message.



25 In an embodiment, the issuer server is further configured to generate the authentication response
message and to send the authentication response message to the proxy server, and wherein the
issuer server generates the indication in the authentication response message based on a comparison
between the input and a password identified 30in the verification data. In an embodiment, the proxy
server is further configured to modify the request message to include the indication to form a modified
request message. 5In an embodiment, the proxy server is further configured to send the modified
requelt m@ssBgrRMbadiETissticthsepvexy|semasnbhbdithencohiésissrbtaesrsat thdunbeifeshiiguuedtto

authorize m&géﬁé%t{ﬂ@ Rased gn.fhe indication in the modified request message. 10 In an
embodiment, the issuer server is further configured to generate a receipt message, the receipt

message indicating whether or not the transaction has been authorized. 15In an embodiment, the

ProXy Servyards alhassives HevRr Rsserialedarith AMASALBRRJIRAGIURNBEIOIAR adminisitator of a

merchant account to be used by the merchant in the transaction. In an embodiment, the system is
configure @8R M E-RAIRRISEG s ArReifed BHeshBISSTREACquirer server and the issuer server
is exghanged via a payment network server. In an embodiment, the proxy server is a payment network

server, the payment network server being configured to communicate with an acquirer server
associateﬁ"wﬁ)ﬁ Smbodiment, the issuér server is further configured to generate a receipt

message, the receipt message indicating whether or not the transaction has been

authorized.

15 In an embodiment, the proxy server is an acquirer server associated with an acquirer,
the acquirer being an administrator of a merchant account to be used by the merchant

in the transaction.

in an embodiment, the system is configured such that each message exchanged
20 between the acquirer server and the issuer server is exchanged via a payment network

server.

In an embodiment, the proxy server is a payment network server, the payment network
server being configured to communicate with an acquirer server associated with an
25 acquirer, the acquirer being an issuer of a second client account to be used by the

second client in the transaction.

In an embodiment, the system is configured such that the request message is sent
from the second client device to the payment network server via the acquirer server.

30
In an embodiment, the second client is a merchant and the first client is a customer

wha initiates the transaction with the merchant.

In an embodiment, the transaction is a payment fransaction between the first client and

35 the second client,



25acquirer, the acquirer being an issuer of a second client account to be used by the second client in
the transaction. In an embodiment, the system is configured such that the request message is sent
from the second client device to the payment network server via the acquirer server. 30 In an
embodiment, the second client is a merchant and the first client is a customer who initiates the
transaction with the merchant. In an embodiment, the transaction is a payment transaction
between the first client and 35the second client. Various embodiments provide a proxy server
comprising means for receiving a request message, the request message relating to a transaction

between gefirst¢lignbaam-_SeconRA st piig eduRst &%?&ﬁ%dgc%eﬁéim ety daia,padisecond

client data, the first client data identifying an account to be used by the client in the fransaction, the 10
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authentication response message from the external server in response to sending the
authentication request message, the authentication response message comprising an

indication of whether the holder of the account is the first client.

20 Various embodiments provide a computer-readable storage medium having stored
thereon computer program code which when executed by a computer causes the

computer to execute a method in accordance with an embodiment.

Various embodiments provide a computer program comprising software code adapted

25  to perform a method in accordance with an embodiment.
BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments will be better understood and readily apparent to one of ordinary skill
30 in the art from the following written description, by way of example only, and in
conjunction with the drawings, wherein like reference signs relate to like

components, in which:

FIG 1 is a block diagram of a system in accordance with a first and a second

35 embodiment of the present invention;



30 in the art from the following written description, by way of example only, and in conjunction with the
drawings, wherein like reference signs relate to like components, in which: FIG 1 is a block
diagram of a system in accordance with a first and a second 35embodiment of the present invention;
5 FIGS 2(a), 2(b), 2(c), 2(d), 2(e), 2(f), 2(g), 2(h) and 20) are each a flow diagram of a method in
accordance with the first embodiment of Figure 1;  FIG 3 is a block diagram of a system in
accordance with a third embodiment of the 10present invention; FIGS 4(a), 4(b), 4(c), 4(d), 4(e), 4(f),
4(g),4(h), 40), 4W, 4(k), 40) and 4(m) are each a flow diagram of a method in accordance with the
third embeg f Bigyure 31 j (o] [ in ac ith.a fourth
em bodirr?g %l%g’p%gzn% (%Q/e%t%%i#g %@ a‘é i@i?&%%%@é%%?eﬁ \(/% rélz{gsw;{g%é\gé&nfcﬁz%rdan ce
with a furfReF e o dRferE angfevpitsést fiigb At dineriG RgErschematic diagram of a computer
system in accordance with another embodiment of the present invention. DETAILED DESCRIPTION
Embodiments will be described, by way of example only, with reference to the drawings. Like
referencd HamelBiR BIRPEIHASCRIFS O thevsiamingsaeterdance eishariiisr eqhivdiemsatsgdbme
portigns @i dersrinttanmwhich follow are explicitly or implicitly presented in terms of algorithms and
functional or symbolic representations of operations on data within a computer memory. These
algorithmic descriptions and functional or symbolic representations are the means used by those
skilled in e $latia pragsissing, afta xoacen\vry) mugh ediestivealy H1g, sifRstanneatithg Wik i others
skilled inﬁg%laéltéAn . . . . ) )

gram of a method in accordance with the third embodiment of Figure 3;

15 FIG 5 is a block diagram of a system in accordance with a fourth embodiment of the

present invention:

FIG 6 is a schematic diagram of a wireless device in accordance with a further

embodiment of the present invention; and

20
FIG 7 is a schematic diagram of a computer system in accordance with another
embodiment of the present invention.
DETAILED DESCRIPTION

25

Embodiments will be described, by way of example only, with reference to the drawings.
Like reference numerals and characters in the drawings refer to like elements or

equivaients.

30 Some portions of the description which follow are explicitly or implicitly presented in
terms of algorithms and functional or symbolic representations of operations on data
within a computer memory. These algorithmic descriptions and functional or symbolic
representations are the means used by those skilled in the data processing arts to
convey most effectively the substance of their work to others skilled in the art. An

35 algorithm is here, and generally, conceived to be a self-consistent sequence of steps

10



35algorithm is here, and generally, conceived to be a self-consistent sequence of steps 5leading to a
desired result. The steps are those requiring physical manipulations of physical quantities, such as
electrical, magnetic or optical signals capable of being stored, transferred, combined, compared, and
otherwise manipulated. Unless specifically stated otherwise, and as apparent from the following, it will
be 10 appreciated that throughout the present specification, discussions utilizing terms such as
"scanning”, "calculating”, "determining", "replacing"”, "generating"”, "initializing", "outputting",
"estatilishiggdingdeiingesieshdasyllt. idbatisjans', Steatisraitingiy!bogm pasisigh! "exiréstirgioos thé like,
refer to th ' S fac Sy, [.S] iL?E; lectronic, device, that pmanipulates
and trans%ﬁ%ed%?g‘%g@%%h?ga%RlSQSS%EJ%%ﬁ%éI’ qﬁ?ﬁﬁﬁgg vérigt]hl tt%é% c%l?%%% ercggﬁtgﬁ %E;gg{ﬁ%r data
similarly réfreastriteas{srprsicanbinadtivesward taetothpowssyseaamdaistier information storage,
transmission or display devices. The present specification also discloses apparatus for performing the
operations of the 20 methods disclosed herein. Such apparatus may be specially constructed for the

required pURRR SRS YoripHst athensss pansbss cappgiret Jrathdheldutendamcitvarlabtivated
or reponfigiyad 4B camRPUIRH DEPSlaI R Enthg comptieh, The alamsibng BacdisRiaysprpsented

herein are not inherently rejated to any particular computer or other apparatus. Various general

purpose MSchifeRHAY be GEMHRHRIZS (HBIHARISING accEP@iARANIth 958 %62IEMINgs Tifighzing”,
Alternativebuttheteryistruelseanit Rigge spa@'@@a@dgappa@ugi{e@perfqagrﬁl;@gf@quire‘q%mqqrgqps
may be appropriate. The structure of a con@tional gﬁeneral purpose computer will appear from the

description-BBIBH Sbm SSERDINGh & pHE s e Rt PafS R AP SERES ¥ FpTRYBFogram
and the inslysidnal stegimiththeanietnad dlescsbathhearainpuiaydse-pdt intosetiess iseorepuriseste. The

computer program i not intended to be limited tg an rticular programming language and
implglrslnenésti hhereot E%&ﬁ?%ewgbb?e%%t%?ﬂﬁ&f% gg%@?@df‘%}roodg ﬂﬂ%?ﬁﬂ@@iﬁé@%ﬁ&%ﬁ%g
thereof may behysexbtodopibtissntviibitedbisingsropGEthesgiselasune ctmsainafbiresgion Maceayer, the

computergp%?gmigpgl; mg&m&k?g do. ggs'SIimited to any particular control flow. There are many other
variants of the computer

The present specification also discloses apparatus for performing the operations of the
20 methods disclosed herein. Such apparatus may be specially constructed for the
required purposes, or may comprise a general purpose computer or cother device
selectively activated or reconfigured by a computer program stored in the computer.
The algorithms and displays presented herein are not inherently related to any particular
computer or other apparatus. Various general purpose machines may be used with
25  programs in accordance with the teachings herein. Alternatively, the construction of
more specialized apparatus to perform the required method steps may be appropriate.
The structure of a conventional general purpose computer will appear from the

description below.

30 In addition, the present specification also implicitly discloses a computer program and
the individual steps of the method described herein may be put into effect by computer
code. The computer program is not intended to be limited to any particular programming
language and implementation thereof. It will be appreciated that a variety of
programming languages and coding thereof may be used to implement the teachings of

35  the disclosure contained herein. Moreover, the computer program is not intended to be
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program, which can use different control flows without departing from the spirit or scope of the
invention. Furthermore, one or more of the steps of the computer program may be performed in 10
parallel rather than sequentially. Such a computer program may be stored on any computer-readable
medium. The computer-readable medium may include storage devices such as magnetic or optical
disks, memory chips, or other storage devices suitable for interfacing with a general purpose
computer. The computer-readable medium may also include a hard-wired medium such as exemplified
in the Intémrited] ospste madicwimelesstroediom Shehasexenaplfiethisr therGSM,ob ARSc3Gmt4G
mobile t FREIGRE %E‘?{%%Jh&ec&%‘&r&%r&g%?ﬂbw R eaggi Senitel (e NS ho? cope .
general-purpose computer effectively results inan apparatust a?lmrﬂgmems thie g{eps of &'method in
accordarddhgitRvamniéenbodiment. 20The invention may also be implemented as hardware modules.
More particular, in the hardware sense, a module is a functional hardware unit designed for use with
other components or modules. For example, a module may be implemented using discrete electronic
compond&it8heFMeEn sienca prrtioRlofhenséebisect Brirepmritenipseiaas maibplratdormSseiific

IntagrateshtdfienitAhalCinAHmesaEaRineT BasAIbitesexiRl: 275hrsR Skiled,n hisar Wi appreciate

that the system can also be implemented as a combination of hardware and software modules.

Various ERIBBUiRTeRIRN e TR HBthdBANCPE BHtRESSGRakIG prsdiwarBagyineiiie storage
computegggiaeabiR SO LRI PRGN NS SREBP Sk HIPFEABANRMHSORResinesadae faethod is an

authentication method which authenticates a customer party to a transaction by determining if the

customeP @RI IERT drER atitgut Bt ofideensyah & LIRS A& Bl Slsed 8 R TRHEIRAAbIERIG 1

illustratemadivatema imigecorclatee avitara- et anmbedimne dudih exsysienm 2iBeHlustiaies slements that

may_be utilized to perform an authentication process, 5relating to g tra ion between a first client

an Sa el sr%eargné)rﬁyvliﬁel%ss medium such as exempﬁlﬁegm thge %§M &S[ﬂ%g 3G or 4G mobile
telephone systems. The computer program when loaded and executed on such a
general-purpose computer effectively results in an apparatus that implements the steps

of a method in accordance with an embodiment.

20 The invention may also be implemented as hardware modules. More particular, in the
hardware sense, a module is a functional hardware unit designed for use with other
components or modules. For example, a module may be implemented using discrete
electronic components, or it can form a portion of an entire electronic circuit such as an
Application Specific Integrated Circuit (ASIC). Numerous other possibilities exist.

25 Those skilled in the art will appreciate that the system can also be implemented as a

combination of hardware and software modules.

Various embodiments relate to a method and a corresponding proxy server,
system, computer-readable storage medium and computer program. In an
30 embodiment, the method is an authentication method which authenticates a
customer party to a transaction by determining if the customer is a holder of an

account provided by the customer to be used in the transaction.

FIG 1 illustrates a system 2 in accordance with a first embodiment. The system 2

35 llustrates elements that may be utilized to perform an authentication process
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embodiment, the first client is a customer who initiates the transaction and the second client is a
merchant who is a party to the transaction. For example, the customer may initiate the transaction with
the merchant to buy goods and/or services from the merchant. In an embodiment, the "customer" may
be a term used 10 to refer to the first client and the "merchant” may be a term used to refer to the
second client. In an embodiment, the transaction is a payment transaction. In other words, completion
of the transaction involves a payment between parties to the transaction. 15 The system 2 comprises a
first dienfela¥ing 10 infcdrameattaibrbrRiwesBecontrslieplieiviead 2 alnsecentbodliamnint, ithedirst client

device is gcHstamendeyice mad tiesesons &L@%%\F%ﬂ%%ﬂ%@@gg%ﬁswaﬂ desgription

which follows, the terms "customer”, "merchant”, “customer device" and "merchant device" will be

used. HoRR&RAC1GEAB0S hdBREARNM AR &h Bnmsebinient)enE&a sastisroliarbexzonriaclibfiged
with "firstglignimesesriyd Figate "first eligniglaviee vand tsecond-client deviesn The seerchapiglevice

12 is in communication with an acquirer server 14. The acguirer server 14 is in communication with a

payment FeRBTR SR MGTE M a)haRt ¢ IBRASHNSEN dh 86 I RUBRIMTIAY R @ W HFSSUer
server 18cTheddssdetseriien 18ismitnaammuniaation yith mygrifeation gdaviess20idnrarembediment, a
'server' maey bedJr%Ferstchqd to mean a siré%Ie com utin%t'devipe ora pIuraIit% of interconnected
computing FRNded G e 2R ’tcsh\?otéf?ﬁﬁ A DS B MFRLTRANTASYRE the QHiSer may
be contaiweddsjtiioradistgle hafrdwareamitotibe distoivatehapngsavprheonanyrditerenthardware
units. An exem I{:lr¥] computing device is described below with reference to FIG 7. The customer

device 1(5%”6@ e A&sociated with the customer who is a party to the 35transaction. In an embodiment,
the authentication process authenticates the customer 5before the transaction is authorized. That is,

first1§ prqtﬁ%s,%)?gt%%qf'%nggg]g}@@tgea first client device 10 in communication with a second
client device 12. in an embodiment, the first ciient device is a customer device and
the second client device is a merchant device. In the description which follows, the
terms “customer’, "merchant’, “customer device” and "merchant device” will be
used. However, it is to be understood that in an embodiment, these terms could be

[T

20 interchanged with “first client”, “second client”, “first client device” and “second client

devica”,

The merchant device 12 is in communication with an acquirer server 14. The
acquirer server 14 is in communication with a payment network server 16. The
25  payment network server 16 is in communication with an issuer server 18. The

issuer server 18 is in communication with a verification device 20.

in an embodiment, a ‘server’ may be understood to mean a single computing device
or a piurality of interconnected computing devices which operate together to
30 perform a particular function. That is, the server may be contained within a single
hardware unit or be distributed among several or many different hardware units. An

exemplary computing device is described below with reference to FIG 7.

The customer device 10 may be associated with the customer who is a party to the

35 transaction. In an embodiment, the authentication process authenticates the customer
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customer is the true holder of an account provided by the customer for use in the transaction is
performed and, second, the transaction may be authorized based on whether the customer is
confirmed to be the true holder. In an embodiment, the customer device 10 may be a computing
device or a wireless computing device. In 10 an embodiment, the customer device 10 may be a
handheld or portable or mobile device carried or used by the customer, or may refer to other types of
electronic devices such as a personal computer, a land-line telephone, an interactive voice response
(IVR)Ssystesfipranththérisalitisone embodimeniBhat nybilsstlexyigedveysbefasdevieairsychastagnobile
phone, a | computer, a petsqnal digital 15 computer (FDA), a mobile computer, a portable music
player (su%ﬁégc}s?na% if‘-%{ %%d ﬁ'ﬁgegﬁl?e?gfr? e%%crﬂﬁi]gry? !Q(\)/ivrge %%s (Yorﬁﬁuﬁ%%%g\%}&ﬁg (Lj'é) ctibédhelow
with referéiacsactifiG i6. perommeechantdedcertd ey thenasstiolatethwitietlzrinercednbabedisoalso a
party to 2 figEAsRCoR AP RNBodiinRDL e etehan AeYigrd2 av.Rea qomputing dguice or
a wireless computing device. In an embodiment, the merchant device may Be & point-of-sale (POS)
terminal, &HEQtoR dRrvietet rackime A TONRUbeGsiRicornpaer@iemnpaersdngrdrestinga
webgfe, fah AR &% X yaIa8mar Alie 6IARRoR: o AENANBR el dFesygfias a
mobile phone, a personal digital 25assistant (FDA), a laptop computer, a tablet computer an tﬁe like.
The acquii&¥§&n@rTgdnay Beeskfyciie custe BieacouireayItiies be olterdiess thateiaciteiver may
be an entig{f:8s SCRMRANY PBOLEHUF NN PMBICNI SRR (S0 1 SBihIRBES ANAREARS R TNslers) an

account (e.g. a financial bank account) of the 30 merchant. Examples of the acquirer include a bank

and/or otHEPRATRGIAI RERNHIE T REHSlFelt, SRESCEIRILBIOEISL LBy eI Ry 5% BRthore

computingelexicesital asasiseddoLsiabiind GapruInisatignyyth-anpbessepvaidyexshanging
messages with e%d/% sing information to the other server. 5In an embodiment, the payment
Sigany

netwdrk sEPRY a8sBITR ) TRIARMRTI D EY3BI LA teP R YaE A a8k $erdel 16

may be thenBattkaeli€y petworkapesaied byrMesteroaig(linghedhice partdeiodasiaricardgixmay be
an entity (%I%. a company ar organization) who operates to process transactions, clear and settle funds
for paymernits Between two entities (e.g. two banks). The payment network server 16 may include one
10 or more computing devices that are used for processing. Those skilled in the art will appreciate that
ggfl; jﬁ;‘gﬁg@e \ﬂ%(gé}’gﬂ@ﬁ’t R YR8 AN AR TRPQUMS L BN GARSHE SRIVEILRE WIRY 18Slgs gne o1 mare

20 the transaction. in an embodiment, the merchant device 12 may be a computing

device or a wireless computing device. In an embodiment, the merchant device may
be a point-of-sale (POS) terminal, an automatic teller machine (ATM), a personal
computer, a computer server (hosting a website, for example), an IVR system, a land-
line telephone, or any type of mobile device such as a mobile phone, a personal digital

25  assistant (PDA), a laptop computer, a tablet computer and the like.

The acquirer server 14 may be associated with an acquirer. It is fo be understood that
an acquirer may be an entity (e.g. a company or organization) which issues (e.g.
establishes, manages, administers) an account (e.g. a financial bank account) of the
30  merchant. Examples of the acquirer include a bank and/or other financial institution. In
an embodiment, the acquirer server 14 may include one or more computing devices that
are used to establish communication with another server by exchanging messages with

and/or passing information to the other server.
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that are used to perform a payment transaction. The issuer server 18 may be 15 associated with an
issuer. It is to be understood that an issuer may be an entity (e.g. a company or organization) which
issues (e.g. establishes, manages, administers) an account (e.g. a financial bank account) of an
account holder or an account owner. In an embodiment, the issuer may authorize a transaction after
the customer has been authenticated. In an embodiment, the issuer server 18 may be configured to 20
communicate with, or may include, a database. The database stores data corresponding to each

accotint issaecebybibdiissuie thE xemplest ofdiveodateinclutie apasswekhamesoatnk haldebaame and

address, a credit limit and/or an jindigcator indicating. whether the holder is_a subscriber to an
authentic%ﬁ)ﬁ%& |éé,% sﬂ%ﬁ%%?{hneegyfﬁr[géc’gmg rﬂr%Nn%?\xorﬁ &Be?\%c%’? ?ﬁgﬁt&ﬂ%aﬁﬁéﬁft‘?%@
verificatidaiderceapiEmapdeac papyting ddlastedt ardiplesy camputingtddeice.d campamodiment,
the verificationdevice 20 m %SUE') Id or, e or mobile deyvic ried qQr used by the holder
of the accg%nt,lor r@ refergg)é?)%ﬁgesrq%/ es%o%(glé%%{(%%ﬁﬁ\slic%%asru%ﬂdagéezt%z%%érilsj%roprﬁﬂﬁéﬂ ta 30
land-line RebpeRmdvaLNfesystamvanbanksiikéhmpaymeenmetdivricatsyarmbbiledmdtedmanbe a
devige. Suehiisa MARERNONR SR I0RCAMRLEY HPgRonRLdiglahfUDRE FRM 2D
computer, a portable music player (such as an iPodTM and the like), that has a suitable application
stored, |02RRIG P IRNBAMEBSHSRINEESIGY GhsthBenisisie device such that the holder can be contacted
at a 35verification address (e.g. a land-line telephone number, a mobile phone number or 5an
electronic mail address). In an embodiment, the customer device 10 is also the verification device 20.

In anotheNeFACTARREHTSRE MRISHHET RSN 18 SrayViRCHIFIIR R UEVE 200Ry lRtsasaiaes

devices. H@Sa#6)u260), 3(Cperishn26) p3(h i) i angR0)raove dloyy diagrams of mmethad 10
per{%’med %the a %\{ -des_cribedjlements in accordance with the first embodiment. In the first
, e

emB3dimani o A5 sehtf dhhssHAge SR aPHBRYST SPa BR @BURDIEYHE Sustomer
who desigoatparthecacaquinifatiose Whible isssactiony. Thadoliondsg slererRes BEATard(Bh 2(c),
2(d), 2(e)a Zégm%(gg, Z(Q) ‘%nd 201) in tl%:n. 15In£|§é2ﬁ2, groceﬂsi be{gins at operation 200. At
operatior 960" fafesCioA g LR Al oL AR @SRRI LI AR HRMBE NS dmBBdiment,
the transaotiordisrésttheessager isrgenenatertiby theicarstamenatiéichatisakastarseleetinn béangood
and/or servi rchased on a website hgsted by the merchant, Therefore, the fransaction
request rééksﬁ%%%%z at'egl;tlo gﬁa%%%&%@%% %e% tﬁgé:%%tgr%rgﬁ Zmé h&" %m%?ch%(mégwe to
20 communicate with, or may include, a database. The database stores data

corresponding to each account issued by the issuer. Examples of the data include a
password, an account holder name and address, a credit limit and/or an indicator
indicating whether the holder is a subscriber to an authentication service, such as, the
3-D Secure™ Network service.

25
In an embodiment, the verification device 20 may be a computing device or a
wireless computing device. In an embodiment, the verification device 20 may be a
handheld or portable or mobile device carried or used by the holder of the account,
or may refer to other types of electronic devices such as a personal computer, a

30 land-line telephone, an IVR system, and the like. in some embodiments, a mobile
device may be a device, such as a mobile phone, a laptop computer, a personal
digital computer (PDA), a mobile computer, a portable music player (such as an
iPod™ and the like}, that has a suitable application stored, loaded or otherwise
instalied in or on the mobile device such that the holder can be contacted at a

35  verification address (e.g. a land-line telephone number, a mobile phone number or
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The transaction request message may include transaction data and/or data relating to the customer
(i.e. customer data). The transaction data may identify the good and/or service to be purchased. The
transaction data may further identify a value or price of the 25 good and/or service. The transaction
data may also indicate a time and date at which the transaction was initiated. The customer data refers
to data identifying the account indicated by the client to be used in the transaction. In an embodiment,
the customer data is also known as account data. The account data may include the name of the

accoant hoideledhempdnmas ackreabnumber nbBAN:andrBecdate pkexunRf te B0areount (if
applicabl(;:'/). The PAN refers t% r]umber fdi%its (or characters) which identify an account issued by
an issuer (‘?ﬁ’g%ﬁblé{%'ﬁgn @F& ERSHSE FREsInEThoifmanslamat RiE fe. &° At fi2ount,
debit acceanfiqatepail dcecRint) 4% ivsueshay#n gsvieepursuant to the 35MasterCard(r) International
Incorporated rules, and the PAN may be a twelve to 5nineteen-digit string that identifies both the
issuer (e.g. which may be based on the first few digits of the string, for example, the first five to ten

digits) andith8 gpekifitoac2tmin2(e)g2(ehid{fin2ydedhsadda(soshewfalvditipaemainnegmdigiss). The
PANmay identify | er | i standardized Internet transaction.protqcol such
NS A b e R R A S S S
underlie tthe dugheambatdongstodhenseitietbdins payasnat agvesday e of. BeetreCadeo Mg yf an

MasterCazdQ),p autRnlials A URIBNEE Ly AmEahanLduriRg @ s%y&m%%m&%m%% an

embodiment, the issuer authenticates a customer. The PAN is typically utilized to route and process
transactidflowing fracatee FEed Aie) TRGse Aalied . thie hR il Z4ppredinenthafidindeprimary account

schemes and formats 15may be used in conjunction with embodiments described herein. In an

example, the customer may select the good and/or service (e.g. a basketball) that
15 In FIG 2(a), processing begins at operation 200. At operation 200, a transaction request

message is generated at the customer device. In an embodiment, the transaction
request message is generated by the customer after he makes a selection of a good
and/or service to be purchased on a website hosted by the merchant. Therefore, the
transaction request message relates to a transaction between the customer and the

20 merchant,

The transaction request message may include transaction data and/or data relating to
the customer (i.e. customer data). The transaction data may identify the good and/or
service to be purchased. The transaction data may further identify a value or price of the
25 good and/or service. The transaction data may also indicate a time and date at which
the transaction was initiated. The customer data refers to data identifying the account
indicated by the client to be used in the transaction. In an embodiment, the customer
data is also known as account data. The account data may include the name of the
account holder, the primary account number (or “PAN") and the date of expiry of the
30  account (if applicable).

The PAN refers to a number of digits (or characters) which identify an account issued by
an issuer (for example, a bank). For example, in some embodiments an account (e.g.
credit account, debit account, pre-paid account) is issued by an issuer pursuant to the

35 MasterCard® International Incorporated rules, and the PAN may be a twelve to
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he would like to purchase from a website (e.g. www.amazon.com) hosted by the merchant (e.g.
Amazon Tv) over the Internet. The selection may be done on his 20 customer device (e.g. a personal
computer). He may indicate a type of the good and/or service (e.g. a basketball) and a quantity of the
good and/or service (e.g. five). The customer may be informed of a corresponding transaction amount
to pay. The transaction amount corresponds to the value of the good and/or service to be purchased
(e.g. the transaction amount is five times the value of one basketball). In this 25 example, the

transactioimdstariefils stridatehisleatifyiifigshe gookasslier selyiagn(ergnfiehasketnls) tAdrst

h d and/ ' 9. th | cost of five ti the val f
Paskotoal IS e SRS o AR AP0 VGoBlt 0 I L RRF B RHHRAEt to 20

fill in the tetailshitthenmode disagnuensorte maylilbintdateeataniag eiging inThidipg kherrameswyhich
the accol registered to, the PAN and. the date of expiry, of the account (if applicable). In some
instance LT Lo e S SRR R e e e e i

embodinght e dustanagerfapNbbvorbnsstetteo entan the Ratidéet;fitatiGrDV Skeeu(eCV \NrvdSiard
Secyity ! " d.35Venficati " ) ayment card. Such. data
ide(;l]ltdi{fying:étyr‘?gC élcgc‘c%é}ngJ %%ﬁﬁ%lb@%ﬂﬂ%@lggggﬁgﬁ égg[%/r% té@%%,% tPaaHer%%H e%\d%ig(s?t iﬁé%sage
may be Ee@ Bt gndMasterinicoidl e anbianicate cuntdataenfan @misodirmentj uheg ustomer

device m@@&ﬁrﬁ%?é@‘%ﬁst&ﬁ@mrw@ﬁ%ﬁu)ﬁ’é@%m‘R‘i%h%%gﬁ‘éj&ﬁﬁ%@a‘{\éesbﬁitgugtgﬁw‘é’r‘?bﬁjwt may

be hosted by the merchant device. 10 The information communicated between the customer device

and the hédnhisntRicRY milzsd itvitviea iANAePrFRRCItNfaqliess nieak iy dperatea o2, the
transactigmseeuridnanspac-s senbipradhecHioBIREANIra AP ARednsl RARKISYVISSH IR ARats

embodiment, the customer device and the merchant device _
15 may be used in conjunction with embodiments described herein.

In an example, the customer may select the good and/or service (e.g. a basketball) that
he would like to purchase from a website (e.g. www.amazon.com) hosted by the
merchant (e.g. Amazon™) over the Internet. The selection may be done on his
20 customer device (e.g. a personal computer). He may indicate a type of the good and/or
service (e.g. a basketball) and a guantity of the good and/or service (e.g. five). The
customer may be informed of a corresponding transaction amount to pay. The
transaction amount corresponds to the value of the good and/or service to be
purchased (e.g. the transaction amount is five times the value of one basketball). In this
25 example, the transaction data refers to data identifying the good and/or service (e.g. five
basketballs) to be purchased, and a value of the good and/or service (e.g. the total cost

of five times the value of one basketball).

On the same website or a different pop-up website, the customer may be prompted to
30 fill in the details of the mode of payment. He may fill in data of an account including the
name which the account was registered to, the PAN and the date of expiry of the
account (if applicable). In some instances, the customer may also be prompted to enter
the security data for the account. In an embodiment, the customer may be prompted to
enter the Card Verification Value ("CVV") or Card Security Code (“‘CSC”} or Card

35  Verification Code ("CVC") from a payment card. Such data identifying the account is
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15 are in communication with a network, such as, the Internet. In this example, the transaction request
message is sent from the customer device to the merchant device via the network. By way of example,
the transaction request message is sent from the customer's personal computer to a computer server
hosted by AmazonTM. 20 The operations of FIG 2(a) are performed by the customer device, as
described above. The operations of the merchant device will now be described with reference to FIG
2(b). At operation 204, the transaction request message is received at the merchant device. By way of

examplenthaitdnsaciondeguest messagetisgeraiyed ataeanipulaegoesr ARastad by-dnpazon TM .
In the above e a(rjngle tlﬁ n]fgrchant, Ara%zon T" . is informed. that a customer would like to purchase
bsi

five basRetbamsvia’ 'sﬂ% @n,&?%tﬁ)% atfon EB%,t'aeré‘&ﬁ%gPhﬁ’@ééage is generated at the merchant

device which acts to request the issuer to authorize or perform the transaction. In an embodiment, the

30 request me 1 ayment request message. In an embodiment, the transaction i ne via the
Internetﬁjn n’[h(:'r'?er%g)zjl%y%riwr?;§ll[[1[i|)’e%qﬁul:'\egtu r%%ss%gg@r\r/fg)? iﬁ‘c?t\fd%emceor%' Lﬁrt@:?:}% %W@Sﬁ%%tvﬂifggﬁay
indicate i ciduveds \GE¢hei aeretehsiewebsitestist¢y pegfithehvatshdtio thanaierchishé dwrchant is

subgcribReL A AUIReNUSRIANRELEP SR AS W B REF T NRALK SelviRe I B0 80
understood that other authentication 35 services may be used in some other embo iments. As

mention@@kBeveciides ipridranmastsubsaiesl toaprage® SecureTM Network service, the merchant
may exchange messages and pass information to the issuer to authenticate the account to be used in

the transaction. For examn[;ég the merchant may communicate with the payment network server so as

to authehtieRRIIHa48d . ransRelen iPavs shEressRdRs Ifcesifsemobe teLaismesavieaton
service, e M EHRANIIBRYNAhbsatisosaab ek aressisnRi the ietheniicationaEiRg cusiaper's

account as the merchant would not be performing the authentication request. In the example, the

computér & eFHBLHBIERIRM AT P AR YSnctHED aASayirinternet.  In this example, the

transaction request message is sent from the customer device to the merchant device
via the network. By way of example, the transaction request message is sent from the

customer's personal computer to a computer server hosted by Amazon™.

20  The operations of FIG 2(a) are performed by the customer device, as described above.,

The operations of the merchant device will now be described with reference to FIG 2(b).

At operation 204, the transaction request message is received at the merchant device.
By way of example, the transaction request message is received at a computer server
25 hosted by Amazon™. In the above example, the merchant, Amazon™, is informed that

a customer would like to purchase five basketballs via its website.

At operation 206, a request message is generated at the merchant device which acts to
request the issuer to authorize or perform the transaction. In an embodiment, the
30 request message is a payment request message. In an embodiment, the transaction is
done via the Internet and the payment request message may include merchant data.
The merchant data may indicate the address of the merchant's website, the type of the
transaction and/or if the merchant is subscribed to an authentication service, such as,
the 3-D Secure™ Network service. It is to be understood that other authentication

35 services may be used in some other embodiments. As mentioned above, if the
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request message to include merchant data identifying the merchant. The merchant data 15 may
include the name and/or address of the merchant (e.g. Amazon T"), the website of the merchant (e.g.
www.amazon.com), an indicator indicating if the merchant is or is not subscribed to an authentication
service. Additionally, the payment request message may also include the above-described transaction
data (e.g. five basketballs and the total value of the five basketballs) and the above-described account
data (e.g. the name 200f the account holder, the PAN and the date of expiry of the account). At
operatioma&ihthe peymeRcrigiesbMassage iseentdromba/merchanideVving teitheragquiresserver.
The transact'hon data in the payment request message may serve as a request for the issuer to
authorize TR HAREALRBRHT Rk MBrSa IREHRIRINGY ABR 98 P HE el e aeRaiire
transactidre ansednironheehalfi séthiermdtshantatplbetasamplen Ammanan thmakeasadeguastier an
amount equivalent to the value of five basketballs.to the acquirer (e.g. the merchant's bank).  The
operz:ltiorf;géIl g:[%i%;l E?%@SFE %%rr\fg’?rﬁ{e)c? By%fhaeu%%gpcﬁgﬁ? g‘&/i@%?{gg} % scti é‘ﬁ?&%’b\}i? The tions
of the actguiret sebseribal towrbealdseribeatinitiseeferente todiB2(C)ndy} opetatiani210,gbetpayment
request isrecel ) cqujrer n this way, the acquirer js informed of th
rancton o P el S e D S ARl 8 Bl 20
the paymeeifeeningtinasdhgatisabanardse$tom the acquirer server to the payment network server. In
an embodiment, the acquirer server may not do further processing to the payment request message
and, instead, may merely receive the payment request message from the merchant device and

forward itRotffe PERRIAL HAWSHOBEIOE SEUET NROSIRS o AAZAIG ' (M2 @ peefetmed byyiercquirer
server, agR@eeaiibeskabg o Tha RREFRERMEAT Hé@ﬁ%%%@%\@ﬁ%e?@ﬁ%%%ﬂ@%%gﬁﬁﬁg%ed with

reference to FIG 2(d). 15 At operation 214, the payment request message is received at the payment
netlork AR EEIRFRAMR PRYIeAT A SoRE g@\i@?@i’ﬁf&fﬁéﬂ orseerdfisatiomvahaivsf the

merchantiwouler bkario ejainavthenzationaf thamtragsatsiondidsraantionahaore.ithseleaf the
payment network server ma tﬁe to facilitate communijcation between the acquirer server and the
issuer sefy ﬁcﬁﬁgﬁs’f,otr?éwaééh ROVicaHAs} ﬁ%{)v/aﬁ%t Additionally, the payment request message

may also include the above-described transaction data (e.g. five basketballs and the

total value of the five basketballs) and the above-described account data (e.g. the name

20 of the account holder, the PAN and the date of expiry of the account).

At operation 208, the payment request message is sent from the merchant device to the
acquirer server. The transaction data in the payment request message may serve as a
request for the issuer to authorize the transaction. in other words, the acquirer server
25 may be permitted to obtain the transaction amount on behalf of the merchant. In the
example, Amazon™ makes a request for an amount equivalent to the value of five

basketballs to the acquirer (e.g. the merchant's bank).

The operations of FIG 2(b) are performed by the merchant device, as described above.

30 The operations of the acquirer server will now be described with reference to FIG 2(c).

At operation 210, the payment request message is received at the acquirer server. In
this way, the acquirer is informed of the transaction and that the merchant would iike the
transaction to be authorized..

35
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20 know how to communicate with the issuer server, but may know how to communicate with the
payment network server. Likewise, the issuer server may not know how to communicate with the
acquirer server, but may know how to communicate with the payment network server. Therefore, the
payment network server may serve as a means through which the acquirer server may communicate
with the issuer server in order that 25 payments and authentication may be performed. In this
embodiment, the payment network server is configured to hold the payment request message based
on ofe oAmgseretioditans tibeeneaitrredaaandisionswilk Ferdesadbarim M adeiaibinepasations
216, 218 ang/or 220. 1t its to be Lijnderstoo? that in 3 tqe following example, three conditions are
explaineanireBRH LERaiEH AMlistBY et tn VG TG Bafife AL A 8 SETREs A% d Bk Reld.

Howeverfursamecotsesiegntoottimenisnentyregecst twosshihe sanditisrsneathiorermet facdhe
payment.req e held. 5 At gperation,216, the. payment network server examines the
Payment o B e T e R e R R ST e,

such as thet@cokSeues. TM Network service. In another embodiment, the authentication service may
be aifferent authentication service. As described in operation 206, in an embodiment, the merchant
data indicates if the merchant is subscribed to the service. The payment 10 network server may

examine the prechipndataikeldoadine therfragmertydhaestquiss agever detetaioeiifidtieahmerehant is

subscribeddodhe, sRENS B RFCEEFE IO QpeLation %WB&B@%%%@%% iié?sﬁeﬁ%si% N

determined that the merchant is subscribed to the service. Processing flows from operation
operatiorf@@ﬁ?j?t has been determined that the merchant is not subscribed to the service. 15 At
operation 218, if it is determined that the merchant is not subscribed to the service, the payment
network server further examines the payment request message to determine if the type of transaction

is a predefeMMRRlRwe! 4n Bis ARYBEMhREURS JREseRIMISCEFRIEHAY) B PRYIRBhSSMISR hat is
done elestaricatytanentie B |piginehisHeivasaseprep MEEHMEASTAREOR IMBSAHVENE 45 another

embodiment, the predetermined type could be djfferent, for example, an automatic POS transaction
type. Prrgggsg}‘?é | W8m‘£§'2ﬁf‘at 8n°§f%'?o ?Hg‘BBé?é.’f?Gn Dol itRESINN detérinMEdiRREthe type

of transastioveis thet thdeprddeterpagachitprefirotessing:flons,ros epesaliens 1 RRoaiaiih 220 if it
has been d termigjed that the tsy e of 25 r@nsaction is the pﬁ%ﬁtermined type. At operation 220, if it is
e

determings hat the Type of the Tans B e BT ST EmITEY SRS RS BATPh ST HRhWeRY S8kver

fansactio
furttier ekaminbswhiopaymentietjeesttméssagmitw server, but may know how to communicate

with the payment network server. Likewise, the issuer server may not know how to
communicate with the acquirer server, but may know how to communicate with the
payment network server. Therefore, the payment network server may serve as a means
through which the acquirer server may communicate with the issuer server in order that

25 payments and authentication may be performed.

In this embodiment, the payment network server is configured to hold the payment
request message based on one or mare conditions. The one or more conditions will be
described in more detail in operations 216, 218 and/or 220. It is to be understood that in
30 the following example, three conditions are explained and each condition must be met
in order that the payment request message to be held. However, in some other
embodiments, only one or two of the conditions need to be met for the payment request

message to be held.
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determine if the issuer of the account is subscribed to the authentication service, such 30 as the 3-D
Secure T" Network service. In an embodiment, the payment network server determines if the issuer of
the account is subscribed to the service based on the account data. For example, if the account data
comprises a PAN, some digits included in the PAN may indicate if the issuer of the account is
subscribed to the service. In an embodiment, the payment network server may be in communication
with, or may 35include, a database which may store data associated with the account based on the

5PAN. Treopiateibdatasnaeipdigatent teevsaueenidhearaniuy issubsaihnddaibsiservicagéhe
payment n

tywork. seryer may access the datapase to read the data associated with the PAN to
determin® %et ér?égﬁéﬁéesﬂgesr&ﬁﬁg E?o%%&ﬁﬁ@e@%@éﬁ@ﬁ@‘ﬁ%@fﬁﬁ‘ﬁ’ ‘Gﬁeﬁé%h%%‘?o%% _
operatioBe228:ift Natvoee s etoteeminechdtiad thenissuenésinohsuhabehecaiiedoicem Rroeessing
flows fro ration 220 ta.10operation,222 if it has,been determi that the issuer is subscribed to
the serv@g%%})égr%ﬁgﬁcf% ,nifslD 1%"8%‘[(5{?%|neestz?ﬂt1:)aetdtﬁ[(]:- %%ﬂ&ﬁ f%nsg@gcﬂbéa(ﬁ' tgqﬁé) aweg t?h%
paymenteeoivark sieteeirgitiesict treambehtcdtisnsepeiisdegsdge. dvraivemboedimenhdhe
authenticati e a inglud chant data and 15 the account data from the
e S A B8 IR e TR R e e
to verify"iessBEeHOIdit gsHeg érdon mkhanatisd shieserinsdctiothd sesaen ffeo tes siathdntication

request{ReSSSsIS ey indisate %%?&tiﬁ?ﬁ@%ti@qtrﬁésbﬁggﬁngagr Wi %?Ztﬁ@ %%5%1&

www.amazon.com. In this way holder may confirm that he is the person who initiate

transacfOR b thie thrasf Hieabeatetsipdiny ¢ famearsriinn? K toriegiome hathériation
request sRERSRSIR MAMEBaIHRNREAGE (A SANEMHALITR BAABEA IR 8SePuRLS the same as the customer.

15
At operation 218, if it is determined that the merchant is not subscribed to the service,
the payment network server further examines the payment request message to
determine if the type of transaction is a predetermined type. In an embodiment, the
predetermined type may refer to a transaction that is done electronically over the

20 Internet, such as an e-commerce transaction type. However, in another embodiment,
the predetermined type could be different, for example, an automatic POS transaction
type. Processing flows from operation 218 to the operation 228 if it has been
determined that the type of transaction is not the predetermined type. Processing flows
from operation 218 to operation 220 if it has been determined that the type of

25 transaction is the predetermined type.

At operation 220, if it is determined that the type of the transaction is the predetermined
type, the payment network server further examines the payment request message to
determine if the issuer of the account is subscribed to the authentication service, such
30 as the 3-D Secure™ Network service. In an embodiment, the payment network server
determines if the issuer of the account is subscribed to the service based on the
account data. For example, if the account data comprises a PAN, some digits included
in the PAN may indicate if the issuer of the account is subscribed to the service. In an
embodiment, the payment network server may be in communication with, or may

35 include, a database which may store data associated with the account based on the
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25At operation 224, if the authentication request message is generated, the payment network server
holds the payment request message. The payment network server may hold, without sending, the
payment request message for a preset time period. In an embodiment, the preset time period may be
20, 50, 100 or 120 seconds. In an embodiment, the payment network server may perform other
processing while holding 30the authentication request message. In an embodiment, if it is determined
that one or more of the three conditions in operations 216, 218 and/or 220 is met; the payment

netwerk seaver Thay sioledheaaymantremest iMessaga;dn steRaRdasiAnGs. e fRaagntgwork
te the authentication request message based on the held payment request 5

server may 35genera

messa e%ﬁvb(%eﬁbﬁrd%‘ﬂﬁ%% RS meT $h et gliestdRteesse I9atPad HbR Befdre the
g . - . .

authenticatiosc remesmmess@gmmwematadnm@mem@ngdwow,snmmbbow, H@M@éfd . .lment

request message may be held and the au tication request message may be generated if only one

conditior:%()r%% ?Wﬁoovﬁ%ré IS 26 YRE 2@&% HERVE %%rg%% fiﬁ%@érﬁfﬁ{b‘%}ﬁﬁ@ﬂﬂ@gﬂ%ﬁ?equeﬁ

messagetite thesissuar setveubbrabeeimbottimestvibe. pRysnestingtWorssenmar seadgitie pemarated

authentication J: S while holdin ment request message. 15At operation 228, if it

hasqgeengﬁgt%r{ﬁﬁne ti@ﬁhaggrﬁg?&w%eﬁ%gméﬂ%égﬁé?e% ?o‘?ﬁg%e?v?éje,st%ré) &fggoogf‘ﬁe?ﬁégﬁ?on is not the

predetermined type and/or the issuer is not subscribed to the service, the payment network server

forwards t uest.m ' r. without further progessing,.in a manner
Bty 3 L R e L A ST A R e
and/or 2 PR meetsloagaieer nganerriserven deetheotivapede theuestmalassagaction flow

between denaefiHisRE, SR ARG IS H R ARLYE e sERE ORELANARR.OL RIG %(%)ﬁsn?%é%%% by the

payment network server, as described above. The corresponding operations of the issuer server will
now be dOSRBRRI RS EREIdRBPRY PRDIRYUest message.

In an embodiment, the merchant data and the account data may be used to verify that
the holder is the person who initiated the transaction. For example, the authentication
request message may indicate that a transaction has been initiated with Amazon™ on
20 www.amazon.com. In this way, the holder may confirm that he is the person who
initiated the transaction or be informed if his account is being used maliciously.
Accordingly, the authentication request message may be generated to confirm if a

holider of the account is the same as the customer.

25 At operation 224, if the authentication request message is generated, the payment
network server holds the payment request message. The payment network server may
hold, without sending, the payment request message for a preset time period. In an
embodiment, the preset time period may be 20, 50, 100 or 120 seconds. In an
embodiment, the payment network server may perform other processing while holding

30 the authentication request message.

In an embodiment, if it is determined that one or more of the three conditions in
operations 216, 218 and/or 220 is met; the payment network server may hold the
payment request message. In such an instance, the payment network server may

35 generate the authentication request message based on the held payment request
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At operation 230, the issuer server receives the authentication request message from the payment
network server. As mentioned above, at operation 222, the authentication request message may
include account data. The account data may include the PAN. 30 The PAN identifies the issuer which
issued the account identified by the account data. In this way, upon receiving the authentication
request message, the issuer is informed that (i) one of its issued accounts has been used in a
transaction, and (ii) that it must check to confirm that the party requesting that the account be used in

the teansactissaigethin taslesnoldedof thexascenibo@marit DREfRIPNAB2ethrigshiRissaRE Hegnekates a
verificatichn g?%%?g}en}%ssa %étqt.an embodimeqt the issuer server mayé%;e configured to store
: L :

verificatiol Gats 1n Sseociaton Wit IRe LEddER: a6 S mEimircadts M) YRERARRLEBNRCt

address entrenthaldengfiththacgeymierihesqoatacnaddeess may be aswhiledntirebentbeanemail
address %ng%%g%g%gf IQS rﬁgg&%% @@\ﬁ%e 888%%%% é}dditiont?lly, the 10 verification data
| . .

may include a password or other information which may be used 'to'Test a user of the account (e.g. the
customer) to confirm that they are the true holder of the account. The verification request message

maybe GRNSFIRA BAsESh L HIGRION dRinreT SxREPIRLIT LeneHisalign daiREIeh corasponds
to the account indicates that the holder prefers to do verification on"a mobile phone, a verification
request FB§RE33AdR MRJEEEYjEREVAledNas eeSHItiIMmestale Sewicn{ SMBpriessage werafs kieractive

Voice R?méa\/%hm@ﬁﬁ@g@eﬁ h%\ﬁ%@@@?ﬁ&%@%@%ﬂgﬁdlg@ & CHIgHLRe t%&%ﬁft

password data (e.g. a password or part of a password) from a user of'the verification device. The
obtained'P&SS@#td data can then be compared to the verification data to determine if the customer is
the true holder of the account. 20 At operation 234, the issuer server sends the verification request
message,to a verification deyvice. In an embodiment, the verification request message may or may not

be ilPthe AL PREFGIHARt 288 taReSchERMeARISSTINESS IR Fimmeranankificithnsiogdeie Hisssage
may be aseinitantherpot-of hand seasaagendniosi-pEhaReMessagse 2hipiers o admessagpthat is

sent via a communjcatign path éyé)e or protocol which is different to the current communication path,
sdg8 ﬁ §<

type or protoedioT eloei%‘lee,sffa’%’é BYIROL P AR RN Sid Areerdsninieasm et nirgieRbtocol/
Internet Pretsegle TERHP)|sthesvesdivationvieguesuniessagedassilie sens visabMS$ sea@atoteean

out-of-b ssage, ln other wqrds,.an out-of-band message typically makes use of twg separate
30 networ s%%ié%’%grknsﬁpﬁu E\a{\;lc(fa%uais’ﬁlvtvg %fu'?haerr%géi% %§&§r??ybq‘%9<g 'B@P&ﬁ?ﬂﬁﬂﬁl@ﬂgug |8may
initizle a #rxhoactian via adiirstebtWork emanbet hoddeodf theraecalrdsvitidbeinnfeaethef swemal

ransactin e, g seopa SN LIS AIAHISS AR BREUIILIB Ihe holder of the account to stop the

: ef Server, : i
transaction. Advantageously, an out-of-band message may be liSed ¥0 althenticate a customer even if
a fraudulent user gains access to a 35holder's account.

The operations of FIG 2(d) are performed by the payment network server, as described
above. The corresponding operations of the issuer server will now be described with
25 reference to FIG 2(e).

At operation 230, the issuer server receives the authentication request message from
the payment network server. As mentioned above, at operation 222, the authentication
request message may include account data. The account data may include the PAN.

3¢ The PAN identifies the issuer which issued the account identified by the account data,
in this way, upon receiving the authentication request message, the issuer is informed
that (i) one of its issued accounts has been used in a transaction, and (ii} that it must
check to confirm that the party requesting that the account be used in the transaction is
the true holder of the account.

35
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5 For example, the customer may inifiate a transaction on a website using a personal computer. A
holder of the account, who may or may not be the customer, may receive the verification request
message via an SMS message on their pre-designated mobile phone number. In this case, the mobile
phone may be the verification device and the 10 SMS may be the out-of-band message. The
operations of FIG 2(e) are performed by the issuer server, as described above. The corresponding
operations of the verification device will now be described with reference to FIG 2(f). 15 At operation
236,3he nerdisativionegBRstiersage isciveeivenatike eriemiiandievisq.dotamemhgaimaninthe
verification reguest e?/%age is received as an SMS me%sélége. Alternatively, the verification request

em
message may be
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device. In an embodiment, the input
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evice is a keyboard, a k€ypad or a touch screen.
data. For example, if the verification data which corresponds to the account indicates

that the holder prefers to do verification on a mobile phone, a verification request
message may be generated as a Short Message Service (SMS) message or an
Interactive Voice Response (IVR) message. The verification request message may be
configured to request password data (e.g. a password or part of a password) from a
user of the verification device. The obtained password data can then be compared to

the verification data to determine if the customer is the true holder of the account.

At operation 234, the issuer server sends the verification request message to a
verification device. In an embodiment, the verification request message may or may not
be in the same format as the transaction request message. That is, the verification
request message may be an in-band or out-of-band message. An out-of-band message
refers to a message that is sent via a communication path, type or protocol which is
different to the current communication path, type or protocol. Therefore, if message flow
thus far has been via the Transmission Control Protocol/ Internet Protocol (TCP/IP), the
verification request message may be sent via SMS so as to be an out-of-band
message. In other words, an out-of-band message typically makes use of two separate
networks which work simultaneously to authenticate a user. For example, a fraudulent
user may initiate a transaction via a first network and the holder of the account will be
informed of such a transaction via a second network. This provides an opportunity to the
holder of the account o stop the transaction. Advantageously, an out-of-band message
may be used to authenticate a customer even if a fraudulent user gains access to a

holder's account.

24
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In an embodiment, the input may be a software or security token. Such tokens are used in addition to
or in place of a password to prove that the user is who they claim to be, 35i.e. in this case the holder of
the account. In an embodiment, the token may be 5generated by a separate physical token device
and input to the verification device by the user. In another embodiment, the verification device may be
the token device and may generate the token itself. In any case, the verification device receives the
token as the input. 10At operation 242, the verification device sends the input to the issuer server. In
an embodiment, the verification device forwards the received input to the issuer server without
processi trhgggl%utl. In ﬁnothe embodiment, the verification device may perform further processing to

the input, for SXAMBIE by EHAR ?ﬁ‘éﬁ’hé“ﬁ%ﬁmi‘%fﬁr?e FHEHABraMn2 IHBESHE setP® thessstedlserver.
15 The operaiotes. ok FiGd2(fpatbeerfosared \blydheagedﬁ@ﬁﬁ@mdeumn@%df@@ﬁ@edﬁﬁpé@g&b@z%
correspondi rations of the issuer server will be described with reference to FI : t
operat?on.ﬂgéélr?,eﬁtﬁ}l!ﬁ;8 ?E?l%ef%%?%? recanes the iIApUt. 17 this Thapher thelsA8rIeSIHaREEa B ?3 input
entered hteeusemdethénvlrification tevicebildpbpemtiony 246 thie issfiesisenves genesateshan
authgnticajing ﬁ%%pggqﬁm§&g§aﬁ'&1%gss§é§eserver may generate the authentication response

message In response to 25receiving the Input. In an embodiment, a password stored as verification
data may be preset or registered by the holder of the account with the issuer. The password

corresponeiag 42 MRS AR PS-SRER M B TARD ARG AYUER 15 PAL! Qs SRR N 50E igation
with, the corresponding operations of the verification device will now be described with reference
to FIG 2(f).
15
At operation 236, the verification request message is received at the verification device.
In an embodiment, the verification request message is received as an SMS message.

Alternatively, the verification request message may be received as an e-mail.

20 At operation 238, the verification device outputs the verification request in order to
request the password data from a user of the verification device. In an embodiment, the
verification device includes a display and the verification device may be configured to
visually present a password request message for the password data on the display. In
an embodiment, the verification device includes a speaker and the verification device

25 may be configured to audibly present a request for the password data via the speaker.

At operation 240, the verification device receives an input from a user of the verification
device. The verification device may be configured to receive the input from a user of the
verification in response to outputting the verification request message. In an
30 embodiment, the input may be entered using an input device of the verification device.

In an embodiment, the input device is a keyboard, a keypad or a touch screen.

in an embodiment, the input may be a software or security token. Such tokens are used
in addition to or in place of a password to prove that the user is who they claim to be,

35 ie. in this case the holder of the account. In an embodiment, the token may be

25



30issuer server. Upon receiving the input at operation 244, the issuer server is further configured to
compare the input received at operation 246 with the password identified in the verification data. In
other words, the issuer server may determine that the holder of the 35account is the customer if the
input received from the verification device matches or 5corresponds to the password identified by the
verification data. For example, the verification request message may request that a complete
password be entered. If so, the input is then compared by the issuer server to the complete preset or

registeregpassialbyOn Hpathes panedcineorsifigatinn raAyashMasSaYE BaNdemIesidbktRs first,
third and sixth characters of the password be input. In this case, the input is then 10 compared by the
issuer seﬁ)&"ﬂﬁﬁé%ﬁﬂ%%é@'&%ﬁmg%f {he yrsticelPredRisR asAsRRdhE. IPksAdERvIGHBSHIment,

where theriapuisinetatiethe solwaiteddi. secuity:sekem srypingriipRyderbricsmsvaaxRetured 1
determin%iéthe QOIder of the account is the customer. For example, the cryptography techniques can

be used o detbriine if the token in the input was generated by a valid token generator. In an
embodiment, an 15 indication based on the determination of whether or not the holder of the account

is the, customer. is ingl [ ntication response message., The indication is used to indicate
whether té%ﬁ%%%ﬁ%& ltléj‘ef%c{bgﬁtea@ g%’éﬁs%r\ﬁ%? é)%rr‘ e&é%eplg,pt%wit?nglgceaﬁ i hay DE ' Br#es if
the input @kl eitcdhe spoiivatior?Gldvicpafsswerdsidbetifieckingticiveuifioatibe dssasThmdication
may be "jiRs N dftheinpudoes net mat r he,password jdentified in the
verificationl datlél. %ﬁecindica%on maypnt)% rFLFJla gﬁoﬁégérﬁ%?gﬁ% [ r?ép ﬁgj%yﬁg%{%é}erﬁj Feceived At the
verificatidtftfetiedunbes arpepsissrietitetingissinremvarienty chahginictite thematiohtienibguncluding

a certificgjgrindhgapanicatiandequrest papssags. In an embodiment, the certificate may be a

signature belonging to the issuer server. The certificate may be used to confirm that the indication is
prO\}@ed by the issuer. In this way, a recipient of the certificate provided in the authentication request

messageThay periitforaedl thatilte indisateried AiaRulrincidadibyithe issyes Madaegeiicate,

i.e. that tbr%indication is authentic. _ _
& corresponding operations of the issuer server will now be described with reference

to FIG 2(g).

20 At operation 244, the issuer server receives the input. In this manner, the issuer is

informed of the input entered by the user of the verification device.

At operation 248, the issuer server generates an authentication response message. The
issuer server may generate the authentication response message in response to

25  receiving the input.

In an embodiment, a password stored as verification data may be preset or registered
by the holder of the account with the issuer. The password corresponding to the
account may be stored in the database which is part of, or is in communication with, the

30  issuer server,

Upon receiving the input at operation 244, the issuer server is further configured to
compare the input received at operation 246 with the password identified in the
verification data. In other words, the issuer server may determine that the holder of the

35 account is the customer if the input received from the verification device matches or
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In an embodiment, the authentication request message includes the indication. In another
embodiment, the authentication request message includes the indication and the certificate. 35 5At
operation 248, the issuer server sends the authentication response message to the payment network
server. In other words, the issuer sends the authentication response message to inform the payment
network server if the holder of the account is likely to have initiated the transaction. 10The operations
of FIG 2(g) are performed by the issuer server, as described above. The corresponding operations of

the pRymestagivmil serveevwihaswope aeseines withwieferenteain R GA4) £ At opgratian g0, the

payment network server receives the authentication response 15message. In other words, the

payment YRGS FEAH RS IR RTEE & tRAYCIRIRR thalie Rrmmiattpassiverd bt ertesadnif Ae.

operatiort2bhphe ipayiaeidiepuesk 5rvEE medifies dhe-PayMeNtISARRIEMPSSE08 1o dgimeAmodified
payment request message. In an embodiment, the modified payment 20 request messgg;émcludes the
original H%?/gﬁgr?{ Pe %s’g’ﬁ\é)égﬁbg%% 10 iMBIEIERSIRTh - satHOREE g6 Py pB e Rl gbe

Additiondltg} thieimedifiedqtaymenicteruestinessegednaydnelpde thamsdass Peumepliagussh
message to ethe&vg)itht he .indication ani%rxf‘ certificate in the auther%&'catlon response message. In an

embodiment, the original payment regtiet? s SRESERES PR thd apirsit 25 rrf?@ﬂ%t_ﬁ”ﬁ%ssage
received paspevatiom2 ddatiichemaypdilseiie thiegpaythenintaduiesiudessagedielaria epesationtg24.

After themggiﬂ st.message, has been generated, the payment network seryer may
be free to stop ngging oj Egl?a%éfﬂlé%%syn%e tbr%(ﬁﬁg?t r%eseg%ibnéi.nler’] 'f;mgaﬁ%@(%'?ﬁ%eﬂ%ﬁ%%é%t
network $egveysitapelsb@ontam®ie Kbkl thevayapnt tequmisiuere sseagbafies theoniediied payment
request 30JMERSAGR HRSIRBENBENGRIE ted by a valid token generator. In an embodiment, an

16 indication based on the determination of whether or not the holder of the account is the
customer is included in the authentication response message. The indication is used to

indicate whether the holder of the account is the customer.

For example, the indication may be “Y” or “Yes” if the input matches or corresponds to
20  the password identified in the verification data. The indication may be "N” or “No” if the
input does not match or correspond to the password identified in the verification data.
The indication may be “U” or “Un-contactable” if no input has been received at the

verification device.

25 In an embodiment, the issuer server may authenticate the indication by including a
certificate in the authentication request message. In an embodiment, the certificate may
be a signature belonging to the issuer server. The certificate may be used to confirm
that the indication is provided by the issuer. In this way, a recipient of the certificate
provided in the authentication request message may be informed that the indication is

30 rightfully included by the issuer via the certificate, i.e. that the indication is authentic.

In an embodiment, the authentication request message includes the indication. In
another embodiment, the authentication request message includes the indication and
the certificate.

35
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At operation 254, the payment network server sends the modified payment request message to the
issuer server. In this way, the payment network server informs the issuer about the payment request
generated by the merchant and the indication which 5indicates if the customer who initiated the
transaction with the merchant is the holder of the account. The operations of FIG 2(h) are performed
by the payment network server, as described above. The corresponding operations of the issuer _
server will now be described with 10reference to FIG 20). At operation 256, the issuer server receives

the rpodifigchpaynent1eauess 18eseAge oM tepaNSNINS ML e AL ARELAlN 2SR, the

issuer server determines whether to authorize the transaction. In an embodiment, the iSsuer server

may autHHIBGAE RIS RFVEIn N Y ctosdsniBAt Rsyae serrs dhg cibralieatipatrerPRDiger of the

account is gieystemeloROtHB e Hgieationdavork. 48raBramiprINBRIE, HraitSYEESSHYSS el
authorizenthe traps{alc(ii n if the modified payment request message does not indicate that the holder of
the 20accaurt L tRE &?omaec.{f?he indication is "N" or "U". However, in another embodiment, the
issuer server may also authorize the transaction if the modified payment request message does not

indi i er, e.g. the indication is "N" or "U". For example,

|nd|ﬁ§1te LP% ttg\}?epgtlggrs(gftEFGaf(Cg%uanr%;%éh ospnl‘{csag)my {he tgsuer server, as described above. The P

the ISsuer server may
corresponding operations of the payment network server will now be described with

reference to FIG 2(h).

At operation 250, the payment network server receives the authentication response
15 message. In other words, the payment network server is informed if the customer is

likely to be the holder of the account.

At operation 252, the payment network server modifies the payment request message
to form a modified payment request message. In an embodiment, the modified payment
20 request message includes the original payment request message and the indication in
the authentication response message. Additionally, the modified payment request
message may include the original payment request message together with the
indication and the certificate in the authentication response message. in an
embodiment, the original payment request message corresponds to the payment
25 request message received in operation 214 which may also be the payment request
message held in operation 224. After the modified payment request message has been
generated, the payment network server may be free to stop holding or delete the
payment request message. In an embodiment, the payment network server may also
continue to hold the payment request message after the modified payment request

30  message has been generated.
At operation 254, the payment network server sends the modified payment request

message to the issuer server. In this way, the payment network server informs the

issuer about the payment request generated by the merchant and the indication which

28



25 determine the type of the account (based on the account data) if the modified payment request
message does not indicate that the holder of the account is the customer. For example, if the account
is a privileged type, the issuer may proceed to authorize the transaction at its own discretion if the
input received at the verification device does not correspond to the password identified in the
verification data (i.e. the indicator is "No" or 30 "Un-contactable™). On the other hand, if the account is
not a privileged type, the issuer server may not proceed to authorize the transaction. The issuer server
may gredit@RAB0MN S auMaleRt iRrberalie ChResRENR BoRthand/ i erdRe todheagaamat
belonging to the merchant (or merchant account) to authorize the transaction. 5At operation 260, the
issuer se%%ra{jﬁﬂ%%tes a receipt message. The receipt message indicates whether or not the
transaction has been authorized. The receipt message may be sent to the payment network server to
inform the payment netwq rver. whether, or not the transaction has been authorized. . By way of
example %[ﬁ% %r%%'? '(?t?&nqél%zi g@ AE BB LN RORY APRMBR RS TR SSURE fié‘%d(ﬁféﬁ)'/%?gn ding
(e.g. no abawetstEmsliog hilip@ndliay pperaifedi bistbey )@ as-ameeuntiegsivalenidedhedatalivalue of
the gopod a éjr@rgcsee{vig?dsz z ailable in the holders account balance or holder's account "open to buy”
limit credﬁ account). Inanembodiment, the receipt message may be forwarded from the payment
network 15 server to the merchant device via the acquirer server to inform the merchant whether or
not the tr I a rfQr i SS ma 0.,be sent to from the merchant
device toﬁtﬂzﬁ%@ﬂﬁe?ﬁ@% ?#%Fn%%ﬁgeiﬁé%r%gg v%ﬁ%t egr%&r?%doﬁ%g?%r?s?&%ens %@B%?%ermed.
20In vievirefthbeapay@emthetvorilitensused by the payment network server are not met, the original
payment request message is sent to the issuer server as per the normal operation flow. On the other

hand, if the conditions used by the payment network server are met, the original payment request
med8age/is PREGAHY thedBayhteiseHE TGN SeARipEN &% Whetbettatiheie tienkssagetisrgdnerated

by the paymanbBanNeHs SAE/Rs2S aBA/SERIAY HRHSIYERETYSHUMRER FP%%‘&JB%@%‘%%%%‘O” s

received by the payment network server, it generates a modified payment request message which

includes SfHfHcABRSaR HEHERES ibeththeubRifes: ¢ tRenaesdenthistthe sessomenolddr. hahis

way, if thiaglendiions are RobmeiBarirusmatiepratianstoveisng) ppadarhHewsyeralidhe eanditions
are met,ﬁ;r;m additionﬁ%authentication procedure is 30initiated and controlled by the payment network

server. I RS WAPILGR RRVARSH ISHHBRLVEETRAER Pasment refirsie stivlefhenaaigstesf dhe
operations:cftheifirsteousasinens gratieneribasbabovry Thelsystem and operations of a second

embodiment will now be described below. 35
However, in another embodiment, the issuer server may also authorize the transaction if
the modified payment request message does not indicate that the holder of the account
is the customer, e.g. the indication is “N” or “U". For example, the issuer server may
25 determine the type of the account (based on the account data) if the modified payment
request message does not indicate that the holder of the account is the customer. For
example, if the account is a privileged type, the issuer may proceed to authorize the
transaction at its own discretion if the input received at the verification device does not
correspond to the password identified in the verification data (i.e. the indicator is “No” or
30 “Un-contactable”). On the other hand, if the account is not a privileged type, the issuer
server may not proceed to authorize the transaction. The issuer server may credit an
amount equivalent to the value or price of the good and/or service to the account

belonging to the merchant (or merchant account) to authorize the transaction.
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5 The system of the second embodiment includes elements that may be utilized to perform a process
for authentication for a customer. The elements of the second embodiment may be identical to
elements 10, 12, 14, 16, 18 and 20 of FIG 1. Accordingly, a customer device is configured to
communicate with a merchant device. The merchant device is configured to communicate with an
acquirer server. 10 The acquirer server is configured to communicate with a payment network server.
The payment network server is configured to communicate with an issuer server. The issuer server is
configuredttoeammpicatandth a werilicatiogaRyigesin ‘i’é%&%?@ﬁ‘@s@%@%Péc@](?t%‘é%ggééerver Is
configuredéo erform the 15 operations of the payment network server as illustrated in FIGS 2(d) and
2(h). For'8 éﬁ%}ﬂ%,“fﬁ&* BN ECELIGFITSARIURES PRt BB A TBEIMERR FeqaRsrAesSSRs e

acquirer sergenisialgeceafigarathingenesatoanauRaniical T ieauesSt 1BRSSAJEANE/af helddhe
payment re u?stqrélqssagc%gased on one or more conditions. The one or more conditions include
if the

determining' 1} FROFETARIIL 38 SRsScmLPrF Rt senvickaYiiPk RERpRE of et ds
predetermimettignee dndber @iitiftiectoldesis bebseribed sedberservine. Johensamaryentigation
request IS geperated. the acquirer,seyver, is configured tg send the generated authentication
reqﬂgst Egﬁggg’é&? t 13%5%%%%&&?/%5 %igq%g 'Sgoﬂﬁe%? SRR ERUNRISE JRifEP data VAl be
further caffitereabtifemdicd therpagniera2iabiuest tredsaiderts thecissuebskives \ba thelgaygnent

network serverdf tie0Ne & Q¢ i t met. Accordingly, the acquirer server is configured
to perform operatioﬁs 214, %?6 2‘13&%285?%%2%;%‘3& 226 and 228 of FIG 2(d). Additionally, the acquirer

server is configured to receive an authentication request 30 message from the issuer server via the

bayment jes BBRrlerine RCALRLSRELIs E ARG eddR Anagiin A disd payment reguest
message and send the modified payment request message to the issuer server via the payment
network SEFYEF.1aLeBNRGY atH<lBKEEINdR SbRas R icBhfiglHeUttoiperortheptivm BS&tRS2cnd 254

of FIG 2(ht 3% ariba-asrondepbraimantine Ravment Aelprk sarvaLis &8%@%&%%8@%8(”‘ the

role of the acquirer server of FIG 2, for example, to exchange messages with and pass information to
another BREPABHIRGYRE iR UBP SvEBRtHRENC TR MdonR R cHRITORY, MBgtagenestiierk
server mayracesiiguie g defderveard an authentication request message from the acquirer server to
the issuer server. Further, 10 the payment network server may also be configured to forward an
authentication response message from the issuer server to the acquirer server and a modified

payzdentiregessbinbssatgey irpimttizecaraiticarssesear i the [sspaesen@ivIrkSssRmBARLE hEigRacond
embodin%ﬁgtbgpgqn%g%%%gg{\{%&ggg(om’ésségge is sent to the issuer server as per the normal
operation flow. On the other hand, if the conditions used by the payment network server
are met, the original payment request message is held by the payment network server
and an authentication request message is generated by the payment network server
25 and sent to the issuer server. When the result of authentication is received by the
payment network server, it generates a modified payment request message which
includes an indication of whether or not the customer is likely to be the true account
holder. iIn this way, if the conditions are not met, the normal operation flow is not
impeded. However, if the conditions are met, an additional authentication procedure is
30 initiated and controlled by the payment network server. in this way, authentication is

improved by the payment network server.

The system and operations of the first embodiment are described above. The system
and operations of a second embodiment will now be described below.
35
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15 operations of the payment network server of the first embodiment and the payment network server
just forwards messages between the acquirer server and the issuer server. The system and operations
of the second embodiment are described above. 20 With respect to the first and second embodiments,
a proxy server may be defined. The proxy server may be a general term to refer to a server which
performs the operations of the payment network server of the first embodiment or the acquirer server
of the second embodiment. 25 In an embodiment, the proxy server is configured to receive a payment

reduest messaeiRcbicing messhant i fus iy sRY AL ERISHIUNESI e metchantispupscribed

to an authentication service based on the merchant data. If it is determined th ant is not

subscribeef {3 e BFACES shiPpravi e8HRAS Jon et ates o alithERg calfnaeisuethreserpndhich
requestspedisinasion thay aboldenatanaacaannsisdheccustomer, it that they ate the presinitiating

the transaction. The proxy server is further configured to send the authentication request message to

an externSFERR Ve, @ FUSIUNEF LRV 0r SpEMUIRUTRR i RITBBWBIGALEHI Wy EHE TebaRrk

server. Additendlly: e pioxytsesviidscenhigigiae dorecsivenandatsNRAtIGALRR, (BRROLSE, Bressage
fro theﬁxternal server in res onse to sengiangl the 5authentication request message, the

5 BEhSEME5L3 5 WABRLIAY kR MALBIHDH et BAHBHY GEIHe SRBMmer. The

authenticatloﬁcr%gponse mMess
authenti¢atopagsportseatvessage mary ibecacfined drom dbemissuecServeniora pataps, §oradhe issuer

server vig.the p [ Aetwark server, 10in an embodiment, the praxy server may be further
configurl(?(] t(f%c%pt]ge paylir\r%lé%n r?e%ﬂté%? Jﬁ?e%%?gﬂéugﬁ aé%r\%'rhtg t‘ﬁ%’ﬁﬁ it request message
based on one or more conditions being met. The one or more conditions were described in more

dells RoREGIS RIS 1AM e DLy be e plop e

payment request message if the one or more lons are not met.
se¢dnd BRAJGHMAENES Hhaynsy fizedabraifs|semper asdlitstrateation ie® ol dhictd caftfirnioif a

holder %M@?%Hbi%g&ﬁé?@é‘?@éwg%mﬂglﬂ%@@?@%@@é’nczt'payment request message.
The acquirer server is also configured to generate an authentication request
message and/or hold the payment request message based on one or more
conditions. The one or more conditions include determining (i) if the merchant is
20 subscribed to the service, (if) if the type of transaction is a predetermined type
and/or (iii) if the holder is subscribed to the service. When an authentication request
message is generated, the acquirer server is configured to send the generated
authentication request message to the issuer server via the payment network
server. The acquirer server may be further configured to forward the payment
25 request message to the issuer server via the payment network server if the one or
more conditions are not met. Accordingly, the acquirer server is configured to
perform operations 214, 216, 218, 220, 222, 224, 226 and 228 of FIG 2(d).

Additionally, the acquirer server is configured to receive an authentication request
36 message from the issuer server via the payment network server. The acquirer
server is configured to generate a modified payment request message and send the
modified payment request message to the issuer server via the payment network
server. Accordingly, the acquirer server is configured to perform operations 250,
252 and 254 of FIG 2(h).
35
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20The system and operations of a third embodiment will now be described. FIG 3 illustrates a system
700 in accordance with the third embodiment. The system 700 illustrates elements that may be utilized
to perform an authentication process relating to a transaction between a customer and a merchant.
The system 700 comprises a customer device 702 in communication with a merchant device 704. 25
The merchant device 704 is in communication with an acquirer server 706. The acquirer server 706 is
in communication with a BankNet/MDS 708. The BankNet/MDS 708 is in communication with a

direcgory peversEkdnbhendisateryrieMer Ja\hie if SEMBHNCARR With, ARJSPUE T SYYRL A &mEhe

issuer server 712 is in communication with a verification device 714. 30 The customer device 702 may

be associAEdWitREnBULIEMEPHED & & Hart e PamRISctione XS amBerReRIRS tHatBLatmer

device 7QRsmamherapmpuingsedeadnan emhadimenssihe custanesdgmace made ghapdneld or
portable gr mohile device carried or used tl:}))éthe customer. Accordinglyﬁthe customer device 702 may

be 35andlsgola 18 he ListdtAET G iAW RFFIFAVY TR heRhafPBBHEEY 0lom & Wik séRiated

with the metiohatitatibo iealssapasyaigetiietansagionirkt aaombedinenisibe seprehant dewice 704
utin ay be analogous to the merchant

may be g,com evice, Accordingly, the merchant device 704 ]

dev)lf({:% éhéaf E%T%W&%%‘ui?gp s%'? Y08 TRa %ecggegg(?fﬁ%&% AR S Rilret RO UCRHRRer may
be an entigpruitieh issEmaga dovoutibeo ibweienceenant. Acehediaghuitbe serrircaaaner mogiflaYy be
anajogosaiarf aGAULEl ARXCELARTIAd alauliar BANKNEVMPR (08 5,3 gomputer server hat

facilitates the routing of payment’card transactions between'issuer SER/erS and acquirer servers. The
Banknet/MDS 708 stores the name of the holder (or owner) and the account data for each

correspopling, a6 1. AN sych example, | : nej,ow MasterCard(r). .Those skilled in
the art will appreciatlr(lapthat oet)[heéjr s[%egvers m%t)‘L/ﬁ gl%%'ﬁ% uslecgbgon%ﬁ%gyi%c%%v seerrvé%q%ﬂr%saj E)ee used
for proceSBRIG HIESsaf e Insinaiboalinent, sheveiradtthy Sepiermbodiuonifigucethts ppenaetn the

3-D SecuyigdrieBvosk RaViEPwards messages between the acquirer server and the issuer
server.

The system and operations of the second embodiment are described above.

20
With respect to the first and second embodiments, a proxy server may be defined. The
proxy server may be a general term to refer to a server which performs the
operations of the payment network server of the first embodiment or the acquirer
server of the second embodiment.

25
In an embodiment, the proxy server is configured to receive a payment request
message including merchant data. The proxy server determines if the merchant is
subscribed to an authentication service based on the merchant data. If it is
determined that the merchant is not subscribed to the service, the proxy server

30 generates an authentication request message which requests confirmation that a
holder of the account is the customer, ie. that they are the ones initiating the
transaction. The proxy server is further configured to send the authentication request
message to an external server (e.q. the issuer server or, perhaps, the issuer server via
the payment network server. Additionally, the proxy server is configured to receive an

35  authentication response message from the external server in response to sending the
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The issuer server 712 may be associated with an issuer. The issuer may be an entity 25which issues
an account to the customer. Accordingly, the issuer server 712 may be analogous to the issuer server
18 of Fig 1. The verification device 714 may be a handheld or portable or mobile device carried or
used by the holder of the account. Accordingly, the verification device 714 may be 30analogous to the
verification device 20 of Fig 1. In an embodiment, the elements may be arranged based on a
three-domain model, for example, the 3-0 SecureT" Network domain model. The three domains are an

issues dopaiEAR0aRbhacsHiEas QH@%%E@%?%%”Q&H&H{EQR)‘?{QQQEM%i%%ggﬁg% gcr%'@%ins?%“-aé'“ an

embodiment, a "domain” is a groug of computers and devices on a network ministered as a

unit with SR AR R Sie bolder b assusionpraime Zoihaytisetionfigaredse metitage
verification#§ a80ldesiobtheraecavstisiQiaxaspis. &, vissiyhtherapidarfidbgAccothas ipiiated

the transaction. 10 The issuer domain 720 may be configured to facilitate communication or exchange
of inform &N EHJHTHIE EREHher, the issuer and the holder of the account. For example, the issuer
server 712 may be configured to communicate with the verification device 714 via the issuer domain

720,5 6I_'he customer device 702 may be configured to send a transaction request message in the issuer

domain 72b2 il AR AL RS R TRRY RO dBa e U] ed Ga8 IobrGH Jar Rric dsh AV At

customenankstistarses gofomargeheedieotse s atis tcawondul de sanspeddecssagasdieyren the
acquirer %an%peaeg r;tggi&sssu%r domain, Fl}]eecustomer software relates to the customer and may be

used to SUPPOTt IMplementation R el O AR E10IRCOBLANS WShmlesarPRd indnge
enrolimetedeitzeinaienatigsistél tta 2dStemarXhsyidd o meey\ieey Additignaduthieds suerfdeimain may
include ap,ageess FoRdral er 1 [ th count is subscribed to a service. The issuer
domain may also furtheng %ﬁﬁ%eﬁ%%%é%%%%%ﬁ%éﬂﬁ?% §§§u%?ymc%r e?%ﬁcﬁ'%gsaﬁrgc%ﬁH?ﬁ&lder
autAéntication value. 25 The acquirer domain 722 may be configured to facilitate communication or

exchangengfJHRIAlRR DAMERRIMELChAN BRBUIR ASHNI &L LY CHAMRIS he mershant device
704 may be configured to'communicate with the acq%%ﬁer server %g%}r?ne%ﬁ%ggc(?q%r%?p grrﬁﬁaﬁﬂqﬁ-ﬁ.
authentication method which confirms if a holder of an account is the customer who

is initiating the account.

20 The system and operations of a third embodiment will now be described. FIG 3
llustrates a system 700 in accordance with the third embodiment. The system 700
illustrates elements that may be utilized to perform an authentication process
relating to a transaction between a customer and a merchant. The system 700
comprises a customer device 702 in communication with a merchant device 704.

25 The merchant device 704 is in communication with an acquirer server 706. The
acquirer server 706 is in communication with a BankNet/MDS 708. The
BankNet/MDS 708 is in communication with a directory server 710. The directory
server 710 is in communication with an issuer server 712. The issuer server 712 is
in communication with a verification device 714.

30
The customer device 702 may be associated with the customer who is a party to the
transaction. In an embodiment, the customer device 702 may be a computing device. In
an embodiment, the customer device may be a handheld or portable or mobile device
carried or used by the customer. Accordingly, the customer device 702 may be

35  analogous to the customer device 10 of Fig 1.
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30 In an embodiment, the acquirer domain may include plug-in software for authorization. The
merchant may be allowed to use the plug-in software if the merchant is a subscriber of a service such
as a 3-D Secure Network Service. The acquirer domain may further include a computer or a network
of computers for validating a party, e.g. 35validating a merchant using a digital signature. 5 The
interoperability domain 724 may be configured to facilitate transaction or message exchange between
the issuer domain 720 and the acquirer domain 722. For example, the acquirer server 706 may be
configured to communicate with the issuer domain 712 via the interoperability domain 724. In an
embodiment, the issuer domain 720 and the 10acquirer domain 722 are only able to communicate with

each othdtif fﬁ%rﬁ'ﬁ@%Mﬁﬂit%mémbﬁz@?’ﬁﬁ)@ﬁt@mb@éﬁmmﬂﬁéhﬁfér_vyb@réﬁoﬁi@q@manay
include atglisegiany-Reier- 1A hardicanien mene A ReFaRiiaer Lo Faallifals aytharization pracess by

merchants who 15 are subscribed to a service, The interoperability domain may include a computer or

a networl BY E6n{pRRRIY RS iR SUR Y o YRS ‘At ey Readnalearys i R wsidiant dvissuer
Digital Signing rigrtificates FIGS 4(a), 4(b), 4(c), 4(d), 4(e), 4(f), 4(9), 4(h), 4(i), 4(), 4(k), 4(1) and 4(m)
shoyy. flow diagrams of a method performed by the above-described elements of FIG 3 in
20accordance with the third embodiment. The following describes FIGS 4(a), 4(b), 4(c), 4(d), 4(e), 4(f),

4(9), Ah)THe)ad)ird(lgeAR) afb 4ty indussddieteperations st duired (@haradprieimagPydhgn
customereg]%wc&lhlib&ogg{}aetlsogg %%’count to the merchant. Accordingly, the acquirer server 706

may be analogous to the acquirer device 14 of Fig 1.

16 The Banknet/MDS 708 is a computer server that facilitates the routing of payment card
transactions between issuer servers and acquirer servers. The Banknet/MDS 708
stores the name of the holder (or owner) and the account data for each corresponding
account. One such example is the Banknet owned by MasterCard®. Those skilled in the
art will appreciate that other servers may also be used.

20
The directory server 710 may be used for processing messages. In an embodiment, the

directory server 710 is configured to operate in the 3-D Secure™ Network service.

The issuer server 712 may be associated with an issuer. The issuer may be an entity
25  which issues an account to the customer. Accordingly, the issuer server 712 may be

analogous to the issuer server 18 of Fig 1.

The verification device 714 may be a handheld or portable or mobile device carried or
used by the holder of the account. Accordingly, the verification device 714 may be
30 analogous to the verification device 20 of Fig 1.

In an embodiment, the elements may be arranged based on a three-domain model, for

example, the 3-D Secure™ Network domain model. The three domains are an issuer

domain 720, an acquirer domain 722 and an interoperability (or interface) domain 724.
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the customer device generates a transaction request message. At operation 802, 25 the customer
device sends the transaction request message to the merchant device. Accordingly, operations 800
and 802 of FIG 4(a) may be analogous to operations 200 and 202 of FIG 2(a). The operations of FIG
4(b) are performed by the merchant device. At operation 804, 30 the merchant device receives the
transaction request message. At operation 806, the merchant device generates a payment request
message and, at operation 808. the merchant device sends the payment request message to the

acurenseayeemissardins Bsral <294, B00 87 AR ALIC ANt meu g eoalengusq operations

204, 206 and 208 of FIG 2(b). 35 5The operations of Fl C) are per y acquirer server. At
operatioA"8 RSTHR! SIEaRAt 85 st HAkh WilberRsaIee palpmendretassturrsssage. At operation 812 the
payment request message is forwarded from the acquirer server to the Banknet/MDS. In an

embodir’% nt,. the acquirer server forwards the payment request message as a 0100/0200 message

which incfidshe it & B1RY the £anlgtieh imiasiiatenertivaipradisrhaldaesimeesage.

The transection datadremihe tNsARHIINHEAUISEMESHROSESMAIsIHAIMRheachyikesishe value
n an embodiment, the 0100/0200 message complies with

of %e g deand/or s(frvice t%%? transacted. || 0 )/02

Intérnations 'STATGS AL % A%h B BRIEHIOHEre R AP S ihisRioforix akgngerderver to
receive infespatise amessgdadromitradsamkistlyp Sria trepsertersradinecnG PayMsiFemlest
message. In the event tha acquirer server dges not receive the response message from the
Bankne’g1 Dtésvsvﬁeiu%%ﬁee rpﬁs‘lzz{rt]ﬁﬁeé u?gt?otﬁ,u{ﬁg égq%?@m@?s%%af} GreaioRidn P 8YEBayment
request fiesyigthtoitseBafkmet/MDS. Fhancestbodinenticthd 2D pregeiditenfyratandsse@ddg or 100
second%g%gggﬁqg fHe4 éqrp%réqr@ggr%%wgfrﬁg pet/MDS. At operation 814, the

Banknet/MDS receives the payment request message from the acquirer server. At operation 816, the
Bahknet/MDS generates a verifying enrolment request (or VEReq)

In an embodiment, the issuer domain may include a browser accessible by the
customer, and customer software. The browser acts as a conduit to transport messages
between the acquirer domain and the issuer domain. The customer software relates to
the customer and may be used to support implementation of the account. Further, the
20  issuer domain may include an enroliment server which registers a customer device to a
service. Additionally, the issuer domain may inciude an access control server to verify
whether the account is subscribed to a service. The issuer domain may also further

include software for validating a security code, such as an accountholder authentication

value.

25
The acquirer domain 722 may be configured to facilitate communication or exchange of
information between the merchant and the acquirer. For example, the merchant device
704 may be configured to communicate with the acquirer server 706 in the acquirer
domain 722.

30

In an embodiment, the acquirer domain may include plug-in software for authorization.
The merchant may be allowed to use the plug-in software if the merchant is a
subscriber of a service such as a 3-D Secure Network Service. The acquirer domain
may further include a computer or a network of computers for validating a party, e.qg.

35  validating a merchant using a digital signature.
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25 message based on the payment request message. In an embodiment, the VEReq message may
include the PAN of the account and the merchant data both of which may be included in the payment
request message. Additionally or alternatively, the VEReq message may include a verifying request
message requesting that the account holder be verified to determine whether or not the customer is
the holder. The verifying request 30message includes a time duration that the verification of the holder
should be done within. In an embodiment, the time duration is 120 seconds.. At operation 818, the
VEReq message and the payment request message are sent from the Banknet/MDS to the directory
server. [n an embodiment, the VERe% message and 35 the payment request message are sent as two

different' MedAiiRRSERRHLY SPaiid 6f i@ viPecEoRTiserser Rifbsdiieise aaition wittressratce to FIG
4(e). AhenergiopsidRemenYEReRMRYRABE A A8 BRYBEAIFEAYES METIR0eBFesasaiyed at the

directorg server..In an embzgiénent, he VEReq message and the payment 10 request message are

received S NEPEE FEs @W#&ﬂ%@%‘iﬁ?@n@ﬁ@mwﬂg%ﬁﬂfﬁﬂ?%ﬁ%@%éiaﬂd%34 of
FIG 4(eyiarthiclémtitapbtoapinationsadi 62218 220eAR2bRR6mNeha28 QT IGHR{(8h respestiyehs
Pr%essair&%ﬂ%/ys gonr,rg ?[Perf'bt'bon 832 to oper ion 836 of FIG 4(f) after an authentication 15 request
message 18 generated Th arr emBSdineNt, 8p&ration €28 %GB 0BT opdiatiol to722 of FIG
2(d). Atioperatoni8Rg, dhsdinetidry server sends the authentication request message to the issuer
server. Additionally, the directory server sends the authentication request
In an embodiment, the interoperability domain may include a directory server. The
directory server may be configured to facilitate authorization process by merchants who
15 are subscribed to a service. The interoperability domain may include a computer or a
network of computers for distributing certificates such as MasterCard® Root certificate
or Issuer Digital Signing certificates.
FIGS 4(a), 4(b), 4(c), 4(d), 4(e), 4(f), 4(g), 4(h), 4(), 4(), 4(k), 4(1) and 4(m) show flow
diagrams of a method performed by the above-described elements of FIG 3 in
26 accordance with the third embodiment. The following describes FIGS 4(a), 4(b), 4{c),

4d), 4(e), 4(f). 4(g), 4(h), 40}, 4()), 4(k), 4(1) and 4(my}in turn.

The operations of FIG 4(a) are performed by the customer device. At operation 800,
the customer device generates a transaction request message. At operation 802,

25 the customer device sends the transaction request message to the merchant
device. Accordingly, operations 800 and 802 of FIG 4(a) may be analogous to
operations 200 and 202 of FIG 2(a).

The operations of FIG 4(b) are performed by the merchant device. At operation 804,
3¢ the merchant device receives the transaction request message. At operation 808,
the merchant device generates a payment request message and, at operation 808,
the merchant device sends the payment request message to the acquirer server.
Accordingly, operations 804, 806 and 808 of FIG 8(b) may be analogous to
operations 204, 206 and 208 of FIG 2(b).
35
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20 message together with information relating to the issuer server. In this way, the directory server
identifies itself to the issuer server via the information. In an embodiment, the information relates to
information conforming to Secure Sockets Layer (SSL) or Transport Layer Security (TLS) protocol. In
an embodiment, the information relates to a public key certificate. 25 The operations of the issu_er
server will now be described with reference to FIG 4(f). At operation 836, the issuer server receives
the authentication request message. In an embodiment, the issuer server may receive the

authenticaanFraeesheeFFaaeLIL30ihsHiter Xr%egvcegdﬁéﬂ%@wieeﬁ Xkacg;';'eeré%f&%”é‘%%?'}p'e”
another embodiment, the issuer server may receive the authentication request message ina

instance SASTIRTYKEO5ERINES BEsnany pet dRENTFOUB 26 GREratibarer280roBIFIGTRte)aymant
operation §ge4herissyan o/ eb QRGN AYECILAR Be SRS 18 ISR the igsuer

re the account data in the authentication 5request message and the data

a
zﬁ:\r/eesrprg%?ﬁ%%l&ﬁ@tac% RIAHRE" 0 SR E5e RS HRtEPmIRE iAW TN erasipst attetfadfasasediously

indicateddtooMlrgmesssimgo weitieatigndestngadRiaT BRI AHANHY LSS A1 JAte MiHChhe
corr, popds to the account [{1% indicate fr). holder's preference on whether he is willing to do
r 1

verificatiorrwith respe td™s e RaRn. 16'% ANSEiment tHeorsUBe sERRs anig I 66 irm if a
holder oftiessagostrisea sobistribertie theqgpraicess e wmpariaOhe gss9 udistasrhpayment

request nd the data,cotresponding g ount in the database. The notification
messagéﬂre‘%i%/%l%%%dincgﬁ]fir?nr% %Cﬁrgoé?ﬂ?irr?nﬁg@é ?RZ@%WM%%%{%MWS Integagieeaber to
an autheftiegagiariiservice, e.g. the 3-D Secure TM Network service. In an embodlr_n_ent_, the
authentication process may only proceed if the issuer consents to forward the verification request

message. In an embodiment, the issuer server may
15 In an embodiment, there is a preset time duration for the acquirer server to receive a

response message from the Banknet/MDS in response to sending the payment request

message. In the event that the acquirer server does not receive the response message

from the Banknet/MDS within the preset time duration, the acquirer server is configured

to resend the payment request message to the Banknet/MDS. In an embodiment, the
20  preset time duration is 20, 50 or 100 seconds.

The operation of FIG 4(d) is performed by the Banknet/MDS. At operation 814, the
Banknet/MDS receives the payment request message from the acquirer server. At
operation 816, the Banknet/MDS generates a verifying enrolment request {or VEReq)
25 message based on the payment request message. In an embodiment, the VEReg
message may include the PAN of the account and the merchant data both of which may
be included in the payment request message. Additionally or alternatively, the VEReq
message may include a verifying request message requesting that the account holder
be verified to determine whether or not the customer is the holder. The verifying request
36 message includes a time duration that the verification of the holder should be done

within. In an embodiment, the time duration is 120 seconds..

At operation 818, the VEReq message and the payment request message are sent from
the Banknet’/MDS to the directory server. In an embodiment, the VEReq message and

35 the payment request message are sent as two different messages
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also include a consent indication into the notification message. The consent indication 20 serves to
inform whether or not the issuer consents to forward a verification request message to a verification
device. For example, the issuer server may not consent to facilitate the verification process for a
certain type of account identified by the PAN in the account data. 25 At operation 840, the issuer
server may generate a verifying enrolment response (VERes) message. The VERes message may
include the notification message from the issuer server. In an embodiment, the issuer server may only
genetate a VERes message if the issuer server consents to forward the verification request message
to a verification device. In an embodiment, the issuer server generates the VERes message 30in alll
instances! A& Bperatien et eidi et semps el msvive vEREbedesihgefarahtieetndtifdtien message
to the directory server. In an embodiment, the VERes and the notification message are sent in a single
message. Alternat,ivelg the VERes message and the 35notification message are sent in separate

message$! PRETAYRCEHBn e ¥ERROBR R P MRE RERe e BidRasesien attatie ror meceheetolder of

the account will bereling asuprificaiionnT Bmepgratans phtherdirastonsseryer Wil naw bedescribed
With1 Beference %% FIG 4( 2) 10 At operation 844, the directory server receives the VERes message and
the notifidGHOR gé%se?é‘g G BHRFYROPEAS AR GIREST99& ver sends the VERes message to the

Banknet/MDS. In an embodiment, the directory server sends the VERes message and the notification

15 message R g EaneH D5 SR AA50BS 8" IR A B I oI SA R R IS VDS

identical to operations 216, 218, 220, 224, 226 and 228 of FIG 2(d), respectively.
Processing flows from operation 832 to operation 836 of FIG 4(f) after an authentication

15 request message is generated.

In an embodiment, operation 828 may be analogous to operation to 222 of FIG 2(d). At
operation 828, the directory server sends the authentication request message {o the
Issuer server. Additionally, the directory server sends the authentication request

26 message together with information relating to the issuer server. In this way, the directory
server identifies itself to the issuer server via the information. In an embodiment, the
information relates to information conforming to Secure Sockets Layer (SSL) or
Transport Layer Security (TLS) protocol. in an embodiment, the information relates to a
public key certificate.

25

The operations of the issuer server will now be described with reference to FIG 4(f).

At operation 836, the issuer server receives the authentication request message. In an
embodiment, the issuer server may receive the authentication request message only if
30 the directory server is identified via the information. In another embodiment, the issuer
server may receive the authentication request message in all instances. Accordingly,

operation 836 may be analogous to operation to 230 of FIG 2(e).

At operation 838, the issuer server generates a notification message. In an

35  embodiment, the issuer server may compare the account data in the authentication
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At operation 848, the Banknet/MDS receives the VERes message from the directory 20 server. In an
embodiment, the Banknet/MDS forwards the VERes message to the issuer server. At operation 850,
the Banknet/MDS creates a Payer Authentication Request (or PAReq) message which includes the
transaction data from the payment request message 25received at operation 814 At operation 852, the
Banknet/MDS sends the PAReq message to the issuer sever via the directory server. 30In an existing
3-0 Secure T" Network service, a PAReq message is generated and sent by a computer server to

another GaRRIensesuanto sstallish %@%@W%@W&%&M%Q@Bgﬂém, to

operations 832 and 834 may be performed to be consistent with an existing service, such as the 3-D
Secure THA'RIBARGH K sElvick! STTRE Biferafive bNBIGPIRYaHS YeeirferblsHeilRaresedredos At
operatior & dtierisaIgr sesvar geneigiativhveriicalion Teguestamessagednaibemiodimeat, the

verification request message maxgbe generated at the same time as sending the notification message

in operafSiT ¥4y, MEYnBHIEPEN ORI T, RAISIERRERONYRGHNES: PrelSs RN D 1510 gsidisaliafter the

notificationtmessage is AGrgesetated in operation 840. In an embodiment, the verification request
megsage may be generated only in response to the PAReq message. In this case, the issuer server
may be sent the PAReq by the directory server. In another embodiment, the verification request
messagdnmay bmpedienated ivithestgreneratingnthe AMdRegnfiresshgeh it efpgratit8bht theaissuer

server sen verificatio st. message to the verification device. Accordingly, pperation 854
may be Zs#g’%%a)%%’ tééo&%a%éig#% %¥ Fi (%SE.H gOI?hee 88%?59&%%? I'—‘[bﬁhf]‘) By %gﬂgrﬁga B the
verificationegeai® andetiverifiaiatioortspos dinay toetie rdicpment tin rbee et sheserificationt fecpiiest
messag%essage may include confirmation confirming whether the holder of the account is a

15 subscriber to an authentication service, e.q. the 3-D Secure ™ Network service.

In an embodiment, the authentication process may only proceed if the issuer consents
to forward the verification request message. In an embodiment, the issuer server may
also include a consent indication into the notification message. The consent indication
20 serves to inform whether or not the issuer consents to forward a verification request
message to a verification device. For example, the issuer server may not consent to
facilitate the verification process for a certain type of account identified by the PAN in

the account data,

25 At operation 840, the issuer server may generate a verifying enrolment response
(VERes) message. The VERes message may include the notification message from the
issuer server. In an embodiment, the issuer server may only generate a VERes
message if the issuer server consents to forward the verification request message to a
verification device. In an embodiment, the issuer server generates the VERes message

30 in all instances.

At operation 842, the issuer server sends the VERes message and the notification
message to the directory server. In an embodiment, the VERes and the notification
message are sent in a single message. Alternatively, the VERes message and the

35 notification message are sent in separate messages. The notification message serves
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The verification device may also be configured to output the request message. The verification device
may also be configured to receive an input and send the input to the 25issuer server. Accordingly,
operations 858, 860, 862 and 864 of FIG 4(j) may be identical to operations 236, 238, 240 and 242 of
FIG 2(f). The operations of FIG 4(k) are performed by the issuer server. 30At operation 866, the issuer
server receives the input. Accordingly, operation 866 of FIG 4(k) may be identical to operation 244 FIG
2(g). At operation 868, the issuer server generates an authentication response message. 5 In an

embgdimgriote sEheaRtioRiPR ERFRORMRIMESSRALMAYK INGIHER & RRYMERLAHENEtIGAtIgRgSRoNse

(PAReS) message which may be used to indicate whether the holder of the account Is the customer. In
an embotfifiAlBBeration 868 may be analogous to operation 246 of FIG 2(g). For example, the
PARes may be obtained in a manner similar to the indication of operation 246, i.e. based on the a
locompa!r'son between t received bg/r e verification device and a password associated with

input th . |
the accolRFAIRFERYRNY Bg%%%ﬁ?é?@e?%‘f R R e 7aP RS esRes Rhde tie)

authentication response message to the Banknet/MDS via the directory server. In an embodiment, the
authentication respo 15 message includes the PARes age. The operations of FIG 40) are
e B B S e B I Poc R R SRR R DALk age

from the issasage.

At operation 846, the directory server sends the VERes message to the Banknet/MDS.
In an embodiment, the directory server sends the VERes message and the notification

15  message to the Banknet/MDS.
The operations of FIG 4(h} are performed by the Banknet/MDS.

At operation 848, the Banknet/MDS receives the VERes message from the directory
20 server. In an embodiment, the Banknet/MDS forwards the VERes message to the issuer

server.

At operation 850, the Banknet/MDS creates a Payer Authentication Request (or PAReq)
message which includes the transaction data from the payment request message

25  received at operation 8§14,

At operation 852, the Banknet/MDS sends the PAReq message to the issuer sever via

the directory server.

30 In an existing 3-D Secure™ Network service, a PAReg message is generated and sent
by a computer server to ancther computer server to establish an authentication session.
As such, in an embodiment, operations 832 and 834 may be performed to be consistent

with an existing service, such as the 3-D Secure™ Network service.

35 The operations of FIG 4(i} are performed by the issuer server.
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20 server. The Banknet/MDS modifies the original payment request message to generate a modified
payment request message. Subsequently, the Banknet/MDS sends the modified payment request
message to the issuer server. Accordingly, operations 872, 874 and 876 of FIG 40) may be analogous
to operations 250, 252 and 254 of FIG 20). 25 The operations of FIG 4(m) are performed by the issuer
server. The issuer server receives the modified payment request message from the Banknet/MDS.
The issuer server determines whether to authorize the transaction. 30 Additionally, the issuer server
generates a receipt message to indicate if the transaction has been performed. Accordingly,
operations 878, 880 and 882 of FIG 4(m) may be identical to operations 256, 258 and 260 of FIG 2(h).
The systéCRRI i afiohs Brriestiidanssdraentalirs déscHpalicaiion rameessdysesagad!n

operationmof @ iRt Smbadimentivitinenbe desariReda Gty WEsHates Asysietha004dhe

accordance with the fourth embodiment. The system 900 illustrates elements that may be utilized to

perform 4'Pfo88sE5BH AGARRLRATFAIPE HREGTER. BIORRMAEDHS400dn st ebodimemh may be
identical teeclemprdsidf 2ed 04 Atb sEHYel Ad Ak Gehefftl GrlaratehweresifHaidasisbessame

as F|G 3 but with the 1‘ollowin%18§]xr§eg tions. The acquirer server 906 js in communication with a
i

BarlRnetArDE 868! I} £PERY t, tHePL&RTRP LERGH o JeemE A7 BB iFFCOIRRE UMBARBRSNith a

directoryraegverjéhdrattieomorisrébpanspinetise PaRe ganfigurb laexsRangeMeRs age,pwith

both the sl?’ear(}iérr]er}l/gﬂyDbsegspeSn B%jet??A%Eaecﬁ: tt?{zytﬁgrgﬁreg oOryAsde%g)rr.l?Hyé%%?her embodiment, the
verification request message may be generated without generating the PAReg
message.

15

At operation 856, the issuer server sends the verification request message to the
verification device. Accordingly, operation 854 may be analogous to operation 234

of FIG 2(e).
20 The operations of FIG 4(}) are performed by the verification device.
The verification device may be configured 1o receive the verification request message.
The verification device may also be configured to output the request message. The
verification device may also be configured to receive an input and send the input to the
25 issuer server. Accordingly, operations 858, 860, 862 and 864 of FIG 4(j) may be
identical to operations 236, 238, 240 and 242 of FIG 2(f).

The operations of FIG 4(k) are performed by the issuer server.

30 At operation 866, the issuer server receives the input. Accordingly, operation 866 of
FIG 4(k) may be identical to operation 244 FIG 2(g).

At operation 868, the issuer server generates an authentication response message.
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Banknet/MDS 908 may not communicate directly with the directory server 910. In the fourth
embodiment, the acquirer server is configured to perform the operations of the Banknet/MDS as
illustrated in FIGS 4(d) and 4(h). For example, 20 the acquirer server is configured to receive a
payment request message. Additionally, the acquirer server is configured to generate a verifying
enrolment request (or VEReq) message. The acquirer server is also configured to send the VEReq
message and the payment request message to the Banknet/MDS. Accordingly, the acquirer server is

configured OPEHMBURREFRINS 8Lth&10-and P 5818 R Gridicla SIMilany ;PR ASOKISE SETVRY is

configured to create a payer authentication request (or PAReq) message ‘which includes the

transactiBHBSH R JR7RRAE fediR B P SR RASsu MG D ERtY, Bfe WGl ieiRdinateivndwifgired to

send thetRARSK eReFIR@eRUD eI SIeStons RRRET NGO EINEhHitRe ACBHIERLASHVEE S GrRfighred to
perform %%grations 848 and 850 of FIG ?ér@é Further, the acquirer server is also configured to

perform fHEPSIRTHTdRs Rl ARt i EEN e r24g i fist f¥amPr ciive) ARe e ampRe MBtakffrer

server isig5eonfigurest teihgildihe payanentiresuast of aanataisraahenticaini e qestna naessage
bas1%d on one or. mor\e?conditions. The gne or more corbditions include determi% (i) if the merchant is
subScribSd BPHESEMEVESTF e 1RETRaRah N 8% KrElerinintegFeltiAmAT A holder
is subscrilseddmthad séilvitiee Bhecactuired sesved mayHeeifdlibeseondigured to forward the payment
request message if the one or more conditions are not met. Accordingly, the 10 acquirer server is
configured to perform steps 822, 824, 826, 828, 830, 832 and 834 of FIG 4(e). In the fourth
embodinfémptiatapybifér Sesviesizalsercenfigndsdtie gerneeatecation response message to the

Banknet/MDS via the directory server. in an embodiment, the authentication response

15 message includes the PARes message.
The operations of FIG 4(]) are performed by the Banknet/MDS.

The Banknet/MDS receives the authentication response message from the issuer
20 server. The BanknetYMDS modifies the original payment request message to generate a
modified payment request message. Subsequently, the Banknet/MDS sends the
modified payment request message to the issuer server. Accordingly, operations 872,
874 and 876 of FIG 4(l) may be analogous to operations 250, 252 and 254 of FIG
2(i).
25

The operations of FIG 4(m) are performed by the issuer server.

The issuer server receives the modified payment request message from the
Banknet/MDS. The issuer server determines whether to authorize the transaction.

30  Additionaily, the issuer server generates a receipt message to indicate if the
transaction has been performed. Accordingly, operations 878, 880 and 882 of FIG
4(m) may be identical to operations 256, 258 and 260 of FIG 2(h).

The system and operations of the third embodiment are described above. The

35 system and operations of a fourth embodiment will now be described.
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authorization request which includes a request to complete the transaction. The 15 authorization
request may be sent from the acquirer server to the issuer server after the acquirer server receives the
authentication response message. In an embodiment, the authorization request is sent to the issuer
server via the Banknet/MDS. In an embodiment, the communication between the acquirer server and
the payment network server conforms to the international standards ISO 8583. 20 With respect to the
third and fourth embodiments, a payment network server may be included. In an embodiment, the
payrgent network server may include only the Banknet/MDS. In another embodiment, the payment
network server may include only the directory server. In a further embodiment, the payment network

server majRnaullE SRS BANREEMDR M NtRCaREtaReseiler ecieugh senbastiiest ad BRample
wireless gpaentinandevice i teas maw dertiitized {0 Haplamest the Qistemar depici.dbe merchant

device and/or the verification device in accordance with an embodiment. 30 The wireless device 1100

comprise2ENERNRAIN Y 4 BIRIRBE dnATEAS Rilcrophtn@i80818 sPédKand iafP¥rPantenna
1110. ThejavitrlebsodedarbiH00e capablrogf aing oretatgdrhy auseste parfrBAVESHRY pksifferent
functjons, such as, for example, hosting a telephone call, sending an SMS message, browsing the
Integr et, %é%g%iﬁargﬁ a%g}leéﬁoghﬂ%o%g?n%‘%g%ﬁﬁ%’ﬁ%\ﬁéﬁﬁBH?%ﬁThe wireless device 1100 comprises
hardware to perform communication functions (e.g. telephony, data communication), together with an
applicati rocessor and correspanding support hardware ta enable the wirel ice 1100 to have
other fun(g(f:’bgnsa,cs i eés??ﬁ\é%rsagg?rgg,!?nt%‘rnce W)Vv%ﬁ%% ,sc()afrlnz\a'\lllI Ut ﬁgg'ﬂ%{&?ﬁgg é@:e % an
communiziaiierd iraechivdresi s capiesestedan 0 e REyprte seoinlddrd whithgiionidethan Rfesignal to the
antenna e a]F?@ ' f i S e_recejpt therefrom. Additionally provided is a
basebané%o’jﬁ%ggig'r gﬁl , wﬁ%%%%o%asa%s%ﬂr%g fg'c;élglr%d lrseé:g]?\}gé %ﬁ%ﬁeeg% r)c()(r;ri??ﬁg R Pgr’cae%%or
1115, ThetBade®antherdéassort MO hieratth witdirestdsscrberededtify madiienatts, dsds well

knowin InghiRiaiky e d SeRMMYHARNSHIRELD ERRRE S it Afss Ay Ice HaPa 1 communicate

via a number of different communication protocols including 3G, 4G, GSM, uetoothTM and/or
CDMA. The communication subsystem of the wireless device 900 is beyond the scope of the present

inventionn2QitBe fryRderhBd AhbHe WHChaReerar110A a1 RONURIRLPYANGPRUCRYIAR Piogessor
operations of the Banknet/MDS as illustrated in FIGS 4(d) and 4(h). For example,

20 the acquirer server is configured to receive a payment request message.
Additionally, the acquirer server is configured to generate a verifying enrolment
request (or VEReq) message. The acquirer server is also configured to send the
VEReq message and the payment request message to the Banknet/MDS.

Accordingly, the acquirer server is configured to perform operations 814, 816 and
25 818 of FIG 4(d).

Similarly, the acquirer server is configured fo create a payer authentication request
(or PAReq) message which includes the transaction data in the payment request
message. Subsequently, the acquirer server is configured to send the PAReq message

30 to the directory server. Accordingly, the acquirer server is configured to perform
operations 848 and 850 of FIG 4(h).

Further, the acquirer server is also configured to perform the operations of the
directory server as illustrated in FIG 4(e). For example, the acquirer server is

35 configured to hold the payment request or generate an authentication request
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1118. A power and audio controller 1120 is provided to supply power from a battery 1122 to the
communication subsystem, the application processor 1118, and the other hardware. The power and
audio controller 1120 also controls input from the microphone 1106, and audio output via the speaker
1108. Also provided is a global positioning 25 system (GPS) antenna and associated receiver element
1124 which is controlled by the application processor 1118 and is capable of receiving a GPS signal
for use with a satellite navigation functionality of the wireless device 1100. In order for the application

Processanddfde eraksieoMapaEsHHitRIE! BARRFRITBEMREY SRS W%fﬂfﬁg)ﬁéhﬁd@d@éess
device 1100 includes Random Access Memory RAM%)1126 connected to the_a;ifllcatlon processor

des Ran ory ( .
1118 int$'FRIER ARG dHd hritffaMYSHe thishs Wit aAd e dRgraR ISRl (Dode HacdiPEnflvhere in

RAM 112me8adinexecutestdydheapricalee pinaassornil il 8HfeomuineRAM JH2&iRAMJ 1R6
represents a ,volatri{L memorgvg of the wireless evi(cgsfa]hloo. 35_,5Secondly, the wire}t ess device 1100 is
providedFith &to g‘-?eﬁﬁ(gf Blg8SY5E B3mh e idNRE SPPIENS 6?058%8?‘&1 §. PRYTAY -term

storage l#38asimpriseadiarce pastittons, @n opematghaiitien @8) maytitien. 932carsiistay) nagition
1132 and a user partition 1134 The lgng-term storage 1 r S -yalafjle me f the
wirdoos B TR 0 HH e AT S S 2 arth B2h0 O s Aot the

wireless dewi€é 400 which includes an operating system. Other computer programs may also be
stored on the long-term storage 1128, such as application programs, and the like. In particular,
application programs which are mandatory to the wireless device 1100, such 15 as, in the case of a
smartphdnelhcoiamtnicnibns applitatimsanditee erwe iypitadystofigdiiadhte sgsteenasartition 1132,

The appligafian pragrams,shoed e RySiRm Rardiign.1133 would vpically bs fhage yhichare

bundled with the wireless device 1100 by the device manufacturer when the wireless device 1100 is
firsf 8old 2RO FREGOAGSHEGFRAMAWRR IFaRé Baetht AREYIRSI8S5VEE\IRENELOE USRS thervseeiieuld

usually bgystogeehinthe yapraartiienilds44s siaigbihedehresepingef fiGsedgschamatic. In

practice, the various functional components illustrated may be substituted into one and the same

componéﬂ?qﬁlﬂﬁme”t’ the authorization request is sént to the issuer server via the
Banknet/MDS. In an embodiment, the communication between the acquirer server
and the payment network server conforms to the international standards 1SO 8583,

20

With respect to the third and fourth embodiments, a payment network server may be
included. In an embodiment, the payment network server may include only the
Banknet/MDS. In another embodiment, the payment network server may include only
the directory server. In a further embodiment, the payment network server may include

25 the Banknet/MDS and the directory server.

FIG 6 is a schematic of an example wireless computing device 1100 that may be
utilized to implement the customer device, the merchant device and/or the verification
device in accordance with an embodiment.
30

The wireless device 1100 comprises a keypad 1102, a touch-screen 1104, a
microphone 1106, a speaker 1108 and an antenna 1110. The wireless device 1100 is
capable of being operated by a user to perform a variety of different functions, such as,
for example, hosting a telephone call, sending an SMS message, browsing the Internet,

35  sending an email and providing satellite navigation.
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25 example, the long-term storage 1128 may comprise NAND flash, NOR flash, a hard disk drive or a
combination of these. FIG 7 depicts an example computing device 1000 that may be utilized to
implement the customer device, the merchant device or the verification device in accordance with an
30 embodiment. Additionally, the acquirer server, the payment network server, the proxy server or
another server in accordance with an embodiment may be either the computing device 1000 or a
plurality of interconnected computing devices 1000. The following description of the computing device
10004s provided by way of example only and is not intended to be limiting. 35 5 As shown in FIG 7,
the example computing device 1000 includes a processor 1004 for executing software routines.

Although Ahsingkelsiscesyiseid $H0wRATEreRs Sutdwakadaty el Tornputing eelitref totioRs{eatso
include a QulhBrACESERLSY Sl IR AATESSBH LM isvﬁ%n%ﬁe%b@c%m{nﬁaéé%ﬁf@ﬁH ucture

1006 for communication with other components of the computing device 1000. The communication

infrastruckYESERRH0 sy RRQTdBafaMExamp g RisSnihriInéiess BeyicgotiiatoohAetveikeThe

computing,devises 1 QORHUAKIERBSHMARSR MAMRERMONHPBesiEh @B @iERIGAY AGREFRBIETHRTY
(RAM), and a secondary memory 1010. The secondary memory 1010 may include, for example, a

hard Gisk BB BERUR R dWaktolFabie e alRe dik & 8570 PAOGRSRA mAY Anthisk RRHRSdRK drive,
a magnetRRagigreiivie, sreopticalrdisk trivéootiibetikesrhheitemsvable siorgs difve Hil4deads from

and/or WI’j: est aregg .?ble toragei#r%%t_lm in g well-known mannjg. Tnf rﬁmova le storage unit
1018 may' IRCTUdE & gbi?aﬁs Y IGER DR L SRR LRIO GRS 11K AR PSS fitten to
by removablerstoegevasve ditdd. fAswithd Rappreciatedrbyiiersdhs skibedan@ G tbeceievant gat(s),
the removable. stor unjt 1018 .includes. a computer rea storage medium having stored therein
compute R e e e T B, 39 R OE R R e o e
secdfidargamemong @10 shbg eadeitioandbios 2balteinettise déentiadd i@ dosimitanomeéasie foialbwing

computer Rgeas AEIBRL EHHAIABSIS NG 6d5d INIRMIRCIBPUINGARYISR 1008 st means

can include, for example, a removable storage unit 10 Inter Xamples of a
removablarsisrag® i ThE2canannteidaten sRosi ROk hrogimesartddipe 269 catdygedntesface

(such as thajfourehin yideggamesppsole devices), a removable

20 The keypad 1102 and the touch-screen 1104 are controlled by an application processor
1118. A power and audio controller 1120 is provided to supply power from a battery
1122 to the communication subsystem, the application processor 1118, and the other
hardware. The power and audio controller 1120 also controls input from the microphone
1106, and audio output via the speaker 1108. Also provided is a global positioning

25 system (GPS) antenna and associated receiver element 1124 which is controlied by the
application processor 1118 and is capable of receiving a GPS signal for use with a

satellite navigation functionality of the wireless device 1100.

In order for the application processor 1118 to operate, various different types of memory
30  are provided. Firstly, the wireless device 1100 includes Random Access Memory (RAM)
1126 connected to the application processor 1118 into which data and program code
can be written and read from at will. Code placed anywhere in RAM 1126 can be
executed by the application processor 1118 from the RAM 1126. RAM 1126 represents
a volatile memory of the wireless device 1100.
35
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30 memory chip (such as an EPROM or PROM) and associated socket, and other removable storage
units 1022 and interfaces 1020 which allow software and data to be transferred from the removable
storage unit 1022 to the computer system 1000. The computing device 1000 also includes at least
one communication interface 1024. 35 The communication interface 1024 allows software and data to
be transferred between 5computing device 1000 and external devices via a communication path
1026. In various embodiments, the communication interface 1024 permits data to be transferred

between &Q(mpu' ' 0 FOMYTU ',(é Q. metwo, S iC or
privvﬁe dgt%é\% comrﬁu?ll?cgagfgxﬁse%vo%%@ﬁ?eaég%?nE%icatio'n w?%eqr%t@et%vog %%ng)ge ﬁ%épéj% ei?l%%ange

data betweBRastestdat Eenfriisglievieexresso viHith slies lnaderputaterdesiddLgovoneringsart an
interconngeiadERmBHIST DebKRrk RIS 9ba sommitticatondiesiare 1924 5an ingude,a;modem,

a network interface (such as an Ethernet card), a communication port, an antenna with associated
circuitry #5687 tRETHENThE éolhmInNE-6em iHiiase! 1884 PrEsssewiratror ) bemarersyfdbaware
and dataiansterresva thegommunication interface 1024 are in the form of signals which can 15 be
electronic, electromagnetic, optical or other signals capable of being received by communication
intefface 1024. These signals are provided to the communication interface via the communication path

1026. Asishbwpirdd@ Bxdesiempitinsdeyiegd000 Sartbentinakides &eispiay itardacqildeas20
which pe&]‘é)vrms OPE ati nstor r{er&derin(? ima[%fﬁs to an asso iied display 1030 and an audio interface
1032 for pertorming operstons s SHB L SHERVi ?oﬁ%ff%ﬂ‘i%e%’i%’@TfogﬁyA@?ﬁed
herein, the tetore't om thed ppgegramsproshect! 1Ay seter ain gastictaicenpovghin L Sstorageikmit 1018,
removab e unit; hard disk installed in_hard disk drive 1012, or a carrier, wave carrying
it e il B e e S R N T
conputease it dtecatainine camsitighate ntagnesticicedias aritalatetieand tikdike coedpipieatiedia, or
media th [ i Qr 0 sigpal. t g roducts are devices for
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can alsoReHRFEMAEIRINGSAME IR B NIFHiREE 4094eSUeh FomBpLRiprograms, when

20 Application programs which are added to the wireless device 1100 by the user would

usually be stored in the user partition 1134.

As stated, the representation of FIG 6 is schematic. In practice, the various functional
components illustrated may be substituted into one and the same component. For
25  example, the long-term storage 1128 may comprise NAND flash, NOR flash, a hard disk

drive or a combination of these.

FIG 7 depicts an example computing device 1000 that may be utilized to implement the
customer device, the merchant device or the verification device in accordance with an

30  embodiment. Additionally, the acquirer server, the payment network server, the proxy
server or another server in accordance with an embodiment may be either the
computing device 1000 or a plurality of interconnected computing devices 1000. The
following description of the computing device 1000 is provided by way of exampie only
and is not intended to be limiting.

35
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35 executed, enable the computing device 1000 to perform one or more features of 5 embodiments
discussed herein. In various embodiments, the computer programs, when executed, enable the
processor 1004 to perform features of the above-described embodiments. Accordingly, such computer
programs represent controllers of the computer system 1000. 10 Software may be stored in a
computer program product and loaded into the computing device 1000 using the removable storage
drive 1014, the hard disk drive 1012, or the interface 1020. Alternatively, the computer program

product rpay. dio.t 000 he communications pat 6. The
Coftare e 1 B B A R e e ol
15functichsepémbeainents Wettrise Ftidrighltds sthble updersteod ihat thererfdiotimesaiaf BIG 7 is

presenteglyelnbYaymy ahiesailee TRBTe, NRYMR A HANSABEALAIOLE Jaal anar e

computing device 1000 may be omitted. Also, in"'some embodiments, ohe or more he 20

computirR A&AER" 108 ASa5rpeRB AR Q@Qﬁﬂ%}iPAM?@ﬁ&WKQﬁtEfﬂ’n@@%fmdlﬁfémsﬂMm more
features pftgtREPBAHIPErARYCEr tABR SARYR S PILIRID RIRIOT LS CORPRRIN-PRRS S Willpe

appreciated that the elements illustrated in FIG 7 function to provide means for 25 performing the

varidus fiR2GIRSAINEHPE AAORBRBIR: Ser0BIEHE HRLRHDEY In EFRS Bl TeBiMB nts. For example,

considering the proxy server, the elements of FIG 7 function to provide: means for receiving a payment
if the merchant is subscribed to the service, means for

request message, means for determinin 5

generatiﬁlggr?%m‘é?ﬂ%i%ﬁcf’eéﬁggt M’ﬁé@éﬁﬁ?lw@&ng BRLLRGAY e A0S RSN 3 dGn8aM
30messagetsamerierpdRIEWe RN G meensayranaiving ao1authpBticsinmERFRABARRMEssage from
the external server o I%an emb?dimegtgt e c%sgomer %ﬁ\lﬁce the merchant d?wce, the verification

dpd TElgirEr S0 Sh SRS manen BRIk BeFSBIOYRE B 19 28R &M YR 35any

device, tWea?ééﬁer serverr, &Xg a
oth#s serl@t4n wstdrdencenvlitieaa Supbydiikentriva:hegereralypdescribeshasptical disk drive,

or the like. The removable storage drive 1014 reads from and/or writes to a removable
storage unit 1018 in a well-known manner. The removable storage unit 1018 may
include a floppy disk, magnetic tape, optical disk, or the like, which is read by and
written to by removable storage drive 1014. As will be appreciated by persons skilled in
20 the relevant ari(s), the removable storage unit 1018 includes a computer readable
storage medium having stored therein computer executable program code instructions

and/or data.

In an alternative implementation, the secondary memory 1010 may additionally or
25  alternatively include other similar means for allowing computer programs or other
instructions to be loaded into the computing device 1000. Such means can include, for
example, a removable storage unit 1022 and an interface 1020. Examples of a
removable storage unit 1022 and interface 1020 include a program cartridge and
cartridge interface (such as that found in video game console devices), a removable
30 memory chip (such as an EPROM or PROM) and associated sockef, and other
removable storage units 1022 and interfaces 1020 which allow software and data to be

transferred from the removable storage unit 1022 to the computer system 1000.

The computing device 1000 also includes at least one communication interface 1024.

35  The communication interface 1024 allows software and data to be transferred between
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5physical device comprising at least one processor and at least one memory including computer
program code. The at least one memory and the computer program code are configured to, with the at
least one processor, cause the physical device to perform the above-described operations of an
embodiment. 101t will be appreciated by a person skilled in the art that numerous variations and/or
modifications may be made to one or more of the above-described embodiments without departing
from the spirit or scope of the invention as broadly described in the appended claims. The

above-deggipsiticg nadnenagmdRSieln do s cRsd et Alsphesinlo bsdllisae gnd not
restrictive. 15 5CLAIMS 1 A method comprising : receiving a request |%essage at a proxy server,
the requeSihedisagetseldting terantanisatioon insarfecn alfidt chenmind dasectmdbdiegnhtereglest 10

message comaenad e gk ard RERARHCR" SR A A ELRBhIAL ARG an account
to be used by the first client in the transaction, the second client data indicating If the second client is

subscribedda daidios; Privaietisimifng iR Al Reterit iShssocmpeaiestive sieitaceatdton the
second cliggy dria;3b#e XY= RI¥ QlatopeReiaHNG A SRS RIGAIIRY deqiiest fHRBsAgR-AL theproxy

server if it is determined, that the second client is not subscribed to the service, the authentication

requést nfRRBYENR JG¥ ISR ' QATHIRTRIBA AR HHIERRNSHI SCtpRvtEs TR digaaples of a

sending teeranibeittation QEESHTRSROL IO PrRYesErMeRdolciRgipRal sare M
receiving %{)Eqauthentic tion response message from the external server at the proxy server in

response 0 ‘Sending e & FRENRHEREHB AL FRAUID MG @RReiRiRd AiTeubyRR MR dikige
comprisinghancindicatieatbn hethrérdhe tddeagfibevaecouniisythe fivstrientSoftware and data

transferred via the communication interface 1024 are in the form of signals which can
15 be electronic, electromagnetic, optical or other signals capable of being received by
communication interface 1024. These signals are provided to the communication

interface via the communication path 1026.

As shown in FIG 7, the computing device 1000 further includes a dispiay interface 1002

20 which performs operations for rendering images to an associated display 1030 and an
audio interface 1032 for performing operations for playing audio content via associated
speaker(s) 1034,

As used herein, the term “"computer program product” may refer, in part, to removable
25  storage unit 1018, removable storage unit 1022, a hard disk instalied in hard disk drive
1012, or a carrier wave carrying software over communication path 1026 (wireless link
or cable) to communication interface 1024. A computer readable medium can inciude
magnetic media, optical media, or other recordable media, or media that transmits a
carrier wave or other signal. These computer program products are devices for

30  providing software o the computing device 1000.

The computer programs (also called computer program code) are stored in main
memory 1008 and/or secondary memory 1010. Computer programs can also be
received via the communication interface 1024. Such computer programs, when

35 executed, enable the computing device 1000 to perform one or more features of
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25 2. The method according to claim 1, wherein the request message indicates a type of the
transaction and the authentication request message is generated only if the type is a predetermined
type. 303. The method according to any of the preceding claims, wherein the first client data indicates
if the holder of the account is subscribed to the service and the authentication request message is
generated if the first client data indicates that the holder of the account is subscribed to the service.
54. The method according to any of the preceding claims, further comprising holding the request

messag rver.f reset time. period if the authentication request message,is
gensgrate%ﬁ B@@%@%ﬁ&%@%@éﬁr i(rafl?gﬁ 'tc})na?:a)l(/%é}J é]%rgltr)g?e'rgi%%{%lé?n@lﬁofaﬁﬁg%rc%rr%%rr?gp nsgqf' Sgnerating
a transaéfenuieguesnaidsstie atactissoclidAddeticepadsoniatedtwits thé finst cienteitescaibsdction

request megsRRRSATPANG MG TStGiant dattud HsdrFiiod aseadina o ¢laim 2. it
0 lient

comprising sending the transaction request message f the first evice to a second cﬁent
device aSeBWHIBH SMSIFM #98econd client to initiate the transaction. 7. The method according to claim
6, further comprising generating the request message at the second client device based on the
transaction request messgg%and sending the request message from the second client device to the

proxy 203e{Er s MavehR siesahirc 8ramgRetahy estRe rERdih Gothlinndedneleilnth e eXRvtiB server is
an issuegsaren as80eiatgtivdtherfbingbier baaaeFRENTONE AENRRHSIAN dRJLERS Ressage further
comprising the account data from the
interface 1020. Alternatively, the computer program product may be downloaded to the
computer system 1000 over the communications path 1026. The software, when
executed by the processor 1004, causes the computing device 1000 to perform

15 functions of embodiments described herein.

It is to be understood that the embodiment of FIG 7 is presented merely by way of
example. Therefore, in some embodiments one or more features of the computing
device 1000 may be omitted. Also, in some embodiments, one or more features of the
20 computing device 1000 may be combined together. Additionally, in some embodiments,
one or more features of the computing device 1000 may be split into one or more

component parts.

It will be appreciated that the etements illustrated in FIG 7 function to provide means for
25 performing the various functions and operations of the servers as described in the
above embodiments. For example, considering the proxy server, the elements of FIG 7
function to provide: means for receiving a payment request message, means for
determining if the merchant is subscribed to the service, means for generating an
authentication request message, means for sending the authentication request
30 message to an external server, and means for receiving an authentication response

message from the external server.

In an embodiment, the customer device, the merchant device, the verification device,
the issuer server, the acquirer server, the payment network server, the proxy server or

35 any other server in accordance with an embodiment may be generally described as a
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25request message. 9. The method according to claim 8, further comprising generating a verification
request message at the issuer server based on verification data stored in association with the first
client data by the issuer server, the verification data 30identifying a verification device of the holder of
the account, the verification request message requesting password data for verification. 10.The
method according to claim 9, further comprising sending the verification request from the issuer server
to the verification device and outputting a 5password request message for the password data from the
verroarian Sraf itk d1e8h Al Iuny Atfiealon e irecesddr Ty e AL ASKRTHER I CIRELARJUTner
comprising’receiving an input at the verification device from the user of the verification deviceand
sending EREWIIET PORGATheOdsrifidiioh ldasvicen® Mhmesyanseiive Cappiier mebsivacosliang to claim
11, furthep,cREPEISIRG ARRSIAING D8 AU PHGALIN FeERRRS SR SR RANS AL NG SR RINE AR

sending the authentication response message from the issuer serveér to the proxy server, 15wherein
the indicBRBHEIHBRSHRRARRAIGH s FsheR hrstiad.is based on a comparison between the input
and a password identified in the verification data. 13.The method according to claim 12, further

comprising modifying the request message to include the indication at the proxy server to form a
mo fied'?éﬁ‘ﬂe@?ﬁﬁé@@é@@ by a person skilled in the art that numerous varnations and/or

modifications may be made to one or more of the above-described embodiments
without departing from the spirit or scope of the invention as broadly described in the
appended claims. The above-described embodiments are, therefore, to be considered
in all respects to be illustrative and not restrictive.

15
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14.The method according to claim 13, further comprising sending the modified request message from
the proxy server to the issuer server. 2515. The method according to claim 14, further comprising
authorizing the transaction at the issuer server based on the indication in the modified request
message. 16.The method according to claim 15, further comprising generating a receipt message at
the issuer server, the receipt message indicating whether or not the 30transaction has been
authorized. 17. The method according to any of the preceding claims, wherein the proxy server is an
acquirer server agsapipted with an acquirer, the acquirer being an administrator of a second client
account to be used by the second client in the 35transaction. 5 18.The method according to claim 17
when dependent on any of claims 8, 12 and 14, wherein each message exchanged between the
acquirer server AnedheissepiHRYveris exchanged via a payment network server. 1019.The method
according to any of claims 1-16, wherein the proxy server is a payment network server, the payment

network server being (RGNS 3o EGHIRLMETRARRNAL Pafiomersssreer R JIGasSWteas2 uirer,

the acquirer beirgamgdoinistateicnba seeaadeliemitacensmt i de usabhy hirseoprdelipridn the
tran1s ction. 15 20. The method.a.cco;ding 0 cl?'ém 19 when dependent on claim 7, wherein the request

message is sent ot He SUEBREWHHPHSIRY £71RAPL FrERM Hetldk GiR NGid iR stk 2erver.
2021. The methidemdfgorging twamynofshiecpiecddingtalafings ciidareiniibaraeeantdslianle second

client data indicating if the second client is subscribed to a service;
determining if the second client is subscribed to the service based on the
second client data at the proxy server;

15 generating an authentication request message at the proxy server if it is
determined that the second client is not subscribed to the service, the
authentication request message requesting confirmation that a holder of the
account is the first client;

sending the authentication request message from the proxy server to an

20 external server; and
receiving an authentication response message from the external server at
the proxy server in response to sending the authentication request message, the
authentication response message comprising an indication of whether the holder

of the account is the first client.

25
2. The method according to claim 1, wherein the request message indicates a type
of the transaction and the authentication request message is generated only if
the type is a predetermined type.
30 3. The method according to any of the preceding claims, wherein the first client data

indicates if the holder of the account is subscribed to the service and the
authentication request message is generated if the first client data indicates that

the holder of the account is subscribed to the service.
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is a merchant and the first client is a customer who initiates the transaction with the merchant.

22.The method according to any of the preceding claims, wherein the transaction is 25a payment
transaction between the first client and the second client. 23.A proxy server comprising : at least one
processor; and at least one memory including computer program code; 30the at least one memory and
the computer program code configured to, with the at least one processor, cause the proxy server at
least to: receive a request message, the request message relating to a transaction between a first

st Chent data o A eSSl By tre e e o Bl

first client data identifying an accoun ransa he sec%nd
client data indicfifg RaHE S cEOR P BENEL &@s@fmed tea/seritces Sereesifrosf m@' ls‘ei:dﬁdﬂe:@ent is

subscribed to thg, 3gE¥{gERFEE QN SRR generate an authentication request
message if it is determined that the second ¢ |ent IS not subscrlbed to the service, the authentication
request message requesting confirmation that a holder of the account is the first client; 10send the

authenticatiop, regiesheiRsgagR deramexternahpesveth@ntreceding claims, further comprising
10 generating a transaction request message at a first client device associated with

the first client, the transaction request message comprising the first client data.

6. The method according to claim 5, further comprising sending the transaction
request message from the first client device to a second client device associated

15 with the second client to initiate the transaction.

7. The method according to claim 6, further comprising generating the request
message at the second client device based on the transaction request message
and sending the request message from the second client device to the proxy

20 server.

8. The method according to any of the preceding claims, wherein the external
server is an issuer server associated with an issuer of the account, the
authentication request message further comprising the account data from the

25 request message.

9. The method according to claim 8, further comprising generating a verification
request message at the issuer server based on verification data stored in
association with the first client data by the issuer server, the verification data

30 identifying a verification device of the holder of the account, the verification

request message requesting password data for verification.

10. The method according to claim 9, further comprising sending the verification

request from the issuer server to the verification device and outputting a
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receive an authentication response message from the external server in response to sending the
authentication request message, the authentication response message comprising an indication of
whether the holder of the account is the first client. 15 24. The proxy server according to claim 23 ,
wherein the request message indicates a type of the transaction and the authentication request
message is generated only if the type is a predetermined type. 2025 The proxy server according to
claim 23 or 24, wherein the first client data indicates if the holder of the account is subscribed to the

servige and the gulleRraAeRLeAHENMEETBIt SSRIRIRALI IRt AleOL dRla B EAIGRINAL the
holder is subscribed to the service. 2526." The proxy server according to any of claims 23-25, wherein
the at least one #riéFRbAS Hitlveicahfsuesvsidgram code is further configured with the at least one
processor to cause the proxy server to hold the request message at the proxy server for a preset time
period if the authentication request message is generated. 30 27. The proxy server according to any of
claims 23-26! whBfeMeHESe26rY dishiosCainerithaiw vy srresiE FeseixiBdstoniepwinet iHigates

the transaction WihfibireHNaES. RERBIHENGSRIONY (BerVeriAssMAing inannef Sailms2therigduivherein

the transaction |fs anPaymen_t transaction between the first client and the second client. 5 29.A system
c om&?risin g rom the verification device to the issuer server.

12.The method according to claim 11, further comprising generating the
authentication response message at the issuer server and sending the
authentication response message from the issuer server to the proxy server,

15 wherein the indication in the authentication response message is based on a

comparison between the input and a password identified in the verification data.

13.The method according to claim 12, further comprising modifying the request
message to include the indication at the proxy server to form a modified request

20 message.

14.The method according to claim 13, further comprising sending the modified

request message from the proxy server to the issuer server.

25 15. The method according to claim 14, further comprising authorizing the fransaction

at the issuer server based on the indication in the modified request message.

16.The method according to claim 15, further comprising generating a receipt
message at the issuer server, the receipt message indicating whether or not the

30 transaction has been authorized.

17. The method according to any of the preceding claims, wherein the proxy server
is an acquirer server associated with an acquirer, the acquirer being an
administrator of a second client account {o be used by the second client in the

35 transaction.
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a proxy server according to any of claims 23-28; and a first client device associated with the first client,
wherein the first client device is configured to generate a transaction 10request message comprising
the first client data. 30. The system according to claim 29, further comprising a second client device
associated with the second client, wherein the first client device is configured to send the transaction
request 15 message to the second client device and the second client device is configured to receive
the transaction request message from the first client device to initiate the transaction.  31. The
systegm according to claim 30, wherein the second client device is further 20configured to generate the

request message based on the transaction request message and to send the request message to the
proxy server 82T Eengihiarhagsssetingttodayrof Claihen2dependedrein any oftelaisis&vérismah issuer

server associatets Wiflhar:igSUSER T 8560 UB% cARH IV BBIR I N8 S URL SR YeL 5 ranfigured fo

receive the authentication request message from the proxy server, the authentication request
message furtheSSHIFpFRINY tSCHFOARST Hidta Ravmpe! rerfuesk fevsige. 33. The system
according to claim 32, wherein the issuer server is further configured 30 to store verification data in
association with the first client data and to generate a verification request message based on the

verifitation dhta/ fife METREH BRGNS PGS A IHBSWET P A RSP Ve iR ABSHY SSTvetaisTRe
system according{erelaimnadyfirthescemptising aesiication sevice0bie Saholdsrmf thesagsount,
the verification data identigin%t%e verification device, , . . X
communicate with an acquirer server associated with an acquirer, the acquirer
being an administrator of a second client account to be used by the second client
in the transaction.
15
20.The method according to claim 19 when dependent on claim 7, wherein the
request message is sent from the second client device to the payment network

server via the acquirer server.

20 21.The method according to any of the preceding claims, wherein the second client
is @ merchant and the first client is a customer who initiates the transaction with

the merchant.

22.The method according to any of the preceding claims, wherein the transaction is

25 a payment transaction between the first client and the second client.

23. A proxy server comprising :
at least one processor; and
at least one memory including computer program code:
30 the at least one memory and the computer program code configured to,
with the at least one processor, cause the proxy server at least to:
receive a request message, the request message relating to a transaction
between a first client and a second client, the request message comprising first
client data and second client data, the first client data identifying an account to be
35 used by the first client in the transaction, the second client data indicating if the

second client is subscribed to a service;
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5wherein the issuer server is configured to send the verification request message to the verification
device, and wherein the verification device is configured to output a password request message for
the password data from the verification device to a user of the verification device. 10 35.The system
according to claim 34, wherein the verification device is further configured to receive an input from the
user of the verification device and to send the input from the verification device to the issuer server.
1536. The system according to claim 35, wherein the issuer server is further configured to generate

the ayithentication respansgRESHRGR %@59&%%&9%%8%@#8@&%r %Dgaaﬁc@%%%ae%e 1%, U proxy

server, and wherein the issuer server generates the indication in the authentication response message
based on a confifssshcherlEatathe input and a password identified in the verification data. 20 37.

The system accordingdg-faifie 36 WheIeHidaaR P04 Se5YGhis fugher Genfigiuied tnmedify thRgequest

message to include the indication to form a modified request message. 2538. The system according to
claim 34, where?d?RBDrEi§ Eeiven R iftREF M pfigitet R SBRdRe MBdifetiralcaiomeasshgsto the

issuer server. R8sJASysiem s oringiarainas NGB R IssHs eV BIdsifb e gonfigured

to authorize the transactionégased on the indication in the modified request 30message. 40. The

system according to cRFRF A SIUGRRIBIFPINES R LNEP SAPFPI SMFHBI G HFGIRE PR generate a
receipt message, the necgigernessagecintiestngudirines onaaidhe transasicnhasdlessauttherized.
35 response to sending the authentication request message, the authentication

response message comprising an indication of whether the holder of the account

is the first client.

15
24.The proxy server according to claim 23 , wherein the request message indicates
a type of the transaction and the authentication request message is generated

only if the type is a predetermined type.

20 25.The proxy server according to claim 23 or 24, wherein the first client data
indicates if the holder of the account is subscribed to the service and the
authentication request message is generated if the first client data indicates that

the holder is subscribed to the service.

25 26.The proxy server according to any of claims 23-25, wherein the at least one
memory and the computer program code is further configured with the at least
one processor to cause the proxy server to hold the request message at the
proxy server for a preset time period if the authentication request message is
generated.

30
27.The proxy server according to any of claims 23-26, wherein the second client is a

merchant and the first client is a customer who initiates the transaction with the

merchant.

35 28.The proxy server according to any of claims 23 or 27, wherein the transaction is

a payment transaction between the first client and the second client.
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541. The system according to any of claims 29-40, wherein the proxy server is an acquirer server
associated with an acquirer, the acquirer being an administrator of a merchant account to be used by
the merchant in the transaction. 42. The system according to claim 41 when dependent on claims 32
36 and 38, 10 wherein the system is configured such that each message exchanged between the
acquirer server and the issuer server is exchanged via a payment network server. 43. The system
according to any of claims 29-40, wherein the proxy server is a 15 payment network server, the
payment network server being configured to communicate with an acquirer server associated Wlth an
acquirer, the acquirer being an issuer of a second client account to be used by the second client in the
transactior? 264y sTére systegmisagrording to claim 43 when dependent on claim 31, wherein the system

's configured such tha, g, SANASARESAAAS 13 SRYIJFOMiINE secand,glient device to the payment
- The sys

network server via the acquirer server. em according 8 any of claims 29-44, wherein the
second client is a 25&¥isilisnAae ive saatiermdsmtictiseoingr albotinitiates the transaction with the

merchant. 45 The SYHeriACacing e ASIRINS2AtmaRIoB BEHRRRAUIRIRABRIMeN!

transaction between the first client and the second client.
request message comprising the first client data.

30.The system according to claim 29, further comprising a second client device
associated with the second client,

wherein the first client device is configured to send the transaction request

15 message to the second client device and the second client device is configured

to receive the transaction request message from the first client device to initiate

the transaction,

31. The system according to claim 30, wherein the second client device is further
20 configured to generate the request message based on the transaction request

message and to send the request message to the proxy server.

32.The system according o any of claims 29-31, wherein the external server is an

issuer server associated with an issuer of the account, and
25 wherein the issuer server is configured to receive the authentication
request message from the proxy server, the authentication request message

further comprising the first client data from the request message.

33. The system according to claim 32, wherein the issuer server is further configured
30 to store verification data in association with the first client data and to generate a
verification request message based on the verification data, the verification

request requesting password data for verification.

34.The system according to claim 33, further comprising a verification device of the

35 holder of the account, the verification data identifying the verification device,

56



47.A proxy server comprising: means for receiving a request message, the request message
relating to a transaction between a first client and a second client, the request message comprising
first client data and second client data, the first client data identifying 35an account to be used by the
client in the transaction, the second client data indicating if the second client is subscribed to a service;
5means for determining if the second client is subscribed to the service based on the second client
data; means for generating an authentication request message if it is determined that the second

clientds not subscribe he service, the authentication. request mess requesting confirmation that
a holder of the 1Oacc%h%%§i¥h8§‘ﬁrs'ts eheht> eV Shéand %rggg%cgﬁg% t?1@§3tﬁ%n‘f éeffﬁﬁ{% (B8Rt ssage

to an external sengsisagsdto thenesnifcfdioredeinivey andauthentication response message from t_he
external server in resppnse.to ' ;%gp ication request message, the 15authentication
response message comprisingf)}gér??r!?r i(':%%?o(%yo wh&égtﬁér%ré%a%fgér%f ?ﬁg%%goﬁﬁ? i %%ﬁ‘fr%?%‘ﬁ%%t.
48.A computer-réggapesterade raesrwamadizig Storedttieenaificatioputirvitogiarn code whighewhen
executed by a compiisf£aHSes.dhe computer to execute a 20method in accordance with any of claims
1to 22.
10
35.The system according to claim 34, wherein the verification device is further
configured to receive an input from the user of the verification device and to send

the input from the verification device to the issuer server.

15 36. The system according to claim 35, wherein the issuer server is further configured
to generate the authentication response message and to send the authentication
response message to the proxy server, and wherein the issuer server generates
the indication in the authentication response message based on a comparison
between the input and a password identified in the verification data.

20

37.The system according to claim 36, wherein the proxy server is further configured
to modify the request message to include the indication to form a modified

request message.

25 38.The system according to claim 34, wherein the proxy server is further configured

to send the modified request message to the issuer server.

39. The system according to claim 38, wherein the issuer server is further configured
to authorize the transaction based on the indication in the modified request

30 message.

40.The system according to claim to claim 39, wherein the issuer server is further
configured to generate a receipt message, the receipt message indicating
whether or not the transaction has been authorized.
35
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49.A computer program comprising software code adapted to perform a method in accordance with
any of claims 1 to 22. 25

5 41.The system according to any of claims 29-40, wherein the proxy server is an
acquirer server associated with an acquirer, the acquirer being an administrator

of a merchant account to be used by the merchant in the transaction.

42.The system according to claim 41 when dependent on claims 32 36 and 38,
10 wherein the system is configured such that each message exchanged between
the acquirer server and the issuer server is exchanged via a payment network

server,

43.The system according to any of claims 29-40, wherein the proxy server is a

15 payment network server, the payment network server being configured to
communicate with an acquirer server associated with an acquirer, the acquirer

being an issuer of a second client account to be used by the second client in the

fransaction.

20 44.The system according to claim 43 when dependent on claim 31, wherein the
system is configured such that the request message is sent from the second

client device to the payment network server via the acquirer server.

45.The system according to any of claims 29-44, wherein the second client is a
25 merchant and the first client is a customer who initiates the transaction with the

merchant.

46.The system according to any of claims 29-45, wherein the transaction is a

payment transaction between the first client and the second client.

” 47. A proxy server comprising:
means for receiving a request message, the request message relating to a
transaction between a first client and a second client, the request message
comprising first client data and second client data, the first client data identifying
35 an account to be used by the client in the transaction, the second client data

indicating if the second client is subscribed to a service:
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15

20

25

means for determining if the second client is subscribed to the service
based on the second client data;

means for generating an authentication request message if it is
determined that the second client is not subscribed to the service, the
authentication request message requesting confirmation that a holder of the
account is the first client;

means for sending the authentication request message to an external
server; and

means for receiving an authentication response message from the
external server in response to sending the authentication request message, the
authentication response message comprising an indication of whether the holder

of the account is the first client.

48.A computer-readable storage medium having stored thereon computer program

code which when executed by a computer causes the computer to execute a

method in accordance with any of claims 1 to 22.

49.A computer program comprising software code adapted to perform a method in

accordance with any of claims 1 to 22.
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