177

Acquife data to be verified of a farget service from a blockchain, the
data to be verified including circulation data generated during
execution of the target service and recorded in the blockchain

S102

Y

Determine, based on the target service, a relevant third-party authority
for verifying authenticity of the data to be verified, and acquire
benchmark circulation data generated during the execution of the target
service and recorded in the third-party authority

Y

Transfer the data to be verified and the benchmark circulation data to a
TEE of a terminal device through a first trusted application for
performing data verification processing on the terminal device, wherein
the TEE is provided with a verification rule for performing data
verification on the data to be verified for the first trusted application

S106

Y

Determine whether the data to be verified meets the verification rule by
using the trusted execution environment of the TEE and based on the
circulation data in the data to be verified and the benchmark circulation
data, and output a verification result of the data to be verified

B

FIG. 1
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Call a preset smart contract, and acquire data to be verified of a target
service from a blockchain, the data to be verified including
circulation data generated during execution of the target service and
recorded in the blockchain

v

Based on resource transfer data corresponding to the target service,
determine a relevant third-party authority for verifying authenticity of
the resource transfer data as a resource storage institution, acquire
benchmark resource transfer data generated during the execution of
the target service and recorded in the resource storage institution, and
use the benchmark resource transfer data as benchmark circulation
data; and/or, based on logistics data corresponding to the target
service, determine a relevant third-party authority for verifying
authenticity of the logistics data as a traffic regulatory institution,
acquire benchmark logistics data generated during the execution of
the target service and recorded in the traffic regulatory institution,
and use the benchmark logistics data as benchmark circulation data

S304

v

Acquire the data to be verified and the benchmark circulation data through a
trusted program corresponding to a first trusted application for performing
data verification processing on a terminal device, and transfer the data to be
verified and the benchmark circulation data to a TEE of the terminal device
through the trusted program corresponding to the first trusted application

v

Determine whether the data to be verified meets a verification rule by
using the trusted execution environment of the TEE and based on the
circulation data in the data to be verified and the benchmark
circulation data, and output a verification result of the data to be
verified

S308

v

S310

Acquire the verification result of the data to be verified from the TEE
based on the first trusted application, and upload the verification
result of the data to be verified to the blockchain

v

Receive an update request for the verification rule in the TEE of
the terminal device, the update request including rule data to be
updated, and the rule data to be updated being ciphertext

v

Transfer the rule data to be updated to the TEE of the terminal
device through the first trusted application

L]

Decrypt the rule data to be updated in the trusted execution
environment of the TEE, and update the verification rule based on
the decrypted to-be-updated rule data

FIG. 3



477

Call a preset smart contract, and acquire data to be verified of an
online commodity transaction service from a blockchain, the data
to be verified including circulation data generated during
execution of the online commodity transaction service and
recorded in the blockchain

[

E

v

Based on payment data corresponding to the online commodity
transaction service, determine a relevant third-party authority for
verifying authenticity of the payment data as a financial institution,
acquire benchmark payment data generated during the execution of the
online commodity transaction service and recorded in the financial
institution, and use the benchmark payment data as benchmark circulation
data; based on logistics data corresponding to the online commodity
transaction service, determine a relevant third-party authority for
verifying authenticity of the logistics data as a traffic regulatory
institution, acquire benchmark logistics data generated during the
execution of the online commodity transaction service and recorded in the
traffic regulatory institution, and use the benchmark logistics data as
benchmark circulation data

S404

Y

Acquire the data to be verified and the benchmark circulation data through a
trusted program corresponding to a first trusted application for performing
data verification processing on a terminal device, and transfer the data to be
verified and the benchmark circulation data to a TEE of the terminal device
through the trusted program corresponding to the first trusted application

5406

Y

Determine whether the data to be verified meets a verification rule by
using a trusted execution environment of the TEE and based on the
circulation data in decrypted to-be-verified data and decrypted
benchmark circulation data, and output a verification result of the
data to be verified

5408

v

5410

Acquire the verification result of the data to be verified from the TEE
based on the first trusted application, and upload the verification
result of the data to be verified to the blockchain

Y

Receive an update request for the verification rule in the TEE of the
terminal device, the update request including rule data to be updated,
and the rule data to be updated being ciphertext

v

Transfer the rule data to be updated to the TEE of the terminal
device through the first trusted application

Y

Decrypt the rule data to be updated in the trusted execution
environment of the TEE, and update the verification rule based on
the decrypted to-be-updated rule data

FIG. 4



517

Call a preset smart contract, and acquire data to be verified of a target
service from a blockchain, the data to be verified including circulation
data generated during execution of the target service and recorded in
the blockchain

5502

Y

Determine, based on a fundraising resource transfer value and a
fundraising resource transfer time, a relevant third-party authority for
verifying authenticity of the data to be verified as a resource storage
institution

S504

Y

Acquire a benchmark fundraising resource transfer value and a benchmark
fundraising resource transfer time generated during the execution of the
target service and recorded in the resource storage institution, and use the
benchmark fundraising resource transfer value and the benchmark
fundraising resource transfer time as benchmark circulation data

Y

Acquire the data to be verified and the benchmark circulation data through a
trusted program corresponding to a first trusted application for performing
data verification processing on a terminal device, and transfer the data to be
verified and the benchmark circulation data to a TEE of the terminal device
through the trusted program corresponding to the first trusted application

S508

Y

Determine whether the data to be verified meets a verification rule by
using a trusted execution environment of the TEE and based on the
circulation data in the data to be verified and the benchmark
circulation data, and output a verification result of the data to be
verified

v

Acquire the verification result of the data to be verified from the TEE
based on the first trusted application, and upload the verification
result of the data to be verified to the blockchain

Li

Receive an update request for the verification rule in the TEE of the
terminal device, the update request including rule data to be updated,
and the rule data to be updated being ciphertext

v

Transfer the rule data to be updated to the TEE of the terminal
device through the first trusted application

v

Decrypt the rule data to be updated in the trusted execution
environment of the TEE, and update the verification rule based on
the decrypted to-be-updated rule data

FIG. 5
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Receive a query request from a fundraiser, the query request
being used to query flow information of raised money provided
by the fundraiser

v

Call a preset smart contract, and acquire data to be verified of a
fundraising service from a blockchain, the data to be verified including
circulation data generated during execution of the fundraising service and
recorded in the blockchain

v

Determine, based on an amount of dispensed raised money and a
time when the raised money is dispensed, a relevant third-party
authority for verifying authenticity of the data to be verified as a

raised money storage institution

Li

5602

5604

5606

Acquire a benchmark amount for dispensing raised money and a benchmark
time for dispensing raised money generated during the execution of the
fundraising service and recorded in the raised money storage institution, and
use the benchmark amount for dispensing raised money and the benchmark
time for dispensing the raised money as benchmark circulation data

5608

\

L]

Acquire the data to be verified and the benchmark circulation data through a
trusted program corresponding to a first trusted application for performing
data verification processing on a terminal device, and transfer the data to be
verified and the benchmark circulation data to a TEE of the terminal device
through the trusted program corresponding to the first trusted application

5610

\

Y

Determine whether the data to be verified meets a verification rule by
using a trusted execution environment of the TEE and based on the
circulation data in the data to be verified and the benchmark circulation
data, and output a verification result of the data to be verified

\

v

Acquire the verification result of the data to be verified from the TEE
based on the first trusted application, and upload the verification result of
the data to be verified to the blockchain

Li

Receive an update request for the verification rule in the TEE of
the terminal device, the update request including rule data to be
updated, and the rule data to be updated being ciphertext
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Y

Transfer the rule data to be updated to the TEE of the
terminal device through the first trusted application
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L

Decrypt the rule data to be updated in the trusted execution
environment of the TEE, and update the verification rule
based on the decrypted to-be-updated rule data

5620

\

FIG. 6
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