WD 03/ 009299 PCT/ JP02/ 07192 DESCRI PTI ON WRI TI NG APPARATUS, SEM CONDUCTOR
MEMORY CARD, WRI TI NG PROGRAM . AND WRI TI NG METHOD 5 Technical Field The
present iwoeabiam relates to a witing apparatus for wi Pcmgremizasd nto a
sem conductor nenory card, a sem conductor nenory card, a witing program
and a witing 10 nethod, and particularly to inprovenent in the above

t echni ques when a sem conductor nenory card is provided wth a slide
switch for protection of data recorded thereon. Background Art 15 In order
to prevent unintentional deletio r iting of data recorded thereon,
a sem conductor nenory card is Epgﬁ@mh a slide switch used to put
the sem conductor nenory card, to a witable state or a non-witable
state. By shifting a sliding nmenber of the 20 slide switch with the
fingers, a USeRRISING QWEThARATSS| SHEHMI CENDTONORC MIMIPEYTOCXROard to either
a witable state or a non-witable state. The foll ow ng descri bes how a
conventional witingRAFPAI@tRBOGBRAMes AR dWRATONSUMETAHORBem conduct or
menory devi ce as above. Wen attenpting to 25 wite data onto the nenory
card, San application program running within a conventional witing

appar at us_r equest s .device driver to wite data. In response, the device
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The present invention relates to a writing apparatus

for writing data into a semiconductor memory card, a
semiconductor memory card, awritingprogram, andawriting

10 method, and particularly to improvement in the above
techniques when a semiconductor memory card is provided

withaslideswitchforprotectionofdatarecordedthereon.

Background Art

15 In order to prevent unintentional deletion or
overwriting of data recorded thereon, a semiconductor
memory card is provided with a slide switch used to put
the semiconductor memory card to a writable state or a
non-writable state. By shifting a sliding member of the

20 slide switch with the fingers, a user is allowed to set
the semiconductor memory card to either a writable state
or a non-writable state. The following describes how a
conventional writing apparatus writes data onto such a
semiconductor memory device as above. When attempting to

25 write data onto the memory card, an application program
running within a conventional writing apparatus requests

a device driver to write data. In response, the device



driver detects the position of the sliding nenber. Wien the sliding nenber
is set in the position indicating the witable state, the device driver
wites thwodatesas requested.by the application. On the echaprotieme when
the 5 sliding menber is set in the position indicating the non-witable
state, the device driver does not wite the data, but inforns the
application that the slide swwtch 1is in the position indicating the
non-writable state. Being informed that the nmenory card is set in the 10

non-witahl e state, the |ication then infor he user. that _witing of
ot has RELFET CERFromis Kasbegh 06 the Setdine StReSor (Bheko | he
posi tion [pdi 1] i tabl t ki L1l data as
describedtg o%gad%gK%Eﬁ%gﬁé%rﬁgdg%?ff%?%h%gg%%%?%Sgbﬁﬁgﬁéﬂ%g%%ag?ﬂg
applicatigpitWen sHaReNg BRe el uSes arRhiGat keRLesUCHhas dat£dikor  or a
browser, witing of data is requested in response to an explicit user

oper at i onreguelstasl byf the sppéicpériatri on.On Ghet béheanhaady, wirkenthenni ng a
system application, witing 20 of data may be requested although user nmakes
no opér at $bhdinCMBeEEEINoW t Betcable WWher e0@ssydoem HpPl Faitinen thequests a

device driver tao wite data in ite of user. operations, and the data can
not be mmP?PéWrH§€§ﬂL% ?%%telegg device ﬁf%%?é) S0t I+ hai EB€ing the
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pref erabl gsat; ral¢né habstihe APPLhedldadh iy 9Re 4on-writable state.

Being informed that the memory card is set in the

10 non-writable state, the application then informs the user

that writing of data has failed, and prompts the user to

re-set the slide switch to the position indicating the
writable state.

The timing when writing of data as described above

15 is performed differs depending on the type of application.

When running an end user application, such as an editor

or a browser, writing of data is requested in response

toanexplicituseroperation, suchasafilesaveoperation.

On the contrary, when running a systemapplication, writing

20 of data may be requested although user makes no operation.

Consider now the case where a system application

requests a device driver to write data in spite of user

operations, and the data can not be written because the

slide switchis inthepositionindicatingthe non-writable

25 state. As a consequence, the device driver prompts the

user to change the switchsetting. Inuser’spointofview,

it is not preferable at all that the application urges



WO 03/ 009299 PCT/JP02/ 07192 the user to change the switch setting although
the user has given no instruction for witing of data. This is especially
true conswoasionzot hat the user has intentionally set thepsiTige/easzt ch in
the position indicating the 5 non-witable state to protect the data
recorded on the sem conductor nmenory card from destruction. Being

required to change the setting into witable state nerely for the
application sake despite his intention, the user in this regard is nore

| i ke being directed by the applicati.on, 10 ich be qgffensive. In
addition,95e58ﬁﬁﬁaﬁ9Iﬁﬁﬁﬁg%rghﬁ 53&%@ﬂxﬁegﬁlggsgzﬁﬂﬁﬂ§hc § ohttends to
T e potbl, Mud ) A0S hROARLANE, MELES (AR AL OB (Didde TRIDLYLGard et
to the non-Wwi%tabl'e state. Tn an attenpt to program system ‘applications

Wi th | east sWeidi@ 10PLE #tieQitsn & 9da riBEPE Ha etk d8etiid s MY bft isial Dyt he
non-witable state,” progranmmers devel oping the system applications are

i kely tosptit tipeesdurde oswtihertselivest hahipeds possnbl yndiadéenndevehepnent

of system applications. 20 Disclosure of the Invention It is an object of

t he priesenpnrmrdritdlobet atpitevitde PROWREE i caphatat s corgtehldbvsha syst em
application programto wite data into _a sem conduct menory_card

wi t hout r 8GN s PEMeRANngE A ;éS[O[II?n %?t]éuglg“!ri&?@ 25 s%ﬁjt%‘ﬁ. of the
appar at us AT cPe Pabs PRSSR AT dred MLt Ste R Y 5
for the application sake despite his intention, the user
inthisregardismore likebeingdirectedbytheapplication,
10 which may be offensive. In addition, a software house or
adeveloper of systemapplications tends toavoidrequiring
in their programs write operations to the memory card set
to the non-writable state. Inanattempt toprogramsystem
applications with least write operations to a memory card
15 that may be set to the non-writable state, programmers
developing the system applications are likely to put

pressure on themselves, which possibly hinder development

of system applications.

20 Disclosure of the Invention

It is an object of the present invention to provide
a writing apparatus that allows a system application
program to write data into a semiconductor memory card
without requiring a user to change the setting of a slide
25 switch of the semiconductor memory card.
The aboveobject canbeachievedbyawritingapparatus

that writes data into a user area within a semiconductor



WO 03/ 009299 PCT/JP02/07192 nenory card according to an instruction issued
by an application program The witing apparatus conprises: a recognition
uni t operwblos/oba9y ecogni ze the user area to be in a wit @ciTgpreyetie or in a
non-witable state depending 5 on a position of a sliding nenber, the
sliding nenber being exposed on a surface of the sem conductor nmenory card
and being manually slidable; a wite unit operable to wite data into the
user area in the witable state, and when the user area is in the
non-witable state, to perform 10 an exceptional wite. operation._The

t f . |
except i onBPMALY 2 5He T ORIt 29per? offled ARTHFGFAG™ ol%ggﬁ ¢ Wite

command L f)ﬂ%%abcyiéﬁgan%ﬁ%c%ﬁ@t i 9Hep\';\199'§:g'??tq:]gtp‘ﬁ%'a!.srtae%??t@oﬂlﬁ%QF@s .mgnory

area Wi thrn*the semc menory car fere romthe user
area. 15 YL disSi $ONghL HChbpRbalfl SYs ere dpghiical itdfe isseBl 4 p¥gdLb0 Wite
data into the 'sem conductor nenory card even in the case where the user
sets the bkiihrgwatbérl e s gireobect nteharodatwar isdtaty b §trat delegmanddnduct or
menory card from being unintentionally del eted. The system 20 application
i s al ISowednt®d pesriftorem sufc B 2l Wiing @@@ééﬁ-’iro‘ﬁhevﬁlh@mﬂgr%mbﬁﬁfr@e%h@ user to
change the slide switch %etti n%, ﬁnd t hus wi t hout botheri nﬁ tge uaer. In
other WOPHROSEEYEFdPeRYT 6 GO IhEASW PRAGICA B G R JREMBY Yt hidr ds?i e
switch, the.sys icati i-s. al 0, Mk it ta jint

e conduBEs nurergrELY Bl PREIE Dot et vy uithy' Besr e L Br P
provides gpre Kl Rild tyskp adeveliopivhe sy eabappkiceatd Onsnd apdefihus

hel ps to devel op
the user area is in the non-writable state, to perform

10 an exceptional write operation. The exceptional write
operation isperformedaccording to a special write command
issued by the application program to write data into a
memory area within the semiconductor memory card that is
different from the user area.

15 With this construction, a system application 1is
allowed to write data into the semiconductor memory card
even in the case where the user sets the sliding member
to protect the data stored in the semiconductor memory
card from being unintentionally deleted. The system

20 application is allowed to perform such a write operation
without requiring the user to change the slide switch
setting, and thus without bothering the user. In other
words, regardless of the non-writable state set by the
slide switch, the system application is allowed to write

25 data into the semiconductor memory card without bothering

the user. This feature provides more flexibility in

developing system applications, and thus helps to develop



4 WD 03/009299 PCT/JP02/07192 prograns wth efficiency. Here, the

sem conduct or nenory card may have an authentication circuit. The speci al
write comwardoory9 include (i) an instruction for directi rgTiiRe/0me2ti ng 5
apparatus to authenticate the sem conductor nenory card, and (ii) an
instruction for directing the authentication circuit of the sem conductor
menory card to authenticate the witing apparatus. The exceptional wite
operation may be perfornmed only when the witing apparatus and the 10
sem conduct or _nenory, card nticated nutually and successfully.

. e _auth
Wth thi sPEBRSEAMRL b%?_?ﬁ%rler?elar?lcjﬂ%ﬁtard of which slide switch is set for
the non-writablg. statgys Séﬁ‘%@%rﬁi\%ﬁéﬁfu}‘\’férﬁ hecarly o ”P‘Mé’aé

aut henti cation procéssing Is success y perforned. That is, the

except i onglitWelritel c Spesat ek disi per fonaedperiiy bywant eppbieaii dmaavi ng a
right to instruct nutual authentication processing and not allowed for al

t he applitatilanke [h)additiostrsigticeoonifprsydi eacapplg caheonsriareng20
permtted to wite data onto the nenory card set in the partially witable
state,S endPpgdr tappltic avitéren o eahst thped pind cOARE LR T METHRAE R qaﬁ%r t he

ey 21 e 1030, Bins BB S grtn L S FRRRILL Bl obLect o
the ExaijQ%cuit of the semiconductor memory card to authenticate
the writing apparatus. The exceptional write operation
may be performed only when the writing apparatus and the
10 semiconductor memory card are authenticated mutually and
successfully.

With this construction, thememorycardofwhichslide
switch is set for the non-writable state is exceptionally
writable only when mutual authentication processing is

15 successfully performed. That is, the exceptional write
operation is performed only by an application having a
right to instruct mutual authentication processing and
not allowed for all the applications.

In addition, since only system applications are

20 permitted to write data onto the memory card set in the
partially writable state, end user applications are not
permitted to write data into the memory area. That is,
this construction achieves the essential object to prevent
unintentional deletion of data by users.

25

Brief Description of the Drawings

FIG. 1is a view showing the construction of awriting



FIG 1 is a view show ng the construction of a witing 5 W 03/009299
PCT/ JP02/ 07192 apparatus; FIGs. 2A and 2B are views show ng the external

r epr esentwiod0092H9
t he sem conduct or

a sem conductor nenory card; FIG 3A i sPaTUP@®73$20W ng
menory 5 card with a sliding nmenber 1 constituting a

slide swwtch fixed in a first position; FIG 3B is a view show ng the
sem conductor nenory card with the sliding nenber 1 fixed in a second

position; FIG 4
is a view_ show

is an enlarged view showing the slide switch; 10 FIG 5
t he respective |ayer structures of a host conputer 100, a

card wri t%Pp_f(ff‘, d the sem conductor nmenory card 102; FIG 6 is a view
showi ng the intgfaal g%n%tr{dwégoare%iws Cah Gt @hd Mt dPrEhG 7A is a

view showing a s

osition detection unit 7 en the sem conduct or

menory cardpi@dricdopdadoft @ tdemLasddweitiodr dédowit batddg sliding mermber 1
set in the second position; FIG 7B is a view showng the slide position
detection 20 unli€.73hher aheisenmstonducy drhaerssemycoaddciG imemoaded to
the card witer 101 with the sliding nenber 1 set in the first position;

FIG 8 isCcehé VishcRaft I6HAW MERPRE pk t@BETAGUTHT & sed I St @Rvi ce

driver GOfEQG%enl%r

ate_state 25 .information;
a first position;

FIG. 3B is a view showing the semiconductor memory

card with the sliding member 1 fixed in a second position;

FIG. 4 is an enlarged view showing the slide switch;

10 FIG. 5 is a view showing the respective layer

structures of a host computer 100, a card writer 101, and

the semiconductor memory card 102;

FIG. 6 is a view showing the internal construction

of the card writer 101;

15 FIG. 7A is a view showing a slide position detection

unit 7 when the semiconductor memory card 102 is loaded

to the card writer 101 with the sliding member 1 set in

the second position;

FIG. 71Bis aview showing the slide positiondetection

20 unit 7 when the semiconductor memory card 102 is loaded

to the card writer 101 with the sliding member 1 set in

the first position;

FIG. 8 is the flowchart showing the processing

performed by the device driver 60 to generate state

25 information;

FIG. 9 is a view showing one example of the state

information;



FIG 9 is a view show ng one exanple of the state information; 6 WO

03/ 009299 PCT/JP02/ 07192 FIGs. 10A and 10B are views show ng operations
per f or redwby3pimed ayers shown in FIG 5 to check the stat@CTaP02/07192

sem conductor menory card 102; FIG 11 is a view showi ng the respective

| ayer 5 structures of the host conputer 100, the card witer 101, and the
sem conduct or nenory card 102 all in consistent wth the second
enbodiment; FIG 12 is a view showi ng the hardware construction of the SD

d 1 G i i howi_n. h i
rotorol - Fi G EHORs 408 A ShbiEng ene SbF APl SHeTRe S HEATONS ead the
cont ent fgertf%%rﬂ@& f&ﬁg@dgtﬁ Qr d Byt df r em Lhe, S neReryc £a6d; 15

FIG 15 a view sh operations performed to wite data into the

SD nmenor yogakémiaddshdh & o6 mesncr i @wrahawayg the internal construction of
an SD nenory card consistent with a third enbodinent. 20 Best Mode for
Carrying Qut theIGnvéntiien &ivisewPséeriregy Enbodiemmstctlites f dhalyew ng

describes a witing aagfratus consistent with a first _enbodi ment of the
preserdt i AVEHCIHEES QIGthe hesi FoERWHRN HL a AR T IOhtF thé  writing

25 apparagHa.tﬁ% %@%ﬂkééhﬁgﬁoii gﬁ%r%rg%ggi{bggai8p§5a%%%sistent
with the second embodiment;

FIG. 12 is a view showing the hardware construction
of the SD memory card;

10 FIG. 13 is a view showing the sequence of a secure
write protocol;

FIG. 14 is a view showing the operations performed
to read the content and the usage condition information
from the SD memory card;

15 FIG. 15 is a view showing the operations performed
to write data into the SD memory card; and

FIG. 16 is a view showing the internal construction

of an SD memory card consistent with a third embodiment.

20 Best Mode for Carrying Out the Invention

First Preferred Embodiment
The following describes a writing apparatus
consistent witha first embodiment of the present invention.
FIG. 1 is a view showing a construction of the writing
25 apparatus. As shown in the figure, the writing apparatus
includes a host computer 100 and a card writer 101, and

writes data onto a semiconductor memory card102. Thehost



i ncl udes a host conputer 100 and a card witer 101, and wites data onto a
sem conduct or nenory card 102. The host 7 WD 03/009299 PCT/JP02/ 07192
conmput er WO®3amd9¢ he card witer 101 are connected via aPUSBPeabh®e The
sem conductor nenory card 102 may be either of two types: an SD (Secure
Digital) nenory card and a flash nenory card. Regardl ess of the type, the
5 sem conductor nenory card 102 internally includes EEPROM and a
controller 20. An SD nenory card differs froma flash nenory card in that

t he SD d ted whi l.e,.the flash dd

not. Tho BPBPEEEad 1) cAnReRi i ar B ACFe 4 Verthy araRorad gfa” ©°e

accessi bl & 39l IR A devie CORIRGIAEL L 00 ENReRRIFLCAMG! o1 pard 102
mu au suc

2
only when ual enticatron processing Is cessfully perforned

bet ween thersem eINAULS GIyPEEDr ¥n 68r sk rddbidetdeyi gemdSughcsdaga
necessary for |license nmanagenent or accounting processing is recorded in

the 15 prahdcted larga. m@notrlye caord r arRegaredb ey sarcda tiat tiype ,addessi bl e
wi t hout nutual authentication processing is referred to as a user data
ar ea. STheSeBATCOGTNZERF MAMOEY ¢ard 102 hatespadlieingl udep FdsRNPMt i on as

SO o 2 0 5 o MRV 0o 402 45 ow o) el 52 O
40 LreRthRS A RS REEe B mRchLage SLAm) PRl dpdrgelps e,
connecti ogr-uhthnihe eardfMaktehemory card does not. The protected
area referred herein is a memory area that is accessible
10 from a device connected to the semiconductor memory card
102 only when mutual authentication processing is
successfully performed between the semiconductor memory
card 102 and the device. Such data necessary for license
management or accounting processing is recorded in the
15 protected area. On the contrary, memory area that is
accessible without mutual authentication processing is
referred to as a user data area.
The semiconductor memory card 102 has an external
representation as shown in FIGs. 2A and 2B. The memory
200 card 102 is approximately 32.0mm long, 24.0mm wide, and
2.1lmm thick, which is the size small enough to hold with
the fingertips (the size of a postage stamp). Provided
below the undersurface of the semiconductor memory card
102 are nine connectors for connection with the card writer
25 101, and provided on the lateral side is a slide switch.

The user sifts a sliding member 1 constituting the slide

switch to either a second position on the side closer to



25 101, and provided on the lateral side is a slide swtch. The user sifts
a sliding nenber 1 constituting the slide switch to either a second

positi on wo mhe2s? de cl oser to 8 WD 03/009299 PCT/ JP02/ 0PLIPOY/GTE92
connector, or a first position on the other side. FIG 3A shows the
sliding nenber set in the first position, while FIG 3B shows the sliding
menber set in the second position. The sliding nenber 1 set in the second
position 5 indicates user's intention to set the sem conductor nmenory card
102, i.e.  EEPROM installed therein, t.q the "Egn- itablfa staﬁg wher eas
the slidi hSreRBRrCtOdet OLi% % PRS- et QbR S HOWRC hsBrS " i nf &fiti on to
set the l Tl y alat-€. ROML (it 5 0
mﬁitable"§§?§$é. ﬁggéogggggxmfg&%ﬁ%ggafgtugg}ﬁg?lnteﬁF?b inggﬁgﬁfhat t he
sliding npAbek FIics. MY JHbwON WECEL 081Nt Meaie r GAPANEIse cOBSbhHUL i ng

t he sem conductor menory card 102. The sliding menber 1 is nore like a
decor at i oposhdn can 15 Toesdnetit ngerdrdrer g ssedanensore sHcared imnsitsaoh as
physi cally connecting or breaking a circuit provided within the

sem cdndutni GRdifoF 1S€ar' P 10ZeNMhi}N it pok it SeRd Cadi e bAGUREBP L Henor v

card, 102 hes L9, SIELL apd Iyt actnsd o lowegst o this end it I
Loe el SHB Sl N ST Or TR SO 1AL, el YRR I TE
to deci dejwhaheopanaiti iSsition shows user’s intention to set the
semiconductor memory card 102, i.e., EEPROM, into “the
10 writable” state.
The wording “to indicateuser’s intention” means that
the sliding member 1 is not in conjunction with any
components constituting the semiconductormemorycard102.
The sliding member 1 is more like a decoration than a
15 component performing some sort of actions, such as
physicallyconnectingorbreakingacircuit providedwithin
the semiconductor memory card 102. This is because the
semiconductor memory card 102 has to be small and
manufactured at low cost. To this end, it is practically
20 difficult to provide a mechanism to connect or break the
internal circuit of the semiconductor memory card 120.
It is up to the card writer 101 and the host computer 100
that detect the switch setting to decide what operations
to perform in response to the sliding member set in the
25 first position or the second position.

FIG. 4 is an enlarged view showing the slide switch.

The slide switch includes a notch 2, and a guide groove



to performin response to the sliding menber set in the 25 first position
or the second position. FIG 4 is an enlarged view show ng the slide
switch. Wbassbieae switch includes a notch 2, and a gui de pgmrasvz0712 WO

03/ 009299 PCT/JP02/07192 4 provided in an end surface 3 of the notch 2, so
that a user can slide the sliding nenber 1 along the guide groove 4. At
the mddle of the end surface 3 is a protrusion 5. Being encaged with the
protrusion 5, the sliding menber 5 1 is fixed in either the first position

cem conduit BEHERRY L2ard 05 N2 CTe S0P ptith TREGvar Stharahly 1o
the |nter$qlsef%§.} Eg(ird'eoeﬁecglfﬁfngqgéﬁ%ggpfé%goré;oehet@ﬁiaér e ker 10

101, and the sem conductor nmenory car I's a view show ng the

respective | ayertnhst figHILes ok hiche nipshu redet2ri L0 pridiereai dnwei t er 101,
and the sem conductor nenory card 102. The sem conductor nenory card 102

i ncl udes BRetfreP N amgd¢d 101 ahdthec paototd £ 0455 20t hehisdh darreg Iregrelps rar r anged
inthe stated order. The card witer 101 includes a piece of hardware 30
and aspi etd s bixefrimat bheg e Eb ratePPajéionR ¥ AhgeteFanamostat@d- order.

The host Tput 00 ingcl ud [ f d : devi dri 60,
and an- apbIFesEsBRLBRS SRS S CHE195 AF d g PG AT ANGBRE R THE st at ed

order. Fi ription is given to the conponents (i.e., the nenory
unit 10 aéé&thﬁgghtroller 20) of the

Next, description isgiven separately to the internal

constructions of the host computer 100, the card writer
10 101, and the semiconductor memory card 102.

FIG. 5 is a view showing the respective layer
structures of the host computer 100, the card writer 101,
and the semiconductor memory card 102. The semiconductor
memory card 102 includes a memory unit 10 and a controller

15 20, which are layers arranged in the stated order. The
card writer 101 includes a piece of hardware 30 and a piece
of firmware 40 which are layers arranged in the stated
order. The host computer 100 includes a piece of hardware,
a device driver 60, and an application program 50 which

20 are layers arranged in the stated order.

First, description is given to the components (i.e.,
the memory unit 10 and the controller 20) of the
semiconductor memory card 102.

The memory unit 10 includes EEPROM and accessible

25 form the application program 50 included in the host
computer 50. The details of the memory unit 10 are given

below in a second preferred embodiment, and thus

10



sem conductor nenory card 102. The nenory unit 10 includes EEPROM and
accessible 25 formthe application program50 included in the host
conput er §0.03/0b29det ai | s of the nenory unit 10 are gi ven Po&lJeo/i7m92a second
preferred enbodi nent, and thus 10 WO 03/009299 PCT/JP02/ 07192 description
of the menory unit 10 in this enbodinent is concluded here. The controller
20 reads and wites data recoded in the nenory unit 10 included in. the
sem conductor nenory 5 card 102 in response to a request fromthe

licati 50. .The details of th d L and wrjt
oper at | orile Bl “ERE KT 51 T AP BT8P I gt Yot hERe SBRCOHI = Br et r  ed

enbodi nmen cription of the controller 20 in this enbodi nent
is concl u%%ﬁéggfjteemj%bg%w, description is given to the conponents (i.e.,

the hardware 30rpadcbherbiinmayars 4Q0a0f dhe waidew dutfa doddleiRar dvar e
30 includes a plug for connecting the sem conductor nmenory card 102, and a

sl i de posthéomeind rdetuect t oh0 uhnt 1 fidedeéatredtiengsemposntivart af ndmosyi di ng
menber constituting the slide switch of the sem conductor nenory card 102.
FIG 6 iscardi éWZshigw hgsphasientter mal reghseiudiioh the epeldcrat Wwphter 101.

10 4oad e semcanducker memuiy 20 card A0 Lo the card witer 0L, (he
operations by the controller 20 are alsogiven in the second
preferred embodiment, and thus description of the
controller 20 in this embodiment is concluded here.

10 Now, description is given to the components (i.e.,
the hardware 30 and the firmware 40) of the card writer
101.

The hardware 30 includes a plug for connecting the
semiconductor memory card 102, and a slide position

15 detection unit for detecting a position of the sliding
member constituting the slide switch of the semiconductor
memory card 102.

FIG. 6 is a view showing the internal construction
of the card writer 101. To load the semiconductor memory

20 card 102 to the card writer 101, the connector of the
semiconductor memory card 102 is inserted into a plug 6
shown in this figure. There is provided a slide position
detectionunit 7 insuchapositionthat contactsthesliding
member 1 when the semiconductor memory card 102 is loaded.

25 Theslidepositiondetectionunit7is composedof opposing
two metal pieces 8 and 9, and the metal piece 9 has a U-bend

portion. AsshowninFIG. 7A, whenthe semiconductor memory

11



shown in this figure. There is provided a slide position detection unit 7
in such a position that contacts the sliding nenber 1 when the

sem conduwDas/oneaory card 102 is | oaded. 25 The slide posiPCTarozetect i on
unit 7 is conposed of opposing two netal pieces 8 and 9, and the netal
piece 9 has a U-bend portion. As shown in FIG 7A, when the sem conduct or
menory 11 WO 03/009299 PCT/JP02/ 07192 card 102 is |loaded to the card
witer 101 with the sliding nenber 1 set in the second position, the

U- bend i f.th |, piece 9 | d he, sl di ng. member 1
nto cont SCFWAPR EhelARRER bPediss Bt ATE FoEnil! HHCPRG'S KA Hand, as

shown in ﬁéﬁ%}B\%t hjéﬁe%ﬁgnéég%e‘éﬁ Y i FOR Yehe! g-%%d 39510@98?1 to the

card writer rdin set 1 h irst position, the
U-bendpor piroRhd st Rseseedoand Presdde hyorABt all ipiietPmemsad 8 stay
out of contact. By electrically detecting contact and 10 non-cont act

bet ween t hatiowoomttalt giddeshd meitaldptiectee®@ avwhehbér ¢hdssl i dnnghaenber 1
is in the second position or the first position. (Note that the slide
posi tiSon oeeactiagilurdsd Fhewnssncdd&tr UR edvheat thresens aRAICHPEces 8

o1 9 St QUL ST SEOTURE e 2 SECONISl of eIy 10 pardL0B W Lh 0
oy 0| ST HEnBEY 8 S NET SAPEALIS L SR holil Vg Lie L2
host conpytefoi0greReldhendders]d ding twibestd1 0pikhes 7 and 8 stay
out of contact. By electrically detecting contact and
10 non-contact between the two metal pieces, it is detected
whether the sliding member 1 is in the second position
or the first position. (Note that the slide position
detectionunit 7 is so constructed that the twometal pieces
8 and 9 stay out of contact when a semiconductor memory
15 card 102 with no slide switch is loaded into the card writer
101.)

The firmware 40 receives an inquiry from the device
driver 60 of the host computer 100 via the USB cable. 1In
response to such an inquiry, the firmware 40 passes to

20 the host computer 100 whether the sliding member 1 of the
semiconductor memory card 102 is in the second position
or the first position. At the same time, the firmware 40
detects whether the semiconductor memory card loaded to
the card writer 101 is an SD memory card type or a flash

25 memory card type, and passes the detected card type to
the host computer 100.

Next, description is given to the components (i.e.,

12



sem conductor nenory card 102 is in the second position or the first
position. At the sane tine, the firmmvare 40 detects whether the

sem conduwwOD®s/ooepory card |l oaded to the card witer 101 PSTARZBD19ENDrY
card type or a flash 25 nenory card type, and passes the detected card type
to the host conputer 100. Next, description is given to the conponents
(i.e., 12 WO 03/009299 PCT/JP02/ 07192 the application program50 and the
device driver 60) of the host computer 100. The application program50 is

f eith f the_  follow t t : | i N d

5 appl | caf PEn BRI bbr BERHHAIL bie S, Ui EYaGs & Wesd i brofor o

creating gﬂgugﬁﬂﬁlqggméﬁgg?,]gﬁ)g browser for browsing ww sites, and
ations to e

perfornms Wite oper sem conductor nenory card 102 in

accordance wi t hrysepppaRefat { OASprOyridie D hes BENGitthSysbemcaeppl i cation
is, 10 for exanple, a programfor |icense nmanagenent, accounting

managenmentoldowiergana tiydas et isors tranagenkeintataot aper dorasdwser
operations to the sem conductor nenory card 102 independently of user
oper atsi on8PPILA adti o bl resnd us el SilckGahlipat Weenf Sy sI%@MAPP) i @At i ons
and end us

capabl e o?grﬁ«ﬁé%a%%%h%é‘?ﬁ@: ‘iﬂgﬁg%@ aéﬁdﬁgweejt goel[ ragifﬁh(?‘gg&lf ggfr,lcggs !trs1e

or o ot 00, L5% 81 PR (AP VAR o cADLEDN: LOAL LN copalhe of, L2l

program semiconductor memory card 102 in accordance with user
operations. On the other hand, a system application is,

10 for example, a program for license management, accounting
management, or personal information management, and
performs write operations to the semiconductor memory card
102 independently of user operations. Inthisembodiment,
distinction between system applications and end user

15 applications is made based on whether each application
is capable of mutual authentication processing that is
required to access the protected area of an SD memory card.
Anapplicationcapable of mutual authenticationprocessing
is a system application, and an application program

20 incapable of such processing is an end user application.

In order to perform the mutual authentication processing,
an application needs to be in possession of a device key.
The device key is information that is unique to eachdevice,
such as the writing apparatus consistent with this

25 embodiment, capable of accessing the SD memory card. The

device key is issuedby anorganization for standardization

of copyright protection techniques provided that the

13



20 incapabl e of such processing is an end user application. |In order to
performthe nmutual authentication processing, an application needs to be

i N posseswiodd/00d29e devi ce key. The device key is infornmatPcarypodienioz s

uni que to each device, such as the witing apparatus consistent with this
25 enbodi nent, capable of accessing the SD nenory card. The device key is
i ssued by an organization f or standardization of copyright protection

t echni ques provided that the 13 WD 03/009299 PCT/JP02/ 07192 software house
bei ng the§g%%elo er, of a respect,iyve i cation_nakes a c tract with the

or gani zat P85 hOheEabE IR ale ARG L O MR EesRs e oy
devel0anQ#ng%é¥¥%hﬁﬁ%k8§S R$ﬂﬁt£58%|¥1E%“Qb eogg &'ﬂbfﬁ&%Otefﬂéd 5 area

accordi ng user ‘operations these sys ications may b

capabl e O&OHQ'r‘éQ:§QsﬁﬁtllqplﬂetLuﬂ@st§cl@ﬁisae p@b%&ﬂecﬂwu@%%@ﬁ@atal t hough
instructed by a user. The device driver 60 perforns operations including

(i) initiafiappldcatfionssthte faeajemerewrand (aitia) idataprbeatped and
output on the card witer 101, which the host conputer recognizes as one of
the "drivesea REICAh@iBgate mfag@m@ﬁﬁtépfﬁﬁe diiuee, RPeseAspISteaiti on

Program I nt rfa of the device driver ncl udes a function . Functlon
DDChkSDCa@BP #@%ﬁlfﬂﬁyv&%%t ﬁ@PagIJr@ o é@m%mi%} sty Fat e 102

o3 o,bis EALH KA b d el ddy HIBNIARLS Sl eegt b, o 1 201 €
card writer 101T19é &@b&t’:esa%tﬁfe%h@-ﬁ $rer dBR3dsFerations including
(i) initialization, (ii) state management, and (iii) data
10 input and output on the card writer 101, which the host
computer recognizes as one of the “drives.” For the state
management of the drive, API (Application Program
Interface) of the device driver 60 includes a function
(Function DDChkSDCard) for checking whether the
15 semiconductor memory card 102 loaded to the card writer
101 is in the writable state or the non-writable state.
An argument to the function DDChkSDCard is the drive name
of the card writer 101 of which state should be managed.
The wording “drive name” refers to information for
20 identifyinga “drive” recognized by the host computer 100.
For example, the cardwriter 101 isallotted thedrive
name “E:” and to inquire the state of the drive E:, the
application program 50 specifies the drive name “E:” to
call the function DDChkSDCard(E:). The function
25 DDChkSDCard returns state information regarding the state
of semiconductor memory card 102 loaded to the card writer

101. The processing to generate the state information by

14



The wording "drive nane" refers to information for 20 identifying a "drive"
recogni zed by the host conputer 100. For exanple, the card witer 101 is
al l otted whesdod2o®e nane "E:" and to inquire the state of pChgrPevine E:, the
application program50 specifies the drive nane "E:" to call the function
DDChkSDCar d(E: ). The function 25 DDChkSDCard returns state information
regarding the state of sem conductor nenory card 102 | oaded to the card
witer 101. The processing to generate the state information by 14 WO

03/ 009299 PCT/.JP02/ 07192 devi dri i f ! hi
enbodi rren{:ﬁeaﬂﬁ"lﬁgsélrilﬁf&rt tl%\élfac?ﬁar&:?\té%r © 'th}s S? & ir%téﬁ%gerg ’ E%@a
fl har t i . El . f t i

owchart 5.3 %ﬁ;%&fﬁkgqéi%Ed%tglfwgﬁhkg%%ﬁém%gg%tﬁng tdee

processi ng or ne e device ver enerate the state

informati 8Rowkhna stEepsSi g .t he device driver 60 inquires of the firmvare 40
included in the card witer 101 as to the position of the sliding nenber 1
of the sem condbTGor 8 slwwny tdes df 16@chhatt ishdwadgdthe phrecessdimgiter

101. 10 Upon recekft of a response regarding the position of the sliding
menbers 1 peréprs®d hhetkevievwlge %rl\@riwgut@egen@ﬁfatt@e the i@ €e40

included in _the card witer 101 as _to . the type of the sem.conductor nenory
card (an SBDEREMGYLORar dlR & TGP & &% ﬁ@ﬁéﬁﬁ éii}ld”eﬁ/ I 5¢8p S3.

o e EFohih BB RS ASpTan PR e R e drues oo e

1is in thgefbbet tR3 HORKR s1iding member 1 of the semiconductor
memory card 102 that is loaded to the card writer 101.
10 Upon receipt of a response regarding the position of the
sliding member 1 (step S2), the device driver 60 inquires
of the firmware 40 included in the card writer 101 as to
the type of the semiconductor memory card (an SD memory
card type or a flash memory card type) in a step S3. Upon
15 receipt of a response regarding the card type, the device
driver 60 moves from a step S4 onto a step S5 to judge
whether the sliding member 1 is in the first position or
the second position. When judging the sliding member 1
is in the first position, the device driver 60 recognizes
20 in a step S6 that the semiconductor memory card 102 is
inthewritable state. InastepS7that follows, thedevice

driver 60 generates state information indicating the
writable state, and returns the state information to the
application program 50 that made the inquiry. On the other
25 hand, when the judgment in the step S5 shows that the sliding
member 1 is in the second position, the device driver 60

judges in a step S8 whether the card type is an SD memory

15



t he second position. Wien judging the sliding menber 1 is in the first
position, the device driver 60 recognizes 20 in a step S6 that the

sem condwwOms/omepory card 102 is in the witable state. Poa/JgozE18/ that
follows, the device driver 60 generates state information indicating the
witable state, and returns the state information to the application
program 50 that nade the inquiry. On the other 25 hand, when the judgnent
in the step S5 shows that the sliding nenber 1 is in the second position,

t he devi dr.i 6Q. jud ' t whet her .th d [ SD

rerory ' 15248 B3] 805395 nCFIHOD 67160 WArH S A HIAMTRithy G  hen
j udgi ng t dct f - : ' i 60
! ecoont zes 1o 0 L¥ED bR BanfS SR TRV SO AT er FEEREOBIAE T (e

non-w itapheastaly 49 ehstepnlisdmtohalicews rehbeydeuiree 1drd ves 60
generates state information indicting the witable state, and returns the

state i nf onmaheonone-wirtitealappl staticon [@Arogr atnd®. STA thetotfledrl dvamnd, when
the judgnent in the step S8 shows that the card type is an SD nenory card,
t he dévi cehelle ¢ elr 6 ¥ &dbgrneaatias gtateplsf orimediiema ngdifiteomduct or

menory card 102.is_i.n a . "non-witabl t at it tion. ". | t
S15 1 hat FOFI Ghd EAPIE G5 HRYGTE CotRat LAss eta antmgiaentS ° P

neat) DT, B AIEY Bxcention (o the seolieation s
to the state i myhid FNELtBaBBEN GhiedNthe HRRIGHES it in the step S8
shows that the card type is an SD memory card, the device

10 driver 60 recognizes in a step S11 that the semiconductor
memory card 102 is ina “non-writable statewithexception.”
In a step S12 that follows, the device driver 60 returns
state information indicating the non-writable state with
exception to the application program 50.

15 The “non-writable state with exception” used herein
refers to the state in which a write operation to the user
data area 1is prohibited'while a write operation to the
protected area is permitted as an exception. That is, the
sliding member 1 set in the second position basically puts

20 the SD memory card into the non-writable state, thereby
prohibiting a write operation to the user data area.
However, a write operation to the protected area is still
permitted as an exception.

In this non-writable state with exception, a system

25 application is permitted to perform a write operation to
the protected area within the semiconductor memory card

102 even when the user has set the sliding member 1 in
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data area is prohibited while a wite operation to the protected area is
permtted as an exception. That is, the sliding nenber 1 set in the second
positi on wasBmed2by puts 20 the SD nenory card into the norCanpPomdhe st ate,
thereby prohibiting a wite operation to the user data area. However, a
wite operation to the protected area is still permtted as an exception.
In this non-witable state with exception, a system 25 application is
permtted to performa wite operation to the protected area within the

d d .102 wh h h
combor 1 Fhe BB obSssaect Thedr trabsl A5 a lEE L R L " ol 4
accidentally dgl g %Orm Sg—féhrétofﬁg d %%en!"%"gﬁalf@g SYst 8 dRicatégn is

permtted £5 per a'wite perat| ove wi t hout requiring

the user tg pgehangen kheshvde tsibbelr a3etdh Bg albove i thowt trieetiti bi hgt her i ng
the user. Further, when the slide switch is set in the non-witable state,

a wite opeeatsen i ck@xmmmallllyiqnswmttdfeetemnlmml yi te. t hel throtect ed

area. In addition, it is not an end user application but a_system

appl i éat |]©ﬂtbﬁétlnf§eﬁh@r%§eé -wr FOg s atinen the fid1ee EWétt&lﬂt éa 2fBa. In

ot her words, .in this non Ltable state w.th exceptli t.ne stored data is
protectedl?rBhl &9qu%$%Fm%&@(ﬁﬁ%ﬁ?Onabyqﬁﬁ§Lﬁﬁﬁg @hsiﬁs a view

oo 0. SRCEITRPLy WAL 8 LlemL o, The plstednioumien
MeNdry  In addition, it is not an end user application but a system
application that performs a write operation to the
10 protectedarea. Inotherwords, inthisnon-writablestate
with exception, the stored data is protected from
unintentional deletion by the user.
FIG. 9 is a view showing one example of the state
information. The state information consists of two bits.
15 The bit pattern “00” represents the semiconductor memory
card 102 is in the writable state, and “11” represents
the semiconductor memory card 102 is in the non-writable
state. In the case the semiconductor memory card 102 is
a flash memory card, the state information consists of
20 either the “00” or “11” bits. The “01” bit pattern
represents that the semiconductor memory card 102 is in
the non-writable state with exception. Thus, in the case
the semiconductor memory card 102 is an SD memory card,
the state information is consists of either “00” or “01”
25 Dbits.
FIGs. 10A and 10B are views showing operations

performed by the layers shown in FIG. 5 to check the state
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card 102 is in the witable state, and "11" represents the sem conductor
menory card 102 is in the non-witable state. In the case the

sem conduwDas/oneewry card 102 is a flash nmenory card, thec3tiabzo7192
information consists of 20 either the "00" or "11" bits. The "01" bit
pattern represents that the sem conductor nenory card 102 is in the
non-witable state with exception. Thus, in the case the sem conductor
menory card 102 is an SD nenory card, the state information is consists of

ei ther "00" "01" .25 bits. FIGs are vie showi n

oper at i on8F §mﬁﬁQRQP%§OFhQQQﬂ£¥sc§ﬁ§%ﬂ%' %ﬁe%iY%e %Pﬁggstate 17
VWO 03/ 009 UG 1 t he
function B%%EE§£E%§9§59§%§E g&ﬁeﬁﬂ%gggg1I6$%££§E§%%§ng(t %%"as sﬁo by
an arrow gy 4f Ekﬁowl@,utlfmdevwg de h¥ege6Q denauwiiresr 60 itgufiesware 40
about the p05|t|on of the sliding menber 5 1 and the card type as shown by
arrows Z2o#éinthd f)ixmwaes pel bibealty thienpoespdrseotfothdes I ndiungynerhioat t he
position of the slldlng menber 1, the firmvare 40 @ftects with the slide
posi tiSon Hdegaet itde PR ¥A7 twpet es $hewpebal 31eREs & and ®@h contact or

non-contact as sho in the figure by the reference mark X 1, and al so
detects theSP&CHX of the semiconductor nemory card 102 as shown by the

e 0% o ABEOLHDAS MG EEL O OB BRI o e T
sliding member 1, the firmware 40 detects with the slide
position detection unit 7 whether the metal pieces are

10 in contact or non-contact as shown in the figure by the
reference mark *1, and also detects the card type of the
semiconductor memory card 102 as shown by the reference
mark ¥2. In accordance with the detection results, the
firmware 40 notifies the device driver 60 of the host

15 computer 100 about the position of the sliding member 1
and the card type as shown in FIG. 10B by arrows @ and
®), respectively. Upon receipt of the notification, the
device driver 60 generates state information and gives
the generated state information to the applicationprogram

20 50 as shown by an arrow ® in return for the function call.

As described above, according to this embodiment,
a system application is allowed to write data into an SD
memory card although the slide switch is set for the
non-writable state, and the writing is done without

25 bothering the user. This feature provides more

flexibility in developing system applications, and thus

helps to develop programs with efficiency.
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15 conputer 100 about the position of the sliding menber 1 and the card
type as shown in FIG 10B by arrows (r) and (r)5, respectively. Upon

recei pt owotoamogreti fication, the device driver 60 gener aPeI/Jpond7292
information and gives the generated state information to the application
program 20 50 as shown by an arrow (c) in return for the function call. As
descri bed above, according to this enbodinent, a systemapplication is
allowed to wite data into an SD nenory card al though the slide switch is

set for the nop-witable, stat and_t.he iting is done with 25

bother i ng the (NRFC FRAS. FRAEUFRCDF SUARY it O RERPENI £ nOgetBI opi ng
system appl i catd - t hys v p r | t {.Ci ency.
T5°W0 031 569505 BT YB08F 07105 Rer P E Rar ) R % Pt e aontLEL oF hemory
card 102 hpwkRier eriodidegtel Sefasdridedtbe hawe rihestdslay svhbGh. a
However, there are sem conductor nenory cards without a slide switch. In
this casesltibe seitcthndudinothienoaye¢arlte Sesuibg@ctiadtba memwirlyi ogrdper ati on

may be set to the witable condition once it is judged in the step S4 or
S5 shéwn sbRIiECted tohatwy Hel Bgrmrohdtéosr NaERe patard Fienttiprblfded

with a slide switch. 10 Second Preferred Enbodi nent e second enbodi ment
of_the_pr@@@ﬁﬁ%%ﬂﬂnﬁ?%ﬁ 1 gPéié%uQ%eganngBE%gﬁEﬁP ga QamégnﬁﬁfHEV;ce f or
uti i zi ng; Gopt el o, SEAned <. JIRAREY o9 &no 1) £ 811 hUR paARPL hEat T ons
or realiZing usage of such contents.

with a slide switch.

10 Second Preferred Embodiment
The second embodiment of the present invention
relates to an improvement in a writing device for utilizing
contents stored in a memory card. There are two
applications for realizing usage of such contents.

15 One applications is for downloading a content from
a server over a network to write the content into a user
dataareawithinanSDmemorycard, andalso for implementing
“usage of the content” including playback or copying of
the content.

20 The other application is an LCM (Licensed Compliant
Module) for license management of encrypted contents. The
license management by the LCM is to update by the writing
apparatus usage condition information recorded in the
protected area of the SD memory card in accordance with

25 usage of the content.

Toallowforthecontent tobeused, theusagecondition

information that regulates usage of the content is recorded
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15 One applications is for downl oading a content from a server over a
network to wite the content into a user data area within an SD nenory
card, andwalmsmod209 i npl enenting "usage of the content” i mcrugingig ayback
or copying of the content. 20 The other application is an LCM (Licensed
Compliant Module) f or license managenent of encrypted contents. The

| i cense managenent by the LCMis to update by the witing apparatus usage
condition information recorded in the protected area of the SD nenory card

in accord ith 25 ft tent, T [ 1 h tent to b
useq. thetliEhE Boa Ra R REG: (i IO (AP ERarod drendd o RS cont ant

s ecordgg i VO 03909299 RCTT ARORLOZLOZ ok hec proverhadh acea of the

SD nenory ca sage conditTon I nformation includes a permtted

nunber of o1 phawRack fh&BScer A fermi tted mUMRsr 0bf cepyyithd i ttes
correspondi ng to each content. The LCM updates the usage 5 condition

i nf.or mat i corlre sgeardiegti neddie querteht ed AoellkCM widptagbae& Usags or the
permtted nunber of copying tines every tinme the content is copied or

pl ayed baeknpy tilgn ipformeg spphyadesreNent irtethelRennhgtadgvipes
operations _for 10 oyerwiting the usage condition information upon usage

of the coRfeéntaykag EimﬁédogﬂﬁyﬁI“?ﬁ%étﬁﬁgiguﬁbeFe éﬁHﬁYﬁﬁgﬂﬁgn?éspective

layer stryctures of the hsh SAMPHLELoA0%q tdie SRALJU bheic L the

writing apparatus.
Now, the following describes operations for
10 overwriting the usage condition information upon usage
of the content as described above.

FIG. 11 is a view showing the respective layer
structures of the host computer 100, the card writer 101,
and the semiconductor memory card 102 all in consistent

15 with the second embodiment.

Here, description is given to improvement in the
device driver 60 consistent with the second embodiment.
API of the device driver 60 consistent with the second
embodiment provides the LCMwith the function DDSecureWrite,

20 so that the LCM is able to write data into the protected
area. An arrow (D in FIG. 11 schematically shows that the
application program 50 calls the function DDSecureWrite.
There are two arguments to the function DDSecureWrite;
and as the arguments, (1) a pointer addressing the data

25 to be written, and (2) the size of the data to be written
are specified. The application program 50 calls the

function DDSecureWrite after opening the file containing

20



and the sem conductor nmenory card 102 all in consistent 15 with the second
enbodi nent. Here, description is given to inprovenent in the device driver
60 consi swens/omidh t he second enbodi ment. APl of the devipce/Jdod/orey2 60
consistent wth the second enbodinent provides the LCMw th the function
DDSecureWite, 20 so that the LCMis able to wite data into the protected
area. An arrow 1~ in FIG 11 schematically shows that the application
program 50 calls the function DDSecureWite. There are two argunents to
the functjon DDSecureW.ite

, h . i 0t er. addr essi
he data B80r5 BRI T CbR oaman Lo TEtie &zt hi o uTE A Y en"ar 0°

specifie i i éE% S+t h f.ynct.i.qn ite
after opgpr)u?%g%te?{g%el e clggttgfl{érz?{g %QV\%§%%/ 5%9%68%C$FJ1%&2%%L2%@%/\:1e usage
condi ti onghBhQrimé 8By SPeErfi¥taggM hB ddiei dé e i vaok Bloet o whensrd it é he
opened file to start witing of the data, thereby instructing the device
driver 60the avemw idendithenusage coatitinon i nformation. 5 Next,
description is given to inprovenent in the firnware 40 consistent with the
second enbodi né\?ﬁxtméﬁsqm@ﬁlm&t iL6n PO kW MPEOVERSN T edD LR firmuare

40 consistent with the second enbodj nent receives fromthe deyice driver
50 tho et Flasn A0 Carne bt dok Shi T S6CeRE BrbPeiniat ey aidihe tnt o

e AEDE R AL bR 00 RECLAEL S MALABROANLAN | oy
consistent with the second embodiment receives from the
device driver 60 the instruction to write the data into

10 the protected area, the data to be written, and the data
size, and performs a write protocol in conjunction with
the controller 20 included in the SD memory card to carry
out the write operation to the protected area. In the
figure,enlarrow(D schematically shows data transfer from

15 the device driver 60 to the firmware 40, and an arrow C)
schematically shows the write protocol (secure write
protocol) performed between the firmware 40 and the
controller 20.

Now, descriptionisgivento improvement in the memory

20 unit 10 of the SD memory card consistent with the second
embodiment. In the second embodiment, the memory unit 10
has the hardware construction as shown in FIG. 12. FIG.
12 is a view showing the hardware construction of the SD
memory card. As shown in the figure, the memory unit 10

25 of the SD memory card includes a mask ROM 21 and an EEPROM

22, and is connected to the connector of the semiconductor

memory card 102 via the controller 20. The mask ROM 21

21



out the wite operation to the protected area. In the figure, an arrow (2
schematically shows data transfer from 15 the device driver 60 to the

firmvare WO0,03a0299Nn arrow schematically shows the wite pcoteex7i§2secure
wite protocol) perfornmed between the firmvare 40 and the controller 20.
Now, description is given to inprovenent in the nenory 20 unit 10 of the
SD nmenory card consistent with the second enbodinent. In the second

enbodi ment, the nenory unit 10 has the hardware construction as shown in

mermor y catBE LRSS BuRY 7 FERr R PR 879 R FEHBIY A ERAL 20, 2 R RO nenory
card incl E'geisngl@i%ks %Oiﬂ&%l%@&ge&nagggw g%%i ?aﬂ%érs déQfH'eé:r.t&? 3@ .the
of the sem conduct or 0 ol I er

connect or nmenory car via the contr "20. The

mask ROM 21 21rV© §35088299BCPRIRC200E192 ed NGl UIRS nta S H@M) adea@ 23 and
a hidden area 24. The EEPROM 22 includes a protected area 25 and a user

dat a areas26reFhea mgdtienkanyehlddk MEEY ameh radidrel PasKIROWKRAMnhdst ores a
medi a key block (MKB) and nedia-1D. The MKB and 5 the nmedia-1D stored in
t he syst ebhamedpa-hbs tivied éprihapvsteharfrRE hadetiet keHita tab e e read by

o edet er i HEAKIS POt 36 MR F At R SPBLAVIARE ST Had 167 BOAT ST oas . a
Gevt e KoURhS SEpd SRR Mty AN dER I s A0eREsdat L g
encrypti opakey1¥Mhion using the read MKB and media-ID as well as
a device key Kd that the device has. Provided that the
10 predetermined calculation is correctly performed, the
device obtains a legitimate encryption key Kmu.
Similarly to the system area 23, the hidden area 24
is one area in the mask ROM, and stores the encryption
key Kmu, which is the key that anotherdeviceobtains through
15 a correct calculation using the legitimate device key Kd.
The protected area 25 is one area in the EEPROM 22,
and stores the usage condition information.
Similarly to the protected area 25, the user data
area 26 is one area in the EEPROM 22. The user data area
20 26 differs from the protected area 25 in that the user
data area 26 is accessible from a device regardless of
whether authenticity of the device is verified. The user
data area 26 is for storing an encrypted content.
Next, description is given to a controller 20
25 consistent with the second embodiment. In the second

embodiment, the controller 20 of the SDmemory card receives

data tobe written into the SDmemory card from the firmware
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Simlarly to the systemarea 23, the hidden area 24 is one area in the mask
ROM and stores the encryption key Kmu, which is the key that another

devi ce obwaia®oe2be ough 15 a correct cal cul ati on using thecCragivime: e
device key Kd. The protected area 25 is one area in the EEPROM 22, and
stores the usage condition information. Simlarly to the protected area 25,
the user data area 26 is one area in the EEPROM 22. The user data area 20
26 differs fromthe protected area 25 in that the user data area 26 is

accessible . fro device.regardl ess_of .whether authenticity of.the device
is verifi 28 a’fﬁeaﬂr&%‘? wﬁé%ﬁgartghe Z‘%aﬁiﬁ %BFOSRCEQE? A§CERL &n 300 cont ent .
Next, descyLpthon.l J ]?é}nf : ) : | i t htfhe
second en%%gi éngn@.eh?)r)fq)t \k?g}s(:‘eg)()\a e_ré)%hilLﬁgntg, et %gl%?rrﬁf&eéoyb o} Bt he SD
nMenory cardcr.etgi iase it 3 19 Deerdd et ddie sSnEr®igerear g égom t he
firmvare 22 WO 03/009299 PCT/JP02/0719 40 and then wites the data into
t he menor ynuwilid ca@dofritae 190 wenthy SPanemby yperfdr m Tige tloertwra t e pr ot ocol .

In FIG 12, the pin 5 is used to input clock signals generated in the.
card VritéP nodeiveshehsn hepbrsidra Hs Vi tdenPisl P 015 syp el v@s t he

closk s190aLe LIS RN B oL el onons, coniolopeteen, e gard
card e 8o by o260 DR iy AR nd Nea R R omes 14 1
command froeut ke ¢y i ten 1ftovicdd D Rdhm@ry! Bagdditiiz0ibhe pins
7-9aswellasthepinl. Thecontroller 20 further receives
10 acommandfromthecardwriterl0lviathepin2. Inaddition,
the controller 20 transmits a response to the card writer
101 via the pin 2.
Now, description is given to the write protocol
performed to write data into the SDmemory card. Thewrite
15 protocol performed to write data into the protected area
25 greatly differs from the one performed to write data
into the user data area 26. The protocol for writing data
into the user data area 26 merely involves that the card
writer 101 issues a write command. On the contrary, the
20 write protocol for writing data into the protected area
25 requires issuance of a write command in compliance with
a so-called secure write protocol. FIG. 13 shows the
sequence of the secure write protocol. In the figure, the
vertical axis schematically represents a time axis, and
25 each arrow (in a solid line) directed from the card writer
101 to the SDmemory card schematically represents a command

issued from the firmware 40. Each arrow directed from the
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the controller 20 transmts a response to the card witer 101 via the pin
2. Now, description is given to the wite protocol perforned to wite data
into the 8Dosenaoy card. The wite 15 protocol performedpca/moi/e@oxat a
into the protected area 25 greatly differs fromthe one perforned to wite
data into the user data area 26. The protocol for witing data into the
user data area 26 nerely involves that the card witer 101 issues a wite
command. On the contrary, the 20 wite protocol for witing data into the

B Corcal | 8 SRR WrEH pPotgbl CaEr vt oot T L e ORISR Bl the
. | ol 81 fie” S fth
et coent SRR a1 PP D R af Pou (L 1% Sht ] o) GRectad rom

the card whitep mdfdr{xdhe. S[?[M}Ei‘éaﬁ%ﬁG:mtrﬂd@@idﬁ/iéﬁpmeE a
command issued fromthe firmmvare 40. Each arrow directed fromthe 23 WO

03/ 00929 9WRCT/EINORT 0 RIFXK ‘Shemparasgn caladw t Dt ehmommaaddwr | Asragifdrent
schematically represents a response fromthe controller 20 included in
the SO nefivep ¢dred figuxde Ehghce ancha iNiUNRAY| 0 OBECORE OVRI TE RELTI

BLOCK" represents wite conmand. As apparent romthe fi here are

a number BETEPHG dr%tttkl? ﬁ@c%?f%?hjéﬁpﬁgﬁogﬁgogebﬂfgwit(}éeﬁfwégl bef ore

t he SECURﬁRI%@-Q?ﬂ4%T%Lgbggéo d. The "GET MKB" command is to read the
in

MKB st ore the systemarea of thé SD nmenory card. Upon obtaining the
The “GET MKB” command is to read the MKB stored in

the system area of the SD memory card. Upon obtaining the

10 MKB at this command, the firmware 40 of the card writer
101l performs thepredeterminedcalculationusingthedevice
key Kd provided by the manufacturer and the MKB, thereby
obtaining a 56-bit encryption key Km.

The “GET MID” command is to read the Media-ID (MID)

15 stored in the system area of the SD memory card. The
firmware 40 performs the predetermined calculation using
the MID and Km, thereby obtaining a 64-bit output. The
last 56 bits of the output are designated as an encryption
key Kmu.

20 In the figure, the part enclosed in the doted box
represents an Authentication and Key Exchange (AKE)
processing. In the AKE processing, the card writer 101
and the SDmemory card mutually perform challenge-response
type authentication to verify their respective

25 authenticity. Upon failing to verify their respective
authenticity, the processing is terminated. Upon

successfully establishing the mutual authenticity, the
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10 MKB at this command, the firmvare 40 of the card witer 101 perforns the
predeterm ned cal cul ati on using the device key Kd provided by the

manuf act uwero3aomtot he MKB, thereby obtaining a 56-bit encrgptipaio7hey Km
The "GET M D' command is to read the Media-1D (M D) 15 stored in the
system area of the SD nenory card. The firmmvare 40 perforns the

predeterm ned cal cul ation using the MD and Km thereby obtaining a 64-bit
output. The last 56 bits of the output are designated as an encryption

K e ere P e R naRe o) S kb ool B Bl
processing,,the Gg-d Mat%?hent Ir@%}? Q ~SRgrenory card mut uaIIy perform

chal | enge-Ttesponse e au toverify their respective 25

aut henticity. @R%‘_“fﬂ'ﬂ CRR kQ1vesdhrahBel § tespaet 4 \ha B HGALI L1 by, the
processing is termnated. Upon successfully establishing the nutual

aut henti Ry, tohehd dh 086009292 Pt JIPAZ/ GBIl 9mengr yptrican Kéye (sessi on
key Ks) is shared between the card witer 101 and the SD nenory card. The
"SET GER ¢l leogeanthlget BNderid a2 chantlepgaumiee geNeredactheardntrol | er

20 of the SD menory card. The 5 challe alue RNL i.s a random nunber
gener at e CRARHYPERE WStdtE Jg?%gakrﬁp%te@‘ﬁeoénﬁh%fm%*él%gl EPRG TEPAT at us.

he [ CET CER Fhfg e SUBTRRER RN 2 ULHELLNES T MRPLLL HE S0 SED 2

chal | enge val ue card wri
card to return a challenge value RNZ to the card writer

101. The challenge value RN2 is a random number generated
10 and encrypted at the end of memory card by the controller
20.

The “SET CER RS2” command is to return a response
value RS2 in return for the challenge value RN2 to the
controller 20 of the SD memory card. The response value

15 RS2 is obtainedby the firmware 40 decrypting the challenge
value RN2 using Kmu. Upon receipt of the return value RS2,
the controller 20 judges as shown in the figure by the
reference mark %3 whether the challenge value RN2 and the
response value RS2 are equal to each other. If the values

20 are not equal to each other, the controller 20 of the SD
memory card terminates the AKE processing.

The “GET CER RS1” command is to direct the controller
20 of the SD memory card to return a response value RS1
in return for the challenge value RN1. The response value

25 RS1 is obtained by the controller 20 decrypting the
challengevalueRNlusingKmu. Uponreceiptof theresponse

value RS1, the firmware 40 of the card writer 101 judges
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101. The chal l enge value RN2 is a random nunber generated 10 and encrypted
at the end of nenory card by the controller 20. The "SET CER RS2" comrand
is to retwprdaonesponse value RS2 in return for the chal lpemgeovatieee RN2 to
the controller 20 of the SD nenory card. The response value 15 RS2 is
obtained by the firmmvare 40 decrypting the challenge value RN2 using Knu.
Upon recei pt of the return value RS2, the controller 20 judges as shown in
the figure by the reference mark X 3 whet her the chall enge val ue R\N2 and

th I R I, t h ather. If t 0 t
cqual o CAcHPBFRern TRE dotbr Il Bheor oEhe CHSC Moty eh 0t G R nat 5
the AKE prpcessing.e e vPElCRRRSIngCoRERN dSoh Qe dihagl tHig copgrol I er
20 of the %% menory card to refurn a response J%fue Rg% in return for the

chal | engecqabuetBNda chih8thesPonse tHld& a2 dBlats mbt aldes] byo tdech

controller 20 decrypting the challenge value RN1 using Krmu. Upon receipt
of the resphase tha el RBtarehéOf oifmudree cHxr dfwt heecad@ weirtremadds| udges
25 WO 03/ 009299 PCT/JP02/07192 as shown in the figure by the reference
mar k X4 whkehdKE fheoedabliagge val ue RN1L and the response val ue RS1 are

Cual O oo OIS ohly (o ete S It aS8 Bhe Scsaslg B0, (P
e o ko aLHeRag R O 0 T AL YESAD SEn o
writer 101 and the controller 20 perform an exclusive OR
operation of the challenge value RNl and the challenge
10 value RN2 describedabove, andencrypts the resultingvalue
using Kmu to obtain the session key Ks.

The “SECURE WRITE MULTI BLOCK” command is to write
data into the protected area 25. The write operation by
the SECURE WRITE MULTI BLOCK command is performed by the

15 block (512 bites). The data to be written into the
protected area 25 is encrypted using the 56-bit session
key Ks by every 512 bits, and sent to the SD memory card
by the SECURE WRITE MULTI BLOCK command. With the SECURE
WRITE MULTI BLOCK command, it is possible to specify (1)

20 the number of blocks to be written, (2) the writing mode,
and (3) thewritingaddress. Thewritingmode showswhether
the data to be written is shared among a plurality of
applications. The data shared among a plurality of
applications is, for example, a master boot record, a

25 partition table, a file allocation table, and a directory
entry. The data not shared among a plurality of

applications is the usage condition information and the
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witer 101 and the controller 20 perform an exclusive OR operation of the
chal  enge value RN1 and the chall enge 10 val ue RN2 descri bed above, and
encrypts wbasneead ting val ue using Kmu to obtain the ses®CoaPkxy1¥s. The
"SECURE WRI TE MULTI BLOCK" command is to wite data into the protected
area 25. The wite operation by the SECURE WRI TE MULTI BLOCK command i s
performed by the 15 block (512 bites). The data to be witten into the
protected area 25 is encrypted using the 56-bit session key Ks by every
512 bits, and sent to the SD menory card by the SECURE WRI TE MULTI BLOCK

command. CHYiHe BE * WRI TE MULTI BLOCK command, it is possible to
speci f 1) 20 . _af bl i . : i{d node,
aﬁd (3¥ Ehé mwi¢$§8 ad %é gﬁO?Hgﬁéﬁ¥%ﬁﬁgﬁﬁﬁgéﬁi%gﬁ%gé%g?ﬁgfﬁg% %ﬂ%éta to be

witten i shshaied Aypngrasp Walihy 9b meppi¢athens deHig shas atgbared anmong
a plurality of applications is, for exanple, a master boot record, a 25

partitioneheblygted fddeaabllocktd ars irapl ehe andsaidir éstyorghaenthg. SThe data
not shared anong a plurality of applications is the usage condition
i nf or rfat | BATQAY (R QN H® 08hedekos Ft IPoRhe7 294 gidrek e tan KBYES Upon

D menor yCERRG Gy prQ EHET GHEF bRt ol PBatis O BRKSSrR HEES SEESi on key
t hat the ?P ge (ﬁyal(_;%lgdzl%a%i }@fﬁegﬁ %gﬁv?iﬂ:[he original data. The
control | eF 205 hen wittes “the ecryp eg ata into the

In the second embodiment described above, when the
sliding member 1 is set in the second position, it is

10 prohibited to write data into the user data area 26 i.e.,
the area other than the protected area 25. Thus, thé
encrypted contents stored in the user data area 26 are
protected from being unintentionally deleted or
overwritten. In addition, even when the sliding member

15 1 is set in the second position, it is still possible to
overwrite the usage condition information stored in the
protected area 25. Thus, the number of times permitted
for playback or copying in the usage condition information
is incremented or decremented when the content is used

20 (played back or copied).

Now, description is given to the updating processing
of the usage condition information as above with reference
toFIGs. 14 and15. FIG. 14 isaviewshowingthe operations
performed to read the content and the usage condition

25 information from the SD memory card. When copying or
playback of a content is requested, the content is read

from the user data area 26 and the usage condition
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protected area 25 within EEPROM 22. In the second enbodi nent descri bed
above, when the sliding nenber 1 is set in the second position, it is 10
prohi bi t edotos/omnpe e data into the user data area 26 i . ePCT/JPoli@igr ea
ot her than the protected area 25. Thus, the encrypted contents stored in
the user data area 26 are protected frombeing unintentionally deleted or
overwitten. In addition, even when the sliding nenber 15 1 is set in the
second position, it is still possible to overwite the usage condition

i nf ti t din th t 25. Thus, th nb f ti

per m 1t ed N EQE A BACKS oF SBEpg FRT (B HeF SEEGELoRd A 111 GThaton i s

i ncrenent : i k

copi ed) . ﬁgmggaggﬁi§g§?%ﬁpP?ng?6%ﬂ§?%8?%gﬂhbhZE?%§q§¥%gé%§*ﬁ%ﬁgd?H§heOLsage

condi ti onykRGR FRHRN BSn abeY ok 8dr ebet BBCBpplla daltGon HraidahSs50FI G 14
is a view showi ng the operations perforned to read the content and the
usage condnttlod st rfconpeat € ol G0 amd hdeSDimewmane dédr dndWiea dopycag or

pl ayback of a content is requested, the content is read fromthe user data
area 26 afdivies shge Tondhobéncompur @B/ 00923hevCR bPpe/ b2EH2 thef or mati on

S ohead fromine pratected area, 28 as o by B0 o Y20k o
opr oot ASBERIAES  (ARhAgIaY, SOTBING, 19 GohPEnll yere 40 and
encrypted and the encryption key for the content is stored
in the protected area 25, thus the encryption key is read
10 from the protected area 25 along with the usage condition
information.)

FIG. 15 is a view showing the operations performed
to write data into the SD memory card. Suppose that the
sliding member 1 of the SD memory card is set in the second

15 position, any write operation to write data to the user
data area 26 are prohibited, including a write operation
to delete the content stored in the user data area. The
reference mark “X” in the figure schematically represents
that writing to the user data area 26 is totally prohibited.

20 With this setting, unintentional deletion of data 1is
avoided while allowing write operations to the protected
area 25. As indicated by arrows y3 and y4 in the figure,
the permitted number of times to play back the content
is changed from three times to two times.

25 As described above, according to this embodiment,
contents recorded in the user data area 26 are protected

from unintentional deletion while allowing the usage
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content using the passed content and the usage condition information.
(General ly speaking, the content is encrypted and the encryption key for

t he cont ewD @3moxbored in the protected area 25, thus thepremapypeiien key is
read 10 fromthe protected area 25 along with the usage condition
information.) FIG 15 is a view show ng the operations perforned to wite
data into the SD nenory card. Suppose that the sliding nenber 1 of the SD
menory card is set in the second 15 position, any wite operation to wite

data to th d 26 i.bi ted, includ ' ti
o del ot eCOHE SRUnHEHO BT6F i FOPRS Ardbri AT APacSTHRS REFar encbommr k * X

o the, g scsehamtycallybepr esemis, chal sl LEhgd o hesuser dgta ored

26 is tota hi's settirng, unintentional i on of

data is mxRieded tWBbke 11 OWNG N 1 @fg@éhoagpmctaftqawt &learea 25.
As indicated by arrows y3 and y4 in the Tigure, the permtted nunber of

times to pfaypekckiridieacpetraritt téd ctmbged off i d Pbeekt itnesed cot woft i mes.
25 As described above, according to this enbodi nent, contents recorded in
the usder dapyiamealtheaughpronedioad & Ldi HEEntPoRanodeivetltorbhii | e

all ow ng the usage 28 WD Q3/,009299 PCT/ JPQ2/07192 content, i nformation
recorded Phatfe BF dtleet 841 e rhd diuat e wAeROSddgebf the cont ent

takes place. This nakes it possible to devel op system applications capable
of updating a permtted nunber of playback tines or of

Third Preferred Embodiment
In the first and second embodiments, it is the device
10 driver 60 that manages the stated of the memory card by
generating the state information indicating either the
writable or non-writable condition depending on the
position of the sliding member 1. In a third preferred
embodiment, however, the cardcontroller 20 of the SDmemory
15 card detects the writable or non-writable state that the
sliding member 1 indicates. As described in the first
embodiment, it is difficult to provide a mechanism to
connect/disconnect the internal circuit of the
'semiconductor memory card 102. Yet, feature
20 technological advance may provide a semiconductor memory
cardhaving sucha function, and this embodiment isdirected
to such a semiconductor memory card. FIG. 16 is a view
showing the internal construction of an SD memory card
consistent with this embodiment. The SDmemory card shown
25 in this figure includes a detection unit 27 for detecting
the position of the sliding member 1 of the slide switch.

Based on detection by the detection unit 27, the controller
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5 copying although a nenory card is set to a non-witable state by the
sliding nenber 1 in such a position. Third Preferred Enbodi nent In the
first andweasondenbodi nents, it is the device 10 driver PeQ/IPhmd71vANAgES
the stated of the nmenory card by generating the state information
indicating either the witable or non-witable condition depending on the
position of the sliding nmenber 1. In a third preferred enbodinent,
however, the card controller 20 of the SDmenory 15 card detects the

i tabl -wi.t abl t t.th [ idi nb 1 indicates. As
Gescri bed2 P TRASNFEE VBREIGIENE, SPRRESHY FHRAAE €5 Hrovidd 2P hechani sm
to connegkéq%§Q9pq9%£ égﬁJde¥%ElerFgﬂﬁg of the sem conductor nenory

card 102. "Yet, feature t echnol ogi cal” advance may provi de a seni conduct or
nenory card havhaf sueh sd s FPncazad itdhiis eppodiyreRbYie diLesed to
such a sem conductor nmenory card.” FIG 16 is a view show ng the interna
constructthe afianSp apgperytasr dr idensidd eat intoh thiel sisenbedre@n26 The SD
menory card shown 25 in this figure includes a detection unit 27 for

det ectsi nganghehpoBirPites tefd tahee 314 i ng'hertidie 1SBfmemer¥| ¢aedsipt EA.  Based

on detection by the detection unit 27, the caontrolle 29 WO 03/ 009299
PCT/ 1P02/ DR 0BT T SEBHEr 85 Aot ok Bt RECSH ot y LBSr § 'S H78 t he wri t abl

e o HERRE e AL DD SRR Al ot ke bl
protocol described in the second embodiment, but do not
perform any write operation to the user data area 26. In

10 other words, similarly tothe first and second embodiments,
the protected area 25 is writable even when the sliding
member 1 is set in the second position.

As described above,'according to this embodiment,
it is the controller 20 that performs operations to set

15 the SD memory card to the writable or non-writable state
as indicated by the position of the sliding member 1.
Therefore, even if the writing apparatus is not provided
with the device driver 60 or the card writer 101, the write
operations are performed similarly to the first and second

20 embodiments.

The data structure and various operations disclosed
in this embodiment are based on the international
publications listed below. For the techniques in more
details, see these publications.

25 WO 00/65602 published on November 2, 2000

WO 00/74054 published on December 7, 2000

WO 00/74059 published on December 7, 2000
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5 and the protected area 25. Wien the SD nenory card is in the
non-witable state with exception, the witing apparatus wites data by

per f or m ngotohwosecure may wite protocol described in thecsgemad92

enbodi ment, but do not performany wite operation to the user data area
26. In 10 other words, simlarly to the first and second enbodi nents, the
protected area 25 is witable even when the sliding nenber 1 is set in the
second position. As described above, according to this enbodinment, it is

the controller for operations.to set t D nenory card to
the witable oﬂ%gOQSZ?ﬁ?§%1é“§$£%§ﬁsg-Fﬁhﬁ%%?%ﬂgﬁﬁ'ﬁﬁeigg%ﬁiion ofythe

slidi ng nenber T f ifyt i1 t i t i ded
Wth the devi cdio 07 LFeBE Y PypLEEnEh e MEELLT8, RRRATEL 12 1 orat Lone. ar e

perforned sim i@ loo tthidedinel 8RE sB69RAde2C afROtbENS Syidbe €at a
structure and various operations disclosed in this enbodi nent are based on

t he i nt ervhti spek i fiublandatdomenlkisst g thedlmw enfosd i ine ntcec iieisqueisbéd nor e
details, see these publications. 25 WD 00/ 65602 Eublished on Novenber 2,
2000 SWO 8bpya05ue gl ¢ SHeranPbecewbéch7l1kedy to@E ooizyesohadirsthed on

Decenber 1, 2000 0 0,03 009260 FCT 0207107 Y000 14060 pun  shed or
the abov%dQSﬁ%@ﬂH&‘F}Aﬁ @Egﬁgriﬂciples of the present invention.
The following describe exemplary modifications, (A)
through (J).
10
(A) In1jmafirstandsecondembodiments,itjjsthedevice
driver 60 that manages the state of the memory card by
generating the state information representingthewritable
or non-writable state depending on the position of the
15 sliding member 1. Yet, the state management may be

performed by the firmware 40 of the card writer 101.

(B) In the above embodiments, setting of the writable
or non-writable state is indicated by the position of the
20 sliding member 1. Yet, the setting may be indicated using
any other component as long as it is operated manually
by the user. For example, a reflecting sticker may be
placed or a specific component (like a lug provided for
a cassette tape) may be removed to indicate the setting.
25
(C) In the first and second embodiments, the card writer

101 and the host computer 100 are provided as separate
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t he specific enbodi nents, yet the enbodi nents described 5 above are nerely
exanpl es which likely to achieve the best effect. Various nodifications
may be nade oziovdrout departing fromthe principles of the poasent/oiisventi on.
The follow ng descri be exenplary nodifications, (A through (J). 10 (A In
the first and second enbodi nents, it is the device driver 60 that nanages
the state of the nenory card by generating the state information
represenfing the witable or non-witable state depending on the position

of the sl.i di ng nber 1..Ye t he .state Eﬁ perf rned by
the TirmiPELEGSol Trd AEpit WWELsr Hoi0 BYeFPa e o 2B e hBs

tt f b t d t t t
of the 20"5H &ing Hemarn P T Mol oEBrPT e, Fob " nfif 2t *uéﬁﬁgp"i‘hy' .

ot her CO@PE@E}ha%%\}@Pﬁ (55 ﬂﬁe'@r?@%%t @év&%@%'dxr}rpoé)é'dt@ff tHe€rhofer
exanple, a reflecting sticker may be "placed or a specific conponent (like

a lug provoslpdtiar 100 casbeitie dape)wimhyebel Oépored weiitidigateride
setting. 25 (O In the first and second enbodi nents, the card witer 101
and the hosy benputensuoe rarmelprbyidedias sapalat d Sez1 Taw 3872000290

PCT/ JP02/ 07192 , devices. Alternatively, it is possible to provide the card
witer 102 WPPALS tHOMSst conputer 100. In addition, alternatively to the
writing device conposed of the host

(D) The feature of the writing device consistent with
the first embodiment may be embodied by a computer readable
10 program executing the operations in accordance with the
flowchart shown in FIG. 8. Thus, theprogramincorporating
the feature operations may be embodied separately from
and independently of the apparatuses consistent with the
first embodiment. For example, such a program may be
15 embodied alone by storing the program into a computer
readable recording medium and giving or renting the
recording medium. Also, such a program may be embodied

through distributing the program over a network.

20 (E) It goes without saying that the usage condition
information to be recorded in the SD memory card may regard
toanytypesof contents includingelectronicpublications,

music, and movies.

25 (F) In the second embodiment, the usage condition
information is recorded in the protected area 25. Yet,

information to be recorded therein may be other
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conputer 100 and the card witer 101, the witing device 5 may be a
consuner nobile device, a STB (Set Top Box), or a nobile phone. (D) The
feature oWotlmoawdti ng device consistent with the first edrogizeny2 may be
enbodi ed by a conputer readable 10 program executing the operations in
accordance with the flowhart showm in FIG 8. Thus, the program

i ncorporating the feature operations may be enbodi ed separately from and
i ndependently of the apparatuses consistent with the first embodinent. For

le, . 15 _enbo
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and novi e$G) 25 i) the tbeweecanidodieditnent thé hesag@yec@oadt i ban
information is recorded in the protected area 25. Yet, information to be
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i nformation, such as accounting infornmg | on, onal formati oan, and
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check-out, the usage condition information may include
separate limitations on each type of copying.

10 Note that move is one way of copying that involves
deletion of the original content, and used to move the
content from one recording medium to another.

Migrate is another way of copying that involves
generation of the usage condition information at an end

15 that the content is copied.

Check-out is copying that is performed only a set
number of times, so that copying is performed after the
permitted number of times is decremented. The check-out
type copying differs from the so-called number-limited

20 type copying in that the permitted number of times may
be incremented. The processing of incrementing the
permitted number of times is performed when processing
todisable the content havingbeen recordedin the recording
medium by way of copying (this processing is referred to

25 as “check-in”").

(H) The usage condition information may include other
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copied in various manners such as nove, mgrate and check-out, the usage
condition informati on may include separate |limtations on each type of
copyi ng. WO oBlove9s hat nove is one way of copying that invelcragoz/aedeti on of
the original content, and used to nove the content from one recording
mediumto another. Mgrate is another way of copying that involves
generation of the usage condition information at an end 15 that the
content is copied. Check-out is copying that is perforned only a set

nunber of _tinmes, so that copying is performed after th erm tted, number
of times FEPESCPENBAPEE CRAS hbeR ROty P8 % SyAdR O 1147 47 6 Ehe

so-call ed; PRl L, 20 P, Gapii 054 PAL ddi6, RetiddPthaneber of
times may  Dbe incremented. The processing of rncrenenting the perfitted

nurber of thEMBS rins R GhuRse WhER BHEGERY BE plla yhsakleihls Bapteat having
been recorded in the recording nediumby way of copying (this processing

is referredtto A2%cand'checkyi nd) refdi nihey ussgge cpadiiicomd mi ot tati on nmay
i ncl ude other 33 WD 03/009299 PCT/JP02/07192 types of usage condition
per ni 6t i nfots&fe sfontentontentan i yPREKed 1Fdindrs. PFeybacdiplidne ag¥n t he

second enbodi nent, he perm tted nunber, of copying of playback tinmes may
be set. @Pt%%ﬂéﬂfwvé#y_, ygaFen@Pﬁﬁ% &eyaeﬁﬁof%apgrsﬁigﬁp@&y%ﬂlf%%l?ﬂe
content. QL anIRper AEMLL Lo RLAYBACK ILgP AL AL SEPEENAGRY oppar. month
and day) for "a usa per mssi on

information includes an upper limit to the number of times

to use the content, an upper limit to the time period to

10 use the content, or an expiry date, the writing apparatus
writes into the protected area the current number of times

that the content has been used, the current total time

that the content has been used, or the current date.

15 (1) In the first and second embodiments, the
semiconductor memory card is described to have the slide
switch. Yet, such a semiconductor memory card is merely
an example of a recording medium, and any other recording
medium is applicable as longas it is providedwith a switch

20 that is manually operable by a user. The examples include
a compact flash card, a smart medium, a memory stick, a
multimedia card, anda PCM-CIAcard. Further, theexamples
are not limited to a semiconductor memory card, and the
following is also applicable as long as it is housed in

25 a cartridge provided with a slide switch: (i) a magnetic
recording disk, such as a flexible disk or a SuperDisk,

Zip, Click!, (ii) a removable hard disk drive, such as
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period may be set. In the case the usage condition information includes an
upper limt to the nunber of tines to use the content, an upper limt to
the tine werasod2wo 10 use the content, or an expiry date, POT@PW/OTING
apparatus wites into the protected area the current nunber of times that
t he content has been used, the current total tinme that the content has
been used, or the current date. 15 (1) In the first and second enbodi nents,
the sem conductor nenory card is described to have the slide swtch. Yet,

such a sepj.conduct or nmenor ard ] rely an exanple.of a recordjng

medi um a%gansa& I*r%PaF@co%Hﬁﬁﬁ' %’Zoﬁg%é(isoﬁﬁp’wggﬁl dri¥erofig “ri is
provi ded w.t : j t 0 t_1] J}iﬁ!ﬂ efab [PEy exanpl es
i ncl ude %ﬁéﬁﬂgﬂé¥ifﬁ§§ gg?:,a%%éﬁgrt n@é?ﬁﬁﬁ&g'E@ﬁ@?@ﬁggﬁgé?)gﬁﬁ’

mul ti medi gnhgakde angk@ PCM CI A card. Further, the exanples are not limted
to a sem conductor nenory card, and the following is also applicable as
long as it is housed in 25 a cartridge provided with a slide switch: (i) a
magnetic recording disk, such as a flexible disk or a SuperD sk, Zip,
Ccickls, ((7) a Fenbhablfé rsdr dhifgkgbr thd r & @it edimgn tDagsy Do 2oige

PCT/ JP02/ 07192 ORB, Jaz, SparQ, SyJdet, EZ Fley, or a mcro drive, or (iii)
an opt i caPraFsEtadieness? bvs Ngmt SRRSO OIS G RIP TSREFhe 1 ke,

® 001 Dbt et EBURR A0L5E BbChr2n PR DS o BEPY L ar oo 25
Al ternati yghy 40p$6idt®Ed R&ea 25 to the writable state, a specific
area within the protected area 25 may be set to the writable
10 state. For example, specific files recorded in the
protected area may be set to the writable state. System
applications usually rewrite specific files such as the
one containing usage condition information. Thus, it is
effective to selectively set those specific files that
15 possiblyneedtoberewrittentothewritable state, thereby
more reliably preventing corruption of the data in the
protected area 25. Alternatively, the protected area 25
is set to the writable state only in part of its address
space.

20

Industrial Applicability

Since the present invention allows system
applications to freely write data into the protected area
25 without requiring the user to change the slide switch
25 setting, it is possible to introduce into the market the
writingapparatuses that are likely tobe approvedbyusers.

For this advantage, awriting apparatus, awritingprogram,
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entire protected area 25 to the witable state, a specific area within the
protected area 25 may be set to the witable 10 state. For exanple,

speci fi c WDloasorerorded in the protected area nmay be set PoTURE/0MI% abl e
state. System applications usually rewite specific files such as the one
cont ai ni ng usage condition information. Thus, it is effective to

sel ectively set those specific files that 15 possibly need to be rewitten
to the witable state, thereby nore reliably preventing corruption of the

data in the rot.ected area 25. Alternatively, .the protected area 25 is
set tot HENH FH oY AR e par b Y e pees sy Betefiaust ri al
Appl i cabi{ i i t t 4 nventio m%éwg tem; applgcations to
freely mx*%ggd fgﬁf%tggggé%gggté% edﬂgkegIIZ mn%ﬁ%%t%EEQUlrﬁ%g the user to
change thgaglifdetsigd 2Aaceeitrdings adhd Stpessi bh@uberiirig.oduce into the
mar ket the witing apparatuses that are likely to be approved by users.

For this advantage, a witing apparatus, a witing program 35 WD

03/ 009299 PCT/JP02/07192 and a witing nmethod consistent with the present

invention have great potential for use in consumer-oriented manufacturing
i ndustries and other industries. 36 WO 03/009299 PCT/JP02/07192 CLAI M
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1. Awiting apparatus that wites data into a user area wthin a

sem conduct or nenory card according to an 5 instruction issued by an

appl i cat iwo opioageam the witing apparatus conprising: aPcedegmi7a92on unit
operable to recognize the user area to be in a witable state or in a
non-witable state depending on a position of a sliding nenber, the
sliding 10 nenber being exposed on a surface of the sem conductor nenory
card and being manually slidable; a wite unit operable to wite data into
the user area in the witable state, and when the user area is in the
non-witable state, to perform an eQEéBYlﬁonal wite 15 operation, wherein
the exceptional wite operation is perforned according to a special wite
command i ssued by the application programto wite data into a nenory area

within the segieenduCh@pdEiPiy €858 katdss Hdd et £ neyet hereg0 user
area. 2. The witing apparatus of Claim1l, wherein the sem conductor nenory

card has afhtadtheat i sahioondiigtonnt t ,metbothe spedi adcawrtiengontandanncl udes
(i) an instruction for directing the witing apparatus to authenticate the
seni condutneit nastorgn dertiediy eni 3PRA Lot AXATFaR, Bve WD 03110899299
PCT/ JP02/ 07192 directing.the authentication circuit of the sem conductor
menory ca@Hpﬁ6a§ﬁFhéﬁ?mEgﬂélfﬁ5 writing apparatus, and :

a recognition unit operable to recognize the user
area to be in a writable state or in a non-writable state
depending on a position of a sliding member, the sliding

10 member being exposed on a surface of the semiconductor
memory card and being manually slidable;

a write unit operable to write data into the user
area in the writable state, and when the user area is in
the non-writable state, to perform an exceptional write

15 operation, wherein

the exceptional write operation 1is performed
according to a special write command issued by the
application programtowrite data into a memory area within
the semiconductor memory card that is different from the

20 user area.

2. The writing apparatus of Claim 1, wherein
the semiconductor memory card has an authentication
circuit,
25 the special write command includes (i) aninstruction
for directing the writing apparatus to authenticate the

semiconductor memory card, and (ii) an instruction for
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the exceptional wite operation is perforned only when the witing
apparatus and the sem conductor nenory 5 card are authenticated nutually
and succewefoilobyess 3. The writing apparatus of Caim 2, whecairolér@ouser
area has a content recorded therein, the different nenory area is a
protected area having 10 usage condition information recorded therein, the
usage condition information corresponding to the content, and the special
wite command is issued mhen a newvalue is to be witten in the protected

area to update Lhe %dglon |nfornat|ﬁ ) ?}4. The tlng

aﬁpar at uts S8 ev\ﬁBF et 18R THeCRoht ¥ht desSF a{ﬁfﬂ??% rorzocopy
the con e C r i

nunber ofﬁgbhfbgcé¥§?%§g §EQ%éi§%$$%§dgﬁ%Aﬁgl{$ﬁg sgpgﬂ%tq%ksg gr t he

content, and th@h@ewx&@bﬁdwaitﬁﬂlt@ @@@taecwﬁ ysape r&yyidd anly
|nfornat|on is the permtted nunber of playback tines or the pernltted

nunber of whepyithg timesi tgadppas alveen azﬁj itrtoe eseni ed nalu cder emend gt i n
response to playback or copying of the content perforned. 38 WO 03/009299
PCT/ JB02/ 02rel ar: Jhehenitiicagepparhtasd lof adi snecepgitnery conprising a
judgment unit operable to judge whether the sem conductor nenory card is
of a first type or a second type, wherein

3. The writing apparatus of Claim 2, wherein
the user area has a content recorded therein,
the different memory area is a protected area having
10 usage condition information recorded therein, the usage
condition information corresponding to the content, and
the special write command is issued when a new value
is to be written in the protected area to update the usage
condition information.
15
4. The writing apparatus of Claim 3, wherein
usage of the content is to play back or copy the
content,
the usage condition information includes a permitted
20 number of playback times or a permitted number of copying
times for the content, and
the new value written to update the usage condition
information is the permitted number of playback times or
the permitted number of copying times that has been
25 incremented or decremented in response to playback or

copying of the content performed.
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the.wite unit does not performthe exceptional wite 5 operation when the
sem conduct or nenory card is of the second type and the user area is in

t he non-vwiotiabbe9st ate, and perfornms the exceptional wi tPeTaper@i9on when
the sem conductor nenory card is of the first type and the wuser area is
in the non-witable state. 10 6. The witing apparatus of Caim5, wherein
the sem conductor nenory card of the first type has an authentication
circuit, the sem conductor nmenory card of the second type has 15 no

t henticati [ it, th i al [ i nst t i) th iti
Appar at s ot o 1B Wt ¢t PP AR PG o Gt et oo Y =CREd, CORE AT 50t he
t henti catd I jt.0f ¢t 1 18 i cat
The wri t1 g Supir BF it G op R b e (P b Sl e 8B, £ ot e

only wheRehbe Wddidg fARPArAtfisr 3nd: yPe §enNhCoBdUGP yPRIPYhe £ H are
mutual |y authenticated. 7. A sem conductor nmenory card, conprising: 25 a

sliding nenber beemny exparedt does sutfpeef ofmtthiee eseregondueforriresory card
and being manual |y slidable; a nonvolatile nenory having a user area and a
pr ot ect edOP8Y AN @B/ VORI hPCHIFORPBRALGE O rameino AidCa rideday it & | BRSuNI t

operabl e to recogni ze the user area to be in a witable state or in a
ngn-wri taﬁ?@o% ¥pe ang the user area gs in tr}ie non—writabﬁ.e state,

and performs the exceptional write operation when the
semiconductor memory card is of the first type and the
user area is in the non-writable state.
10
6. The writing apparatus of Claim 5, wherein
the semiconductor memory card of the first type has
an authentication circuit,
the semiconductor memory card of the second type has
15 no authentication circuit,
the special write command instructs (i) the writing
apparatus to authenticate the semiconductor memory card,
and (ii) the authentication circuit of the semiconductor
memory card to authenticate the writing apparatus, and
20 the exceptional write operation is performed only
when the writing apparatus and the semiconductor memory

card are mutually authenticated.

7. A semiconductor memory card, comprising:
25 a sliding member being exposed on a surface of the
semiconductor memory card and being manually slidable;

anonvolatilememoryhavingauser areaandaprotected
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depending on a position of the sliding nenber, wherein 5 the protected area
is exceptionally witable according to a special wite conmand i ssued by
an appl iwatoizom2py ogr am even when the user area i s in thepPcmare2w7ieabl e
state. 10 8. The sem conductor nmenory card of Claim?7, further conprising
an authentication circuit, wherein the special wite command includes (i)
an instruction for directing the witing apparatus to authenticate the

sem conductor nenory card, and (ii) an instruction for 15 directing the

aut hentication circuit of the sem conductor nenory card to authenticate
the witifdg€app us, and the protected area is exceptionally witable

only when the Vﬁ'%éﬁﬁgﬂ%@@ﬁ Usn 2045 Fp‘ia%%g @@ngaggnq%@ Yhe G drare

aut henti cat ed nutua successfu m con uctor nenory

card of Chakm 8o MBeigi & wﬁb@abm@_rs%% Bas id BOALARL MiaCHs Teds tdesei n,
the protected area has usage condition information recorded therein, the

usage condepeoaliindg csmeaki posi2h coreespbhedisig ding heenbetrentwhemeinbhe
special wite command is issued when a new value is to be witten in the
proteét ed area tleuppapsatfedisagecad0iv0 eFTEORIONpELY] PO gALDe
condition information recorded. q(ﬁ.s The sem conduct.or, Menory card of Claim

9, wher ei A°CRLAGEDF the ScofPERLE 5 P&y BAEREBE cbpyUAe

application program even when the user area is in the

non-writable state.

10 8. The semiconductor memory card of Claim 7, further
comprising an authentication circuit, wherein
the special write command includes (i) aninstruction
for directing the writing apparatus to authenticate the
semiconductor memory card, and (ii) an instruction for
15 directing the authentication circuit of the semiconductor
memory card to authenticate the writing apparatus, and
the protected area is exceptionally writable only
when the writing apparatus and the semiconductor memory
card are authenticated mutually and successfully.
20
9. The semiconductor memory card of Claim 8, wherein
the user area has a content recorded therein,
the protected area has usage condition information
recorded therein, the usage condition information
25 corresponding to the content, and
the special write command is issued when a new value

is to be written in the protected area to update the usage
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5 content, the usage condition information includes a permtted nunber of
pl ayback tinmes or a permtted nunber of copying times for the content, and
t he new wibwa/ompeten to update the usage condition 10 i mConret/i7eye i s the
permtted nunber of playback tinmes or the permtted nunber of copying
times that has been increnented or decrenented in response to playback or
copying of the content perforned. 15 11. A conputer readable programfor
having a conputer performa wite operation to wite data into a user area
within a sem.,cqonductor _nenory card accarding to an instruction issued by
an applic%?Pgﬁ%ﬁFHbﬁH%foEgﬁﬁ'qgrﬁfcgrag ognition step of recognizing the
user area to 20 be in a witable state or in a non-witable state
depending on a position-of a sliding nenber, the sliding nenber being

exposed onpa el aeanbEohBacIVE GRadgel,ObarRIMY Y Cakdmaryd wredngifrnual |y
slidable; and a wite step of witing data into the user area in 25 the

writabl e state,usagewbdn tthe aserearteal s stonptlley beokwoirt alvpey stlaee, to
perform an exceptional wite operation, wherein 41 WO 03/009299
PCT/ JP02/ 07282nt,he exceptional wite operation is perforned according to a

i al it d i d, by th | icati t it ta int
2 emory o ca vIERHR 240 EOEH LR BT TErory RRPOtRa 2 FE B Eednt 1 om.

the number of playback times or a permitted number of copying
times for the content, and

the new value written to update the usage condition

10 information is the permitted number of playback times or

the permitted number of copying times that has been

incremented or decremented in response to playback or

copying of the content performed.

15 11. A computer readable program for having a computer
perform a write operation to write data into a user area
within a semiconductor memory card according to an
instruction issued by an application program, comprising:

a recognition step of recognizing the user area to

20 beinawritable state or in a non-writable state depending
on a position of a sliding member, the sliding member being
exposed on a surface of the semiconductor memory card and
being manually slidable; and

a write step of writing data into the user area in

25 the writable state, and when the user area is in the

non-writable state, to perform an exceptional write

operation, wherein
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5 user area. 12. The conputer readable programof Caim1ll, wherein the
sem conduct or nenory card has an authentication <circuit, 10 the special
write conwarud/onargd udes (i) an instruction for directing trlag/Jroi/azyy
apparatus to authenticate the sem conductor nenory card, and (ii) an
instruction for directing the authentication circuit of the sem conductor
menory card to authenticate the witing apparatus, and 15 the excepti onal
wite operation is performed only when the witing apparatus and the

sem conduct or nory _card are_authenticated nutually.and successfully. 13.
The conput er rgg%%bl EXS e e dt Al %Z,O%ﬁ?{é?‘ﬁn 20 % héjeurs%?rlg?éa has a

content. recapded deel o Lhecdihf efent DR APA; k8 T BleCLEd ar e

havi ng usage con ion infor ion recor rein, the usa condi tion

i nformati Qﬁp&@rdaﬁ;smlil@ﬂtg%fe_@mtt*&ﬁw@@'ﬂ’ée@étaai@to@ﬁeﬁl@@@ arewienhgammand is
i ssued when a new value 25 is to be witten in the protected area to update

t he usagetheosadtiicamdut borahennr y42aWo G3Va009209iF0E &0/ O7@R2théd. The
conput er readabl e program of C aim 13, wherein usage of the content is to
pl ay BackUugfrc@®@fad he content, the usage condition information includes a
permtted 5 nunber of playback tines or a permtted nunber of copying
times for the content, and

12. The computer readable program of Claim 11, wherein
the semiconductor memory card has an authentication
circuit,

10 the special write command includes (i) aninstruction
for directing the writing apparatus to authenticate the
semiconductor memory card, and (ii) an instruction for
directing the authentication circuit of the semiconductor
memory card to authenticate the writing apparatus, and

15 the exceptional write operation is performed only
when the writing apparatus and the semiconductor memory

card are authenticated mutually and successfully.

13. The computer readable program of Claim 12, wherein

20 the user area has a content recorded therein,
the different memory area is a protected area having
usage condition information recorded therein, the usage
condition information corresponding to the content, and
the special write command is issued when a new value
25 is to be written in the protected area to update the usage

condition information.
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the new value witten to update the usage condition information is the
permtted nunber of playback tines or the permtted nunber of copying

ti mes thawohasodzeen 10 i ncrenented or decrenented in resp@eIgrimopdayback
or copying of the content perfornmed. 15. The conputer readabl e program of
Claim1l1, further conprising a judgnent step of judgi ng whether the 15
sem conductor nenory card is of a first type or a second type, wherein the
wite step does not performthe exceptional wite operation when the

sem conductor penory card is of th second ty d.the user,_area is in

t he non-mﬁ%ta&@?sﬁ%ﬁ@ﬁ£§6 5&?%&9?%rRgogﬁ@nbfggﬁ?igﬁél i PSPt 8t i on
when the sem t afe nBODr rdds; of tphe figs p e ser area
is in the non-ﬁ?gggl %fst ate. ¥féie%1ﬂeslc%n%ét rldryrea%%%?(e%[gf%réﬁ %l?gd aim
15, wheretBntdnti,he sem conductor nenory card of the first type has an

aut hentication circuit, the sem conductor nmenory card of the second type
has 43 WO 03/ 0092 9% RET /cHPOPI 07482 n fmrmat hemt i caflude sca peannittéd speci al
wite command instructs (i) the witing apparatus to authenticate the

sem céndutBberefdr Pleatdck &ddngs iOr ghpeaiifdred dBNRAr @ F GRRY BRIt he

sem conductor 5 nory card to authenticate the witing apparatus, and the
exceptionEFmﬁFiﬁggbﬂéﬁﬁtFBHtﬁgnbEr?%aned only when the witing apparatus

and the sem conglgtoL, MBIPLY written to update the usage condition

information is the permitted number of playback times or
the permitted number of copying times that has been
10 incremented or decremented in response to playback or

copying of the content performed.

15. The computer readable program of Claim 11, further

comprising a Jjudgment step of Jjudging whether the

15 semiconductor memory card is of a first type or a second
type, wherein

the write step does not perform the exceptional write

operation when the semiconductor memory card is of the

second type and the user area is in the non-writable state,

20 and performs the exceptional write operation when the

semiconductor memory card is of the first type and the

user area is in the non-writable state.

16. The computer readable program of Claim 15, wherein
25 the semiconductor memory card of the first type has
an authentication circuit,

the semiconductor memory card of the second type has
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card are nmutual ly authenticated. 10 17. A recording nediumstoring the
programof Caim11l. 18. A nethod for witing data into a user area within
a sen cowodwswendmenory card according to an instruction PCIgRe&7iy2 an
application program conprising: 15 a recognition step of recognizing the
user area to be in a witable state or in a non-witable state depending
on a position of a sliding nenber, the sliding nenber being exposed on a
surface of the sem conductor nmenory card and being manually slidable; and

20 a wite sge %J mwlék.g data.é&g the user area in the witable state,
and when PRe®USAEHre32 F&OM THe Y hoh-writ abl e state, to perform an

exceptional wrig. %9 &%u%m\e@e&sm&aﬂ?ﬁ Wé@gatlw‘dﬂ%v&pﬁiﬁﬁbon i's

performed 25 accor to a special wite conmand i ssued

applicati Qﬁpﬁﬁ:@%ﬂs{nt@aWﬂHeﬁl@ﬁéatEntneasgmH@bchﬁicﬂﬁoﬂMrﬁém@r tdeerd,
sem conductor nenory card that is different fromthe 44 WO 03/009299

PCT/ JP02/ 87d@92i iyseheaavaheld i dheliopt hbdcaofi tCodi he8semhemaaiducthe

sem conductor nenory card has an authentication 5 circuit, the special
mmlteSCOWWGﬁQfMNQQRﬁst@l?uéﬁQQﬁ&¢%@?|§He1Wﬁl%ﬁ@%c@PBéHﬂQQWW|%Pﬁg

apparatus to authentlcat 1 sen onductor menot (||
i nstruction fort %I?éEFﬁ%}qq%}aﬁFh ﬁtqgﬁﬁ%ﬁﬁ%?r%%lPeS QHW§ et gnductor

when the writing apparatus and the semiconductor memory

card are mutually authenticated.
10 17. A recording medium storing the program of Claim 11.

18. A method for writing data into a user area within a
semiconductor memory card according to an instruction
issued by an application program, comprising:

15 a recognition step of recognizing the user area to
be in a writable state or in a non-writable state depending
on a position of a sliding member, the sliding member being
exposed on a surface of the semiconductor memory card and
being manually slidable; and

20 a write step of writing data into the user area in
the writable state, and when the user area is in the
non-writable state, to perform an exceptional write
operation, wherein

the exceptional write operation 1is performed

25 according to a special write command issued by the

application programto write data into a memory area within

the semiconductor memory card that is different from the
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10 nenory card to authenticate the witing apparatus, and the exceptional
wite operation is perfornmed only when the witing apparatus and the

sem conduwbDas/oneawry card are authenticated nutual ly andreageesesfied | y. 15
20. The nethod of C aim 19, wherein the user area has a content recorded
therein, the different nenory area is a protected area having usage
condition information recorded therein, the usage condition information
corresponding to the content, and 20 the special wite command is issued
when a new value is to be witten in the protected area to update the
usage coHdPti &FS%hformation. 21. The nethod of C aim20, wherein 25 usage
of the content is to play back or copy the content, the usage condition
information includes a permtted 45 WO 03/009299 PCT/JP02/07192 nunber of

pl ayback tbmregHy naeP6H bired awer gsof weemding tinmes for the content, and
the new value witten to update the usage condition information is the

perm tted nunbethefsghaybadkdtiorm menrorp dahed persviant ed themdarcaf 1 copyi ng
times that has been incremented or decrenented in response to playback or
copyi dg ofitkalldontent perforned. 22. The nethod of Caim 18, further

comprsing, 2 dgrent. 10, Shen o chydaung etier (g, semsonset g memory
for directing the writing apparatus to authenticate the
semiconductor memory card, and (ii) an instruction for
directing the authentication circuit of the semiconductor
10 memory card to authenticate the writing apparatus, and
the exceptional write operation is performed only
when the writing apparatus and the semiconductor memory

card are authenticated mutually and successfully.

15 20. The method of Claim 19, wherein
the user area has a content recorded therein,
the different memory area is a protected area having
usage condition information recorded therein, the usage
condition information corresponding to the content, and
20 the special write command is issued when a new value
is to be written in the protected area to update the usage

condition information.

21. The method of Claim 20, wherein
25 usage of the content is to play back or copy the

content,

the usage condition information includes a permitted
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sem conductor nenory card are mutually authenticated. 47
information is the permitted number of playback times or
5 the permitted number of copying times that has been
incremented or decremented in response to playback or

copying of the content performed.

22. The method of Claim 18, further comprising a judgment

10 step of judging whether the semiconductor memory card is
of a first type or a second type, wherein

the write step does not perform the exceptional write

operation when the semiconductor memory card is of the

second type and the user area is in the non-writable state,

15 and performs the exceptional write operation when the

semiconductor memory card is of the first type and the

user area 1is in the non-writable state.

23. The method of Claim 22, wherein
20 the semiconductor memory card of the first type has
an authentication circuit,
the semiconductor memory card of the second type has
no authentication circuit,
the special write command instructs (i) the writing
25 apparatus to authenticate the semiconductor memory card,
and (ii) the authentication circuit of the semiconductor

memory card to authenticate the writing apparatus, and
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the exceptional write operation is performed only
when the writing apparatus and the semiconductor memory

card are mutually authenticated.
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