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CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Provisional Application No.
61/095,538, filed September 9, 2008, which is hereby incorporated in its entirety by

reference.

FIELD OF THE INVENTION
[0002] This invention relates generally to information technology (IT) systems, and more
specifically to systems and methods for deploying and managing applications in an enterprise

environment.

BACKGROUND OF THE INVENTION

[0003] An enterprise environment includes multiple managed endpoints, such as user

workstations, switches, and routers. This enterprise environment is managed by management

computers that perform various information technology (IT) tasks on the managed endpoints.

These tasks may include deploying or managing software applications on the endpoints or

may include keeping the endpoints secure.

[0004] Often, it is desired to securely deploy an application to a managed endpoint with a
_ particular configuration. It is also desirable to run the application on the managed endpoint in

a secure and controlled manner, for example to comply with licensing restrictions or to

prevent a user from unknowingly altering the configuration of the endpoint. It may also be

preferable for the application to be deployed in a portable manner so that the correct

functioning of the application is not dependent on the particular configuration of the

endpoint.

[0005] What is needed are systems and methods for installing and maintaining software

on managed endpoints in a secure, controlled, and portable manner.

SUMMARY
[0006] The above need is met by a system, method, and computer program product for

virtualizing applications on a managed endpoint using containers. A managed endpoint
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BRIEF DESCRIPTION OF THE DRAWINGS
[0007] FIG. 1 is a high-level diagram illustrating an environment including an
information technology (IT) automation appliance for deploying and managing containers on
managed endpoints 106, in one embodiment.
[0008] FIG. 2 is a high-level block diagram of a computer for acting as an appliance
and/or a managed endpoint, in one embodiment. _
[0009] FIG. 3 is a block diagram illustrating a managed endpoint, in one embodiment.
[0010] FIG. 4 is a block diagram illustrating an IT automation appliance, in one
embodiment.
[0011] FIG. 5 is a flowchart illustrating a method for virtualizing an application using a
container, in one embodiment.
[0012] FIG. 6 is a flowchart illustrating a method for managing containers in an
enterprise environment, in one embodiment.
[0013] The figures depict embodiments of the invention for purposes of illustration only.
One skilled in the art will readily recognize from the following description that alternative
embodiments of the structures and methods illustrated herein may be employed without

~ departing from the principles of the invention described herein.

DETAILED DESCRIPTION
[0014] FIG. 1 is a high-level diagram illustrating an environment 100 including an
information technology (IT) automation appliance 102 (the “appliance”) for deploying and
managing containers 108 on managed endpoints 106, in one embodiment. The managed
endpoints 106, also referred to as endpoints, are computing devices such as user workstations
or routers. The appliance 102 may be configured to deploy and manage various types of

containers 108 by an operator, such as a member of an IT staff. FIG. 1 shows an
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application such as a word processor or system utility that runs on the managed endpoint 106.
The container 108 provides virtualization by adding a layer between the application and the
operating system of the managed endpoint 106. The container 108 can modify the behavior
of the application so that the application and its data are isolated from the rest of the managed
endpoint 106. This can increase the portability of the application and prevent the application
from negatively affecting the rest of the managed endpoint 106 (e.g., via malware contained
in the application). The container 108 can also restrict the usage of the application to comply
with licensing restrictions or for security or other compliance reasons. In one embodiment,
the behavior of the application is modified by intercepting calls made by the application to an
API provided by the operating system. Containers 108 can be created and deployed to the
managed endpoints 106 by the appliance 102. A single container can be deployed to many
endpoints 106, and a single endpoint can have multiple containers (e.g. for multiple
applications).

[0016] FIG. 2 is a high-level block diagram of a computer 200 for acting as an appliance
102 and/or a managed endpoint 106, in one embodiment. Illustrated are at least one
processor 202 coupled to a chipset 204. Also coupled to the chipset 204 are a memory 206, a
storage device 208, a keyboard 210, a graphics adapter 212, a pointing device 214, and a
network adapter 216. A display 218 is coupled to the graphics adapter 212. In one
embodiment, the functionality of the chipset 204 is provided by a memory controller hub 220
and an I/O controller hub 222. In another embodiment, the memory 206 is coupled directly
to the processor 202 instead of the chipset 204.

[0017]  The storage device 208 is any computer-readable storage medium, such as a hard
drive, compact disk read-only memory (CD-ROM), DVD, or a solid-state memory device.
The memory 206 holds instructions énd data used by the processor 202. The pointing device
214 may be a mouse, track ball, or other type of pointing device, and is used in combination

with the keyboard 210 to input data into the computer system 200. The graphics adapter 212



[0011]FIG 5 is a flowhart illustrating a nmethod for virtualizing an
application using a container, in one enbodinent. [0012]FIG 6 is a
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r ef er r ed meslulgscay be impplgmented in hardware, firmware, and/or software. In one embodiment,
program modules are stored on the storage device 208, loaded into the memory 206, and
executed by the processor 202.
[0020] Embodiments of the entitics described herein can include other and/or different
modules than the ones described here. In addition, the functionality attributed to the modules
can be performed by other or different modules in other embodiments. Moreover, this
description occasionally omits the term “module” for purposes of clarity and convenience.
[0021] FIG. 3 is a block diagram illustrating a managed endpoint 106, in one
embodiment. As mentioned above, the managed endpoint 106 may be a user workstation.
The managed endpoint 106 executes an operating system 302 such as Microsoft Windows-
Vista, Mac OS X, or Linux. The operating system 302 is capable of running various
applications and provides various application program interfaces (API) calls to support the
applications. Examples of API calls provided by the OS include calls for launching
applications, accessing files, and creating windows on the display. The operating system 302
includes a file system 304 that may store various system files, applications, and user data. In
one embodiment, the file system 304 is stored on a storage device 208 of the managed
endpoint 106.
[0022] As mentioned above, containers 108 can be deployed to a managed endpoint 106
by the appliance 102. A container 108 is able to execute an application 324 on the managed
endpoint while providing a contained environment for the application via virtualization. A
managed endpoint 106 may have multiple containers 108A and 108B. A container 108 may
execute multiple applications 324, though the discussion below uses a single application for

clarity.
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funct i onahd dppli¢aisn pﬂ@vl'lﬁadrt&hd){ﬁzitﬁﬁ n@fdRlei 3 dtirisors 4 lay @ elvkdn BRExaRRA Cat i on
settings 3 enment data iso nt ai n managemne

modi f i cataPéH')aB‘?n 44@“5&& QPERFINGIYSts -ﬂt%&ﬁtgafgécontrafawgﬁﬁmn@mtqfé‘zﬁa] The
cont ai nerappltuatlb@tdca@tdgqa al BEhBrrth polidyt dsdeRsibtd1Soové (ddlakdtien th@agfeunct ions
of the contai ner I n one enbodi nent, the container initiali zat| on

nmodul e 318 seeurity Py 'éqtnwa%zﬁs SPHISiNEAPPSTtipR aRPRATaRRCetiC.) THONE SMpdiment,
initialized Ak FRM ﬁod%i&l@%%@ﬁs@oﬁ@ﬁtd’%%b@bsm cﬂ%‘% Ynt&h‘&»@%%ﬁ’ll@dﬁﬁ' ication
is an application fromwthin a contaliner 108 or whet her 'S an

appl i cat ipeHoinhdgsipd engragiopse dploye pmbadimensbe amﬁgﬂdg%meénlgm qecusesinnot in a
cont ai ner, ) n tai ner
108, ther‘%ﬁet %agﬂ%rg%rtdaﬁ%ﬁgf&?%ﬂé’%ﬁp g%tlpgﬁ’q%ggﬁ ﬂgi pﬁnlf o?\ge {tl1 eﬁlazg ication to
execut e maydwiel 319 con bhesufiginad tomty interespt/@H 1iPHpallsiffoni the dpptlisatiin@d t o be an
applicati t. Nl r [ i zat| on
nodul e 3 fggtl gen tvwfhltms & ngtgtn Jﬂ)%to gr%ggngerlﬁy acg(cg tgou glrs&(g lnp t% roQ s!)raidZ

vi rt ual i @abithendaeredsd ie sf&lémpérfurmhxme descri bed bel ow) of that cont a| ner The
cont ai ner, ti |I2atl e 31 an th oW exe f.the

appl 1 cat 191720 Tt e RS GadpliaRihe s D FTeEPS B ARRR B0 o a1
is inst alt]h@dj)pilé’atibhGZOOHhaédnlm@neS)I% eFor3Ratnpsié, lfﬂheapfﬂmtgmdszemhmg 0306 and
can be us by nul.tiple c ai ners 0 aged e 0 I n one
enbodi nedtt] i %ﬁ%f’gjt‘%@rﬂ?‘i ﬁ'ietSYSétft‘ %‘i‘? %B%AQ)SICQF e‘icfépt?fg‘% fed by the

oper at nqlramﬁtaﬁhmu@\aen YThd dBﬂeﬂlﬂﬂ@Wrﬁﬁ)}Dﬂah&ﬁﬁlb&lﬂeB& fmbpthbechusdlfhe cont ai ner
initialization nodul e 318 may hook intg the operati Eﬁ%system 302 | n or der

to recei VB HoResUTA £ diffegent I%‘#@n ITRisgpRy berdepeiioern the diles agsopiated path t

initializght@Br T08d4HEN t%@ghzﬂ@@'cb?} S1d4ne iRk MidrY HTresk BERO nﬁr@tttragosyst em 302
to deternmi ne when a new application is started. The contai nér

initial i 28¢plsptarpeintai @PBPQ?&"WC%I@HB? wichiatihe filedy being wpisen tedha lesptip thehirt of a
. cont ai ner | | system
304. In o ne eﬁgﬁﬁﬁ% ﬁ? Whaﬁneifc o) n{( g?%telgﬁ fv%l]!lgt%iogll ﬁzdgtﬁl?{élﬁp anﬁJr gfatnl;@ Iéf t(lzlgn y

mai nt ai n user|spws adfle toj’ gnmm@sﬁbt\weutmmssen\usz@des\dw txt” and the application

2010/ 03019&5@)&%@?896@%9@153,%& ?;irlétgns 324 installed on the endpoint and

use the etermne If a ne execut ed application is containerized.
“c:\program_files\wordprocessor\userfiles\doc1.txt”, the virtualization module 312 can

intercept the call and modify the filename parameter of the call so that the file is actually
written to “c:\containers\containl\program_files\wordprocessor\userfiles\doc1.txt”. The
virtualization module 312 may perform similar redirections for other file operations such as
file reads. These redirections may be performed differently based on whether the container is
fully contained or partially contained as mentioned above.

[0033] The virtualization module 312 may also intercept and modify other types of OS
API calls. One type of OS API call that may be modified is a call to draw to the display 218
of the managed endpoint. For example, the title bar of the application window may be

modified to mention that the application 324 is running in a container 108. The virtualization



[ 0031] The virtualization nodule 312 provides the virtualization functions
for a particular container 108. The virtualization nodule 312 can act as a
type of hypervisor that manages the application 324. The virtualization
nodul e 312 inserts a | ayer between the executing application 324 and the
operati ng ¥&W0a093873, all owi ng for control and cont ai nRERUSZINI/@4406
application according to an adm nistrative policy as described above (e.g.,
restri ct imeguigsidgemay @iso sestrist theyisage 0ft®@h@l¢ﬁ@&ﬁé§mcumﬁaﬂi@en§n&ppI i cation
appear an t 312 hooks
code int g&\’“c}%&rasl %8%“&@&?‘ {q}g to ?Irlﬁpg%%%n llfHﬁ' a& tté t%rb %%gr m desi red
oper at i omsssmlyldamgeroemmdltaiﬂﬂﬁ le, tﬁlh@S\Al?Itfummn aalledlby bmwsbleto:mtﬁe\@xb@ﬁlllees in

t he back [oul d_an i.tars Lon |nt calls. The
virtual i 290 e otk Peltohshbe ‘“Ee“’eg‘%d @E‘F 88”%“0“ 5‘8 fié)eﬁ{%lﬁ& APl calls
from t he chqukb cancieiporfodid oaslsofile dtfoct dmdrrhmhﬂg&l&ﬂrmto&blﬂtwahe’les Amaaltm m nim ze

any addition on t.he pracess t her . decr ease .i n, s stem
¢ o mmRBoY. S SRR B s Ree SR T Bl R AR

i nter Ceptvﬁtu%zaﬁeh modlle S 12 wae thb eprRRRidnGaY isdkeddd. Ofhe inigalzaidfun@ion108. For
exanpl.e, if the application 324 makef an APl call to wite a file to the
file sys(PnSSOR 2 YsH Qvirennsi fary parycular yses whegmihs appliratiqned 2diis exgavtedand on
modul e 31gy cﬂaﬁu{; gé%nwomﬁt whénttH@Aﬂpﬁeétfoﬁrk tgmﬂitsa 3111% ieizafeNundiene the
wite to oCcur a ferent |location. This may be done to keep the files
associ at @&FY\MWWHYFF@UE%F&W?F@PTQWWt hin the shadow copy 316-and i sol at ed
fromthe [663%1 OfThEBf"enTb'rén% 3§W ShER AR infoRnstionls E&lf?’& R AN @@heappear ance to
the user that the file I's being witten to t Eation that It woul d

nor mal | y cpetaipgri ltOBeth¢ infarimetierpip|thamembranepkliOangydte read by th@wttaalrzemon For

exarrpl e, A

"c: \progrnt'laofm %@q %t)er preg’ghélg%%fro {lsﬁtg%? hza{l(c’i%r@f)dlﬁl %12Sh°'éldt1$ee V‘faﬁ):pl i cation

t her ef or enteméping MI CBlsAPInitaizingttiee uset d:nmralmerﬂt eTlteomembrane 310 may specify
c\progr mf|I [ sor\userfidl es\docl ual.i atlon
modul e 918 o RLREERE REFE BRG] 4 R o rerah B bR B o "t e
call so tndt tdthea;fpehlﬁncteS)fﬂtetapﬁlldaMoW With @ web®rowser application, the membrane

The. vi 1t G0 e ROt 5 ey SRR G ey Syver SAPLE] SRR of her

file Opem&twﬂﬂﬁo@mhp}ﬂtﬁatfddt&rd’tﬁ@dﬁata'ﬂ‘mﬁﬁzﬁwélﬁdb kpeificd b thamigerhthe per f or med
differentl ased o her. t he cont r is fully ntained or partially
cont ai ned“ﬁ?ﬁﬁé‘ﬂ?wa\éﬂé@?ﬁmnte{cﬁmégﬁ ém P Bse ‘g‘%ﬁ?t(?g“ﬁ%%‘ﬁ?’é‘t@eu may al so
i Nt er cepimeaibdandBU) foyde@ineie WhHsRREthe ivcbSitcAbladkdibt§ befbRaIIGYREG tIf ABRaAR cal |
that may be npdified is a call to draw to the display 218 of the nanaged
“endpoi nt Pr983d- exanpl-e, the title bar of the appl i cation wi ndow may be

modi fi ed [§g35[TeNtTihe tekdbadne BNG cARRLLEALsh QT estAAionS bdstD B firwlalt BechREbAI ner 108.
The virt uaI ization WD 2010/030703PC T/ US2009/ 056406 nodul e 312 may al so
restrict comeanyaliey- ofherviraatipgsion eredplsd 13 02 qusry these stricfiorsyto dptehiss ng
reasons. fiQthe AR & padtiduidr XBPaR P Wkt W GRb| d tenpts to
downl oad a p855| HPL' ggnlglérous ceaxeocut gg?n@?mf tié hﬁemg)téé Atlg%x%%ﬁegatt?%n call ed
by brows éfrhe mgmbeane ﬁ byeantafire sfar¢ esage infarmateory @Hmt@d byobeavirualizetien bedileit er cept ed

i le Dot ore neRifETn Ryt RRS, ot oty ko SOERAI SN ERBHISIET) “Tre

cont ai newirtualitatioh mpdtle 3h2 camtdretlﬁll&ncaﬁthcaflebsuamihmntenﬂatanzéﬂﬁ) on function in

the virt ati n, 312 wh i ca ted. The
initiali lz'l‘g({3 n f—[(lgl %1 o'#) yRE A eﬁwgﬂ%é k?‘ln\?l ?Péeﬁﬁlefn(g&ogﬁ(gg#%%cul ar user
when t he capipd ia aﬁmcms n&ﬂdgem:neﬁnﬁaimhedn medlaﬁvgedeh&mmt a6 isdireeted by eiement when

t he appllctlo ermn The i ni |aljzt|o functi art any
requt T o “BRbRCiR” 3he rah Sl mitass bt Famdhe et SRR 4B
i nf or mat lt&rhpmﬂl@é iw nnletagaulge@aaﬁluarms@inea b tHe@itnagda@ndpdf 104 BEpdridfan mat i on
in the nenhrane 310 may be read by the virtualization nodule 312 to

det er i ndMH AFVRBIORGR f 1R EndRort NG 258t 19 Crbtipl the FoMaREIPHAERRE" when

i nt er cepidadieAr of flclrSan@fed eRlidiR! 108 (18], 4fte9dmsadﬁ@fthé RABAREom the menbrane
310 may specify various user preferences for the application 324 and may
speci fy vwBmiapeesl Ogbdl e agentid8h san elsopastafhepatainers HIS oapkrempnagedsengpoinh )6
application. Wth a web browser application, the nmenbrane nmay include a
list of whitelisted ancUor bl acklisted websites. When an APl call is nade
by the web browser application to retrieve data froma website specified by
the user, the virtualization nmodule 38> can intercept the call and can
check the list of vvebsites in the nenbrane 310 to determ ne whet her the
website is blacklisted before allowing the APl call to proceed. [0035] The
nenbrane 310 can |nclude usage restrlctlons based on softmare Ilcenses or

o —— N -, = a o ~NA PN o oy o o



[ 0036] The agent 306 conmuni cates with the appliance 102 over the network
104 and carries out various managenent .functions on the managed endpoi nt
106 as directed by the appliance 102. The agent 306 al so provides
information fromthe managed endpoint 106 to the appliance 102. The agent
306 can be WhXHIPE on the managed endpoint 106 as paPCTER204%0564i6t i al
setup process of the endpoint. The agent 306 can install the container
initiali et pemecsiyad frem3hGappHanchd 02reRaasbadasnenpyidné ofibe censainer, 108 farche

downl oadifpg. it RE=Taly n n al so
natal | SonrE ARG R P LBRELARGE chithen fLfefRAR 08, TR

2010/ osomamwlma@tﬁmﬂmmlé OIf ﬁm@pmeuietf Y08rrat bestageplii @ance 102. The
shadow cq 1 t ai ner 8 can be st. d at a designated | ocation
f or shadc?gl)ﬁgslar61 Cat‘8? "&tgﬁ?g ng?m%}% %?fgfiwggeg@s The nenbrane 310 and
virtuali z[m3r7pn Nithe e ent 3062caﬁfalsbIngdar@tmbabrnaheﬂa@&recaw Byeths hpliestei102.aFor
particul ar a}tllonlln file system 04.t hat $s noéﬁuser writeable.

[ 0037] Th§"%[@fg?~rt SHETER At T8 EF68§t°8mf‘W8 odhe %ﬁeﬁb 0640 add sezRingiebiles the

appl i ance bldRlist k1 vl Rr aﬂp'l'i@atﬁﬁ@k HesaekedBevdTaN résfotde & 16OBIMEhE, O t he
agent 306 to %ﬂ certain g/eg% *s{ bl ackli st for a web browser

appl i catll%ﬁf‘gﬁ%t 6 s pdily Bpedfain thamepdpgnd ) tf’dnctl‘ﬁjét%YWPéﬁ?Pasthékléﬁé@nt 306
can modi fehlie BaldditoR, th@@geﬂﬁxd@rcaﬁﬁ‘et SfcHeSin tH@h@ﬁﬁraﬁ@?lO’\{%Qﬁéﬁl@& as

bl ackl i st ed websites. dition, the agent 306 can set swtches in the

“menbr ane d32be ths a@nléﬁﬁﬂ@ﬂ 634 féﬁf% atscutingthasedmyl dopmandnfran shefapphianesi®@uiThisg based
on commanR(s,§ JIPJ&‘UEB%E%}% (il @Ja%?e or-ﬁlfgaﬁle ‘?ﬂe' QUGtiBR oL Yp glléatt16ﬁ1§94f of & €asily

enabl e or disable the execution of application 324°0n an endpoi nt 106
(i ncl udi sadnging 466 (ingduding digabling an mphcatmerdmadleﬂesy wikileligis being sxdgutiedy

t ed f d t
Cheout e HIEy S950 oR00 600 AR T Pt A She R AT Aol
shadow copth tBd @ntairee h0§ dre limitadtoethe stadow nemyl 346, &emihapdrmvdbctaamn\mtvemf t he

had 10 and dul
312 Cvi + AR SRR o B Rlev Sopt Lo TRL AT B RS s RBfny oL VR elBnone. ©
[ 0038] Ccomslulersdl) vyuhanpaf&tceﬁg th opératingadlystz@t30D or etbetupplécaBdid. may be produced

and stor strlbtlon at the i ange 1 e a 306 ca
occasi oni&ﬁ;ﬁ agqpalty ﬁ%tswééﬂ%gfa?@? H@ﬁﬂ‘&i gf? %Vh'%ﬁ ng@cs# andgtored.
virtual i Z&{dlﬂﬂbdﬁ@du! tﬁéaﬁithdeﬂOQOTllh@ig’éﬂlrﬁ)&bQBo@hmbm @Rt @hd Upph&ie 1001 S

check ca be dope hy conparing versi on nunbers or flle signatures, for
exanpl e. forrupgpied Xgeins s o g isag | 21 cebta@f@do%afrtbag}qp@af % modul e

312 is a%ls'cﬂ@dkebanb@&or@gﬁ'%bmﬁﬁrﬂlgd@%rﬂﬁ%b%ﬁ%r‘ﬁle@iéiﬁhﬂre’safo'r efhnipRd uk geand
install it mgé)l ace of e current virtualization module. The agent 306 can

si mi | ar | PeEh 48R deterpancsiehaayndatgd pirtuglizatipe mofyp 313 is@xailable, the Agenbens| i cat i on
set tings 33} Rioad BOIHIRLLYS Rolile SRMSLIDRS pAQBo i &%%ﬁwlmzﬁm\ﬁ%dw

virtualizing applications can prevent the user from perform ng dangerous or
prohi bi t d&e agant 94 qaa sinzilsely epdrteriba imeobranad 10.iapplicationefilgs 2149 And dppliegtiph i cat i ons
324. Contaiinarl+6108 can al so keep any effects of the application 324

(i ncluding the effects of malware) within the shadow copy 316 and protect

t he rest [#1391 he Tﬂuamaﬂgrédomnmp@ilm asl@¥8cribed abmveiforonmmeatizing @pplic@ions aamer s 108
alsoincr bi-l 1t f a Ilcat on r.ovidi.n cessary
files f0|p Erg tlIzlipp |ca %rrqor\r/rmm{gn&%ng?rﬁe SRat (IRNIteéothltﬁé &)‘fandn Opl\lttglg"’ln i §I n one
enbodi menlie, usaofthabpplicetiond O34. cGontdiers O a@ahlakd keapaa ﬁﬁ‘mgﬁtiheaimbpoatmh 106 from

a port ab|3§4 a}lcqlrlﬁgge thcej %}[tjec(%se of mz}{\gv)ar%)ov]s'lgﬁ 9 075?13 o%-réolg?%?g an pSrgtAéct the rest of the
managed endpoint 106 and environment 100. Containers 108 also increase the portability of
applications 324 by providing necessary files for the application within the shadow coby 316
at deployment. In one embodiment, a container 108 can be installed on a managed endpoint

106 from a portable storage device.



[0040]FIL.G 4 is a block diagramillustrating an I T automati on appliance,
102, in one enbodi nent. As nentioned above, the appliance 104 can be used
to create, deploy, and nmanage containers 108 on the nanaged endpoi nts 106.
[ 0041] The contai ner creation nodule 402 is used to create containers 108 to
be depl oyedV@#H1¥MHEged endpoints 106, in one enbodi menPCTASHYHIEHHO

adm ni strator can provide an installation gram for_ a particular

appl i cat i[¥M40B24 FiG. 4is a bpckdiagrag: Yuemsingan ngtqreemon@mhap@ k03einoyat ai ner

creat i on cfipiirEne! O3 e ed a%&@me%em%c@m%m (R d Brebude 18%%%&995
~containing application eies alon th an installation script or

execut ablmﬁnmmn@wm@@&Oemmnequsﬁndmplﬂt&/m6 f| I e used by the W ndows

|l M I
orovi de AEIET o St sEeRohmbUPRE R AP eEh RIS O BBl o =

enabl e i tonh&neged@:udmutt.hmé fisdnalembbdimentp riogis@m alftdnisttadatcen proeidatal ner 108

Thi s addi.ti onal infor t|on speci. f i ng syste which to
Fun"the. (HATRRPLPBATCE. PG POL GNP D e VBTV IFT AP BAIPOLE or

pa][ amet enige do@tabher ftézﬁibhdlﬂﬁlultcemot hehis litfstaﬂhtllcﬂltpr@g}arﬁ mﬁgﬁ@dmelsbacag@bdl T IP 0 nglj )
informati on mpy al so . speci a stagin an addr ess
where t h&ORAEIg APRicALRH tﬁ%@}gw&w ‘B@g‘nlﬁl&lﬁnts‘alpé P@%&te%pre@r%.%r 108. In
one enbodkimBpt is sn RISt ARIUSEH BYREEWIRIOWRYndia ek &@at&pp} MIR6R it pdrhtisal fA

[ 0042] The cont ai her creation npdul e 402 i ncl udes capture mpdul e 414 that
can capt §Y¥eny admigisiatar eaiadso pgvidrpdditiena) dnfepmagipn EOrfée POTEAIRAT CERRTIMPIWYr am on
the stagispg@aeht o ey?é‘&@te‘%ﬁ‘h%é{élﬁt1ﬂi?ﬂﬂéhﬁnﬂa]nﬂ FARARBineh fogY Ahious il es
created during installation l'1cation prograns and |1 braries) and
t hei r | o@ddifiens infprmation mhsesnepllﬁet symretmg systemaiagar whechrio dl the ingtallatiogo
captures dif i such as
settings (ggv (':Iér?%ha\mrﬁgo 9&:’% 0?1?%1 &gﬁ%%%aglagrs (ﬂ%( ég‘(ag%ph,rthee nodul e 414
captures 1mﬂetlmpre$rhmoffht h@lmmplmfcmmdmmunepywtlsocspeqi@ta stagsngohachine (¢.gst al | ati on

program uI gg a ﬁpf}dﬂ[:egs)% }«L, e ‘]%t% lﬁ%’ﬁ 3}% eﬁhﬁe']%? {oué?éalte"tge cc?rgélﬁerqf%t f'n
instal | atm0 program’and can ermn raries, ‘and settings
are reqwonedanmmm thpphgic@machine rorbeahampliencetlDeitedpt ur e m)dul e 414 can

observe nstal | atlon r h for the f certain
oo+ d06z) >t bRl LS AEMGE STkl Gl cah OB AR T e L PE O,
program vitieuseagitsudugingetkehorddf4heiantalddtion prigsai metha@tdgmgpiacmﬁe arhe services
or other entities rgated dth{rl(r]’]‘_g}l-‘lS tall ati.on. nbodi pent, the
capture raRitficaoAtle 43 6L C?ﬁ@?éﬂ?%ﬂf‘f%‘ g (5o 1P R

noni t or i RHepgrdish #hd Pibtikiks)And tREN6@AGNs WilBE Tikesysom! Thoedpnee patbleniqodul e 402
creates a shadow 00&4 316 ba ed on information fromthe capture nodul e 414.
The shaddP copyresmgdifipgtionsma %tﬂée%%%e&e epyirQuuent; giqh;as g¥tings sp\pddRe | and

ot her entidiit§s 1€ bRAdnRbdivent, R da{aﬁtreah&ﬁﬁé D% RPRLS IMES MeFreleThprdndy t he
capture nodule 414. The shadow copy 316 may al so include other files or

set t i ngs *H@YLARCEYonbiRyERlFtoT DDt J@zwemw%@ e cemebsaypthecat i on. | f
the cont &jfike 1488 of fhe ﬁﬁmlhtﬂiﬁr& AR aR®cdd defetthing »ﬁ@ﬂttﬁésn@gané%oﬂ{d%bﬁ‘iﬁés as
descri bed above; then all such Tiles can be included. it 1s not "fully
cont ai nedre requied by teeapplidation. Jfas ekarrale, yihe eaphire medije € 0§t1 Ob%f\teﬁbe managed
endpoi nt i d from
the s hadéx\(/e%élg%?/n %{I‘%LBFB%%%}&HQ 8&%’%%%@&%%@31%%% ﬁ? %%ﬁ?m %gbb %’Reé E)dleer ecei ves
a Vi rt ualhbzatataibyrtbelnbtel | 8bR parprana ’ﬂmﬂapmman&mm: 4lidrrannlso esbodiangént . The
virtuali zg};mr% H}énpeg} Ice% gl%brentlltlgs ol | ns. %ﬂe t 0 ,nodi f ar i Us APl calls
t r

n In on men
and perfor m O unc

C
Pons. 'can pe. crea &t corrplel Y ng s Standard or
cust om zeeptore neldolord fhodks dits varidus sysem calls & I&’tﬂbrmatn nioeiteringaind dafyrirgavi ng
vari ous on} .ai ner settings specified by a systemadministrator in a
particul af™®%nat that is understood by the virtualization nodule 312. In

one enboqeouBNt, Thbeosinérardation fb@EE O croael sﬁa&ﬂ@cdwgk@%Sd bloe shadow copy
316, virt aI i zati o

n go dul e 31% anddﬂle rane 310 to%eéqser to fo
cont ai ner® mﬂﬂm’rﬁemé faRfurePodedtd FefoRy 31 Qigfludss heavarigps IF%at ed
cont ai nekethfi, éebvibddCand QtcRbltfies SrR41EPRPMC hbRIhEYn Prédrirh aSlERRYRRMY the

capture module 414. The shadow copy 316 may also include other files or settings required
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[ 0045] The cont ai ner dat abase 410 i ncludes containers 108 created by the
contai ner creation nodule 402. This may include a shadow copy 316
(including files and settings), virtualization nodule 312, and a nenbrane
310. It may al so include various attributes for each container 108, such as
t he nane ofWQHVE8WBi cati on within the container and tRETRSZEY/PI66p| at f or m
and operating systenms on which the container can run. A system

adni ni st athsrapphestion clé e conteingHBHH pranfigusd sbbesa" futhcaarninede sordtingsased on
attri but ' C I her tQ. o) n. endpaj 106.
[0046] ThetsiBfuE0e ol Bt A e nchidbs RileRAC Yl GoRlo 8 Lt Rlestc

cont ai nerthatj arcdibely ¢o dliRdy existanitisusanrgeibgdpoien(dgoiimths opdetplesystemt s nmay be

i ndi vi dual | i fi . system adm nistrator or may be automated based
on a scr?lgfé{%r?eggfnebre%glrltl?‘%aef?(?né.}heﬁﬁ%df’ﬁgﬁogylcz':l(s)étr\t ai ner 108 may be depl oyed to

t housand4$00x##4] marmhgeohteineipedarios mbAde 4Thaschepdiaysmaivtuativdioh enod0le 31nsidd | S a
container_1Q8 o .managed endpoint .106. and copfigyres. it sa that the

appl i cat "5 3%@??‘:9?‘5’ etédeBW?‘aJirWeW]fﬁai 2R r%%f@‘;qﬁ e‘%é‘&lﬁuf@(ﬁalwo °liser at

t he nanagedife Rekisis WP EE6. and pekEirhythe MincliBys, ednsie cRAtddRhd t@hsikdRying user at a
managed endgoi nt 106. In this case, the user nmay contact the appliance 102

and r equé@pdard praystomized developmentioplsdhe BsRATEES Y%@@FF@%’)‘?@E&??VH@ file that

installs vm&lsfe@mia&ﬁs%&in%%ecihe&wai&y@&n{ AeniRSRAMN 6 PRYicA bR WK ane 310,
and virtualization nodule 312, on t'he managed endpoint 106. [0047] The

depl oynenndergerd by th@@ﬁ#ﬁlizaé%@@qi& &12i1p png ¢rebagiraent, tho@ntwiner psatiginaged
endpoi nt 1f3G1c1382 PERh Q% thd\RadNEodly 36, vHARIizdiRh nfotRiIR 8, ankl AR nfieRl 8y FENt

modul e 406 can send a contai ner over the network 104 to the agent 306. The
agent 306ogsthgredomhecantigiers W08 .0ple @nBingt crgatipamadulel 42 chogereitharrertesdt gnat ed

f28r10} 820%‘%&%&%%@%%@&%@ ?2%%&4?%039%%@8{&%‘3' agent 306 al so places the

menbr ane [BM8] and’he contuatr dawbaserd 1 rotludes @briretrs HBprapdibatle doowatr ons. The

agent 306_al.so a he 1nitial user interface 322. far. exanple by
2ddi ng a STTRER AT e b e R RO SR R e P AR ger” 408
manages oirhialiatien mod@l8 31 hahd haeembbme 310 elp hay abo irelute nadged aerilslpeifot S 106.
The contai ner nmanager 408 y renage t he contai.ners throu t he ents 306
on t e rAAUGEBBRA S HLE o1 B8 nerTR A D6 AVELCHAAR WAt CoUBBoHg Hedme DErmnds
t o enabl @laforml hsbdfetatiag SRMnRI oheThidiBe téntARdr@Ef AinU PEFtem@Fnidistatd@R8n ON
applications. This ,cagses data in the nenbrane 310 to be nodified as

h
descri bed®spothe confairer database ALY anderargl basadan pHEIPutes pher (RoosiBS § SOUBRY fr om t he

menbr ane 13gQ)de'§t¢9t@gp§r@b@@f10mnager 408 may provi de updated versions of
menbranes 310, virtualization nodul es 312, or shadow copies 316. These

updat es #3#6h] t drhe derlosaepigiodile 496 dondovs spntaingrs il Bfhstored irghe (@4iRG| i zat i on
functi ong@bast Ay fb%ﬁ@lisnﬁarnag&%naﬁoif#@.sﬁelslbﬁﬁe@ﬁaaﬁen%midﬁmg %leélﬁéd pppager

408 can also re-flash the contaliner on a hanage pol nt return the

cont ai nesysten pdminisipter ef mayt bet antomrateddigbagyoack. scripfi os othaycriferiau fesingle of t he
applicati heg ) QN ! I LT The
PECH aoninaBEHoR o aLbIGh s Ao GARAR RS 108 THRRRbFen C® ranaged
endpoi nt mqdoR49% Tistally s eontdingrd 08 au e mrapelied endpbint d Bharseconf et ibsctbattthol any of

the cont %i)ﬂﬁ:gtiocnr ﬁqt»\lli%ﬁln the container can be easily executed bya user at the managed endpoint

106. A deployment may also be initiated by a user at a managed endpoint 106. In this case,
the user may contact the appliance 102 and request a deployment. The user may download a
s@f-executing file that installs the container 108, including the shadow copy 316, membrane
310, and virtualization module 312, on the managed endpoint 106.

[0047]  The deployment module 406 may coopérate with the agent 306 on the managed
endpoint 106 to deploy the container 108. For example, the debloyment module 406 can
send a container over the network 104 to the agent 306. The agent 306 places the shadow

copy 3l6ata particular-location designated for the container in the file system 304 as
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nodul e 402, the depl oynent nodul e 406, or contai ner manager 408 by a system
adm ni strator. Through the user interface nodule 412, a system

adm ni strator can create, deploy, and nmanage containers to managed
endpoints in the environnent 100. [00501FIG 5 is a flowhart illustrating
a net hod fYOWNIPPAWA3 zi ng an application using a cont aiR¢EUSIOF6#A¢ one
enbodi nent. A user at a nmanaged endpoint 106 executes a containerized

appl i cat idssrripodiaove.eThe a@ﬁnta};@g plse alaresihhaembgne3 Wowd airhelizatiogmodatp 412

cont ai nery Liddrfald 1g&kbAN mqggn?;iéélﬁsd dends hd £fiaPO2r WierEX$BUE: Qtintie t he

cont ai neri zed application 324, 1 n one enbodl nent. The contal ner

i nitiali Zatadding askhuicet 818 user’s desktop.es 504 virtualization of the application

324 by e i ngnthe virtualizatibon modul e .312 the container .108. The
Vet O " Bt ek b Ao RS S B\ b PR Bl alR®5 art i ng
requi r ed rsamagddoepditits PO PEieicogtainbemalsiger 408 vialy QiR the dngaintrd thebakh #rt i on
nooki ng. PREMEAT S 6 TEEL SHPRGT 1B JhF Rees regsea e S BP BTRESy cept o
APl cal | ,to thudlevdridisdbit b Zardthifer 108 @trFordd dsag€icettiolishs Dn apPicafiondC Thigkases per f orm
ation nodul e may

regarding, the APl call. For exanmple, fhe virtual] 2
Geror i nedatagh semmeinne 3G be o PEbis i CiEh e o TR ostaner Ramest 108 rod: fy
the par ankiyaresic®d ushfedattfrdm tHrmdAMtenc0310€ Thé\ntfidr InfanagtP 808/inky pralidgat i on

nodul e 312 may use Infornation in the nmenbrane 310 to determne the action
to per f oripfatydeergipnsiof glembrneodl Orbigiyplzataomedides 33, qrshadggwseppics BS- det er ni ned

action. ey We@é@ﬁ%@&ﬂa’%&%ﬂ}@%ﬁ@%ﬁ&%ﬂr Blrfdalifitibs fAChdQWERHRY t

illustrating a nethod for nmanagi ng containers 108 In an enterprise

envi r onmesantaing0l 08jay dessabasiabork. hstcontFiner maaeeri498 carcslscareiflash o dedteiner02 | s
used to : nery o I cat t ke i ner 108
i ncl udes %gl%gchﬁlég%zego é;&g%gén\g}mﬁt%e %B%ﬁegg? éséﬁﬁ%lis %sas\gr%@gged\'/ﬁﬁsﬁg iﬁzaeati on
nmodul e 31@efhibef the applichting bégimronal bmationting and cennot beadasiherepsicedagpe feeat i on. The

shadow c . i ; i i I | lation

ot ogr am g R bR EhEEhP R ot I e PR ST cAdIShE, P 2
managed d0499i ntThEQSerusterfigre nfveluldeld 2 oymientsedrodioh@ol 406 of thiveordepdrewasert may be
initiated by,a user .at the nan endpoi.nt _106. tainers 108 at the
mnaged. SRR I0EaS Foyiet RARE A0k SRCTh R witisr AP Wekger o8,

Manage e ridmiytrator C Thidagtetha bier igeréace antale #¢2, ak08em diinaliiragca card, ai ner,
retrievin usagg informatjon fromt he!(lﬂcont ai ner, or updﬁ(t?i ng the contai ner
(i ncl udi ﬁ%plPH’é‘ FiPReeLoMgiers sy mataged eadpp iy in s HYEIRAENSYY. and nenbr ane
310), foroeseanplE|G. 4 QA5 RWERa AlovLing @ $ethdatfbOAriSizingGh upiatich dslngust rat e

the operation of the preferred enbodinents and,is ngt neant to limt the
scope of “PREIFHEntiogH em mgreoéeusafattar%anﬁ%f@éﬁ@n%w 186 exesties | i mi ted onl y by

the fol | QyhtaBeklediapBlicafisrOInatNe, ALPYBcalbS RHES PontalfRAYOYAThebdndiserW | | be
apparent to one skilled in the relevant art that would yet be enconpassed

by the sphifiplizatiprimedidpdl&gfentifies QA Ep exesHtion ofighexgnigngrerasmEatvn 2009/ 056406
Ve clai mgpe lmb&diﬁ@xﬂp%gédr{tefﬂi’ér%mﬂh%r{ﬁﬁm 18Qhitilidel 964 VifhdiBaRARIFEAt | ONS
on a conputer using containers, the method conpri sing:

application 324 by executing the virtualization module 312 of the container 108. The

virtualization module 312 may perform some setup functions such as starting required

services or preparing the user environment. The virtualization module 312 intercepts 506

API calls from the executing application 324 by hooking the calls or monitoring the calls, for

example. For an intercepted API call, the virtualization module 312 determines 508 an action

to perform regarding the API call. For example, the virtualization module 312 may

determine to allow the call to proceed unchanged, block the call, modify the parameters of

the call, or make other API calls. The virtualization module 312 may use information in the

membraﬁ_e 310 to determine the action to perform. The virtualization module 312 then

performs 510 the determined action.
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recei.ving a virtualized container froma renote conputer, the virtualized
contai ner conprising an application and a virtualization nodule, the
virtualization nodul e conprising conputer programinstructions for

. virtualizing the application; intercepting an operating system application
program i ntVeQ pHE/B30708PI ) cal | nade by the application dRGTAF2MUEIHG on of
the application; and executing a portion of the conputer program

i nstruct ilB¢d) of Elfeb iﬁiarﬂthﬂliahlﬁt@%ﬁmﬁﬂcmﬂt@dtfa%@@ilaémgtch@a@pférlﬁglnr?g syst em AP

cal !, WhehRiist BRiCAMEMUED, iRbROLAAMAN: T ¥ LAtnalBibdon AodifNisiChscll the
application'to effect a virtualization of the application. 2. e

conput er -t pyshteGBhe echtaredrioban arfplicdtmnnwihisre fheicoteinercidfindhgieng shadew eops ni ng
that the |, J i tardt. LNg, sponsive t term ning
that t he aaareBicfo s Sl ZHERHAE s B0 L FRRRE A EodulE P2 Ton
functi on vimpitizé the agpleetidnl Mhe stpdaw cepy 3 rcaanbatrehted barunaie apbpplitaticappl i cat i on

included.in the virtualized.containe 3. .Th 0 ter-jnmpl enent edq net hod
of ol s minslieh OB S Bt Ay (T RO 06 RORpoYed g § rapreed |

i nstruct ie@dlfjolitlﬁl’leﬂ eﬁgg the h@plaﬁﬁ#ﬂt ﬁxlﬁ'ﬂi}l@ moé.r})me c&ﬁﬁ@ﬁﬁﬁtﬂﬂay_r&! iMi@iaed by ]glluseTE_e ]
conput er - i enment.ed, net cl ai .. further conprising: re-flashing the
virtual i féﬂig@e?ﬁﬁ%dﬁaﬁip%qﬁgt Comingta 107 st bemmieiSes SOMDISI8h S ganeded: n 11 )
state. 5.606b¢ tHeQdRidineF mhiRéIUBN MRl agiichPRaPinclab@biibllag £ ebntdRk 16QMPr i si ng:
determ ning that a new application has started executing on the computer;

det er ni nidigblinga contpinehdciriayng peas indrimpdoptier thercoptaipey, puwpdatiegithe ont ai ner ;

and respQPater GRIABIAhOAIMiBAioh Rak, VildG DA dRRLIeRAD | 28 nicttRReB16) fdhe
virtual i zed contai ner, hooking the conputer programinstructions for

vi rtual i Zxggplehe application into appropriate operating system APl calls.
[0052] The above description is included to illustrate the operation of the preferred

embodiments and is not meant to limit the scope of the invention. The scope of the invention
is to be limited only by the following claims. From the above discussion, many variations
will be apparent to one skilled in the relevant art that would yet be encompassed by the spirit

and scope of the invention.
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- WD 2010/ 030703PCT/ US2009/ 056406 6. A conputer-inplenmented nethod for
providing virtualized applications to managed endpoints in a conputing
envi ronnment, the nmethod conprising: deploying an agent to a nanaged
endpoi nt, the agent adapted to execute on the nmanaged endpoint to support
t he depl oy fe@R016/P30703r t ual i zed contai ners to the endpoi PCTEAWHSH60yi ng a
virtual i zed container containing an application to the nmanaged endpoi nt
responsi V& £8M'he agent, wherein the virtualized container includes
conputer programinstructions that, when executed at the managed endpoint,

virtualize the apiputeeahplerentéd@etrbd fod Flruglizify §PMMtions 6104 cdnifulr@siRg | Ng an
operating system application programinterface (APlI) call made by the
appl i cat I“OREEH; thg Msthed GMBISIMF t he application; and nodifying a behavi or

of the applicatiegitify £{it8alzed cottdibdtFonZAtehRR QnphiE PRI LBL] Qtained- The
conmput er-i npl ement ed nmet hod of claim®6, further conprising: updating the

depl oyed vi rtual i zed ce®piisiiersrepaticatine anftvifedlizatinngaedule, theyértugheasion ng
conpri sing providing Ts W &%ﬁ; i : i irtualizing
the application to n£ﬁ§g§§8eﬁﬁgﬁ?nt,‘ﬁﬁ@?%#ﬁgkﬁgﬁﬁgﬁﬁ%E§Q§§%§%¥¥$ program

i nstructions inpl enenappleatiapdat ed admi ni strative policy of the application.
8. A systemfor .y izI Lcations.. i | ners,
the system conpr Sl obiteshioBRe AR ER ARGy B AR TRIKEL HPLRI Rl )

execut abl e conput er plrecpphaation duringsexeaumpn bithagppliaativndadde f or receiving a

virtualized container froma §%nnt d cont ai ner
exeecufing a the €

i Bt ar S° S0 P faTROET it & S kST EER)
conprising an applicati nd a vir Il 10 ur g, l i zation
modul e conpri si ng comudilerased ogtiaoperasihg syGtenDABI d‘aurwh{éréihltt&ldoﬁipfi@r t he
application; a nodule for intercepti n.operagtin stem agppl i cation
programinterface (APF%WH%F@“W%ﬂ@gﬁgﬂgﬁgmﬁﬁﬁPﬁ@%&q%ﬂﬁ PPHﬂ§g§E%ution of

the application; and virtualization of the application.

2. The computer-implemented method of claim 1, further comprising:
determining that the application has started executing; and
responsive to determining that the application has started executing, performing
an initialization function comprising setting up an environment for a user

of the application included in the virtualized container.

3. The computer-implemented method of claim 1, wherein the executed portion of the

computer program instructions prevents the application from accessing malware.

4. The computer-implemented method of claim 1, further comprising:
re-flashing the virtualized container to return the virtualized container to its initial

state.

5. - The computer-implemented method of claim 1, further comprising;:
determining that a new application has started executing on the computer;
determining that the new application is part of a virtualized container; and
responsive to determining that the new application is part of the virtualized
container, hooking the computer program instructions for virtualizing the

application into appropriate operating system API calls.
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a nodul e.for executing a portion of the conmputer programinstructions of
the virtualization nodul e based on the operating systemAPI call, WO

2010/ 030703PCT/ US2009/ 056406 wherein the conputer programinstructions
nodi fy a behavior of the application to effect a virtualization of the

appl i cati oWO02080/03¢88 system of claim 8, further conpri ECHYS20899p6461 e f or
determ ning that the application has started executing; and a nodule for,
responsi fe t oAdemgntai-mnhgnanteskmathed fapprovidingivirtnalizes appligatiens te gwaigciing,

per form nithaklzatd ' M Rtiig: setting up an environment
for a usg‘?dpggltétlﬁgkggg?tﬁ%aﬁngﬁ%gﬁgmﬁgﬁﬁ| n tﬁ(?s@lg'rt ual i zed contai ner. 10.
The system of cldeployiBg avgsnieto 3 maneged cadpaindthp egant adaptsdl to ¢xecwoopthcer program

systemof claim b, OPYHEH SRBebf ARG R SO BARRERP UM IR B R ainety
virtual i zed cont ai netheteadpogrtignd t he virtualized container to its initial
state. 12. The dgﬁig}'giggm a gifrtugllizaeid %tlstéingrl'lcg;[ltg%li’ngca%rgglgliicgiionxgt:o the managed

endpoint responsive to the agent, wherein the virtualized container

includes computer program instructions that, when executed at the

managed endpoint, virtualize the application, the virtualizing comprising:

intercepting an operating system application program interface (API) call

made by the application during execution of the application; and

modifying a behavior of the application to effect a virtualization of the

application.

7. The computer-implemented method of claim 6, further comprising:
updating the deployed virtualized container at the managed endpoint, the updating
comprising providing updated computer program instructions for
virtualizing the application to managed endpoint, wherein the updated
computer program instructions implement an updated administrative

policy of the application.

8. A system for virtualizing applications on a computer using containers, the system
comprising:
a computer-readable storage medium storing executable computer program
modules comprising:

a module for receiving a virtualized container from a remote computer, the
virtualized container comprising an application and a virtualization
module, the virtualization module comprising computer program
instructions for virtualizing the application;

a module for intercepting an operating system application program
interface (API) call made by the application during execution of the
application; and

a module for executing a portion of the computer program instructions of

the virtualization module based on the operating system API call,
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a nodule for determning that a new application has started executing on
the conputer; a nodule for determ ning that the new application is part of
a virtualized container; and a nodule for, responsive to determ ning that
the new application is part of the virtualized container, hooking the
conput er pMYYRAMIIOHSEt ructi ons for virtualizing the appPCEHSIHOIHE0
appropriate operating systemAPl calls. 13. A systemfor providing
virtual i zed applicati ons VhereiashegompeisspoRmmsingtiicionsengslify iafbghasipriof onment |
the system comprising an heheithidilB ofres BRfhaMbibh S maBRiLARGS for
depl oyi ng an agent to a nmanaded endpol nt, the agent adapted to execute on

t he managed endpoint to support the deploynent of virtualized containers to
t he endpgi nt ; Tapeyswerislamg. artherrcomarisizgid cont ai ner contai ni ng an

appl i cation to the JRBIRMARIROHI L SHRONDLYE: ifidiNReAURN g Wher €i N the

virtualized container includes conmputer programinstructions that, when
execut ed at t he amaodatedfdr, eespiproivietto dstemntining thaethe bppliagwiniheaistartad, exedwging,
virtualizing conprisi

v a0 OB SR ARSI, BTP RRe1

ca nmade py n ng ‘execution of
t he application; andforWds@&®ieGPpraBHRGRGRNIA M ObHHDGeh@diaingt.ng a behavi or
of the application to effect a virtualization of the application. 14. The

syst em of,,cl ai i . i 1S rt gured for:
ndat  ng Phe- aubrayatEfh 8. G eh hARRL ARy DL ARLEA T | T he
updat i ng isongrians pregenpy thy hphliogtionfebat adesmymudesrepr ogr am i nstructi ons for
virtualizing the application to nanaged endpoi nt, wherein the updated

conmput er |pr 09'Tﬁé“@}js{éﬁlt(fflé&%%%ﬂh&@oﬁgﬁﬂﬁg:an updat ed adm nistrative policy of

t he application
a module for re-flashing the virtualized container to return the virtualized

container to its initial state.

12.  The system of claim 8, further comprising:
a module for determining that a new application has started executing on the
computer;
a module for determining that the new application is part of a virtualized
container; and
a module for, responsive to determining that the new application is part of the
virtualized container, hooking the computer program instructions for

virtualizing the application into appropriate operating system API calls.

13. A system for providing virtualized applications to managed endpoints in a computing
environment, the system comprising an information technology (IT) appliance for:
deploying an agent to a managed endpoint, the agent adapted to execute on the
managed endpoint to support the deployment of virtualized containers to
the endpoint; and
deploying a virtualized container containing an application to the managed
endpoint responsive to the agent, wherein the virtualized container
_includes computer program instructions that, when executed at the
managed endpoint, virtualize the application, the virtualizing comprising:
intercepting an operatiﬁg system application program interface (API) call

made by the application during execution of the application; and
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15. A copputer program product having a conputer-readabl e storage nedi um
havi ng execut abl e conputer programinstructions recorded thereon for
virtualizing applications on a conputer using containers, conprising: a
nodul e for receiving a virtualized container froma renote conputer, the
virtual i zeWxWhvep®ér conprising an application and a PCTUPYSE060N

nodul e, the virtualization nodul e conprising conputer programinstructions
for virtualizing t hemagiffingab¢hamior af thoahplieatfonrto effiicea eiepelizagorasf thper at i ng
system appl i cation program rface (APl) call made by the application

j.nt.e
during execution of the aaﬁBl"fat(t:lg ion; and a nodule for executing a portion

of the conputer programinstructions of the virtualization nodul e based on
t he oper a#i ngThysysternofPlaine 4B,| whevdiethe I apfiencsasputher copfipigedifori nst ruct i ons
nodi fy a behavior.of the |jcation, to effe a virtualization of the
nopl i cation.  18bddPg HEACRRYed ARIA O Cufich ihe Apiabd HRpHEE UeieRine

conpri sing: a nodul ecdmpristhgtpesviding oglatddabmpiver grpgraindadtiuctione&s st art ed
executing; and a nodul e for, responsive to deternini t hat t%g application
has started executi n§ Uy IehnfRpyCaon;tmapaged s pPB‘ﬁ“fq\%F?é‘l‘i BHPEEHr i si ng
setting up an envi r ogstiputer fpedgran USRictidhs infilend@phi Gthicd Adminghidgad i n t he
virtualized contai ner... 1;. The. cogput er program product of claim 15,
wherei n the execut edPYisyOF 15 2BPHEHYL conput er program i nstructions prevents
the application fromaccessing malware. 18. The conputer program product of
cl ai m 1515f ur Akempeenmbgainigodust RRGdlaomPltef-fraldbdsSdiorage hétBud hidibgl | zed

contai ne I;:xetcgtagl%tcgrl;lgutgrhp?'ogrLrliltirlljsat'rlui:t%o%g reCc(ojr te ichre]:reelé)n oc; viirttusaliizirqig El;i)p?ilcatlsotnzsﬂor? a
computer using containers, comprising:
| a module for receiving a virtualized container from a remote computer, the
virtualized container comprising an application and a virtualization
module, the virtualization module comprising computer program
instructions for virtualizing the application;
a module for intercepting an operating system application program interface (APT)
call made by the application during execution of the application; and
a module for executing a portion of the computer program instructions of the
virtualization module based on the operating system API call, wherein the
computer program instructions modify a behavior of the application to

effect a virtualization of the application.

16. - The computer program product of claim 15, further comprising:
a module for determining that the application has started executing; and
a module for, responsive to determining that the application has started executing,
performing an initialization function comprising setting up an environment

for a user of the application included in the virtualized container.

17. The computer program product of claim 15, wherein the executed portion of the

computer program instructions prevents the application from accessing malware.

18.  The computer pfogram product of claim 15, further comprising:
a module for re-flashing the virtualized container to return the virtualized

container to its initial state.
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WO 2010/ 030703PC T/ US2009/ 056406 19. The conputer program product of  claim
15, further conprising: a nodule for determ ning that a new application has
started executing on the conputer; a nodule for determ ning that the new
application is part of a virtualized container; and a nodul e for,

responsi ve WO2U&W7Hi ni ng that the new application is P&AUS09/936406
virtualized container, hooking the conputer programinstructions for
virtual i ZPng Thecapmitérdsagram piodus ohplpind bt iferther epseprisinghg syst em APl cal | s.

a module for determining that a new application has started executing on the
computer;

a module for determining that the new application is part of a virtualized
container; and

a module for, responsive to determining that the new application is part of the
virtualized container, hooking the‘computer program instructions for

virtualizing the application into appropriate operating system API calls.
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