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BACKGROUND
I. Field

[0002] The present disclosure relates generally to communication, and more
specifically to techniques for sending information during a change in ciphering

configuration.

II.  Background

[0003] Wireless communication networks are widely deployed to provide various
communication services such as voice, video, packet data, messaging, broadcast, etc.
These wireless networks may be multiple-access networks capable of supporting
multiple users by sharing the available network resources. Examples of such multiple-
access networks include Code Division Multiple Access (CDMA) networks, Time
Division Multiple Access (TDMA) networks, Frequency Division Multiple Access
(FDMA) networks, Orthogonal FDMA (OFDMA ) networks, efc.

[0004] A wireless network may use ciphering to protect information sent over the
air.  The terms “ciphering” and “encryption” are synonymous and are used
interchangeably. At the start of a call, information may be sent in the clear until a
ciphering configuration is set up. The ciphering configuration may indicate a particular
algorithm and/or pertinent parameters (e.g., sccurity keys) to use for ciphering. After
setting up the ciphering configuration, a message may be sent to indicate that ciphering
will start at a designated activation time. Information may be sent with ciphering after
the activation time.

[0005] The ciphering configuration may be changed during the call. After
completing the change, a message may be sent to indicate that ciphering with the new

configuration will start at a designated activation time. Information may be sent using
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with a wireless communication network for a call. The UE may be a cellular phone or
some other device. The wircless network may be a TUniversal Mobile
Telecommunications System (UMTS) network or some other wireless network.

[0009] The UE sends first information to the wireless network using a first
ciphering configuration. A security mode control procedure may be initiated by the
wireless network to change ciphering configuration. As part of this procedure, the UE
selects an activation time for a second ciphering configuration and sends a security
message with the activation time. This activation time is the time at which the UE
applies the second ciphering configuration to transmission sent to the wireless network.
The UE thereafter sends second information (e.g., a measurement report message) using
the first ciphering configuration after sending the security message and before the
activation time. The UE may receive an acknowledgement from the wireless network
for the security message prior to the activation time. The UE sends third information
using the sccond ciphering configuration after the activation time. The first, second and
third information may comprise signaling messages, data, etc.

[0010]  The UE may select the activation time based on (a) any pending messages to
send using the first ciphering configuration prior to sending the security message, (b)

the length of the security message, and (¢) one or more messages to send using the first
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[0015] FIG. 4 shows a timeline for the UE for a change in ciphering configuration
with a delayed uplink activation time.

[0016] FIG. 5 shows a timeline for determining an activation sequence number.
[0017}  FIG. 6 shows a process performed by a transmitter entity.

[0018]  FIG. 7 shows a process performed by a receiver entity.

[0019]  FIG. 8 shows a block diagram of the UE and UTRAN.

DETAILED DESCRIPTION

[0020] The techniques described herein may be used for various wireless

communication networks. The terms “network™ and “system” are often used
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System for Mobile Communications (GSM), Digital Advanced Mobile Phone System
(D-AMPS), ctc. These various radio technologies and standards are known in the art.
W-CDMA and GSM are described in documents from an organization named “3rd
Generation Partnership Project” (3GPP). c¢dma2000 is described in documents from an
organization named “3rd Generation Partnership Project 2” (3GPP2). 3GPP and 3GPP2
documents are publicly available. For clarity, certain aspects of the techniques are
described for a UMTS network that implements W-CDMA.
[0021] FIG. 1 shows a UE 110 communicating with a UTRAN 120 in 3GPP.
UTRAN 120 includes a number of Node Bs that support radio communication for a
number of UEs. For simplicity, only three Node Bs 130 and one UE 110 are shown in
FIG. 1. A Node B is generally a fixed station that communicates with the UEs and may
also be referred to as an enhanced Node B, a base station, an access point, a base
transceiver station (BTS), etc. Each Node B provides communication coverage for a
particular geographic area. A Node B and/or its coverage area may be referred to as a
“cell”, depending on the context in which the term is used. A Radio Network Controller
(RNC) 140 couples to Node Bs 130 and provides coordination and control for these
Node Bs.
[0022]  UE 110 may be stationary or mobile and may also be referred to as a mobile
station, an access terminal, a station, a subscriber station, etc. UE 110 may be a cellular
phone, a personal digital assistant (PDA), a wireless device, a modem card, a handheld
device, a laptop computer, etc. UE 110 may communicate with one or more Node Bs
on the downlink and/or uplink at any given moment. The downlink (or forward link)
refers to the communication link from the Node Bs to the UE, and the uplink (or reverse
link) refers to the communication link from the UE to the Node Bs.
[0023] UE 110 may communicate with UTRAN 120 using a protocol stack that
includes a Radio Resource Control (RRC) layer, a Radio Link Control (RLC) layer, a
Medium Access Control (MAC) layer, and a physical layer. The RRC layer is part of
Layer 3. The RLC and MAC layers are parts of Layer 2, which is commonly referred to
as a data link layer. The RRC layer provides information transfer service to a Non

Access Stratum (NAS), which is a functional layer that supports traffic and signaling
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supports ralas]:)f‘tje%e?fgigmesdi tgorl?l!'a.lggrzegcipheﬁng configuration. Ciphering may then be performed
in accordance with the new ciphering configuration.
[0026] FIG. 2 shows timelines at UE 110 and UTRAN 120 for signaling exchanged
between the UE and UTRAN to change ciphering configuration. At the start of a call, a
ciphering configuration is set up, and both UE 110 and UTRAN 120 send information
using this ciphering configuration. At time Ty, UE 110 and UTRAN 120 engage in a
security mode control procedure to change the ciphering configuration. To start
ciphering with the new ciphering configuration, UTRAN 120 sends a SECURITY
MODE COMMAND message on the downlink starting at time T, and completing at
time T,. This message is sent in an RLC acknowledged mode (RLC-AM) using the old

ciphering configuration. UE 110 receives and correctly decodes the SECURITY
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2007/ 12797 3RCTHISZOGIODE7 COMPLETE message, as shown in FIG. 2, so that the new
ciphering configuration is applied to the next message sent on the uplink. UE 110 uses
the old ciphering configuration for uplink transmission up to the uplink activation time
and uses the new ciphering configuration after the uplink activation time. UE 110 may
suspend uplink transmission after sending the SECURITY MODE COMPLETE
message and may resume uplink transmission after receiving the L2 ACK for this
message from UTRAN 120, as shown in FIG. 2.
[0029] During the call, UE 110 may periodically search for neighbor cells and make
measurements for cells detected by UE 110. UE 110 may send measurement reports to
UTRAN 120 when triggered by certain events. For example, the triggering events may
correspond to weak measurements for the cell currently serving UE 110, strong

measurements for neighbor cells, etc. UTRAN 120 may use the measurement reports to
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after receiving the L2 ACK for thi ssage from UTRAN , as shown
in FIG 2. chpifipsjtiomris hgenshee thal UE 108 dedOnoteyndoe micowdige asihg thwawmctiphamg

nei ghbor cells and ma nts for | s det.ected by .HE 110. UE
170 mmy s eReRRARIPOHET Ul AN 10115 AFRART 130 BN i [ P R Gaion berme
certain evephifed. F@¥or k@ Mpfemdifion! SIGSAT MGV ENt § TRRAGPIINOSRRBMes! ehe
weak neasurenents for the cell currently serving HE 110, stron

measur emenSEG G TYeM¢HDB CQMMPLETEgnessaggiranon 200 degs ngs eendra L2 gCKs then
rotive et YT AL sl SORLAAAREE H w2 ing St iR B TR AR

initiate hapoiewatd ast KdowldBert UEA IDastdren @lg the Rewrciisherih@ comfigiiration. tTie
call for UE 110, etc. The active set may include the cell designated
to serve Ususpension iod uplink trepsadssion Hwg @epies thatab TiAGh 128 ecanpeciphsr all
serve HE 1 i 120 may send an active set

updat e msi}%g%&%?%%ﬁ%%ﬂph@%thﬁe fsie'gig\jle may add radio links for strong
new cel | s §@B2pr rlamaweaspact AJE| hids mhor sesmbhknessabese(ds, nidd@dOmast report
shown in FIG 2, UE 10@@ us enq@u | i nk, hransm’ %sion and UTRAN nm
suspend dofi#fsPagRS) 9 EncIeREH it AERETPhEISY SR AR GUPARLCH AU
The suspengiprypt ANPII0 Karl SRR SR RRsIBY. CEHREMMFLE hOhib a8} 8ecting an
sendi ng neasurenent reports to UTRAN 120. These rfeasurenent Teport
may be usedppropriatetipliak setivatiiontiek afiec ¢hanew nayhdragempégimatiby, as described

i nportant to, sustai. h I der bad radi o conditj.ons. The del a
P oo o bRleR Bty AN JAirEhy 5 aShees (R S St it ThesS¥es)
transm ssi @f HRYoWEEM Eluxiiﬁg b Bﬁax%%tih\éﬁah%ﬁhg %@ﬁﬁ@irﬁidﬁginwﬁﬁiﬁmfe@'sh& that UE

110 can decipher the messages. This may be achieved by selecting an appropriate

downlink activation time for the new ciphering configuration.



configuration is to ensure that UE 110 does not send a nessage using
the new gipbgylifgssonfiguration until UTRAN 120 is avargcffsioffod? W
ci phering configuration being applied, For the inplenentation shown
in FIG 2, if UTRAN 120 decodes the SECURI TY MODE COVPLETE message in
error and does not send an L2 ACK, then UE 110 woul d not send
nmessages ufio3@] t héFIe\8 shopb eifichgecarfl ¢Ui add UTRANIC20 [T RiNallidDenohadgtd
not know when UE 110 started using the new ciphering configuration.
The suspen8¢iseheldEiand WMo cheage G RRGAO P ERAH P P RN ROB AT

deci pher aj w{glﬁﬁéﬁﬂﬁ I nlrralfgﬁﬁisls%n%.lgxtQHe AR o LdiKa c{q%ﬁﬁ% lcBnffliration is
aspect, HE may S messages (e.g., neasurenent report nessages)
on t he upl setkupduaridnbota UHahifke and ETRANr 12@) scod finfgrmaiononsing this napieemg

h that UTRAN 120 . deci h Thi s . be, achi d
such et (TN 420, SBm S I 15, PRSP0 Tt BB S 58
ci phering gg;sa&%lgegatdhgg%e % OpRsideshskAWn. STEI Ita&ldpheﬁﬁwtﬁiﬁe HBY

send nessa .g., Ive set update messages) on the downlin
during a chiphgeng reosfipiretiomgUdBN glilasemls anSECHRATEr MODE CRMIEND

110 can decipher th .. This ma achi eved.b | ectin

appropri at E{e annﬁlea ?@@ﬂnﬁ%ﬁ%ﬁgﬁa& tf%‘?‘ %h@%éﬁ@%@?ﬁﬁ&w L2."E 0
confi gur at kQBives ¥ 8&%&%@%@8&?@?& HeREy 1P dende a8 1RONSR] dthitme B;. SUBVE 0
timelines at UE 110 and RAN 120 for signaling exchanged between the

(ljJE aln_d LJTRNthSQ?@&WmMQ@ECG d inaRssagiet oo the Elflgakeuﬁélig)r‘:heoﬁld
i oher g EaRAs, FydsRRRE S2HRE e vy Bod bBbiehe 3 GG RN UTRAN 2

i nf or mat i ofeckbesand tirfectly HBRIdeNtheeRRbd o8 Whd kER an A2 ACKE:t fime TYE 110

and UTRAN 120 engage in a security node control procedure tQ change
the ci pher iM§4tontiliGurheisenshors wiep (the jolth and mewrictheripg Geafigurations are

ci phering i I I FHOMANG
nmessage ongﬁﬂieeldggfvmq‘{’l nE s@ﬁﬁﬂ%%g&? ﬁﬁ{%&é@n@lﬁgﬁgg&gﬁg et’ing at ti nsgleds
T2. UE 110areemlinlesctaaton drmeedtTlsywhieh dokeme dveoume sf ige [a@adhsethdsnd of thz
ACK at ti I a SECURI TY Ii(mli LETE nessage o
the upli nﬂg_ﬁﬁﬂy*&h@ﬁ?ﬁ f@%ﬁ/g’ﬁgﬁ&%mq Hultme ilen Q%rwge&%e“w%gleq%%
and conpl etri, RggRtdel aﬁﬁ}yidé-rt'ﬁ@dﬂempﬁe@ﬁg'c\ﬁﬁﬁ 166 FIRCAIWhIRRC AIBRAN
the nmessage and sends ah [2 "ACK at time T7. [0034]FIG 3 also shows
when the oll20 asct thewldcéipheimgngpnigmitigu fartdoswdink tanapiskior dpftothe downlink
downl i nk and.uplink tr m ssions, For the downlipk, UT 120 .
sel'ect s a_ BUMARPRRIEE o Vit PUnURonEe GlevrsiPRgiTE oSSR ANgue dqomlink
tine |ater a¢iamioh Hene g 1PFR ANe1 956kER) s Yh & DREA CRMYINED MRSSAaginkactiiafon
T2. The difference between T6 and T2 is the delay in Zg)pl | ngqthe_ new
ci phering o pgahewn snFER 2, Heerd BWRIAM R 20 doesanetispepeand mﬁe—k agsmission.
ci phering L -Qur-at Lon. d i t I SSI t !
et ivat i on TR Rh & G e e chARa FohAttier Sl Eed B 2
the downl i NCIaGint veedrtsonsitig e névh ciptiBAN: Laffipweardy efiert the doveNGK 4etivation
to the downlink activation tine, as shown in FIG 2, then UTRAN 120
does not st@Fend downlink transmission. UTRAN 120 continues to use
the old ci i ng i ! r (RS Ralo® : L

using the ﬁ@fv‘{sli phgﬁl%%g@g@# %lrlg){s{e%%tsaa?ﬁ@'rhmt( ﬁng E}\% Pﬁr@%@@@gﬁﬁﬁm
time. [003aideant dhiemo dtemthan e driiDofihk SEBETRITY MODE GOMPI&TIFomessage at

of T8, which is so unt .of ti I r. than.the end .of .t he ) ;
SECUR] TY MEBE BoNPIES EIchess hoeesp Trioa Tpds tRGe1eN 7t GiRbyos tsdiae gaborine
and T5 is tcBEﬁ%&Iﬁah by t@é’?}%}%ﬂ%%ﬁhﬁd‘ﬁé’&s GhOBRS LipHera@NEdrgighAkibR FoOlplink

the uplink. TI'E 110 uses | d ciphering configurationfor uplink
transm ssi ¢ransmission tire toiphe nipliakt aotivpiion timaet dk: 78 anes deesewheiphawmsg

ci phering configuration after the uplink acti Lon tinmne, 110

etor ves t hents Al i of idini o Rnecdt UEDHER VS T2 AT AT PR

FIG 2, ther WRidd&tHegsn Ak, 84 SIRRMIUPIG MK thérADEM 19SAdRE nobSushd®t uplink
transmission. UE 110 continues to use the old ciphering configuration after receiving
the L2 ACK and starts using the new ciphering configuration after the uplink activation

time,



WD 2007/ 127972PCT/ US2007/ 067722 9 [0036] As shown in FIG 3, TIE 110
does not link transm ssion or delays suspensi i
transm ss‘?@%ﬁbe’v\ﬂ%nqghangl ng ci phering Sponfl guration if tﬁ&‘/%%owid?%
activation tinme is after the L2 ACK from UTRAN 120. Sim | arly, UTRAN
does not suspend downlink transm ssion or delays suspension of

downl i nk t (60381 SsA©showein RIGABIURY 10ldba‘eﬁ¢trsgsp‘e@ﬂfu?gnnf ahhsisdidn dthdelays
downlink activation tine is after the L2 ACK from 17E 110. The upli nk
and downl i AKPaesion, af wrlmkttransiissiep weensdpaging ¢inhageg C@#i%qrtw@uﬁ the uplink
factors su e; K| t :

armount of ?ﬁ%ﬁ%@t?jﬁﬂ&élﬁ%&gendﬂ%e or eﬁ%srﬁvm%t?c mSﬁtooF?H{él%F\lg efllo?\s ot
confi gur at suspend dewnlink ephsniiaddon oc dbkys sospsnsien of dBwnHMOit:dnmsﬂbn when
del ayi ng suspensi an of uplink transm ssion, nmeasuyenent ort
messages nEYATBEISsERberNg %nﬁgﬂ@rlg}n iothe &%“Byﬂbectﬂ%l%%&ﬁ T ihoprACK
active set PRNCaY H}gg@ WRI ChviRY fR8UGEviHAes

of a droppe Cgﬁe Pdl%y a{%ul I ng or gmlhaylaar%g"rsuspen§5|uonyoﬂ1:é éclﬁﬁ 5%9@%11
transm ssi umomcﬁactmas seh axpﬂiataperﬂeds dejes imayceang ¢int LR nPAGKS Itheehmount of

manner by UT. N120 whi may al ored ce the likelihgod @
dr opped  calio me%@gﬁm%n%iﬁ@ralswﬂs 8¢ 46 (<, BV P 908 @gaa?%he Pt

may be gi vepid '&oﬂﬁﬁbﬁw%térﬁrﬁ‘}era%mﬁig Bﬂﬂﬁel@#& ol @¥FEnsidnNbLLPBIE HandrSission,
sent in RLC PDUs that "are assigned sequentially increasing sequence

nunber s ( Shieasuremeid ltepommlﬁswgemmyblm:kem on @ @mclycoanrienbyngE 116 to ensure
RLC-AM which is _ used, for nessage SRB , RLC t ar
ecei ved | ROBeT BBy n R ETEs DL EgNLPR. MG oot fon BRfPEF o ¢
entity. Therdppe&tMEr BORVbIdng BYdcld s ﬁiapaisfbnc(ﬁrdoaﬁmhk tF86AMSIEn Rlefive set
PDUs out of Sequence and may use the sequence nunber of each RLC PDU

to reor der updpte me@swaarnbﬁ prd N detimibs mamper IFDUIR AN 12Rewhichpagpy also
order to a |ont|rre may be given in terms of
RLC sequencéeyug% ee1 M?‘%&B(yll‘—q é%egc%oms an exanple tineline for UE

110 during[@03qhande geherilpiherdctigatiuantingUfoats gitrenvilink mayicbleag{eedl up infidas

activation tine to avoid suspen5| gn of, uplink {ransm ssion. The
SECURI TY wmﬂen@@avpé oo Fedsdgernmjorprtionrs st & B |P<9H5thaﬁlilﬁ%éﬁSI§¥ed

RLC PDUs. V(s r
Soquonce niRfichBlb heRGihy Sehhc EHERYSHR SIS «d BO9ST R Bholl BP0 and
confi gur at cartinuing. t meRb&akidl, evisdhoisrused fdzl rﬁess@gestshﬁd SECBRIT RIMOPBUS that
COVPLETE rressageeﬂ%ﬂsmsent in two RLC.PDUs sequence nunber of LI

and n+l1. | f%H (FRIOL LY BTG CPilhreTe §eS§ qjytf’o THEURLGUIR: cThe recetver

sequence nh'ﬁ‘ﬁ)c?rma%f thils '(:)gtmﬂ Elﬁ{hc'bﬂ? deddiewauld pinis He c@l%%lehéb senhal RS the
next RLC PDU unti’l an is"recelived for the SECU

COVPLETE rm@slag@ nuier M@Wmngmw wsrdQ7the BLLPDLE ap@@ngv]mlbﬂceseeRLC

th i nk t t
suspens! onPBOSfithe R T B Bt s el b BB veadp s
an RLC seqyf€Rte g@qﬁé}@énﬁ]ﬁm&r is out in the future (instead of the RLC

sequence number right after the SECURI TY MODE COVPLETE nessage) as
t he uplink [¢I38] vat 4 shesvs anrpxampiaimelyte for HE biLf duyrigrahehange Uy @phesing

h h
i on my. B8 AFERF YRR By RE s 0B Sl Rl G SRR

the exanpl easdiigsion.n Fhés SECURITE GSDTEEOOMPIETE nidsaadmaale lsentsﬁma
in three RLC PDUs, and the uplink activation tine is delayed by three

RLC PDUs t §asicpigiimmpbaraf BloC $O1d. ohee walink acawatinn timp gy h%&%%@ tenmp of
this case, tﬁeh‘éecg}%hbé‘ Kn@fbel Vot b f-dMRLCS PIRY o0 sé?}dcuaﬁguﬁﬂecﬁ%&“&l}ﬁe’mg

n+5. The measur report nmessage may be sent usin
ci phering comfiguyaticat i lnnthe exdhle RBbjsn mi-F;[Gn}Sthe SMLMYVMOBE tC@VIPLETE

del ay. Subsequent, messages us n er.i
confi gur at P&?ﬁ%gﬁ ippeat m&m@%ﬁs s@a fff@lh nﬁzhm&mk
from UTRAN, 200k Rinf®is ket (9$HARGE RLE %uélr‘c@ﬂﬁ!rn% NERE GRYPE RO R IR96:

be able to send the next RLC PDU until an L2 ACK is received for the SECURITY
MODE COMPLETE message.



[0040] I n one design, the uplink activation tinme nmay be selected as
fol |l ows: | , on = SNnext Nbefore NSMC Nafter, Eq (

SNnext is e }slgéz%ance nunber of the pext RLC PDU to Sel?%rli(ﬁ)\%%?ﬁ(gﬂzz
uplink, Nbefore is the nunber of RLC'PDUs to send prior to sending
the SECURI TY MODE COVPLETE nessage, Nsnt is the nunber of RLC PDUs to
send for t [E3SECURIJWeWEDhe GVRIKEIEivaBos alpes md3nBe ideldybé inusrder tofvoid
RLC PDUs to send with the old ciphering confjguration after _sending

t he SECURI TwspRmmse! ¢iobink fransmissione This mpydashioved borelecting an RG seqpines

7 e ey A . A .
Sottvar i on gk His of i fhd Rt RGN dind RIR: (Ol AR s
MODE COMVABBCTERIS YO ORE OMPLETE frmexsagdd) B\ ilink Stieation rtimye. bEhd ount

sequence nunpber of the next RLC PDU to send, after receiving the, )
SECURI TY TRSOMNAND th%éﬁ%ea% is famoémha@ dséya Bt @PRYHEd theengy  ciphesing

on pendin / 7, : bt e |
ut Fer ar PR ARl SHERT hitkd R el TERRORE dRbisst bR, To

MODE COVIVANID exespigshoiva indd6i Vedmeddnednome rapayt thessager may be sdne irethacceR hG

di in the buffer or if |
nd sent T EDGR e g PG bliee (p BoArY gt ain DR ey DEFf1o 1o
Lypi cal 1 Serfiinhihen roon WS, In ki cae, SEHET XcHEn G 0o

message can be sent in two .
RLC sequence number #+5. The measurement report message may be sent using the

old ciphering configuration in RLC PDUs n+2, nt3, and nt+4 without any delay.
Subsequent messages may be sent using the new ciphering configuration in RELC PDU
nt+5 and beyond, after receiving the L2 ACK from UTRAN 120. In most instances, the
SECURITY MODE COMPLETE message sent in RLC PDUs # and »+1 will be
correctly decoded by UTRAN 120, which may then send an L2 ACK sometime before
the end of RLC PDU #s+4. In these instances, UE 110 would receive the L2 ACK
before the uplink activation time, as shown in FIG. 4, and can send messages using the
new ciphering configuration without any suspension of uplink transmission.

[0040]  In one design, the uplink activation time may be selected as follows:
SNaclivation = SNnext + Nbefore + NSMC + Naﬂer H Eq (1)

where SNjey i8S the sequence number of the next RLC PDU to send on the uplink,
Npefore 18 the number of RLC PDUs to send prior to sending the SECURITY
MODE COMPLETE message,
Ngmc is the number of RLC PDUs to send for the SECURITY MODE
COMPLETE message,
Nasier 18 the number of RLC PDUs to send with the old ciphering configuration
after sending the SECURITY MODE COMPLETE message, and

SNactivation 18 an activation sequence number for the uplink activation time.

[0041] The uplink activation time/sequence number may be determined whenever a
SECURITY MODE COMMAND message is received from UTRAN 120. SN,ex may
be the sequence number of the next RLC PDU to send after receiving the SECURITY
MODE COMMAND message. Npeore may be determined, ¢.g., based on pending



[ 0042] Nai | er may be determ ned based on all nessages to send to UTRAN

120 usin | phering configuration after sendin gﬁ}ﬁl, Y
MODE COV%[%?@@%?%%Q& as follows: Ngjler =E Nm 5Eq (2%%@?23 i z}s
t he nunber of RLC PDUs to send for nméssage In, and Mis the nunber of
nmessages to send using the old ciphering configuration after sending
t he SECURI t¥sdyipbasifialyRh RTiu e s age 1 [D8dB1dadiiad beRertdp THIRANNIZY #hen the
the fact that _different nessages may be sent, in different numhers of
RLC PDUs. SHWTXXW%WN]H mgsgggeds recsivefin oaad Ay be zerodf fhetgsare
UE 110 to t : ' r P

reasur emont® PERARE AR B R O e AR o e TRl oot e
A del t a or ugfif getnenayiphaiedadatighation. Nt isagpiedlyl « bmwihealse gt Now: + 2
equation ( t ccount. for r, e.g., processin , etc.
o Gener al e SERORTEY wb R SO s et acids B Reg

del ay to refabye tlﬁﬁe,%ﬁ%e{éﬁmemm&@%a&%% A RUTR ME0 using
COVPLETE nessage. I'S uld then avoid suspenston of uplink

transmi ssi tre old tipberirgk ednfignicativar afteri sending cthe (SHEQPRII0 MODTH GONMPLETE
decodes the SECUR }Y MODE COVPLETE nmessage and tinely sends the L2
ACK. [ 0044PEPRESHSINMS an exanpl e tineline for determning the
activation sequence nunber for a change in ciphering configuration
with a delayed uplinkuactivation tine. In this exanple, the sequence
nunber of the nékt. RLE NQU to send on the uplink is = n - NNbef or eER(D
PDUs wi th sequence numrbers of n -N before to n -1 may be sent for
pendi ng nessage(s) prior to the SECURITY MODE COVPLETE nessage. Two
RLC PDUs Wi/l althhen f t for the
SECURI Tv EBE Ot r ReE B R €Iy SRt el 380 wence nunber s
of ri + 2 to n M Kahe aumberlofimagssigessenendheingothe ol cipirmgresfiggeson after

using the old ciphering, . the SECURITY MODE COMPLETE message

[0043] Equation (2) accounts for the fact that different messages may be sent in
different numbers of RLC PDUs. In the example shown in FIG. 4, setting Nagier = 3
allows UE 110 to send one measurement report message in three RLC PDUs. M
measurement report messages may also be sent by setting Naper = 3M. A delta or offset
may be added to or subtracted from the summation in equation (2) to account for any
factor, e.g., processing delays, etc. In general, Nager may be selected to be longer than
the expected delay to receive the L2 ACK from UTRAN 120 for the SECURITY
MODE COMPLETE message. This would then avoid suspension of uplink
transmission in the likely scenario in which UTRAN 120 correctly decodes the
SECURITY MODE COMPLETE message and timely sends the L2 ACK.

[0044] FIG. 5 shows an example timeline for determining the activation sequence
number for a change in ciphering configuration with a delayed uplink activation time.
In this example, the sequence number of the next RLC PDU to send on the uplink is
SN, .. =#—-N

Noetore RLC PDUs with sequence numbers of - N to n—1

before * before

may be sent for pending message(s) prior to the SECURITY MODE COMPLETE
message. Two RLC PDUs with sequence numbers of » and »+1 may be sent for the
SECURITY MODE COMPLETE message. Nap.r RLC PDUs with sequence numbers

of n+2 to n+N_,_ +1 may be sent for one or more messages using the old ciphering
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SECURI TY SNPLETE message. In this exanple, the acgivatdsMosr722
sequence nunber ray be set to SNactivais = n+ Nano, +2.

[ 0045] Sendi ng nmessages using the old ciphering configuration after
sendi ng the SECURI TY MODE COVWPLETE nessage all ows UTRAN 120 to
correctly dedigaRaiont ifeseschitiagafie SHEGRITY ed6DH OUMPEETE Uuse®hgd hdn this
SECURI TY MODE COVPLETE nessage. In the exanple shown in FIG 4, if

t he SECURI TxeoNtbBRhOmiive ENEsaqrercgdunibst Bl be sef o PMNasw.ar = 7t 8 pe FIRAN
120 woul d not _send an L2 ACK but ,can still decipher. the rre%sur ement
report mest¥48l sentendingrgessagesJsing: sl iphceiggfsogiiewtion altefesengime the
woul d rese Xgﬁ(@ MPEESRVR ; . f :
recei vi ng §%C‘IEJF orﬂ-&e megsurehg%ge rgg(?)%g'?ﬁﬂr%@gglgzg %u‘%o‘?%g%ly gﬁ(élpher
for the SECIdR Teshbidok Ephddlckd bfntssstgms dfpdre SECEAITTYUIMODE: CEVIBHGETE

the second transm.ssjion of the SECURLTY L
120 can reBlg¥set {8 the xRl Wﬁ&g@%&%@g ﬁ%ﬁiﬁgwﬁﬁé\%
nmessage i ﬁfégsagg@%decbae& RErR AR BTRMN 180 Yohld Fot S BS Ad@§ Rﬁ%h still

using the o phering configuration, then UE 110 nay sen I'S

message af tlesiplreecbé wicasprement2re@K nigssage SERAMNIAR thef old diplzermgomniguration.

transm ssi f the SECURI TY ich woul d

further de%qﬂgcﬁ'ﬁfﬁoﬁsﬁqd fﬁnggmaﬁ%ﬁawswe’ﬁﬁAmﬂer
120. [0046}AcRimhehi N9 SCRS FGUiRL h@ﬁsﬂr&n&ﬁn&?dﬁr #dsshe ut ARAMMRI for the
after a security node control procedure is started and until the

acti vat i on SECHRITY MQRRCOMBTRAN meesagey Wpnn successhnlyt drsedingcthe isegond

d trol oroced whi : ) . i .
oxi st o " Forrea RGEh o beC URTRE "M pctBR ML FEANARRTAY 1gg cen
(i) sel ect réoradtith@RLE POVE khdass bl th@ trie@dtréthé réfornN@efR@feliipigt away. If the

ci phering configuration exists or (b) use the downlink activation
time for aTSeRarmEGRPOTE MaSSREs ovaS M rsant wing theqld cipbiering confraayationg then

may send opg: ?IO Hﬁg%cl%w&ggg 2 F@gg@l}@uﬁf%ﬂﬁé UM kﬂ“lgﬂlgeﬁgif&?hhg

ci phering configuration exis nmessage woul arry
sane downl sedondcatanyiaission dfi he. SECURITOONMODE COMPRICETE rhdseagee ediidhowould

o BT o e B e R AN S ¢
the uplinkyodde 1104 'Eﬁ&ﬁeﬁ'h% r??:iﬁ#ﬁlfiﬁcﬁl R bh @&l HPbe g%ﬁdﬁﬁgt Af¥atal QBurkdd k’?ﬁ‘ode

if no pending ciphering c ation exists or ( use the upli
act i vat i oncontmd presedarepe ntdirag and phielr the gctratidpn gmmeaisireached. DAR AN 128 may

UE 110 may.send one,or nmore SECURI TY LETE, nmessages,.whi |.e. a.
pendi ng o) BB ngoaBi | GOFEY: PP exiREo] GUPTRAEh NUh heOCHies wahging
carry the g ﬁidn"éﬁis@&tFmgli%héeb v mo¥e control procedure, UTRAN 120 may (i)
2007/ 127972PCT1US2007/ 067722 13 [0048]HE 110 may mai ntain_a pendi ng

flag that nelyctissuiable downlinjeaqtiyption tinejifnogpending ciphering configuration exists or
(b) use the downlink activation time for a pending ciphering configuration if one exits.
UTRAN 120 may send one or more SECURITY MODE COMMAND messages while a

pending ciphering configuration exists, but each such message would carry the same

hd

downlink activation time. This constraint avoids the need to maintain multiple
activation times for overlapping security mode control procedures.

[0047)  The same operation may also be applied for the uplink. UE 110 may (i)
select a suitable uplink activation time if no pending ciphering configuration exists or
(b) use the uplink activation time for a pending ciphering configuration if one exits. UE
110 may send one or more SECURITY MODE COMPLETE messages while a pending
ciphering configuration exists, but each such message would carry the same uplink

activation time.



pendi ng ci phering configuration exists or to false (or "0') if no

pendi ng onfiguration exists. UE 110 may use
AP PR BETS,

flag to e uplink activation,time, e.g., whenever

MODE COVMAND nessage is received from UTRAN 120. UE 110 may al so
store the pending uplink activation tine, which is denoted as

SNpendi ng. [(04879] IWE N6 migshaitaikka deddinpilag eiat ey bpkdtrits et (ovalf)dfia
tinme as foIIows 10 I.f (Pending Flag = fal se) 20Then SNactivatiqgn =
SNnext + NBEIdHE: cip mcqmiﬁwre@n SRyt o1 foe Fdicn (PrF10aky i=ne neading rpheging

{ (SNpendi ng %}gSﬁ@EﬁE

60El se SNact rﬁw?% fc()%l1 B%Ngﬁng?tel lp e of?r tél?so e%g f%ég%c{ F%O?&]ﬁpﬁggﬂééﬁq
above pseudme;:e@e, whdfrevetphmﬂsCHEITYd’t/IO@E tGOMMﬂaNDbmemgeeisredemm frd)m
equati on ( en,.no % herl ng . confi ratl n exists %’8

and 20). ng Ei bite N %#P?eg@reamne Sehmlnksactivplinn i et 1
pendi ng uph&ﬂy&@&tswatl on time is used if it is sufficiently far out
to allow for transmEei®n of Nbefore RLC PDUs before the SECURI TY

MODE COVPL EY9hesdagec dssigw[UE &80 MeysetfhautidlisacfivationHinse aeolags
(lines 30, 40 and 50). O herwise, if Noeiore + Nsnt RLC PDUs cannot

be sent prior,to ng_uypl i.nk activation tinme, then the uplink
activation tI]FPE J’é@) & 1§§L@ﬁ‘avm in equation (1) (line 60).
However, RLC J3DUs aren 88, :Se0t sﬁnmnggge-n%ngQggl ng configuration
until an L2 ACK is received for the SECURI TY MODE COVWLETE nessage.

[ 0051] UE 110 3y I6dleading dregidsichandn the uplink as follows: 1. Send
RLC PDUs with,.sequ unber han c{,i vation using the old
ci phering con‘ﬁgurﬁ?@ﬁge“?ng Siﬁ'ﬂ"e&eﬁ vﬁ‘ﬁ} sequence nunbers
greater than gy equalrhéDSRNAdI,VABNRNYSi ng the new ci phering
configuration, and

60 Else SNactivation = SNnext + Nbﬂfore + NSMC + Naﬁer

[0050] In the above pseudo-code, the uplink activation time may be set as shown in
equation (1) when no pending ciphering configuration exists (lines 10 and 20). If a
pending ciphering configuration exists, then the pending uplink activation time is used
if it is sufficiently far out to allow for transmission of Npeore RLC PDUs before the
SECURITY MODE COMPLETE message as well as Ngye RLC PDUS for this message
(lines 30, 40 and 50). Otherwise, if Nietore T Noye RLC PDUs cannot be sent prior to
the pending uplink activation time, then the uplink activation time may be set as shown
in equation (1) (line 60). However, RLC PDUs are not sent using the new ciphering
configuration until an L2 ACK is received for the SECURITY MODE COMPLETE
message.

[0051] UE 110 may send transmission on the uplink as follows:

1. Send RLC PDUs with sequence numbers less than SNacgivaton Using the old
ciphering configuration,

2. Send RLC PDUs with sequence numbers greater than or equal to SNycivation
using the new ciphering configuration, and

3. Suspend sending RLC PDUs with sequence numbers greater than or equal to
SN.activation until an L2 ACK is received for the SECURITY MODE COMMAND

message.



3. Suspend sending RLC PDUs with sequence nunbers greater than or
equal to hyAtdon until an L2 ACK is received for t@ﬁ%}' 2
MODE nessage. WO 2007/ 127972pPCTMS52007/ 067722 14 I 6
shows a process 600 perfornmed by a transmtter entity, which may be
UE 110 for uplink transm ssion or UTRAN 120 for downli nk

transm ssi f00S2Fi r HIG. 6f showa hippaccbscEepdrfomdbd by a thahsmitec empltgrwingh may be
configuration %bl ock 612). An activation_tine for, a second cjphering

conf i gur at P&n1{& f@%n@&%@,&n@l@?@mﬁrvﬁw dé@ fpr dpwhole tegmispion.  First
Sent 1o a rocarel <o (YRR phuTERE S B OB Hl BT AL g
SECURI TY MibE o Effherins sagfgisaiin Byseldetedl] 6.gqgriuring aupdcurity, made control

SECURI TY MODE N sage sent by UTRAN 120 .on.the downlink, or.
some. of her PIRSSSRE IR AEA A 1ok HETSHES Stk Sl ing Hrhe PR @ receiver
ci phering elag%'(%a@%u@{) 'gﬁié %écﬁﬁmiegﬁgg E&ga%rj&fysmmmm@mmrg

the activati time ( k 618)." The nformation may conprise

a nmeasur enewrssage perttbynBEsHideon dhe aEitiky e SHTURPIEMMOPESEQYEV ANIZ message
acknow edge t ecei.ved for ,the security nessage bef.ore the .
ot Tvat  onstt s VARG A5ES e pmion ACsRi po teReas, Seron duiopmadon i
second ci p@ﬁﬁidlﬁ;gcﬂféf figH lciHeARg abhBEurkfiéh Atk Veidi td BRufiB} arlsaeZand

The first, second and third informalion may conprise signaling,
messages, Hefors thet ectivagien ginge dblepk rfd®).onThéh eeesnfl. infaoBHpEgnacomRrise a

614, the activation ti may be sel.ected t.0 _be so amount .of ti

after the SRADTH et mi et ol Sttt S o At oy g gEment
sel ect ed baggheaBedivd fBNheROOH R InIBESIBEHe HE HERNGidASHME (B16& 620)StThird
ci phering configuration before sending the security nessage, (b) the
| engt h of zrﬁ@wg@urls sontrsingthe seaondl ciphering eadigurabinn afiss dhggectivatione Hee

using the [iba! ¢PAPRECIG SOOI B Ak AoALLR BN NEaARE Thdbages,

message. a pendi ng ciphering confrguration e
act i vat i ondatajec.[@yangeosdination shqpesfdi ng activation tinme, e.g., if

t his pending activation ti | | ows for, sendi ndi ng messages and
the securi {@) ssaFSé hﬁeq%{%?ﬁ@e fﬂ?tp@fmeﬁmmaﬁg)gec%fﬁcre&ﬁahq e gpgunt of

activati onhieNBielee &HdaSer e s&&litd Hlegéage.n%e%ﬁ%eﬁ%fm@my bWheRcRd based
pendi ng ci phering configuration ‘exists. [0054] The first,” second, and

third i nf oonet) eny geodingensseages i toysene ssagethoayrsbeipbemtg confDugion bdfore
sequential seguence nunbers, a n.activati on sequence nu r be
Gsed as ¢ hESTAE DG oraiy mreseete B8 FEe SSutERENAar BN (i Tt ot
the sequengsidBher sali difPihd TRt EiphinRa b figdkAlonnaiesen@ingPRSsecurity
after the last "PDU for the security nessage. For exanple, the

acti vat i onmesspgendta panding ciphyring cerfigurgHoneakins dhen Ga acheativadinagawy be
nunmber of ext P .0..5€e t he r P 10.send, bef

Cecuri ty. mieaagarhiing seiBRR et M08 Bindhy SERRALT BRINCRG OF Skl
message, apendif€mavapes andfthEbddrityomesage ush@hetfirst diplesing @bpfi@iratitg. The

configuration after sending the security nessage, as shown in . )
equati on ( 2§tivalipn isng way ¢HOdre sebik the RoTmebyyandeevepwhen a pending ciphering

2007/ 12797%g’rg£up§?0(}[0&33956_7722 15

[0054] The first, second, and third information and the security message may be

sent in PDUs with sequential sequence numbers, and an activation sequence number
may be used as the activation time. The activation sequence number may be the
sequence number of a PDU that is a particular number of PDUs after the last PDU for
the security message. For example, the activation sequence number may be determined
based on the sequence number of the next PDU to send, the number of PDUs to send
before the security message, the number of PDUs to send for the security message, and
the number of PDUs to send using the first ciphering configuration after sending the

security message, as shown in equation (1). Transmission of PDUs with sequence



nunbers greater than or equal to the activation sequence nunber nmay
be suspe sk, @an acknow edgenent is received for t |
nmessage. %8@2;]?%—49 7 shows a procesgg 700 performed by ﬂﬁ/@%@%@r‘%z
entity, which nmay be HE 110 for downlink transm ssion or UTRAN 120
for uplink transm ssion. First information is received and deci phered
based on amimb&t gedaprathimor equdli tguh@tabdvutioh! RGkenéd Zimbér SRGWE Subpended
nmessage wth_an activation tinme for a second ciphering configuration
i s recei veWtilangeknaydedgsgpent isaecpivedyforihg seqwity psssage.ocedur e (bl ock

714). The it .
ecbi ved biRE 111G T RS aGh RSy og et ¥ e e e it ey be
recei ved bYEUTRAfbrld6walink ansipissiok or OUTRAMNE 100 Her uptisls agasmidion. First

acknow edgenent for. the security message may he sent before the
activati ont ?lmaﬁeﬁu%aqeelm@)and dedipfiied Rrosaa rt PP hedeE PoRlizuAtion (blagk

security n?f%g% s@cﬂﬁ&ﬁﬁfe%agr%m AL ARt 'f0Ea QbR Kg)ﬁé-ﬁﬂg confffguration
second i nformation, whic y conprise a measurenent report- message,
an ﬁCt ive isebggipdhtes.,n@xh@ge seom;ity moids cdﬂodlmeceddret)@ﬁ@xk_ birt)t Hhef serwdty
ci phering configuration r ormation is rec

tber the Serepdaieg bt sECLBSec g UMM PoRERas Based 55 T To on
second ci phgTdoR@IiaRNY SEUURTTPMODFCEMIR4ITE FRRRS! FosivbE6HUTHISS 120 on

descri bed herein may avoid suspension of transm Ssion while ensuring
that a rectiewplinkmrispyecdhrer deassqgiee An srkoowtedgemens doit the séqugity essakelmay

d i pher | fi i gns. ,Th hai i .
o 1 or mancs St BeoROl Bt dtion R Gl HES ope G n ST oth PG et afenthe
change in gdcRARS nBGagPMid BefoRt the Rctivhtidh GindTbIK 718)aNMMe Qecdidbinfthaton,

condi tions. The techniques may provide one or nore of the follow ng
advant ages WhichimacankpsisgR measyemenhicpetimeessiae, pepiive sabuxlateasessage, etc.,

Cher tirme. i p ) : . . o _
pendi ng. i qoRnes SRR RS TR A e I R ) 2T nfopmation
ot her nessageseiviienfier thbaktingionoirhe gbloak 702) wsl pefislicrdl basA¥ @nctha second

scenario in which the HE and RAN need to maintain nultiple pending
security cHRRTER Nfiguation joc ormto WCDMA security procedures

descri bed j P i . .
150 and_ UrigRSEo0 T ettt gt 2B hlp daGRRIPy Rpd Rt AR A wikde
processor 8dsripg dbass exciver gatityf cannddciphee Meforteationasedt mmidg |thd o) and new

information to.be sent to UTRAN 120.in accordance wi.th a radio
t echnol ogy@pé?rgqg, CQFﬁ:%ﬁ?R)OH%m he dREIAUSE A IRRTO Y PPLOTMARES: Srisnfediies the

(TMIR)  812jikelihood of a dropped call during a change in ciphering configuration in high mobility

and/or bad radio conditions. The techniques may provide one or more of the following

advantages:

e Allow the UE to send measurement report messages and other time-sensitive
messages when ciphering configuration is pending,

o Allow the UTRAN to send active set update messages and other messages when
ciphering configuration is pending,

o Avoid a scenario in which the UE and UTRAN need to maintain multiple
pending security configurations, and

¢ Conform to W-CDMA security procedures described in 3GPP TS 25.331.

[0057]  FIG. 8 shows a block diagram of UE 110 and UTRAN 120. On the uplink,
at UE 110, a data/signaling processor 810 processes (e.g., formats, encodes, and
modulates) information to be sent to UTRAN 120 in accordance with a radio

technology (e.g., W-CDMA) and generates output chips. A transmitter (TMTR) 812



WO 2007/ 127972PCT/ US2007/ 067722 16 then conditions (e.g., converts to

anal og, fj lifies, and frequency upconverts) t
chi ps ané"%é@g@ﬁggpan uplink signal, . which is transm t‘f@%’ﬁ%gﬁ%ﬁﬁm

antenna 814. At UTRAN 120, the reversSe link signals from UE 110 and
other UEs are received via an antenna 830 and conditioned (e.g.,

filtered, epldohdigigns {dgdu@Veits 4o wnaes VEltdre hmmifids dirgl frédirbdy Bycoaverts)
receiver (RCVR) 832 to obtain sanples._ A datal/signaling processor 834

then pr oced$esityus chips arbawgtatel AIPARY Sigasl waioh is Hanseitipd ¥g angnispaad -
the infor T%, i 'ﬁO the }é%egs%glgﬁgggl?&{ﬁg)h ﬁgsldlg[agg%ﬁ;e%ﬁsr&?e gg@fg%/d Qilé’an

at UTRAN nformation to S are processe

dat a/ si gnahmteghap83ik exsdb oonddFshed nd.of , Ufiltched, apgiidict) deqenby dawhcavertd, tad
832 to generate a downljnk signal, which is transmtted via antenna
832. At TI fgitgd) bya rersiust (R&%?é%%to PhimsaTRIGN) fodty/& epling RBeeSITS34

antenna 81 fhieﬁ 35?5@3§és C{Qgg c%%lgﬂufa?e% ein\ﬂ?tfec@cil%) ﬂ?enﬁnﬁg%%sc?o‘?ﬂn QH% ;/nf%q_nﬁg\iﬁn

dat a/ si gha process to obtain't I nforrmation sent
120 to UE &by UHbH] fmdnitherUky s/ pr ocessors 820 and 840 control the

operation at 1 nd UTRAN 12 pecti.vely. .Procgssors 810, 820,
854 andl or R8T 1m0 B esteplint b QLULAROEES, /iBrabicicg’ Rope srkrierie Ligare
process 708rdcBssEd Gy dftalsBnalifs BRI QBr 854 Qﬁ@hr&%h@énd&i&ﬁﬁ%?%&r@miﬁer 832
support comrmuni cation wth ciphering. Menories 822 and 842 store

pr ogr am cottegengrade datoavnfliok sighall Whiclneh trArRANtD 02 anteapa 882.v AtyUE NE fpthe
822 may stqre ci.phering configurati.ons for UE.110, M 842 .ma

St ar o g phap D B e DR S0 el i R tenh L P T oy 2
by UTRAN 12Qeivkil R\ ahd Qro@eyscA0by Hdth SRkh Slind hdcbhes 10t ¥rsik (RO idfbinRSion

via a conmunication (Comm unit 844. 100601 FIG 8 shows a sinplified
bl ock di agpeabplU 180 YEUTRAN 120. In general, HE 110 and UTRAN

120 may ea wncl fo~Rr.QGe ri .

comuni cat f@rllsb Eni ;{g&ﬁg’p %F%g%gﬁ%)'@%ﬁtaeghi@gé@%ﬁo eg%";’g%%"%g} g]:ﬁ 1rlnts)lyand
be i npl eneTRANY120Q re@idstiveba N SProbekore X8It | 820, 8B4 stdiceCiMl ensgSinipymbe
i npl enented in hardware, firmware,, software, or_a conbinatijon

t her eof . FBIOCESSHPANEIG. § Fasitenemisaiongrocesh 00 odlss Jifarreapntion, erdder ather
per f ormt hﬁr&cﬁ&@@ 'tﬂ %ﬁﬁpcﬁl{ cBmBhMfAHED GribY cﬁjﬁelgn% MéfoREs. 8‘2%5@‘@43”&31‘6
be i mpl enented w thin one or nore application 3pecific integrate
circuits (plgian codisgintlalatasfogf 1 P ackWTBAN (BERsypectialy.t Menwmirg 822 may

e e P BB B Ml BT 06 R St
m oo, com sl gen s o e ool rdey NSRS
a conput er mayrcommupndataraith othet hetwedf entitigvia a communication (Comm) unit 844.
2007/ 12797 25eh) YSFH /08 544% difplificd block diagram of UE 110 and UTRAN 120, In
general, UE 110 and UTRAN 120 may each include any number of processors,
memories, communication units, etc.
[0061]  The techniques described herein may be implemented by various means. For
example, these techniques may be implemented in hardware, firmware, software, or a
combination thereof. For a hardware implementation, the processing units used to
perform the techniques at a given entity (e.g., 8 UE or a UTRAN) may be implemented
within one or more application specific integrated circuits (ASICs), digital signal
processors (DSPs), digital signal processing devices (DSPDs), programmable logic
devices (PLDs), field programmable gate arrays (FPGAs), processors, controllers,
micro-controllers, microprocessors, electronic devices, other electronic units designed

to perform the functions described herein, a computer, or a combination thereof.



[ 0062] For a firmnvare and/ or software inplenentation, the techniques
may be i wi th nodul es (e.g., procedures, funcgg 0
on) that wg%?@ﬁ%ﬁ e functions described herein. The fﬁénﬁmg%gogﬁg %r
software codes may be stored in a nenory (e.g., nmenory 822 or 842 in
FIG 8) and executed by a processor (e.g., processor 820 or 840). The
menory may [(382] "plRrentfechward hhdVot Reftpanc éhslementatien t e nathniques hfiay be
processor. [0063] An apparatus inplenenting the techni ques descri bed

g >
herei n mayibrlemested vaih gloghies (pEt TaPcadiEshEmsHPRS, 3Rd $0quYithgt perfam the
devi ce may (] zal oney | j i e | :
of one or %lﬁlgtel&:ls)ccsl@stc ﬁ%‘?f]gr%rgini ngv%gﬁ%ﬁéb%&éoﬁ%%e % !t)(ggrsi %g Egtsgoréﬁn a
and/ or i nstfeumky qag,, mhemoly 822 ASI8A2sinc RIGS 8p andhixkentsd dyi o promssam (e.g.,
(MSM, (iv) a nodule that may be enbedded w.t hjn ot Qer. devi ces,qggv) a
cel | ul ar pHESESSONSER % K0} eviheemepoRy S8y, Do AmAlsEICPigd (Within. tag Pyogspior or

[ 0064] The pLeMaPidSh ﬁ%ggg ption of the disclosure is provided to
enabl e any person s Ieg In the art to make or use the disclosure.

Var i ous nof06BE at i Amsppavatthenersehtomuthe tavhhiquiredasealstid hereip peaydret a stand-
those skilled in, the art, and.the generic principles defined herein

iy be- appPoB8 s oo ey b4 B ¢ ORSTR THE A e AU TG § SEREIRe SpFFRI
or scope OEirélﬁ?ﬁ@D,s(ﬁb QI &F onk Y Smork Es Ha® ﬁia?%ﬁ{lﬁdésﬁleﬂgf'y 10y @PERHnE Aata

be limted to the exanpl es described herein _ to De accorded the
wi dest scoped/eomstngttions, (iii)ah A€ speh aca plobie statiommedém {BSMk 63) a module

di scl osed herein.,.[0065 T 1S CLAI | S, 18 Al 1. _An .
appar at s BB PhaPoEpdsth s affep ks ) o et ibiess devise
i nfor mat i oRanENer Mobilé tit, ¢hipbRr i ng configuration, select an
activation time for a second ci pheripg}_ configuration, send a first

security middhe whenprerigundescrintiomal therdisclosure is provided to enable any person
skilled in the art to make or use the disclosure. Various modifications to the disclosure

will be readily apparent to those skilled in the art, and the generic principles defined
herein may be applied to other variations without departing from the spirit or scope of
the disclosure. Thus, the disclosure is not intended to be limited to the examples
described herein but is to be accorded the widest scope consistent with the principles

and novel features disclosed herein.

[0065] WHAT IS CLAIMED IS:



send second information using the first ciphering configuration after
sending the first security nessage and before the activation tine,

set the activation tine to a new activation tinme if a pending

ci phering configuration exists and an activation tinme associated with
t he pending ciphering configuration dogs not allow for sending
pendi ng nessages and a second security nmessage using the first

ci phering configuration, send a second security nessage with
the activation tine, and send thirddM$mati on using the second

ci phering configuration after the activation tinme; and a menory
coupled to the at | east one processor and configured to store the

first and secondagiphghdudeohRihgurations. 2. The apparatus of
claim1l1, wherein the at |east one processor is configured to sel ect

the activation ti nmeattleashenegprressarcomizgureditount of tine after the end

of the first security ne - . . 1Ih ratus @f cl.aim1,
wherein the at | east oné%§$§§%§¥%¥m¥€n§%ﬁgFg%ﬁgg%?%ﬁ %?%%Pmbﬂ%

activation time based orsehensh sgivagssagetr b @ecdad diphsiingcdniiguifations t

ci phering configuration before sending the fjrst security nessage.
4. The apparatus of cl aiff42 [ifHeFrhy %ﬁ%a%et""]lﬂé%ta%‘f?é‘oﬁlt‘&?essor is

configured to sel ect thesagtddad i@RnisioE ulns el MO ithelif@8n N Ation
nessage to send for the second information using the first ciphering
confi gur at i on. aftergending the first security message and before the activation time,
set the activation time to a new activation time if a pending
ciphering configuration exists and an activation time associated with the pending
ciphering configuration does not allow for sending pending messages and a
second security message using the first ciphering configuration,
send a second security message with the activation time, and
send third information using the second ciphering configuration
after the activation time; and
a memory coupled to the at least one processor and configured to store the first

and second ciphering configurations.

2. The apparatus of claim 1, wherein the at least one processor is configured to
select the activation time to be a particular amount of time after the end of the first

security message.

3. The apparatus of claim 1, wherein the at least one processor is configured to
select the activation time based on pending messages to send using the first ciphering

configuration before sending the first security message.

4. The apparatus of claim 1, wherein the at least one processor is configured to
select the activation time based on at least one message to send for the second

information using the first ciphering configuration.



5. The apparatus of claim4, wherein the at | east one nessage

conprises a neasurenent report nessage. 6. The apparatus of
claim4, wherein the at | east one nessage conprises an active set
updat e nessage. 7. The apparatus of claim1l, wherein the at

| east one processor is configured to s@nd the first, second, and
third information and the first security nessage in protocol data
units (PDUs) with sequential sequence nunbers, to sel ect a sequence
nunber of a PDY Thatppastes atdimehivheremuthdeatrleast oRDlsssadet empaistsast PDU
for the first sec rit¥[ nessage as an activation sequence nunber, and
to use th@eﬁ%{r?r\}ﬂ#f?ﬁ JBGt&ice number as the activation tine.

8. The apparatus of claim7, wherein the at | east one processor is
configured to determne the activation sequence nunber based on a_
sequence numbep- &he apngeakis giplgim g, whergin theyet leashers messagemogprisessafgtive
before the,fi ity message, the nunber of PDUs to send for the
first secgitiuk)ga%mnggsgg%, and the nunber of PDUs to send using the
first ciphering configuration after sending the first security
nmessage. The tus of clajm.7 erein the at .l east one
processor is cg‘n?r’%ﬁﬁpé‘ﬁ‘%{)%oayé’ ’Béngk?rfgﬁbﬁ?tslgqs A OBERE IWWgE@aE%nce
nunmber s ge@datted fiksh)aecond, Bdubikd indorkAgoReid Ma it FechBHUBERSze TH FRRGcOUNt 1 |
an acknow edgenent is received for the first security nessage.

10. The afparBLuEDSs) ¥ithispiuentipisequsnse Ruvebest t1Q Wit @ seRedRabsneis s

confi gur e@phAES § ipYRicRAr AFKEIR W PBIRIREL 4 h@PDhforithd Bist %@Eﬁté'irﬁ%sa e
11. Th tus o él] aim

message before the activation tine. . e appara

1, wher ei As ahastizatidnggguenon supbacarlsonsd e edivaligusagdentce ngmbert 4sghe
activatio j .0_a pending activation tinme if a pending ciphering
configura??&ﬁﬂg§§§?s. 20 12. The apparatus of claim1,
wherein the at | east one processor is configured to set the
activation ti a pendi activation ti i f a pending ci_phering
configurati o_n"gx&@i PRI R IR AEroRDs BashPNG Rrfees 3T HyRs iggied to
sendi ng paadinifle MR2EAERON 3eAceSREMRALSEE b b 53quERESRGDHSE Nekxt PBU to
first ciphering configuration. 13. The apparatus of claim1l

wher ei n t Fadf the gambercal FRYs twershlppdore sheafirgFeTiRity mensape toomenET e PDUs
nessage s i . . r f claim1l erein
the first ?i‘%gﬁ?cl)rtf l;;/)é %ﬁgegggtyin%esaggégéggﬁer@%@%%ﬂ%mﬁglg %}éev@rgtnt on

downl i nk. ciphering cohiigurAtioredfio derciimgthé fisogecurity message.

9. The apparatus of claim 7, wherein the at least one processor is configured to
suspend transmission of PDUs with sequence numbers greater than or equal to the
activation sequence number until an acknowledgement is received for the first security

message.

10. The apparatus of claim 1, wherein the at least one processor is configured to

receive an acknowledgement for the first security message before the activation time.

1. The apparatus of claim 1, wherein the at [east one processor is configured to
set the activation time to a pending activation time if a pending ciphering configuration

exists.



sending first information using a first ciphering configuration;
selecting an activation tinme for a second ciphering configuration;
sending a first security nessage with the activation tineg;

sendi ng second information using the first ciphering configuration
after sending the first security nmessagge and before the activation
tinme; setting the activation tine to a new activation tine if a
pendi ng ci phering configuration exists and an activation tinme

associ at ed wit h2t fike pgeachitngpfeighdr whgremahd atdedsasneoproctess im@inﬁghﬂeﬂrw)h
for sendin endi ng nmessages gnd a.second security nessage using. the
First i pHPHEREIT T H11 Bangarkivign Amedtependinecipierie o ¢ h
the acti vakis@Rind tH¥pendng activation BRBAIHGs o sérdlir iR AB Il Rk gHSAdU%h JeBshd
second ci phering configuration after the activation tine. 16. The
met hod of Sequaibhingssageeredhe firsh eipbeingcaonfiguratia. act i vation tinme
conprises selecting the activation tinme based on at | east one nessage
to send for the second information using the first ciphering

confi gurati on. 13.2The apparatuslof clalind , whéhimdhofirsc @ity rhessadeds & SBCURETY

first, se ird information.and the first security nessage
are sent ﬁﬁgﬂFéﬁgggLBEEP§”§WFF§“@§ﬁBE$kMAth sequential sequence
nunbers, and wherein the selecting the activation tinme conprises

determ ning an activation sequence nunber based on a sequence numnber
of a next PDU t& Seteprarais afgtaberl, wherpipike fiet sesndtyedssrss is nEECURITY

security “ﬁgﬁEQ§3M%§§§Pqﬂ?§%%§i“$§&§”hﬁ“%end for the first security

nmessage, and the n 0 sen sing the first ciphering
configuration after sending the first security nessage, and using the
activation squgnggngﬂgpggn%%ﬁﬁpe activation tine.
sending first information using a first ciphering configuration;
selecting an activation time for a second ciphering configuration;
sending a first security message with the activation time;
sending second information using the first ciphering configuration after sending
the first security message and before the activation time;
setting the activation time to a new activation time if a pending ciphering
configuration exists and an activation time associated with the pending ciphering
configuration does not allow for sending pending messages and a second security
message using the first ciphering configuration;

sending a second security message with the activation time; and

sending third information using the second ciphering configuration after the

activation time.

16. The method of claim 15, wherein the selecting the activation time comprises

selecting the activation time based on at least one message to send for the second

information using the first ciphering configuration.



18. The method of claim 17, further conprising: suspendi ng
sending PDUs w th sequence nunbers greater than or equal to the
activation sequence nunber until an acknow edgenent is received for
the first security nessage. 19. An apparatus conprising: neans
for sending first information using a 4jirst ciphering configuration;
means for selecting an activation tinme for a second ciphering
configuration; neans for sending a first security nessage with the
activation timk7. The methodaficainoi5,serdinthe Segosrdond) vt it iiwormglongnd he

first ciphering configuration after sending th | [St. security
resaage A HEREPEIN HESHEE Podenidh el decs toits \BDLK] Seg Secicpiqtigmence
activati oRuinbé®, dnd vheRENIRGEIY R tBOadtiviBord dmechffsiedg ci phering
configuration exists and an activation time associated with the

pendi ng ci pher PeigreBgiag artavarion seperceigmban based eion seqapierymMbenef angxt
messages @’Wj @ séﬁcﬁ m&%&’ bt PMUQE?S%@Q Befdnd 118 ﬁPslﬂ gecL%iff%eﬁg%hﬂe'nﬂ%bﬁr
configuration,; means for sending a second security nessage w

t he acti vaf PBRste sepd fantble st msufigrmesespdi agl thbhurdbédr of @DEELO eemdusingghe

t he secon i pherin onfiquration.after. the activation fine.

20. The_ agbuF REOEPraEReHR 6T AR B TRy TG oSeEoR  and ¢ hi rd
i nformati on angsihfhefattivdios S6qhehdehufdes a0Be ddtiaf@Mimen protocol data
units (PDUs) with sequential sequence nunbers, and wherein the neans

for selecting the activation tinme conprises 2 means for

2
det er m ni ng anlg_cﬂé/@ghtgﬂogag pﬁqu@%g‘%ﬁépl??éd on a sequence nunber
: er o

of a next PDU to sen e nu end before the first
security nessagsspendres seodineg PDofs wiDUsqboics emdbdre greptee than os tqumbtithée t y

, he_punber of PDUs t ing.the first cipherin
Cont 1 gut alvuATa eHBRE Py ol of FrEBREaBER ARy Heted Bt eSS o1

usi ng t henmedapy.ati on sequence nunber as the activation tine.

19. An apparatus comprising:

means for sending first information using a first ciphering configuration;

means for selecting an activation time for a second ciphering configuration;

means for sending a first security message with the activation time;

means for sending second information using the first ciphering configuration after
sending the first security message and before the activation time;

means for setting the activation time to a new activation time if a pending
ciphering configuration exists and an activation time associated with the pending
ciphering configuration does not allow for sending pending messages and a second
security message using the first ciphering configuration;

means for sending a second security message with the activation time; and

means for sending third information using the second ciphering configuration

after the activation time.

20. The apparatus of claim 19, wherein the first, second, and third information
and the first security message are sent in protocol data units (PDUs) with sequential

sequence numbers, and wherein the means for selecting the activation time comprises



21. A processor readable nedia for storing instructions operable to:
send first information using a first ciphering configuration; select
an activation tinme for a second ciphering configuration; send a first

security message with the activation tineg; send second
information using the first ciphering-gonfiguration after sending the
first security nessage and before the activation tine; set the

activation time to a new activation tine if a pendi ng ciphering
configuration exustfer dnendmingah h@ta#aiimnseqhﬂfrle;a ﬁﬁl&?ﬁ‘ibﬂlﬁ@ﬂtgyﬂ §ehuérh§_
endi ng ci pheri configuration does n ow fqr sendi pendi ng
Irone\s s aggs Bﬁ‘ﬁgear 0386‘6%‘3’%@ 5?1??“9%%%%;3@?%?%60 ts‘?{]équeif‘?’r% a‘ecfﬂ' g‘_ﬂ@?qrﬁ{f}
confi gur aijegddpe, 3RNELALSE BF PDU's $6 St ifd pth S BAS 8Q8riM rhdysdJeearicthe M@&hbQRE
tine, and send third information using the second_ciphering
conf i gur aPPbls tasendrusingdhealinst Ginharing configuration after sepding Threfitst ssewés or

r eadabl e %ggage qf,gcl@aim 21, and further for storing instructions
operable to: ’ send the first, second, and third informati on and
the first secumietns fressegihe hctivation sxobnod atmbemdsttse 4d8BRhis)n twhé.h
sequenti al sequence nunbers; determ ne an activation sequence
nunber based on a sequence nunber of a next PDU to send, the nunber

of PDUs to sengd]bafeiRsdol ealiitls megQTH didrihg TRESRE6s dpBRbRUFDer of PDUs
to send for the first security nessage, and the nunber of PDUs to

send using t hesidst igfopnatianilyingarfirsigipheting rordffereatiosendi ng the first
security messaggs.: andeHafod ffie 35t SAHIUDRANY ENGRuEEher as the

activation tine.
send a first security message with the activation time;

send second information using the first ciphering configuration after sending the
first security message and before the activation time;

sct the activation time to a new activation time if a pending ciphering
configuration exists and an activation time associated with the pending ciphering
configuration does not allow for sending pending messages and a second security
message using the first ciphering configuration;

send a second security message with the activation time; and

send third information using the second ciphering configuration after the

activation time.

22. The processor readable media of claim 21, and further for storing instructions
operable to:

send the first, second, and third information and the first security message in
protocol data units (PDUs) with sequential sequence numbers;

determine an activation sequence number based on a sequence number of a next
PDU to send, the number of PDUs to send before the first security message, the number
of PDUs to send for the first security message, and the number of PDUs to send using the
first ciphering configuration after sending the first security message; and

use the activation sequence number as the activation time.



