NETWORK TRAFFI C CONTROLLER (NTC) BACKGROUND OF THE
| NVENTION Field of the Invention [0001] This invention
W0 200avsR25general |y to conmputer networki ng and, PGDDS2007/084152

particularly, to the design of a network devi ce.

Descri pti on oNETWeORE|ERAKFIA CONTROZJLER(NSK)al

conputers (PCs) have recently joined television sets,

high fidelity sBAGKGROUNMORTHRINVENTIGNt di sc

pl ayers as part of the vast array of electronic
Field %ﬁw Ses.. W dely used in both the office and the hone.

oni cs marketpl ace has al so seen a
i.feration of appliances and per sonal el ectronics

[0001]3&8%5 éIéV§“tt°86ﬁ1§tﬁwﬂpﬁ%@ﬁ?‘6‘ﬂﬁ“€§e%€]?%%1) PREPagiiglarly, o the design of a
network@letie. st ate nmenory, in addition to devices that enploy

ot her w dely used storage nediuns. Sone of the nore

popul ar consuner el ectronics devices include video

Descrlg@dﬁaff@ﬁRemt&tcaneras personal digital assistants,
tabl e nmusic devices, as well as set top boxes, hlgh

[OOOZﬁ Sepeat qwu@g@fc%)@pwlegqngmowg tedavision sets, Chlgj"{ fidg|ity stereo equipment, and

compaEte&&rﬁﬁ/'él% 22 PRNEE B BRI Sray DRCleRFRIC 'dfe@Eé'%tvh@eny 0ded 316 the office and the
devi ces has correspondi hgly brought with 1t an

home. eﬁ—%ggqtr@méﬁ magatntaeg hag allsy sagnda pret iRy ﬁbagpggnces and personal electronics

deV1ceE r(&)ﬂﬁn?e; 1e9t93n%td@wpe§} Waetke Bfd- Qﬁg %%b @A Q&ﬂt{o(ﬂr}b Qevices that employ
devi ces, per sonal onput ers, and/ or set op boxes.

other fv@lg]@g]seq ﬁtoragmmﬁqh@ms t §ompet F}EII@Q‘I@ |p9marf09rlsumt elegiephics devices include

t
D
high detmpert 8113) wlvdisior tsgsteverl andedigipphescaldsrs hanveg athso. Bleeproliferation of such
- r . O e ! VI
deV1ceE_sJl nghc?)grgs%glgdérg)g&%@t WltP gts 'ﬁo {r&)é% qls%ogrlhe V1§Sa?1? ﬁ%ﬁ/‘é} fh]y transferring
data bdtizeen ti3@dsosdl alacteoma cainses peedfoerl lcadpltt@s asd/éi seeW¥ baxes.and

e_Uni ver sal (L]gs ed ser
[0003]t0 EHS a&élﬂl o}fe01flc$}g|)ns %or 11#ern:$1 Fs)es suc ntg g%rllpﬁgrel gomponen% Interconnect
(PCI),Sstaamda]mcérﬁa@r standad e Gdri evgneang udne;mera; nnd)eitbrnﬂopbabhemeaave also been

inrod o, "B i oo st e PSR i Tk pe Y RS, o1Eth standards

includé e IEEEE?)%QarBiaﬁieﬂSoa‘éfeﬁrécatﬁ)%rRii,eWKi)rEJ gidnbed Uyivlas sdridmBus (USB), both

ier Sense_ Ml ti Je Access with Collision . .
i ST Bt RCSIOR) G L WO OB B P AR e e computers i
both [lo¥d) AQka N&Rx@rk@ QHRNﬁ)ed'ndS\V it | 85 NEtvoSi AW\ N) GENTHERA the Ethernet protocol.
cablin CD has forned the basis for

More ERREEHIG: UGt HEEE SOLd e LA T EpUe e oo e Carier Sense

Multl[ﬂ@@@&hst wihtid 0gBisioh Matectich (CBR1AYODY hs@6d krap 91%V1d5%ﬁ§@1{éﬁns for two or more
swi tched based and/or router based Ethernet s

COMPpUsEr étae% écbqhéredxfcoglmsﬁ 6#tling @ystep]a iEEDrhap fsmed,the %%S‘.IS for Ethernet systems

that reé&tell /38Ger’ ROAE in EHeNBEAGE rANahAlil Yhe KOS GifdeC110RENt USRched based
of shared resources, 1s tyglcally easy to reconfigure

and/orgiqutehhisad Fitsrmen AYHeHI oV aEble FHpAPRABINE F3nsTEE Fasssinfinyobit/sec range.
Ethern@p%éﬂgﬁl‘l:} MERL SrRRE: &Y 3F §Rd r%{nlc@s KQﬁ%aﬂg e&s@% Fe@c%ﬁghf%vé{nd maintain,
However, Audi o/ Video (Al'Y) consufer
and pr@ﬁdfé r?t)raparﬁlhélm acw%m@mn@uiﬁwu%ﬂ apps st iile dpepingdles coptdpw.
[0004P %w@m RERS NG ﬁ%enga COLAG FnfehV/ %}@t)emé SGhIRNAH aélévysms set-top
not optim zed strl uting/recei high quality
box airl gdrsqnels piklest regwdgp QY Rnmir gersortly enot opthm@euﬂgfq)r alistributing/receiving high
. . S e t
oD UR0AR RSB ROl BE 35, R B0 FISCIR st o
Etherngn etaotardRAET E R@que@t Erfspreer@gnitresit Eorceg.o ampl/ar alREC rIRenllmtoch Comments)
cornph-lzzrlﬂlltI f]f%té%/ I ons 1s at i(\%@lpl ?Kcﬂd A brtc))écgoglgg ?Elgrtngth agneﬁt?oené gsn ¥vell One issue that has
presenped(ﬂaj)rebhemnn ttivedadelv@hanp e pttertfinngmt eyrsteans riae hden Slyes tn@mion from closed
has been the migration from cl osednetworks - which may
i nclude proprietary, special purpose Ethernet Sw tch
fabrics - to an open network,




whi | e mai ntai ni ng performance levels required in the
di stribution of higher quality/resolution AV
WEe@gnsstM ng content. It has al so becone i ncr eBGI/O§1097/084152
difficult, if at all possible, to obtain the desired
netwoqfke Ffunii abreomeyéndhee el sprivedaity| @eﬂﬁi\ﬁ;iut‘[@ser EtaéradtiSmtcls fabea&m thgn open network,

while é?aérﬁealglﬁg rpé%?]rénraﬂce %g%%?%]qg {f ell% theI alstaalét %fu Blg% equagty/resolutlon AV
progragﬁﬁl@' adnteyit. hit Ghs fdxd B@Smé)fncfb@ﬁﬁg]lﬁﬁllfﬁcﬁilteﬁtaf alhpassiplepbUdbtsin the desired

featurin t her net networ k conponents hav e R
perforyance :Ileé’ﬁ gVht%S MOV T EME pEARE St P@éé‘&%ﬁgé’%ﬂté&ocal bus, utilizing
standaf@Efﬂ&]net@htrélleﬁ CDiMpdd@ioinf theSgehdtilBr Gl plices tdfi@onsumer electronic products

ransm ssion of real-tinme and npon-real -

featurlg%E hsrpg,tl na%rla%o%tsmye IB?déé'é}lﬁflC‘gt ‘ﬁﬁ&%@@ﬁ’ﬁ%ﬁé‘ﬁ at reasonable costs,.
[0005]6 @Bﬂtaﬁﬁ' tégplckaded ifheRASIA M rdADHRliSn eI BineARP h&a&maﬁnesaulaﬁ/wdeo data
?ltal satelllte1 cable, and terrestrial and
do nob P{?ber“ atRipSlem st caPlyine s riseask odalt GR/ery ypetaghes such as digital
satellitDl Sible@hnd Bulidl tafd pFRRESEyaGciOt ARFosP rtr@ﬂs‘hh@foﬂrs)ﬁstems Digital satellite,
speci al purpose transm ssion systems are typicall X
cable g¢hey @FwREEHRY. ECialFuEoss) rHEMEEPK gy-stem@@ﬁ:etyﬁlpqll)y copgidered to be “closed
networkg>I o@&l@mﬁ?%"@fd&d AeflydrR 8 ¢£i0BERE rerfég ﬁ)ra?‘soiit{:t’loffil b2eh bh E}%@lflcatlons not
based on Specifications not avail abl t he gener al
availalgs 9l the genpgagp@lbp i Atnapryieqp| Qtvition will qyplcztlvrﬁff@gﬂ gnyindyfiflgpt ghanufacturer or
group @f‘mﬁlﬂﬂ’éc\tﬂrgy {:He tﬁ%néﬁtl AGLHE& 1o ggve&%%fﬁuggolmyﬁlﬁp In9§; &dhReve the desired
he time and resources to devel op uni que sol utions
performmr: gordy betchitespitipirevid @i yseally peerpprrara e cgurating prbdicts. Examples of
- h u r r

proprl%%g‘,pse@?lhlgf)dp %g usé\%u Sl$n8 E%{Cé}ﬁ?ggéﬂé Jh f(t)ag rv?c%tg a‘t?{;/a,%cﬂl eé’]lthé?ugh Cable TV
(CATYUNpoeds,siidiat Vldmbrbgdpasuw dwer Puldic lﬁd\etclmhdgT efeghongiNbegorks (PSTN) and/or
Integra@édo §qu|gé§glgiggagg€e{tﬁg&b b %3%11-5 %-I\;\& B C?a th‘%hg%ug{ g:ﬁglhte Master
Antemﬂ@TV{/c(SNB%T(\PSTEN)buamd bwrenl nﬁt‘@gkﬁt AdvaSety \oif csp@lang]pbsal network standards
have beﬁn yiv%nﬁ(? g)g t Sl(r S tph?ﬁ??gd di dgtra Oét\r/]rllﬁcgc% \/Q{d%%% hte8Ynder standards bodies,
such adltlﬁatIDVB UtHTSh (BysteenT ﬂa:tomruh&atloﬁs \‘Zahdlzedsylnﬂftuts)p&meﬂdmple The overall

rpose networ k st andar.d Y en d .
contrl PR BRYER LA EA O AREDEY DoRGaBl £ AR E st Gle Vison
Comcasﬂﬁiﬁlr Diécamyar A Srédbing Shetvele Progislert ﬂy@cﬂNthtat&TtSb hardware, software and

pean Tel ecomuni cations Standards Institute), for
protoc ?‘Fglnésucﬁ'ﬁéys@%r all content distribution systemis
[00061t YiPéohahd:.Yin G@NEPe@! hedwlorR YheHaaBARa Beftwied sardie @ih@éﬁoﬁ’&ﬁgSprotocols are all
such as Cabl e Vision, Contast and Direct TV.
defineg) by s¥bl=mawh sddrds Wlﬂb\gﬁlﬁé)lns fe?ﬁ]'lyc é\{ail§}3 o frelpaﬂlfé%rerit peanufacturers, where
such SORFiSHABHE cerRilll WRtE:Bpdditle Rt le@GObther!U AR ibMAIP UeNopan nefwork is a shared
system [0006] In contrast, in an "open" network t
netwoqlfawabva?téntw&bfltl%w SSFYAFe ARG CRETE E@p@ﬁra iUpige ﬁ}%*bﬁ%ﬁ%wgr#éo distribute
conten®! s g1=°o&>fviol'i§§:j m@Mw‘ﬁ@d |oné‘@>@1 1eSdraR @?&fj&t%ﬂ( 1 tﬁQiEthF MMRRh is a large, open
readi |l y avail abl e fron1d|fferen manuf act urers, where
commuiytpf SBvark dspigness ePyEpEr weniys iand eserrber bihesauRpse isdp coordinate the
operatQB hl%crll’laﬁé%%‘: Eﬂdo&/@iuhb{n oftfle P&kt nﬁlﬁ% Eé§olk/§ slﬁ)rtSfQ%re eﬂd mid-range protocol
net wor h potentially nunerous service and content
and  ayshigagiughé rissugss |ngn tnlq@vogh aretoketradnrred.obated on | thytlgernational Standards
€ y ng; :
Organ%gtg% Q%?)V\Dﬁé\ﬁ/ T t (léH%I c _Iegl‘?f ﬁﬂél s&g&)ﬂg gﬂégpahlgpﬁe%% adffitional overhead
depen@wmluﬁmemym@fk pretoowdt ksed evéulg memsum@p@ traek theypperdetwork. Many, if not
oor
all cur?egpsogﬁ?lgsﬁd’ rl%g %%S\éﬂr%eﬁst(%erg hwa&géeg |tdut§lpé %nfo%teﬁ ggﬁ%ﬁ% élf‘l(!rgigl while processing
hlgheramlhtsf end esdhtica AfYoprogmamge @n@ntrild-addnge rqsptot@mohmamdg is typically
]nmef%mm>%eg&u%qh L suesqug n network protocols are
d, 'based onrthe ‘érnational Standards
C)ganlzatlon (ISC» netmorklng nodel . Any given open
network generally has additional overhead dependi ng on
t he network protocols used2while conmunicating through
the open network. Many, if not all current solutions
do not have the systemresources to support an open
netmork nDdeI mhlle proceSS|ng hlgher quallty and

o . e



nore difficult to manage on such open networks.[0007]
Because broadband A/V distribution has historically
whe@s/ofs2s4 or ned by satellite and cabl e servi ceBCT/US2007/084152
utilizing set-top-box (STB) and personal video
[0007) Becwst h@adbRMR)A/dedistdBsion tHe hiltsialy bahi @rfoofed by satellite and cable

L I T A —

A/V oBhtehtsading Edasieq e @feapringary Seetiddhefr ﬂl@ﬁrlbﬁtﬁiﬁnﬁ@ducw h(ydlt&tnal challenges.

. .typical data r es f to 6 Mt er. secaon
EXIS“‘};\%‘?' \ﬁol“i“%lég %ﬁ%ﬂ Yas°© I%WF%F%FQPH%‘BW%}Ygﬁc?}glatagﬁas ‘Hé %6 Mbits per second
for act[\@tldd KithPa thlerh@rwebisci€ig, QRd dedrratn HAOR): valepbh-aéhindM¥OD) applications,
l1ing s tens and limted A/V distrjbution in the

billin . Al M GBS P SV GRS or Seaming bigher

quaht}Q‘H@éo' dnd/o¥ dROcARE! Q€ sdydhill¢ aRhan IFoaéxamﬁlégtgsaﬁohaJn& Migh Definition
inition

her. For exanple, to su rt one Hi
(HD) ('lndm) s{F e d @PP@QH& ofal% Hy %S@@%tp%feca@ vEh Gossibbi tagnepiepm of priority
bandwkIE BRWisihinB, ﬂ@lﬁ&h |QOSS@I{%%QH @eﬁlﬁcep rohQ Bet A dVY'thnQed for QOS is
prOV|S|on|ng i ncludin Quality of Service),
usually, deteraffdy g buffesias r?@édatFW @5 gxagmpls; ualrsnesse@ deeshridth eraqlwments may
necessm&g fal? [ﬂcfégse@@ﬁ)sl AEROYimd &[ay%m @mtchfﬂg VRS @&tent channels exceeds the
bandw dt h requirenments may necessitate an increased
averag@@geptable gl elapseil petwder dpnisbsolgeeens sngde b p Hegr whide cehannel surfing”, due
o buffet Elbhys CORRTRN S, GXCRLHR hAE pAYEIAIRARCRREARIEL nhdifiB delays. With
el apsed bet ween channel selegtlons made by ‘a user
existingHithesnet s¢lpgmmel ackiayifig g requitee pertpribufct avielmds tj'glpdysvery difficult if at all
R stribution of A/V data nust preferably remain steady
with mniml delays. Wth existing Ethernet sol utions,
[0008]ad:rhatc@mon,981fﬂmand eteri qoedmpe eltqonendeidepwe lgeneradly tvyrpicesl Isényltwe. Most
embed e?’é%rocgegg ];sl ?:Mrdxlvgre %ﬁﬂcﬁ‘ bl c%g' | bln%ed 1[131 %811( olf @on%grglel:rteiegt?dnics devices
er consune ni cs devi ces
are usqgptin dovakdsy anﬁbﬁeytuledmtlteﬁ @mﬁormame (tbeﬁIy refateecd el m11110ns of instructions per
oo PRI CH S DTHLITERR S DR BL PSR 358 Grsumpion
quite ¢o@MhRO SHor aiitdt fye@tudesighdrsyi thigdtipe tof r dimﬁ] @etwotky pide ak |a&d1t10nal network
refer d as m nstructl Jper. se
proceselm E,§)rel3 -[Vsrfhga éhe (If‘]%[g 8@@@%}? Wéﬁlb%h oL élé c§)r gcal on, %t necessitate

migratfigeech nﬁﬁde@@r\&ﬁfe Kaas LisB'Iﬁlhd)rD N I b@lihal tweth q@lmmmlolﬁo fhetwork overhead,

nost syst desi tlng t o, an en net
utilizing 3 an Efiﬂgdl?ef F?ﬂ%%? ernvgllmg% PPYEEI B TR RR A f{lJﬂeEHable an open
netwo&ﬂ@lug&’ﬂe@@ﬁﬂw viHeR aiinfing (d8loweBQUgRuhar eletcﬁi&n@é@f&lucts
5 catlon m ht necessitate n1grat|ng to a nore
[0009 B%?%F‘?Pé Ofs‘%‘ffé‘ﬁﬁné Habiipepnd nog replitme Vigee angiapeio cpftent over a shared and

open AW hQMREn RRTMREAKn QVﬁ[eBE@fdvayyt Fdriezhiide, avifledladuthtion solutions such
Et hernet controller wll pically not give the

as 301gldp.fhopnderitae brea qentidersd é%ébf}r%d 2ResH RSH AFFtIRBTOKRkss 3 itdjselytions such as

802.3 Q@/@ﬁg l@blB/aséMﬁ Riskh Wﬂ%%afr%cddﬂi%’ HRBONGANS HIE@ been considered. Numerous
el ectroni cs products he concept of

solutiopp Bt B by deGHPC st AIGIoISPE-s 881 A ¥ lecSoarscpt these solutons

mclud@ngﬂthsQﬁ) %&Q taccgéls%rsmg E%ﬁ%%Z%angQ%n YL 4R ad E am REEWolutions such

dressed in a variety of ways. For exanp1e, W rel ess
as Asm?awm@tﬂ dvangdey] Moo ST Ryrebrogous, Qptical @Teamklgg HOYNET), and others.

Addltlpl?a(ﬁg 9a91'8ﬁ§ ql%{hg(qjs Ioocrl lgébér’"‘ grg%@gqg%sh \%;:1 %ﬁ@r@ssg@wg%ﬁn proprietary

utions suc as Base
solutiongyi st ed MAre pai r encodi ng sol utions have al so been

[0010]8@2% iraggljé) {nv@n&r Qs oﬁcoeI tugf oﬁlansgggﬁ? ?ro%?esbee ere\:/ él'et.work systems and

possib

ccess an nspor’t
aggreg@orsesett phiesiey smqtmg @dmtlonabinﬁdmamtlhctties nctﬁvoukepﬁchst as in an Ethernet
packet, Clge gasslesn tufllh[_?orcgle}&rea efwot esss are u iz ]éc]' (%r plemented
er So I ONsS SucC ync ous Transter de

utilizigATMual) Pyth dden ofikou S Sdomt $Oﬂlﬁllond\ﬁtp\l\im’fekl dIEga YBONET) alloamidn, where network
others. Additionally, various nethods to achieve a
hi gher QOS have been addre¥sed by certain proprietary
sol utions. [0010] One approach involves the concept of
"transm ssion profiles", where network systens and



aggregators sel ect paths by detecting additiona
information in the network packet, as in an Ethernet
W@2awRO58254 n ot her cases Virtual Local Area NetMF/KS2007/084152
(VLAN) tags are utilized, or ATMis inpl enented
systenld tnildyibziartgite(cvddrshclaﬂh)tt Ipgit- sﬁoeéd.‘i@netsis isi po8ded Soprefrgoénel-domson multiplexed

(FDML%{% eﬁre gv%?@@angﬁggé\%g} l:‘i]tg?ﬁl?t %Iargdéogwheﬁ gita (ir&Cﬁ a 06%1 gansmlsswn

netwolkCaresiger f&mpsfondMathnpoar Ddvegu enaly -tghicallg adstawidotvipteaxiedd upstream

chan , abling, transm ssiaon of Ethernet
band i L B By A irar o Beed o A Sof FyHEEL opious network
packetﬁlelﬂl\féfﬂis &¥rtra@ipdR) mhOr dieit sEIMbdsAingPme interhde \Pr@ &1 MBI Bl some cases,
ically allocate downstream and upstream bandw dt h
Va“"“ﬁ) NBFEYT- 8‘&%‘1&3‘} PEAPSOkstchras éraﬂ%}é‘ﬂ‘éi}oncﬂ%ﬁﬂ]elfrgmﬁ%gjé%g nppifyed.
[0011F mwe@s S REBBANE JyQEmY Qipicalks dh @bVEITeK aR @@&ehawoﬂkmotuasmum around
of transport, current solutions utilijze

standaydnqndy Widely I;uls%lt %%qrﬁ/ (pfqt;)cols|(ﬁgstgﬁgﬂ€g§bgrotogg} fh@h§ capable of maintaining
perfor@@RARGELL RYuiRdd if fHe Rk S PG she SHNY ARd EERNIN A FipREramming content.
Control Protocol (TCP) are enployed. [0011] However,
For expgpte. giieat iyrigmsydraastapdast BRPIY cagrlier seer dg Aotgyev for movement
of realnﬁﬁe\’!@&ﬁnﬁfghéﬁ 6\@{]3 %itédtbaﬁ(ﬁ@ﬂt'ﬂqoéf i qgﬁs@alﬂﬂgto%lq@\leﬁeﬁl%g gerformance
network protocols (e.g. the Ethernet protocol) that is
levels.capabl e of nalnta|n|ng performance | evels required in
[()()12]t %eg l:oct{eg%&ﬂltn Qs@uegfrelaécg n)etfle ng’}l aktt\%ll%@&)n{eea%gérwt & Qndagk\{led in the art
progranmm ntent. For ex l'e, current systens
after cernpdring puvh psmaﬂmtd’arhdhﬁorh@nmtentiwrdeichbadéle@eher ally do
not allow for novenent of real tine stream ng data
over a limted bandwi dth |ocal bus, thus failing to
achi eve desired W] Q her
[0013]; il cr)nees’sD P Qfd eanr;nt%lgi]llttﬁcéflge% lr\]Irgtgvlé) lﬁ?vwgo(l L )Snﬁl rble %{)nf%fl{ed to enable secure digital
video mﬁammmglong Etthll[Et |fn‘r|HD (Im‘ht de\ﬂmhbn)tdi]gtapﬁé@eiyttemmvmtl‘ﬂm mag@$perate in at
least oge %fc tgvg ?s % %Br&ceﬁ%orﬁ tIrg)de gnd%%t;lr-lHEaf(oln%%g% Ié'm K prﬁél e % east three high

level famdiibhgue@drk iatesi@dogor @ QN[([’)BVlddacgd;tte&thmg iofkead $V§ @ﬁ Ahdgand-alone video

ey Sl o B LB S0k, FEhd o VH0R0

Host @reShroRedCaIflfHdQF @S tandid® ADdidko Strénd-ialcopRcidstanodNghd the SVS
| evel functlons

d I h hj
may amvﬁ%q%\t/rlfﬁglgg %naséagl 21 ﬁftf ]11235 e, (wNL%)t mtqve&lélgn i ?.neeéfﬁr%bHost CPU. Software

associ@d WaRdnhd Nﬁo}nay a8 dhxfi(le@rh%oad\x@nlﬁalﬂlcdﬁgbrﬁi I @adIRY ficrPVRY -running on a
The NI C may nFrlse st andard network access

procesgipg piif ‘E?ﬁ%%‘}rﬂp HREDVASE) HPéS/SOQWé‘B igended for thelfogigrieedspy EgU)- The ND
may aRb bt eaigtfed WidhxRaAGEWLSkdr DNPA Viif8OMShé§ AB& s Bapabilities to reduce CPU
co- processor node, and the SVS may al |l ow vi deo
deV@PW%HH?%@HYHm§F§W@4aIone mode, without intervention by
[0014]aﬂ1 Qﬁg ﬁﬁﬁlﬁlmelﬁp sbtamg:Eder §Q§tﬁé@@é‘t Q\Hésa%ge% ﬁia? Qe %Jvlﬂieﬁ I'ﬂ)? tNDND network

divided into two main cat egorl es® control

driver fwlmh/wyéoeroaﬁf#ﬁurﬁg tpRsea ety NI uisrfpcee whilg Qj‘bﬂﬁé‘%ﬁi fBPPUOHS of the ND
may bd Q&e&@ vidh Qec%&%{edw Lﬁlglﬁga%()h Blto B%‘ﬁﬁ’ng 19{erfE£QN t In {)rr(]ler to seamlessly

processor may a be confi gure W _
execupxthie NETQ duriondiy. D NRlimwobe rerfimipdackss) wo TCPIP stacks running

SynChrSl@(ngl Oll ats gl% Eik?a’%?ﬂi‘éﬁ?cr?cgﬁg Y Q‘bﬁﬁm&s IHE%/\SI . Eé/ data traffic, while the

transactio enbodi nent, ayer
Host TEEHAEr stesk nidly Getars cernsstemeand benfmu(wth@lé@ EQP/ﬁh gadkDo petepiovmky specifically
conv. |
demgn%le% rgflh% P@ é)gf{]eoag% ee ng fd, g tt(%'l %lg g%g?sgc{} ﬁgﬂ{%bl%ﬁ%the ND. The

ND Ethenacgess edy ‘qpmaraasdies)rcgmm MW(MB calppllllmdattlhedmost from which the user may
configgr:%gl%{]@grﬂtt@egnel\tlg%ree% Boﬁcgtﬁ?lrg%ﬁ;ezl\{}ébtaﬁ rré%e rontf1§ur6 € physmall ¥ayer link speed
and dupterfiogelrcedighe thameltitaaofilECRtngs, ahdctkan auhréandpe Ethernet level statistics.

synchronously on a single Ethernet interface. The Two

TCP/ I P stacks may share the data traffic, while the

Host TCP/I P stack may act as a master, and configure

the ND TCP/I P stack to accept only specifically



designated traffic, thus offloading sone of the data
processing to the processor configured in the ND. The
WODOBOSRENet system may appear as an ordi nary PET/Ws20R7/084152
controller to the Host, fromwhich the user may
[0015)c 0hd NPpumey dlkveopsitebhhepagethrotph wede tomlloWtalitid Etﬁérnéthﬁcﬁ%ﬁb reach the

Host ISHeRY o6 88 ot it R fidtor e pithepBEE Forliea in the ND,

when @8 Hlosthieaiso rodvecdliehas EﬂlﬁaetEfahﬁﬁ nﬁitpa!;sakﬁehgh mode the ND may thus send the

tistics.[O O operate.in a
Exverni Gt KGR (Gt BT 800 51177 SRt Mo et R et fr example
when the fiedt dbdye’t hpgtan W idagidd, oaRyntOb ubd B RAGK pilofocliei NQ
i nt er cepted and/ or routed to the processor config
[0016} o ppny INEsentihe RO REciRbYtene d§d Tempaisden eongiol P‘tof?é"l) Ofﬂoad engines,

or spe&tify %Hlafolf%@ﬁg Illé?' tﬁaﬁlﬂ'efngﬁtaﬂgﬂh Aeglgle ptrda&s&l[ﬁomlﬂgmiﬁCP/IP stack
send the Ethernet franes directly to the Host with

ut
but actérrgyas [ paptes,and oﬁ}()@élég the ﬁ@dla\&ﬁlffélﬁo Webgro%@r l'hat has @Ifull functlon TCP/1P
stack. EXQTRE 8y stthe Hhasl RR1Jdesh ofRES Ro- f)ro&@é@ aéhglaf a@gﬁﬁleé%etvx%?k termination
want s to use a Boot-up protocol. [0016] In many
point thptareiagies digyPreienehbaadera pndsRastea st thy@pa (oriha lgp Rsedessar. One of the main
dlsadvgg%eg ot sd:) fl QbIRGESHs Jis @hd ho @l@st%&'e@glsma}pﬁot%@ %ﬁérgﬁrﬂgatt)lfﬁ(ﬂy utilize the rich
| oadi ng, may I mpl emented with a single
featurqyraf b eratmgtsyﬁgm ﬁl@qeg)erﬁ@}njap@ Rinalek isheptallychighh grhes traffic to the Host
incread¥@S i r:on‘?tgg £f1\hj) ﬂlqil g c&ffﬁm@& % ﬁs 4 féfatfufe orthat@rQsoéihﬁlr existing operating
processor t has” a function TCP/IP stac Yet
systenpsthyetures ¢ gt eﬁsnwraf}rewﬁb hgleleectare toftfiingh tiaf§o g the déast dlereby rendering the
' I t o .
perto L 19,05, BT, o EROILELML LR, B WP e e i
features @f thzeopkiogig mt@mewmynalﬁmﬂélyafetetﬂmae whatrpodios adfl tertafigeto offload to the
s is that the Host processor may not
procesgorcg&éureg%t%Wf ully utilize the rich features of the
operating system The performance penalty is usually

hi gh when trafoEIEFtD%SthiﬁPJfﬁdjn;ﬁaﬁgswg{lgfom rast,

the ND may be rgtre features

0017 T ety T SR BBk SSRGS, A el pi 0 Ppsig may be more

compléﬂdstundérh&rdebgyrdfﬁﬂﬂe tto g fb]lkﬁv1p§ ﬂétmteﬂmaﬁbﬁpﬁmﬂahd:nyread together with the
n%gli i bl e, h?ut conprom sing the flexibility of

acco mn Eatwuftgénb‘f’]l“ ze the rich features of the operating

m an deternmine what portiaon of th :
00155 ¥ 7o PARoitErel of hSUE HESOTHF SBHIELGH 4 Y B deviee (ND)
operatii.in EB#IEEesQEm BT dGreahiiy BPRAWINSSCPO0kAdrdihB@ one embodiment of

foregoing, as well as other objects, features, and
the presef\y SNEUBS of this invention may be more corrpl etely
under st ood bmef erence to the follow ng detail ed

[0019 Eiec 2i spe o iish dageen elotdidpdtudig DR CRHENBRES Y Sh{ficAYP operating in

standafh@Wb @ittt b€ BPU[ £2638hg [ dhe ehb&aN® of € pledeACikvention;
di agram of a vi deo/ audi o system confi gur ed with a

[00201 1 Erto wd eI bER Kk ANEhmQP AN HdGinieRt & AreNIO GEHIRs. R4St O
fg | oad stream ng froma Host CPU, according to one

[OOZIPFQOQU IBR a0flodkN@aRhiB SBRtradldVetid ARnadeROkHbr HleOND2according to one
shows the bl ock diagram of a video/audi o system
embo%@%ﬁp@b?@dsewlﬂ‘ﬁnﬂ% ND operating in standal one node

hout a Host CPU, according to one enbodi nent of the
[0022b ﬁgs & shows i /agrqng Hlust{e@gg 0] thpr@et doivesrr@pidguEgsian Fir greldND, according to one

embocﬂhéﬁB?tHé?:feseﬁﬁﬁv&lHHP%c{mm of the ND fromFigs. 1 and
Fig. 4 shows a block diagramillustrating

[0023]t F%f %'sﬁom@%ﬁ% nﬁustrﬁfng atlﬁsswmou??ﬁlgﬁéjééﬂﬂ Jrangrfgr the ND, according to
nbodi ment of the presént 1nven % 5
one e@@éwnwfdleag%mnwmmt rating an Et hernet dr| ver
configuration for the ND, according to one enbodi nent
of the present invention; and
5




[0023] Fig. 6 shows a diagramillustrating a
pass-through node configuration for the ND, according
W@ 2008M0882841bodi ment of the present invention. [ OBQEPS2007/084152
Wiile the invention is susceptible to various
nodi fications and alternative fornms, specific
enbodi nents thereof are shown by way of exanple in the
dr awi ngs and wi Il herein be descri bed in detail. It

0024 3¢ e SRS B Feier B e e e R AR Buir dorns. specifc

embodihiéntd thatedttatedshow @b Wey @rakiirslel inathe dravimgdimsiclin $edin bodescAbed in detail.

t contrar t he int ntlon' cover al | .
e shop e e o Lo S OB B e S FEH Rl oiog e prgor mended to
limit thé ieitiohhe tﬁ@pzrrtltutaarfdms aiof6se@f bt e (e esfty, iRViaRhiidNis to cover all
as, defined by the appended cl ains. Note, the headi ngs

modifigatigns, 69“16211% Pl rqtayes W%‘@g’é‘l @ﬁlsli’/mh‘i‘t’& SRS %Gt H’i‘ie“‘ﬁ‘ﬁtme““o“ as

definell Oy e WspeRtieli QlalirhdT Not! the MERUHE Qfe foh Srﬁﬁﬁlbhﬂtphﬂ)@se@ fonly and are not
clainms. Furthernore, note that the word "may" is used

meant fybeqyigh UMt P iaterprss the dateription 45 chine rFrrrtB%rwe Bt that the word “may” is

used ﬂ(rbuglout idipfBatdAGn Q%ﬁtﬁgsh@lseﬂs@ (Iebqrartg el Rreh @ to, BBihg @ble to), not a

mandat ory sense (i.e., nust The term i ncl ude, and

mandaipsy i59a¢ ((gnsmeRer de eredpcladenend drigionsubieret mpanmircrgling. but not
limited @" - ThHERG ! ‘€5 dPled® %Q{se‘@rec ﬁdtregﬂ}r &hhdcyea®r indirectly

connect ed". TAI LED DESCRI PTI ON 'OF THE PREFERRED

EMBODI MENTS [ 0025] As used herein, 'DWORD , or "Double

fo d” @g&tﬁﬁﬂ ﬂl%dﬁatﬁ)?iﬁﬂﬁ PHEPRYFERRES E@%@DMEQTS

[0025iéworsd baeipr IBEARPA @ ‘IResble sYeiem vsed to yeferewsk|ay32-bit size data word.
ke

TR 0y S LY 0 L SEA08 B Bl st

embedgg,ds tneon dieentlyr 'yl'terﬁ‘gq:mg' methot enymd r[mqjo;S'sn]gsfngr mdfoo cattmbcmnyller “Remote

systemn dtngmc{r% lscie;rd Ireln Q)ée:. ?g%?ﬁgsrtefe%ytﬁtat%}r?m%rglte co?n?)rtTeg rplrl’?tglg glg)%ls%stem but tnot embedded

in or damndlyonter€eivgvath theocwhtm Iprcees,smg; nmaarmmlnocryrab@nmollesend ainremary comprised
in a remo[msp(s? étstmcn%r ?t'_e]olrl] St s fstre:li%em hréﬁ C|(;IkIJlSI‘ISF(? }ﬁ thee H‘os}} 8 s?em a remote memory

are
may rdpﬁ:}%’ne ﬁembryrmﬂli@ddjéd enbpaligkdalidaviee p@ror pdtﬁii(ﬁlbl okeMirg @ot directly interfacing
tthﬁ ad |t|to(?ﬁn menory not directly interfacing to
o the ﬂ%sr%tfgt S e@"fé{@&? cated menory bus. [0026] As
[0026]a|AS Qlsaseed h&EtﬁJ fnd @&Ngbpasd &;pplsys&@h t‘@ealituﬁy St‘ %ﬁll—tlme delivery”, “real-time
‘real -tine" reaI-trnEIdelrver

operai I GBI AT ST 81 PEUHEHT O el QAL e e

and/or@Ry tdMRPon&ih @B@put i@hal $&tou@hit dgnal@)t caf b@pdtesjed (& gtellibeated) continuously by
syst em and/ or any correspon out put signal

the syséqﬂ Ellﬂle %rpeglftl 5ﬂk§5 th% systepdo Blpbt@églgreralq(ué eégﬁeeqeé?féég)nals independent of the

procesSiRR ALIRK H48hdl BYtht RR Y ST BIbNWSE thd Rul LiglaBK8A doR€sponding output
systemto i nput and/or output t he sane sef of si gnal s,

signaly 18 &pian @EREss ol e RERYF terResichy Py dlcay SRR FAY CamIpgate, on average,

with Y&t %mhnl:mthg’tn@@tr si gHRIK gt%’bettng ?ech@&fﬂy (8d Q;E@IIHS Ve the word ort” is used in
correspondl ng output si gna s are bei ng pr ocessed CP

the cogfgptt 'gﬁ Qoftpwg@p@ gtapglgag,on s@iﬁwgrﬁ @ncg@xgip@mftggreaanﬁ@f @ the context of an operating

systenfs gm%rtéir&er t8"n UG %o a\Mgiclal ERGeckiad & @Bet%ﬂk%@st&ﬂ Sor example in
I nput signals are being recélved by the system Whe

TCP/IR laed WBPhetysest "In joge gps @tiembpdinhpatse o ripataungfer siofit hearsed to identify what
f [ -

type ofe%&h ﬁ%@lﬁ% Irr]&fgr)g(ﬁcgﬁ] ﬁgrnetx\é\%}élg at?rfﬁgﬁg ﬁks{ctq%r}?ﬁlrg B&@B& mg)gﬂq{u?lger 80 is used
for HFER aafftco &n aeqtidpoenof eobedihedd. calpatd nrnectilm) mepr%era a combination of
encapsﬁ%%txvﬁeécsi&)ﬁ]%ltg%g]ﬁlgsf fgc{em %ﬁrfa;ﬂtp %Tg%le HlteIg’Eg ILE clﬁﬂ%r bg%%tat

may be used to identify what type of port is be| ng

referenced. For exanple, in TCP/IP and/or UDP

net wor ks, port nunber 80 is used for HTTP traffic. In

anot her set of enbodinents¢ a "port" nmay al so

represent a conbinati on of encapsul ati on header field

val ues fromwhich a single interface match may be

obt ar ned [0027] AI so, as used herein, transport

o - o - o o oy



el ementary streans, service information, private data,
and/ or conditional access control anong others. The
wa@l2008/05826ket streans, which may include video BeHUS2007/684152
streans, may al so be nultipl exed together and
[0027]c aivoesst el har¢in, “thanqns podain ipadhket $TST Bruséd arnsgehasli soike to reference a
._over the "transpor streanlln rfac 002 n :
dedioo i GRS am LR ante PR B Jet At WERROAE] e been derved from

elemelﬁﬁlﬂ/sﬁéanisnEfﬁﬁ&ﬁﬁl&)rfn@u@, phﬁtd aiterdnaoe caiditihflelctset control among others.

interface t are.np i m For exanp
The dig pRc 3?%?“? ]P 6k R g “d§ M E‘ﬁ a%dzg‘gfoe%rﬁ?lﬂsg md‘étaLi Pmug’ﬂ?lexed together
and collfte€ Qi’tﬁ)‘fttaﬁ@)oft padkets’l IFEtrabsEIB 0RO BE “@Adpdt gfia:tna)nteaira&
transm tted over a standard network connecti on
0028}, Mapy e e 1dax SYHEE LPBIY 2 WSk fapneri FHer élit?réaﬁ?n(fh% IP-interface or
Ethernd@ih@rthc@) th&dedndt btinhifdde 'Fgleéiaﬁﬁ@t\kfﬁéﬁtcétﬁﬁh tgf&s @f dla, such as streaming data
renderi ng device such as a television display or audio
(whichy mgy efoynprise; reglme ividse aiéetl Yo Bt ragh §sptited V6T t2hgandard network
connedddf (e ERWEterheMBhhe &89 H RYE Fordhd QedhinbUsta dNLAGIitsQNEEde@ destination
menory bus or 1/O bus. In addition to the Host CPU s
(e.2. apendigiing dpvigattchgs ¢ Slavisiondispanar *fpyplaee. is mpe Hrsf rrgd dalpegransferred to

the Hotstk@f[? iTRYstlchk€b¥r 21089 bREARPERPE hlgﬁoﬂcy%s BansisdtDaddol to the Host
ot her’ devi ces coupled to the sane bus. However, the

CPU’y eageibly ddvipg esctosmitigd lsgpyt the stgagingGR. mheye bay bkﬁéy elsp be gontention for
bandwithh Yich |RROEOGL REpRLTE AT Afhe 40 2Hb G REARASRREssing by the H
ml“gﬂ Q%?(}rangﬁf &Wb tﬁe strgan%ng &gég to Eﬂe ﬁ%stﬁgéuyte ost
CPU may be pergeteddes viflnatiiothe prermiag detdite at @ebroaesser, fapd/er transmitting the
stream%édﬂ a t'i)r ﬁgsq rCtPUS& &tsgr{at g‘i: gaer taoqeﬁlgitédel\ﬁ%rfg&e e |é'oéerlnsport stream
ron1 aving to p orn1a ti1onal processing
interfagg)d¢ ctiefeghardost (ORY form hdvingttp aﬂéqnntaﬂédom peayHimgardét dormatting on the
transmriljtyedtsgeakm C%cﬁdﬁae leﬁrt\\f/\l?r%ogef orwotug 9%?3&%{618& omfun am:‘ rgegxéosrlé c%nélectlwty for
the HANAP©O while proseysing hrﬂ@dr ruemsmlmmgvgscef/mg Oﬁfhbedtédcﬂataa)vel\me‘ dddiveted interface,
nt to.e CPU to fully
to ena‘tq% %F?‘fz%)ét%g)ﬁjetorﬂi%{ IZé % Ir'ICethIg% re% ?]fItEe Oé)glfag?% S étel’élys tem
[0029] DDA sel de fﬁtfﬂﬁdﬁ&hts&f Netvbadbévidat (SID) analidt \Aﬁr[ﬂguBE\td) €ble secure digital
confi gure u i.tal videa

enabl e s
video SR g QUG Epr B RCI<P oY atur & P deg &5 AmGieo sems
The NHDm(yhipgﬂated@faﬂ 1edst driRIvF tvih @bdedlla dbl-;ﬁi@!ésssyﬁ&ﬁnﬁlustfﬁfbﬁ 1INEgnB,)énd a stand-

a e in at | east _one_of two e a co-proc
alone Hi?g% ysfrptgd i3 Btged- | FRepNy. may Prélh‘goét gﬁ%‘iﬁ‘&“”%ﬂ“@ﬁé""ﬁgg‘@“w“ network
interfatd dodBSINBAGvilidd drbgmingoffIdiE(VIND) BY staﬁdDMb&en@B sdr@ﬁﬁﬂg (SVS) The NIC
three high | evel functions: network interface con

may c?rmr@ stapgaddistveark acqess iq.@'lc%qnﬂltés,atae t]%@ay endble HestGRU gplgﬁ)ged offload of

high-b¥d8&h T € RID RBeatnrS\P)co-plddsdl fod¥B Yn L ARTHVISS Bays LIRMI e streaming in
network access functionality, the VSO may enabl e Host

stand-gtpng reslst PERQUE SN STRERBY &M RiPreFEEAi dheicipbtey Fedetsd to as Host CPU)
extern§ltt5 8_ND .| SbfaArelk QEiGRE Qith R m@?ge (ﬁﬁlﬁecﬁ}ﬁ% t%ynaﬁ)lr I:eQé’gorles controller
deo streami ng in stand-al one node
flrmwmﬁfﬂém%rﬂm DAOBRPSIAZ M condigied 4% fhe NI nﬁhﬁrelqlhféqr éﬁlrrﬁa#lkyéﬁferred to as ND
CPU), a%ti q{o@tegfttvgre%ﬁ‘temgtfor%éa{oﬁ)@ﬁf n‘ﬁle INI:) ﬂngﬁaIMe C%gflétwg{ Rith extensive
‘associ ated with D may be divided i'nto two ngj or
masterCQM@g (ﬂﬂiegtsmerg@map@pq) gqapq‘bihtm%@ﬁ allystrpted ﬁ'gthn 3gto reduce CPU processing
igured in the ND, (hereinafter
Omﬂmggﬁégégrﬁgmgn%%%égﬂ%o as ND CPU), and Host software
[0030F Kige hdedvsfone embaaliras in WJREh ardlRB lﬁlz)mzmye gdndigurpd to operate in co-processor
mode g esséjgnglg %’?b {—ios?)g S% éﬁg) ?Iﬁ‘)a ?t cllglgé %g:?léltne g’gt&tg%kYLAN (local area
netw01rk93 d% enCPlikipt Yoks §|yngn (ﬁp@fi’ 3.90 ob¥y tﬂ@rmﬂgbmwmf)a variety of DV systems
alread n 1S é%ltcel: ona? \glo%gmé ed gste configur d(%o recelve a cilo/mgeo si nals which ma
% RC* 1827 e ® orlﬁ|gur‘(%cf> 0 oper at e g y
compri3@ kﬁ)glﬂteﬁsmom amhd/@qdas signelonpianartlitofl 52 ahl‘b’SIt aﬁymiaehﬂ( H&) generating
100 that may include a hone network/LAN (local area
network) 192, and Digital Wi deo System (DV) 190. DV
190 may be one of a variety of DV systens already in
exi stence or a newWy designed system configured to
recei ve audi o/ video signals, which may



conprise high-definition audi o/video signals, via
satellite 152 and/or antenna 154, and
W@emsns2sngt ransport streans (TS) fromthe recRCT/EM007/084152
signals via tuner 158. The TS may be provided to SOC
transpdr6 Qrecl e T'3)i fping diengdefviell signalngiatireouth TS TS mpy tbe peBjded to SOC 160

cemul TPy Qi e TR o B PR et o et RR B g rfgeine 172, The

filtered/ IT& nla$lbe pasvided 8Q Houb ety dNDLAB2192a64 THIgpoats1 88, Dhat NGl 162, acting as a

o B0 g e T b SRRy B 10

Optiondilg ey PRl p@ﬂérs@) dBfthe filerdd T8 ehede diSplagy chaim Idfspﬂay’aymjthrough Video
on HD di ay 156 through Vide nt-end circuit
front-ef G5 Fﬁ%} BT e B, S‘n‘%‘ﬁ?ye%o%g%ﬁtb‘iséd 5tich may bean
I°C bubUsr ekdBple WMBOCHi 60BNd R® @D nlag Goldlb colpkd 8 XRBIVE 18465Fcdi@uration and
and ND 162 may both be coupled to Host bus 184 for
User aCeyif i gurati on and user access. [0031] In one set of

[0031EMP&RI sBESHembod¥RertO ADTRL RAYPLOHE 1S Lys@MiSIoe Widh QﬁFT‘N (hgaertext transfer
HTTP (hypert ext transf er protocol) streamn

protocply stegapierriilepdsiosingsyae R YS! ¢ chimd of ép h@%@l@ebfqﬁ@mbﬂm@s In
some Jrﬁﬁ)ﬁ%ﬁﬂs bf'l'l"TIt .’st%%mmk %a%@%ffﬁg&g% RS mthIt% s%ﬁlf)ﬁafﬁ‘)lﬁgtlons running
e of fl oaded to 162 using two sanple
on SO§p%|04 dans. ghee-prageaion grogh NSOH218®), befapgiting ¢ acepnpageetp o SOC 160.
While %%C NB r%%?peffgﬁfn Qﬁthgaﬁ{s @Bérﬁgeri@éc & ané Q rﬁs&‘hﬁtprfal:cg video decode,
l'e the SOC 160 may performal [Tthe tasks
PID flétbrargae'lceﬂl‘ﬁi’ i162 ofay Y d;sg@ated &0, pprfopsiog siteming ansenetwirkieg functions to
prov1dg§919tqg aF ﬂ Br faélcilﬁ%?r{elt\{/]cgk c§th€e 1V1ty N"R c%% IH(%G dﬁﬂl 1%9%1%9 provide both
to per rn1ng stTeam ng an net wor Ki ng unctlons

Netwonf loteirfdee Gonpyaltey (Pél]C) palpﬁtpnﬁ]@y alatjﬂudﬂgStn:@mwgrO{ﬂoad (VSO) functlonahty

[0032];%?(2%“0%10na 1%: rlnzlg?/t Niné @ dé) r%%g se V g}ipﬁﬁl}lig ]f \xécﬁﬂalcor%t%ﬁer such as
receiviap gacifetsl @om Sfer r&amﬂn g1dCt)‘ah$rm&1ﬂg @hﬁ@)& tof tbmmettwmhal ia Etjylernet connectivity 186.
This 1[ﬂ%yr 2:1)1? § %egcf 1t1t|1 1OZQ Ija%éyé frrg])g ¥ I nCl u ﬁ]tr?ogllo eamm netﬁork communication
tasks Hs Gvelll vsunlg ap klﬁlbﬁ)v&fsi‘ngmot hﬁnp]ﬁﬁdmﬂj{v aB(OJ dEsﬁngStHhtt intlnde non-streaming

netwo;%mgk e%%))ll\gtlgflt 5&5 g%@l\@%%b{l%ftﬁ PF ng ai g]g(p E)gc}vid\e/:i alt ytan]dﬁr%' OS-specific

interfakeOdw thamehal &t NITOd V81, lef:abilth §) i St g WV KOOC §8BME toC@k ia heir built-in higher-

t asks wel I, such as Web browsing, to conpl enent DV
deIT@ﬁhH%@Fﬁﬂ@mﬂﬁ@Pmrﬁ@FH@énﬁﬂﬁng?rean1ng net wor ki ng

[0033)C &3@biuhdtioh 2%y mdNgroNiGhE URGyl 10 Balirdc¥ive HU\{@lgjaﬁgfuﬂﬁdh) &ld%@ streams (or
provide a standard OS-specific interface on the

| eve
other G151 K e AT G S hiyomv 98 1SJebehl by 180 and 152,

therebyl §1%sea lihe DRSI findAbAlity-tb DMP géaseahh/%mMprf@ﬁcwdﬁty to DMS 164, enabling DMS
164 s i cations without requiring any chan [ 0033] VSO
a

UPi oREp inety oftesyicevi teceithi cabpdimenys.t Q bamgonaice e enable these

streamh@ &ﬁﬁbgﬁeéjﬁfdu h tHeQRI ofvétzglﬁgd SN E@rfgs(e éOMPEGIZ] 81 E)MQ?%h(Qxf/n in Fig. 1 as
deo streans) over hernet 1 di rect hose

TSI mﬁvtrr@ﬁﬁotaw (&3 tppsporpéﬁ svhmmeawaﬂ@@zon ¢ majieatyyef HD video SOCs.  For
exampl¥, BPRREARNG LN B&‘Nﬁt 1'69 %ln' BMsh 94 WE&@%@@%&& b%viai_%d {0 S0C 160

functionality to 4, enabl i ng and
via TSapprinl@ws Pk W@mrde@sie thlerHIB elreanp Nlaemf@dﬁ Wén%nsi any/@ideo portion(s) of the

£ g bl by Vi blsg v ol SRR PAPEPLAI & &R mbodi
“Kmnﬁﬁggugﬁgﬁﬁg u%e agggrgﬂT port s]%g' MPEG? (% mbodiments,
(not shyymp,sspreangihg dlafa |r<n?ell$¢<g ovet EerH‘ESHSG mpybe poted b]y8®Daltﬁa tq Slternate and/or

t ' heri

addltl(ﬁ% [S)ytts é&ﬁ%&%ﬁ[ %%'1:(1)%1 ﬁgth%{ cgo’ I?O'Y_%)Jg)?e lgr%gﬁ] Itogsc(g?\}g% b%ty coﬁﬂe ND 162 to
other (2i§2ndtivon AdNBofah4argat elr:v@ts,hsecln:eta dig6l medja ﬂiweporca\dlxpw degce capable of
decodm%ﬁe ]s't(?e%mmggda;rgc g%[)rtda%c% é\/lth cef?rlélgngl tar. %f des%%gtgci% o (385rean*mg data.

the streans nmay be di splayed on HD dlsplay 156 via

Video front-end circuit 174. In one set of

enbodi nents, (not shown), &tream ng data recei ved over

Et hernet 186 nay be routed by ND 162 to alternate

and/ or additional ports (other than TSI 180/182) t hat

do not couple ND 162 to SOC 160, but couple ND 162 to



other (alternative or additional) target devices, such
as a digital nedia player or a display device capable
w@Roodessasi ng the stream ng data in accordance RET/HS100B084152
original target destination of the stream ng
[0034]d afllast{eDidd | prétbdol sihd eantem (pr@eivn podceaing mHNbe pérformed inside ND 162

witho ru%h@ﬁ]{nér}? ﬁ{"/ gbgcﬁ@z%ng@*n%egg 8 er{cfgo yld ﬂ I@?{{SVHF SRR RRE less %ridge between

Ethernbursstan® Mal pdity 18@1§2r @VI@E 160. Seand €8 sf dibodigenioaiow@and and control may

be im etélll?e%r otg .Z}b%g% qag%{lgt I gg%ﬁﬁljdg %yl%’tﬁ\gﬁ E@S%Pa 6ge'éigln rzlmc? Qs%r interface of
Host sdiqah €002 rH®vaNconkand @R Eddtrbli fendtib@aliSadyf Aaak ij@ma ilplen@hited on SOC
ND 162 |nto t he de5|9n and user interface of Host
u

160 andy NI - rere N ey, UeSiamraiter Airaoeatbriem Pahc of- b paager in which

ND lmﬁolﬁalra‘iéé VQ& SO0 MEJ Surin B RIFR M the Q&e@%d%&d&iﬂdhd\l@em Host system
where ND 162 may function nore autononously fro

100 topBfgin opHEumdRTIRFIaNGT GRAPEHYED 182 N6 Sperianits apd Vﬁoé@zﬂonahw may be

made #HadlULin0BanksRly @BeATBY AR odeHE Bl etiIoRARESOO@N 66 Rfhave basic network
needs of Host system 100 to obtaln opt i mum per f or mance

accessythilpgHloaded streams pGAN PIREIESSf unct i onal ity and VSO
[()()35]f ﬂ%ﬁ&dl@ A&l bd YordBMac 1S TRAR F%V@IIJ ﬁlbe!x@mﬁllajg'% sttérffﬁ] %9&' §1|teYHate embodiments
(when i n co-processor node), [ ow n have
may npfaepimprispethoverakt @@@e@@tsmullh@tr@ﬁi 1n01%1€ie1d a@-’c 9tbqrp@sselﬁQecqmponents may not
perforﬁrtﬂ)egé'xggﬁami nggt%lis Mnd g*rﬂogen?sl sﬁgmpﬁl P@%tle qn gQ@Ial '#% :}Qsoexemplary ofa
. IS an exenplary system an rnate
Host smch g’réifﬁt KO0y which a gigatrprtérEee telpe Hest ot l%onwbm sagprel iawrface (e.g. TSI
N ' | 0
Input irréé)ya%?]g{’S?B&E?t 1%%)]’: %ﬂ%’eb%c;)gﬁém%cggndgf %ﬁglt%ﬁigﬁge %? {‘E%gﬂﬁ%?,tvath the network
device@d}sn‘pgmyﬁﬂirg asiieovank inKﬁrﬁbegmteﬂfacnig’to g@n@n ipe anegworl (4. Ethernet 186). The
networ%xc%n@e I%:] gurr&erabe C %%1%u§é/ oen%pergace %itggllﬁiosp %%éessué%umt d&h @Iam SOC 160)
through nheefifsamd se@nd .intdifices, lfqmu‘:keh’hﬁ@ngm:da sl foo ptopmlingltBe?){o_ﬂmyocessmg unit
conne(%t)lﬁ/lty (t)o [he %u{zvogé\\;lla Ctlge aﬁgs\é\gezt:\gor b Itgr?ar(]:a ( gn %g se?o& dlm?ritlsg ethe network
devicel antl @tef IA@t plgcdsﬁn@urgﬂ nignogeyfipe b@éonlﬁlgﬁmm fokenfilele Gata Etlhetfalﬁﬁhitted over the
seconq1 i?ﬁe ?cregggul{%fetow %W%&e Ft&)&(é%gs réltma E{CFS%%‘lé(t:}%nnfeWg)LﬁﬁVlé%%ﬁst interface,
muHh&ﬁ@kahﬂ@ﬂ@&oﬂ&&h&W&BHaﬁﬁd second interfaces, for
data and for providi hg the Host rocessin

[0036], Eﬂ%% gfnﬁ CEHL08 t“)?lttaéldt e YR ARVICA Aoy HBerpipreseaqh (it %e ability to

receivé/Mirehfia@fs flofy/@eNge SRiwak frbadidkamnd: SdevicBe B@IMOKK the network, and
devi ce and the Host processing unit may together be
indepeadsfly iacesy thodashispiiwddzgny thege ﬂf PRSI tbaldh B aptwptkedevice and the

Host [¥6&QME hifit BIvE ke satiembnl AR aausdsy W ddbitbh ethé"@-ﬁfst rocessing unit and the
processi ng unit accessing the network via the ?lrst

networkp feiqea gy R here threthibdk 19 Aesive/awngs dity efreiaffondiek network, while

mmult%&!lsﬁ)etrar{sggtof@] da&hgetmteaﬁ{ Qtﬁgtsc?dep %e%b&ndq{l‘tgrf&c@e In yet another set of
net wor k devi ce may therefore each have the ability to

embodiraendsy, eyt shaws rirer dag anaprisrgorpled ke Nibet Govik Tas 15%1 & TSt 168 may be
conflggﬂe§ta§ QGﬁimQﬁg'vﬁﬁsTﬁoﬂm @)dco'ilple tt!ﬂfer nes ‘@@ﬁ\h) lé‘ﬂdand thus ND 162 may be
| ndependentfy process the data received fromthe
configpied {goreteiveveernirg daga digetly frdme Twist Wor hidkevillpeovadiel $Pfe 160 with network
HRGESFd19 unit have the same network address. In
Cmﬁw&§g§mléﬁ e Host processing unit and the network
[0037d&Vd be mazyal%)dmrusmetatldvéorabmddﬁta; ifwtratetioi g /2t mawlgeli ND 162 may be
I
used a?r an]%rlp{la?¥ Ip}o%esglgg nﬂtg EJEU % hl% s%/%%%‘il tg@ gtr%?dt‘(iﬁ né( mode tl&ere may be no
connegdtioh &r ﬁra@c@arndl Eﬂoye;pstamoN@e}ﬁZsmy tipfrefenetvpelptaent syste(mmtltself and may not
rely uf?olrr]l%\émr’l]l%? snr%rgge%omba)e/ H%sgn : ;,Btl}igd ngag blgl (El))f) %1% dflorn% C-Ivé%%lﬁur%tgn upload, or
adding] 88 toio NOO g packd:tl’fﬂfenﬂ@ Bul¢so WNRh 116&) botlae réduirsd IND dl Gl network-stack
may be configured to receive streamng data directly
from Tuner 158, while stil9 providing SOC 160 with
network connectivity to Ethernet 186. [0037] ND 162
may al so be used in standal one node, as illustrated in
Fig. 2, in which ND 162 may be



used as the primary processing neans (or CPU) of the
system In standal one node, there may be no connection
W@ 2008/0582%4 er nal Host system ND 162 may t her ef BEEUS2007/084152
operate as a systemin itself, and may not rely upon
architeconmiamptisnented & melﬂocfessomdd—lolﬁtstand'm,mddh,ecmy thyletverkrstack of ND 162

Confl |onuI. d,.o addin cust o
may b3 sy P g bR PRy R GoR e R iy dges soues
of Vldécol‘nfc&mdthkﬁll, suvlt AT ﬂviﬂeél(ﬁkﬂf (0% 3!} WBEIMREE}Z ’IH$)I| @m,nineﬂ thefefore be used as

netwo%gr%%lgzgse iﬁggﬁf‘g}ﬁy Rfflrgj‘]_%%; ﬁl%ﬁa‘%geqﬁé dlppeélh 8n Fl%ﬂgtwork as a Digital Media

ServerSt NP aIGR hghyraky doerdlanddt @so diifd emeidih ut Radifabd1178, which may be an I’C
CO- pr ocessor node. Local sources of video |nfornat|on

mterfagedt‘?ﬁ"%%e% P8 tuner 159 with MPEG2 TSI ports, may

[0038] P&h&fe8FR;. DehdRadDRS-ABIWMK staB8&MiHe GRe nﬁpalacﬁ&aﬁmse of a DMP with
operate to make tuner 159 agpear on the network as
an ext@ﬁ@mdép degeeiira ISePerarordsNDDIE2 iy ke 8Beclof ey dible dnbeivork resource,

such ad @ DMIS iWhlle AsPetabling iRtekpSrabilily SFithaCeMB 186. WinbRdifRYts Bewhich ND 162
an 12C interface in sone enbodi nents. [0038] Although

does npf @erfogm%]a\@tegnw@ﬁpyagga}rs $tEeAm feqny fag] Ben@olpae ﬁqipe filtered before
enterirftl §O ©®Hakh %taH@a@on@fm(ﬁew IM th Qﬁhs%&@&@@émdﬂbgﬁvldeo Streaming (SVS)
ecoder. In other words, % may make tuner 59
functionelify| valithe whe dmpatiodery &%@wwe@ty @@é&blea@ capmsor\mdls ds designed to
operat@lvﬁﬂ’ou?ﬁ@g leﬁgcohﬂglefrpﬁ@ﬁ@p I141 Etglydaiéﬁié Hlo@e Y6 B algcnrun Web-based user
mbodi nent's i n which 162 does not perform
mterfafﬁ@ fot mnflglgatlca apdjpanirolpr ogr am stream from t uner 159 may
Y d

ooy AR SR LB BT up L g3 e soc 10
operat&ﬁmmlﬁloc@amhutgtlr(gsmy of tjmdetanmﬂajf |bt)tj71 stapdidlala, mqp}h jahdco-processor mode.
Refemséll(%rgﬁalocegl tihl% Vs%odgr}gﬁesl% %1'6 %1%16(:\; Qlelr‘%?rlat?on orm%tlolr_lbang commands
from mmtougﬂ Hoslt Bug deH. tH@VE,ven 1] mkanmﬂal e 16fhaey dferafetRithout a network
stack, %rbdyn 1?11?'913? ey g% C(gl?l ureé? 8y lt[dla%%%]lt‘ I)rl%c %@E 1 89 t%q a NIC function. SOC
160 m@ﬁh@djnffgﬁécst;o tﬁnshhlsitresm&g anra iy Dbl 2 ©od¢r{TiSg U8 vhvdhtND NE2 may transmit

o the 38t By Peg BB S el e Bl gt B contiaured

receiv€ Qr@nGL RO Ifrdio diee. néR@bRI Vik r[ghe‘iwl 1ﬂteifﬂ:eEblglectﬂwty 1 186, and transmit the

strean%él_atglggﬁgﬁl 5&& ?]Iza 6[%? é%&r: el VS?(H]Fg Hbthg %g{ 4 glec:rg)fglglge Eltl havmg identified

variouk@PE@MEBIz, aspddtsMind - INBE&erisBEC o1 6ldh TR Ogee firat BDW 2N QaHoud other modes of
network stack, and ND 162 nmay be_confjgured such t hat

interopefatige, detwegh SRFoI0amISR HBorrhippible NIdCTE SRREmpiAted sder example, as

previoddP 15, big e@ifidngus edpt Q61 I @RSIdingS k@AM giaaatr@eltvsu NB Ethernet
162 over TSI 180, which ND 162 nmay transmt to the

interfagRAGARBGR ViR 16\86Etpr§g(hé§0 iR dP# /b6 rirraspif {hetr?egyg@ streaming data and/or

other dataTedeBlell Yia Ejﬁgrrgeﬁgate%ye/c%hl%@tnh@ 1@@&3‘&9&' Ea@&t&t tBat rr@agf%le ¥&upled to ND 162
stream ng data fromthe network via Ethernet

via adqifieral inggefages ovh#ervi ty 186, and transmit the streaning

[()()40]d ‘iﬂ%a?) LRow@e $i8& eﬁbg}arI o oﬂesgnboﬂﬂgﬁﬁof%lb i k2l ﬁla}I Igbecoﬂflz&ured to allow

W I'l al'so recognize that having identified various
running g Feastitng neigpBctaska . dREIB etaghs) stnckronaybly patahsi@BOne gk (e.g. IP or
6 r oper.atd -
Ethern%lg %Vt\gglﬁél S@ 1\62 61'1 g%gmﬁlltﬁ)ég% 6 eﬂgoggﬁiéeg%ge% gﬁsaoﬁ% aglrﬂétf?&net interface 110, a
procesgqyrﬂt2§,np1|da;treqjmng;mter@m¢qytrgﬂersag32@ragdl|1@2}5(cyllq¢gteé3drefqud to as streaming

mterfa@e g(;r&r 1%9) '\@911%3 ntl aaﬁ]s%rget e%t b %ﬁ 408 vxgtﬁt\%é%us buses through bus

hern I nter conne IvVity
mterfa&é&lOZzG@ IONDa%@clpr%/a El\@%(d{ms(anngmoty fchessrepgige Y &%land an external -memory
controﬁ I%Q ceathe mV (\j/e/:n(l) rnt oﬁllgrggetss%? {nergler{lc%egrfmsa %ﬁ)r% h tEerz]lr%Eng interface
ter ace connec I VI

controhf& 162 uply dd corgighiiad 1c6ﬁrovuda satdig andrakinking ef ftacemg (dﬁtat and may include
shown). [0040] Fig. 3 shows the bl ock diagram of one
enbodi mrent of ND 162 that 1fmy be configured to allow
running at |east two network stacks (e.g. TCP/IP
stacks) synchronously on a single network (e.g. IP or



Et hernet) interface. ND 162 may conprise a network
interface, in this case an Ethernet interface 110, a
wWe@sesest 128, and streami ng interface contr oPCEDS2007/084152
132a and 132b (collectively referred to as strean ng
more that @ref @eeindioidtal alohw@slled3dpwn NDuitb@mnmey eah sontéler of streaming interface

controﬁ%?lféiz %%E Eg mtiigv uafl ert g%ure(y\%)&ﬂ}kvog Fsclalgcu dﬁgléi}ﬁslc%ﬁl;};‘glg‘gg Vet:Jrls'Iagility in how

data st@NBrye DOEEIEJ/oeprgiesed bINANEL. annembreﬁma]ls -I0eI@g.Yan AHB — Advanced

controll r 1 4 to red t he voIve r.ocessor
High s ggrmpage P ORREREL B S TSR P By pRuEreT ™ Souple together
the 1nt61amtcbmbd>reﬁts _J;BBIDI’T%SZ. e mannia@ ved atﬂbspmwﬂatakemsdaw;aca Rt bus interface
(HBD) ?ng‘{ﬁf’%%hig@&‘ﬂ enlg{l]\t/—fng{g{fryelg glgqg &)éwgrnd el:nl? Cnllalilzdbeengrlewded through
modulEUT40had MpY, @esp@atdly. CANple@bls®f méftiosdd &@m azgndyraheersfa@&ad alone network
control l er 132 may  be individually configured to sink

procesgr VA§ prRcesserat2d OP?rﬁté“r‘o’é‘Bﬁ‘ Hop R TR AL S3PB 18 é{tnilaiy iffRptipmingggRrocessor mode

as a pdikddll-BffRhd SBFBsRIR vIdesIi&flc ANEYemArR&EessQeoly ND 162. An
internal bus 126 (e.g. an AHB - Advanced

[0041}iThes. HEY HBr Rathkeecopfigured @Hidepingerigs 6F outgmng HDapdegRiypams between a

netwo&ra‘ﬁ@ %§§a‘ﬁﬁﬁg H%Yfa&ep&t@ﬁfds&%rlﬁﬁierﬁ& iftQeRl @ld leestn@:ﬁﬁm% Rferface controller
i nternal conponents of 162. Conmuni cation wt

132. Qosthe ﬁtm,amzrakleterfmd@rw@ aacHort Busbe eapelle ot eltl(eHBflcywmg (sinking) or

transrnef‘tgmo1 (s%rklﬁ%) d%?é@treml Lrﬁl egéﬂ 1ln£ 3&0111@%&0(9%& L)rt @r\]fgrléi)}péﬁes'freammg modes
managenen provi ded * hr ou s 140 and

includipg Dut rroehlpiem tp\}?é\f F;/ATﬂg/ ARIBWPbepst §0r MRG0 RedreaND sa@Pmaggyfor MPEG2

TS str%g%s A &te‘?‘lh&i ﬁlelofﬂ ers]% %V 5S35 R4hn- '1’% E(nlteg[ oﬁleNQI?E{}Z TS modes,

operating as a pr ocessor, or It
only singleepirognam iMPESE- 5B @amomayfw eupaertel. p’aﬂtmlfalbwglﬁrhl sora:dns such as those
fo rébfd :
recelvé)dr 2 Cng ég%%lhte ‘188/ 41116?(? %’]l;e I\fIE&fg %e%%ye?%%lg% g]?f }6'38 r%e dthef‘ network side, ND
162 mlay apinga as mdhgltah Meagika Sxm‘teg ODM§) FdD lachldedeostreaesngitgetb weemetweork, or as a
. ea nter ort usi ng
o LB B LESILGM D S BFSa h o cd
[0042)c Oh¢ k@lpberforlBRIP £3d IDM@ 1ﬁiyt‘ Badiviigd iimd ewd dBendd Phitrs fir ach: the stream

eac ort ma abl e f ei ther receivin
oSt BT SO UBe k" St R R DRLR g ened by e
HTTPhel e6rf iguwlied, Wigleshp@@ih cmtmambebeyrepreseeteﬂ ®§.meﬂQDIﬂI’WQ’SMedla Server

o ] S0 oL AL SR NI AR E B0 %o cou

of NDSIt6D 82188 thedilsit EXU &NSOd 1p@ tadct@hmimRdeaseWivhén thé aWa@QBhFD s developed
for non-TS content. In MPE&R TS npdes, only

by a custorevhsg B PR EN S iy éa’i‘r%EﬂWgﬁ‘é@ds"UB‘p%]Fe(r gyptems running on the
Host (A, tinRJiRr PROGH @S b6 ¥aBspor® B mAfedRAs Forli@ @by rfdn@F on ND 162.
a satellite, may need to be PI Dflltered bef or e
For exappler inriys KB 1B 2/hicr NP HE? fretonBeyeds ingestandrylons gnadgyall streaming support
softwafPR&Rfunon @P@lgfg bANDMrA! arnsefvelce GEVRn hO %tréaﬁlct@eln d@Urtdﬁ@ the stream
streans going to the network, or as a Digital
controppigy b d¢fIRIDRS pask oA Sreignased epmfigntiay afoEEBIENH terfAgs (referred to herein as
NAPI)r@ElﬁﬁErdkfor 8 %E]arﬁ NS 2 SLRRQF stofttv% AYED RiCheABuTBYin B ther detail below.
divid into two distinct parts for each: the stream
In gen@nﬁbﬁﬁsfgeﬁz bagkdo Fige 1 sthe ¥af feaation o1ay operate & pravide a bridge between the TSI
ports o%'ﬂ?ﬁlﬂs%%é or a4 154, LEAM: Bé Rfﬁrﬂfus E‘%%Efﬂ@m&el%%)es ent ed
by the HITP 1.1 server an | ent he stream
[0043]c dnpweotet phymbalimenty eefe’mrtedss@yat@dwmﬂuﬂﬂ?lw Wajvibelidgyided into two major

e v d P.
categoffy ¥ S el (AR erk et MR By BRRGEE Gl Ened o run on
procesND 12§ 2pd msidmg wiithis NHo $62. OPig comiroBECiriGQretnanye duitio th¢ @lvantage of the
hardware %:%%SablY\'pes of 6§tt(r) f160h rlQVg 1Ig I‘ %fogrlcl)lﬁ cgg?fﬁe seg nq cgtggc{r%/ mﬁ¥ T:ncompass Host
softwarenctoeg)nahg all wfft\ﬂareahditbtes ﬂ;asteads ot Honi(DY) Q{Stehﬂ‘ﬂ@O kbmﬁcthDtd ND 162 via

In other enbodi nents, both transport and managenent

portions may be running oniIND 162. For exanple, in a

systemin which ND 162 is configured in a stand-al one

node, all stream ng support software may run on CPU

128 of ND 162 The |nterface betvveen the stream

o, ' . e o



NAPI ) designed for ND 162, and its associ ated
software, which will be discussed in further detail
wWhe008ms582561 general, referring back to Fig. 1, PEEUNVSO/084152
function may operate to provide a bridge between the
HBI cd'rfﬁloll@dBﬁ snd)]‘loslk/hlilsnl 850O@d PoGibdy otharaed/orlfBitiomah thtdrfaees). The Host software

case E her net 1 6 43 ne.
fnay bearC h%c(t)edil ?‘E@ ({eglgne oPtRARTE %5%1381?1%& d\de f'ﬁlel\@}ll %pq i? nkPéogrammmg
interfack)villd@thgi sedntleds Wire gritjodrof OEL @EOhe &Stem] hes fﬁrE\ﬁ&IslyQ&InﬁgﬁﬂyND 162 may

. enconpass a ontr IIe fir r | es desi
provi, G G R GG RBE MGHIET Bl P QP AT AEGTToa. and SVS
(standz-ﬂil& ved2B btidhliy, of WhitWall@ aiySd ereudilable ir0cot pré@ssathvadit age

of the hardware ](:\Poabl lities of ND 162 to achi eve high
[00441, Ips J¥ifraHagionThe N dBh ¥ aPeyor yi9thy Y&t dADaLE fgjpik connectivity.
Conne@fidy Wekky ®e €PSHRIoF & b @ tyadfldiffefdnt ME G kMPEHERE dnhBd cohBSIrERN and network
on Host V) system 190 connected to ND 162 vi aHBI
requirgRss1oh rhef%‘fostlsz%e% FHcTHES Bldn Figa D) BN 3 SdSifBeorgryehe implemented in

part byAREhQ¥ o AeidricOnalised Bt RS NBARR) softhhe, 4 st pas@fylayFtdn M8ferred to herein
be architected and desi gned to rovi de a conveni ent

a5 NTG R PR e CAPTOLER st TP eontig s diFaimve n g ik by NAG may comprise a

specmﬁfle't O AY R GRSILRS Sevidel @(gfa@ﬂllafénthgBfﬂNan'lg’]&foda;ahgce%Q ttlﬁmlgh the network
previ ously nentioned, g ﬁrOVI hree main
8y

(such #Stﬁﬁléqﬂie@ 186). NisuicHestrogsfigneil rﬁhaéiﬂfhaé@ Prlﬁp)funqrgonemm% to the Host
asa Nﬁ &r%ms&gals%f‘t}ceio%% usef ﬂgre1§v§dﬁkaﬁlg@1|09 ng aYérlq%t refers to the ND specific
stream ng), of which NIC and VSO are avail able in

lmpleln@-tqupme@h@s@ncttmdéy prpoddUjy tRhEICNIGef. unct i on of ND 162

r t
oss (B, DRSSl BUSHE A0 LD PLRE TR N 71
networketriworI8 nde pendimeptovia HBé STfomfngglw}airlocﬁHBa ddveneiARand 573, which may
be parLgfobuoltl{Lﬁm%f%]f?waK{) ! hc%n!fﬁl%%: {1§ o\?f]arer:e};pesg%cltllvg}zfpa? shownt qgetwork driver 570 may
providp &nger byomdeetwutgtfwmhd(Hoht | taway COnNTC SEU td srend/heelvd[})abmst to/from Ethernet

186. ﬁ?&ten:ll\%i ge857 R%gfgrerq% c¥rr1 ?%rats éoqnu{eﬁlrcl# Fa er. f{)r lqo pfl(%(gts,l\?ﬁd also as a

filter fooiMtemihg @sckétk hmé@ﬁcaﬂ)ﬂ ateabidd fot BOCNBQ, svaly ag:ompffdes @idao streams 578.

| al t of soft d d f | i tat
he NPYEH Bior g GPe e SO0t DERIC i) SUGH' PRa ige b R " throvghpu
resourées bhfd’to @Sovﬂe leeidre btatlsB6) for tlhé Nehwid ﬁin&lﬁnﬂﬁﬁtl‘ﬂ@ Ned funb@dn may thus make

hthe Cfu rtot Host . a
Ofﬂoa%d ??%P%P'%g’ 8a’i“§16‘ ISéP 3W§S reﬁeéYeéu ﬂ}? (Wsﬂt)cﬁmpped and
other itmﬁ&sl ABy bk SdfsttEhibotdialy. F eheND INIC tHig b nfap el drigbged and may run
| ement at| on of the functionality provided by the
Slmultﬁe@“&/r‘?f%?e VPBdunsionrvhen the N iy gperatipg iy gp QFHC?SP‘Pr&%‘ldP ating

[0046 P MERERBAd NBRT ru@hing B NN fantabAGiHRRAneodEwRK el functlon may be
network driver 570 may comruni cate via HBlI 576 usin

accomf)lhs@ecbgy Pavg\tg t}qB|netmoFkV%§c§s mn%ﬁ]e smnetW@ﬁdrﬁs&y Ilb @thﬁra\mrds the two

netwo®f stRRY ﬁaﬂ“&?&sp%@(i EOWII?gI@MW&Q r&ﬁ(ﬁr@s!s e¥dn thbd, o stacks are distinct from
respecti vel Yy, as shown. driver may provi
each ofhgy elfor 2xanetim dleet NW iINIG fwrwlt ﬁ‘éY %@mﬁgwd fRayn n@el}lgwswrrqspondmg to

the sath® Hsﬁﬂfys{ elﬁlﬁﬂh&%lof@%%é 18 Qhdkt gﬂ}r Elts@ Q{aﬁtecfle LR hMcgl Ethernet interface

modul e 571 may therefore be c Igured as a queU|ng
(when|ap eghernpointetians tis ysad toecornectdn healeisioria svith te same MA(paddress. Thus, the ND

NIC fl%r%g%%}gh&gsgggi %sﬁ‘t‘ﬂ% t q}?é eos‘t:ag% l;%ré n&ﬂﬁg%&*!ﬁ?@ﬂ%% Eas a consistent

status fndrdoed o intaferd wittethe &1 stwktOﬁ SOAd 6YSD drdm ¢t ¢nable the \o@hfupglon, the Host
r . LC :

may hclujg % g’a%g Ogtro]ar%dﬁ) E)l%atl Qc%%ﬁlg t%l(nl Q¥ IBB%{Itﬁlgﬁi?%H It\ﬁ l%e‘feg{:g(gli;/gln)P port conflicts.

[0047]TltrethNEb PlloG@sfounoti¢, dre ViR fnbrirm maylbe defabll beidedive ordde ND startup. It may

be actl(atecF & mhg ﬁ?& ci%?%gltlratlon Crlllel%t apﬁlgatlon on}cﬁﬁc&;‘é Ol‘lherthes nitial cotnfl%ugation of the

VSO ﬂtmgnobalaadnje peitf@thed deaugt] ﬁrgh yconc?&h evitNBhe\NNIT tonlﬁlgﬁmm apgljcation. It may
be engaged and may run sinultaneously with the VSO
function when the ND is opgerating in co-processor
node. [0046] In one enbodi nent, running the ND NIC
function sinultaneously with the VSO function nmay be
acconpllshed by haV|ng tmo netmork stacks sharlng t he

o o 1. .



network stacks may correspond to a single network
address even though the two stacks are distinct from
w@aohos2ker . For exanple, the ND NI C functi on PEEH/URM07/084152
configured to run two I P stacks corresponding to the
expos@ﬁlﬁ&ntbtﬁcaddb@sthe RNAPL, hdriciomey, be txed tbyohel Foss hpygk stionAYIC configuration

th h t terf wh
RETEE P e I M
VSO faedtiaBrhlsy bawh tabtitated, &am@ﬂ%@dtﬂd dﬁﬁ%@gm Tihettng dabletsNIgldNkiGg to offloaded

video gt Bl TRY PG e rsln T et Elg i lest Spapr & Rftnetion.

[0048]amde tio&smdy0ie doﬂhgifrécﬁfo&:amr tobit ddaRioh® cBhfdkatioh uSRIhEGAC configuration
In der to enable the VSO function, the Host may have

client ?%Paé*a? r§raiipg B dPYiBreaen-c SR pgtioael RTIFY5atoR By dnclude Se“mg the ND

dynamﬁd TECRUDPGoR Rhgt, vhitheYH e sck GRfekdaPrdiQ ke poRMinlé Gded by the Host IP stack in
[0047] In the co-processor node, the VSO function ly

order ypreyrtlt Y FHRBCEP PBHIZ HE RE5eE O psametlogihporp el configuration

(e.g. addibds Vrﬁisfz‘ dgate%a%)hﬁaymbgﬁg%%rmé B3tk Abh 8the NIEIPtst2P F&hb\%ﬂ% tHNTC to begin
on the Host the initial conflgurat|ono

filteringdioy gagkesst helsmeingaye te ofilopdedrstipinst Hi Ouytet olormbiodimepicibe filtering may be
perforl\ﬁ’ect Bastd16n mbs/lﬁﬂﬂf)érg Hﬁtﬁ%ekso QfltﬁQQéhl ﬂ‘e@&/érﬁ’ Reacl Bavmgyae?é[:&es& port numbers
he interface through the NAPI, may be used
ass1gn@<ht9 gt Bappsbiceing mpﬁcw@%wm@m at reél?ﬁce‘fq apges OB@pth numbers to the
dlffereﬂplﬁgt\kf&ﬁtsfaagsmgﬁ}ﬁeQlllsltlg(w n%tnx%rm&'ks Lip ccﬂﬂt@é&ﬁdl (g to the same network address
configuration and basic filtering rules. ce the VSO
may b¢ impdniented hdBushdemagenibeditents mphatNE@ers hah evayeivdsksgitagks (e.g. more
|
tan el b SISy R h RO BRI, e AR 8 %ar pLpqrpppmoen o
do nottogyeridpani-ofthe pgt panltersaforrestpgndm&ofanmq&th@mher[r@m stiche The Host CPU
fi t
may oﬁ@%?hlggc%‘hgglr%tﬁo%& ag}lfJ 1[ng clj‘IS bm“?'g%% falgééullr? Zs?aglg ﬁen(}{éﬁrlau?n etc. The NTC may
also bepla‘pgr_amﬁleds with Irulqssgom ItaadIV@GPfsemme pmtopolél’h@ntadhh Y50nad NIC functions have
both b%.e%%f LGl %glrl-][ont ogergt% touéjn%urg’ ﬁl E 162(%& L usg1 II\IQFHIX%SOF e? s on the same ports as
the NI HE TP edrterr sige sttlﬁmd:oh)tybl e oh-lﬂﬁlND EPS1 LRI calls 10d4dd & the @ream transport
b% g? 1 he two | P stacks from opening two sockets
may PoitiC 1958 Ysame 1 ocal port. 1P configuration (e.g.
[004910.48 (pesS Bousl raRKtiongd HRWED )softlite aRBElbuEyEL iRPleaRRAEARI JfneDodules and

I.P s IIovmn the NTC to begin filter.i
user- 16?@ ap'ﬁ'gefe%rts IFE% mgil%ﬂ‘i gt Yﬁl?eereé‘frﬂ“bc s PP ?lkga%teml li?r‘%h gatches, e.g.
Linux &&hel@)ﬁte@ﬁh@ @hﬂﬁﬁﬂ e, NIb IN&C Funkfi® iThg: ilAle NEC RRY bRK IR Basic Host network
based. on TCP port nunbers, with each network stack

connegiy{y-rffe- ey BB gt o ek Rl PgRE Tiebeh Bforgar (o separate

Host c3&§iugitdtods SRSPESHEYV freRAY, tallcmliﬂ?%tﬁ’ theQ¥D COORGGRd ME Host CPU(s) to have
ranges of port nunbers to the different network

netwoikg (‘é)e{keé:tlwmqstqgﬁp% syppes itk afdiesiofnd ¥t gidgasiony) potentially the same physical
MAC/pgiyr esponding to the sane network address may be
| emented. Thus, alternate enbodi nents may feature

[0050 hen ttheaNDt ViR 9ad W Kisnciensciee beth iy userdiess mpahe ¢ yieed) (P prioritize one
functl&tc@glktﬁé othgi‘ glﬁ‘:e%ﬁlrbf %hvﬂg)kco%@t@ lforh?ﬁé N8 i hgﬁlqgsoé’rcego e ND VSO
mber or range of port nunmbers that do not overlap
functlcalrﬂyamlu& brecoptiguredhigriaes priasioy eves o MCrignation. ahlyis gfeansthat video streams
bOhdMfeaREL &Jﬁ %a‘él@ $ie HORGraFRShH %DLﬂ IR 1AL elfinfhe ND through
may Q@l{egur a n gxﬁlyerreansa e , aL%?o-FP, nig ND throughput
capamgrt ﬁopterqebfnfm cgqlﬂr gt gL@mnteeatdeastTmmt{ﬁi@l pggprra;]lrg@ lejgd to the NIC function, the
0

CPU 18% %?% glol D tfa‘lc ﬁler%%rs% Jaﬂ%%%fj%:@%ﬁ&r ll)lg ﬁlrél hgnvaeddblmti the NIC function
may alb@bmadaptacbtoeuigonunelatdcssnulwu@pmceatf@ byoheeNB wiagbothhiaterfades (i.e. the Host
bus in%%gﬁsgrf%n the s?realn{lr%gt G Irfgc%% tsl(rr)l esgclgn ccageﬁ h ollgl%rfalrﬁ(g%n [[Jnag/ hﬁer%%tot al?beltrate which
of theCRIth id\lgll?én (aa;iei;ssmnmel enetvoork liger$dce @arbet trammsined tto nigey ndbgork. When IP

routed locally. [0049] As previously nentioned, the ND

sof tware nodul es nmay be inpl enented as kernel nodul es

and user-level applications. The ND firmwvare nay

therefore include operating system kernel patches,

e.g. L| nux ker neI pat ches, to support t he ND NI C

— g " . a



Host conmmuni cati ons and of fl oaded streans, allow ng
both the ND CPU(s) and the Host CPU(s) to have network
W@ owaes2s4i ty using the sane network address, BETUR007/084152
extension, potentially the same physical MACAH Y.
config[u@%ﬁ]n thiEost theegdNDhd/SE amd gidht©nfcliae bppiagioamey botided itansimultaneously

t here need to prioritize one function
updateg (i?gﬁlguquilgn 3t Hé E‘H%Db@)ﬁce both of them may conpete for the
[0051]Nﬁ)h<t NTQuayaLtlf begiolded 8o thidh enaN > MSGy frunatdaney: ﬂi’fﬂﬁc tnhmement (TM),

e configured to have |or| over t
Etbern g g g oo e BE A Ry B e 0 g The T modutes
may opdrht@Fd dggreb@s koutgdhi) endHegitgdid @icdboimtngiraya BerfibandhRatidhSd Bighve, the EC
t he remal ning. ND t hr oughput capacity. Conversely, in
modulgyy gy bg EP“B%‘HF%H{ waca s PRERIC HimRigy Wﬂ‘t‘ﬁr)p@rqﬂ%ﬁﬁﬁr?&%em Therefore, the

netwoﬂke(\s 8l Etherntiy anNJr Gof MOGID RAY bé B@okidausaa@e@td bived NDth\éS@twork (e.g.
unction may capped at a configurable |imt

Ethems'a drirer 6?flflgtnﬁ%0q<n> ef e htoet %Pﬁﬁvd%m%ra%d EGE S @Eﬂ%mode the data may

be pafléd @bint the IS AL@ofd Alilet @H 8QYSh Yhd &1 MRForRYiril &€ witkbi¢ a8y processing
both interfaces (i.e. st bus interface and the

perforged e i PribeNPace) . I n such cases the NI C function
[0052] T 8Yar@PRhALENd® arbitrate which of the data is given
access to the network interface to be transmtted to _

In onetshieof gmbogimRats. \wp existinReopprpiitgaysen damene. g.HanugdNat-fidthedfgwall architecture
bE e Mef (& BOFAUTAIaRRn G 1€ BeaBPRLikH@LHIRA R& Ucﬁ%dt ffic fil
G tgllll\élr?u ? gneéuérny upﬁg te tconealagurlat?]l@ on orﬁma f reffic fltering
functigng @$eqiatFheitNRE NIy Thus. geinfy breconfigrirdied penftrn thdwarge@gmn nnd segregation
of the Eﬁ%rtafﬁ@éf gllél’i_ﬁ)fs a%la%]lel I{IM Fg §fsflclvs’\s aglﬁ %F III(I-IEI[\QIH one embodiment of

ernet driver configuration and synchronizatio
data fIoE@) comerd oPéwgraffivr DugpenfeRT joftvactestrudine fdiMherddu| s shrewn, ND 162 and

erate t re Ut e .
Host I%B mag be co flg.gegi w?l? Eh%,r Wil %p/fr%r’g%t] ﬁl Z agé)ov A rgslpﬁcéw%&). In one set of
embodlmdmil d& tmﬂy rle oonbd giltlltledlghd\lﬁalﬂpemuwagﬁo miicNIn@y be a separate module
conflgureii m a ﬂfa(tlgrli sﬁ/a% )w1tth nrgstpjegae module%’ conggﬁed—rﬁb&sf 1%5 hd Hgsq 160. The IP-

"her river
Tablesaéijlbm‘Hﬂd:sCZiblnyay&)@ ritdigred ad kdras aad quhtatmen netiwe, khrét%h@vhlch the filtering

|ver confl ratlon t
rules ‘ﬂ% ES lilng §‘fré’&rf\%“t“¥ eéméftfaf’ g 3&‘ Pgeo’s e‘}?bpoaafuan%ay Audio/Video
streamb avk@c&ﬁﬁ@daefrécﬂﬁbd hie N tneistdnikedibh e blvilk BaEdey Dfiger 2®by ND 162 for
streamyg apﬁlgcgéf\élts\o &%@%a{yﬁgrfmgvgd Ea%:g gat%]) p%;l%glgi/a{]]eg%8%6%{imTables/ARP-
TablesO116. §R§r fm%n@rﬂa@dlbaﬁﬂg §acka§1 20%th& kel ORRIAh HRONEY ﬁlbﬁiﬁﬂowde the data
kern fgliﬁ’ Linux Net-filter/firewall architectu
d

to the fasy P55 BipuBhine HRL B ol DR £ Py 201 90d O f@%fesyred for ND

162 arﬂm&,t 1600 rekspeleti@eyl. NG £ @g&ésQﬁﬁﬁc gatnerd faf fehb b %mrtge Host through
ctions associated wth the ND. Thus, it nay

HBI Dé‘dﬁf %@u?dwt s hepdersdH peeerena i st thofati oy @é‘é}“é% Ethle@ﬁt Driver 218.
The 019 mﬁé']@atac@atf@c R ND f62%a thbearfeBshe &ﬂ’éﬂ)lﬂghﬁlff”@ron{: #h@ HoR. ND 162 may be
ows a bl ock diagram i I | ustrati ng one enbodi ment of
Conflgara@ alof PRAFRLE rAceBHnexte ofc theMere aPrP?eéu%rﬁéi@%héPﬁClﬁcaﬂy at maintaining
synchr%ﬂ“zzltf&@%&w%é rHCANr HiPhatiie ND. As shown, ND 162 and
O may be configured with their own TCP/IP
[0053]5ﬂragndgr @z&@ntm@y@@ng@pé@ﬂgb’@ (terngtrCentrel Nlegsagsf Protocol) and ARP
rul |
(Addr&pggglll;@gg%toc%ﬁ ?ﬁct Ty é)g gglrzsepar attp gotﬁgf’ uwfag{s?g% ?(lg\%?e but replies for
the requpstapmyt hecgehératpd grpaﬁgm thei . R@glp@ otaf may eogtogreted by the Host processor in
respon%e% fth_%g Feglges%%%;fﬁ%reeagg% t?%ﬁ]tﬂgl%t@%‘u&hcqg %}P Isab'i"h% 1{11es may be set by the
IP-Tatdgsphd &Pt Tablenmyaunhands. Whenmmgh inomety dabietsfard &eetrto bgh AR btasks or only to
the Horml}lS s%lglacgy {éelnﬁg)ufl%ur% a%ra ple{af%c%g 9pt1;3{\1/| Iélérghers r éal’rselg 88 ma§hbe properly
adJustemayo doeure elubeposamhw of tteinseenﬁtlilng ranﬁisegu@nindedP ipa¢keisnVileviNDgaind the Host
Et hernet Driver 218 by ND 162 for stream ng
appl i cations 206, nay be fl4ltered according to the
filtering rules configured in |IP-Tabl es/ ARPTabl es




210. After filtering the incom ng packets, another
kernel nodule in the NTC may provide the data to the
woREB/f26£essor t hrough the HBI interface, |invRCTUSZP07/084152
HBI Drivers 220 and 204, configured for ND 162 and
proceskig Sitay hGfhtain eppeetlP wsl Final(n tHelrphaagrad partstmgfikiconfignied tdEGid collision
may read the data fromthe Host.through HBI Driver .
on the 35 AR B s PR Tl S Port eSS e kernel. For
examptiatha Niiimay ibedglgied@e Khnkier BHemBYai p@t ra?de8[1 02996 v Kjte theg Host may be
. data traffic from ND 162 may not affect the outgoing
ass@n‘f‘%a@ﬁ?%&“ﬁ%‘kﬁ@ ROBSIEEND 162 may be configured to
[00540 Bt ED@RGE Obiificetib® one or nore procedures ai ned
. specifically at maintainin SP/nChI‘ oni zati on between
Fig. 6; thawt \Ra° tERP{iBeL 1A oy, thfdf)‘gs“]e WORK a5tidnes and) HAst Attypyy settings may be

establiSheA G EARikdaidnORedel ND hdehBk (dliddrS0B @fay 60 BédiRLreMBASHAUR! network driver
Prot ocol ) and ARP (Address Resol ution Protocol)

302, thyqegheHEI (Be pyen epriset B8 confignstion fop Hostpgeyors ppiveinif2. and all the

configdiddons WY t{eB BE bRSed (@ ND R 4R AMES B3, WRYch Gy B8 B h&lREhgly. To facilitate
only fromthe ND. Replies that nmay be generated by the

this copgiration oig €88 gt of pmbadipsitsle ¢ riao datesany mraspetyg commands may
be de\tellclpg@ rtlﬁgug‘ﬂulgerﬁep EJe' AR EnsdUPhd EAbR ink ERkInGRds %Qﬁ bk l-ﬂnﬁl%mented for
may be set by t ﬁe_ | P- Tabl es and ARP-Tabl es commands.
networhie g Heherndvelriviiconfigptipacket s are sent to both IP
Stl.aCkS Oggn:%lisy cotnﬁnaInBQn ) tsehtP fréh WH&%yangemw&hQ%r&)gning the ND
as a user accessible option. Furthernore, the IP IDs
networkgdyiviie3(3rto gasblleytranginig snd cective dmstione  he Opaseinimianil tyay gfso be used to
. ' A . - t he
i ARSI N, BROTRELE | SRee LBt
t Be epkéwerkis pomamdmeay Usesectolindm therldebt taoclesedilg Network Driver 308 to
disablE@Ans it b egeﬁ‘vetﬁﬁ‘%tigosft assignments. This may be
perForms y adl} usti ng the port ranges in the Linux
kér nel Pingofhiexemphrel, miyhee Ned mmyhdHoass clgale df WReNetwork Driver 308 is
: | I eph ral t range [.1024-4996] while the
aive. TR Ny SRATEAR nBR LeodePIRE) M908 70000) por
r ange. S¢t00FHter ErthedonsianDimay B¢ use€d by ihg blosttdé amfikirg mubicast settings.

shows one_enbodi of how the ND network settin
2. PP NEPIT I TEdIE) Rt ey P Bep Lt Rafad ik SR erors couners
from tigOND INgtwoalt DAter3ogle. ND net work driver 308 nay be

O O RS B i gt PSR SR s wini o
Netwoaebmar Roglr i ver 302, and all the configurations may

then be, passed to ND network driver 308, which may be

sét ac QSFHPE §Ft§}r}g: TE° 98 PPtUSE Bt PMEnagd HY e giGrats optent fnk speed and
duplexOféin SOINDorRMRQE Nt s t he communi cation channel and

nmessagi_ng .commands nmay be devel oped %hroggh ker nel

pﬁpe metiH4ns Mege: Tﬁﬁgo%@pqydﬁﬁ%@% pse g,lhbl%speed and duplex in ND
NetwokdBlieresd ed for network (e.g. Ethernet) driver

configuration. 1. Qpen: This comand may be sent from
[0055) Bass h may facilitate opening the ND network

Pass—'[(ﬁfcjugl? QP’I%Orﬁocfe%%nl?@he%ighgt&pm tspé&‘ﬁfj nlo&& Qih}éﬁat&y BCFOMS -With PT mode
The” OQpen conmand nay al so be used to assign a Mﬁc

enabled (fiffagaay hgpagyed digepidy NBdwvesls Driferi3p8 (nostetveqalgPriver 302. A module
in NT@Séﬁb g?%gre tv{gl:gﬂl{lg&tg quNDNPZnetVQr SfﬁfverTMSSang%mdit rt"@l’f[B*P nterface 304.

~sent m st to close ND Net wor k Dri ver 3_08to
Similagly.statyl reayt begrasyeil direptly froacldBliateffareciOi do D Btwk RyiverT8ghrough NTC

t [
1. SRR RN 6 B 05 5 L Brotld b8 EhER b a0or
ND 16%spoRdl maleathPidag manbepash. neyvorbetackR4 1 (i thuserot bEing Dperated on by any
co nd.. na used hy .t he st t figure nmulticast
wean G TPRRGIRAo” Bt PG P Wb ad RpERhy et s
command to retrieve packet and errors counters

15



fromthe ND Network Driver 308. 6. Clear Statistics:
The Host may use this command to clear the statistics
wW@oRsR284 Wi t hin ND Network Driver 308. 7. GetPQi/0K2007/084152
Setting: The Host nmay use this command to retrieve the
[00561: (Dhé e)ﬂimpllei df kvhsipee Cﬂlo&flsgistdnl plag ke $pecimdNDPNetodo fskduidid ber up.  When the
i nk Mod t may u IS .CO
Host (PG5 8Bt pifG "0R OB TSR BT NG RSP P - Dymamic
Host G8gurh@d58btoRAS $r Whichugde NIDde2 Ras S)pafhtb Qs ghsnﬁfﬂ’a_ hetWBﬂkecontroller (e.g.

simple@é@rr?e? cgr\;eamsc){l %51 %}?gsfpé tEenizE élaf? 1c &)ngeé%; lAlﬁngr%s;l SO I—fost may receive all

the traifid, @@l |optafn’ @8 MV ofe ik (Bl Wehidddds fidn MashetR@kWOAKer the Host has
Driver 302. A nodule in NTC 412 may receive the data
perforlpf,cb?ﬁ K5 ﬁlé%y 1t PRy %?mmteath?j n%w Iaa%reqstto fha Nlgjand once the network
addresk RhShdeACEMBAMicatdd @1 th@NDY thethib andyBie tlienas SﬁgT Qﬂoﬁ@ Ghd Wegin filtering
fromHBI interface 304 to ND network Driver
incoming pakgh andfes datpzeceprpgfrom g nehvark.| S ppdt By %lfr?éwﬁalp}?%faf de-bugging
purpod@t @a may take in the offload node, involving network
stack 410 of ND 162. In PT node, the data may bypass
[00571 Qngysf the gl wnlager1d opering Reipl dIGRGP siselisaanetisiegte Biiempiyinterface is the
use ofShEGARENE RARL GAL MRS aé’cggsstﬂ}aﬁll H&Xfoﬁkestg&pféngﬂfn%daptpﬂcatlons to run
run on ND 162.[ 0056] One exarpl e of when
synchrgyaysle on g ofghore peocessasg] it ﬁusp‘qrsermcp@rq)@ssgumnﬁglrgyb@t thg Plost, and another
procesggell%\[}\gﬁ%?edSlgftféeslgﬁogvﬁﬂeuﬁnuﬂtaﬁledﬁg g?g/ggn% 1%?%5 g)uthg ﬁet@/ork to at least one of
those Pperasvic IHapsnerd@omf Hg@n'rmqe@snr Appbocwlipyred p exh¢uthvasiagecdmol software
6 [
routme;'s %h{‘@}ﬁ%‘%ﬁ? IpnetQSS%OHt B Pgﬁlf?urgcg go\é\@s)){eﬁag gp{aﬁ&% of gat£ Gitdisive code. For
exampﬂer aTPNPC(IInUeISHlePIHg)smd Plag) appli@gerstmayt teeloddod tonwethie Hegewhige streaming
applic% tglgf gés gaagie];dlro% th%l ﬁ]? w%ic%l tﬂe':&?b te\l\(%ﬁ# gu%gddt% er%csélsvg heJvideo data and
procespetr f Where dpeamhﬂg éis offldad aoderay, O3 {opamyng giswemin kaatlecohdumct, e.g. a Linux
flrewap &r \rﬁg%céura ddr Sbeeelhsecg (t) ! 1rne rlﬁl\ﬂlgg : éw?rgrglia t%%tr&ffﬁ)‘ér%{ﬁ%n naér;/osgce to network
framedt afkimlng lﬂrtay(]bfe pBformediat @ydevieegich af atl thee P :Ial’greissn @ﬁil’dcﬁlg(TCP UDP) and/or
Port nﬁ[gagﬁ itvgléag\g{eg rt}btia%‘%ggla {x% Ofm%gatﬁlﬂfg]&fn}?g Egﬂ? 1% cia\o ascopm% gxﬂl ge required as
the saft@ckd bifiie naglbandeagEBuspihe Bp@Mmalyiba gorfighied P @erhfeRh bdcert with the ND,
st acks. on .a s%@ |l e Ethernet interface is the use of

using gy ENE afrfieyayigsy § LA P VRE SBifdess by al | net work

[0058F Faetes moaAiRi on ) gn B RRka6 A brABRlihedts! 3N alYRCAIFRRUITheY indhtion may be
fwo or nore processors, in this case on a processor

appareg [of tihﬁ?@rsgdle%ﬁn flﬁeartl_lasxtlew Qb Ehisyfeserpspn. plA(%(gglg%ly this description is to be

constr&@n i1k Rde ORly biteis NP thd e 8 thahi@ LUK Y @Y hid ki General manner
access to the network to at |east one of those

of carrpﬂné ©Bthe jnyentiop. &éﬁ@r@l undqrﬁ@odk‘ggttthepﬁog%gébﬁ mheélf;mbgiown and described
herein GRNoI BUKIRH al OmBIBRMEE MahbRUSdGRNL A m@olget MBdtiuted for those illustrated
routi nes, while the ND processor nay be configured to
and dessethediherein. pagts joad progssed any be igveried. wad et feqteres efxtherpivention may be
utlhze&JE’rMEpegitht yezﬁlszgl wcl:> lld'lge %greﬁ tQY))w Qﬁl@édl ift Qﬁe‘ agp:ﬁtem-‘}é’vnggethe benefit of this
| oaded onto the | e stream ng appl i cations may _
descrlM@ﬂlOéd&emve@ﬁort h@lalws gy h@hnqvlayn thaestealsyts idescelbadfliegpin wighout departing
en
from t1t1e S %ggll?dnégé g} ¥+\ggt9 nda‘félg@sc 11?%9?(2%2/} tcllahr}éyﬁsyst em
kernel construct, e.g. a Llnux firewall architecture,
may be used to inplenent network traffic control, to
remai n agnostic to network frames. Filtering may be
performed at any | evel such as at the | P address,
prot ocol (TCP, UDP) and/or
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Port nunber levels. Wen filtering is perforned at the
kernel |level, no data copying nay be required as the
W@ 2008/05826ket buffer nmay be used. Thus, the HosPCTrH§200B084152
configured to operate in concert with the ND, using
any one of a variety of commercial operating systens.
‘NHAiﬁggg]dgﬂé 2r nodi fications and alternative

5f vari ous aspects of the invention nay be

apparent to those skilled in the art in view of this

description. Accordingly, this descriptionis to be
cmnstrueduaﬁkﬂ&Mﬂsmﬁ@nhme only and is for the purpose

eachl those skilled in the, a t he gener a
T BT R PTIRG BUETE B TS DRI 16 1l device and a hos
pnm%ﬂﬁgﬁmﬁtood that the forms of the invention shown and

descri erein re to be taken as enbodi nents. _

EF ethen §“%’E & ﬁ%frg G QPR BESEH YR PEYEDADPT 8t WPglyice and the host
proceskihg Wgt;r at ed and descri bed herein, parts and processes

may be reversed, and certain features of the |nvent|on

nﬁyetH@rkd?tF‘if?CE Efighge [PepgEnfe R netyork deyicgiifh @ npfwvork; and

apRMtBNinit Pe@PIE toSfekfolnEhel ot nlofteorart after having the

benefit of this description of the invention. Changes

may bersfgiteinceming data fiomethe setyerkoiia the getyarkdntsrfyget pipges the incoming
data, ﬂ@ %ﬁstnhnﬂe fpfo@@é’sédhﬁcoﬁlﬁh !ﬂta We ﬁ&@ B%C&%{;_lé\hﬁlt klﬂ&%ﬂtﬂﬁé)ﬁcond interface

described in the follow ng clains

Cmﬁmﬂ%*mﬂ A network device conmprising: a first |nterface

contr okécﬁ(/e %B%BﬁQ' &itd Grobl ﬂ‘l@slfl(g{ P&E&n@e&n‘{‘@%ﬂou(gﬂ Ghe second interface

net wor k devi ce and a host proceSS|ng unit; a Second
contro]lgrt pliogest the aensived Piteping pain. spfl eransgnit they meseesseddentepinigedajgeterthe network

vi ce and the host processing unit; a

mﬂn@hﬂ%r@gﬁm?%gg%%ace configured to interface the netmnrk

deftreia the st anterétcpupikrollam dheacantplt viol, andhitlte wypeerk iterface are together

operab?e b eg:{bge] tRQﬁosE%ro&?Juf %Et to {rﬁgl% %ﬁd/&ér’q‘gc%&g gglglgcﬁ%aﬁ% fcullcl%pﬁtoqlethe network

through Ittwom\wgk idetface aadh thetflmnmniate toheolfpr:acéssed | ncorri ng
dasa.t o dihe h°c%§s B 3% &5 g”&n%' utmttsf?r °“ *ﬁletn*éte rne(sjs
i nterface COntTolter ; Fecel Ve out a om
the host processing unlt t hrough the second |nterface
ntro cess .the received outgoing data, and
ansn1k %%8%38%“”§§%mbLth|ng data to the network
t hhadighhd fire imetase bdmmometremﬁmses a ket iimerfab@cdntrdldr; and/or
%erf ce Cco troIIer e control unit, and .the fioured
Foii"g R f‘%%réa‘:%?"él“f’ TSP oY PR BPE fEtpR g econfigured o
transfela eEdamPioQa A $Siwaeh tHOhdtwbi® dbviedwmtitHe hasghtREssing Gfit;\wed/ot her
da Ea to and/or fromthe €etmork th h the network
BN ARERTRYK 1Eest s PR P (I EraT Ao 6‘%‘%?361 |l er; and
wherei n the host processing unlt and the control unit
share a sanme network address. 2. The network devic

f
cPai m The gwerkdpvigers clajn %twhe’fﬂretP? Heenegptecantollpr the metwork interface

and th€ B6HRAbG] SSar@oBARdr oPatebld teRRHIAEE h6R Pidc@king it BNE it and/or receive the
wherein the second interface controller conprises one

other dpta ppppng/as tfroah e gt e threneh dhes netwprki iggiferg ane the Hiys frgyrface controller

mnmh§k&ggnwﬂgng@;ﬁmgegmeen t he network device and the host
processing unit; and/or wherein the network address is

an | P (I]erﬂogtirq-][étmtmrgﬂem| t’le #gamimg glata, and/or the control unit transmitting the

processed incoming data to the host processing unit through the second interface controller; and
the control unit receiving the outgoing data from the host processing unit through the

second interface controller, and/or the control unit processing the outgoing data.
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3. The network device of claim1l, wherein the first
interface controller, the network interface and the
W@oBsi254uni t are toget her operable to enabl e PCBURIST/084152
processing unit to transmt and/or receive the other
dat a t Ghandwak dbvianoftdnem etvinaeil thelnooug nit be-onf@dunwairtk use a respective
interface and the first interface controller
neonols ok s e o n B Pisagr s afrvhspek vsed by he
controptirdCRSKdtinG fidiea rd3pa@ivagerdlak ataclandd @y thenBosCpidtasGhg wiiid i transmitting
di transnittiqg t he processed incomng data to the host
and/or secgivine he P AR ¢ hr ough t he second i nterface
controller; and the control unit receiving the
oyt going data fromthe host processing unit through
t e sed: g%etwf# 8P YiSEe ciagh ’r“éﬁe@’é’r@e SREPIGICHBPEEL 1 ol

URildcalpre8HSIuAE shile out goi ng data. 4. The network
device of claim1, wherein the control unit is

c BATMGIrepfiguErd e gorg firmwpye M rysioped ffakledy dhadogahprocessing unit;
PRAGEHShd BehiNRode QR MRt oG ROprd@kAihe WRRHVEA thebiBg data and/or the
~respective network stack used by the control unit Is

receivesh aufgopgdap pengrding te aijerst thy Brmmersipticdeick used by t he

host processing unit in transmtting and/or receiving

the other data. 5. The network device of claiml, o

wher ei Ahe prewerk devies| of glain 1.cdwisin theretwerk deydesl is Py ipeassil figeuit.

unit; and a nmenory configured to store firmare

i nstructions executable by the |ocal processing unit;

wher ei he hetwbicdeivicp ob el ilngyhersintthd secesleintghfhes qoptroller is operable to
simultB{e%gzséang Eadcf @rgfnvtﬁéj hést! Sl%gésggg q{ﬂ & @0 ﬂét@r rkt &@icg G&f krgrﬁqhe network

out goi ng data according to at | east the it mar e
devicejto g hog progessing Guit. The net wor k devi ce of claim 1,

wherein the network device is an integrated circuit.

7. The network device of claim1l, wherein the second

i At er f dcwetbahfor olutieg andspropedirailag faokesd imah toperatngsdyytem executed by a
host rto{: asglrsf { er{it %—abt Qragir{ o\xmt tahceo— r}oségsi f oﬁetﬁ' Srineggocf'I crg)imt igirol .the

Piyetwor K deviPeé agndlhf FOm the network devi ce to the host

praciens hergotkpatketsarovkhneketvetk fherfaceout i ng and

C e Rl By B e R s Ranr s MR Bb Ry a e gne modute
embeddéedt ip fae€@8ISIf KE odérhting stdda@n;net hod conpri sing: receiving

t k ts thr : t k interf , filteri ,
BTt o e ok or g T piepabep g e neoro pals o a e

netwokGhitk gfe§dndihg U hB prbRasiz vane nodul e enbedded in a
kernel of the operating system based on said
f g?SF PR ot ftﬂn‘%‘ﬂ%ir ying afsigcrog%{ PYSBPY ?fdﬁe %‘I‘a WHPE Y IMfF ingagrk packets to a
second Mt WdiR stA@loREN oRIREKE the cbProresking &hir;net wor k st ack
corresponding to the host processinq uni t; based on
sahereinithe Ftinﬁijv,orl? Wik ia’i‘fbth%\se%‘@dﬁﬁ”oﬁ%? 15k sharpt sipgiengiyery address.
conprised in the network packets to a second network
stack corresponding to the co-processing unit; wherein
tHe fid8t mpBedwckis BalbRhAfMR IS OB ritPREt wor k st ack
S h@rh%st%roccb@&% @nfd ﬁlto\’}&glkg addie %&11019 of thé @at{@;nﬁﬁ’igedcﬁl tifel ROk packets;
8, further conprising one or nore of: the host
and processing unit processing the first portion of the
d %%o—%%&rsi!ng ke f)chetsJﬁ?g tH@ge\é&{d‘%oﬂﬁﬁ Keths ﬁat@%ﬁrﬁ&l in the network packets.
CO- processing unit processing the second portion of
the data conprised in the network packets.

10. The method of claim 9, wherein said the co-processing unit processing the second portion
of the data comprised in the network packets is performed concurrently with said routing the first portion

of the data comprised in the network packets.
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10. The nmethod of claim9, wherein said the
COo- processing unit processing the second portion of
W0 b@sgs2s4 conpri sed in the network packets is PEFr/US00BOB4152
concurrently with said routing the first portion of
t ﬂlE datfae aaprios eldini 8 whaeingt woord ppatkef e Hita cdinprised in the network
et TE hod of claim8, wherein the second portion of the
pac eaﬁ?l?né%fr%??rs%%reo the network packets conprises one or
medeamis vidkbdeam ng vi deo data; stream ng audi o dat a;
streamn d| o/ video data; or image data. 12. The
né'feﬁ‘fﬂfg 18 dPm 8, further conprising one of:
t kedAmIMgtabdibgidebigars;out ed second portion of the data
rised in the network packets to the host
pf‘lg%@ §¥fng unit via a streanming interface; or witing
the routed second portion of the data conprised in the
network packets to a file system 13, The net hod of
c|1%~| m §hemﬁt@%?fr?laéla.Sdfu%eaf?fﬁlgﬂsms@n?Pfr st portion of the
dahRnfRRP e $8Hed Redrd§oRfh WRlie ReCkaipsiscdqR e £8Fork packets to the host
routing the first portion of the data conprised in the
Procesﬁég\)\ﬂ}?‘féabﬁfﬂé@t“@HVT’réaC%Ohost bus interface configured to
i erﬁﬁg @e %uteh%eé%ﬁ’@%or@&r%@l%&iaﬁgzofﬂ 1stedWlt§1g'th\b§rk ackets to a file system.
co-processing unit. 14. The nmethod of claim8, further
conprising configuring the first rules through: at
| gast QHgmgtHgdjl)feclmegfgégn lsddd Hi‘lﬁné(ﬁé ﬁ?slt p&thI{ g}Qhe data comprised in the
operating system and at |east one application nodul e
netwognpaghgtseamprineoipgting thefisprartémniof greslpig cemprisgdin tiheetyierk hagdets via a host
- I r r -
R e S S g
and transmtting the outgoing data through t he network
ingerf )
ot e ipge FREt R WAl RS BB A k€ o
netleor doeinmilele EmbeldedliB. the'llhelehﬁtﬂhmeraﬁng:dyamn dh8, V\her ein
;g‘t lgas oen%ea \1105'&)(11 mo%ul% uteg %}r]oeugh ﬁienrggrgt]u%?s?strgitel ving at
Ieast a flrst portlon of the outgoing data via a first
interf V, at | east a second portion of
RS oug Berrl b BT bR B R er e ot 10" The
medcbioidg Gﬁtg&hgdm Gomuhelict prodelengnedioimd krapatdied e outgoing data through
" cogg1 % nmore of: ICMP (Internet Control
© nefve acﬁr ocol) packets; and ARP (Address Resol ution
Pm&lag: OhtpoippakLtsm at file syyrhhed thhmtifiag teeiRoingidag tGBe:h the network
or nore of: when the network packets conprise | CWP
interfags cket's, routing the | CMP packets to both the first
networ k stack and the second network stack; and\/\hen
the network packets conprise ARP packets, routing
ARP pagR%t“%?ﬂfOS HoflHm he Fhereip ik Wﬁ?lkm%tﬂéec RULZRAS tdlaﬂiél from the host

procesS8E ARoRPLR bKe SitiRfKof:
receiving at least a first portion of the outgoing data via a first interface; and

receiving at least a second portion of the outgoing data via a second interface.

17. The method of claim 8, wherein the network packets comprise one or more of:
ICMP (Internet Control Message Protocol) packets; and
ARP (Address Resolution Protocol) packets;
the method further comprising one or more of:
when the network packets comprise ICMP packets, routing the ICMP packets to both the

first network stack and the second network stack; and
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18. The nmethod of claim 17, further conprising one or
nore of: when the network packets conprise | CW
WQaoROsR54 t he co- processing unit generating reptT/E8200T084152
requests conprised in the | CMP packets; and when the
net wor kvhpxachle eE@vodomakéts eonfifise pREktIefs, tduéng the ARP packets to both the
e ng unit gene ing replies to requests
f““n%% Faq% t%g?%gdﬂﬁ ‘&ﬁ%@é 19. The nethod of claim

18, further conprising one or nore of: mhen t he

n ets se | CMP packets, filtering out
i (Ml it E R s b -
r %&Oﬂhﬁ @etw@rll PRkét€ oiaHiss ICMPPpatkeRdthe RofpRkeskiGMnit generating replies to
acket s, elimnate duplicate replies generated in
mqw”&é?ﬁﬂﬁ?@“l%eyﬂﬁpP%’ﬂ%§?¥ conprised in the | CWP
PRGKELHS ne@idek PRRAs EhBprRe ANDY facRaS KBt So-pRBAELS @nibRkerating replies to
ackets, filtering out replies generated by the host
mqw”%ﬁ@@%%@?HUm%ﬁ?FPW%£¥esponse to the requests conprised
in the ARP packets, to elimnate duplicate replies
generated in res?onse to the requests conprised in the
| &P padbxeebod dplain 1§ futhenroniping SRGRYMog ¢fet wor k
A QUL e RV %bd?{gts Qoﬂﬁtﬁs@qbk’m ﬁgcﬁé'tff Qf}t@ru&‘goemlreﬂlﬁs %Qﬁ%rated by the host
network device to a network; a host device; host bus
procesgipg piif ngeapﬁ@erﬁ@thm?%ewm@esqddn tiied CNBsrackpisy r%fémflwe duplicate replies
gawn&ﬁ@@§£ﬁﬁ&h99wqgiémp§%ﬁﬁ§ﬁ1ﬁm€KﬂQ§$m§9¥%&§ and the
network device; a stream ng data bus coupling the
nahowtie revirs @agketstdemptissARBeatkets. filseringroun sénliey gengrated by the host
t ; .
procesad A R O RO I RREE ATARP AN, PR Rplcar reptc
generagaden wepvhiega thedequestcnppeadan the WVIR pacets. ot her to
i mpl ement a network interface controller (N C)
function, wherein the NI C function provi des the host
déOiceAquhnn@mmcmg connectivity to the network via
. a i t\é&/ﬁ%ﬁ]dtes%lélg’ co%&%mﬁ? %Qﬁﬂr\gf’ntegrf]acen %(ﬁlrgfl E? ne&wod( %evulze StQ a network;
cahémgmmed to use a first netmork stack, and the

k d fi
é\é\gr c%eu}[/) ﬁcﬁe thle ?1 P%}%}{l‘(hcieg%e rost%ie E st%l ﬁevrlcke f%etga(%ﬂgmgﬁ élata between the host

dmmmwhememawbhﬁhﬁmést networ k stack and the second net wor k
stack share.the net rk interface h
bR G kLo B R b B AGSE  BRL TR S 6S! fifitipg sreaming data
betweetnhEemtdwrckardﬁmls:eewcbrsdap@f able to transmt and/ or
ei ve siream ng a to and/or fromthe host devi
erﬁ‘ﬂé %@%gﬁﬁlﬁﬁgmg ﬁwetmk YRS arregaurd o goraperpigavit Ceach ofher o

implelh@@b REMIE St @EB6E S&indJert (NEBC NRLWRHK whitEiQUBWNIO @uRE&T pldviSes the host
and the network interface.22. The system of clai m 20,

devieep( iR BT SN SPHE e 2R BBt AR bET P PRty el ariss

CQuURLRdn iQpibheeHe [MRViua&ion AME hdst A& is G6MIgaRAd GO YR £frst network
to the addltlona st rean ng data bus, and operable to

stack, prgcigr perverkdexing WGorREHiapIeohsef e ey odlatask|disfipet fighyfhe first network
stack: bf@nsm t the streami ng information to the host device

over the additional stream ng data bus.
wherein the first network stack and the second network stack share the network interface having a

single network address.
21. The system of claim 20, wherein the network device is operable to transmit and/or receive

streaming data to and/or from the host device via the streaming data bus simultaneously with the host

device accessing the network through the host bus and the network interface.
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23. The system of claim 20, wherein in inplenmenting
the NI C function, the network devi ce operates
W@e@ensi2ag t o a network device network driver BEUS1087/084152
host devi ce operates according to a host device
nég.wor Khelsyistemrof claine?(e funthtttvemhogitg; devi ce network dri ver

31 BRlon Py BRUES B HOFE Bl ati i ed based. on a

useilinet efideqotpitd anthefadditi@ahastmiie \a@ebuneind@ipkralle itd/ teive streaming
. 24. met h for routi and cessin ackets
informion for 8 catdfte 4 st 1O BRS B ASERRNTE $2 e BRGE TG the aaditiona

streamitigidata®@s.operating with a co-processing unit, the
met hod conprising: obtaining a first portion of
outgoing data froma first network stack correspondi ng

t 03.t he ThO§lstepr FCRHE 20 Gwhbdid in ﬁme@iemu{ggthammaﬁbn the network device
portion of the out goi ng data from a second network

operat%st aceqdiag tq & §ff8ﬂr&| Qle Betvaré dé]derpq,néé]éesgqshgevtfﬁloperates according to a host

deviceGRRRFAdHveg networ k packets conprising the outgoing
data, wherein said generating the network packets

c@’ﬁ‘ffﬁli%]@shoé‘é’leé‘ﬁ"rﬁeﬁ‘iv?’fb diivre isgpefepnfigyraflsi ¥ t he first

PQhbkRANHef ndrii6ik 04t 201 REvdRt Aivan gs ‘éﬂ@mﬁﬁﬁl@" @oﬂ%ﬁlteﬂ Ophs&Qf on a user
the outgoing data are arranged in the network packets;

configgiigdion of shedweptideyiegynet vk Adtehor k packets to a network
through a network interface; wherein the first network
stack and the second network stack share a single
nét.wor K aetbiedetos roupisg anfhpogessitgotitaafackstsgiin an 2n¢ratifgeyei¢m executed by a

host pt%?ésgﬁéjﬁhtecrog}gl ng d\Llﬁle 2 QF r{g&relg]sﬁﬂ% u\ﬁ’nl tﬁ@mgtngd éo I}?ﬁ&??or tion

e out ata a second portio
oubtgioinag fikat per@aneofaqutgaimgeditai fnor hdfirstatetvork stpekcéomtesponding to the host
med according to one or nore of the foll ow ng:
pnmﬁgﬁéﬁﬁ{rules configured through at | east one nodul e
entreidoed seqondpdéome] theodutgoine depdraat 2 segorglystvenk stakaorresponding to the

second.rul es enbedded in instructions executed by the
CO—pI‘OCGSSll’Fl)% unit;

0Céssing unit.
generating network packets comprising the outgoing data, wherein said generating the network
packets comprises determining the order in which the first portion of the outgoing data and the second
portion of the outgoing data are arranged in the network packets; and
transmitting the network packets to a network through a network interface;

wherein the first network stack and the second network stack share a single network address.

25. The method of claim 24, wherein said determining the order in which the first portion of
the outgoing data and the second portion of the outgoing data are arranged in the network packets is
performed according to one or more of the following:

first rules configured through at least one module embedded in a kernel of the operating system;
and

second rules embedded in instructions executed by the co-processing unit.
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