DESCRI PTI ON W NDOAS KERNEL ALTERATI ON SEARCHI NG METHOD Techni cal
Field The present invention relates to a nethod of 5 detecting the
alteration of a w ndows kernel and, nore particularly, to a method of
detfctlng_the alteration of the driver of a wi ndows kernel and a
system usi ng system nodul e i nf or maty -8z the unal terable

i nformati on of the w ndows kernel.&¥%g%%€g?ggﬁ% Art I n
general, many alterations of executable inage code in nmenory occur in
the formof hooking. In the case of sonme hacking-tools, alterations

are made by ran erlng ecifl o]

operation di ffe&gw% eﬁg'r %ﬁ@g%gt ﬁ%?ﬂgﬁé;%%@ e .
i mage. Such alterations nodify the operations that wll
actual l'y be perfornmed by the executabl e images, thereby causing many
security probj&finidol ©exar@l e, a malicious programforns a Rootkit,
whi ch keeps the malicious program 20 hidden from detection, by
hooki ng a speci fi c execytrabkati mgeentier ebyelgarer atting @ hgnethod of
continuous erroneous operation of the executable imge.

Al terati®ns tdﬁﬁeaﬁﬂﬁgraﬂmesehtedeMQnoﬁlkeﬁmeWiQ¢QWﬁ’agE€Wﬁﬂ4 gng, more

w ndows systeminclude driver alterations :
particularly, to a method of detecting the alteration of

the driver of a windows kernel and a system using system

module information that is the unalterable information of

the windows kernel.

10 Background Art

In general, many alterations of executable image code
in memory occur in the form of hooking. In the case of some
hacking tools, alterations are made by randomly altering
specific code so as to generate an operation different from

15 the original operation of an executable image.

guch alterations modify the operations that will
actually be performed by the executable images, thereby
causing many security problems. For example, a malicious
program forms a Rootkit, which keeps the malicious program

20 hidden from detection, by hooking a specific executable
image, thereby generating the  continuous  erroneous
operation of the executable image.

Alterations that are representative of kernel

alterations in a windows system include driver alterations




and system al terations. The above-descri bed nmalicious progranms do not
only make alterations, but security progranms carry out a variety of
security functionality using also kernel alterations. 5For exanple,
keyboard security prograns that are being provided in Korea include a

gari ety of braduct h Atd ter nefos KeYCH Y a1
Sof t Canp' s Se%glkﬂe %g“;’/%#rﬁoke,%ef\ %L}g 'Q's AhRLab %"E‘%@%Egcu” ty allclous

NyKeyDefense,ngag§mgnfgénaﬁ&@n SNt wolde s Kebensss, etisut Mosdaafity
these 10 keyboard security prograns perform keyboard security

funCt!Ona|'tYFQ%g§5ﬁ§rhﬂﬁzﬁheoM@rQﬁ'variety ofhatediSsitherkeyboa=dity
security prograns alter the wi ndows kernel, hook keyboard input data,
and make keybeardgi apst atn1f alltevapi@eadures set by them rather a
normal 15 wi ndows processing procedure. In doing so, keyboard i nput
data is prevented firom fekdmgviieng kbebomrdralsewiindows prooecessi nighat  are
procedure even when a keyl ogger has been installed on a client
conput er, so tdedtigt heokeyddgeioranndthchedd rvaniesycept pkeybdiar.d such
i nput data. 20Today, since a plurality of websites provide a variety
of keyboard seéeurikGA prlogeanstts ufsptert eMeyCoveE, t IRefthpBphat Seglire
| east two or nore ke?(/board securit rograns have been installed in
nost client sysveisckomeAhalpPUT al‘l‘%‘f‘gaﬁf WehipGar degedim t YR dgismse

have been installed 25 in a single client system all keyboard
security prograRgSalbEr e ﬁd@%wck@? r?eIK“Qﬁ%ePﬁ%r &tise TUOFT i Shgse

(occur beltoween kte?/ oléggbogreguglegyr i E%ogrra?n%r angérfoorrg ha]Eeytb%%X:dno security
functionality by altering the kernel.

That is, the keyboard security programs alter the
windows kernel, hook keyboard input data, and make keyboard
input data follow procedures set by them, .rather a normal

15 windows processing procedure. In doing so, keyboard input
data 1is prevented from following the normal windows
processing procedure even when a keylogger has been
installed on a client computer, so that the keylogger
cannot read or intercept keyboard input data.

20 Today, since a plurality of websites provide a
variety of keyboard security programs to usef clients over
the Internet, at least two or more keyboard security
programs have been installed in most client systems. When a
plurality of keyboard security programs have been installed

25 in a single client system, all keyboard security programs

alter the windows kernel and therefore collisions occur

between the keyboard security programs, so that they no




| onger guarantee the stability of an Qperation System (CS). In
fact, a keyboard security program may run only when a keyl ogger has
been installed on a client system That is, if a keyboard security
programruns only when a 5 keylogger has altered a keyboard

processi ng- r ehahgdr kardelntckhenabsvasdesss blegn cqhd d-8iions shetwrerns) .
keyboard security prograns will not occur. However, since the

conventional keyboand seeuity pepgians sannoitydedecirarhengf t enat bany
of the kernel by a keyl ogger, they should run whenever the 10 users
client systemwaegessedseyspeeicti hasmehseédresinatd N adheon esuldliehat sylséen.
ari ses the problemof the collisions between keyboard security
prograns i nevirhabl ysecdur ri ngeyibiasdl esuneiTechnogwdm Probhs eemly when a
15Accordi ngly, the present invention has been nade keeping in mnd

t he abové probkgisgoecuras mg-tierethe pevbvard throssdsand oy brtedofkegnel
present invention is to provide a nethod of detecting the alteration
of a kernel byhg rmth@—@@§cml@@cﬁamoéhaSh%@$f&»ﬁﬁ@e%e%@g@mé@ FCHFehY

to 20security. Technical_ Solution . ,
programs will not occur. However, since the conventional

keyboard security programs cannot detect the alteration of
the kernel by a keylogger, they should run whenever the
10 users client system accesses specific websites, with the
result that there arises the problem of the collisions

between keyboard security programs inevitably occurring.

Disclosure
Technical Problem

15 Accordingly, the present invention has been made
keeping in mind the above problems occurring in the prior
art, and an object of the present invention is to provide a
method of detecting the alteration of a kernel by a
malicious program and notifying the user of a threat to

20 security.

Technical Solution

In order to accomplish the above object, the present
invention provides a method of detecting the alteration of
a windows kernel, including:

25 a first step of reading, by an alteration detection



In order to acconplish the above object, the present invention
provi des a nmethod of detecting the alteration of a wi ndows kernel,
i ncluding: 25a first step of reading, by an alteration detection
driver, information about a nane and start and end addresses of a

det ection tar et dui ver, f1om Syst emypgul g 1 ALALMALION siact _ang  End

second step of extréacting unction t is used 5by a driver object

of the detect ia%halr%gg%t o,@lr%v St g, t hernameyof ydher gt estdien tRjmet

driver; and a't step o etermning that the detection target
driver has not; heep,aldered if an address of the function is a val ue
between the start address and the end address, 10 and determ ning

that the detection targebndrk¥ep bBaseheescalderedimictibe atdress efsed
the function is not a value between the start address and the end

addr ess. sAdvaniyagedusvef f@efes:t of the detection target driver using the

name of the detection target driver; and

a third step of determining that the detection target

driver has not been altered if an address of the function

is a wvalue between the start address and the end address,

10 and determining that the detection target driver has been

altered if the address of the function is not a wvalue

between the start address and the end address.

Advantageous Effects
The above-described present invention has the effects
i5 of notifying a user of a threat to security and enabling
the user to deal with it because the present invention is
capable of detecting whether the driver of a kernel and a
system have been altered using the system module information

of the kernel.

20 Description of Drawings
FIG. 1 is a diagram illustrating a typical windows
kernel memory structure;
FIG. 2 is a diagram illustrating a case where a
malicious driver loaded in windows kernel memory altered

25 the driver object function table of a driver object space;



The above-descri bed present invention has the effects 15 of
notifying a user of a threat to security and enabling the user to
deal with it because the present invention is capable of detecting
whet her the driver of a kernel and a system have been altered using

the system nodul e i @‘&%fi”gt_iLQr‘aOélié%nrefﬂ%'strggg?@%iﬁé@ﬁ i which an

Dr awi ngs FI G a diagra lustrating a typical w ndows

ker nel ”E”Dryaﬁ%&#&%ﬂ&f;detection driFbE ndsi Bedn 4 &glaMid [t rahldngs
a case where a malicious driver |oaded in w ndows kernel mnenory

al tered 25t he drhvernahi8ctrf wnetion 4mpl e of a driver object space;
FIG 3 is a diagramillustrating a state in which an alteration

detection driver hagrheens | gaded i Aidgawttndowsukerarehgmeaomysiofodt| GF
2; and FIG 4 is a flowhart illustrating a nethod of 5 detecting

the al temati onle@bcaing ndbws Keraneltivai ngf t he valridewat i lonrrdét egtimn the
driver according to the enbodi nent of the present invention. Mde for
| nvention alteration detection driver according to the embodiment of

the present invention.

Mode for Invention
A method of detecting the alteration of a kernel
10 according to an embodiment of the present invention will be
described in detail with reference to the accompanying
drawings.
FIG. 1 is a diagram illustrating a typical windows
kernel memory structure.
15 Information about all drivers running on a windows 0S5
is stored in windows kernel memory in a variety of forms.
The information stored in the windows kernel memoxry
includes system module information 11, a driver object
space 12, a driver image space (Portable Executable (PE)
20 structure) 13, an Interrupt Descriptor Table (IDT} 14, and
a System Service Descriptor Table (SSDI) 16.
An NT kernel 17 is responsible for the management of
a variety of data structures generally used in windows
kernel memory, the loading of drivers, the input and output
25 of devices, and the provision of system calls.

A list of currently loaded drivers is stored in the



A met hod of detecting the alteration of a kernel 10 according to an
enbodi ment of the present invention will be described in detail with
reference to the acconpanyi ng draw ngs. FIG 1 is a diagram
illustrating a typical w ndows kernel nenory structure. 15Information
about all drivassemunninge oimfomaidons 10S | ‘Shat ofed the wimidews neerenelf
menory in a variety of fornms. The infoLlu.ation stored in the w ndows
ker nel nenory dagtl ddevesysmeae nodd| enfofroriien aibolt, thedsbeet ebfeend
space 12, a driver image space (Portable Executable (PE) 20
structure) 13adgieppeerelps Désegi phore Tebt (i DR Uwpgcand dSystenre
Servi ce Descriptor Table (SSDT) 16. An NT kernel 17 is

responsi bl e fﬁﬁoﬁﬁé-nanagenent of a variety of data structures

general ly used in wi_ndows kernel nory, the | oading of drjvers, the
i nput and® out put 253f°déYREEn &?&%@%%3} o 2pJetbm Latidgedain
o curr bl hondes dphuers be. s ousS, | uilse, SYSLTTOOUS, o
'dpf \?re?af iﬁggeai@%‘ff%g}é%cg d§<5d ?}é;tfs grg%%‘o%sadc%%s%%ﬁs%t&t@' AGE WSS hSect
of a driver should be address wvalues within the driver
image space (PE structure) 13 of the corresponding driver.
10 An image of a driver (The state in which a driver
file has been loaded in memory is referred to as an image)
whose driver file has been currently loaded in memory is
stored in the driver image space (PE structure) 13. The
driver file and the driver image are configured in the form
15 of PE structures. A PE structure stores information,
including the location of the machine language of an
executable file, the locations of import and export tables,
the type of platform on which the corresponding file can
run, and the location of a first start code when an 0S
20 executes the file.

The IDT 14 stores the address of an interrupt
handler. The SSDT 16 stores the address of a routine that
should be called for each function when a system call is
generated.

25 Malicious programs including keyloggers attempt

cracking by altering the driver object space 12, driver

image space (PE structure) 13, IDT 14, SSDT 16 and hook




5The function table of each driver object is stored in the driver
obj ect space 12. Address values that are referred to by functions that
constitute the driver object of a driver should be address val ues
within the driver inmage space (PE structure) 13 of the corresponding

driver. 10 Apai 0Bge 0br argls i M&fokThe petater] NeMBsE hpay Orioer drbb@ams
has been |l oaded in nenory is referred to as an i mage) whose driver
file has beencgdhsenilierd aadedyishemem®nyld Srgbernadién 1hedriheekernel
i mge space (PE structure) 13. The driver file and the driver inmage
are confi gur edti a11 he 1fforne 15y ofenPhosiul o ct nf@Sna tAcBE1St T.81cd Liree-est, okBs
information, including the |location of the machine | anguage of an
execut abl e fi b8, opdentlaacatrironsco$ly oot tthendyekporis trablesedt he type
of platformon which the corresponding file can run, and the |ocation
of a first start coléGwhen am G5 AUewewut ésledlerdliiing. a case TiexneDra
14 stores the address of an interrupt handl er. The SSDT 16 stores the
address of a melifhert hatrighsul dopdedalired Her waBAOTENCkIBIFInWhBRTETY
system cal | isﬁgenerated. 25Mal i ci ous prograns including ke Iog%ens

attenpt crackPh§eHy alther i tig- e dPisdr GBRettospadlla2 Ofgr ter Hridge

space (PE structure) 13, IDT 14, SSDT 16 and hook
object "space.

When a malicious program 1s loaded in the memory, the
10 executable driver image (malicious.sys) of the
corresponding maliciocus program is also loaded in a driver
image space (PE structure) 13. Furthermore, the start and
end addresses of a place where the name and executable
driver image of the corresponding malicious driver are
15 stored, are stored in a system module information 11.
Furthermore, a table of functions that are used by the
corresponding malicious driver object is stored in a driver
obiject space 12, and corresponding information is stored in
an IDT (not shown), an SSDT (not shown} and a driver image

20 space (PE structure) 13 themselves.

For example, when three drivers (hello.sys,
world.sys, and malicious.sys) are loaded in this computer
system, each driver image 1s loaded and stored in the
driver image space (PE structure) 13, and a list of driver

25 images loaded in the memory is stored in the system module
information 11. The driver name and start and end addresses

of each driver image are stored.




cal | back of the nmenory. However, these malicious prograns cannot

alter the systemnodule information 11 of the kernel at all. If the
system nodul e information 11 is altered, the OS operates erroneously
and the systemis rebooted. 5 FIG 2 is a diagramillustrating a

case where a malici gsn@hives |madedohs thepnwredowsokerdrel feimasys to
altered the driver object function table of the driver object space.
Wien a nal i ci cusupLogr amri s akeadetrdmyetiheam@ matypretihein 1@hex ectitaattaey
driver imge (malicious.sys) of the correspondi ng malicious program
is al so | cadediriinea dpija@r spmage 18padthefPEhst matiaireel)s #i8iver alters an
Furthernore, the start and end addresses of a place where the nane
and execut abl eddrreger viehage whitheigoreéspoedi hg bl Eciloustdphvef ahe
15 stored, are stored in a systemnodule informati on 11. Furthernore,
a table of funiseilensyshariaes @egchy tiECcHt eSFOFRATgVARRS cdbRin a
driver object is stored in a driver object space 12, and

cor r espondi ng AL 61 AEE | BRIYR sTBIEY iR ARTEDPCEREE - showin) Sxapisgpiien
(not shown) and a driver i e 20space E structure), 13 thense| ves.
For exanpl &, with KHFESS Y F4r sl |5 SyS=TRer] Hos e, byg ReVSERA Ve
mal i ci ous. sys) are |l oaded.in_ this ¢ ter syste each _driver. |

i s | oaded and&t6T83 TR t Cﬁﬁ?@erofggggasgg%%d( stF&gFﬁre§b%§£Pg§3
a list of driver i es |0 [ ry, . to in
systenlnndule% %Fgéaa%ﬂggé%ifﬂgﬁggar?3%&§ngﬁ§p§%%&§%§ftBgﬁh i}éﬁ¥a the

addresseg, of gaGh gdrhyer - {mge aﬂﬁxﬁﬁor%%e world.sys driver outputs

keyboard values to the malicious driver, and the malicious
driver can intercept the keyboard values.

The present invention proposes a method of detecting
whether a malicious driver alters a kernel as described

15 above.

The method of detecting the alteration of a kernel
according to the present invention i1s provided in the form
of an alteration detection program, and is run on a user
computer. FIG. 3 is a diagram illustrating a state in which

20 an alteration detection driver has been loaded on in the
windows kernel memory of FIG. 2.

When a kernel alteration detection program is
executed, an alteration detection driver image is loaded in
the driver image space (PE structure) 13, and the name of

25 the alteration detection driver and the start and end
addresses of the alteration detection driver in the image

space are stored in the system module information 11.



Meanwhi | e, functions required for the drivers to actually run are
arranged and stored in the necessary driver object space 12. Wen the
mal i ci ous driver alters an address value, which is referred to by a
function of the 5 world.sys driver object, into an address val ue
within a mali gieyscdiby¥er |aageundoioii ngapgeur $hakor iexanpgkd, when tae
address value that is referred to by the keyboard val ue processing
function of thateestdosysedsdtviem abjieet iis akbese@din ntlee adrddr egsject
value (for exanple, 530) within the 10 nalicious driver imge, the
wor | d. sys dri weaceuiputs keyboard values to the malicious driver, and

the malicious driver can intercept the keyboard val ues. The
present invention pfloposasrasomst hothesintdenectishg whet¢reentedhal i olige
driver alters a kernel as described 15 above. The met hod of

det ecti ng t he aditesphipondetedt i@t nérieicot drdrf t 1t F&epredsiprs kernel
invention is provided in the formof an alteration detection prograg&

and is run on"™§MGEEr AgoMFECELPCR| BP0 2B diekRER | TRIErattily kern

state in which, 20 n alteration detection driver has been | oaded on
in the mﬁndoméhﬁgﬁﬁgvaﬁéﬁﬁ¥ya&geﬁ?gz 2. Wien a kerne

alteration detectio rogram is _executed, ,an.alterati.on detecti,on
driver imge is Ioaggg‘inﬁttﬁf dPiv§$OWé§ﬁf§ sﬁg%%S %ﬁ?%ﬂ%’u%tdﬁ%ShQPS,Of

and the name qf 25, 1he alteration detectio driver, Andthe starf, apd.

end addresses teration detection iver 1n the inmage sp

o o SMEBUSLETORH LTS Lok, T RS Ron of
stored in thetg%iﬁgésgg&egﬁmggggg_12.
First, the alteration detection driver reads a driver
list from the system module information and extracts
information about the name and start and end addresses of a
15 driver that is currently running on the system at step S41.
The alteration detection driver selects a detection
target driver from the driver list read from the system
module information, and sets the start address of the
detection target driver as variable i and the end address
20 of the detection target driver as variable 7 at step S542.
Thereafter, the alteration detection driver extracts
the argument of a function that 1s used by the detection
target driver object at step $43. In this case, using an
ObReferenceObject  function, an  ObReferenceObjectByName
25 function, and an ObReferenceObjectByHandlefunction,

ObReferenceObjectByPointer function, the alteration

detection driver can find a location at which the function



The present invention is inplenented by the 5 alteration detection
driver | oaded in the wi ndows kernel nenory as described above, and
detects whether the kernel driver has been altered. FIG 4 is a
flowchart illustrating a method of detecting the alteration of a

Wi ndows Kkernelaysd ngrt e 181 @bt eb@fdan setacd | @cadivar t@%ﬁ@tdﬁﬂ_ﬁlvéﬁ
t he enbodi nent of the present invention. First, the alteration

detection driyer skeada, a@ai vemn | :8trddtomitdiessysiam opduben function
informati on and extracts i nformati on about the nane and start and end

addresses of grdibdriheer furtadions €ablreenbFy tHenndageon drhet sygttemiat ver
step 541. The alteration detection driver selects a detection
target driverobtemthe driver list read fromthe system nodul e
information, and sets the start address of the detection target
driver a$ vari abl e Thanaltheakheh addressi@0oflriher deeseriomes argether
driver as variable j at step 542. Thereafter, the alteration
detection driVes asfress sexHedrgumintStHP a54Unks i anvehae bstusen bye
the detection target driver object at_step 543. In this case, usin
an ObRef er enc@%}%ﬁe flurRtd die éfﬁr%ﬁé$e3 eﬁEe%‘Fﬁéc%@yNéjrﬁ?emmes that

25f uncti on, andanObRef er enceQbj ec ByHandl ef uncti on,
ObRef er encerf‘g ?la"‘rsf hEgl £Br Apf ofotresponding detection

target driver at step S45 if the extracted address is a
10 value between the wvariable i and the wvariable Jj, and
determines whether alteration detection has been performed
on the entire driver list at step S46.
If there is a driver on which alteration detection
‘'will be performed, the process returns to step S42, where
i5 the part of the process starting with the selection of a
detection target driver starts to be repeated. In contrast,
if there is no driver on which alteration detection will be
performed, the process ends.
Meanwhile, if the address extracted at step 843 is
20 not a value between the wvariable i and the variable Jj at
determination step 844, the alteration detection driver
determines that the corresponding detection target driver
has been altered at step S47, notifies a user of the
alteration of the corresponding executable program at step
25 548, and proceeds to step S546.
The present invention can detect not only the

alteration of the above-described driver object but also

10




detection driver can find a location at which the function table of
the driver object of the detection target driver is stored, and can
extract the address of each function fromthe function table of the
detection target driver object. 5The alteration detection driver
det er m nes whetheralthe-addnesss extieacter, athst efriS43 | Buayavabpece (PE
between the variable i and the variable j at step 544, determ nes
that alterati citruasunel, odeursséd, | and heha droogs pehtihagk det ect i on
target driver at step 545 if the extracted address is a 10 val ue

bet ween the vari abl éni thadcehe vartkbl &) ldandhdetierainast whatdwer of a
alteration detection has been performed on the entire driver |ist at
step 546. deteptiemer e taguatdri WisWies whileh al Plekatiash devdttdon @
will be perfornmed, the process returns to step S42, where 15 the part
of the procesdladfsE{PryMRYerkerselfEctofof andet €¢t§ ontltlar gef  the
driver starts to be repeated. In . contrast, if there is no drjver. on
whi ch al t er at (SR TAEPEELH B Cgﬁﬁqctﬁsnpéﬁffama?w% Pt oPSE g ing an
Meanwhil e, if the address extract at, step 543 is_20,not val ue

ot ween ¢ he VAFPALTST SN varranral S “HeteThi RAtT o st Bp shEe"
the alteratio t] i et erm 1k i

det ection targ%%%%gﬁvégghgé é%%ﬁgg{?@F%%gg?kgﬁép£€§7%%%%$%$?g§t%%uggg

of the alteratjon_o ngi ecut abl e program at step
25548, and pr ooeds Fh Son Brans Ak

10 In the case o©of the driver image space (PE structure)
13, the detection target driver is opened, the starting
part of the detection target driver 1is set as an
IMAGE DOS HEADER structure, the location of an
IMAGE OPTIONAL HEADER structure 1s obtained from the

15 IMAGE DOS HEADER structure, and the location of the
IMAGE IMPORT DESCRIPTOR structure is obtained from an
IMAGE OPTICNAL HEADER structure. Meanwhile, the address of
each function 1is checked for alteration by examining a
function table included in the IMAGE IMPCRT DESCRIFPTOR

20 structure.

In the case of the S5DT, alteration is detected by
examining a function address included in the
KeServiceDescriptorTable.

In the case of the hook callback, the driver object

25 of the detection target driver 1is obtained using an
ObReferenceObject  function, an  ObReferencelObjectByName

function, an ObReferenceObjectByHandle function, and an

11



The present invention can detect not only the alteration of the
above-descri bed driver object but also the alteration of the |IDT,
the driver imge space (PE structure), the SSDT, and the hook

cal I back. In the case of the IDT 14, the interrupt nunber of a
det ecti on t ar §Redeveeectiy] sy aettesi Ay 15HaPTEt RnfeY FemtVeEdr 18
function, and the IDT of the corresponding detection target device . is
obt ai ned usi n§PaA1ESFh ST offindPiEaRGhI TelvathePRafCt he I MsPHdY Le,

been altered can be checked hy exam ni ng the address_ of e IDT and a
servi ce rout i HdtaAaFEEs. 19 (IFadEc RECHITINGIH A VRRKT %%cﬂéiae{} s

structure) 13, the detection ar.get driver is opened, the starting
part of the def&¢tPsh targt 6 iveroh<et as an | MAGE DOS HEADER

structur t he | ocati,on_of, an,| MA Tl L HEADER str.ucture is

obt ai nedeg%romthe 1@%@%t@%§%§ %%;!purgPllglEtmi tﬁg Iggla(ati n ol nt
t he | MAGE | T ru 1.S70 i . I

OPTI ONAL HEADEE%;%EF%? uri Sb%% hi fa%,%%h%é%q ress%%gfﬂlégg%&?un%%n s
checked for a'afc%%%%%%ﬁ% &xXaMdy<9 hifsunct | pi-drRRle i uded rhiet hge

| MAGE | MPORT DES Ostructure.
preferred embodiments of the present invention, and is not
intended to limit the present invention. Furthermore, it
10 will be apparent to those having ordinary knowledge in the
field of art that a variety of meodifications and variations

are possible within the range which does not depart from

the scope of the technical spirit.

12




In the case of the SSDT, alteration is detected by exam ning a
function address included in the KeServiceDescriptorTable. In the
case of the hook call back, the driver object 25 of the detection
target driver is obtained using an CbReferenceCbject function, an
ObRef er enceCbj ect ByNane function, an ?@ﬁi nceObj ect ByHandl e
function, and an bReference(bjectByPointer function, and a device
obj ect is obtained using the obtained driver object. Meanwhile,
alteration is detected by exam ning a hook cal |l back address i ncl uded

in the device obj ect), A 3lHol SRR chRSIERSINIIE HinddRi Réﬁﬁel,‘%f)mbﬁk%gp resent

i nvention has been described in conjunction with the ‘acconpanyi ng

drawi ngs, this is int@ades dfeddidgbf atdebitn iR 6,86 en@od TR Nhdudig
the present invention, and is not intended to limt the present

i nvention. Furifb@laior shoul 4 nabdd andvsthnt ardleend piiésentor § il haids addiga memory
ordinary knowl edge in the field of art that a variety of
nodi f i cati ons fancsystan naklulo doramiorpossi bl e wi thin the range whi ch does
not depart fromthe scope of the technical spirit. CLAIM _
1. A nethod of det eatseeydaiep axf atleaing,olfy the witeratonsdeleetramedrjvels angsteciinnigrget
driver from the driver list;
a third step of finding, by the alteration detection driver, a location at which is
stored a function table of the detection target driver;

10 a fourth step of extracting, by the alteration detection driver, a function that 1s used
by a driver object of the detection target driver from the function table of the detection target
driver; and

a fifth step of determining, by the alteration detection driver, that the detection
target driver has not been altered if an address of the function is a value between the start

15 address and the end address of the detection target driver, and that the detection target driver

has been altered if the address of the function is not a value between the start address and the

end address of the detection target driver.

2. The method set forth in claim 1, wherein the third step uses one of an
ObReferenceObject  function, an  ObReferenceObjectByName — function, an
20 ObReferenceObjectByHandle function, and an ObReferenceObjectByPointer function.

3. The method set forth in claim 1, wherem the alteration detection driver further
detects whether a driver object, IDT, PE structure, SSDT, and/or hook callback of the

detection target driver have/has been altered.
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a first step of reading, by an alteration detection driver, a driver
list including information about a nane and start and end addresses
of a driver that is |loaded in a nenory 5from system nodul e

i nformation,; a second step of selecting, by the alteration
detection driver, a,d i naet AL vern t ' LS .
athird step of finéiggsq%%R@H%?§% el a |onlﬁéﬁgilﬁg§ %@%&%#9&%%&1dUWﬂ

location at Wokighhides 15k MleQftetion'd éticfﬁ(}ert}f?ipb noaﬁtrlre@%ncpﬂ!l&?ﬁ%ﬁjﬁg' a @ Y the
f by the a et

driver; 10a fourth step of extractl ng, teration ection
driver, a fungd@onbidlexi®tabR Brbgiiih & td de@ion@RpRGkvepf the detection
target driver fromthe function table of the detection target driver;
and a fifth step of determning, by the alteration detection
driver, that the detection target driver has not been altered if an
address of the function is a value between the start 15 address and
the end address of the detection target driver, and that the
detection target driver has been altered if the address of the
function is not a value between the start address and the end address
of the detection target driver. 2. The nethod set forth in
claim1l1, wherein the third step uses one of an ObRef erenceObj ect
function, an bRef erence(bj ect ByNane function, an

20 Ref erencej ect ByHandl e function, and an

bRef er enceOoj ect ByPoi nter function. 3. The method set forth
inclaiml, wherein the alteration detection driver further detects
whet her a driver object, |IDT, PE structure, SSDT, and/or hook
cal | back of the detection target driver have/ has been altered.

4. The nmethod set forth in claim1l, wherein the alteration detection
driver determ nes that the detection target driver has been altered
and then notifies a user of the alteration of an executabl e program
of the detection target driver.
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