DESCRI PTI ON DATA TRANSFER SYSTEM DATA TRANSFER APPARATUS,

DATA- RECORDI NG APPARATUS, DATA MANAGEMENT METHOD AND I@E&T@I/F éENERATI ON
a tfransfer -

METHOD Te lcal Field . The present invention relates to alda
system a]’ &wwmﬂmmmm;r apparatus, a data-recording apparatus, a data
managenen an identifier generation nethod that are well

suitable for tsapsferring and/or recording content data such as music.
Background Art In typical usage of content data, such as nusic, the data
stored in a primary recording nmedi um such as an HDD (hard disk drive) of a
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DATA TRANSFER SYSTEM, DATA TRANSFER APPARATUS,
DATA-RECORDING APPARATUS, DATA MANAGEMENT METHOD AND

IDENTIFIER GENERATION METHOD

Technical Field

The present invention relates to a data transfer
system, a data transfer apparatus, a data-recording
apparatus, a data management method and an identifier
generation method that are well suitable for transferring

and/or recording content data such as music.

Background Art

In typical usage of content data such as music, the
data stored in a primary recording medium such as an HDD
(hard disk drive) of a personal computer is transferred
to another recording medium used as a secondary recording
medium so as to allow the data reproduced from the
secondary recording medium to be enjoyed. It is to be
noted that the content data includes musical data, video
data, game data and computer software, which are provided
mainly for distribution, transfer and utilization

purposes.



medium so as to allow the data reproduced fromthe secondary recording
mediumto be enjoyed. It is to be noted that the content data incl udes
nmusi cal data, video data, gane data and conputer software, which are
provided mainly for distribution, transfer and utilization purposes. 1 In
this case, the HDD enployed in the personal conputer is used for storing
content data such as nusic reproduced froma package recordi ng nmedi um such
as a CD- DA (Conpact Disc Digital Audio) and a DVD (Digital Versatile

Di sc) or used for storing content data downl oaded from an external nusical

server or the like by way of a communication network to the personal
conputer, which i drcdhdéctcad .o thife HRS wo ovRderd . ttfhe rsamsongdnnects the
personal conputer to a recording apparatus for recording data onto the

secondary rexanritRE retliwsgd fond Topi sy oronars datt esuchlas rfusoia t he HDD
to the secondary recording nedium In order to enjoy the content data, a
reproduct i onreaappaiwaters fsomseddckagprostused ite meldiwn fswrh tae semmndary
recordi ng medi um Concei vabl e exanpl es of the secondary recording nmedium
are a nmenor\DX a(Chngrgd 0y igr D semLomudioy ameds Yovsuahigstal f | ash menory,
a mni disc used as a magneto- optical disc, a CO-R (CD Recordable), a
CD-RW (CD- vVersatile Disc) or used for storing content data

downloaded from an external musical server or the like by

way of a communication network to the personal computer,

which is connected to the network. Then, the user

connects the personal computer to a recording apparatus

for recording data onto the secondary recording medium,

and copies or moves content data from the HDD to the

secondary recording medium. In order to enjoy the content

data, a reproduction apparatus is used to reproduce the

data from the secondary recording medium.

Conceivable examples of the secondary recording

medium are a memory card employing a semiconductor memory

such as a flash memory, a mini disc used as a magneto-

optical disc, a CD-R (CD-Recordable), a CD-RW (CD-

Rewritable) , a DVD-RAM (DVD Random-Access Memory), a DVD-

R and a DVD-RW.

As a recording apparatus and a reproduction
apparatus for the secondary recording medium,

respectively, a recorder and a player adaptable to these

recording mediums have been becoming very popular. The
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Rewitable), a DVD-RAM (DVD Random Access Menory), a DVD- R and a DVD- RW
As a recordi ng apparatus and a reproduction apparatus for the secondary
recordi ng medi um respectively, a recorder and a player adaptable to these
recordi ng nmedi uns have been becom ng very popular. The 2 recorder and the
pl ayer are designed into a variety of inplenentations such as a stationary
recordi ng/ reproduction apparatus and a portable recording/reproduction
apparatus. The user can thus record and reproduce content data by using an
i npl enentation of the recorder and the player that is a favorite with the
user or matches an apparatus already owned by the user. It is to be noted
that, when QTS FRSUEHE Rager aresiremniehtints ¢ e ofrot ecti on
of copyrights of the content data nust be taken into account. Assune for
exanpl e t hatifHengidatonng mdvmem dRtEanamsing a service to
distribute the content data or by purchasing a package medi um contai ning
t he cont ent wstcr dmg)/ renraducttion mpnars wentaant algtertiaitle an HDD, the user
is allowed to copy the content data to secondary recordi ng nedi unms
wi t hout any ddaurddtrigoredrmpduntsi asmpatectusisafaeoiiskelre canonhest dat a
results in a condition in which the owner of

record and reproduce content data by using an

implementation of the recorder and the player that is a

favorite with the user or matches an apparatus already

owned by the user.

It is to be noted that, when considering such usage

of content data, for example, protection of copyrights of

the content data must be taken into account. Assume for

example that the user obtains content data by using a

service to distribute the content data or by purchasing a

package medium containing the content data and, after

storing the content data into an HDD, the user is allowed

to copy the content data to secondary recording mediums

without any limitation. 1In this case, such usage of the

content data results in a condition in which the owner of

the copyright is not properly protected. In order to

solve this problem, there have been proposed a variety of

agreements and technologies for assuring protection of

copyrights in handling content data as digital data. One

of the agreements is a standard called an SDMI (Secure

Digital Music Initiative).



the copyright is not properly protected. In order to solve this problem

t here have been proposed a variety of agreenents and technol ogies for
assuring protection of copyrights in handling content data as digital
data. One of the agreenents is a standard called an SDM (Secure Digital
Music Initiative). 3 A data path prescribed in the SDM standard w || be
described later. At any rate, a content stored in an HDD enployed in a
personal conputer as a primary recording nediumcan be properly
transferred to or recorded onto a secondary recordi ng nmedium after
protection of a copyright and benefits of general users are taken into
consi derati on. TheRbEaéfi PathnPrgaerabefght tBepPPHat sltpndaggyvwihé kentent.
Exanpl es of the content stored in the HDD include a network content and a
di sc cont endesprd basethadek .coAteanYi sagent ancodieatdsspreBuiadabyHBR
external server to the personal conputer by way of typically a network to
be stored i erpieoyddD.in0a thesr seinadr campwtera adi $C rodmeert nessoredsigout from a
package recording nmediumto be stored in the HDD. As descri bed above,
exanpl es of melud yraceagde gompdinly recinsfiearreda tED-dPA mwubrdeddditol ke
package recording nediumis nmounted on a disc drive for reproducing the

di sc cont entsecb@iaadl Inscdit ngdin®@l idini \&F Hexr @rvaddad dm dfhe per sonal
conput er or

copyright and benefits of general users are taken into
consideration. The benefits include a right to privately
copy the content. Examples of the content stored in the
HDD include a network content and a disc content. The
network content is content data distributed by an
external server to the personal computer by way of
typically a network to be stored in the HDD. On the other
hand, a disc content is read out from a package recording
medium to be stored in the HDD. As described above,
examples of the package recording medium are a CD-DA and
a DVD. The package recording medium is mounted on a disc
drive for reproducing the disc content. Typically, the
disc drive is embedded in the personal computer or
connected to the personal computer. Examples of the disc
drive include a CD-ROM drive.

By the way, when content data is transferred in a
copy operation from a primary recording medium such as an
HDD to a secondary recording medium such as a mini disc

or a memory card, measures are taken to satisfy
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connected to the personal conputer. Exanples of the disc drive include a
CD-ROM drive. By the way, when content data is transferred in a copy
operation froma primary recordi ng medi um such as an HDD to a secondary
recordi ng medium such as a mini disc or a nenory card, neasures are taken
to satisfy 4 protection of both a copyright and a private copying right. In
order to satisfy such protection, data is transferred froma secondary
recordi ng mediumconformng to the SDM standard as follows. A secondary
recordi ng mediumconformng to the SDM standard is assuned to be a
recordi ng mediumincluding a nenory card enploying a sem conductor nenory
such as a Mredeqhrdmsy P wpaddnfeoepvyr ighth ange aSVL vétten ¢y inGuch. a
secondary recording nmediumis used for storing a content in an encrypted
state. In argghtary recording nediumlike an HDD, for exanple, a content
conformng to the SDM standard is stored in an encrypted state so that
such a content w [h bedeoptedstbiafgesontdapyotecoidnngdaed iimm al so in the
encrypted state as it is. . It is needless to say that a reproduction
apparatus prevsded dfe@dl f3UWah aa skeoodAlY reeeaidlingg mMetiutdoRs camigecr ypti on
function allow ng content data copied to the
to the SDMI standard as follows.
A secondary recording médium conforming to the SDMI
standard is assumed to be a recording medium including a
memory card employing a semiconductor memory such as a
flash memory in conformity with the SDMI standard. Such a
secondary recording medium is used for storing a content
in an encrypted state. In a primary recording medium like
an HDD, for example, a content conforming to the SDMI
standard is stored in an encrypted state so that such a
content will be copied to a secondary recording medium
also in the encrypted state as it is.
It is needless to say that a reproduction apparatus
provided for such a secondary recording medium has a
decryption function allowing content data copied to the
secondary recording medium in an encrypted state to be
reproduced.
In a secondary recording medium conforming to the
SDMI standard, a recording format includes an area for

recording a content ID used as an identifier for

identifying each piece of content data.
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secondary recording mediumin an encrypted state to be reproduced. In a
secondary recordi ng nediumconformng to the SDM standard, a recording
format includes an area for recording a content I D used as an identifier
for identifying each piece of content data. 5 A content IDis generated
for each piece of content data stored in the primary recordi ng nmedi um such
as an HDD enployed in an apparatus for the primary recording nedium and
is stored along with the piece of content data. Wen content data is
copied to a secondary recording mnedium a content ID identifying the
content data is also stored_in the secondary recording nmedium Content |Ds
are used for managPn§C8SARENLDr iighoenerated Fary casd véessdaly crasendi ng
medi uns. A content right of a content in a primary recording mediumis a
right to tro@isf @tayed donttdm Frigmmhequandimg mesbingl mpatedisumnt o a
secondary recording nmediumin an operation to copy the content to the
secondary r 0 cimpg oyttt um aOn age mther fdranthe pciommntredghting a
content in a secondary recording mediumis a right to reproduce the content
from the secahidar \andcos dsbgreddalongl wits thebeirakedft kahtent tdaea.
follow ng description, a transfer of content data (a transfer of a

When content data is copied to a secondary recording

medium, a content ID identifying the content data is also

stored in the secondary recording medium.

Content IDs are used for managing content rights in

primary and secondary recording mediums. A content right

of a content in a primary recording medium is a right to

transfer the content from the primary recording medium to

a secondary recording medium in an operation to copy the

content to the secondary recording medium. On the other

hand, a content right of a content in a secondary

recording medium is a right to reproduce the content from

the secondary recording medium.

It is to be noted that, in the following

description, a transfer of content data (a transfer of a

right) from a primary recording medium to a secondary

recording medium is referred to as a check-out. On the

other hand, a transfer of content data (in actuality, a

transfer of a right only) from a secondary recording

medium to a primary recording medium is referred to as a

check-in.



right) froma primary recording nediumto a secondary recording nediumis
referred to as a check-out. On the other hand, a transfer of content data
(in actuality, a transfer of a right only) froma secondary recording
mediumto a primary recording mediumis referred to as a check-in. 6 In
accordance wth the SDM standard, transfer usage rules are established
for check-ins and check-outs. For exanple, for a piece of content .data,
only up to 3 check-outs froma primary recording nediumto a secondary
recording medium are allowed. Thus, a transfer right allows the piece of
content data to be _transferred up to 3 tines. In a check-out, a right is
al so transferred fEBnR&COpERRERYWLEROLBEN§PNEdBiARNESTd  s&coRdArY recor di ng
medium Thus, the transfer right in the primary recordi ng nedium now
al l ows the pisége gfuldgs &n9 astallamdfest rfet eileckpinso aml tdhesk-oOtst.he
ot her hand, a reproduction right is given to the secondary recording
medium | n a check-ifer oexamelet htor hanpiecerofhtonsent edarcanpdod Y pnu@
secondary recording mediumto a primary recording medium Thus, the
secondary recordiaigakediuim froses riemducidoon inigyhtedihinl e conre
transferred right is restored to the primary recordi ng medi um
secondary recording medium are allowed. Thus, a transfer
right allows the piece of content data to be transferred
up to 3 times.
In a check-out, a right is also transferred from a
primary recording medium to a secondary recording medium.
Thus, the transfer right in the primary recording medium
now allows the piece of data to be transferred only up to
2 times. On the other hand, a reproduction right is given
"to the secondary recording medium.
In a check-in, on the other hand, a right is
returned from a secondary recording medium to a primary
recording medium. Thus, the secondary recording medium
loses a reproduction right while one transferred right is
restored to the primary recording medium.
Such check-outs and such check-ins are managed for
each piece of content data by using a content ID for
identifying the piece of content data.
In addition, in a check-out, a piece of content

data and a content ID for identifying the piece of

content data are recorded onto a secondary recording
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Such check-outs and such check-ins are managed for each piece of content
data by using a content ID for identifying the piece of content data. In
addition, in a check-out, a piece of content data and a content ID for
identifying the piece of content data are recorded onto a secondary
recording 7 nmedium The secondary recording mediumis given a reproduction
right to reproduce the piece of content data. On the other hand, the
primary recording nediumis considered to have transferred one content |ID
and | ost one transfer right in accordance with the usage rules. 1In a
check-in, on the other hand, no content data is actually returned.

| nst ead, thaeddmment THat aerendargl yecerdsed nedihvmhéssgévadagy recordi ng
medium and the content IDis returned to the primary recording mediumto
i ncrenent tkrepmodvertion toigigf ero riegnadycesthé bpteby dhecousage daltes by
one. The secondary recording nmedium | oses the reproduction right to

repr oduce t e dchet ethetahandis ties priiradyalrevwe rdiont erididai dsis copied to a
secondary recordi ng medi umconformng to the SDM standard in an encrypted
state to be csheried riedt act have ecendifey reedions alohdent am emer ipised state,

and content rights are managed in the event of a check-out or a check-in
in order toopeeveansFent enlghdatia bedede@Rieetridh the usage rules.

In a check-in, on the other hand, no content data
is actually returned. Instead, the content data is merely
erased from the secondary recording medium, and the
content ID is returned to the primary recording medium to
increment the number of transfer rights prescribed by the
usage rules by one. The secondary recording medium loses
the reproduction right to reproduce the content data.

As described above, content data is copied to a
secondary recording medium conforming to the SDMI
standard in an encrypted state to be stored into the
recording medium also in.an encrypted state, and content
rights are managed in the event of a check-out or a
check-in in order to prevent content data to be copied an
unlimited number of times and to protect copyrights as
well as to assure the private-copy right of the user at
the same time.

It is to be noted that content data downloaded from

typically an external server to an HDD serving as a

primary recording medium is stored in the HDD in a state
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unlimted nunber of times and to protect copyrights as well as to assure
the private-copy right of the user at the sane tine. It is to be noted
that content data downl oaded from typically an external server to an HDD
serving as a primary recording nediumis stored in the HDD in a state 8 of
bei ng encrypted by using a content key CK. . In this specification, content
data stored in the HDD is assunmed to have been obtained as a result of
conpressing original content data by adoption of an ATRAC3 techni que (or
anot her conpression techni que) and encrypting the conpressed data A3D by

usi ng the content key CK. In s specification, notation E (x, y) denotes
encrypted d&talSEts ﬁé‘(‘]’ré@t&q'i’é’ulutﬂﬁﬂ én nr’ngd’é’tgf& by using a key x.
on the other hand, _notation D Jx, E (x, y)j denoted decrypted data
obtained as a resuf® Bhlaeép95%fh§atéﬁ6vyﬁ?@ﬁeaétﬁaEa(ﬁtoyfdbyHUEhﬁg t he
key x. Thus, the content data obtained as a result of conpressing original

cont ent dat dD@ndSe@@ﬁgdmdng‘-Ot havec hggne obd@ ideca as3B eswditn@ft he cont ent
key CK can be expressed by notation: E (CK, A3D) On the other hand,
decrypt ed daapeistssiimed cas gdnedswonteint data by adoption of an

ATRAC3 technique (or another compression technique) and
encrypting the compressed data A3D by using the content
key CK. In this specification, notation E (x, y) denotes
encrypted data obtained as a result of encrypting data y
by using a key x.

On the other hand, notation D {x, E (x, y)} denoted
decrypted data obtained as a result of decrypting
encrypted data E (x, y) by using the key x.

Thus, the content data obtained as a result of
compressing original content data and encrypting the
compressed data A3D by using the content key CK can be
expressed by notation:

E (CK, A3D)

On the other hand, decrypted data obtained as a result of
the decrypting encrypted data E (CK, A3D) by using the
key CK 1s expressed by notation:

D {CK, E (CK, A3D)}

In addition to the encrypted content data E (CK,
A3D) ,the HDD serving as the primary recording medium is

also used for storing E (KR, CK), which is the content
9



the decrypting encrypted data E (CK, A3D) by using the key CK is expressed
by notation: D[CK E (CK, A3D)) In addition to the encrypted content data
E (CK, A3D),the HDD serving as the primary recording nediumis also used
for storing E (KR, CK), which is the content 9 key CKin a state of being
encrypted by using a root key KR Thus, in the case of encrypted content
data E (CK, A3D) downl oaded from an external server, for exanple, the
encrypted content key E (KR, CK) is also downl oaded from the server. In
this case, in a check-out of the encrypted content data E (CK, A3D) to a
secondary recording nmedium the encrypted content data E (CK, A3D) and the
encrypted &Gt &t Wey BTEIR CKPHES] TS H@ 1SRt 15eW & FRAtth&eYHDD
serving as the primary recording nmediumto the secondary recordi ng medi um
The appar at & -f of 'PRe $BcbRBaF§SPebr GRARYREAAURPRRBREsIBRE FodEKkey KR for
decrypting the encrypted content key E (KR, CK) to produce the original
content kep3OK dpwaloasieshtf rom jaf teixdre npgdd sfegvedocrfpn iaxgreiie, dber ypt ed
content data E (CK, A3D) to produce the original content data A3D. In
accordance temdry@beid [coaftemite keapyr i (R, @Ferisoralso downloaded from
the server.
In this case, in a check-out of the encrypted
content data E (CK, A3D) to a secondary recording medium,
the encrypted content data E (CK, A3D) and the encrypted
content key E (KR, CK) need to be transferred from the
HDD serving as the primary recording medium to the
secondary recording medium.
The apparatus for the secondary recording medium
holds the root key KR for decrypting the encrypted
content key E (KR, CK) to produce the original content
key CK. The content CK is then used for decrypting the
encrypted content data E (CK, A3D) to produce the
original content data A3D.
In accordance to the will of the copyright owner or
for a variety of reasons, however, the root key KR can be
changed. That is to say, a root key KR can be set for
each piece of content data. In addition, there is
provided a function for imposing restrictions on targets

of content distribution by processing of the root key KR.

This function will be described later concretely.
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for a variety of reasons, however, the root key KR can be changed. That is
to say, a root key KR can be set for each piece of content data. In
addition, there is provided a function for inposing restrictions on
targets of content distribution by processing of the root key KR This
function will be described |ater concretely. 10 Thus, in sone cases, data
called an EKB (Enabling Key Block) is distributed. In addition, in sone
cases, a regular termnal for receiving transferred content data adopts a
technique for confirmng a root key by using an EKB. That is to say, an
EKB is distributed froma server to be stored_ in an HDD along with
encrypted content dabdr aRdSSRCeReE§prela&dntahtekegn EEBsi(BBAbaingse in
which a mini disc (or a magneto- optical disc), which has been beconi ng
very popul aey $1agddd ids H sdeddnd®d, r épordraginndi dm samg sirdesdi ek
recordi ng apparatus conforming to the SDM standard. In this case,
encrypt ed caorfoantan dtexrng nadk, f a3 Beagianigierimehs fiearndtk grintierdi slatian a
check-out is stored in the mini disk in an encrypted state as it is. Then,
in a reproductordrs @pdreathindmuet Ho nrigunfdirsid ng ec aradithgeeappayr atsisigc airf or mi ng
to the SDM standard decrypts the encrypted content data E (CK, A3D) to
produce t he EKENt eMhadata Pof €Ky, EaqaCKKBAIP) HiztA3Ibutehi €tom a server

to be stored in an HDD along with encrypted content data

and an encrypted content key.

Consider a case in which a mini disc (or a magneto-

optical disc), which has been becoming very popular, is

used as a secondary recording medium in a mini-disk

recording apparatus conforming to the SDMI standard. In

this case, encrypted content data E (CK, A3D) transferred

to the mini disk in a check-out is stored in the mini

disk in an encrypted state as it is.

Then, in a reproduction operation, the mini-disk

recording apparatus conforming to the SDMI standard

decrypts the encrypted content data E (CK, A3D) to

produce the content data D {CK, E (CK, A3D)} = A3D, which

is the content data compressed by adoption of the ATRAC3

compression technique. Then, the mini-disk recording

apparatus carries out a predetermined decoding process on

the compressed content data A3D to output reproduced data

such as music.

In a mini disc used in an ordinary mini-disc

11



is the content data conpressed by adoption of the ATRAC3

conpr essi on

techni que. Then, the mni-disk recording apparatus carries out a
predet er mi ned decodi ng process on the conpressed content data A3D to
out put reproduced data such as nusic. In a mni disc used in an ordinary

mni-disc 11 system which has been becom ng popul ar too,
hand, data is stored not in an encrypted state. Thus, as

on the other
a mni-disk

reproducti on apparatus, the mni-disc system naturally does not have a
decryption function. As a result, content data recorded in a mni disk by

the m ni-disk recordi ng apparatus conformng to the SDM

st andard cannot

be reproducéd¥shemoshich kas beiesic begioaiadgs pamphilalr deonotonc dieoorhhtes t he
SDM standard. That 1is to say, the content data recorded in a mni disk by
t he mi ni - di Slandecdiediand sapparedusodoriform g dryptesl SBElte .st @hdag dass not
reproduction-conpatible wwth the mni- disc players. This neans that
correct useaofmian-80Fk ceptrediuctpwncapad ity st,hehgemdmdl-diser siysteimm t ed
and the value of the service to provide an SDM content to the ordinary
user as wel haasirthe yusier'ss ndegheereofa sialdryfpadionoFunddiont.he service are
hence reduced considerably. In order to solve the problem descri bed above,

in a As a result, content data recorded in a mini disk

by the mini-disk recording apparatus conforming to the

SDMI standard cannot be reproduced by most of mini-disc

players, which do not conform to the SDMI standard. That

is to say, the content data recorded in a mini disk by

the mini-disk recording apparatus conforming to the SDMI

standard is not reproduction-compatible with the mini-

disc players.

This means that correct use of an SDMI content

purchased by the general user is limited and the value of

the service to provide an SDMI content to the ordinary

user as well as the user’s degree of satisfaction with

the service are hence reduced considerably.

In order to solve the problem described above, in a

recording operation to copy an SDMI content to a

secondary recording medium such as a mini disc mounted on

a mini-disk recording apparatus not conforming to the

SDMI standard, the SDMI content is decrypted so that the

content can be stored in the mini disk in an unencrypted

state as it is.
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recordi ng operation to copy an SDM content to a secondary recording
medi um such as a mni disc nounted on a mni-disk recordi ng apparatus not
conformng to the SDM standard, the SDM content is decrypted so that the
content can be stored in the mni disk in an unencrypted state as it is.
12 If such a copy operation can be carried out, however, it is possible to
copy content data with ease. Such a copy operation also | eaves room for
possible illegal copies, resulting in a fear of inpossibility to
i npl ement copyright protection, which is the original objective of the
SDM standard. In order to solve the problem descri bed above, as a nethod
of transferring cohfePtChafaCoPReORBpREEARt CAR R FAEEARIfBHtthe present
i nvention has proposed a content transfer technique described as follows.
In an oper afic¥fVES 1t AdndFePoSEAPdRt t9alc@PYa cORTEN Tt Carisf el thppasat-us
serving as a primary-recording-nmedi um apparatus authenticates a
dat a- r ecor diStighagp&cayuSPeFedioas ad soedeadasy noggoriditngossdilm apparat us to
serve as a transfer destination. If the result of the authentication is
K, the tranddflegadf colpéesontresuldding iin al Ifewed odn impe ssddaridiittyortot hat t he
content provider (such as the copyright owner) approves the transfer.
Then, the cdnipdetment copyright protection, which is the original

objective of the SDMI standard.

In order to solve the problem described above, as a
method of transferring content data, the applicant of a
patent for the present invention has proposed a content
transfer technique described as follows.

In an operation to transfer content data, a data
transfer apparatus serving as a primary-recording-medium
apparatus authenticates a data-recording apparatus used
as a secondary-recording-medium apparatus to serve as a
transfer destination. If the result of the authentication
is OK, the transfer of the content data is allowed on the
condition that the content provider (such as the
copyright owner) approves the transfer. Then, the content
data is transmitted in an encrypted state through a
transmission line and the encrypted content data is
decrypted before being stored in a secondary recording
medium. In addition, rights are managed for check-outs

and check-ins.

In this way, since an operation to copy and record
13



data is transmtted in an encrypted state through a transm ssion |line and
the encrypted content data is decrypted before being stored in a secondary
recording nedium In addition, rights are managed for check-outs and
check-ins. In this way, since an operation to copy and record 13 content
data in an unencrypted state is permtted, nore convenience is offered to
the user without |osing the function to protect a copyright. However, such
a transfer technique has the follow ng problens. By using a nmedium such as
a mni disc, which has been becom ng popular fromthe beginning, in a
check-out and/or a check-in of an SDM content, a content |ID cannot be
recor ded oncpﬁéeﬁﬁn@a&@sénféﬁ SOPRCTYRIGRs SERTE IS REGHY Gted U@ Tehe f act
that the mni disc does not have an area for recording a content ID and
the fact th&envigaliegsst dfp@fdeyred o dihse usegorddhaydes asdinchdhe a functi on
for managing content IDs. For exanple, an area for recording content |Ds
can be newfyngitdenddd profeagtT@Ccomyirdighits a managenent area on a mni
di sc. When the conventional mni-disc recorder updates the U-TOC after a
recordi ng or an edHbwageopesathoa, thenever, tehbnigneehtas| Beewi || be | ost.
following problems.
By using a medium such as a mini disc, which has
been becoming popular from the beginning, in a check-out
and/or a check~in of an SDMI content, a content ID cannot
be recorded on the mini disc for some reasons. The
reasons include the fact that the mini disc does not have
an area for recording a content ID and the fact that the
contemporary mini-disc recorder does not have a function
for managing content IDs.
For example, an area for recording content IDs can
be newly provided in a U-TOC, which is a management area
on a mini disc. When the conventional mini-disc recorder
updates the U-TOC after a recording or an editing
operation, however, the content IDs will be lost.
That is to say, in an attempt to offer more
convenience to the user through compatibility with the
conventional apparatus, content IDs cannot be managed on
the mini-disc side. Because the content IDs cannot be

managed, then the check-in cannot be managed.

In the secondary recording medium such as the mini

14



That is to say, in an attenpt to offer nore convenience to the user
t hrough conpatibility wth the conventi onal apparatus, content |Ds cannot
be managed on the mni-disc side. Because the content |IDs cannot be
managed, then the check-in cannot be managed. In the secondary recording
medi um such as the mni 14 disc, on the other hand, it is possible to
generate a content IDto be used as an identifier of each content data
fromtypically the content data itself. In order to generate a content ID
of data content recorded on a mni disc, however, it is necessary to seek
the disc for_,a portion of the data cqontent and read out the portion from
the disc. TR4SC t REr &Nes GtReZedaRd prdhLEMPOSSLDNE (tk E8NERES & generate a
content ID. In addition, even if a content IDis generated in a secondary
recordi ng mE@PEHIRSUdR &9 Dfe USiedi adi $¢, idretifdmar afeacdncomtent may not
match a content ID generated in a primary recording nedium As a result,
management @RtacdroantyPhsaldyi mhes siopitentDidedlaosdse@ldf- | nvention It is
t hus an object of the present invention addressing the problens described
above to properly Innpaded tpaasherstefacoantantdabPaocbetakencanpentary
recordi ng nmedi um and a secondary recordi ng nmedi um for

recorded on a mini disc, however, it is necessary to seek

the disc for a portion of the data content and read out
the portion from the disc. Thus, there is raised a
problem that it takes time to generate a content ID. In
addition, even if a content ID is generated in a
secondary recording medium such as the mini disc, the
generated content ID may not match a content ID generated
in a primary recording medium. As a result, management of

content IDs is impossible.

Disclosure of Invention

It is thus an object of the present invention
addressing the problems described above to properly
managed transfers of content data between a primary
recording medium and a secondary recording medium for
recording content data in an unencrypted state in order
to make processing more efficient.

In order to achieve the object described above,
present invention provides a data transfer system

including the data transfer apparatus and a data-
15




recording content data in an unencrypted state in order to nake processing
nore efficient. In order to achi eve the object described above, present
invention provides a data transfer system including the data transfer
apparatus and a data 15 recordi ng apparatus. The data transfer apparatus
provi ded by the present invention includes: primary-recordi ng-nmedi um
driving neans for recording and reproducing data onto and froma. primary
recordi ng medi um storage controlling neans for controlling the
primary-recordi ng-nediumdriveing nmeans to store content data and a
generated first content identifier unique to the content data onto the
primary redGSRHY IR ARRALAT SN encrypted state; conmuni cation neans for
carrying out a variety of data comunications including a transfer of
content data betwe&Ret RétdatianefanspppazpparabPisvangdahyekher papsent
data-recordi ng apparatus; and transfer nanagenment neans for managing a
transfer ri gmvesftioacHnedmdas: dutiamsanyd reqargligfeemadigin dwifvigay ti cul ar
content data already transferred to the external data-recording apparatus
by using gemecatsedort afslo® it agsbaiegtriotycifg rdsttac anttentanddeirtanf izer  of
the particular content data with the second content identifier of
particul ar goritenty datcndicry wed ifungmstttoerage controlling means for

controlling the primary-recording-medium driveing means

to store content data and a generated first content

identifier unique to the content data onto the primary

recording medium in an encrypted state; communication

means for carrying out a variety of data communications

including a transfer of content data between the data

transfer apparatus and an external data-recording

apparatus; and transfer management means for managing a

transfer right of each content data and a transfer right

of particular content data already transferred to the

external data-recording apparatus by using generated

table data associating a first content identifier of the

particular content data with the second content

identifier of particular content data received from the

data-recording apparatus.

The transfer management means manages a transfer
right of each content data by managing the number of

allowable content—-data transfers to the external data-

recording apparatus.
16



dat a-recordi ng apparatus. The transfer managenent neans nanages a transfer
ri ght of each content data by nanagi ng the nunber of allowable
content-data transfers to the external data- recording apparatus. 16 In
addition, the transfer nmanagenment neans requests the external
data-recordi ng apparatus to transmt the second data identifier of content
data stored in a secondary recordi ng nedi um of the data-recording
apparatus when the reproduction right of the content data owned by the
secondary recording mediumis lost, and wupdates the transfer right of the
content data by collation of the received second data identifier by
referring to the t&bl@ddataonTheh@atsareéerdnagagppanit Nsappovedsasky t he
present invention includes: comunication neans for carrying out a variety
of data configi €xtiesng Llwider aar e coxddingalapiara thiysarrsf diragspdrtatiie, whi ch
i nclude reception of content data fromthe data transfer apparatus;
secondar y- r sespdidngarradiidenddifiieng ofemos theart deder ditvgedarda repr oduci ng
data onto and from a secondary recording medium decryption nmeans for
decrypti ng eecoyphed ceaeatingdated ingc eifveadel Hamat-recexiddmngal data transfer
apparatus to produce content data in an unencrypted state;

apparatus when the reproduction right of the content data

owned by the secondary recording medium is lost, and

updates the transfer right of the content data by

collation of the received second data identifier by

referring to the table data.

The data-recording apparatus provided by the

present invention includes: communication means for

carrying out a variety of data communications with an

external data transfer apparatus, which include reception

of content data from the data transfer apparatus;

secondary-recording-medium driving means for recording

and reproducing data onto and from a secondary recording

medium; decryption means for decrypting encrypted content

data received from the external data transfer apparatus

to produce content data in an unencrypted state;

recording controlling means for controlling the

secondary-recording-medium driving means to store the

encrypted content data decrypted by the decryption means

onto the secondary recording medium in an unencrypted

state; identifier generation means for generating a

17



recording controlling means for controlling the secondary-recording-nedi um
driving neans to store the encrypted content data decrypted by the
decryption means onto the secondary recordi ng nediumin an unencrypted
state; identifier generation nmeans for generating a 17 second content
identifier of the content data fromthe content data in an unencrypted
state; and identifier- transm ssion controlling neans for controlling the
comuni cation neans to transmt the second content identifier generated by
the identifier generation neans to the external data transfer apparatus.
The identifier generation nmeans generates a second content identifier of

content dat 2PEaGYITRGtodided tidigte o ddingparantaldatat £ wom rtdet ed from

the content data at a sanpling point deternined on the basis of the
| engt h of tK@NG@ENtemtat@dati®h arhansaadyategatsdats jexandcidsh firfdmmne sanpl i ng
poi nt ot her than the beginning and the end of the content data or a
plurality oftrsamwpliissg opoianng rotlieéma emntshef o begimmniaig iangd tthee end of t he
content data. To put it in detail, when content data is received from an
ext ernal datcamimuansfagri cap preraatsu o tthrenstent itheersegeieradn@htdreans extracts
partial data of sanpling points in advance fromthe content data obtai ned
as a result igfentifier generated by the identifier generation means
to the external data transfer apparatus.
The identifier generation means generates a second
content identifier of content data by carrying out a
process using partial data extracted from the content
data at a sampling point determined on the basis of the
length of the content data.
The partial data is extracted from one sampling
point other than the beginning and the end of the content
data or a plurality of sampling points other than the
beginning and the end of the content data.
To put it in detail, when content data is received
from an external data transfer apparatus, the identifier
generation means extracts partial data of sampling points
in advance from the content data obtained as a result of
a decryption process carried out by the decryption means
before the result of the decryption process is stored
onto the secondary recording medium, and carries out the

process using the extracted partial data to generate a

second content identifier. After the processing to

18



a decryption process carried out by the decryption neans before the result
of the decryption process is stored onto the secondary recordi ng nedi um
and carries out the process using the extracted partial data to generate a
second content identifier. After the processing to 18 receive the content
data fromthe external data transfer apparatus is conpleted, the
identifier-transm ssion controlling neans controls the conmunicati on neans
to transmt the second content identifier generated by the identifier
generation nmeans to the data transfer apparatus. Wth the secondary

recordi ng medi um for_recordin contents unted on the data-recording
appar at us, TRESYE TGPy fats %&%%l%ﬁ%%r@%ﬁm
partial data of sanpling points for each of the contents recorded on the
secondary r GEERFATYSrEd GAMRHE t&hr édq Relenfdriiien— IRt Hiisd o st or age
means in advance. Wien a request for a second content identifier of a
particul ar CORETOL LIRG EHRNENCONYEEFSd &dh o rf AR sleddricaY ynaadsortdi ng  medi um
is received fromthe external data transfer apparatus, the identifier
gener ati on rramsrgdndmg eeadnsl qoaqirest ddlesdddrice  grenea iededtyi fiher of t he
particular content by carrying out a process using partial data of
sanpl i ng poiites tdlfriead yestearadd am ntelae ss thar adee nisarss tramd fer

apparatus.

With the secondary recording medium for recording
contents mounted on the data-recording apparatus, the
secondary-recording-medium driving means reproduces
partial data of sampling points for each of the contents
recorded on the secondary recording medium and stores the
partial data into a storage means in advance. When a
request for a second content identifier of a particular
one of the contents recorded on the secondary recording
medium is received from the external data transfer
apparatus, the identifier generation means generates the
requested second content identifier of the particular
content by carrying out a process using partial data of
sampling points already stored in the storage means, and
the identifier-transmission control means controls the
communication means to transmit the second content
identifier generated by the identifier generation means

to the data transfer apparatus.

As an alternative, with the secondary recording
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the identifier-transm ssion control nmeans controls the comunication neans
to transmt the second content identifier generated by the identifier
generation nmeans to the data transfer apparatus. As an alternative, wth
the secondary recording 19 medium for recording contents nmounted on the
dat a- recordi ng apparatus, the secondary-recordi ng-nmedium driving neans
reproduces partial data of sanpling points for each of the contents
recorded on the secondary recording nedium and the identifier generation
means generates a second content identifier of each of the contents by
carrying out a process using partial data of sanpling points, storing the
second cont BfE1ivge Ot iF€CO TR RONSEHtEgBOMBHSS oR feé&a-\\hen a request
for a second content identifier of a particular one of the contents
recorded onrelfersdaéagn@R®Ppredysr dithg medondairy - regedidied-egihurhe ext er na
data transfer apparatus, the identifier-transm ssion controlling neans
control s t hdriydmgumeeaisi oepredusetso peradsl dasec orfd seomtlemy pdemttisf i er  of
the particular content already stored in the storage neans to the data
transfer apparacash Afdahe cenigetsnireneirded pmnovwheeddepnidaeypr esent
invention is used to manage rights to transfer encrypted contents stored
in a primaryeceecditignheddtinymahidothieh@dentifier generation means

generates a second content identifier of each of the

contents by carrying out a process using partial data of

sampling points, storing the second content identifiers

in the storage means in advance. When a request for a

second content identifier of a particular one of the

contents recorded on the secondary recording medium is

received from the external data transfer apparatus, the

identifier-transmission controlling means controls the

communication means to transmit second content identifier

of the particular content already stored in the storage

means to the data transfer apparatus.

A data management method provided by the present
invention is used to manage rights to transfer encrypted
contents stored in a primary recording medium from the
primary recording medium to a secondary recording medium
by executing the steps of: associating each of the
contents with a first content identifier generated for

the content; managing each right of transferring

encrypted contents and generating table data associating
20



primary recording nediumto a secondary recordi ng nedium by executing the

steps of:

associ ating each of the .contents with a first content

identifier generated for the content; managi ng each right of transferring
encrypted contents and generating table data associating 20 a first content
identifier generated for any particular one of the contents with the
second content identifier of particular content received froma
secondary-recordi ng- nedi um apparatus. The right to transfer encrypted
content data is managed by controlling the nunber of tines the content
data can be transferred to the secondary recording medium In addition,

secondar y- r &cdidisitg coadienh igendidtier iceneagiest &Pn @myr asstiitcud asecond
data identifier of content data stored in the secondary

t he

recordi ng medi um

of the secowdegr pfr dber diomgemddi wrhthapper serentheentdeatr dptesduidtiicon ofi ght  of

the content data owned by the secondary recording nmediumis |ost,

and the

transfer ri gatrtdéculae comtemt dacsivedufdated Becoraldmt-Hreccafdimhe second
data identifier. by referring to the table data. A second content

identifier ofediant appadattasi.s

partial data extracted fromthe content data at a sanpling point

The right to transfer encrypted content data is
managed by controlling the number of times the content
data can be transferred to the secondary recording medium.

In addition, the secondary-recording-medium
apparatus is requested to transmit a second data
identifier of content data stored in the secondary
recording medium of the secondary-recording-medium
apparatus when the reproduction right of the content data
owned by the secondary recording medium is lost, and the
transfer right of the content data is updated by
collation of the second data identifier by referring to
the table data.

A second content identifier of content data is
generated by carrying out a process using partial data
extracted from the content data at a sampling point
determined on the basis of the length of the content data.

The partial data is extracted from one sampling
point other than the beginning and the end of the content
data or a plurality of sampling points other than the

beginning and the end of the content data.
21
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determ ned on the basis of the length of the content data. The parti al

dat a

is extracted fromone sanpling point other than the beginning and the end
of the content data or a plurality of sanpling points other than the

begi nning and the end of the content data. 21 To put it in detail, when

encrypted content data is received and decrypted to be stored into the

secondary

in advance fromthe content data obtai ned as a
process before the result of the

is carried out to

recordi ng nmedium partial data of sanpling points is extracted

data. Partial data of sanpling points is extracted for each of the
content s re&6cgaeyedn ane deceyRdgry toeber @ity edmdditomtived selsongdanryi al dat a

is stored into a storage neans in advance before a request for a second
i dercpfridéngofedipay t peuitdrlodetef oftheagpitiewgt poieder ded

cont ent

result of a decryption

decryption process is stored onto the

secondary recording medi um and a process using the extracted parti al
fehefatb Ansdebndl covbent enaerPEpfefoRbentt feteohdent

dat a

on t he

secondary recording nmediumis received froman external apparatus. Wen

such a requestriastedcénvedvinom firbe ehieercwalteappdadtuspthiiecdeqeeat ed

second content identifier is generated by carrying out a process using

parti al dat aestilsamyil andepaiypitdoal peadysst bedd ren thike result of the

decryption process is stored onto the secondary recording
medium, and a process using the extracted partial data is
carried out to generate a second content identifier for
the content data.

Partial data of sampling points is extracted for
each of the contents recorded on the secondary recording
medium and the partial data is stored into a storage
means in advance before a request for a second content
identifier of a particular one of the contents recorded
on the secondary recording medium 1s received from an
external apparatus. When such a request is received from
the external apparatus, the requested second content
identifier is generated by carrying out a process using
partial data of sampling points already stored in the
storage means, and transmitted to the external apparatus.

As an alternative, partial data of sampling points
for each of the contents recorded on the secondary
recording medium is reproduced, and a second content

identifier is generated for each of the contents by
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storage neans, and transmtted to the external apparatus. As an
alternative, partial data of sanpling points for each of the contents
recorded on the secondary recording nmediumis reproduced, and a second
content identifier is generated for each of the contents by 22 carrying
out a process using the partial data of the sanpling points, being stored
in the storage neans in advance before a request for a second content
identifier of a particular one of the contents recorded on the secondary
recording nediumis received froman external apparatus. \Wen such a
request is received fromthe external apparatus, the second content
identifier GRIENENIAME GuIPECCESH: MFing rd®dPaditdradd data 1 dther age neans
is transmtted to the external apparatus. As described above, in
accor dance wermpling podadst, beiventsitoredclHangds istorags mesas deconpany a
check-out and a check-in of content data between a data transfer
appar at us amdvangast defecer @ mgaesdr dors aarse aventa geoh t grto petdnt ifd arsi ng
first and second content identifiers (content IDs). In addition, the
dat a- r ecor dioifg aappartdicud aralos@ @eEnahat eona eseEo ek coaateenton davet i fier with a
hi gher degree of efficiency. Brief Description of Drawings FIG 1 is an
expl anat or y sdicagdamys rewonglidgt eelium is received from an external
apparatus. When such a request 1s received from the
external apparatus, the second content identifier of the
particular content already stored in the storage means is
transmitted to the external apparatus.,
As described above, in accordance with the present
invention, changes in right that accompany a check-out
and a check-in of content data between a data transfer
apparatus and a data-recording apparatus are managed
properly by using first and second content identifiers
(content IDs). In addition, the data-recording apparatus

also generates a second content identifier with a higher

degree of efficiency.

Brief Description of Drawings

FIG. 1 is an explanatory diagram showing a tree
structure of an encryption technigque adopted by an
embodiment of the present invention;

FIGS. 2A and 2B are each an explanatory diagram

showing an EKB of the encryption technique adopted by the
23



structure of an encryption techni que adopted by an enbodi nent of the
present invention; FIGS. 2A and 2B are each an expl anatory di agram show ng
an EKB of the encryption techni que adopted by the 23 enbodinment; FIG 3 i5
an expl anatory di agram show ng the structure of the EKB of the encryption
techni que adopted by the enbodinent; FIG 4 is a block diagram show ng the
structure of a data transfer systeminplenented by the enbodinent; FIG 5
is an explanatory di agram showi ng typi cal data paths of an SDM content
according to the enbodinent; FIG 6 is a block diagram show ng a prinmary-
recor di ng- medi_ um apparatus provided by the enbodinent; FIG 7 is a block
di agr am shoMRPHE S ondary recor di ng- medi um appar at us provi ded by the
enbodiment; FIG 8 _is an explanatory diagramshowi ng a cluster format of
a mni-di sk systenfIfl-G3 9si anaexplghnaterer Pidicagmamhshdwionghan ar ea
structure of a mni disk; FIG 10 is an explanatory diagram showi ng U-TOC
(user tabl e sofrupnirents HertBHB @ Dfthe mnirybtsiosystamiqid Gdddted an
expl anat ory di agram showi ng | i nki ng
by the embodiment;
FIG. 4 is a block diagram showing the structure of
a data transfer system implemented by the embodiment;
FIG. 5 is an explanatory diagram showing typical
data paths of an SDMI content according to the
embodiment;
FIG. 6 is a block diagram showing a primary-
recording-medium apparatus provided by the embodiment;
FIG. 7 is a block diagram showing a secondary-
recording-medium apparatus provided by the embodiment;
FIG. 8 is an explanatory diagram showing a cluster
format of a mini-disk system;
FIG. 9 is an explanatory diagram showing an area
structure of a mini disk;
FIG. 10 is an explanatory diagram showing U-TOC
(user table of contents) sector 0 of a mini-disk system;
FIG. 11 is an explanatory diagram showing linking
in U-TOC sector 0 of a mini-disk system;
FIG. 12 shows a flowchart representing an

authentication process according to the embodiment;

FIG. 13 is an explanatory diagram showing
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in UTOC sector 0 of a mni-disk system FIG 12 shows a flowchart

representing an

aut hentication process according to the enbodinent; FIG

13 is an explanatory diagram showi ng 24 distributed content data to be
transferred and a process to encrypt the data; FIGS. 14A and 14B are

expl anatory di agrans show ng a typical encryption techni que adopted by the
enbodi nent and DNKs (device node keys) used in the technique; FIG 15 is
an expl anatory di agram showi ng a procedure adopted by the enbodi nent to

decrypt content

data; FIG 16 is an explanatory di agram showi ng a check-

out control command used in the enbodinment; FIG 17 is an expl anatory

di agr am sho@iiA§ rabereek coprente §pdas &oc endransderried e enbsdicesst : FI G
18 is an explanatory di agram showi ng a record- object control comrand used
in the enmbodimencrybtGthegdiagadan expl anatory di agram showi ng a record-

obj ect response command used in the enbodinment; FIG 20 is an expl anatory
di agram showi ng a Eh@gk-14A gondtiéB svemarplasetorn thegeabhsdsheningFl G 21
is an explanatory di agram showi ng sub- functions of the check-in control
command used itgptik@l encryption technique adopted by the embodiment

and DNKs (device node keys) used in the technique;

FIG. 15 is an explanatory diagram showing a

procedure adopted by the embodiment to decrypt content

data;

FIG. 16 is an explanatory diagram showing a check-

out control command used in the embodiment;

FIG. 17 is an explanatory diagram showing a check-

out response command used in the embodiment;

FIG. 18 is an explanatory diagram showing a record-

object control command used in the embodiment;

FIG. 19 is an explanatory diagram showing a record-

object response command used in the embodiment;

FIG. 20 is an explanatory diagram showing a check-

in control command used in the embodiment;

FIG. 21 is an explanatory diagram showing sub-

functions of the check-in control command used in the

embodiment;

FIG. 22 is an explanatory diagram showing a check-

in response command used in the embodiment;

FIG. 23 is an explanatory diagram showing a check-
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enbodi nent; FIG 22 is an explanatory diagram showi ng a check- in response
command used in the enbodinent; FIG 23 is an explanatory di agram show ng a
check 25 in response conmand used in the enbodinent; FIG 24 is an '
expl anat ory di agram showi ng an inclusive log-in control comuand used in
t he enbodinent; FIG 25 is an explanatory di agram show ng an incl usive
| og-out control conmand used in the enbodinent; FIG 26 shows a flowchart
representing check-out operations carried out by the enbodinent; FIG 27
shows a continuation flowhart representing check-out operations carried
out by the enbodinent; FIG 28 shows a flowchart representing check-in
operations d& respomse Wpmaade sed fentther|emboginentan expl anat ory di agram
showi ng generation of a content IDin the enbodinent; FIG 30 shows a
t abl e associ ati ng Edfit eA#t EBsannexphenetbodi déagram €hog8inghews a fl owchart
representing a process to generate a content ID for a check-out in the
enbodi nent ; inEl@Sive2A card nB32Bndthrai fdoowamat tuss ade pire sEe iendpqatioeesses t o
generate a content ID prior to a check-in in the enbodi nent;
FIG. 25 is an explanatory diagram showing an
inclusive log-out control command used in the embodiment;
FIG. 26 shows a flowchart representing check-out
operations carried out by the embodiment;
FIG. 27 shows a continuation flowchart representing
check-out operations carried out by the embodiment;
FIG. 28 shows a flowchart representing check-in
operations carried out by the embodiment;
FIG. 29 is an explanatory diagram showing
generation of a content ID in the embodiment;
FIG. 30 shows a table associating content IDs in
the embodiment;
FIG. 31 shows a flowchart representing a process to
generate a content ID for a check-out in the embodiment;
FIGS. 32A and 32B show flowcharts representing
processes to generate a content ID prior to a check-in in
the embodiment;
FIGS. 33A and 33B show flowcharts representing
processes to generate a content ID at a disc insertion

time/a power-on time in the embodiment;

FIG. 34 1s an explanatory diagram showing
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FI GS. 33A and 33B show flowcharts representing processes to generate a

content ID at a disc insertion

tinme/a power-on tinme in the enbodi nent;

FIG 34 is an explanatory di agram showi ng 26 operations based on a wite
protect flag in the enbodinent; FIG 35 shows a flowchart represent

oper ati ons

to acquire prepaid-iteminformation in the enbodi nent;

i ng
FIG 36

is an explanatory di agram showi ng an accounti ng managenent system provi ded
by the enbodinment; FIG 37 is an explanatory di agram showi ng a custoner
dat abase provided by the enbodinment; and FIG 38 is an explanatory d
show ng prepaid- iteminformation according to the enbodi nent. Best
for Carryi ngPOFEtiRES| RESRC 08 A prrdfter Pe@ dilshtirofthehe present

invention is

i agram
Mode

expl ai ned in paragraphs arranged in the follow ng order. 1:

Tree Struct @Meogimeadrypti on Keys and EKB 2: System Configuration 3: Data

Paths of SDM Contents 4: Typi cal

Configuration of Data Transfer Apparatus

(Primary- Recordi ngFE8di 8 #hpusatuslovcPe&rtbrepypseakifignbpguaalona of
Dat a- Recor di ng Appar atus (Secondary- Recor di ng- Medi um Appar at us or

to acquire prepaid-item information in the embodiment;
FIG. 36 is an explanatory diagram showing an
accounting management system provided by the embodiment;
FIG. 37 is an explanatory diagram showing a
customer database provided by the embodiment; and
FIG. 38 is an explanatory diagram showing prepaid-

item information according to the embodiment.

Best Mode for Carrying Out the Invention

A preferred embodiment of the present invention is
explained in paragraphs arranged in the following order.
1l: Tree Structure of Encryption Keys and EKB
2: System Configuration
3: Data Paths of SDMI Contents
4: Typical Configuration of Data Transfer Apparatus
(Primary-Recording-Medium Apparatus or PC)
5: Typical Configuration of Data-Recording Apparatus
(Secondary-Recording-Medium Apparatus or

Recording/Reproduction Apparatus)

6:

7:

Management Technique of Mini Disc

Authentication Process
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Recor di ng/ Reproducti on Apparatus) 6: Managenent Technique of Mni Disc 7
Aut henti cation Process 27 8: Content Encryption Technique 9: Variety of
Commands 10: Content Check-Quts/ Check-Ins 11: Generation and Managenent
Techni ques of Content IDs 12: Content-ID Ceneration at Check-out and
before Check- in 13: Content Wite protect flag 14: Accounting-Information
Process 1: Tree Structure of Encryption Keys and EKB First of all, before
the transfer systeminpl enmented by an enbodi ment of the present invention
is explained concretely, an organi zation of encryption keys wused in
di stribution of contents is described. To begin with, the follow ng
descri pti on 8expFarhsntakRER¥PYAPPOACKEY 18WRer ship schene for. devices and a
data distribution schene, which are adopted when encrypted data is
di stri but ed %r oMfr&L86Ht €At CaM®ARABUt or to the devices each serving as a
content recipient, by referring to FIGS. 1, 2A, 2B and 3. FIG 1 is an
expl anat or y ldi:agfantshowChgch-Pnss/Coeckctose of encryption keys. Reference
notati ons DVO to

11: Generation and Management Techniques of Content IDs

12: Content-—-ID Generation at Check-out and before Check-
in
13: Content Write protect flag

14: Accounting-Information Process

1: Tree Structure of Encryption Keys and EKB

First of all, before the transfer system
implemented by an embodiment of the present invention is
explained concretely, an organization of encryption keys
used in distribution of contents is described.

To begin with, the following description explains
an encryption-key ownership scheme for. devices and a data
distribution scheme, which are adopted when encrypted
data is distributed from a content distributor to the
devices each serving as a content recipient, by referring
to FIGS. 1, 2A, 2B and 3.

FIG. 1 is an explanatory diagram showing a tree
structure of encryption keys. Reference notations DV0 to
DV15 at the bottom layer of the hierarchical tree

structure shown in FIG. 1 each denote a device on the
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Dv15 at the bottom | ayer of the hierarchical tree structure shown in FIG
1 each denote a device on the 28 content-recipient side. Thus, each |eaf of
the hierarchical tree structure corresponds to such a device. Each of the
devices DVOto DV15 is given a set of keys at a manufacturing tine, at a
shipping tine or thereafter. Stored in a nmenory enployed in each of the
devices, the set of keys given to a device conprises a |eaf key assigned
to a |l eaf representing the device in the hierarchical tree structure shown
in FIG 1 and node keys each assigned to a node between the | eaf and the

root in the hierarchical .tree structyre. Keys.incl deghi this key set are
referred toC&?%ﬁﬁ%?ﬂﬁi&ﬂﬁﬁﬁ%N@d@kkey§§?s'eﬁéﬁﬁlEga fO Fgﬁ are expl ai ned as
follows. KOOQO to K1111 at the bottom |l ayer of the hierarchical tree
structure sRHIRTITFIRICEL Fr&% JEICHER CORFRASPAVS HE ddAlcés VA% Dvis
respectively. KRis the root key assigned to the root on the top of the
hi erarchical tree E8FhcPlrEhekerVécrE1PVEAr 8o0nBHéokéys9ixesi gnédtt 8fnodes on
a second hierarchical layer fromthe bottomlayer. In the follow ng
descri pti onkedige afode Medys aatay imga it iisde Keys Shi@ERidichg imsotokey KR
assigned to the root. In the hierarchical tree structure shown in FIG 1,

thereafter. Stored in a memory employed in each of the

devices; the set of keys given to a device comprises a

leaf key assigned to a leaf representing the device in

the hierarchical tree structure shown in FIG. 1 and node

keys each assigned to a node between the leaf and the

root in the hierarchical tree structure. Keys included in

this key set are referred to as DNKs (Device Node Keys),

examples of which are explained as follows.

KO000 to K111l at the bottom layer of the

hierarchical tree structure shown in FIG. 1 are leaf keys

given to the devices DV0O to DV15 respectively. KR is the

root key assigned to the root on the top of the

hierarchical tree structure. KO0 to K111l are node keys

assigned to nodes on a second hierarchical layer from the

bottom layer. In the following description, the node keys

may mean node keys including root key KR assigned to the

root.

In the hierarchical tree structure shown in FIG. 1,

DNKs given to device DV0O include a leaf key KO0000, node

keys K000, KOO and KO as well as a root key KR. The node
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DNKs given to device DVO include a | eaf key KO0O00, node keys KOO0, KOO and
KO as well as a root key KR The node 29 keys K000, KOO and KO and the root
key KR, which are included in the DNKs, are each held by device DVOin a
state of being encrypted by using the | eaf key KO000. By the sane token,
DNKs given to device DV5 include a |eaf key KO0101, node keys K010, KOl and
KO as well as the root key KR In the sane way, DNKs given to device DV15
include a leaf key Killl, node keys K111, K11 and K1 and the root key KR
It is to be noted that, while only 16 devices DVO to DV15 are shown in the
tree structure shown in FIG 1 _ and the tree structure i s designed as a

bal anced ri §feS KOO syiPPetid &0 SndudhiF Fadviksy &t Wii&tardds cal | ayers,
the tree structure may include nore devices and has a configuration with a
| ayer count ipgyided fiorihe&MNEson 358 f&ah &eld Pradtiticsh PV \idr idety of
i nformation-processing apparatus (the aforenentioned devices) included in
the tree stsitadeucd HedWy iIgandvVRted havaisdngartihet vl et kayo ki -nedi uns.
The information-processing apparatus are devices of a variety of types.
The devi ces have Bgcbhdi agmaetipkias, sOYKsagigeDVDe de€hceaBVRDiandudef | ash
menory, which are either enbedded in the devices or can

a leaf key K010l, node keys K010, K01l and KO0 as well as

the root key KR. In the same way, DNKs glven to device

DV15 include a leaf key K1111, node keys K111, Kll and K1l

and the root key KR.

It is to be noted that, while only 16 devices DVO0

to DV15 are shown in the tree structure shown in FIG. 1

and the tree structure is designed as a balanced right-

left symmetrical structure having four hierarchical

layers, the tree structure may include more devices and

has a configuration with a layer count varying from

portion to portion.

In addition, a variety of information-processing

apparatus (the aforementioned devices) included in the

tree structure shown in FIG. 1 have a variety of

recording mediums. The information-processing apparatus

are devices of a variety of types. The devices have

recording mediums such as a DVD, a CD, an MD and a flash

memory, which are either embedded in the devices or can

be mounted on and dismounted from the devices with a high

degree of freedom. In addition, a variety of application
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be mounted on and di snounted fromthe devices with a high degree of
freedom In addition, a variety of application 30 services nay be rendered
for the information-processing apparatus. The tree structure shown in FlIG
1 is used for distributing contents and keys to the devices carrying out
a variety of applications. In a systemwherein these various information-
processi ng apparatus (or devices) and application exist, |et a group be
set to include devices DVO DV1l, DV2 and DV3 using the sane recording
medium In the tree structure shown in FIG 1, the device group is encl osed
by a dashed line. Assume for exanple that, for all the devices, a content
provi der enGeyptises o & nadered s hiha dd frmate e raee sFdmai ning to
the group enclosed by the dashed Iine to be used as a content comon to
t he devi ces.appanafivs.cafbe theecenrentupeoshden ial F3Gt.r Andmi usedofivent s
keys to the devices to be used by the devices as keys conmmon to the
devi ces. O lErs tponEssy repntentse agad &ketyrsanst erhes yddvwimanaarmdssing
transm ssion of encrypted paynent data of content fees fromthe devices to
t he cont ent qutow derriestyf iofargpdlicagstdrdsenent institution or anot her
enterprise. The enterprise such as the content provider or the financial
settlement instituthon egetkefSwhAdikrePhOEBSSENGalr@olicaASFblkmation—

processing apparatus (or devices) and application exist,

let a group be set to include devices DVQ, DV1l, DV2 and

DV3 using the same recording medium. In the tree

structure shown in FIG. 1, the device group i1s enclosed

by a dashed line. Assume for example that, for all the

devices, a content provider encrypts a content to be

transmitted to the devices pertaining to the group

enclosed by the dashed line to be used as a content

common to the devices. 1In this case, the content provider

also transmits contents keys to the devices to be used by

the devices as keys common to the devices. Other

processing in the data transfer system includes

transmission of encrypted payment data of content fees

from the devices to the content provider, a financial

settlement institution or another enterprise. The

enterprise such as the content provider or the financial

settlement institution carries out processing to transmit

collectively data to the devices enclosed by the dashed

line, namely, DVQ, DV1l, DVZ2 and DV3. The enterprise
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collectively data to the devices enclosed by the dashed 1ine, nanely, DVO
Dv1l, DV2 and DV3. The enterprise 31 exchanges data with the devices,
af orenenti oned group. A plurality of such groups exists in the

tree structure showmn in FIG 1. The enterprise such as the content
provider or the financial settlenent institution, which exchanges data
with the devices, functions as a nessage-data distribution neans. It
be noted that that node keys and | eaf keys can al so be managed by a
key managenment center in an integrated manner. As an alternative, the keys
can al so be managed gélthe message-data di stribution neans, which

formthe

exchanges

As nenti oned above,

V@R8N

such as a cdmmenerprionagegmura f Anadvirall isgt tifesech omstipsuekdsLsA
key and/or a | eaf key are renewed when one of them has been | eaked.
Processi ng tim rdrevidesy stiiatamd ethaout irhyF G kdy. mn@hageneertrpeeseer

provi der,

a financial settlenent institution or another enterprise.

whi ch

isto
single

tof vddiha thie Hgticiass diiieh &avehd n group units.

t he nessage- data distribution nmeans is an enterprise

node

a
As is

obvi ous fromudhGasl,then ddntert @arcstirdest Wre,thd e ddieea lJdesd tagsmaiadel vy,

DVO, Dvi,
node keys

Dv2 and DV3, which are included in the group, have common
KOQarsh t@manarHitg redihdirie KRla By wiss HH@dviesss hode

functions as a message-data distribution means.

It is to be noted that that node keys and leaf keys

can also be managed by a single key management center in
an integrated manner. As an alternative, the keys can
also be managed by the message-data distribution means,
which exchanges various kinds of data with groups cited
above, in group units. As mentioned above, the message-

data distribution means is an enterprise such as a

keys:

content provider or a financial settlement institution. A

node key and/or a leaf key are renewed when one of them
has been leaked. Processing to renew keys is carried out
by a key management center, a provider, a financial
settlement institution or another enterprise.

As 1s obvious from FIG. 1, in this tree structure,
the three devices, namely, DV0, DV1l, DV2 and DV3, which
are included in the group, have common keys: node keys
KOO and KO and the root key KR. By assigning these node
and root keys to the devices DV0O, DV1l, DV2 and DV3 in the

group as keys common to the devices, a common content key
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and root keys to the devices DVO Dvl, DV2 and DvV3 in the group as keys
common to the devices, a commbon content key 32 can be provided to only the
devices. By setting the shared node key KOO itself as a content key, for
exanple, a content key conmon to the devices DVO, Dvl, DV2 and DV3 can be
set for only the devices wthout transmtting a new key. As an
alternative, a new content key CK is encrypted by using the node key KOO
to produce an encrypted key E (KOO, CK), which is then distributed to the
devices DVO, DV1, DV2 and DV3 by way of a network, or by using a recording
medi um for recording the encrypted key and supplying the nediumto the
devi ces. | nCEE anRFOVsIag QQBQﬂ%Y<£§$I§ﬁﬁlQB@I, DV2 and DV3 are capable
of decrypting the encrypted ke CK) by using the node key KOO
shared thereby as BY §6ﬁfﬁﬁﬁgk§¥}/et éhBF@éuF}@dﬁhéelz’oﬁpen@tﬁéﬂtfCP(S Assune t hat
it is discovered at atime t that keys K0011l, kOOL, KOO KO and KR, which
are owned byomtentdéevce O3 extampd eheen @a?matl%pZCedteb/y cprimerkdre i@ hence
exposed to the hacker. In this case, it is necessary to detach the device
DV3 from t helesyistesmDd0,, PEci DVEalang DWSheagr dugp seonsicst iong yofthtehe devi ces
DVO DvVl, DV2 and DV3, in order to protect data exchanged with the system
thereafter. devices without transmitting a new key. As an alternative,

a new content key CK i1s encrypted by using the node key
K00 to produce an encrypted key E (KOO, CK), which is
then distributed to the devices DV0, DV1, DVZ and DV3 by
way of a network, or by using a recording medium for
recording the encrypted key and supplying the medium to
the devices. 1In this way, only the devices DV(Q, DV1, DV2
and DV3 are capable of decrypting the encrypted key E
(KOO, CK) by using the node key K00 shared thereby as a
commeon key to produce the content key CK.

Assume that it 1is discovered at a time t that
keys K0011l, KO00l, KOO, KO and KR, which are owned by the
device DV3, have been analyzed by a hacker and hence
exposed to the hacker. In this case, it is necessary to
detach the device DV3 from the system or, specifically,
the group consisting of the devices DV0O, DV1, DVZ and DV3,
in order to protect data exchanged with the system
thereafter.

In addition, it is also necessary to renew the keys

K001, KOO, KO and KR to keys K(t)001, K(t)00, K(t)0 and
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In addition, it is also necessary to renew the keys K001, KOO, KO and KR
to keys K(t)001, K(t)OO K(t)O and 33 K(t)R respectively and to transmt
the renewed keys K(t)001, K(t)00, K(t)O and K(t)R to the devices DVO, DVl
is to be noted that notation K(t)aaa denotes a renewed key of
of at generation. It is needless to say that, in a distribution
of a content, node keys and the root key KR may al so be renewed in sone
cases for a variety of reasons including a desire of the copyright owner
and a state of transmssion to the system Thus, when a key is renewed, it
to_transmt the renewed key to regular devices owning the
pre-renew k&t B NeieSHGIAFEN D T R rtdife i R8s KaY's expl ai ned.
Updat ed keys are organi zed and transmitted by using a table |ike one shown

in FIG 2A Kie G0dbl & (9 00+ nshiG taadl kol ta RiehA ddepyiaieiyc st DV hetDGr k, or

and DV2. It
a key Kaaa

i S necessar

by storing the table in a recording nmedi umand providing the

nmediumto

t he devi ce. ange DVabl eItoAbaitAsbg bbtek dhes noikbtédnaK (EKBagEdabbitrg Key
the device DV3 is detached fromthe system as descri bed above,
for exanpl ea nehewsd® key aufppl ik tkrache devitteerlM@tidvil and DV2. |t
be noted that the EKB contains encrypted

Bl ock) . If

It is needless to say that, in a distribution of a
content, node keys and the root key KR may also be
renewed in some cases for a variety of reasons inqluding
a desire of the copyright owner and a state of
transmission to the system.

Thus, when a key is renewed, it is necessary to
transmit the renewed key to regular devices owning the
pre-renew key.

Next, processing to distribute renewed keys is
explained. Updated keys are organized and transmitted by
using a table like one shown in FIG. 2A. The table is
transmitted to a device by way of a network, or by
storing the table in a recording medium and providing the
medium to the device. The table contains a block data
called an EKB (Enabling Key Block). If the device DV3 is
detached from the system as described above, for example,
the EKB is supplied to the devices DV0O, DVl and DV2.

It is to be noted that the EKB contains encrypted
keys obtained as results of encrypting new keys to be

distributed to some devices at leaves of a tree structure

34

isto



keys obtained as results of encrypting new keys to be distributed to sone
devices at |leaves of a tree structure 34 like the one showmnm in FIG 1. The
EKB is also referred to as a KRB (Key Renewal Bl ock). The bl ock data of
the EKB shown in FIG 2A conprises encrypted renewed node keys that can be
decrypted by devices needing the renewed node keys. The typical EKBs shown
in FIGS. 2A and 2B are each block data created for the purpose of

di stributing renewed node keys of the t generation to the devices DVO DV1
and DV2 in the tree structure shown in FIG 1. Assune that the keys KO0011,
K001, KOO, KO and KR have been illegally exposed to unauthorized person

In this caséket ihedeoviecceshoavOiand IOV Ir.eqiheeEKBnéredlkeyse fRErPAOLOK(t) O
and K(t)R whereas the device DV2 requires renewed keys K(t)001, K(t)QOQ
K(t) O and Kgts) R KBRS dfean Rememla®. BlAckbhe EKB includes a plurality of
encrypted renewed keys. An encrypted renewed key at the bottom of the EKB
is E (KOOLO, K(t)O00#hg, bhbckhdasaaofr ekal EKBf seoenyphi BgGa eRnewed key
K(t)OOL by using the |eaf key KO010 owned by the device DV2. Thus, the

devi ce DV2compedRakl enefryiaeidy pldneg ddheceiec ietsed Haanewed deey E  (KOOLO,
K(t)001) by using the | eaf key owned by the device itself to get the
renewed nodgek@ypheld B9l devices needing the renewed node keys. The
typical EKBs shown in FIGS. 2A and 2B are each block data
created for the purpose of distributing renewed node keys
of the t generation to the devices DV0O, DV1 and DV2 in
the tree structure shown in FIG. 1.

Assume that the keys KO0011, K001, KO0, K0 and KR
have been illegally exposed to unauthorized person. In
this case, the devices DV0 and DV1 require renewed keys
K(t)00, K(t)0 and K(t)R whereas the device DV2 requires
renewed keys K(t)001l, K(t)00, K(t)0 and K(t)R.

As shown in FIG. 2A, the EKB includes a plurality
of encrypted renewed keys. An encrypted renewed key at
the bottom of the EKB is E (K0010, K(t)00l), which is a
result of encrypting a renewed key K(t) 001l by using the
leaf key KO0010 owned by the device DV2. Thus, the device
DV2 is capable of decrypting the encrypted renewed key E
(K0010, K(t)00l) by using the leaf key owned by the
device itself to get the renewed node key K(t)001.

In addition, an encrypted renewed key E (K(t)001,

K(t)00) on the second line from the bottom of the EKB
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In addition, an encrypted renewed key E (K(t)001, K(t)OO on the second
line fromthe bottom of the EKB 35 shown in FIG 2A can be decrypted by
usi ng the renewed node key K(t)001l to get a renewed node key K(t)00. Then,
an encrypted renewed key E (K(t)00, K(t)O on the second |ine fromthe top
of the EKB can be decrypted by using the renewed node key K(t)00 to get a
renewed node key K(t)O Finally, an encrypted renewed key E (K(t)O K(t)R
on the top line of the EKB can be decrypted by using the renewed node key
K(t)Oto get a renewed root key K(t)R As for the devices DVO and DV1, the
| eaf keys KOOOO and KOO0l as well as the node key KOOO are not renewed.
Thus, only tHhEWeddwdd Geeyd 18R BE dgaVO tLEH R IR ehaeede¥edrher ef or e,
in the case of the devices DVO and DV1, an encrypted renewed ke% E ( KOOO,
K(t)00) on mesle keyvd K (50 tomdetie & sgiprevachea ko (8P ORI GThea, can be
decrypted by using the renewed node key K(t)000 to get a renewed node key
K(t)00. Themn @moxyerbgst epneseshvedkdy & (KQ,) GO(EIK)L YD) tWre tdssasetond
line fromthe top of the EKB can be decrypted by using the renewed node
key K(t)00 ltimegdircan ridreevieg mddeheeERY tdad He mdnyptad dncrugitned renewed
key E (K(t)O, K(t)R) on the top line of the EKB can be decrypted by using
t he renewed thade-domwdd tno@et key K(t) 00 to get a renewed node key

K(t)0. Finally, an encrypted renewed key E (K(t)0, K(t)R)

on the top line of the EKB can be decrypted by using the

renewed node key K(t)0 to get a renewed root key K(t)R.

As for the devices DV0O and DV1, the leaf keys KO0000

and K000l as well as the node key KO0QO are not renewed.

Thus, only the renewed keys K(t)00, K(t)0 and K(t)R are

needed.

Therefore, in the case of the devices DV0 and DV1,

an encrypted renewed key E (K000, K(t)00) on the third

line from the top of the EKB shown in FIG. 2A can be

decrypted by using the renewed node key K(t)000 to get a

renewed node key K(t)00. Then, an encrypted renewed key E

(K(t)00, K(t)0) on the second line from the top of the

EKB can be decrypted by using the renewed node key K(t)00

to get a renewed node key K(t)0. Finally, an encrypted

renewed key E (K(t)0, K(t)R) on the top line of the EKB

can be decrypted by using the renewed node key K(t)0 to

get a renewed root key K(t)R.

As described above, the devices DV0, DV1 and DV2
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get a renewed root key K(t)R As described above, the devices DVO DVI and
DV2 36 are capable of obtaining the renewed root key K(t)R It 1is to be

not ed t hat

i ndexes included in the EKB shown in FIG 2A are each an

absol ute address of a |leaf or node key used as a decryption key for
decrypting an encrypted key on the sane line as the index. As another

exanpl e,

assune that the renewed root key K (t) R and the renewed node key

K (t) Oon the high hierarchical layer of the tree structure. shown in
1 are not required, and only the node key KOO needs to be renewed.

FI G

In this case, the FI.
renewed nodéleFaREOLEON o e inddg dde penewsd aet ey Kiie REKBIshown in
FIG 2B can be used typically for distributing a new content key conmon to

devi ces

EKB shown in FIG 2B can be wused for distributing a

peritsait® g 0@ teds gd@itf iindp=asp. irnrd ysiad iin ddrec BB Ishowrheé ndevi ces

DVO, Dvl, DV2 and DV3 pertaining to the group encl osed by the dashed |ine
in FIG 3 shdGe A eger diand) redialmodntaneadiresrew ft amima f contnente key CK

(t).

In this case,

encrypted data E (K (t)00, CK (t)) and the EKB shown in

FIG 2B arekelyr aseni tatsed deddyptden ey B2 RérydNagnrth RB:ryBied
encrypted data E (K (t)00, CK (t)) is a result of

key on

the same line as the index.

As another example, assume that the renewed root

key K(t)R and the renewed node key K(t)0 on the high

hierarchical layer of the tree structure shown in FIG. 1

are not required, and only the node key K00 needs to be

renewed. In this case, the EKB shown in FIG. 2B can be

used for distributing a renewed node key K(t)00 to the

devices DVQ, DV1 and DV2.

The EKB shown in FIG. 2B can be used typically for

distributing a new content key common to devices

pertaining to a specific group.

To put it concretely, the devices DV0, DV1l, DV2 and

DV3 pertaining to the group enclosed by the dashed line

in FIG.

3 share a recording medium and need a new common

content key CK (t). In this case, encrypted data E (K

(t) oo,

CK (t)) and the EKB shown in FIG. 2B are

transmitted to the devices DV0Q, DV1, DV2 and DV3. The

encrypted data E (K (t)00, CK (t)) is a result of

encrypting the new common content key CK (t) by using a

renewed node key K(t)00, which is a result of renewing
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encrypting the new common content key CK (t) by using a renewed node key
K(t)00, which is a result of renewing 37 the node key KOO conmon to the
devices DVO, DV1, DV2 and DV3. By distributing only the encrypted data E (K
(t)00, CK (t)) and the EKB, no data can be decrypted by other devices
such as the device DV4 pertaining to other groups. The devices DVO DV1 and
DV2 process the EKB showmn in FIG 2B in the sane way as the processing of
the EKB shown in FIG 2A to get the renewed node key K (t)00O which is
used for decrypting the encrypted data E (K (t)00, CK (t)) to obtain the

new common content key CK (t) of the t generation. As described above,
keys are or &% 2éde Ferokhla commed & ddrrucdeviges IBPs AVE r BY@wed@ %t o be
distributed to devices by using EKBs |ike the ones explained earlier. By

usi ng such &Wey organi zation, the root key and node keys can be renewed
with ease for a variety of reasons and a content in a normal state can be
distributed in a fBgxfbbsrianhéng Phly BhesencdivagedndshewEndgKa (typDcal
format of an EKB. The nunber of node keys has a length of 4 bytes. A
node- key degkh (al)so amals thesiEXB ,0mo4 dayteesanTipe medeyiphed daptothiex t he
nunber of hierarchical layers in the

devices such as the device DV4 pertaining to other groups.

The devices DV0O, DV1 and DV2 process the EKB shown
in FIG. 2B in the same way as the processing of the EKB
shown in FIG. 2A to get the renewed node key K (t)00
which is used for decrypting the encrypted data E (K
(t)00, CK (t)) to obtain the new common content key CK
(t) of the t generation.

As described above, keys are organized to form a
tree structure, and keys are renewed to be distributed to
devices by using EKBs like the ones explained earlier.

By using such a key organization, the root key and
node keys can be renewed with ease for a variety of
reasons and a content in a normal state can be
distributed in a flexible manner.

FIG. 3 is a diagram showing a typical format of an
EKB. The number of node keys has a length of 4 bytes. A
node-key depth also has a size of 4 bytes. The node-key
depth is the number of hierarchical layers in the

hierarchical tree for a device serving as a destination

of the distribution of the EKB.
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hi erarchical tree for a device serving as a destination of the
distribution of the EKB. 38 An EKB version al so has a size of 4 bytes. It
is to be noted that an EKB version has a function identifying a nost
recent EKB and a function indicating a relation with a content. A reserved
field is an available area. Afield starting froman offset of 16 bytes is
a field for storing the EKB's actual data having a size of 16 Myyte. The
actual data is an encrypted node key or a plurality of encrypted node
keys. These encrypted node keys are the encrypted keys explained earlier
by referring to FIGS. 2A and 2B. In addition, the format includes an
encrypted EKB versPBnERRdVaRsSéPRcatdni Bagi gnatareof Thebrkest r okt cis
signature is put by an EKB-issuing office issuing the EKB. Exanples of the
EKB- i ssui ng tef iec@ofiesh eyt rpan dddherars icanthers, aa fomsitdmn provi der and a
financial settlement institution. A device receiving an EKB verifies that
the EKB-i ssuiemg idgiyfince a ssustng adentEREE sandala dumye tiaut hentiiceatiimen of t he
signature. 2: System Configuration The foll owi ng description explains the
enbodi ment refl atienpmesdnta icorereritan adepsergetihEikey akgani aghi0Bble

area.,

A field starting from an offset of 16 bytes is a

field for storing the EKB's actual data having a size of

16 Mbyte. The actual data is an encrypted node key or a

plurality of encrypted node keys. These encrypted node

keys are the encrypted keys explained earlier by

referring to FIGS. 2A and 2B.

In addition, the format includes an encrypted EKB

version and an electronic signature. The electronic

signature is put by an EKB-issuing office issuing the EKB.

Examples of the EKB-issuing office are a key management

center, a content provider and a financial settlement

institution. A device receiving an EKB verifies that the

EKB-issuing office issuing the EKB is valid by

authentication of the signature.

2: System Configuration
The following description explains the embodiment
of the present invention adopting the key organization

described above.
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descri bed above. 39 FIG 4 is a diagramshowi ng a typical system
configuration. A primary-recordi ng-nedi um apparatus 1 corresponds to the
data transfer apparatus provided by the present invention. On the other

hand, a secondary-

recordi ng apparatus provided by the present invention. The
primary-recordi ng- medi um apparatus 1 and the secondary-recordi ng-nedi
apparatus 20A forma data transfer system The primary-recordi ng-nmedi
apparatus 1 is inplenented by typically a personal conputer. For the
of convenience, in_the follow ng explanation, by a personal conputer,
primary- recordi ngFABdi Gmidppaldegsar sEoOHeaRt 2 MyRdFad, sygéen
primary-recordi ng- medi um apparatus 1 is not necessarily a personal’
conput er. | radYfderunadiday r y RBobr iBpayaresnsdénat-meddama apppaashier lappar at us
provi ded by the present invention, the personal conputer functioning
t he pri mary-gcewmgsdiangs riedithe dage dtnensif eax enpaes 9of tperei dest by

i npl enenting accunulation and transfers of SDM content data, which
initiated i theheyewesonadinwonpidrer On AheHbbhereibedded isecondexyernal |y
added to the

recording—-medium apparatus 20A corresponds to the data-
recording apparatus provided by the present invention.
The primary-recording-medium apparatus 1 and the
secondary-recording-medium apparatus 20A form a data
transfer system.

The primary-recording-medium apparatus 1 is
implemented by typically a personal computer.

For the sake of convenience, in the following
explanation, by a personal computer, the primary-
recording-medium apparatus 1 is meant. However, the
primary-recording-medium apparatus 1 is not necessarily a
personal computer.

In order to carry out operations of the data
transfer apparatus provided by the present invention, the
personal computer functioning as the primary-recording-
medium apparatus 1 executes software for implementing
accumulation and transfers of SDMI content data, which
are initiated in the personal computer 1.

An HDD 5 embedded in or externally added to the

personal computer 1 serves as the primary recording
40
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personal conputer 1 serves as the primary recording 40 nedium (and a
primary-recordi ng-nmediumdrive neans). It is to be noted that, while the
HDD5 is used as the primary recording nmediumin the explanation of the

enbodi ment, a recording nmedium functioning as the primary

recordi ng nmedi um

is not necessarily an HDD. The primary recordi ng nmediumcan be one of a
variety of conceivable recording nediunms such as an optical disc, a
magnet o- optical disc, a sem conductor menory enbedded in the

pri mary-recordi ng- nedi um apparatus 1 and a portable semnm conductor nenory
suc h as a nenory card. The primary-recordi ng-nedi um apparatus 1 is capable
of conmmuni c&9HG M (andh & dHtiemr Berear dimgteslighn Arisgmmgsnedt odtnet wor k
110. Content data such as nusic can be downl oaded fromthe content server
91 to the prisvery-be auoretl giatediviv lappadreatiiDd .19 tuserd reedilesss to say t hat

a plurality of content servers 91 may be connected to the

communi cati on

net wor k 110.prmanysereadfrdirey pradiamy -imr edoy dixyglaredi ion appattes us 1 can
receive a service to download various kinds of data fromany arbitrary one
of the contembodsietarsy,s Hredomttian noatiaund couH edidad g o8 the gantnerdy server
91 to the personal conmputer 1 can be content data conformng to the SDM

standard or pdmiiinglatel Nt iGOHoH Metkdshrily an HDD. The primary

recording medium can be one of a variety of conceivable

recording mediums such as an optical disc, a magneto-

optical disc, a semiconductor memory embedded in the

primary-recording-medium apparatus 1 and a portable

semiconductor memory such as a memory card.

The primary-recording-medium apparatus 1 is capable

of communicating with a content server 91 through a

communication network 110. Content data such as music can

be downloaded from the content server 91 to the primary-

recording-medium apparatus 1. It is needless to say that

a plurality of content servers 91 may be connected to the

communication network 110. The user of the primary-

recording-medium apparatus 1 can receive a service to

download various kinds of data from any arbitrary one of

the content servers 91.

Content data downloaded from the content server 91

to the personal computer 1 can be content data conforming

to the SDMI standard or content data not conforming to

the SDMI standard.
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the SDM standard. 41 A transm ssion line form ng the comunication

network 110

alternative

server 91

Internet, a satellite comunication network, an optical fiber network or
any ot her conmunication line. The HDD 5 of the personal conputer 1 can be

is awre or radio public conmunication line. As an

a transmssion line formng the comunication network 110 can
be a dedicated line connecting the personal conputer 1 to the content

To put it concretely, the conmunication network 110 can be the

an enbedded or externally connected disc drive for driving a packet

medi um 90 such as a CD-DA or a DVD, fram which _content data such as nusic
I'n @héraFémFéﬁﬁﬁa 4e8er fREMARY the FRERERiRAELEM 90 is al so
referred to as a disk 90 or a renovabl e recordi ng medi um 90. The personal
conput er 1i fEEHTectldd e & WacomFarpticr Hulig: mesmwnigasdioan JsnE0A or
content data stored in the HDD5 can be transferred. The
secondar y-r ésodi Rg-tesdiafhvieppar AN srEAsdrorp B nes formiggpridieng appar at us
or a recording/reproduction apparatus for recording data onto a secondary
recor di ng nmegimpmnicihisn ceriweartk ddila qaec deved deddmattesl Jemeonal

i's reproduced.

20B, to which

can be recorded onto the secondary recording nediumin a

connecting the personal computer 1 to the content server
91. To put it concretely, the communication network 110
can be the Internet, a satellite communication network,
an optical fiber network or any other communication line.

The HDD 5 of the personal computer 1 can be an
embedded or externally connected disc drive for driving a
packet medium 90 such as a CD-DA or a DVD, from which
content data such as music is reproduced. In the
following description, the packet medium 90 is also
referred to as a disk 90 or a removable recording medium
90.

The personal computer 1 is connected to a
secondary-recording-medium apparatus 20A or 20B, to which
content data stored in the HDD5 can be transferred. The
secondary-recording-medium apparatus 20A or 20B is a
recording apparatus or a recording/reproduction apparatus
for recording data onto a secondary recording medium.
Thus, content data received from the personal computer 1
can be recorded ontoc the secondary recording medium in a

copy operation.
42
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copy operation. 42 There are a variety of conceivabl e exanples of the
secondary-recordi ng- nedi um apparatus 20A or 20B. In the follow ng
description, however, the secondary-recordi ng- nedi um apparatus 20B is a
recordi ng apparatus conformng to the SDM standard. In the
secondar y-recordi ng- medi um apparatus 20B conformng to the SDM standard,
the secondary recording nediumis assuned to be a nenory card conform ng
to the SDM standard. Such a nenory card enpl oys a sem conductor nenory
such as a flash nenory. Thus, the secondary- recording-mnmedi um apparatus 20B
is a recordi ng/re%oducti on apparatus for recording and reproducing data
onto and from a nefBeyecarg BoMRELRLMgOLt 6ORFELiPRIeseEABRLES PR LhEs case,
an SDM content is recorded on the secondary recording mediumin an
encrypt ed stsscendpyaragop nshigwraeddmn fapanativen Jnage@d®. f dnnihe
including a content ID stored in the secondary recording nedi um conform ng
to the SDM =tldmoemey dEsedgritiemt, [Howesrenyseatheasemonddem-ddcardiog-
identifying an SDM content. \When content data is stored in the HDD 5 of
t he personamedimmpuipprarbtus QOE dri d Rdcogrngy atpedh dayt uan capyflaredincon

to the SDMI standard.

In the secondary-recording-medium apparatus 20B
conforming to the SDMI standard, the secondary recording
medium is assumed to be a memory card conforming to the
SDMI standard. Such a memory card employs a semiconductor
memory such as a flash memory. Thus, the secondary-
recording-medium apparatus 20B is a
recording/reproduction apparatus for recording and
reproducing data onto and from a memory card conforming
to the SDMI standard. In this case, an SDMI content is
recorded on the secondary recording medium in an
encrypted state.

There is created an information management format
including a content ID stored in the secondary recording
medium conforming to the SDMI standard. The content ID is
used as an identifier for identifying an SDMI content.

When content data is stored in the HDD 5 of the personal
computer 1, a content ID is generated by an application

for the content data and stored in the HDD 5 along with

the content data. In addition, check-outs and check-ins
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for the content data and stored in the HDD 5 along with the content data.
In addition, check-outs and check-ins 43 are nmanaged by using content |Ds.
It is assunmed that, when content data is recorded onto the secondary ‘
recordi ng nmediumconformng to the SDM standard, the content |ID of the
content data can also be recorded onto the secondary recordi ng medi um
along with the content data. on the other hand, the
secondary-recordi ng- medi um apparatus 20A is a data-recordi ng apparatus not
conformng to the SDM standard. Details of the secondary-recordi ng-nmedi um
apparatus 20A will be described later. The secondary recordi ng nmedi um of
the second@ff- FEEGIEh FYNEEIRG fOFdeRtuIPB0A I§ i§edspamedstBRfng an SDM
content, which requires protection of its copyright, in an unencrypted
state. An eX&ep €opitentyi slatdedend@opndesooaitey-thedis@aoasisayat us 20A is a
mni disc. Thus, an exanple of the secondary-recording-nedium apparatus
20A i s a ni miecdirsidnge oeddiuny /cogdicathicid a9 tisp SO Ius tandatde ftdid owi ng
description, the secondary- recordi ng-nedi um apparatus 20A is also referred
to sinply @®ndendcdDdiofg/ahep rcoohieintonladppaaat @l s20hd reoreledasato In this
case, in order not to lose a function to protect a copyright even if an
SDM cont entthieS se@@®Mdddd recording medium along with the content

data.

On the other hand, the secondary-recording-medium

apparatus 20A is a data-recording apparatus not

conforming to the SDMI standard. Details of the

secondary—recording—medium'apparatus 20A will be

described later. The secondary recording medium of the

secondary-recording-medium apparatus 20A is used for

storing an SDMI content, which requires protection of its

copyright, in an unencrypted state. An example of this

secondary-recording-medium apparatus 20A is a mini disc.

Thus, an example of the secondary-recording-medium

apparatus 20A is a mini-disc recording/reproduction

apparatus. In the following description, the secondary-

recording-medium apparatus 20A is also referred to simply

as a recording/reproduction apparatus 20A in some cases.

In this case, in order not to lose a function to
protect a copyright even if an SDMI content is recorded

in an unencrypted state, successful authentication to be

described later is taken as a condition for an operation
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in an unencrypted state, successful authentication to be described |ater
is taken as a condition for an operation 44 to copy the SDM content. A
secondary recordi ng nmedi um of the secondary- recordi ng-nmedi um appar atus 20A
is a conventional nedium which has been becom ng popul ar. An exanpl e of
the secondary recording mediumis a mni disc. However, the secondary
recordi ng nmedi um of the secondary-recordi ng- nedi um appar atus 20A does not
include an area for storing a content ID. For this reason, a special
managenent technique is adopted for content I1Ds as will be described
later. It is to be noted that a nmedium which data is recorded onto and
reproduced fYORIRY tHe FBOhRRREeTecor di ng- medi um appar at us 20A, is not
limted to a mni disc. her secondary recording mediunms of the
secondary- recordi RgSRESNGRrappecargd ngoneddngeiofaiihe isecondera~ menory
card enpl oying a sem conductor nenory such as a flash nemory, a mni disc
f uncti oni ng xecar HagrarerdiwptanrE ratise 26 33 R (G Recoratedl eyedianCD- RW ( CD
Rewritabe), a DVD-RAM a DVD-R and a DVD-RW Thus, the
secondar y- r edurall fpardziemzppariata @i aoan Be axpmplecoifdithg appar at us as
|l ong as the recording apparatus is capable of recording data onto any one
of these recoraimipry recording medium is a mini disc. However, the

secondary recording medium of the secondary-recording-

medium apparatus 20A does not include an area for storing

a content ID. For this reason, a special management

technique is adopted for content IDs as will be described

later.

It is to be noted that a medium, which data is

recorded onto and reproduced from by the secondary-

recording-medium apparatus 20A, is not limited to a mini

disc. Other secondary recording mediums of the secondary-

recording-medium apparatus 20A conceivably include a

memory card employing a semiconductor memory such as a

flash memory, a mini disc functioning as a magneto-

optical disc, a CD-R (CD Recordable), a CD-RW (CD

Rewritabe), a DVD-RAM, a DVD-R and a DVD-RW. Thus, the

secondary-recording-medium apparatus 20A can be any

recording apparatus as long as the recording apparatus is

capable of recording data onto any one of these recording

mediums.

The personal computer 1 is connected to the
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medi uns. The personal conputer 1 is connected to the 45
secondary-recordi ng- nedi um appar atus 20A or 20B by line conformng to a
transm ssion standard such as the USB (Universal Serial Bus) or |EEE-1394
standard. It is needless to say that another kind of transm ssion |ine
can al so be used as long as the other transm ssion line is capable of
transmtting content data or the |like. Exanples of the other transm ssion
line are a wire transnmission line and a radio transm ssion line. 3: Data
Pat hs of SDM Contents Assunme for exanple a systemlike one shown in FIG
4. In this case, data paths prescribed by the SDM standard are shown in
FIG 5. It is¢coadiavmeesd ndiag-aafisic appegiatarm 2§deor 29Bolyh lime dat a
path in processing carried out by the personal conputer 1, which is
provi ded wi donflogmEDg 3oae trisaspriismdopn sdeoddingg svedi iy tthe IS e t he
musical content onto the HDD 5 or to transfer the content to an external
appar at us sudhiserskdé SegdrdaBps)ecor dEIF-IBdI4Umtaapaardat ust204 or 20B. In
ot her words, the data paths are inplenented by software executed by the
per sonal comewiddressl tioo sear rhatuanprthees Wingl bF hremeniilse imssildale cont ent
onto the HDD 5 or to transfer the content to the external

can also be used as long as the other transmission line

is capable of transmitting content data or the like.

Examples of the other transmission line are a wire

transmission line and a radio transmission line.

3: Data Paths of SDMI Contents

Assume for example a system like one shown in FIG.
4, In this case, data paths prescribed by the SDMI
standard are shown in FIG. 5.

It is to be noted that a musical content goes
through the data path in processing carried out by the
personal computer 1, which is provided with the HDD 5 as
the primary recording medium, to store the musical
content onto the HDD 5 or to transfer the content to an
external apparatus such as the secondary-recording-medium
apparatus 20A or 20B. In other words, the data paths are
implemented by software executed by the personal computer
1 to carry out processing to store the musical content
onto the HDD 5 or to transfer the content to the external

apparatus.
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apparatus. 46 Procedures and processing to store a nusical content onto
the HDD 5 or to transfer the content to an external apparatus through the
data paths shown in FIG 5 are denoted by reference notations DP1 to DP9.
In the follow ng description, reference notations DP1 to DP9 are wused to
refer to their respective procedures. In a procedure DPl, content data
(network content) distributed by the external content server 91 to the
personal conputer 1 by way of the comrunication network 110 shown in FIG
4 is examined to forma judgnent as to whether or not the data is a
content requiring protection of its copyright in conformty with the SDM
standard. A networ RreeRtBresdpsdr PEacedshpot ke &%e&enal mugdpeént server 91
to the secondary-recordi ng-nmedi um apparatus 20A or 20B can be a content
conform ng tcentent SOMO Sthenddld Y af o dd-ans fayr dheSRMnteorif droriamng
content) or a content having nothing to do wth the SDM standard
(referred texdemalorpfiEMatoontdmtoughArthsDiMateo dadrhe rfhasontientr Ieas Sbeen
encrypted by using a content key CK in a key encryption process such as a
DES process.arkypiecalted Hyhe qfieereerter yattadhi cdet DRIf tcamESDM Taonher m ng
content is encoded data A3D conpressed by using a conpression technique
such as ATRAGL1dwiddilidescription, reference notations DP1 to DP9 are
used to refer to their respective procedures.
In a procedure DPl, content data (network content)
distributed by the external content server 91 to the
personal computer 1 by way of the communication network
110 shown in FIG. 4 is examined to form a judgment as to
whether or not the data is a content requiring protection
of its copyright in conformity with the SDMI standard.
A network content distributed by the external
content server 91 to the secondary-recording-medium
apparatus 20A or 20B can be a content conforming to the
SDMI standard (referred to as an SDMI-conforming content)
or a content having nothing to do with the SDMI standard
(referred to as a non-SDMI content).
An SDMI-conforming content has been encrypted by
using a content key CK in a key encryption process such
as a DES process. Typically, the pre-encryption data of
an SDMI-conforming content is encoded data A3D compressed

by using a compression technigue such as ATRAC3. In this

case, the encrypted SDMI-conforming content is expressed
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case, the encrypted SDM -conform ng content is expressed 47 by reference
notation E (CK, A3D). If the distributed network content is an SDM -
conform ng content, the data path continues fromthe procedure DPl1 to a
procedure DP2, in which the network content is stored as an SDM content
inthe HOD 5 serving as the primary recording device. In this case, the
content data is witten into the HDD5 in the distributed state E (CK
A3D) as it is. As an alternative, the content data is once decrypted
before being encrypted again by using another content key CKI to generate
encrypted data E (CK', A3D) to be stored onto the HDD 5. That is to say,
t he cont ent ReyrgieranGRyaPtatinn & (& .ad3Dif the distributed network
content is a non-SDM content, on the other hand, the data path continues
from the proceduréfDihet digtyibusedr acHPForki contienit ds wat §PMark- check
process is carried out. The watermark- check process is a screening process
based on a wardramring Aag-ant t heheprdeded yrest DR n tal et se rifveonk -titeeck  pr ocess
is carried out on a disc content without executing the procedure DP1. A
di sc cont entpricceaaiwENtDBL ta eadmdeduamp Ppackaga ingditHe mMubgetk on a
drive enbedded in the personal conputer | or nounted on a disc
content is stored as an SDMI content in the HDD 5 serving
as the primary recording device.
In this case, the content data is written into the
HDD 5 in the distributed state E (CK, A3D) as it is. As
an alternative, the content data is once decrypted before
being encrypted again by using another content key CK’ to
generate encrypted data E (CK’, A3D) to be stored onto
the HDD 5. That is to say, the content key is changed
from CK to CK’.
If the distributed network content is a non-SDMI
content, on the other hand, the data path continues from
the procedure DPl to a procedure DP3, in which a
watermark-check process is carried out. The watermark-
check process is a screening process based on a watermark. '
Also in the procedure DP3, a watermark-check
process is carried out on a disc content without
executing the procedure DP1l. A disc content is a content
read out from a package medium mounted on a drive

embedded in the personal computer 1 or mounted on a disc

drive connected to the personal computer 1. An example of
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drive connected to the personal conputer 1. An exanple of 48 the enbedded
drive is a ROM drive. Exanples of the package nediuminclude a CD-DA and a
DVD. That is to say, for a disc content, which is content data not ‘
conforming to the SDM standard, a watermark-check process is carried out.
If the disc content does not pass the watermark- check process, the data
path continues fromthe procedure DP3 to a procedure DP5 in which the disc
content is determined to be a content that cannot be copied in the data
paths. A variety of conceivable concrete handlings can be inplenented
through the design of software. For exanple, such a disc content is stored
into the HDBMS Kpeddeshdadvie ke GomC¥hdrdaica t RuampaaropfbEher ansferred
for the purpose of copying or noving the data to another nedium As an
al t er nat i ve peckegiev aisidd Umaridicilngle suCR-®A @insc acdviDent is not stored in the
HDD 5 in the content processing conformng to the SDM standard. If the
content passes theThateisntik-shgckfprogedssc tbatens, whiah ébkectronic
wat ermark exists and a copy control bit is confirnmed to indicate that a
copy operatioartens parte nfoed comf otrime not fver the&ndDMIhe taowlaamnt, as det erm ned
to be content data that can be copied legally. In this case, the data path
continues t @adepim@e®dthecRPbrocess is carried out.
If the disc content does not pass the watermark-

check process, the data path continues from the procedure

DP3 to a procedure DP5 in which the disc content is

determined to be a content that cannot be copied in the

data paths. A variety of conceivable concrete handlings

can be implemented through the design of software. For

example, such a disc content is stored into the HDD 5 but

treated like content data that cannot be transferred for

the purpose of copying or moving the data to another

medium. As an alternative conceivable handling, such a

disc content is not stored in the HDD 5 in the content

processing conforming to the SDMI standard.

If the content passes the watermark-check process,

that is, if an electronic watermark exists and a copy

control bit is confirmed to indicate that a copy

operation is permitted, on the other hand, the content is

determined to be content data that can be copied legally.

In this case, the data path continues to a procedure DP4

to form a judgment as to whether or not the content is to
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to forma judgnment as to whether or not the content is to 49 be handled in
conformty with the SDM standard. \Wether or not a content is to be
handl ed as data conforming to the SDM standard is dependent on the
software design, a wuser setting or the like. If the content is not to be
handl ed in conformty wth the SDM standard, the data path continues to a
procedure DP6 in which the content is treated as a non- SDM content and
excluded fromthe content-data path conformng to the SDM standard. For
exanple, a transfer of the content to a recordi ng apparatus not conform ng
to the SDM standard is enabled. If the content is to be handled in
conformty we handledSDM ctrdvdarid,y ontthhaehat M Thatthndahmsl .daWaephteh
continues fromthe procedure DP4 to the procedure DP2 in which the content
data i s encroptnedt andositersd lisntt tHee haddD &ul as ata tSDMormfwdneinig tbo be nore
specific, the content data is stored into the HDD 5 typically in an E

(CK, A3D) orcre (B sA¥ddaxities ddparrerdancehy tdo ftha atd adts a
descri bed above, an SDM network content or an SDM disc content is stored

into the HDR2r WAt P JsathaaS & ePri mary recording nedium An SDM

network content is a content, which is received fromthe comrunication

network 110 and torBethe content is not to be handled in conformity
with the SDMI standard, the data path continues to a
procedure DP6 in which the content is treated as a non-
SDMI content and excluded from the content-data path
conforming to the SDMI standard. For example, a transfer
of the content to a recording apparatus not conforming to
the SDMI standard is enabled.

If the content is to be handled in conformity with
the SDMI standard, on the other hand, the data path
continues from the procedure DP4 to the procedure DP2 in
which the content data is encrypted and stored into the
HDD 5 as an SDMI content. To be more specific, the
content data is stored into the HDD 5 typically in an E
(CK, A3D) or E (CK’, A3D) state.

In accordance with the data paths described above,
an SDMI network content or an SDMI disc content is stored
into the HDD 5, which is used as a primary recording
medium. An SDMI network content is a content, which is

received from the communication network 110 and to be

handled in conformity with the SDMI standard. On the
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handl ed in conformty wth the SDM standard. On the 50 other hand, an SDM
disc content is a content, which is read out froma disc such as a CD DA
or another medium and to be handled in conformty with the SDM standard.’
In addition, for an SDM content, a content ID unique to the SDM content
is generated and stored into the HDD 5 along with the SDM content. The
content IDis wused in usage-rule managenent, which is executed for each
SDM content as will be described later. In accordance with a predeterm ned
rule, an SDM content stored in the HDD 5 is transferred to the
secondary- rec rd| nedlun1a aratus 20B conformn t he SDM st andard
so that the@ “(E’anaﬁ’e 8’& &4 5% &S ida Ry C%éﬁﬁftﬁ'nd” hiGdi d@ al so
conformng to the SDM standard. As described above, an SDM content can
be an SDM TRECWOME E&ioMedt G915 arfUSHIVI2 Sdids CedMy @Rt ANaFhedmedsitm in t he
case of this enbodi nent, besides the secondary- recording-nedi um apparatus
20B conf or nigA§ e tfe haml eds tidh ¢and o I YSPMIt It dhiee DMk grté@dard-he HDD 5

can also be transferred to the secondary-recordi ng-nmedi um apparatus 20A
not conformng to Theadditisnandardann8BMIacoptetnst ernicastiesdndPti on. First
of all, assune that the personal conputer 1 enploying the HDD 5 is
connect ed t entilgmes gcortdi@ WOMI content is generated and stored into

the HDD 5 along with the SDMI content. The content ID is

used in usage-rule management, which is executed for each

SDMI content as will be described later.

In accordance with a predetermined rule, an SDMI
content stored in the HDD 5 is transferred to the
secondary-recording-medium apparatus 20B conforming to
the SDMI standard so that the content can be copied to a
secondary recording medium also conforming to the SDMI
standard. As described above, an SDMI content can be an
SDMI network content or an SDMI disc content. In addition,
in the case of this embodiment, besides the secondary-
recording-medium apparatus 20B conforming to the SDMI
standard, the SDMI content stored in the HDD 5 can also
be transferred to the secondary-recording-medium
apparatus 20A not conforming to the SDMI standard under a
predetermined condition.

First of all, assume that the personal computer 1

employing the HDD 5 1s connected to the secondary-

recording-medium apparatus 20B conforming to the SDMI
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recor di ng- medi um apparatus 20B conformng to the SDM 51 standard.

case,

secondary-recordi ng- medi um apparatus 20B as fol |l ows.

an SDM content stored in the HDD 5 is transferred to the

In this

In the case of an

SDM disc content, a usage rule for transferring the content is determ ned
in advance. In a procedure DP8, the transfer of the SDM disc content
according to the usage rule to the secondary-recordi ng- nmedi um appar at us

20B conformng to the SDM standard for

to the secondary- recordi ng-nedi um apparatus 20B i s recogni zed.
noted that these data paths are paths of a check-out or an operation to
transfer a SFREREFrohP thésSHERSS servSRYla§crtERtmatPreecdndithg HB8i um to

a secondary recordi ng nmedi um such as a nenory card nounted on the

It

t he purpose of copying the content

is to be

secondar y- r € érsdiFgreE @ IRach grartdaeu £ e dagonfraaa nii ngometsi W@DM - st andar d

or the secondary-

st andard t o app@yrathes o @én ficd dsws.epr oduced by the

secondar y-recordi ng- medi um appar atus 20B or 20A. An
is a checkhencaeki ofi as SAMIopésat conteatt,r anssaegeoruieve a
secondary recordi ng nedium back to the primary recording

a check- out
content fromthe

medi um |t iforwaodansfetdoignd hdle dantauch is et ropateat 10N advance.

a procedure DP8, the transfer of the SDMI disc content

according to the usage rule to the secondary-recording-

recor di ng- medi um appar atus 20A conformng to the SDM

operation opposite to

In

medium apparatus 20B conforming to the SDMI standard for

the purpose of copying the content to the secondary-

recording-medium apparatus 20B is recognized.

It is to be noted that these data paths are paths

of a check-out or an operation to transfer a content from

the HDD 5 serving as a primary recording medium to a

secondary recording medium such as a memory card mounted

on the secondary-recording-medium apparatus 20B

conforming to the SDMI standard or the secondary-

recording-medium apparatus 20A conforming to the SDMI

standard to copy the content to be reproduced by the

secondary-recording-medium apparatus 20B or 20A. An

operation opposite to a check-out is a check-in, which is

an operation to transfer or move a content from the

secondary recording medium back to the primary recording

medium. It is worth noting that, in such a move operation

to transfer a content from the secondary recording medium
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to transfer a content fromthe secondary recordi ng nedium 52 back to the
primary recording nmedium the content data is erased fromthe secondary
recording medium As a usage rule of a transfer of an SDM disc content,
an upper limt is inposed on the nunmber of allowable check-outs. For
exanple, up to three check-outs are permtted for a piece of content data.
Thus, a content can be copied to up to three secondary recording mnedi uns
conformng to the SDM standard in check-out operations. Wen a content is
noved back from a secondary recording nmediumto the primary recording
mediumin a_ check-in, the nunber of check-outs carried out so far for the

content dat ®4K FocrdfeMEdARY FREOTHRY mafsiiny tdie cPndGitertatfas Heen

copied to three secondary recording nediuns conformng to the SDM
standard, tR&Fagest droncdhe Feceasiaay aprarding masigWary recordi ng nedi um
conforning to the SDM standard provided that the content has been noved
fromone of the thReeasugsagdaryleecedrdi hgangddirumE an &DMHAedksicn back to
the primary recording nedium That is to say, content data is permtted to
exi st in up contemntge agecgppear Y imddorici Agnpredidins tWenfmumbey dfo t he SDM
standard. Also in the case of an SDM network content, a usage rule for
transferri nglilloerabirt ehiedks cdgtdser nfoedekAmple, up to three check-outs

are permitted for a piece of content data. Thus, a

content can be copied to up to three secondary recording

mediums conforming to the SDMI standard in check-out

operations. When a content is moved back from a secondary

recording medium to the primary recording medium in a

check-in, the number of check-outs carried out so far for

the content data is decremented by one. Thus, even after

a content has been copied to three secondary recording

mediums conforming to the SDMI standard, the content can

be copied again to a secondary recording medium

conforming to the SDMI standard provided that the content

has been moved from one of the three secondary recording

mediums in a check-in back to the primary recording

medium. That is to say, content data is permitted to

exist in up to three secondary recording mediums

conforming to the SDMI standard.

Also in the case of an SDMI network content, a

usage rule for transferring the content is determined in

advance. In a procedure DP7, the transfer of the SDMI
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advance. In a procedure DP7, the transfer of the SDM 53 network content
according to the usage rule to the secondary-recordi ng-nmedi um appar at us
20B conformng to the SDM standard for the purpose of copying the content
to the secondary-recording-medi um apparatus 20B is recognized. As a usage
rule of a transfer of an SDM network content, an upper limt is inposed
on the nunber of allowable check-outs as is the case with an SDM di sc
content. The upper limt can be the sanme as or different fromthe upper
limt set for an SDM disc content. For exanple, an upper limt of one
i nposed on the nunber of allowable check-outs is conceivable. In this
case, each ngit@eakofcondendniacsralidgn tee tdepivedaeninnlieo tenehsecondary
recordi ng medi umconformng to the SDM standard. If the content data is
noved back Begondaeysecoodariyg-oegridimgppaaditns 20 R remfammsmg recor di ng
mediumin a check-in, the content data can be copied again to a secondary
recordi ng rhei $PMIOoBftamaiangl tfert hdeSPMrpeisan aefi chopAni ngDMhec amurgra@ntcopi ed
in accordance with these wusage rules froma primary recording nediumto a
secondary r eooOftieng eratidamycaicording -tediven SpPMaraxdan@r iish a check- out
is transferred through a transmssion line in an encrypted state. To be
nor e recognized. '
As a usage rule of a transfer of an SDMI network

content, an upper limit is imposed on the number of

allowable check-outs as is the case with an SDMI disc

content. The upper limit can be the same as or different

from the upper limit set for an SDMI disc content. For

example, an upper limit of one imposed on the number of

allowable check-outs is conceivable. In this case, each

piece of content data can be copied only to one secondary

recording medium conforming to the SDMI standard. If the

content data is moved back from the secondary recording

medium to the primary recording medium in a check-in, the

content data can be copied again to a secondary recording

medium conforming to the SDMI standard.

An SDMI content copied in accordance with these

usage rules from a primary recording medium to a

secondary recording medium conforming to the SDMI

standard in a check-out is transferred through a

transmission line in an encrypted state. To be more

specific, the SDMI content is transferred through a
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specific, the SDM content is transferred through a 54 transmssion line in
an E (CK, A3D) or E (CK I , A3D) state. Then, the SDM content transferred
in an encrypted state is received by the secondary recor di ng- medi um
apparatus 20B conformng to the SDM standard to be copied to the
secondary recording mediumin the encrypted state as it is.. In an
operation carried out by the secondary- recording-nedi um apparatus 20B
conformng to the SDM standard to reproduce the SDM content copi ed and
recorded to the secondary recording nedium the content is read out from
the secondary recording mediumand decrypted to reproduce the content. To
put it in déransmissiencdirentiniam F et@f deti3Ph eheEsd€8ndaPpDi esdedieng
mediumin the E (CK, A3D) or E (CKl, A3D) state is decrypted by using the
content key CK or TKentothen8PMieconteptctiraskfearedntienanDeh€KypEeCK,
A3D)) = A3BDor D (CK1, E (CKl1l, A3D)J = A3D, which is the original

unencr ypt ed starieerits cenaicsse dybythes isrg onlta rAHRACD r dlonpiressiuan t echni que.
The original unencrypted conpressed content A3D is subjected to processing

such as a deparPrEsSi20B RCATRIHiNPa tthd GDOMIE SAHMGEd aTyeessi on

process to carry out denodul ation processing to produce output audio data

such as Nusicepied to the secondary recording medium in the encrypted
state as 1t is.

In an operation carried out by the secondary-
recording-medium apparatus 20B conforming to the SDMI
standard to reproduce the SDMI content copled and
recorded to the secondary recording medium, the content
is read out from the secondary recording medium and
decrypted to reproduce the content. To put it in detail,
the content data recorded in the secondary recording
medium in the E (CK, A3D) or E (CK’, A3D) state is
decrypted by using the content key CK or CK’ to generate
respectively a content D {CK, E (CK, A3D})} = A3D or D
{CK’, E (CK’, A3D)} = A3D, which is the original
unencrypted content cohpressed by using the ATRAC3
compression technique. The original unencrypted
cempressed content A3D is subjected to processing such as
a decompression process opposite to the ATRAC3
compression process to carry out demodulation processing

to produce output audio data such as music.

As described above, a copyright for content data
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As descri bed above, a copyright for content data 55 conformng to the SDM
standard can be properly protected by the encrypted state of the content
data along the data paths for a check-out of the content data to the
secondar y-recordi ng- medi um appar atus 20B conformng to the SDM standard
and the encrypted state of the content data in the secondary recording
medi um as well as properly protected by copy managenent executed. by
checki ng the usage rules set for content transfers. If the
secondary-recordi ng- medi um apparatus 20A is connected to the personal
conputer 1, on the other hand the follow ng processing is carried out. It
is to be noCeRfoFALNTadoddde iSY aARelanthiqate be roperly protected
secondar y-recordi ng- medi um appar atus 20B confornmng to the SDM standard,
t he secondakby- técoregicrypredi $ha tepedr dthes ZoA ardcslads @loma dite data
a.secondary recording nmediumsuch as a mni disc in an unencrypted state.

Si nce a conpearths foreeocietkomud @ fivithie dogtant aataurnendhept ed state, the
content data copied to and recorded on the mni disc can be can be

reproduced By candaoyaireaoy diing—rdidsamn eyppachaciusore (8 pamedatsninshiteh has been
becom ng popul ar in general so that nore convenience can be offered to the
user. Since theC@MMINts tah dagepather tid @nrjiptedlistatel o the content

data in the secondary recording medium as well as

properly protected by copy management executed by

checking the usage rules set for content transfers.

If the secondary-recording-medium apparatus 20A is
connected to the personal computer 1, on the other hand,
the following processing is carried out.
It is to be noted that, as described above, unlike

the secondary-recording-medium apparatus 20B conforming

to the SDMI standard, the secondary-recording-medium

apparatus 20A records a content onto a secondary

recording medium such as a mini disc in an unencrypted

state. Since a content is recorded onto a mini disc in an

unencrypted state, the content data copied to and

recorded on the mini disc can be can be reproduced by an

ordinary mini-disc reproduction apparatus, which has been

becoming popular in general so that more convenience can

be offered to the user.

Since a content is recorded onto a mini disc in an

unencrypted state, however, a problem is raised in the
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unencrypted state, however, a problemis raised in the 56 protection of the
copyright for the content. In order to solve this problem it is necessary
to satisfy predeterm ned conditions for transferring content data to the
secondar y-recordi ng- medi um apparatus 20A. In order to transfer an SDM
network content to the secondary-recordi ng-nedi um apparatus 20A and record
the content onto a secondary recording nmediumin an unencrypted . state in
a copy operation, it is necessary to satisfy the follow ng three transfer
conditions for the copy operation: (1): The secondary-recordi ng- nedi um
apparatus 20A shall pass an authentication process, giving an OK
aut hent i cat P&Rtesddion. of2 \theTkerygiphtgfoote csidiant-ecédgnP¥derh&Ccopy
operation to transfer the content data.to the secondary- recording-medi um
appar at us 26Alaed thédsopdoHemiatid dist @easss agac drd@at isdgor di ng nedi um
(3): The transfer of the content data shall abide by wusage rules set for
check-out s pmedelteckinesl coNelidritomsl €99, tidansfemtimgpssirdlentt dadar rhp out a
copy operation to transfer the content data to an apparatus other than the
secondary- r eter dieegnaadiyHne caprod nai-ttedAQh eappfaaratiusg 20a.t he SDM standard
in an
In order to transfer an SDMI network content to the

secondary-recording-medium apparatus 20A and record the

content onto a secondary recording medium in an

unencrypted state in a copy operation, it is necessary to

satisfy the following three transfer conditions for the

copy operation:

(1) : The secondary-recording-medium apparatus 20A shall

pass an authentication process, giving an OK

authentication result.

(2): The copyright owner shall recognize the copy

operation to transfer the content data to the secondary-

- recording-medium apparatus 20A and record the data onto

the secondary recording medium.

(3): The transfer of the content data shall abide by

usage rules set for check-outs and check-ins.

Nevertheless, i1t is not possible to carry out a
copy operation to transfer the content data to an
apparatus other than the secondary-recording-medium

apparatus 20B conforming to the SDMI standard in an

unrestricted manner even if above transfer conditions (1),
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unrestricted manner even if above transfer conditions (1), 57 (2) and (3)
are satisfied. In this way, the function to protect a copyright is
preserved. In addition, the function to protect a copyright works due to
the fact that content data is transferred through a transmssion l|ine in
an encrypted state and it is not until the content data is received by the
secondary-recordi ng- nedi um apparatus 20A that the data is decrypted by the
secondary-recordi ng- medi um apparatus 20A. In a procedure DP9, above
transfer conditions (1), (2) and (3) are checked before an SDM network
content is transferred to the secondary-recording-nedi um apparatus 20A
To put it ir2deead (30hersesondafiedecofdi Aifedhrm thpparactsor0NCi s
subjected to a predetermined authentication process. In addition, flag
i nf or mat i onpertecheal ckpyirightddd preslkeevednt efin dddatienexthened to
verify the copyright owner's intention as to whether or not the copy
oper ati on i fuakltdwead toFprblernnae coplye i ghlte elordust dared tohedle ifacesage rul es
are inplemented. An SDM network content copied to the secondary-
recor di ng- netiattmcappanat da t20A sundamn stflee redn dhtdoaydh adesemnishadsalkove i s
transmtted through a transmssion line in an encrypted state as it is. To
be nore spegiiheCin an encrypted state and it is not until the
content data is received by the secondary-recording-
medium apparatus 20A that the data is decrypted by the
secondary-recording-medium apparatus 20A.
In a procedure DP9, above transfer conditions (1),
(2) and (3) are checked before an SDMI network content 1is
transferred to the secondary-recording-medium apparatus
20A.
To put it in detail, the secondary-recording-medium
apparatus 20A is subjected to a predetermined
authentication process. In addition, flag information or
the like included in the content data is examined to
verify the copyright owner’s intention as to whether or
not the copy operation is allowed. Furthermore, the
check-out and check-in usage rules are implemented.
An SDMI network content copied to the secondary-
recording-medium apparatus 20A under the conditions
described above is transmitted through a transmission

line in an encrypted state as it is. To be more specific,

the SDMI network content is transmitted through the
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the SDM network content is transmtted through the 58 transm ssion line in
an E (CK, A3D) or E (CK, A3D) state. The encrypted SDM network content
is received by the secondary-recordi ng- medi um appar at us 20A having a
configuration shown in FIG 7 and then decrypted by a decryption
processing unit 28 to generate the original data A3D conpressed by using
the ATRAC3 conpression technique. Then, the encrypted content data A3D is
subj ected to an encodi ng process carried out by an EFM ACI RC
encoder/decoder 24 included in the configuration showmn in FIG 7 before
being supplied to a recording/reproduction unit 25 for recording the data
onto a mni tdiessmiGioThusing nirammoper 82K onA3L) r epr BAUCE' t, hA38BDMs taduet.ent
copied to and recorded on the mni disc 100, the

secondar y-recor di nGhaednanypppdr 8DMT 280Awnekdsohtenar iy reotitrbd bgne
decodi ng processes as an ordinary mni-disc systemon data read out from

the mni di shel@@cohde rydacedinig ny-aeedses appelratasar EFMaaamdy at i on
process, an ACIRC error correction process and a deconpressi on process

adopting a deagipflesYion e que Fas.a7 eedtteiparide Hydders ALRAC
conpression technique. It neans that the copied content data recorded on
the mni di geclyPtian R JRRSANC &G iRORTRIY fhethte the original

data A3D compressed by using the ATRAC3 compression

technique. Then, the encrypted content data A3D is

subjected to an encoding process carried out by an

EFM/ACIRC encoder/decoder 24 included in the

configuration shown in FIG. 7 before being supplied to a

recording/reproduction unit 25 for recording the data

onto a mini disc 100.

Thus, in an operation to reproduce the SDMI content
copied to and recorded on the mini disc 100, the
secondary-recording-medium apparatus 20A needs to carry
out the same decoding processes as an ordinary mini-disc
system on data read out from the mini disc 100. The
decoding processes include an EFM demodulation process,
an ACIRC error correction process and a decompression
process adopting a decompression technique as a
counterpart of the ATRAC compression technique.

It means that the copied content data recorded on

the mini disc 100 can be reproduced normally by an

ordinary mini-~disc reproduction apparatus when the mini
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ordinary mni-disc reproduction apparatus when the mni 59 disc 100 is
mounted on the apparatus. That is to say, the user can enjoy the SDM
network content copied to and recorded on the mni disc 100 by
reproduction of the content by nmeans of an ordinary mni-disc reproduction
apparatus not conformng to the SDM standard. It is to be noted that, if
the transfer of a content is not permtted in accordance wth results of
checki ng usage rules in the procedures DP7, DP8 and DP9 in the data paths
shown in FIG 5, the content is of course not transferred to the
secondary-recordi ng- medi um apparatus 20A or 20B. 4: Typical Configuration
of Data Traddker 1Afpasamesnterr omatjeRappadiatgsvedTbatAppatat asvoer tRPE) Fl G
6 is a block diagram showi ng the configuration of a

pri mary-r ecasdirnganeengoyaphar SOMS beftwoek aontgnds copicalt ad rarst er
apparatus. The follow ng description explains a personal conputer used as
t he dat a traesbededappartaieusminBy disicl dioNg bspeepalodudtione ofartthsare with a
configuration for executing the sane functions as the

primary-receodite@tmeg h@aapparabus okdihewsyalini-dise depPodR@asiod e to
create an apparatus specially used for data transfers. In the case of this
enbodi ment, 53pHWRLE BERICAREorming to the SDMI standard.
It is to be noted that, if the transfer of a
content is not permitted in accordance with results of
checking usage rules in the procedures DP7, DP8 and DP9
in the data paths shown in FIG. 5, the content is of

course not transferred to the secondary-recording-medium

apparatus 20A or 20B,

4: Typical Configuration of Data Transfer Apparatus
(Primary—-Recording-Medium Apparatus or PC)

FIG. 6 is a block diagram showing the configuration
of a primary-recording-medium apparatus 1 functioning as
a data transfer apparatus. The following description
explains a personal computer used as the data transfer
apparatus. By building special-purpose hardware with a
configuration for executing the same functions as the
primary—-recording-medium apparatus 1, however, it is also
possible to create an apparatus specially used for data
transfers.

In the case of this embodiment, software programs
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60 to be executed for carrying out functions of the data transfer
apparatus are installed on the personal conputer 1 to inplenent a

pri mary-recordi ng- nedi um apparatus as the data transfer apparatus. It is
to be noted that, in this specification, a personal conputer or a conputer
has a broad neaning of the so-called general - purpose conputer. A software
program can be stored in advance in a recording nedi um enbedded in the
conput er. Exanples of the enbedded recording mediumare the HDD 5 and a
ROM 3. As an alternative, a software programcan be stored tenporarily or
permanently in a renovabl e recording nedium 90 such as a floppy disc, a
CD- ROM ( Conypraxc tbeDiese C Rl -fQy ycawmnimg) own fupqivmapetal Qdie ctdda di sc, a
DVD (Digital Versatile Disc), a nagnetic disc and a sem conductor nenory.
A program sttoreck.fam appa nadney @ee insgdridichemediamesars prasynitesr t o t he
user as the so- called package software. It is to be noted that, in
addition tolt h® impSieaidred iz0p rdfmaar yprregrard iftgpmddiennt exppeadd s ecor di ng
medi um 90 into the conputer, a programcan al so be downl oaded into the
conput er fr amea ddasnltaathsFdre appamituart ki edsakosdeehbited taatdi gnt al

satellite broadcasting by radio comunication, or via a network such as a
LAN (Local tAiea Mhisariatdlord N i@l et r or a computer has
a broad meaning of the so-called general-purpose computer.

A software program can be stored in advance in a
recording medium embedded in the computer. Examples of
the embedded recording medium are the HDD 5 and a ROM 3.

As an alternative, a software program can be stored
temporarily or permanently in a removable recording
medium 90 such as a floppy disc, a CD-ROM (Compact Disc
Read-Only Memory), an MO (Magneto Optical) disc, a DVD
(Digital Versatile Disc), a magnetic disc and a
semiconductor memory. A program stored in the removable
recording medium 90 is presented to the user as the so-
called package software.

It is to be noted that, in addition to the
installation of a program from the removable recording
medium 90 into the computer, a program can also be
downloaded into the computer from a download site via an
artificial satellite for digital satellite broadcasting
by radio communication, or via a network such as aILAN

(Local Area Network) or the Internet by wire
61



61 conmunication. In the conputer, the downl oaded programis received by a
communi cation unit 8 to be installed in the enbedded HDD 5. The conputer 1
shown in FIG 6 includes an enbedded CPU (Central Processing Unit) 2. The
CPU 2 is connected to an input/output interface 10 by a bus 12. The CPU 2
executes a programstored in a ROM (Read-Only Menory) 3 in advance in
accordance with a comand entered to the CPU 2 via the input/output
interface 10 by the user by operating an input unit 7 conprising a
keyboard, a nouse and a mke. As an alternative, the CPU 2 | oads a program
fromthe HDD 5 into the RAM (Random Access Menory) 4 for execution. The
program i s seapegiicatiea.HDInsthe ofPrRetebegthai Agvnieadpdenrpgram is
conmmuni cation unit 8 froma satellite or a network and installed in the
HDD 5 or reagcedwedf bymat bemmamivalilieon eadrtdisngoridi ims3@ ldech ias tine
optical disc nounted on a drive 9 and installed in the HDD 5. By executing
such a progeailnedded GRPOU Z.carries out processing of a data transfer
apparatus for an SDM content. The CPU 2, as required, outputs a result of
the processing toThe otmputetnitshoeAnPASEUGOf 6aihEDudbsqahdembeyatal
Di spl ay), speakers and so on, or the conmunication unit 8 for transnission
by way of theu (Central Processing Unit) 2. The CPU 2 is connected

to an input/output interface 10 by a bus 12. The CPU 2

executes a program stored in a ROM (Read-Only Memory) 3

in advance in accordance with a command entered to the

CPU 2 via the input/output interface 10 by the user by

operating an input unit 7 comprising a keyboard, a mouse

and a mike. As an alternative, the CPU 2 loads a program

from the HDD 5 into the RAM (Random—Access Memory) 4 for

execution. The program is stored in the HDD 5 from the

beginning, received by a communication unit 8 from a

satellite or a network and installed in the HDD 5 or read

out from the removable recording medium 90 such as an

optical disc mounted on a drive 9 and installed in the

HDD 5. By executing such a pfogram, the CPU 2 carries out

processing of a data transfer apparatus for an SDMI

content.

The CPU 2, as required, outputs a result of the
processing to an output unit 6 composed of a LCD (Liquid

Crystal Display), speakers and so on, or the

communication unit 8 for transmission by way of the
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62 input/output interface 10, or records the result into the HDD 5. In this
case, the communication unit 8 is capable of comrunicating with a variety
of servers through the comunication network 110 shown in FIG 4. To be
nore specific, the conputer 1 is capable of downl oading a network content
such as a nusical content froman external content server 91. The

downl oaded network content is subjected to processing for a content
conformng to the SDM standard or processing not conformng to the SDM
standard al ong the data paths described above. The downl oaded network
content conpleting the processing for a content conformng to the SDM

st andard i sispotéduspuaniBberfecet éft, pmt gecheadsDDhE. reshad tShHitoc dieent
stored in the HOD 5 is a content to be transferred to the

secondar y-r gDDr di.ng- medi um apparatus 20B conforming to the SDM standard
or the secondary- recordi ng-nmedi um apparatus 20A (the

recor di ng/ r epr oducth oth 8pped &é Hsth@Oloassidgt asn anibedt isatapablest. A
connection unit 11 is a nmenber connected between the

secondary-r ggordinndniBdiiRyaRpahabUsa2QAtgNd ft Bervers through the
secondary-recordi ng- medi um apparatus 20B so that data can be comuni cated

bet ween t he BrinBE ¥akeear deRUo2RPANDt UBokn in FIG. 4. To be more
specific, the computer 1 is capable of downloading a
network content such as a musical content from an
external content server 91. The downloaded network
content is subjected to processing for a content
conforming to the SDMI standard or processing not
conforming to the SDMI standard along the data paths
described above. The downlocaded network content
completing the processing for a content conforming to the
SDMI standard is stored as an SDMI content into the HDD 5.
The SDMI content stored in the HDD 5 is a content to be
transferred to the secondary-recording-medium apparatus
20B conforming to the SDMI standard or the secondary-
recording-medium apparatus 20A (the
recording/reproduction apparatus) 20A passing an
authentication test.

A connection unit 11 is a member connected between

the secondary-recording-medium apparatus 20A and the
secondary-recording-medium apparatus 20B so that data can

be communicated between the primary-recording apparatus 1
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63 and t he secondary-recordi ng- medi um appar atus 20A or the
secondary-recordi ng- nedi um appar at us 20B. Concei vabl e exanpl es of the
connection unit 11 are a USB interface and an | EEE-1394 interface. It is
needl ess to say that a wre interface conformng to other standards and a
radio interface using an infrared ray or a radio wave can be wused as the
connection unit 11. It is to be noted that the various kinds of processing
for inplenenting the data paths described earlier by referring to FIG 5
do not have to be sequential processing along the time axis, but the
processing for inplenenting the data paths may include pieces of
processi ng B8dbéheaseicondgdy Farendiasmeddum iapharadye 13PA REakiiees of the
processing to be carried out concurrently or individually are concurrent
processi ng &edoodijagyt recionstiad-presdaews iappa ra twso@0dn ceanbeivabieed out by
a single computer or a plurality of conputers in the so-called distributed
processi ng. ekamaddist iodn,the Eoogearnicsan und tt rldnsirer red 3B irecardramtee conput er
to be executed thereby. 5. Typical Configuration of Data-Recording .
Appar at us GhacendaErERacOddiing<MFdicem Appatat HeedllesBeeor daggthapr aducti on
Appar atus) 64

wire interface conforming to other standards and a radio

interface using an infrared ray or a radio wave can be

used as the connection unit 11.

It is to be noted that the various kinds of
processing for implementing the data paths described
earlier by referring to FIG. 5 do not have to be
sequential processing along the time axis, but the
processing for implementing the data paths may include
pieces of processing to be carried out concurrently or
individually. Examples of the processing to be carried
out concurrently or individually are concurrent
processing and object oriented processing.

A program can be carried out by a single computer
or a plurality of computers in the so-called distributed

processing. In addition, a program can be transferred to

a remote computer to be executed thereby.

5: Typical Configuration of Data—-Recording Apparatus
(Secondary-Recording-Medium Apparatus or

Recording/reproduction Apparatus)
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FIG 7 is a block diagram showi ng a typical configuration of the
secondary-recordi ng- nedi um apparatus 20A. In this configuration, the
apparatus 20A is, for exanple, configured as mni disc recorder.
Accordingly, a secondary recording medium 100 is a typical mni disc or a
magnet o-optical disc. The secondary recording nedium 100 is also referred
to hereafter as the mni disc 100. It is to be noted that FIG 7 shows the
configuration of the secondary-recordi ng-nmedi um apparatus 20A incl uding
only a systemfor processing data to be recorded onto or reproduced from
the mni disc used as the mni disc 100 and a system processi ng data
transferred from tREGpr7 nhsyaretorki dAgaaradnuanappagasusyricasi nce ot her
systens in mni disc 100, such as the driving system the servo system and
t he pl aybackootitputrasyshemt ahe secohdarye relceindingspectiuve apparedysar t s
enployed in the ordinary mni-disc recording/reproducti on apparat us,

their detai bked.di ngrehbs acendigtitetiohn the sppendany- 2eaotdi nferedi um
apparatus 20A, an MD control unit (CPU) 21 serves as a controller for
control | i ngegpRbaki,08%nird glieedr dsamd niedisduee cdaiderant Accapdihgdy, t e i ni
di sc 100. To put it concretely, the MD control unit 21 controls a rotation

driving mechapbsfhrd reRbReliegSakeumd 100CYE SefYDicall MKl /O sTelbt0, a
t hread. 65

a magneto-optical disc. The secondary recording medium

100 is also referred to hereafter as the mini disc 100.

It is to be noted that FIG. 7 shows the
configuration of the secondary-recording-medium apparatus
20A including only a system for processing data to be
recorded onto or reproduced from the mini disc used as
the mini disc 100 and a system processing data
transferred from the primary-recording-medium apparatus 1,
Since other systems in mini disc 100, such as the driving
system, the servo system and the playback output system
are similar to their respective counterparts employed in
the ordinary mini-disc recording/reproduction apparatus,
their detailed diagrams are omitted.

In the secondary-recording-medium apparatus 204,
an MD control unit (CPU) 21 serves as a controller for
controlling operations to record and reproduce data onto
and from the mini disc 100. To put it concretely, the MD
control unit 21 controls a rotation driving mechanism, a

spindle servo, a focus servo, a tracking servo, a thread

65



servo, operations to apply a |l aser beamand a magnetic field to an optical
head and a magneti c head respectively and processing to encode data to be
recorded and decode reproduced data. A recording/reproduction unit 25

i ncludes an optical head, a nagnetic head, a disc-rotation-driving system
and a servo system In actuality, the recording/reproduction unit 25
serves as a nenber for recording and reproduci ng data onto and fromthe
mni  disc 100. An EFM ACI RC encoder/ decoder 24 encodes data to be

recorded onto the mini disc 100 and decodes data reproduced fromthe mni
disc 100. As is generally known, in the case of a mni-disc system data
to be recor 8€dVis OPEEREILEE e ARPEFMEnBaSIedt PeRprece$s MasEedd Cencodi ng
process for ACIRC error correction codes. The EFM ACI RC encoder/decoder 24
carries out farlACtRCasnopdilieg lphegds @ndamd maynerNce feadi mespesddyelan dat a
to be recorded before supplying the data to the recordi ng/reproduction
unit 25. | naadr gpoeesctingn topenaiden dattle tleFMeACIERO rdent aoel /deeoader 24
carries out decoding processes on an RF signal representing data read out
fromthe m miepdiositcetiOdaand supplied to the EFM ACI RC encoder/ decoder 24 by
t he recording/reproduction unit 25. The decodi ng 66

A recording/reproduction unit 25 includes an
optical head, a magnetic head, a disc-rotation-driving
system and a servo system. In actuality, the
recording/reproduction unit 25 serveé as a member for
recording and reproducing data onto and from the mini
disc 100.

An EFM/ACIRC encoder/decoder 24 encode§ data to be
recorded onto the mini disc 100 and decodes data
reproduced from the mini disc 100. As is generally known,
in the case of a mini-disc system, data to be recorded is
subjected to an EFM modulation process and an encoding
process for ACIRC error correction codes. The EFM/ACIRC
encoder/decoder 24 carries out an ACIRC encoding process
and an EFM encoding process on data to be recorded before
supplying the data to the recording/reproduction unit 25.

In a reproduction operation, the EFM/ACIRC"
encoder/decoder 24 carries out decoding processes on an
RF signal representing data read out from the mini disc
100 and supplied to the EFM/ACIRC encoder/decoder 24 by

the recording/reproduction unit 25. The decoding
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processes include binary conversion processing, EFM denodul ati on

processing and error correction processing

adopting the ACI RC t echni que.

A

buffer nenory 30 serves as a buffer for buffering data to be recorded onto

the m ni
say, the

deconpr essi on/ decodi ng process.

buffer
shock- proof function.

disc 100 and data reproduced fromthe mni disc 100. That is to
menory 30 has a buffering function commonly known as a
In an operation to record data, data conpressed and
encoded by using the ATRAC/ ATRAC3 technique is stored
buffer menory 30. The data is then read out in predeterm ned data units
intermttently from the buffer nmenory 30 and supplied to the EFM ACI RC
encoder/ decpdecre?4eto ibheludeobded rgntconviee smom  pdicsesBig,| EF¥ oper ati on
to reproduce data, data is read out fromthe mni disc 100 and decoded by
t he EFM ACI Bemodntadebhdecodessi4dg Bhel decededodated tiions toafoed s stiewpor arily
in the buffer nenory 30. The stored data is then read out continuously
fromthe bukbleptingorne3@cand teuppliieed.to a codec 23 for carrying out a
The codec 23 is a nmenber for carrying out

conpr essi on procesgipgrf8d HeaorPr e6Sk8PvRE088S8i Bdrbasedoropukespeni vely

encodi ng and decodi ng processes adopting 67

data to be recorded onto the mini disc 100 and data
reproduced from the mini disc 100. That is to say, the
buffer memory 30 has a buffering function commonly known
as a shock-proof function.

In an operation to record data, data compressed and
encoded by using the ATRAC/ATRAC3 technique is stored
temporarily in the buffer memory 30. The data is then
read out in predetermined data units intermittently from
the buffer memory 30 and supplied to the EFM/ACIRC
encoder/decoder 24 to be recorded onto the mini disc 100.

In an operation to reproduce data, data is read out
from the mini disc 100 and decoded by the EFM/ACIRC
encoder/decoder 24. The decoded data 1s stored
temporarily in the buffer memory 30. The stored data is
then read out continuously from the buffer memory 30 and
supplied to a codec 23 for carrying out a
decompression/decoding process.

The codec 23 is a member for carrying out
compression processing and decompression processing based

on respectively encoding and decoding processes adopting

67
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t he ATRAC/ ATRAC3 technique. Data to be recorded onto the mni disc 100 is
conpressed by using the ATRAVATRAC 3 techni que before being subjected to

t he encodi ng process. Thus, when the secondary-recording-nmedi um appar at us
20A receives data not conpleting conpression and encodi ng processes, the
codec 23 carries out the conpression and encodi ng processes by adopting

t he ATRAC or ATRAC3 technique on the data to be recorded, and supplies the
conpressed data to the EFM ACI RC encoder/ decoder 24. An exanple of the
data not conpl eting conpression and encodi ng processes is PCM audi o dat a.
Data read out fromthe mni disc 100 by the recording/reproduction unit 25
and decodedtbh¢ ARBACEAURACBREeshEGEE/ -decoder 24 in a reproduction

operation is a data in a state of being conpressed and encoded by adoption
of the ATRAC/ ATRAMatachpi gaereThedddt ants tbhapplinéddiect hé0cddec 23 by way
of the buffer nmenory 30. The codec 23 deconpresses the data by using a
deconpr essi compeelsiedueyas sd ngo tuhiee AFTRALC /AfTRAICe 3 AERMYIATIRAGR floaehni que t o
generate 16-bit quantized digital audio data having a frequency of 44.1
KHz. The dbegiihal sabdicated ao $heuknecddtot @ roceeassi tgusncwidhngha DA
conversion process, an anal og signal process and an 68

secondary-recording-medium apparatus 20A receives data

not completing compression and encoding processes, the

codec 23 carries out the compression and encoding

processes by adopting the ATRAC'or ATRAC3 technique on

the data to be recorded, and supplies the compressed data

to the EFM/ACIRC encoder/decoder 24. An example of the

data not completing compression and encoding processes is

PCM audio data.

Data read out from the mini disc 100 by the

recording/reproduction unit 25 and decoded by the

EFM/ACIRC encoder/decoder 24 in a reproduction operation

is a data in a state of being compressed and encoded by

adoption of the ATRAC/ATRAC3 technique. The data is

supplied to the codec 23 by way of the buffer memory 30.

The codec 23 decompresses the data by using a

decompression technique as a counterpart of the

ATRAC/ATRAC3 technique to generate 16-bit quantized

digital audio data having a frequency of 44.1 KHz. The

digital audio data is subjected to processing including a

D/A conversion process, an analog signal process and an
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anplification process in an output circuit not shown in the figure to
generate a speaker output signal representing reproduced nusic or the
|ike. As an alternative, the reproduced signal is output to another
apparatus as digital audio data. The configuration described above includes
conponents of a recording/reproduction apparatus of the ordinary mni-disk
system However, the secondary- recordi ng-nmedi um apparatus 20A i npl enent ed
by the enbodi nent has additional nmenbers enployed in a personal conputer
to serve as the primary-recordi ng-nedium apparatus 1. To be nore specific,
used for carrying processing such as processes to receive content data
transni tt ed2pplaidseiirpraRsPEeesgppar atuSuapd tdeddda itth@otdshewn H& nenbers
i ncl ude a conmunication unit 26, a DVA 27, a decryption processing unit
28, a cachethemfiguze, te gknewatener sbegkier dutamd &igystlem control wunit
32. The systemcontrol unit 32 (CPU) is a nmenber for controlling the whole
secondar y- r gepréspygiiegd ueprapgpaesdt oses2CAorTyghiecdlilke. t he system control
unit 32 controls processing such as issuance of a request for generation
of data and a comAsi gatabhefoatiavéhehhecatppadbetdeshgnaheipevaapatk
conputer 1 and the secondary-recordi ng 69
to another apparatus as digital audio data.
The configuration described above includes
components of a recording/reproduction apparatus of the
ordinary mini-disk system. However, the secondary-
recording-medium apparatus 20A implemented by the
embodiment has additional members employed in a personal
computer to serve as the primary-recording-medium
apparatus 1. To be more specific, used for carrying
processing such as processes to receive content data
transmitted by a data transfer apparatus and decode the
data, the members include a communication unit 26, a DMA
27, a decryption processing unit 28, a cache memory 29, a
flow control unit 31 and a system control unit 32.
The system control unit 32 (CPU) is a member for
controlling the whole secondary-recording-medium
apparatus Z20A.
Typically, the system control unit 32 controls
processing such as issuance of a request for generation

of data and a communication for authentication between

the personal computer 1 and the secondary-recording-
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medi um appar at us 20A, processing to exchange a variety of commands wth
the personal conputer 1 and processing of content data received fromthe
personal conputer 1. In addition, in accordance with the various kinds of
control, a command is given to an MD control unit 21 and operations to
record and reproduce content data onto and fromthe mni disc 100 as wel |
as operations to read out and update managenent information are
controlled. Not shown in the figure, an operation unit and a display unit
are provided as a user interface. The system control unit 32 controls
processing to nonitor operations carried out by the user on the operation
unit, procedspiym aappredusuiOpn REESEEGARE ot Bxchangseratviegistan@tdi spl ay
processing of the display unit. Connected to the connection unit 11 of the
personal coapueedslwilibwihienpBir§ongl chepaderuldi ead eprogeissi2g iof a nmenber
for exchanging data with the personal conputer 1. The conmunication unit
26 processesostgnal satanfrecriingdt droa tchenpeircatniadn coepirtiequd .asIhhe USB or
| EEE- 1394 technique. Data received by the communication unit 26 fromthe
personal coapdtetoh,i 16l wlesmanard etitioftiommantsuandiatds SEMVcoaamrbent . An
SDM content received by the conmunication unit 70
a command is given to an MD control unit 21 and
operations to record and reproduce content data onto and
from the mini disc 100 as well as operations to read out
and update management information are controlled.
Not shown in the figure, an operation unit and a
display unit are provided as a user interface. The system
control unit 32 controls processing to monitor operations
carried out by the user on the operation unit, processing
carried out in accordance with the operations and display
processing of the display unit.
Connected to the connection unit 11 of the personal
computer 1 shown in FIG. 6, the communication unit 26 is
a member for exchanging data with the personal computer 1.
The communication unit 26 processes signals conforming to
a communication technigue as the USB or IEEE-1394
technique.
Data received by the communication unit 26 from the
perscnal computer 1 includes a variety of commands and an

SDMI content.

An SDMI content received by the communication unit
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26 is stored in a cache nmenory 29 by control executed by a DVA (Direct
Menory Access) 27. It is to be noted that such a content can of course be
stored in the cache nmenory 29 under control executed by the CPU 32 in place
of the DVA 27. The decryption processing unit 28 is a nenber for carrying
out counterpart processing of the process to encrypt an SDM content. That
is to say, the decryption processing unit 28 decrypts content data stored
in the cache nenory 29. The unencrypted content data is then stored in
anot her area of the cache nenory 29. Since t he content data has been
encrypt ed b¥§u5|ng a content ke¥@CK or i nformation usable for

recogni zi ng24t 1e&§PreRe 180At SAC e?e@RndrZQKPY'§°§¢6Péder&§ﬁﬁqIbee
described later concretely, the DNKs (Device Node Keys) explained earlier
by referring PYAFI(Birechr Memoryr AGCSTiFe ﬁécor@tn@ﬁréﬁrbéu@@t@ﬁ thet 25
corresponds to a device Dvx shown in FIG 1. DNKs stored in the Dvx
i ncl ude a | eathkeycastesltl cas pddeokeyps ed saxorgot ikeyhe wwhickle have been
encrypted by using the | eaf key. The content key CK can be recogni zed by
usi ng such miNKerer 29 undeemeocnased, execbhkBdr éyeithed CPY d@sdmn padoearl i er.
Thus, DNKs are stored information that can be used for recognizing a
content keyo€Kther pman 3PM content. By 71
The decryption processing unit 28 is a member for

carrying out counterpart processing of the process to

encrypt an SDMI content. That is to say, the decryption

processing unit 28 decrypts content data stored in the

cache memory 29. The unencrypted content data is then

stored in another area of the cache memory 29.

Since the content data has been encrypted by using

a content key CK or CK’, information usable for

recognizing at least the content key CK or CK’ is stored.

As will be described later concretely, the DNKs (Device

Node Keys) explained earlier by referring to FIG. 1 are

stored. The recording/reproduction unit 25 corresponds to

a device DVxX shown in FIG. 1. DNKs stored in the DVx

include a leaf key as well as node keys and a root key,

which have been encrypted by using the leaf key. The

content key CK can be recognized by using such DNKs or,

in some cases, an EKB received as described earlier.

Thus, DNKs are stored information that can be used

for recognizing a content key CK for an SDMI content. By
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usi ng the content

key CK, the decryption processing unit 28 is capable of

decrypting an encrypted SDM content received in an encrypted state. The
encrypted SDM content is E (CK, A3D). The result of the decryption is D

fCK, E (CK, A3D)j
techni que. The dat

= A3D, which is data conpressed by using the ATRAC3
a conpressed by using the ATRAC3 technique is encoded by

the EFM ACI RC encoder/ decoder 24 before being stored by the
recordi ng/ reproduction unit 25 onto the mni disc 100. It is to be noted

that the SDM cont

ent is not always data conpressed by using the ATRAC3

techni que. For exanple, linear PCM data encrypted by a content key is
concei vabl eus¥Rgs thehepatiestakey &Kretthed dsfchvilidom myoaassigicerandd cont ent

in the E (CK, PCM

In this case, as a matter of course, the decryption

processi ng @hi ts ceprppes ofhdeerypypngd scorreryrted KOME (COKLePEN) t o

generate D fCK, E

(CK, PCMj = PCM which is decrypted I|inear PCMdata. In

this case, treeeR@Fddanaans encnypeesedtale .t hEheodecr2ftby a8dMioig t he ATRAC3

t echni que before

bei ng encoded by the EFM ACI RC encoder/ decoder 24 and

recorded ontentkatmisi EJi(€&,1@3Dhy thre reealdi g/ tRpr ddueypelornis B5. A

key may be stored
used in an agkhemt

in the decryption processing wunit 28 in some cases to be
i(cxt,i @3Df3 = A3D, which is data compressed by

using the ATRAC3 technique. The data compressed by using

the ATRAC3 technique is encoded by the EFM/ACIRC

encoder/decoder 24 before being stored by the

recording/reproduction unit 25 onto the mini disc 100.

always

It is to be noted that the SDMI content is not

data compressed by using the ATRAC3 technique. For

example, linear PCM data encrypted by a content key is

conceivable. Thus, there is also a method of inputting

transferred content in the E (CK, PCM). In this case, as

a matter of course, the decryption processing unit

decrypts the encrypted content in the E (CK, PCM) to

generate D {CK, E (CK, PCM)} = PCM, which is decrypted

linear

by the

PCM data. In this case, the PCM data is compressed

codec 23 by using the ATRAC3 technique before

being encoded by the EFM/ACIRC encoder/decoder 24 and

recorded onto the mini disc 100 by the

recording/reproduction unit 25.

A key may be stored in the decryption processing

unit 28 in some cases to be used in an authentication
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process. In a typical authentication process to be described |ater, the
secondary-recordi ng- nedi um apparatus 20A uses a stored public key P and a
stored private key S. In this case, the public key P and the private key S
are both stored in the decryption processing unit 28. The private key S
is also used in an encryption process. In addition, the decryption
processing unit 28 includes an enbedded hash engi ne for carrying out the
so- called hash-function processing in order to generate a content ID. It
is to be noted that generation of the content ID w Il be described later.
The decrypted encrypted SDM content data is transferred fromthe cache
menory 29 t®roeessl.owltoat Eppicahi aughenkekgapies prorkesdéer Ppt ed encrypted
SDM content are data conpressed by the ATRAC3 technique and PCM data. The
f1 ow cont r odesggirib@d iletemerdher sfegondarangfegroridigg-reddenr \yriredagney ypt ed
SDM content data to an MD control unit 21 serving as a recording process
system for Réeomndiesg a recadatdh muitoid heeyri Pi addse 286redheriveacer GieRgs.
process systemincludes the codec 23, the EFM ACI RC encoder/decoder 24,
the recordi ng/ r@pLOdEskl, OrthelUpiib1d% aRre tthenufdey prRe by Bhadd ow

control unit 31 transfers the decrypted 73
both stored in the decryption processing unit 28. The
private key S is also used in an encryption process.

In addition, the decryption processing unit 28
includes an embedded hash engine for carrying out the so-
called hash-function processing in order to generate a
content ID.

It is to be noted that generation of the content ID
will be described later.

The decrypted encrypted SDMI content data is
transferred from the cache memory 29 to the flow control
unit 31. Examples of the decrypted encrypted SDMI content
are data compressed by the ATRAC3 technique and PCM data.

The flow control unit 31 is a member for
transferring the decrypted encrypted SDMI content data to
an MD control unit 21 serving as a recording process
system for recording the data onto the mini disc 100. The
recording process system includes the codec 23, the
EFM/ACIRC encoder/decoder 24, the recording/reproduction

unit 25 and the buffer memory 30.

The flow control unit 31 transfers the decrypted
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encrypted SDM content upon a request (XARQ nade by the NMD control unit
21. The flow control unit 31 adjusts timngs of reception of content data,
decryption processing and processing to record data onto the mni disc
100. A bus line 22 is a conmunication line allow ng various kinds of data
to be exchanged anong the MD control unit (CPU) 21, the codec 23, the
buffer nmenory 30, the EFM ACI RC encoder/decoder 24, the flow control unit
31, the DVA 27, the cache nmenory 29, the conmunication unit 26, the
decryption processing unit 28 and the system control unit 32. In the above
configuration, as SDM content data transmtted by the personal conputer
1, data in ehergpter, SDKIDrositend oPodaka riequelsd EXABR) PeMe dvattde s
decrypted and encoded by the EFM ACI RC encoder/decoder 24 by using the
ATRAC3 t echMPgaentiebdr anbai 2§ .r eCbhe détobycoherot eunidi g/ rdpnedacti on unit
25 onto the mni disc 100. By the way, in a check-in and a check-out of
content dat aihéhgsenftt ecpertionabfcoopteat Haxad tdeeryption

pri mary-recordi ng- nedi um apparatus 20A and in other conmunication

sessi ons, apvateebyngfl aadmpaddesaiagaltso relcbaids dattlzedntbheshe aamiands are
recei ved by the conmunication 74

disc 100.

A bus line 22 is a communication line allowing
various kinds of data to be exchanged among the MD
control unit (CPU) 21, the codec 23, the buffer memory 30,
the EFM/ACIRC encoder/decoder 24, the flow control unit
31, the DMA 27, the cache memory 29, the communication
unit 26, the decryption processing unit 28 and the system
control unit 32.

In the above configuration, as SDMI content data
transmitted by the personal computer 1, data in the E (CK,
A3D) state or data in the E (CK, PCM) state is decrypted
and encoded by the EFM/ACIRC encoder/decoder 24 by using
the ATRAC3 technique before being recorded by the
recording/reproduction unit 25 onto the mini disc 100.

By the way, in a check-in and a check-out of
content data between the personal computer 1 and the
primary-recording-medium apparatus 20A and in other
communication sessions, a varlety of commands are also

transmitted.

These commands are received by the communication
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unit 26 and passed on to the systemcontrol unit 32. The system control
unit 32 carries out various kinds of processing in accordance wth these
commands, and transmts a response to each of the commands to the '
personal conputer 1. 6: Managenent Techni que of Mni Disc The follow ng
description explains data to be recorded onto the mni disc 100 and
managenent information. In a digital recordi ng/reproduction system such as
a mni-disk system a TOC (Table of Contents) is recorded on a recording
medi um as managenent information for controlling operations to record and
reproduce data onto and fromthe nediumsuch as a disc. The

recor di ng/ r 8piédEét PER BFFELE 98 teaddCos SiUed TOR LS 3¥yidt iSén f FBA t he
recordi ng medi um and saves the information in a nenory in advance. In
recor di ng asdstedpcedietilonndiendt iceng lesheutor aniforsmdtingts iof referred to
obtain a wite or read position so as to allow an access operation for the
recordi ng oprpepssdugt iion acgpedanicen widhbeéheser icodmaads | mniche case of a
mni disc, the TOC information includes a P-TOC (pre-mastered TOC) and a
U TOC (a useransmi®s) a TeespBnEECtios eanhhafgadle eomfandsaticortheecor ded as

personal computer 1.

6: Management Technique of Mini Disc

The following description explains data to be
recorded onto the mini disc 100 and management
information.

In a digital recording/reproduction system such as
a mini-disk system, a TOC (Table of Contents) 1is recorded
on a recording medium as management information for
controlling operations to record and reproduce data onto
and from the medium such as a disc. The
recording/reproduction apparatus reads out the TOC
information from the recording medium and saves the
information in a memory in advance. In recording and
reproduction operations, the TOC information is referred
to obtain a write or read position so as to allow an
access operation for the recording or reproduction
operation to be carried out.

In the case of a mini disc, the TOC information

includes a P-TOC (pre-mastered TOC) and a U-TOC (a user
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pits. The U-TOC is information recorded by adopting a nagneto-optical
technique. The U-TOC is changed to acconpany operations such as processing
to record and delete nusical data. To put it in detail, when nusical data
is recorded or deleted, the UUTOC s copy stored in a nenory is first of
all updated and the updated U-TOC copy 1is then stored in a U-TOC area with
a predetermned timng. It is to be noted that, by using the U TCC
content data such as audio data recorded onto the disc is managed in
units each called a track. Typically, a track corresponds to a piece of
music. First of all, a data unit called a cluster is explained as data
stored in t #&Chi-ni TAesB-T006. ipnuppbangpablei safoynasapnasecesdededsdata, a
data streamis created for each unit called the cluster. The format of
t he cl uster pdiged athehB-TUACt ief infeewatdpngreperdedohyi edophiéwy Bn FI G 8.
A recorded track in the mni-disk systemis a continuous sequence of
cl usters CLmslgowro-opEliGald tefhrdlawst.er The H-FDPAI dnmcbanbedsed in a
recordi ng operation. A cluster conprises three sector-linking sectors SCFC
to SCFE, a suchoth@bhaysepicaatSeGs anth32 s ceastiongs o @@ d andClF. Thus,
a cluster conprises a total of 36

delete musical data. To put it in detail, when musical

data 1s recorded or deleted, the U-TOC’s copy stored in a
memory is first of all updated and the updated U-TOC copy
is then stored in a U-TOC area with a predetermined
timing.

It is to be noted that, by using the U-TOC, content
data such as audio data recorded onto the disc is managed
in units each called a track. Typically, a track
corresponds to a piece of music.

First of all, a data unit called a cluster is
explained as data stored in the mini disc 100. In the
mini-disc system, as recorded data, a data stream is
created for each unit called the cluster. The format of
the cluster used as the unit of a recording operation is
shown in FIG. 8.

A recorded track in the mini-disk system is a
continuous sequence of clusters CL shown in FIG. 8. A
cluster is a minimum unit used in a recording operation.

A cluster comprises three sector-linking sectors

SCFC to SCFE, a sub-data sector SFCC and 32 main sectors
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sectors. A sector is a data unit having a size of 2,352 bytes. The
sector-linking sectors SCFC to SCFE are used as a relaxation area and an
adj ustnment area for a variety of operations. The relaxation area is a '
break between two consecutive recordi ng operations. The sub-data sector
SCFF is used for recording information set as sub-data. The 32 main sectors
SCOO to SC1F are used for recording various kinds of data such as the TOC
data and audio data. A sector is further divided finely into units called
sound groups. To be nore specific, two sectors are divided into 11 sound
groups. That is to sai, as_shown in_the figure, two consecutive sectors,
nanel y, an 8GBR- RAnBELEd sEREDr 3uehusBer aCeBR¥ HFeSCOO-ARAL a®f 0d6- nunber ed
sector such as a sector SC01, include sound groups SGOO to SGOA. Each
sound groupshasoassi ze of 424 bytes for storing audio data with an anount
corresponding to 11.61 nsec. Data is recorded in one sound group SG being
split into L and R sdabmel| 35 #odatxampl e, hamtagrecsidedoinZt 82 sound
group SGOO conprises data LO for the L channel and 77 data RO for the R
channel . Onbthesot her hand, data
The sector-linking sectors SCFC to SCFE are used as
a relaxation area and an adjustment area for a variety of
operations. The relaxation area 1s a break between two
consecutive recording operations. The sub-~data sector
SCFF is used for recording information set as sub-data.
The 32 main sectors SCO00 to SClF are used for
recording various kinds of data such as the TOC data and
audio data.
A sector is further divided finely into units
called sound groups. To be more specific, two sectors are
divided into 11 sound groups.
That is to say, as shown in the figure, two
consecutive sectors, namely, an even—-numbered sector such
as a sector SC00 and an odd-numbered sector such as a
sector SC01, include sound groups SG00 to SGOA. Each
sound group has a size of 424 bytes for storing audio
data with an amount corresponding to 11.61 msec.
Data 1s recorded in one sound group SG, being split

into L and R channels. For example, data recorded in the

sound group SGO0 comprises data L0 for the L channel and
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recorded in the sound group SGOL conprises data L1 for the L channel
data Rl for the R channel. It is to be noted that 212 bytes used as a
area for the L or R channel are referred to as a sound frame. FIG 9
di agrans showi ng the area structure of the mni disc 100. To be nore

specific,

i nner nost circunference

FIG 9A is a diagramshowing areas stretched fromthe disc
side to the disc outernost circunference side. The

mni disc 100 used as a magneto-optical disc has a pit area on the
i nnernost circunference side. The pit area is a reproduction-only area
used for storing data as enboss pits. In this Eit area, the P-TCC is

recorded. CJp&anRer éaceshsnRt gBapGeLdr sPAethe ¢

bepi hapfeadakipe a

and
dat a
is

magnet o- opti cal recording/reproduction area. In this area, grooves are
created as gardedghodneshef sopadogdiony SCAGk Somprisgseiaty dh floaster 0 to
cluster 49 on the innernost circunference side of the nagneto-optical
is used as &hpabagerenelaped. dGitasRdr 6@ tthecRushemn21251 are a program
area used for storing each piece of nusical data as a track. An area
the outer side of theiprogriae i8tadeghas Rs2dbpsea Liead- adt aadesa

area for the L or R channel are referred to as a sound
frame.

FIG. 9 is diagrams showing the area structure of
the mini disc 100.

To be more specific, FIG. 9A is a diagram showing
areas stretched from the disc innermost circumference
side to the disc outermost circumference side. The mini
disc 100 used as a magneto-optical disc has a pit area on
the innermost circumference side. The pit area is a
reproduction-only area used for storing data as emboss
pits. In this pit area, the P-TOC is recorded.

Circumferences on the outer side of the pit area
are a magneto-optical recording/reproduction area. 1In
this area, grooves are created as guide grooves of
recording tracks.

A segment from cluster 0 to cluster 49 on the
innermost circumference side of the magneto-optical area
is used as a management area. Cluster 50 to cluster 2,251
are a program area used for storing each piece of musical

data as a track. An area on the outer side of the program
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On the other hand, FIG 9B is a diagramshowi ng details of the managenent
area. In the nmanagenent area, a horizontal |line represents sectors and
| ines arranged vertically each represent a cluster. In the managenent
area, clusters 0 and 1 serve as an area of relaxation with the pit area.
Cluster 2 is wused as a power calibration area (PCA) for adjusting the
out put power of a |laser beam Clusters 3, 4 and 5 are used for recording a
U TOC, the contents of which will be described later in detail. A data
format of the 32 main sectors SCOOto SCIF in one sector are prescribed,
and managenent information is _included in each of the sectors. That is to
say, sector8regf igshasedTee ar depeouiti BEG§aso that the address of each
track recorded in the programarea and the address of a free area as well
as information suchnathe hethanehafdeaklkhG.t PRAcksanddiagsedi ahovinegs can be
recorded in the U-TOC. There are three identical clusters each including
sectors usddtaslshefUtheCmsaagementThesa .i dént thal mehagtmestaaeeag| asters
3, 4 and 5. Clusters 47, 48 and 49 are an area of relaxation wth the
pr ogr am ar eRorlitzoh%allo l1haenakepd eskat: sa skattorad apor tliiokesPRrrang@ed/9 area in
whi ch prepaid information to be described | ater
' vertically each represent a cluster.
In the management area, clusters 0 and 1 serve as
an area of relaxation with the pit area. Cluster 2 is
used as a power calibration area (PCA) for adjusting the
output power of a laser beam.
Clusters 3, 4 and 5 are used for recording a U-TOC,
the contents of which will be described later in detail.
A data format of the 32 main sectors SC00 to SClF in one
sector are prescribed, and management information is
included in each of the sectors. That is to say, sectors
of the U-TOC are prescribed so that the address of each
track recorded in the program area and the address of a
free area as well as information such as the name of each
track and recording times can be recorded in the U-TOC.
There are three identical clusters each including sectors
used as the U-TOC sectors. These identical clusters are
clusters 3, 4 and 5.
Clusters 47, 48 and 49 are an area of relaxation

with the program area.

It is to be noted that a hatched portion PD is an
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is set. In the programarea starting at cluster 50 or cluster 32h if
expressed in the hexadecimal format, 32 nmain sectors SCOO to SCLF in each
cluster are used for storing audio data such as nusic in a conpressed form
known as the ATRAC form Each recorded track or content data and free
areas are nmanaged by using the U-TOC. It is to be noted that the sector
SCFF in each cluster in the programarea can be used for recording
information serving as sub-data as described earlier. The sectors of the
U- TOC are explained by referring to FIG 10. It is to be noted that, as
explained earlier by referring to FIG 9, the P-TOC is read-only

i nf or mat i onarepeanedhiligha pFiePadde 4 ndw rMad Liogn ot dsisaniast dedersi de  of
the disc 90. The P-TOC is used for managing |locations in areas such as a
recordabl e dsesedrea, a lead-out area and a U-TOC area. It is worth noting
that, in a reproduction-only optical disc where all data has been

recorded in a pit Iorthetheofrd@Cacaa aksotbegusedclosterafigbrg pi eces of
musi c recorded in a manner like a ROM In this case, the U-TOC is not
created. Nocdekaielred2hde¥CixpiriedRedf inhehk’ TeXadeqdimean.fo¥thad,G3210 is an

expl anat ory di agram showi ng t he
main sectors SCO00 to SC1F in each cluster are used for
storing audio data such as music in a compressed form
known as the ATRAC form. Each recorded track or content
data and free areas are managed by using the U-TOC. It is
to be noted that the sector SCFF in each cluster in the
program area can be used for recording information
serving as sub-data as described earlier.

The sectors of the U-TOC are explained by referring
to FIG. 10.

It is to be noted that, as explained earlier by
referring to FIG. 9, the P-TOC is read-only infofmation
created in a pit area on the innermost circumference side
of the disc 90. The P-TOC is used for managing locations
in areas such as a recordable user area, a lead-out area
and a U-TOC area. It is worth noting that, in a
reproduction-only optical disc where all data has been
recorded in a pit form, the P-TOC can also be used for
managing pieces of music recorded in a manner like a ROM.

In this case, the U-TOC is not created. No detailed

description of the P-TOC is given.
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format of U-TOC sector 0. Sectors O to 32 can be used as U-TOC sectors. In
a cluster described above, U TOC sectors are main sectors SCOO to SCLF.
In the sectors described above, sectors 1 and 4 are for characteristic
information, and sector 2 is an area for storing the date of recording.
The detail description of these sectors 1, 2 and 4 are omtted. U TOC
sector O is a data area for recording nmanagenent information for managi ng
free areas in which content data (or tracks) such as recorded pieces of
music and new content data can be recorded. In an operation to record a
piece of nusic onto the mni disc 100, for exanple, the MD control unit 21
searches U TOC sect 1@ fH} &S facetpenaterheddrgeamapiowipgteet he pi ece
of nmusic into the area. In a reproduction operation, on the other hand,
t he MD cont feirmagniaf Pt TOfarseed® rUOTOC sector 0 for an area for recording
a piece of nmusic to be reproduced, and nmakes an access to the area to read
out the piece of nBstctorat Ot he SRartnpbsi tiseds asf UaT@4t aeateashavimga a
size of 2,352 bytes (= 4 bytes X 588) in U TCC sector 0 shown in FIG 10,
a string of cpueces afesbriyied] ddiowvd,s BIraawded ok saichrsaytzats on
pattern. Each piece of 1-
SC00 to SCILF.
In the sectors described above, sectors 1 and 4 are
for characteristic information, and sector 2 is an area
for storing the date of recording. The detail description
of these sectors 1, 2 and 4 are omitted.
U-TOC sector 0 1s a data area for recording
management information for managing free areas in which
content data (or tracks) such as recorded pieces of music
and new content data can be recorded.
In an operation to record a plece of music onto the
mini disc 100, for example, the MD control unit 21
searches U-TOC sector 0 for a free area on the disc, and
writes the piece of music into the area. In a
reproduction operation, on the other hand, the MD control
unit 21 searches U-TOC sector 0 for an area for recording
a plece of music to be reproduced, and makes an access to
the area to read out the piece of music.
At the start positions of a data area having a

size of 2,352 bytes (= 4 bytes X 588) in U~TOC sector 0

shown in FIG. 10, a string of pieces of 1l-byte data is
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byte data consists of a string of all zeros or all ones. The
synchroni zation pattern is followed by an address with a length of 3 bytes.
The first 2 bytes, nanely Cluster Hand Cluster L, are a cluster address.
The third byte is a sector address (Sector) The 3 bytes are followed by a
byte (MODE) for storing a node. The synchronization pattern and the 4
bytes formthe header. The 3-byte address is the address of the sector
itself. It is to be noted that the configuration of the header including
t he synchroni zation pattern and the address applies not only to U- TOC
sector 0, but also to a P-TOC sector and sectors in the program area. The
address of rgcosdedr apt gesynghdoaigpidRnopatieiron phecerhaiare ofetorded in
the header to each sector.. Predeternined follow ng byte positions are used
for recordbmgeddaisasgohsasta mdnaf sctringr ododd,l zemodelorcadd, onelse nunber
of the first track (First TNO, the nunber of the last track (Last TNO,
the disc serial nuTiberspnchtédeizatson| Patfararéa followedgbyhandisc IDis a
poi nter portion for storing a variety of pointers, nanely, P-DFA, P-EMPTY,
P- FRA and PadNgkssowPthiNa23engthese poibwtreiss eand porst 2tbyaepart
descriptor in a table to be described later. A 82 part descriptor is a
descriptor gbhmafyareaster & Badt Cluster L, are a cluster address.
The third byte is a sector address (Sector). The 3 bytes
are followed by a byte (MODE) for storing a mode. The
synchronization pattern and the 4 bytes form the header.
The 3-byte address is the address of the sector itself.
It is to be noted that the configuration of the
header including the synchronization pattern and the
address applies not only to U-TOC sector 0, but also to a
P-TOC sector and sectors in the program area. The address
of a sector itself and a synchronization pattern are
recorded in the header to each sector. .
Predetermined following byte positions are used for
recording data such as a manufacturer code, a model code,
the number of the first track (First TNO), the number of
the last track (Last TNO), the disc serial number and the
disc ID.
An area following the disc ID is a pointer portion
for storing a variety of pointers, namely, P-DFA, P-EMPTY,
P-FRA and P-TNOl to P-TNO255. These pointers each point

to a part descriptor in a table to be described later. A
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for storing a track such as a piece of nusic recorded by the user or a
descriptor of a free area. The table associated with the pointers P-DFA to
P- TNO255 is a 255-part-descriptor table conprising 255 part descriptors
O h to FFh. A part descriptor includes the start address of a part (or an
area), the end address of the part and the node of the part (a track
node). If a specific part is continued to another part, the descriptor of
the specific part also includes a link information indicating the part
descriptor of the other part. By the sanme token, the part descriptor of
the other part includes the start address of the other part, the end
address of e OtIRSCHATCARNE thelsFlRIFO% e RThetredafQr 3§ tPastk o be
noted that a part is a portion of track for recording the data in track
whi ch is coflOmEdering engrank t9ugh a6 & Rieee phf hwsil¢ yreenderidus st at e.
The start and end addresses are a part or each of a plurality of parts
conposi ng atheadieayr ar @ et afipher of arhfosee addraesses are each recorded
in a shortened form indicating the |location of a cluster, a sector or a
sound group. Even Thedatblef aaspiéecedfl winthi ¢heapbriatk)rsi #-8FAr ecorded in a
physi cal |y di sconti nuous manner, that is,
TNO255 is a 255-part-descriptor table comprising 255 part
descriptors 0lh to FFh. A part descriptor includes the
start address of a part (or an area), the end address of
the part and the mode of the part (a track mode). If a
specific part is continued to another part, the
descriptor of the specific part also includes a link
information indicating the part descriptor of the other
part. By the same token, the part descriptor of the other
part includes the start address of the other part, the
end address of the other part and the mode of the other
part.
It is to be noted that a part is a portion of track
for recording the data in track, which is continuous
along the time axis, in a physically continuous state.
The start and end addresses are a part or each of a
plurality of parts composing a track or a piece of music.
These addresses are each recorded in a shortened
form, indicating the location of a cluster, a sector or a

sound group.

Even if data of a piece of music (a track) is
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recorded over a plurality of parts, a recording/reproduction apparatus of
this type is capable of reproducing the piece of nusic by naking accesses
to the parts sequentially, one part after another, without causing a '
reproduction problem Thus, data such as a piece of nusic recorded by the
user is stored by being split over a plurality of parts for the purpose of
using a recordable area with a high degree of efficiency. For the above
reason, a part descriptor includes link information. As described above,
if a specific part is continued to another part, the descriptor of the
specific part also includes a link information indicating the part
descri ptor @Pcphdedt har ap@hysithd llvi Ak s copftdnmetisomanagircattineg tise part
descriptor is a nunber assigned to the part descriptor of the other part.
The nunber resoirdetiheveange rdtiratld t#Flf Paattsi,sato say, in the table
portion of U-TOC sector 0, each part descriptor describes a part. If a
pi ece of nmugkecorsingdaegeddaceiod papasatier ofx amilse tyviple ispaapatidswcri pt or
of the first part includes a link information to the part descriptor of
t he second par repiidduchagpahle gesecel ptfomueiict by sRAKANG padesisrel wdes a |ink
information to the part descriptor of the third part. In 84 this way, the
| ocati ons oknhpaphetdr Bct@RaGedlly, one part after another, without

causing a reproduction problem. Thus, data such as a

piece of music recorded by the user 1s stored by being

split over a plurality of parts for the purpose of using

a recordable area with a high degree of efficiency.

For the above reason, a part descriptor includes

link information. As described above, if a specific part

is continued to another part, the descriptor of the

specific part also includes a link information indicating

the part descriptor of the other part. The link

information indicating the part descriptor is a number

assigned to the part descriptor of the other part. The

number is in the range 0lh to FFh.

That is to say, in the table portion of U-TOC

sector 0, each part descriptor describes a part. If a

piece of music is recorded over 3 parts, for example, the

part descriptor of the first part includes a link

information to the part descriptor of the second part and

the part descriptor of the second part includes a link

information to the part descriptor of the third part. 1In
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It is to be noted that the actual byte location (in U TOC sector 0) of a
part descriptor pointed to by a link information is expressed nunerically
by the following equation: Actual location = 304 + link information X 8
the size of a part descriptor expressed in ternms of bytes). The contents
of a part described by a part descriptor (of the table portion in U TCC
sector 0) with a nunber in the range A h to FFh are determ ned by which
of the pointers P-DFA, P-EMPTY, P-FRA and P-TNOL to P- TNO255 is associ ated
with the part descriptor as follows. The pointer P-DFA refers to a
defective area on the nmagneto-optical disc 90. That is to say, the pointer
P- DFA poi nttdlitso W@Ypartthedg%}ﬁtﬁ{cms s atfin@gre dfnaggdie area (or a
defective track part) caused by an injury or the like or points to the
first one of a plufsl isytof bepaprtedesbricptbesadesedi bytg Sochtaodef(éntive
area or such a defective track part. To be nore specific, if a defective
part existsU-TIOE peiaticer 0F- DFA shgm et \desweriiptont hpe dretrege byt @ ARMk Thi s
value is a nunber assigned to a part descriptor including the start and
end addr essds foaatherddfse aixpre spard nunfe mneilliegr Wefand ifd JparingeXxi sts, 85
the part descriptor includes a link information to
equation:
Actual location = 304 + link information X 8 (=
the size of a part descriptor expressed in terms of
bytes) .
The contents of a part described by a part
descriptor (of the table portion in U-TOC sector 0) with
a number in the range 0lh to FFh are determined by which
of the pointers P-DFA, P-EMPTY, P-FRA and P-TNOl to P-
TNO255 is associated with the part descriptor as follows.
The pointer P-DFA refers to a defective area on the
magneto-optical disc 90. That is to say, the pointer P-
DFA points to a part descriptor describing a defective
area (or a defective track part) caused by an injury or
the like or points to the first one of a plurality of
part descriptors describing such a defective area or such
a defective track part. To be more specific, if a
defective part exists, the pointer P-DFA has a value in
the range 0lh to FFh. This value is a number assigned to

& part descriptor including the start and end addresses

of the defective part. If another defective part exists,
85



anot her part descriptor describing the other defective part. If no nore
defective part exists, the link information in the other part descriptor
is set at 00h pointing to no part descriptor. The pointer P-EMPTY points
to an unused part descriptor or the first one of a plurality of unused
part descriptors. To be nore specific, the pointer P-EMPTY has a value in
the range 01lh to FFh. This value is a nunber assigned to an unused part
descriptor or the first one of a plurality of unused part descriptors. If
a plurality of unused part descriptors exists, the first one pointed to by
the pointer P-EMPTY includes a link information pointing to the second
one, which thecbadésdgsicrilktesi AficAides ehd i dafes@adi®nsdon. In this
way, all unused part descriptors are put on a linked [list. The pointer
P- FRA r ef er enpgharf pestades ciipdiordideg crddliage d her @dhegn delfective
magnet o-optical disc 90. A free area is an area into which data can be
recorded or phram whicho data dafebtimedpbetedxidhal thetdishy, the pointer
P-FRA points to a part descriptor describing a free area (or a free track
part) or poiffsrinatibe finr sheovehefr darftl dealdrtiptofir [ar tsedesdr iOPHhor s
describing such a free area 86 or such a free track part. To be nore
specific, |iboankhi@g to no part descriptor.
The pointer P-EMPTY points to an unused part
descriptor or the first one of a plurality of unused part
descriptors. To be more specific, the pointer P-EMPTY has
a value in the range 0lh to FFh. This value is a number
assigned to an unused part descriptor or the first one of
a plurality of unused part descriptors.
If a plurality of unused part descriptors exists,
the first one pointed to by the pointer P-EMPTY includes
a link information pointing to the second one, which
includes a link pointing to the third one and so on. In
this way, all unused part descriptors are put on a linked
list.
The pointer P-FRA refers to a free area (including
deleted area) on the magneto-optical disc 90. A free area
is an area into which data can be recorded or from which
data has been deleted. That is to say, the pointer P-FRA
points to a part descriptor describing a free area (or a

free track part) or points to the first one of a

plurality of part descriptors describing such a free area
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area exists, the pointer P-FRA has a value in the range Oh to FFh. This
value is a nunber assigned to a part descriptor including the start and
end addresses of the free area. If such another free areas exist, that is,
if a plurality of part descriptor exists, according to a link
information, the part descriptor assign to another part descriptor
sequentially to the part descriptor which Ilink information is set at 0O0h.
FIG 11 is an explanatory diagram showi ng a nodel of managenent of parts
each available as a free area. ' Assune that part descriptors having
nunbers 03h, 18h, 1Fh, 2Bh and E3h are each designated as a part

descri ptor Odes¥chbind reef tedckr ®art.n TAi Becrese shecpsifteifPaFRAcei s set
at 03h pointing to the first part descriptor. The Ilink in the first part
descri ptor BEegeexdistsgh the woiimgFen &R decord widsty iimt dhenlreamares t he
link in the second part descriptor is set at |Fh pointing to the third
descriptor 838 so &Fh.Fi Bakbyyalhe Lenk hnmbhe &sbtibnpdrto departptor is
set at 00h pointing to no part descriptor. It is to be noted that defective
areas and udesed ipapirs indéscriingt ahe cam e amahaged ddidds esamE whye The
pointers P-TNOL to P-TNO255 each refer to a track such as a piece of nusic

on the nagngieeoptieaal 87 gush 9RotRbBe traekabassbegnstecendedign the

magnet o-
a plurality of part descriptor exists, according to a
link information, the part descriptor assign to another
part descriptor sequentially to the part descriptor which
link information is set at O0Oh.

FIG. 11 is an explanatory diagram showing a model

of management of parts each available as a free area.
Assume that part descriptors having numbers 03h, 18h, 1Fh,
2Bh and E3h are each designated as a part descriptor
describing a free area. In this case, the pointer P-FRA
is set at 03h pointing to the first part descriptor. The
link in the first part descriptor is set at 18h pointing
to the second descriptor whereas the link in the second
part descriptor is set at 1Fh pointing to the third
descriptor and so on. Finally, the link in the fifth part
descriptor is set at 00h pointing to no part descriptor.
It is to be noted that defective areas and unused parts
descriptors can be managed in the same way.

The pointers P-TNOl to P-TNO255 each refer to a

track such as a piece of music on the magneto-optical
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optical disc 90 by the user. For exanple, the pointer P- TNOL points to a
part descriptor describing a first track or points to one of a plurality
of part descriptors, which describes the first track's |eading part on the
time axis. Assune for exanple that the first track is a piece of nusic not
divided into a plurality of parts on the disc, that is, the track is
recorded as a single part. In this case, the pointer P-TNOL is set at a
nunber pointing to a part descriptor describing the start and end
addresses of an area for recording the first track. As another exanple,
assune that a second track is a piece of nusic divided into a plurality of
parts on thdisdi §0,. t Hae tsackhbasrherni sececdedednatha pranatpty of
discrete parts. In this case, the pointer P-TNO2 is set at a nunber
poi nting toophedckilr sittsen®lofoypduhte desar.i pForsexemphedesbei bohagtehePst art
and end addresses of an area for recording one of the parts of the second
track. The Tpalt pddsdsi piooks pare @ids caiptdn rlesd dilktingdes driidsad tadamke i n
the chronol ogi cal order of the parts. To put it concretely, the pointer
P-TNO2 is selr gbiatlufRebnep@Mia R uraltify fdff Harpaldesdaggdotsgr descri bing
the first part on the time axis. The link in the first part 88 descriptor
is set at ayRYFREHeRIMbRT the thes%eadR@dk’s leading part on the

time axis.

Assume for example that the first track is a piece

of music not divided into a plurality of parts on the

disc, that is, the track is recorded as é single part. 1In

this case, the pointer P-TNOl is set at a number pointing

to a part descriptor describing the start and end

addresses of an area for recording the first track.

As another example, assume that a second track is a

piece of music divided into a plurality of parts on the

disc, that is, the track is recorded as a plurality of

discrete parts. In this case, the pointer P-TNOZ is set

at a number pointing to the first one of part descriptors

each describing the start and end addresses of an area

for recording one of the parts of the second track. The

part descriptors are put on a linked list described above

in the chronological order of the parts. To put it

concretely, the pointer P-TNO2 is set at a number

pointing to the first part descriptor describing the

first part on the time axis. The link in the first part
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descriptor describing the second part on the tine axis whereas the link in
the second part descriptor is set at a nunber pointing to the third
descriptor describing the third part on the tine axis and so on. Finally,
the link in the last part descriptor is set at 0O0h pointing to no part
descriptor. As a result, the part descriptors are put on a linked |ist

li ke the one shown in FIG 11. As described above, data of the second piece
of nmusic is recorded on parts described by part descriptors arranged in
the chronol ogical order of the parts. So, in an operation to reproduce the
second piece of nmusic or an operation to update on the area of the second
pi ece of nmeEscHiyphry i deta af AT ese@a@miOing ttg stippssidireito read
out continuous nusical data fromthe discrete parts and carry out a
recordi ng opersatdigntdyy desdribing tiiee sewordipertareaa thd htiadighiddegr ee of
efficiency. By the way, a track node with a size of 1-byte is also
recorded i nwhaateazartheddsiard pirorthel hedomt lpamdaele gtasigtidresi atddd g es of a
track described by the part descriptor. Let dl (MSB) to d8 (LSB) be 8 bits

conposi ng t e nuier @oitrdte g ack tHehilrl tddstLgser tdesdrasingoda i s
defined as follows: 89 dl --- 0: Wite permtted
third part on the time axis and so on. Finally, the link
in the last part descriptor is set at 00h pointing to no
part descriptor. As a result, the part descriptors are
put on a linked list like the one shown in FIG. 11.

As described above, data of the second piece of
music is recorded on parts described by part descriptors
arranged in the chronological order of the parts. So, in
an operation to reproduce the second piece of music or an
operation to update on the area of the second piece of
music by using data of U-TOC sector 0, it is possible to
read out continuous musical data from the discrete parts
and carry out a recording operation by utilizing the
recording area with a high degree of efficiency.

By the way, a track mode with a size of l-byte is
also recorded in each part descriptor. The track mode
describes attributes of a track described by the part
descriptor.

Let dl1 (MSB) to d8 (LSB) be 8 bits composing the
byte of the track mode. In this case, the track mode is

defined as follows:
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1: Wite protected (Overwiting and editing are prohibited) d2 --- 0: A

copyright exists. 1. No copyright exists. d3 --- 0: Oiginal 1. first or
| ater generation d4 --- 0: Audio data 1: Undefined d5 and d6 --- O01:
Normal audio O hers: undefined d7 --- 0: Monophonic 1: Stereo d8 --- O:

Enmphasis off 1: Enphasis on As descri bed above, for the rewitable
magnet o- optical disc 90, disc areas are nmanaged by using the P- TOC. On

t he other hand, other areas such as recordable user areas for storing

pi eces of nusic and free areas are nanaged by using the U-TOC. It is thus
obvious that, by providing the U-TOC wth such a configuration, for tracks
recor ded ondghe~—Ri:nWrditec PEEMitdied sion of a track into a plurality of
parts, linking of a part to another part and track 90 editing including

del etion can be car¥i clirbue pyoheseed (Overwriting and editing are

prohibited)
d2 ---0: A copyright exists.

1l: No copyright exists.
d3 ---0: Original

1l: first or later generation
d4 ---0: Audio data

1l: Undefined
d5 and dé ---01: Normal audio

Others: undefined

d7 —---0: Monophonic

l: Stereo
d8 ---0: Emphasis off

1l: Emphasis on

As described above, for the rewritable magneto-
optical disc 90, disc areas are managed by using the P-
TOC. On the other hand, other areas such as recordable
user areas for storing pieces of music and free areas are
managed by using the U-TOC.

It is thus obvious that, by providing the U-TOC
with such a configuration, for tracks recorded on the
mini disc 100, division of a track into a plurality of

parts, linking of a part to another part and track
90



updating the U-TOC. In the secondary-recordi ng-nedi um
recordi ng/ reproducti on apparatus 20A, when the mni disc 100 is nounted on
t he recording/reproduction unit 25, first of all, the MD control unit 21
reads out TOC information fromthe mni disc 100 and stores the
information in a specific area in the buffer menory 30. Thereafter, the
TOC information in the buffer nmenory 30 is referred to in recording,
reproduction and editing operations carried out on the mni disc 100. It
is to be noted that, in operations to record content data (or a track)
onto the mni_disc 100 and edit a track already recorded on the mni disc
100, the U PAEtisectimcd vshag,gigdedd By aapdds i tHe dU-oraC B Mmenedti on
al ready stored in the buffer menory 30. Then, at a predeterm ned point of
time, the upesiedd ngUtheCU-T06-nation stored in the buffer menory 30 is
witten back onto the mni disc 100 to update the U-TOC on the mni disc
100. 7: AuthenticalnobhhPreeessdAsyareonddtingrmiedium check-out to transfer
content data to the secondary-recordi ng-nmedi um 91 recordi ng/ reproduction
appar at us 2@Acand inegarepiotiatdiom apparthesnloil,dwkenl@Bet héneéodisp an
unencrypted state as

100 is mounted on the recording/reproduction unit 25,

first of all, the MD control unit 21 reads out TOC

information from the mini disc 100 and stores the

information in a specific area in the buffer memory 30.

Thereafter, the TOC information in the buffer memory 30

is referred to in recording, reproduction and editing

operations carried out on the mini disc 100.

It is to be noted that, in operations to record

content data (or a track) onto the mini disc 100 and edit

a track already recorded on the mini disc 100, the U-TOC

sectors are updated by updating the U-TOC information

already stored in the buffer memory 30.

Then, at a predetermined point of time, the updated
U-TOC information stored in the buffer memory 30 is

written back onto the mini disc 100 to update the U-TOC

on the mini disc 100.

7: Authentication Process
As a condition for a check-out to transfer content

data to the secondary-recording-medium
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described earlier in the explanation of the SDM data paths, the result of
an aut hentication process carried out by the personal conputer 1 for the
secondary- recordi ng-nedi um recordi ng/ reproducti on apparatus 20A shall be
OK. The authentication process is processing to verify that the
secondary-recordi ng-medi um recording/reproduction apparatus 20A is a valid
apparatus permtted to carry out an operation to record the content data
in an unencrypted state. The authentication process is carried out for a
recordi ng/ reproducti on apparatus connected to the connection unit 11 of

t he personal conputer 1 besides the secondary-recording-nmedi um

recor di ng/ r EFFOFHENGEK CPERFHCALLS ZQBPéBﬂFBFn¥ﬂ§ FBdtﬁ@CSDWItB?aﬁﬂéﬁd | t
is to be noted that the connected secondary-recording-nedi um

recor di ng/ r épitedtbei anapgasat 49 020Beggeposad ano VeGHCAYIPt eCo sttiadeSBIv
standard is also subjected to a process to confirmthat the connected
secondar y- r descdilbgdmedirdierr dvorttien gkpépmnedion of daheaS®MIsd2@B is a
secondary- recordi ng-nedi um recordi ng/ reproduction apparatus 20B truly
conform ng pethlse $bBel resaddapd. ahf atftbendrinedtied process carried
secondary-recordi ng- medi um recordi ng/ reproducti on 92 apparatus 20B supposed
to conform batt bg BN petaodald computetr dorfboin i@ aRcdndary-

secondar y-recordi ng- medi um

recording-medium recording/reproduction apparatus 20A
shall be OK. The authentication process is processing to
verify that the secondary-recording-medium
recording/reproduction apparatus 20A is a valid apparatus
pe;mitted to carry out an operation to record the content
data in an unencrypted state.

The authentication process is carried out for a
recording/reproduction apparatus connected to the
connection unit 11 of the personal computer 1 besides the
secondary-recording-medium recording/reproduction
apparatus 20B conforming to the SDMI standard. It is to
be noted that the connected secondary-recording-medium
recording/reproduction apparatus 20B supposed to conform
to the SDMI standard is also subjected to a process to
confirm that the connected secondary-recording-medium
recording/reproduction apparatus 20B is a secondary-
recording-medium recording/reproduction apparatus 20B
truly conforming to the SDMI standard. If the connected

secondary-recording-medium recording/reproduction
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recordi ng/ reproduction apparatus 20B truly conformng to the SDM

standard, the authentication process described belowis carried out to
verify that the connected secondary-recording-nmedi um
recordi ng/ reproduction apparatus 20B is a valid secondary-recordi ng-nedi um
recordi ng/ reproducti on apparatus 20A. The authentication process provided
by the enbodinent is carried out by adoption of an authentication

t echni que based on unsymmetrical encryption or public-key encryption. In
the unsymmetrical encryption process, an encryption key is different from
a decryption key. Let reference notation Db denote data before the
encrypti on pppesssusr @P8r HPEORELattioo s oRdE orge 6t &hieh & DMic syamident Ak dy,

reference notation Kd denote the decryption key and reference notation C
denote encrppt edndaraecdbiesi redegondaryswlecordingemeddypt i on  process. In
this case, the encryption process is expressed by reference notation C = E
(Ke, Db) andeaordéanypeproducaiesns appaeatypt 208 thelegncoppfoedidgt aoC to
obtain the pre-encryption data Db is denoted by reference notation Db =D
(Kd, ©). Hetde tbmIeBeayphird) key Kethedtilke tdeer priccesskeleseFikddar e
referred to as a pair of keys. One of the keys is disclosed as a public
key wher easpkhewotiBekakey elds ck@Pt-o verify that the connected

secondary-recording-medium recording/reproduction

apparatus 20B is a valid secondary-recording-medium

recording/reproduction apparatus 20A.

The authentication process provided by the

embodiment is carried out by adoption of an

authentication technique based on unsymmetrical

encryption or public-key encryption. In the unsymmetrical

encryption process, an encryption key is different from a

decryption key. Let reference notation Db denote data

before the encryption process, reference notation Ke

denote the encryption key, reference notation Kd denote

the decryption key and reference notation C denote

encrypted data obtained as a result of the encryption

process. In this case, the encryption process is

expressed by reference notation C = E (Ke, Db) and a

decryption process of decrypting the encrypted data C to

obtain the pre—-encryption data Db is denoted by reference

notation Db = D (Kd, C).

Here, the encryption key Ke and the decryption key
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in a predeterm ned nenber as a private key. In the authentication process
descri bed below, the public key, which is one of the encryption key Ke and
the decryption key Kd, is denoted by reference notation P whereas the
ot her decryption key used as the private key is denoted by reference
notation S. For the case described above, in the
secondary-recordi ng- nedi um recordi ng/ reproduction apparatus 20A, the
decryption processing unit 28 or the systemcontrol unit 32 is holding
the encryption key Ke and the decryption key Kd as a public key P and a
private key S. The authentication process is typically started by  a
command t r aKenirreededprine EPUss &f PeE Fdr ¥6WS- ©BRpafetne LBYSi #§ as the
primary-recordi ng-nedi um apparatus to the systemcontrol unit 32 of the
recording/répﬁ@d@@@ﬁoﬁsaﬁpﬁwgﬂe§ sy Whgreast fde sdd@rdey- iec deditng- nedi um
recordi ng/ reproduction apparatus 20A to nmake a request for an
aut henti cat iona predesermimed membgec@sdanee ivatte tkey .conmand, processi ng
li ke one shown in FIG 12 is carried out between the CPU 2 of the personal
conputer 1 servingIasthbeapthaentyecationrdirngeseddancappadabaioandthhe
systemcontrol unit 32 94 of the recording/reproduction apparatus serving
as the seceon@aniy- kegqr dihighddi wie @0 rtien @noaypadiset ikay Ke and the

decryption key Kd, is denoted by reference notation P

whereas the other decryption key used as the private key

is denoted by reference notation S. For the case

described above, in the secondary-recording-medium

recording/reproduction apparatus 20A, the decryptioﬁ

processing unit 28 or the system control unit 32 is

holding the encryption key Ke and the decryption key Kd

as a public key P and a private key S.

The authentication process is typically started by

a command transmitted by the CPU 2 of the personal

computer 1 serving as the primary-recording-medium

apparatus to the system control unit 32 of the

recording/reproduction apparatus serving as the

secondary-recording-medium recording/reproduction

apparatus 20A to make a request for an authentication

process. Then, in accordance with the command, processing

like one shown in FIG. 12 is carried out between the CPU

2 of the personal computer 1 serving as the primary-

recording-medium apparatus and the system control unit 32
94



apparatus 20A. The authentication process is started wwth a processing Sl
in which the systemcontrol unit 32 of the secondary-recording-nedi um
recordi ng/ reproduction apparatus 20A transmts the public key P held by
the decryption processing unit 28 to the personal conputer 1 by way of
the communication unit 26. It is to be noted that the public key Pis a
key known by the primary- recordi ng-nedi um apparatus 1. Thus, if the
secondary- recordi ng-nedi um recordi ng/ reproduction apparatus 20A and the
primary-recordi ng- nedi um apparatus 1 recognize the same key as the public
key P, the proce55|ng 1 does not have to be carried out. Wien the CPU 2 of
the pri maryofe |ﬁ%§QﬁﬂﬁﬁﬁﬁrQﬂﬂﬁﬂQﬁﬁkPQl%Rﬂﬁﬁﬂﬁﬁﬁt%ﬁ?%ﬂﬂﬁlﬁﬁI&ﬁﬁ P, the
authentication process is continued to processing S2 to generate a random
nunber r. TH@sonds myhe afendimgdeskivry rsondiag /frapteduntiedr r i s
transmtted to the secondary- recording-nmediumrecording/reproduction
appar at us 2@fpaHadms i202pr ocessi ng S4, the systemcontrol unit 32 of the
secondary-recordi ng- medi um recordi ng/ reproducti on apparatus 20A encrypts
t he random nunber Thbyaushagtibet2bnppirvaeeskey Sthelkddbyitheadecryption
processing unit 28 to generate encrypted data E (S, r). Subsequently, in

processing S1 in which the system control unit 32 of the

secondary-recording-medium recording/reproduction

apparatus 20A transmits the public key P held by the

decryption processing unit 28 to the personal computer 1

by way of the communication unit 26. It is to be noted

that the public key P is a key known by the primary-

recording-medium apparatus 1. Thus, if the secondary-

recording-medium recording/reproduction apparatus 20A and

the primary-recording-medium apparatus 1 recognize the

same key as the public key P, the processing 1 does not

have to be carried out.

When the CPU 2 of the primary-recording-medium

apparatus 1 receives the public key P, the authentication

process is continued to processing S2 to generate a

random number r. Then, in the next processing S3, the

random number r is transmitted to the secondary-

recording-medium recording/reproduction apparatus 20A.

Then, in processing S4, the system control unit 32

of the secondary-recording-medium recording/reproduction

apparatus 20A encrypts the random number r by using the
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processing S5, the encrypted data E (S, r) is transmtted to the
primary-recordi ng- medi um apparatus 1. Then, in processing S6, by using the
public key P, the CPU 2 of the primary-recordi ng-nmedi um apparatus 1 '
decrypts the encrypted data E (S, r) received fromthe

secondar y-recordi ng- medi um recordi ng/ reproducti on apparatus 20A. The
processing S6 is thus a decryption process expressed by D{P, E (S, r)).
Subsequently, in processing S7, the random nunber r generated in the
processing S2 is conpared with the decryption result D{P, E (S, r)}

obtained in the processing _S6. In next processing S8, the result of the
conpari son PrdVetenikedd S e ldh &Yphs 6161%9’35%3 S dWdy 8 are a

correct pair of keys, the result of the conparison should show that the
decryption tes@enepate epcrgpted) data &yud. td t heUPaREBRNRLNDerRr. Thus, a
conparison result indicating that the decryption result DfP, E (S, r))
mat ches t he PrOs@SHinguHder thec @pdnvipfechglatithE séoordaris rtedasdiitgadedi um
recordi ng/ reproducti on apparatus 20A holds a correct private key S for the
public key Ro Ilthet pirdmeayeredoer ddagameddmn eapagairsodess goes on fromthe
processing S8 to processing S9 in which the secondary-recordi ng-nmedi um
Then, in processing S$6, by using the public key P,
the CPU 2 of the primary-recording-medium apparatus 1
decrypts the encrypted data E (S, r) received from the
secondary-recording-medium recording/reproduction
apparatus 20A. The processing S6 is thus a decryption
process expressed by D {P, E (S, r)}.
Subsequently, in processing S7, the random number r
generated in the processing S2 is compared with the
decryption result D {P, E (S, r)} obtained in the
processing S6.
In next processing S8, the result of the comparison
is examined. If the public key P and the private key S
are a correct pailr of keys, the result of the comparison
should show that the decryption result D {P, E (5, r)} is
equal to the random number r.
Thus, a comparison result indicating that the
decryption result D {P, E (S, r)} matches the random
number r confirms that the secondary-recording-medium

recording/reproduction apparatus 20A holds a correct

private key S for the public key P. In this case, the
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recordi ng/ reproduction apparatus 20A is authenticated as a valid
connection partner. If the conparison result indicates that the decryption
result D{P, E (S, r)) does not match the random nunber r, on the other
hand, the authentication process goes on fromthe processing S8 to
processing SIO in which the secondary-recordi ng- nedi um apparatus is
determ ned to be not a valid connection partner, generating an NG
authentication result. A valid connection partner is an apparatus all owed
to receive an SDM content. If the result of the authentication process
descri bed above indicates that the connected apparatus is a valid
secondar y- r egtshgngcasdeonrrecesd ggeseproduenm d¢he DFPEescdad2GR ton t he
ot her hand, the primary-recordi ng- nmedi um apparatus 1 recogni zes that one
of conditi opsotessiabl 6% Ay ahticansher sefcoada3PMrecorddmy-meditum connect ed
apparatus is satisfied. 8: Content Encryption Techni que The
secondar y- r eeepdidiggriedpunducedondi agpaeptosuz0hons appahahtsc20ddaad t he
secondary 97 recordi ng-nedi um recordi ng/ reproduction apparatus 20B in the
dat a transfar vaystdeaophevitded pwrtherenbodi nent each correspond to a
device at the bottomof the tree
If the comparison result indicates that the

decryption result D {P, E (S, r)} does not match the

random number r, on the other hand, the authentication

process goes on from the processing S8 to processing S10

in which the secondary-recording-medium apparatus is

determined to be not a valid connection partner,

generating an NG authentication result. A valid

connection partner is an apparatus allowed to receive an

SDMI content.

If the result of the authentication process

described above indicates that the connected apparatus is

a valid secondary-recording-medium recording/reproduction

apparatus 20A, on the other hand, the primary-recording-

medium apparatus 1 recognizes that one of conditions for

allowing a transfer of an SDMI content to the connected

apparatus is satisfied.

8: Content Encryption Technique
The secondary-recording-medium

recording/reproduction apparatus 20A and the secondary-
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structure shown in FIG 1. The follow ng description explains a typical
i npl enrentation of the encryption structure |like the one showmn in FIG 1 in
the data transfer system FIG 13 is an explanatory diagram showi ng a fl ow
of content data and keys. Wen content data CTl is distributed fromthe
external content server 91 shown in FIG 4 to the personal conputer 1, in
actuality, a transmssion unit for the content data CT1l includes E (CK,
A3D), E (KR, CK) and an EKB. The transm ssion unit is distributed to the
personal conputer 1 to be stored in the HOD 5. E (CK, A3D) is a result of
encryption of content data A3D by using a content key CK. The content data
A3D " is dat aecornpirgsagdpym FecATRARY/ repKAPYGELoThuabPEratks 2MBDIN| s t he
piece of nusic to be actually distributed. E (KR CK) is a result of
encrypti on thet Hateomransiekegyskenypuovagethdyr sbe kaypokRmeTite eaoht ent key
CKis a key for decrypting the encrypted content data E and the root key
is a key expbarregosdr ltber Beviekerti nhet boELGn ©f €8Be TireeEKB i s an
enabl i ng key bl ock explained earlier by referring to FIGS. 1 to 3. As is
obvi ous frosttheture shown in FIG. 1. The following description
explains a typical implementation of the encryption
structure like the one shown in FIG. 1 in the data
transfer system.
FIG. 13 is an explanatory diagram showing a flow of
content data and keys.
When content data CT1 is distributed from the
external content server 91 shown in FIG. 4 to the
personal computer 1, in actuality, a transmission unit
for the content data CT1l includes E (CK, A3D), E (KR, CK)
and an EKB. The transmission unit is distributed to the
personal computer 1 to be stored in the HDD 5.
E (CK, A3D) is a result of encryption of content
data A3D by using a content key CK. The content data A3D
is data compressed by the ATRAC3 technique. Thus, E (CK,
A3D) is the piece of music to be actually distributed.
E (KR, CK) is a result of encryption of the content
key CK by using the root key KR. The content key CK is a
key for decrypting the encrypted content data E and the

root key is a key explained earlier by referring to FIG.

1.
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description of this enbodinent, the EKB is information wused for updating
the root key KR According to a distribution of one content data, pieces
of content data CT1l, CT2 and so on are each distributed, and each stored
inthe HOD 5 as a set. Content data is transferred fromthe personal
conputer 1 to the secondary-recordi ng-nedi um recording/reproduction
appar atus 20A or the secondary- recordi ng-nmedi umrecordi ng/reproduction

apparatus 20B also as a set conprising E (CK, A3D), Z (KR, CK) and an EKB

in accordance with a predeterm ned procedure. As described above, the
-secondary-recording-nediun1 recording[ regroduction apEaratus 20A and 20B
h tRUN&PR

each correspond t
ring to FIG 1 are each assigned a unique | eaf

8 BEDi é&8 pBrenab Yy Bxprki asplednpdeparpjeref er

(Devi ce Nod®YK&gSpr riagn tohd I&Scoddaoy 3r.ecdedingohedpum from the
recordi ng/ reproducti on apparatus 20A or 20B receives a content-data set
fromthe pedssealiptdepuodr thist leebocdmesytt, ddtea HKS decrhyyfcenhaisifcor e bei ng

stored in the

secondary recording medium or the content data is stored

i n the secondady frecapdiartg ngedhemraoti tkeiys KR.n t he case 99 of the

secondar y-recordi ng- medi um recor di ng/ repr oducti on

to the SDM StandaAdcofhEng to a distribution of one content data,

pieces of content data CTl, CT2 and so on are each

distributed, and each stored in the HDD 5 as a set.

Content data is transferred from the personal

computer 1 to the secondary-recording-medium

recording/reproduction apparatus 20A or the secondary-

recording-medium recording/reproduction apparatus 20B

also as a set comprising E (CK, A3D), E (KR, CK) and an

EKB in accordance with a predetermined procedure.

As described above, the secondary-recording-medium

recording/reproduction apparatus 20A and 20B each

correspond to a device (or a terminal) explained earlier

by referfing to FIG. 1 are each assigned a unique leaf ID

and are stored with DNKs (Device Node Keys).

When the secondary-recording-medium

recording/reproduction apparatus 20A or 20B receives a

content-data set from the personal computer 1, the

content data is decrypted before being stored in the

secondary recording medium, or the content data is stored

in the secondary recording medium as it is. In the case

99

ID and are stored with DNKs

apparatus 20B conform ng



encrypted content data is decrypted when the content data

IS reproduced.

In the case of the secondary-recordi ng- nmedi umrecordi ng/reproduction

apparatus 20A not conforming to the SDM standard, on the
encrypted content data is decrypted when the content data

ot her hand, the
is recorded onto

t he secondary recording nedium As shown in FIG 13, in processing to
decrypt the encrypted content data, first of all, a decryption process is

carried out by using the stored DNKs and the received EKB
root key KR. Then, the root key KR obtained as a result of
process is wused to decrypt E (KR, CK) to generate the cont

to generate a
t he decryption
ent key CK

Then, the cegnt €At keyokHaehtakBeddasgameasuht retorlgngpregpesauteidacrypt E
(KR, CK) is used to decrypt E (CK, A3D) to generate the content data A3D.

For the secgpgatythcobdi peneBeyAY keCcendi BaMienraduatuon tagparatus 20A,

the DNKs and a procedure for decrypting the encrypted cont

ent data are

;‘Eéﬁ%”idkg‘éﬂﬁ?iégéﬁr Herheathata 8 Eﬁ?ﬂ’?ﬁ%@ Ao e bt B
. _ ) Peaf ™ bof “SET
ecor i ngi rsbr SBLPEBR=Inoef i e 'V PP LALLM PRI T i1 e

medium recording/reproduction apparatus 20A not

conforming to the SDMI standard, on the other hand, the

encrypted content data is decrypted when the content data

is recorded onto the secondary recording medium.

As shown in FIG. 13, in processing to decrypt the

encrypted content data, first of all, a decryption

process is carried out by using the stored DNKs

and the

received EKB to generate a root key KR. Then, the root

key KR obtained as a result of the decryption process is

used to decrypt E (KR, CK) to generate the content key CK.

Then, the content key CK obtained as a result of the

process to decrypt E (KR, CK) is used to decrypt E (CK,

A3D) to generate the content data A3D.

For the secondary-recording-medium

recording/reproduction apparatus 20A, the DNKs and a

procedure for decrypting the encrypted content data are

explained concretely by referring to FIGS. 14A and 14B as

well as FIG. 15.

Assume a key tree structure shown in FIG.

14A. A

leaf ID of SETO and a leaf key of KOO0 are assigned to
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secondar y-recordi ng- medi um recordi ng/ reproducti on apparatus 20A have

pi eces of information shown in FIG 14B. In the first place, the DNKs
include the leaf ID SETO The DNKs al so include the | eaf key KO0O. In the
second pl ace, the other pieces of information included in the DNKs are
information on node keys on a path between the | eaf key KOOO and the root
key KR in the key structure showmn in FIG 14A That is to say, the other
pi eces of information are information on node keys KOO and KO as well as
the root key KRitself. To put it in detail, the other pieces of
information are the node keys KQO and KO as well as the root key KR, which
have been erfdfy FEEPTE\R WSIHRE AR NEFHE K KRAP T UQHHGRFOGUF OB  14B, the
encrypt ed node keys KOO and KO as well as the encrypted root key KR are

listed as fcPPeweEtUs @0F00, IROOPLE CREO0, the) DHKE SECLRE0HR, tRR) By using
the information included in the stored DNKs, the
secondar y- r semogidegymegioond ingcoadiing messliad /arengmsarcatien 20A decrypt s
the 101 encrypted content key E (KR, CK) and the encrypted content data E
(CK, A3D), whppelradgnes réddeihsore frimmashef information shown in FIG.
14B.
In the first place, the DNKs include the leaf ID
SET0. The DNKs also include the leaf key KO000.
In the second place, the other pieces of
information included in the DNKs are information on node
keys on a path between the leaf key K000 and the root key
KR in the key structuré shown in FIG. 14A. That is to say,
the other pieces of information are information on node
keys KOO and KO as well as the root key KR itself. To put
it in detail, the other pieces of information are the
node keys KOO and KO as well as the root key KR, which
have been encrypted by using the leaf key K000. As shown
in FIG. 14B, the encrypted node keys KO0 and KO0 as well
as the encrypted root key KR are listed as follows:
E (K000, KO0O0)
E (K000, KO) and
E (K000, KR)
By using the information included in the stored

DNKs, the secondary-recording-medium

recording/reproduction apparatus 20A decrypts the
101



personal conputer 1. To put it in detail, the secondary-recordi ng- medi um
recordi ng/ reproduction apparatus 20A first decrypts E (K000, KR) by using
the | eaf key KOOO to produce D {KO00O, E (KOO0, KR)}, which is the root key
KR. Then, the root key KR is used to decrypt the encrypted content key E
(KR, CK) to produce D {KR, E (KR, CK)}, which is the content key CK
Finally, the decrypted content key CKis used to decrypt the encrypted
content data E (CK, A3D) to produce D {CK, E (CK, A3D)}, which is the
content data A3D. As described earlier, however, the root key KR and the
node keys are not fixed all the tinme. For a variety of reasons, they are

changed. | nenReyPigs srrderdatett Earldfer &) s@d itheuiinGr Y@ dcont ent ” key CK
is transmitted in a state of being encrypted by using the root key KR as
descri bed albondenthdatgol KEK nddhe whighged s greceddted dmoanithgat a. For
exanple, a nmusic distribution enterprise changes the root key KR from
content to pexsemali coopddrr tlo strengt hen protection of copyrights in sone
cases. Since the root key KRis variable, an EKB is also 102 transmtted
at the sane tine aSodpsatribhedinedetatl, sohehatcoadaaythecbrddndemediums
capabl e of obtaining the changed
recording/reproduction apparatus 20A first decrypts E
(K000, KR) by using the leaf key K000 to produce D {KO000,
E (K000, KR)}, which is the root key KR.
Then, the root key KR is used to decrypt the
encrypted content key E (KR, CK) to produce D {KR, E (KR,
CK)}, which is the content key CK.
Finally, the decrypted content key CK is used to
decrypt the encrypted content data E (CK, A3D) to produce
D {CK, E (CK, A3D)}, which is the content data A3D.
As described earlier, however, the root key KR
and the node keys are not fixed all the time. For a
variety of reasons, they are changed. In the case of a
data transfer system in which the content key CK is
transmitted in a state of being encrypted by using the
root key KR as described above, the root key may be
changed for each content data.
For example, a music distribution enterprise
changes the root key KR from content to content in order

to strengthen protection of copyrights in some cases.

Since the root key KR i1s variable, an EKB is also
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root key KR Assune that, for encrypted content data E (CK, A3D), a
content key E (KRI, CK) encrypted by a changed root key KR and an EKB are
received as shown in FIG 15. The EKB includes E (KO KRI), which is the
updated root key KR encrypted by a node key KO It is to be noted that
t he updated root key KRI encrypted by a node key KO can be decrypted only
by devices owning the node key KO In the tree structure shown in FIG
14A, only devices with leaf I1Ds SETOto SET3 are capable of obtaining the
updated root key KRI. [If only the devices having |l eaf IDs SETO and SET1
need to know the updated root key KRI, the EKB needs to _include E (KOG,
KRl ), mhlchtFénFWétGG@aﬁédtp@oﬁa%@ytKRe éﬁcﬂf&@é& e@ye@§1ﬁ§rasﬁo&h@éy KOO
As explained earlier by referring to FIG 14B, the DNKs stored in the
secondar y- r 880 Atithgriegicu feveeEer dl%@ﬁﬁ%@d’t&%@ﬁ@@rm%}wel%l ude E
(KOOO, KOO and E (KOOO, KO, which are respectively the node keys KOO
and KO encryprédkiey &i.ng the | eaf key KOOO. The DNKs also include E
(KOOO, KR), which is the root key KR encrypted by using the |eaf key KOOO
103 In this state,Aaspmectdate forobharppthd opngenal dacenEerCKdaREDA3D i s
shown in FIG 15. The procedure is

a content key E (KR’, CK) encrypted by a changed root key

KR’ and an EKB are received as shown in FIG. 15. The EKB

includes E (KO, KR’), which is the updated root key KR’

encrypted by a node key KO.

It is to be noted that the updated root key KR’

encrypted by a node key KO can be decrypted only by

devices owning the node key KO. In the tree structure

shown in FIG. 14A, only devices with leaf IDs SETO to

SET3 are capable of obtaining the updated root key KR’.

If only the devices having leaf IDs SETO and SET1 need to

know the updated root key KR’, the EKB needs to include E

(K00, KR’), which is the updated root key KR’ encrypted

by using a nod key KO0O0.

As explained earlier by referring to FIG. 14B, the

DNKs stored in the secondary-recording-medium

recording/reproduction apparatus 20A include E (K000,

K00) and E (K000, K0), which are respectively the node

keys K00 and KO encrypted by using the leaf key K000. The

DNKs also include E (K00O, KR), which is the root key KR

encrypted by using the leaf key K000.
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consisted of steps (1) to (4) as follows: Step (1): Since the received EKB
is the encrypted updated root key E (KO, KR ), the node key KOis first
obtained fromthe DNKs. That is to say, the encrypted node key E (KO0OO,
KO is decrypted by using the | eaf key KOOO to produce D {KO00O, E (KO0OO,
KO}, which is the node key KO. Step (2) : Next, the node key KO is used
for decrypting the encrypted updated root key E (KO, KR ) included in the
EKB to produce D {KO, E (KO KR )}, which is the updated root key KR
Step (3): The updated root key KR obtained as a result of the decryption
process of the steg (Zé'is used for decrypting the encrypted content key
E.(KR, CK) to HuEB1ip §KRRte, Fa(RROCeCKYR, tanpbhais the ecshavénalkey CK
Step (4): The content key CK obtained as a result of the decryption
process of clatendpdadr ASDuded showndder ¥i3tG.ng 5 .t hEhenprypeddreohnsent dat a
E (CK, A3D) to produce D {CK, E (CK, A3D)}, which is the content data A3D.
| n accor dancensisttedhe fprsaegaur(d )descr(idded salfadd owst:he secondary-recordi ng
medi um recordi ng/ reproducti on apparatus 20A is capabl e of decrypting the
encrypted caerpentl)datainod sherregeiliedcErBent @RtaenBkgptBa GpALtéQ4 disc
100. In the case of the recording/reproduction

root key E (KO, KR’), the node key KO is first obtained

from the DNKs. That is to say, the encrypted node key E

(KOO0, KO) is decrypted by using the leaf key K000 to

produce D {K000, E (K000, KO0)}, which is the node key KO.

Step (2): Next, the node key KO is used for decrypting

the encrypted updated root key E (KO, KR’) included in

the EKB to produce D {KO, E (KO, KR’)}, which is the

updated root key KR'.

Step (3): The updated root key KR’ obtained as a result

of the decryption process of the step (2) is used for

decrypting the encrypted content key E (KR’, CK) to

produce D {KR’, E (KR’, CK)}, which is the content key CK.

Step (4): The content key CK obtained as a result of the

decryption process of the step (3) is used for decrypting

the encrypted content data E (CK, A3D) to produce D {CK,

E (CK, A3D)}, which is the content data A3D.

In accordance with the procedure described above,
the secondary-recording medium recording/reproduction

apparatus 20A is capable of decrypting the encrypted

content data and storing the content data onto the mini
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apparatus 20B, on the other hand, in an operation to reproduce content
data recorded on the secondary recording nediumin an encrypted state, the
procedure described above is executed to decrypt the encrypted content
data to generate reproduced nmusic or the like. 9: Variety of Commands In a
communi cation session for carrying out a check-out, a check-in or a
variety of other operations, various control comrands are issued by the
personal conputer 1 serving as a primary-recordi ng-medi um apparatus to
t he recording/ reproduction apparatus 20A or 20B serving as a
secondary-recordi ng- medi um appar atus, and response conmmands are
transnitteddﬁﬁ@nﬂ@%e secondary- recordi ng-nmedi um recordi ng/reproduction
apparatus 20A or 20B to the personal conputer 1 in response to the control
commands. The fol | éni hhedesaei pfi bheexprarasnegnrgpcognahndien directly
rel evant to characteristic operations of the present enbodi nent to be
descri bed | apparakEuS 208, onarthex pltieat tiayddi dgr @am sipewiagorheéo format of a
check-out control command and FIG 17 is an 105 explanatory diagram
showi ng t he rieprzaiucel caontleack datla reespaiese onomiwndecbnmlaciyeck- out control
command has a

recording medium in an encrypted state, the procedure

described above 1s executed to decrypt the encrypted

content data to generate reproduced music or the like.

9: Variety of Commands

In a communication session for carrying out a
check-out, a check-in or a variety of other operations,
various control commands are issued by the personal
computer 1 serving as a primary-recording-medium
apparatus to the recording/reproduction apparatus 20A or
20B serving as a secondary-recording-medium apparatus,
and response commands are transmitted from the secondary-
recording-medium recording/reproduction apparatus 20A or
20B to the personal computer 1 in response to the control
commands .

The following description explains only commands
directly relevant to characteristic operations of the
present embodiment to be described later.

FIG. 16 is an explanatory diagram showing the

format of a check-out control command and FIG. 17 is an
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size of 25 bytes and the check-out response command has a size of 17 bytes.
The check-out control command is a command i ssued by the personal conputer
1 to the secondary-recordi ng- medi umrecordi ng/ reproduction apparatus 20A
or 20Bin order to put content data transferred to a secondary recording
medi umin a conmmuni cati on session for a check- out in a state of being
actually reproducible fromthe secondary recording nmedium that is, in
order to grant a reproduction right to the secondary recording medium In
response to the check-out control conmand, on the other hand, the

secondar y-recordi ng- medi um recording/reproductionégﬁparatus 20A or 20B
transmits aS¥PHEORTORY 8557 baa He HF e nd LERIt 1 after

carrying out a predeterm ned process according to the check-out control
command. As rsispamsien gor@mants, The check-out control cemmand hacRudes
information bits such as "Check-out' as an operation code, a comunication
result, a |isstzel Df &% biydes ianid fthieorehegtde coft thes o rdamatansh hats ect
apparatus), an object position nunber (the track nunber for a check-out
content on tigesedoridabytrescor di ng 106 nedi um) and an encrypted session key
DES CBC (Ks, 0). As shown in FIG 17, on the other hand, the check-

The check-out control command is a command issued
by the personal computer 1 to the secondary-recording-
medium recording/reproduction apparatus 20A or 20B in
order to put content data transferred to a secondary
recording medium in a communication session for a check-

" out in a state of being actually reproducible from the
secondary recording medium, that is, in order to grant a
reproduction right to the secondary recording medium.

In response to the check-out control command, on
the other hand, the secondary-recording-medium
recording/reproduction apparatus 20A or 20B transmits a
check~out response command to the personal computer 1
after carrying out a predetermined process according to
the check-out control command.

As shown in FIG. 16, the check-out control command
includes information bits such as ‘Check-out’ as an
operation code, a communication result, a list ID (an
identification code of the communication object

apparatus), an object position number (the track number

for a check-out content on the secondary recording
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out response command i ncludes information bits such as "~ Check-out' as an
operation code, a communication result, a list ID (an identification code

of the communi cation object apparatus) and an object posi
track nunber for the check-out content on the secondary

tion nunber (a
recordi ng

medium. FIG 18 is an explanatory diagramshowing the format of a
record-obj ect control conmand having a size of 30 bytes and FIG 19 is an

expl anat ory di agram showi ng the format- of a record-object

response comand

having a size of 62 bytes. The record-object control command is a command
i ssued by the personal conputer 1 to the secondary- recordi ng-nedi um

recor di ng/ r eedddmdt fod appeneryd t2gAses s ipoB keyr DESmERG difiser ) -t he pur pose
of notifying the secondary-recording-nedi umrecording/reproduction

appar atus 20A or 2BB shownfbnnBEitonldn conthat odhea hand,

thansheckof the

actual data during typically a check-out comunication session. In

response t ootute recpohcle conmamd, i lulde sotimgio rmadicdn hies
secondary-recordi ng- medi um recordi ng/ reproducti on appar at

such as
us 20A or 20B

transmts a ‘théckheck’ouls kesppeye tdomaadet,0 af emreindeaali ot mawtat ,1

after carrying out a predeterm ned process related to the

a list ID (an identification code of the communication

object apparatus) and an object position number (a track

number for the check-out content on the secondary

recording medium) .

FIG. 18 is an explanatory diagram showing the

format of a record-object control command having a size

of 30 bytes and FIG. 19 is an explanatory diagram showing

the format of a record-object response command

size of 62 bytes.

having a

The record-object control command is a command

issued by the personal computer 1 to the secondary-

recording-medium recording/reproduction apparatus 20A or

20B for, among others, the purpose of notifying the

secondary-recording-medium recording/reproduction

apparatus 20A or 20B of information on content
transfer of the actual data during typically a

communication session.

data in a

check-out

In response to the control command, on the other

hand, the secondary-recording-medium

recording/reproduction apparatus 20A or 20B transmits a
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information on the content data and other information. As will be descri bed
| ater, the secondary- recordi ng-nmedi umrecordi ng/reproduction apparatus 20A
generates a content ID froma portion of content data received fromthe
personal conputer 1. The record-object response command can al so be used to
report a generated content IDto the personal conputer 1. As shown in FIG
18, the format of the record- object control command includes " Record
object' as an operation code. In addition, the format al so incl udes
information bits such as a conmunication result, a destination list ID (an
identification code of the comunication object apparatus), a new object
positi on nGRBEK-CHtt FEERORSFhECTIGNdy tohddie: ST semdtle oM ke L secondary
recording medium), a content-data type, a download format track attribute
(t he format adfrerhearsyingnioudara Pingdete rpiingsr prnosessdined atedi h9) ,the track
node (the attributes of the content in the secondary recording nedium, a
cont ent - dat anfiozenata onowine rihed ioa tengnglialtp. amdl & therk iddicarmsitzeon.a bul k
data length of the content data). The downl oad format track attribute (the
format of 108 the msnwéhl Hatdesorihedplatary tkeosdcogdaegium) is a
conpressi on techni que of content data to be transmtted

recording-medium recording/reproduction apparatus 20A

generates a content ID from a portion of content data

received from the personal computer 1. The record-object

response command can also be used to report a generated

content ID to the personal computer 1.

As shown in FIG. 18, the format of the record-

object control command includes ‘Record object’ as an

operation code. In addition, the format also includes

information bits such as a communication result, a

destination list ID (an identification code of the

communication object apparatus), a new object position

number (a track number for a check-out content on the

secondary recording medium), a content-data type, a

download format track attribute (the format of the

content data in the primary recording medium), a track

mode (the attributes of the content in the secondary

recording medium), a content-data size (a content-data

length) and a bulk data size (a bulk data length of the

content data).

The download format track attribute (the format of
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fromthe HDD 5 and information of its bit rate as well as content data's
conpression techni que, which is adopted when the content data is output to
a transmssion line, and its bit rate. The track node (the attributes of a
content in the secondary recording nedium is a specification information
of a conpression technique, which is to be adopted when the content is
recorded onto the mni disk 100 and other attributes such as an attribute
speci fying nonophonic or stereo. The specified conpression technique is
typically either ATRAC, ATRAC3 at 132 kbps or ATRAC3 at 66 kbps. Mich like
the record-object control command, as shown in FIG 19, the format of the
recor d- obj ethe Fe8EeREe desAMERd thic PE4B3 IYREESPE 3B Pe ELIIZR) afSoPer at i on
code. In addition, the format also includes information bits such as a
comuni cat i ecpmpasgstonatéebniiqaei of costentDdaia itdele tireasmdttedde of the
communi cati on object apparatus), a new object position nunber (a track
nunber for faomhébk- 80D Somndntindermhéisecofdarky bddorditeg asnweéildnps a
content type (a type of content-data), a download format track attribute
(the format cohtehe Ha2acentcenprdaikaonn tpchimpy er,eabridinng smadiowrled a track
node (the attributes of the content in the secondary recording

when the content data is output to a transmission line,

and its bit rate.

The track mode (the attributes of a content in the

secondary recording medium) is a specification

information of a compression technique, which is to be

adopted when the content is recorded onto the mini disk

100 and other attributes such as an attribute specifying

monophonic or stereo. The specified compression technique

is typically either ATRAC, ATRAC3 at 132 kbps or ATRAC3

at 66 kbps.

Much like the record-object control command, as

shown in FIG. 19, the format of the record-object

response command includes ‘Record object’ as an operation

code. In addition, the format also includes information

bits such as a communication result, a destination list

ID (an identification code of the communication object

apparatus), a new object position number (a track number

for a check-out content on the secondary recording

medium), a content type (a type of content-data), a

download format track attribute (the format of the
109



medi um), a content size (a content-data |length) and a bulk data size (a
bul k data |l ength of the content data). In the case of the response comand,
the format also includes a session-data field with a size of 32 bytes.
This field is used as an area for reporting the content |ID generated by
t he secondary-recordi ng- medi um recordi ng/reproduction apparatus 20A to the
personal conputer 1. Details of a content IDw | be described |ater.
FIG 20 is an explanatory diagram showing the format of a check-in control
command and FIG 22 is an explanatory di agram showi ng the format of a
check-in response command. The check-in control. command has a size of 17
bytes and t KONHeEEK Gatar ddp M@ aImAas® M ch mgddaim)of PFunakemodEhe
check-in control command is a command issued by the personal conputer 1 to
t he secondaryhee @ditdiidpgp-tesdiafmthee condiang/ riep riddu std aom dappa etaes-d20Wy or 20B
for checking in content data froma secondary recording nedium that is,
for revoki ngedinnght a comgpnddsdied he comtemt-dittea ferghi)heamkeeondary
recordi ng medi um during a comunication session. However, the check-in
control 110 bomdkealadaney Zee (asduddk ks tahd epertdora wemidraient farta)abt ai ni ng
information peculiar to a secondary recording
In the case of the response command, the format
also includes a session-data field with a size of 32
bytes. This field is used as an area for reporting the
content ID generated by the secondary-recording-medium
recording/reproduction apparatus 20A to the personal
computer 1.
Details of a content ID will be described later.
FIG. 20 is an explanatory diagram showing the
format of a check-in control command and FIG. 22 is an
explanatory diagram showing the format of a check-in
response command. The check-in control command has a size
of 17 bytes and the check-in response command has a size
of 25 bytes.
The check-in control command is a command issued by
the personal computer 1 to the secondary-recording-medium
recording/reproduction apparatus 20A or 20B for checking
in content data from a secondary recording medium, that
is, for revoking a right to reproduce the content data

from the secondary recording medium, during a

communication session. However, the check-in control
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mediumin sonme cases rather than the purpose of checking in content data.
In response to the check-in control conmmand, on the other hand, the
secondary-recordi ng-medi um recording/reproduction apparatus 20A or 20B
transmts a check-in response command to the personal conputer 1 after
carrying out a predeterm ned process according to the check-in control
command. The check-in control conmmand shown in FIG 20 has information
bits including “~Check-in" as an operation code, a conmunication result, a
sub-function, alist ID (an identification code of the conmmunication
obj ect apparatus) and an qbject position nunber (a track nunber for a
check-in coRCERENEn MaNe PeedEFHELYy b¥e d&ediPEF SPEEluRCMPS IS dndttons of t he
check-in command are defined as shown in FIG 21. The definitions describe
processi ng ob&gdadngad ipforrea tdieac Psich ldgmndied 2 Aengidagivctries® ngdinge of 00h
indicates that the check-in control command makes a request for a content
| D. The cheekium donisosle casesndatherhadan ddvenanvdposd of sheckduest for
an actual check-in to return a reproduction right granted to the secondary
recordi ng nmédi wonteht kialtd.sub-function value of 0lh is reserved. However,
this value can be used in a command during an actual
In response to the check-in control command, on the
other hand, the secondary-recording-medium
recording/reproduction apparatus 20A or 20B transmits a
check—-in response command to the personal computer 1
after carrying out a predetermined process according to
the check-in control command.
The check-in control command shown in FIG. 20 has
information bits including ‘Check-in’ as an operation
code, a communication result, a sub-function, a list ID
(an identification code of the communication object
apparatus) and an object position number (a track number
for a check-in content on the secondary recording medium) .
Sub~-functions of the check-in command are defined
as shown in FIG. 21. The definitions describe processing
requested by the check-in command.
A sub-function value of 00h indicates that the
check-in control command makes a request for a content ID.
The check-in control command is thus a command making a

request for an actual check-in to return a reproduction

right granted to the secondary recording medium.
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check-in process. A check-in control comrand havi ng anot her sub- function
val ue makes a request for peculiar information such as prepaid-item
information recorded on the secondary recording nedium Thus, a check-in
control command havi ng anot her sub-function value nerely requests that
prepaid-iteminformation be read out and does not nake a request for a
check-in or the return of the reproduction right. It is to be noted that a
sub-function value can be defined for a request for information peculiar
to a secondary recording nedi um besi des the prepaid-item information.
Exanpl es of the peculiar information are information on the user and
i nformation on t hePfsfYPEIBPCLiPR VRdlroRE Odht A6 SESEerviednd, Heveveheck-in
response command shown in FIG 22 has information bits including " Check-
in' as an opéld Vel USod@r P dtffishilcntd sipmang tduningen fagitdalon, a |i st
ID (an identification code of the comrunication object apparatus) and an
obj ect posi Ah@FkHEnRoqessr ack nunber for the check-in content on the
secondary recording nedium. 112 In addition, the check-in response command
al so includes an 8-byeekhashchAaCrbiliekcdminendr bpuinigngnathent enb-

function value makes a request for peculiar information

such as prepaid-item information recorded on the

secondary recording medium. Thus, a check-in control

command having another sub-function value merely requests

that prepaid-item information be read out and does not

make a request for a check-in or the return of the

reproduction right.

It is to be noted that a sub-function value can be

defined for a request for information peculiar to a

secondary recording medium besides the prepaid-item

information. Examples of the peculiar information are

information on the user and information on the state of

utilization.

On the other hand, the check-in response command

shown in FIG. 22 has information bits including ‘Check-

in’ as an operation code, a communication result, a sub-

function, a list ID (an identification code of the

communication object apparatus) and an object position

number (a'track number for the check-in content on the

secondary recording medium) .
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| D generated by carrying out HASH function processing to the personal
conputer 1. It is to be noted that the content IDis reported to the
personal conputer 1 by being included in the last 8 bytes of the check-in
response conmmand if the value of the sub-function in the check-in control
command is set at 00h, that is, if an actual check-in is carried out. If
the sub-function in the check-in control command is set at a val ue naking
a request for prepaid-item information, on the other hand, the requested
prepaid- iteminformation is transmtted to the personal computer 1 by
being included in the last 8 bytes of the check-in response command. FIG
24 is an expl anat or rdiagftidrh ghotiey alreckfigy masrAN g doErand Al 9g-in
control command and FIG 25 is an explanatory diagram show ng the fornat
of an incl éscisdesgaouB-byter bhsboMAEndicTheforc oewards ngr @ comrends f or
personal conputer 1 to execute exclusive control to the
secondar y- r gdogenega tedd bymecaecgidignghite ASHU Cunort iapp pratces s204. tohe
exclusive log-in control command includes a sub-unit type and a sub-unit
| D, which indecptesanil3complutel- abj ect apparatus, as well as a priority
value for indicating the control [|evel.
It is to be noted that the content ID is reported
to the personal computer 1 by being included in the last
8 bytes of the check-in response command if the value of
the sub-function in the check-in control command is set
at 00h, that is, if an actual check-in is carried out.
If the sub-function in the check-in control command
is set at a value making a request for prepaid-item
information, on the other hand, the requested prepaid-
item information is transmitted to the personal computer
1 by being included in the last 8 bytes of the check-in
response command.
FIG. 24 is an explanatory diagram showing the
format of an inclusive log-in control command and FIG. 25
is an explanatory diagram showing the format of an
inclusive log-out control command.
These commands are commands for personal computer 1
to execute exclusive control to the secondary-recording-
medium recording/reproduction apparatus 20A.

The exclusive log-in control command includes a

sub-unit type and a sub-unit ID, which indicate a
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It is to be noted that the exclusive |og-out control command is a command
given to the secondary- recordi ng-nedi umrecordi ng/reproducti on apparatus

20Ato termnate the state of the exclusive control. In this case, the
priority value is set at 00h and the exclusive |o0g-out control command is
a command indicating a control level of a free state. The exclusive |log-in

control command prevents or restricts the secondary-recordi ng- nmedi um
recordi ng/ reproducti on apparatus 20A from carrying out operations such as
processing to delete data fromthe mni disc 100 used as a secondary
recording medium edit data on the mni disc 100, dismunt the mni disc
100 from t BenssednaRi pCite ePPArAGUSedRENWeldc asdienPriopidauseriloe dopar at us
20A and control the power supply. That is to say, the exclusive |og-in
control coAndadapang the seodmdadr yevedor di ng- medi um
recordi ng/ reproduction apparatus 20A in a state wherein the operations
descri bed above arkEtchsriedoeutobgdt hizatapparakotuDPeohby-atta request
made by the personal conputer 1. The priority value included in the
excl usive 1lténktegili cosmandol scanentdanddigi@ias tvarheus esbaias yef
prohibition and restriction of the operations. For

recording-medium recording/reproduction apparatus 20A to

terminate the state of the exclusive control. 1In this

case, the priority value is set at 00h and the exclusive

log-out control command is a command indicating a control

level of a free state.

The exclusive log-in control command prevents or
restricts the secondary-recording-medium
recording/reproduction apparatus 20A from carrying out
operations such as processing to delete data from the
mini disc 100 used as a secondary recording medium, edit
data on the mini disc 100, dismount the mini disc 100
from the secondary-recording-medium
recording/reproduction apparatus 20A and control the
power supply.

That is to say, the exclusive log—-in control
command puts the secondary-recording-medium
recording/reproduction apparatus 20A in a state wherein
the operations described above are carried out by the

apparatus 20A only at a request made by the personal

computer 1. The priority value included in the exclusive
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exanpl e, the operations of the secondary-recordi ng-nmedi um
recordi ng/ reproduction apparatus 20A are controlled at the foll ow ng
| evel s: Control level 4: The operations are prohibited conpletely unless
there is a command fromthe personal conputer 1 to make a request for any
of the operations. Control level 3: Operations to control the power supply,
ej ect the secondary recording nedium divide a track, |I|ink tracks and
delete a track are prohibited conpletely wunless there is a command from
t he personal conputer 1 to nake a request for any of the operations.
Control level 2: Operations to divide a track, link tracks and delete a
track are preEIrBRt 6@NESHRPI ecBmpndy dnedsaitgs ¥aird oxse rdhed Pfom t he
personal conputer 1 to make a request for any of the operations. Control
| evel 1. Operahiibadics edidt restddicatiena ofr &dle omelrertiomsn aFeheck- out
content are permtted. Control level O: No restrictions are inposed on the
oper at i ons. ekampg enedillecopetratdapnst odt thiee saivone agyrtnedo ddénel-meddum
typical. In actuality, a larger nunber of various control levels is
concei vabl eretdrdify/Ceptredi cCieak aPpias/atmac R-0lAn 2 rEheontldodwienlg adescri pt i on
expl ai ns processing

the following levels:

Control level 4: The operations are prohibited completely

unless there is a.command from the personal computer 1 to

make a request for any of the operations.

Control level 3: Operations to control the power supply,

eject the secondary recording medium, divide a track,

link tracks and delete a track are prohibited completely

unless there is a command from the personal computer 1 to

make a request for any of the operations.

Control level 2: Operations to divide a track, link

tracks and delete a track are prohibited completely

unless there is a command from the personal computer 1 to

make a request for any of the operations.

Control level 1: Operations to edit or delete a track

other than a check-out content are permitted.

Control level 0: No restrictions are imposed on the

operations.

It is needless to say that the above control levels

are typical. 1In actuality, a larger number of various

control levels 1s conceivable,.
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carried out by the personal conputer 1 and the secondary- recording-nmedi um
recordi ng/ reproduction apparatus 20A to transfer content data fromthe HDD
5 of the personal conmputer 1 to the secondary-recordi ng-nedi um ‘
recordi ng/ reproduction apparatus 20A in a check-out and to return the
content data checked out to the secondary- recording-nmedi um
recordi ng/ reproducti on apparatus 20A back to the HDD 5 in a check-in. In
actuality, a plurality of check-outs and check- ins of content data is
carried out in a comunication session. It is to be noted, however, that
only flows in one check-out of content data and one check-in of the
content data are described for the sake of explanation sinplicity. FIGS.
26 and 27 are a di agram showi ng processing of a check-out. In the
processi ng SownCprtERESCheekaRute7Cheelntinsl | i ng process executed by the
CPU 2 enployed in the personal conputer 1 conprises steps F101 to F112. On
the other hand, cBheréblingippodessreépedoneexpyadasppmecessiagch as the
systemcontrol unit 32 and the decryption processing unit 28, which are
enpl oyed i n déhreriset enday e peooeradialg-cediuter €c it e eaaiddnyon
apparatus 20A, conprises steps F201 to F215. It is to be noted that a
communi cat i GlReceASBIY+reRlium recording/reproduction apparatus 20A to

transfer content data from the HDD 5 of the personal

computer 1 to the secondary-recording-medium

recording/reproduction apparatus 20A in a check-out and

to return the content data checked out to the secondary-

recording-medium recording/reproduction apparatus 20A

back to the HDD 5 in a check-in.

In actuality, a plurality of check-outs and check-

ins of content data is carried out in a communication

session. It is to be noted, however, that only flows in

one check-out of content data and one check-in of the

content data are described for the sake of explanation

simplicity.

FIGS. 26 and 27 are a diagram showing processing of

a check-out. In the processing shown in FIGS. 26 and 27,

controlling process executed by the CPU 2 employed in the

personal computer 1 comprises steps F101 to F112. On the

other hand, controlling process executed by components

such as the system control unit 32 and the decryption

processing unit 28, which are employed in the secondary-
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i npl enented by executing a variety of control commands and issuing
responses to the control conmands. The check-out of content data stored in
the HOD 5 begins with a step F101 shown in FIG 26. At the step F101, the
CPU 2 issues a request for the start of an authentication process to the
secondary-recordi ng-medi um recording/reproduction apparatus 20A. That is
to say, an authentication-start control command is transmtted to the
secondary-recordi ng- medi um recordi ng/ reproducti on apparatus 20A. In
response to the authentication-start control comuand, the
secondary-recordi ng-medi um recordi ng/ reproducti on apparatus 20A inforns

t he per sonalrecosdpagemetioim secomeriogd|r e oadves tsody aRFanatals AWPhent i cati on
process at a step F201. That is to say, an authentication-start response
command i s toapsiistsed teps F120 lpdros@24l5 .conputer 1. Then, at a step F102,
the personal conputer 1 nekes a request for a leaf ID At this request,
the secondary-recdtdiagtoedeunvtedotianghr epmadudteahonappasabnsi20A
transmts a leaf ID stored at a step F202. 117 It is to be noted that the
personal conpgliemehteeX @y rReRdURE neal vaRieftyt hef seeandar eorgeerdd ng- medi um

recordi ng/ reproducti on apparatus 20A connected to the
and issuing responses to the control commands.

The check-out of content data stored in the HDD 5
begins with a step F101 shown in FIG. 26. At the step
F101, the CPU 2 issues a request for the start of an
authentication process to the secondary-recording-medium
recording/reproduction apparatus 20A. That is to say, an
authentication~start control command is transmitted to
the secondary-recording-medium recording/reproduction
apparatus 20A.

In response to the authentication-start control
command, the secondary-recording-medium
recording/reproduction apparatus 20A informs the personal
computer 1 of an approval of the start of the
authentication process at a step F201. That is to say, an
authentication-start response command is transmitted to
the personal computer 1.

Then, at a step F102, the personal computer 1
makes a request for a leaf ID. At this request, the
secondary-recording-medium recording/reproduction

apparatus 20A transmits a leaf ID stored at a step F202.
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personal conputer 1 in this way in order to determ ne whether or not the
apparatus 20A is an apparatus having a valid leaf ID. Then, at a step F103,
t he personal conputer 1 transmits an EKB for content data, which is to be
transferred hereafter, to the secondary-recordi ng-nedi um
recordi ng/ reproducti on apparatus 20A. Wen the secondary-recordi ng- nedi um
recordi ng/ reproducti on apparatus 20A receives the EKB, first of all, at a
step F203, the apparatus 20A stores the version nunber of the EKB (refer
to FIG 3) Then, at the next step F204, the secondary-recordi ng-nmedi um
recordlng/reproductlon apparatus 20A uses the received EKB and the stored
DNKs for executinglthésstepse(nytaddthgp)the paespratedompusadwh in FIG 15
to obtain a root key KR for the content data, and stores the root key KR
SubsequentlyxamunehethexﬂesﬁegDF@GStheheese@dnﬁahwecpedomm mediwieh um
recordi ng/ reproduction apparatus 20A inforns the personal conputer 1 that
t he root keyekRrhaag/reemrodtaiined appafrartmed 20Ratc onine cpredic essitiig t 0 obt ai n
the root key 118 KR has been conpleted, at a step F104, the personal
conputer 1 psgdenad eoRbutlercammndhiskiwag dnr otdest thodetaraliawt of the

actual check-out session to the secondary-
whether or not the apparatus 20A is an apparatus having a
valid leaf ID.

Then, at a step F103, the personal computer 1
transmits -an EKB for content data, which is to be
transferred hereafter, to the secondary-recording-medium
recording/reproduction apparatus 20A.

When the secondary-recording-medium
recording/reproduction apparatus 20A receives the EKB,
first of all, at a step F203, the apparatus 20A stores
the version number of the EKB (refer to FIG. 3). Then, at
the next step F204, the secondary-recording-medium
recording/reproduction apparatus 20A uses the received
EKB and the stored DNKs for executing the steps (1) and
(2) of the procedure shown in FIG. 15 to obtain a root
key KR for the content data, and stores the root key KR.

Subsequently, at the next step F205, the secondary-
recording-medium recording/reproduction apparatus 20A
informs the personal computer 1 that the root key KR has
been obtained.

Informed that the processing to obtain the root key
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recor di ng- medi um recordi ng/ reproducti on apparatus 20A. At this request,
the apparatus 20A transmts a response command indicating an approval of
the request for a start of the actual check-out session at a step F206. It
is to be noted that this response command is issued in response to the
control command by carrying out the authentication processing explai ned
earlier by referring to FIG 12. As described earlier, in the

aut henti cati on processing shown in FIG 12, the secondary-recordi ng-

medi um recor di ng/ reproducti on apparatus 20A not conformng to the SDM
standard is authenticated to determ ne whether or not the

secondar y- r EBohdisnyeradicomp Leded, diatglr efepd ddOidon tigpdeatsenal0A i s an
apparatus allowed to decrypt the encrypted content data and store the
cont ent dat acopudetrhé secmedary coadardi cgmmadidumakingar weshesyptfed st at e.
If the result of the authentication process is NG the check-out session
is of coursa ashattedf thee azitmatli aheak-blnt chesk-ocouttosads @rdondaaty-shown
in FIG 26 though. Next, at a step F105, the personal conputer 1 119
transmts ameededypigethedanine tedoayling/kBp rauc e hprarateisated .t oathe

content data to be transmtted thereafter, to the

secondar y- r eg@isdirgui@Re Unhiee GRdiradhise Pad4Glan@hmits a response
command indicating an approval of the request for a start
of the actual check-out session at a step F206.

It is to be noted that this response command is
issued in response to the control command by carrying out
the authentication processing explained earlier by
referring to FIG. 12.

As described earlier, in the authentication
processing shown in FIG. 12, the secondary-recording-
medium recording/reproduction apparatus 20A not
conforming to the SDMI standard is authenticated to
determine whether or not the secondary-recording-medium
recording/reproduction apparatus 20A is an apparatus
allowed to decrypt the encrypted content data and store
the content data onto the secondary recording medium in
an unencrypted state. If the result of the authentication
process is NG, the check-out session is of course aborted.
The abortion of the check-out session is not shown in FIG.
26 though.

Next, at a step F105, the personal computer 1
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apparatus 20A. Receiving the encrypted content key E (KR, CK), the
secondary-recordi ng- nedi um recordi ng/ reproducti on apparatus 20A executes
the step (3) of the procedure shown in FIG 15 at a step F207. At the step
(3) , the stored root key KR is used for decrypting the encrypted content
key E (KR, CK) to produce the content key CK. Then, at the next step F208,
the personal conputer 1 is infornmed that the decryption process to produce
the content key CK has been conpleted. At a step F106, the personal
conputer 1 transmts a record-object control command shown in FIG 18 to
the secondary-recordi ng-medi um recording/reproduction apparatus 20A to
rovi de i nf FraPSHIFSorfth FuHEed ctethdeke E olER heiaf tvricly e
P . . ( : .
secondary-recordi ng- medi um recordi ng/ reproduction apparatus 20A. It is to
be not ed t hatehated deoridw ycandesrididata realihem teoond tigga epreockect e,
apparatus 20A transmts a response conmand to the personal conputer 1.
This resportse Womsewbrida motr adoer digsporeshl wo nmeswk dhroyvréprdduetich, but a
response conmand shown in none of the figures 120 and expl ai ned in none of
t he descri ptappexzatidid 2 02esponse command has a size of 25 bytes. Fromthe
notice transmtted at the step F208 to

Receiving the encrypted content key E (KR, CK), the
secondary-recording-medium recording/reproduction
apparatus 20A executes the step (3) of the procedure
shown in FIG. 15 at a step F207. At the step (3), the
stored root key KR is used for decrypting the encrypted
content key E (KR, CK) to produce the content key CK.

Then, at the next step F208, the personal computer 1 is
informed that the decryption process to produce the
content key CK has been completed.

At a step F106, the personal computer 1 transmits a
record-object control command shown in FIG. 18 to the
secondary-recording-medium recording/reproduction
apparatus 20A to provide information on a content to be
checked out hereafter to the secondary-recording-medium
recording/reproduction apparatus 20A.

It is to be noted that the secondary-recording-
medium recording/reproduction apparatus 20A transmits a
response command to the personal computer 1. This

response command is not the response command shown in FIG.

19, but a response command shown in none of the figures
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i ndi cate conpletion of the decryption process to obtain the content key CK
and fromthe response command transmtted in response to the record-object
control comand, the personal computer 1 recognizes that preparations for
reception and decryption of content data have been conpleted at the
secondary-recordi ng-medi um recording/reproduction apparatus 20A. Thus, the
flow of the check-out goes on to Pl representing a step F107 shown in
FIG 27. At this step, the content data is transferred to the personal
conmputer 1. To be nore specific, content data E (CK, A3D) encrypted by the
content key CKis transmtted. On the other hand, the flow of the check-out
in the secendaeyxpledoedi ig- mogieunir dder diesgriadriomsct | hisapparanas 20A
goes on to Rl representing a step F209 shown in FIG 27. At this step, the
encrypt ed cootneand datsa aEs(i@l€, oA3RP by tescei ved. Then, the step (4) of the
procedure shown in FIG 15 is executed to decrypt the encrypted content
data E (CK, A3D) byromi tijet hettoat entnskéyt&H andthe stepeFEheé tontent data
A3D obtained as a result of the decryption process onto the mni disk 100.
121 Furthenmdieat2 eofipdRitilon iof gereRiyfuion diwcdyene yitd rcont ent

data. A process to generate a content
the content key CK and from the response command
transmitted in response to the record-object control
command, the personal computer 1 recognizes that
preparations for reception and decryption of content data
have been completed at the secondary-recording-medium
recording/reproduction apparatus 20A. Thus, the flow of
the check-out goes on to Pl representing a step F107
shown in FIG. 27. At this step, the content data is
transferred to the personal computer 1. To be more
specific, content data E (CK, A3D) encrypted by the
content key CK is transmitted.

On the other hand, the flow of the check-out in the
secondary-recording-medium recording/reproduction
apparatus 20A goes on to Rl representing a step F209
shown in FIG. 27. At this step, the encrypted content
data E (CK, A3D) is received. Then, the step (4) of the
procedure shown in FIG. 15 is executed to decrypt the
encrypted content data E (CK, A3D) by using the content

key CK and to store the content data A3D obtained as a

result of the decryption process onto the mini disk 100.
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IDwll be described in detail later. When the processes to transfer a

pi ece of content data such as a piece of nmusic fromthe personal conputer
1 to the secondary-recording-nedi um recording/reproduction apparatus 20A
and to record the content data onto the mni disk 100 are conpleted, it is
necessary to update the U-TOCC on the mni disk 100 right away. As
described earlier, the U-TOC recorded on the 1inner circunference portion
of the mni disk 100 is used for nanaging the start and end addresses of
each track such as each piece of nusic and other information. In an
operation to reproduce a track, the track's addresses on the mni disk 100
are obt ai nedufritnermiea e} FOCONteNthild drbainemattechdnwmmertheat t he poi nt of
time the process to record the content data onto the mini disk 100 is
conpl et ed, omlepnciyptddlCOnstemrtedlata .t ha pubtess mengeyed@tesaupdatedtat a
step F210. That is to say, the U TOC on the mni disk 100 is not updated
ri ght away. Ivhemnltth®epesesdibed Updaleaaille 1GtERC in the buffer nenory 30
is conpleted, a record-object response command expl ained earlier by

referring to FIG #Rehstheapsstbbeds123 teahbecpehSpnakeCoRPEbREAtAl the
next step F211. At this point of tinme, the processing to wite the
data such as a piece of music from the personal computer
1 to the secondary-recording-medium
recording/reproduction apparatus 20A and to record the
content data onto the mini disk 100 are compléted, it is
necessary to update the U-TOC on the mini disk 100 right
away.

As described earlier, the U-TOC recorded on the
inner circumference portion of the mini disk 100 is used
for managing the start and end addresses of each track
such as each piece of music and other information. In an
operation to reproduce a track, the track’s addresses on
the mini disk 100 are obtained from the U-TOC.

In this embodiment, however, at the point of time
the process to record the content data onto the mini disk
100 is completed, only the U-TOC stored in the buffer
memory 30 is updated at a step F210. That is to say, the
U-TOC on the mini disk 100 is not updated right away.

When the process to update the U-TOC in the buffer
memory 30 is completed, a record-object response command

explained earlier by referring to FIG. 19 is transmitted
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pi ece of content data is conpleted and the content ID generated for the
content data at the step F209 is reported to the personal conputer 1 by
being included in the record-object response command. At a step F108, the
personal conputer 1 carries out processing on a content-ID table in
accordance with the notice of the content ID. As will be described |ater,
the processing is processing to associate a content ID generated by the
personal conputer 1 and appended to the content data stored in the HDD 5
with the content 1D generated by the secondary-recordi ng-nmedi um
recordi ng/ reproduction apparatus 20A at the step F209. Next, at a step
F109, the pé&osthal pegsomadr computarsi teg &hehacktowtearoitdldl. command shown
in FIG 17 to the secondary-recording-medi umrecordi ng/ reproduction
apparatus 20A. At Rhethéstpstiep FIl@imehether ponakseanguter wtitepdakes t he
usage rule for the content data because of the check-out of the content
data. To bepiece sfeciohitenta dad@ntientcomplhitdds atiargrd donwdesy ementing t he
nunber of allowabl e check-outs for the content data by one. At a step

F212, the sgepegaryd oar dnkgdidien® HAZal @GO ¢ P Feductison appar at us
20A carries out processing of an actual check-out requested by the check-
reported to the personal computer 1 by being included in
the record-object response command.

At a step F108, the personal computer 1 carries out
processing on a content-~ID table in accordance with the
notice of the content ID. As will be described later, the
processing is processing to associate a content ID
generated by the personal computer 1 and appended to the
content data stored in the HDD 5 with the content ID
generated by the secondary-recording-medium
recording/reproduction apparatus 20A at the step F209.

Next, at a step F109, the personal computer 1
transmits a check-out control command shown in FIG. 17 to
the secondary-recording-medium recording/reproduction
apparatus 20A.

At the next step F110, the personal computer 1
updates the usage rule for the content data because of
the check-out of the content data. To be more specific, a
content right is changed by decrementing the number of
allowable check-outs for the content data by one.

At a step F212, the secondary~recording-medium
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out control command. To be nore specific, the UUTOC on the mni disk 100
is updated to put the recorded content data in a reproducible state. In
this way, a right to reproduce content data is given to the secondary
recording medium It is to be noted that, at that tine, in the track node
of content data in U-TOC sector 0, the bit dl has been set at 1 to put the
content data in a wite- protected state. Wien the processing to update the
U- TOC for the check-out is conpleted, at a step F213, a check-out
response conmmand is transmtted to the personal conputer 1 to informthe
personal conputer 1 that the processing to update the U TOC for the
check- out haechedingdmepaoddctiont Rppageitits @O0A iaaxr itase oatfeck- out or t he
transfer of a content right is conpleted. In response to the conpletion of
check-out, atromesstiag BXlan wEodupdr stueak —oorp utesueb ttedaignithe aheakt+ ol
command requesting an end of the session to the secondary-recordi ng-nmedi um
recor di ng/ r eptoduattiren cappanat.UsT20¥e Mbra spepiE2t4, thheUappar ahus 20A
transmts a response conmand approving the end of the 124 session to the
personal compet @ink. dAlska 190ep sFhibda telde toepianahe agudreled] dondRsyE ts a
data in a reproducible state. In this way, a right to
reproduce content data is given to the secondary
recording medium.
It is to be noted that, at that time, in the track
mode of content data in U-TOC sector 0, the bit dl has
been set at 1 to put the content data in a write-
protected state.
When the processing to update the U-TOC for the
check-out is completed, at a step F213, a check-out
response command is transmitted to the personal computer
1 to inform the personal computer 1 that the processing
to update the U-TOC for the check-out has been completed.
At this point of time, the check-out or the
transfer of a content right is completed.
In response to the completion of check-out, at a
step F1l1ll, the personal computer 1 transmits a control
command requesting an end of the session to the
secondary-recording-medium recording/reproduction

apparatus 20A. At a step F214, the apparatus 20A

transmits a response command approving the end of the
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control comuand to end the authentication state to the
secondary-recordi ng- medi um recordi ng/ reproducti on apparatus 20A. In
response to this control command, the apparatus 20A transmits a response
command to approve the end of the authentication state to the personal
conputer 1 at a step F215. At this point of tine, a sequence of

communi cations for inplenenting the check-out is ended. It is to.be noted
that, if a plurality of contents having a conmon root key are checked out
by carrying out the comrunications descri bed above, it is necessary only
to repeat the steps F105 to F108 and the steps F207 to F211 for each of
the second sedssgbsdguahe eemsemad. compsfededsi ve contents with different
EKB versions nust be transferred continuously, an EKB al so needs to be
transferred along htth esbheh BLl2hetbenpenssnalNegbmptiherchetkanamptecessi ng
is explained by referring to FIG 28. In the processing shown in FIG 28,
control exeoutedlby ommandPio? eealp [tbyee chuth et qaarison &l tatenmust ehel
conprises steps F101 to F156. On the other hand, control executed by

conponent s seebnds riyhe esysidaMocaidio Weido rdld nt/r erd dulta: idecr ypt i on
processing unit 28, which are enployed in the secondary-recordi ng-nedi um
recordi ng/ r gpHAdIGHIsOR0A. In response to this control command, the

apparatus 20A transmits a response command to approve the

end of the authentication statelto the personal computer

1 at a step F215.

At this point of time, a sequence of communications
for implementing the check-out is ended.

It is to be noted that, if a plurality of contents
having a common root key are checked out by carrying out
the communications described above, it is necessary only
to repeat the steps F105 to F108 and the steps F207 to
F211 for each of the second and subsequent contents.

If successive contents with different EKB versions
must be transferred continuously, an EKB also needs to be
transferred along with each of the contents.

Next, the check-in processing is explained by
referring to FIG. 28.

In the processing shown in FIG. 28, control
executed by the CPU 2 employed in the personal computer 1
comprises steps F10l1 to F156. On the other hand, control

executed by components such as the system control unit 32
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apparatus 20A, conprises steps F201 to F257. Also in this case, a

communi cation session is inplenented by using a variety of control
commands and a variety of response commands generated in response to the
control commands. Also in the case of a check-in, processing including the
start of an authentication process, a transfer of an EKB and a search for
a root key is carried out in the sane way as the check-out descri bed
above. To be nore specific, pieces of processing varied out at steps F101
to F103 and F201 to F205 are the sane as their counterparts shown in FIG
26, meking it unnecessary to repeat their explanation. At a step F150, the
per sonal comut ehel decayphiiosn @rocestsiclg comtard mdiin & reeguesioviest t he
start of a check-in session to the secondary-recordi ng-nedi um

recor di ng/ r épr athec sieeo najapgr-aters r20Ag-me diesp arese ridi rigYirep roantatdlorc ommand,
t he secondary-recordi ng-medi um recordi ng/reproduction apparatus 20A

transmits aappeapeatse 200 Madthpatis2sStseepf2%R01 ttd ¥257 .be noted that, also
in this case, the authentication processing explained earlier by

referring to FIG A2sbsifathigdcadk, d2BohhuhheatesHl keebibheis

aut henti cati on processing carried out on the secondary-recordi ng-nmedi um
implemented by using a variety of control commands and a
variety of response commands generated in response to the
‘control commands.

Also in the case of a check-in, processing
including the start of an authentication process, a
transfer of an EKB and a search for a root key is carried
out in the same way as the check-out described above. To
be more specific, pieces of processing varied out at
steps F101 to F103 and F201 to F205 are the same as their
counterparts shown in FIG. 26, making it unnecessary to
repeat their explanation.

At a step F150, the personal computer 1 transmits a
control command making a request for the start of a
check-in session to the secondary-recording-medium
recording/reproduction apparatus 20A. In response to this
control command, the secondary-recording-medium
recording/reproduction apparatus 20A transmits a response
command at a step F250. It is to be noted that, also in
this case, the authentication processing explained

earlier by referring to FIG. 12 is carried out.
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recordi ng/ reproduction apparatus 20A is OK the requested check-in session
is started. In this case, the personal conputer 1 nmakes a request for the
| D of content data to be checked in at a step F151. For exanple, the '
personal conputer 1 transmts a track nunber (of the content data to be
checked in) on the mni disc 100 to the secondary- recording-nmedi um
recordi ng/ reproduction apparatus 20A, naking a request for the content ID.
At this request, first of all, at a step F251, the
secondar y-recordi ng- medi um recordi ng/ reproducti on apparatus 20A fornms a
j udgnment as to whether or not _the sEecified content data or the specified
track is content dat5PEnaEsEAk BE EREcR¥APPRIITRELIPHIBHEFESEARIDE f or med
by exam ning the wite protect flag or the dl bit of the track node
recorded i n @REIBITOEH O tHhe Sesdhdamy¥egqqdingsmaskivm bed | ater. Content
data is determ ned to be content data that can be checked in if the
content dat &y e narrdded-iaan atrandtnhis e IMKs the emduesifed
check-out and has not been edited on the mni disc 100. If the content
dat a can be chieekkda isessdiora ist eyrar®25R, ThethbDsotaske toet eetrsdabad is
prepared. To put it 127 concretely, a content IDis conputed at this point
of tinme, orocampualareddynakesput etcaradd duar ddd danteeNtcdrld driz data to
be checked in at a step F151. For example, the personal
computer -1 transmits a track number (of the content data
to be checked in) on the mini disc 100 to the secondary-
recording-medium recording/reproduction apparatus 20A,
making a request for the content ID.
At this request, first of all, at a step F251, the
secondary-recording-medium recording/reproduction
apparatus 20A forms a judgment as to whether or not the
specified content data or the specified track is content
data that can be checked in. The judgment can be formed
by examining the write protect flag or the dl bit of the
" track mode recorded in the U~-TOC for the track. This will
be described later.
Content data is determined to be content data that
can be checked in if the content data has been recorded
on the mini disc 100 as a result of a check-out and has
not been edited on the mini disc 100.

If the content data can be checked in, at a step

F252, the ID of the content data is prepared. To put it
127




read out. A technique for generating a content IDwII|l be described |ater.
Then, at the next step F253, the content IDis transmtted to the personal
conputer 1. It is to be noted that, if the content data to be checked in"
is not content data that can be checked in, on the other hand, the
personal conputer 1 is informed of the fact, and an error-handling process
is carried out thereafter. At a step F152, the personal conputer 1
collates the content ID received fromthe secondary-recordi ng- nmedi um
recordi ng/ reproduction apparatus 20A. To be nore specific, the content |ID
received fromthe secondary- recording-nmedi umrecording/reproduction
appar at us 26éncgetedgparedonitehtaIdaved compuded BD, thiischpoias géner at ed by
t he secondary-recordi ng- medi um recordi ng/ reproducti on apparatus 20A and
transm tt edtimet herpensedzkadgnpomeutiéd andarekeckieduconteatsdPedsl D was
then stored in the personal conputer 1 as table data associated with a
content | D genearatied by téehpegsentbr coapatetidg dheontentedd Wbl abe
conpared with each other in order to assure that the content data to be

checked in pgsstheébe@onteel .Cconhen] &otehe l1R8xtfstbp ressltiné tberentlation
is OK at a step F153, an actual check-in is requested. If the result of

ID is transmitted to the personal computer 1.

It is to be noted that, if the content data to be
checked in is not content data that can bé checked in, on
the other hand, the personal computer 1 is informed of
the fact, and an error-handling process is carried out
thereafter.

At a step F152, the personal computer 1 collates
the content ID received from the secondary-recording-
medium recording/reproduction apparatus 20A. To be more
specific, the content ID received from the secondary-
recording-medium recording/reproduction apparatus 20A is
compared with a saved content ID, which was generated by
the secondary-recording-medium recording/reproduction
apparatus 20A and transmitted to the personal computer 1
in a check-out. The saved ID was then stored in the
personal computer 1 as table data associated with a
content ID generated by the personal computer 1. The
content IDs are compared with each other in order to

assure that the content data to be checked in is the

correct content data.
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the collation is NG on the other hand, error processing is carried out.
check-in is requested at the step F153 by issuing a check-in control
command shown in FIG 20. In the check-in control conmand, the val ue of
the sub-function is set at 00h to indicate an actual check-in as shown in
FIG 21. The list IDis set at a value specifying the
secondary-recordi ng- medi um recordi ng/ reproducti on apparatus 20A. The
obj ect position nunber is set at a value specifying the track nunber of
the check-in content on the mni disc 100. At the next step F154, a usage
rule for the content_ _data is updated in accordance with the check-in
control command. Tolbeth@reesipei et cthe heohlabien ofs pefniated stemnsfers
is incremented by one. At a step F254, the secondary-recording-nmedi um
recor di ng/ r Egbsduéhi @¢ tagdaciiaek 20A ispdatme stittesl .U- TECthdatasuls pfit it in
detail, the contents of U TOC sector O are updated to delete the track
used as a chbdek<ciol leltjiiont isf Ne&m tome thieniottiest bR, Eratod prcwesayi.ng he
track is put in an irreproducible state or a state of losing a
reproducti odsricghtrieti?2®uthen, at the next step F255, the check-in response
command shown in FIG 22 is transmtted.
A check-in is requested at the step F153 by issuing
a check-in control command shown in FIG. 20. In the
check-in control command, the value of the sub-function
is set at 00h to indicate an actual check-in as shown in
FIG. 21. The list ID is set at a value specifying the
secondary-recording-medium recording/reproduction
apparatus 20A. The object position number is set at a
value specifying the track number of the check-in content
on the mini disc 100.
At the next step F154, a usage rule for the content
data 1is updated in accordance with the check-in control
command. To be more specific, the number of permitted
transfers is incremented by one.
At a step F254, the secondary-recording-medium
recording/reproduction apparatus 20A updates the U-TOC
data. To put it in detail, the contents of U-TOC sector 0
are updated to delete the track used as a check-in object
from the mini disc 100. That is to say, the track is put

in an irreproducible state or a state of losing a

reproduction right.
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At this point of tinme, the check-in or the operation to return the content
right is conpleted. Upon conpletion of the check-in, at a step F155, the
personal conputer 1 transmits a control command naking a request for an
end of the session to the secondary-recording-nmedi um
recordi ng/ reproduction apparatus 20A. In response to this control conmmand,
the apparatus 20A transmts a response conmand approving the end of the
session to the personal conputer 1 at a step F256. At a step F156, the
personal conputer 1 transmts a control command naking a request for an
end of the authentication state to the secondary-recording-medi um

recor di ng/ repr oducthen, apparheuse2bAsten Feébpontbet shepksincoasponseonmand,
t he apparatus 20A transnits a response comand approving the end of the
aut hent i cat icommsinglt ehpen time FF€r.s @Ralisc drputseritteat. a step F257. At this
point of time, the sequence of communications for the check-in is ended.

It is to be noted Ahathisfpaiptuoél tiyeof thentkrti-inust bkrechecked i n by
carrying out the communications described above, the operation to verify

t he cont ent obRrkd3doandot ke toper ahieorondendudsiht e ceagkdted.that is, the
steps F151 to F154 and F251 to F255, need to be repeated

Upon completion of the check-in, at a step F155,
the personal computer 1 transmits a control command
making a request for an end of the session to the
secondary-recording-medium recording/reproduction
apparatus 20A., In response to this control command, the
apparatus 20A transmits a response command approving the
end of the session to the personal computer 1 at a step
F256.

At a step F156, the personal computer 1 transmits a
control command making a request for an end of the
authentication state to the secondary-recording-medium
recording/reproduction apparatus 20A. In response to this
control command, the apparatus 20A transmits a response
command approving the end of the authentication state to
the personal computer 1 at a step F257.

At this point of time, the sequence of
communications for the check—-in is ended.

It is to be noted that, if a plurality of contents

must be checked in by carrying out the communications

described above, the opération to verify the content ID
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for each of the contents. 11: Generation and Managenent Techni ques of
Content IDs Usage rules followed in check-ins and check-outs are nanaged
by using content I Ds for each content. As described before, in a secondary
recording mediumconformng to the SDM standard, a format all ow ng
content IDs to be recorded is adopted. Thus, in a check- out or a check-in,
both the personal conputer 1 and the secondary-recording-nmedium .

recordi ng/ reproducti on apparatus 20B conformng to the SDM format are
capable of identifying content data used as an object of the check-out or
t he check-in by using a content ID provided for the content data. However,

t he secondalyir &86r GRSFAFEP URC FEEHEH th dhee seRictiton Esfaridt us®0A for a
secondary recording nediumsuch as the mni disc 100, which has been
becom ng popgHeRs Fdrlt ke Fastt waatr §251s teotf Zoapaiaed gfo ikemarfeatag cont ent
data by using a content ID provided for the content data. This is because,
as a resul tfogf eacthedk thgt cosdrenér®. data is recorded on the nini disc 100
including no area for storing a content ID. 131 Even if such an area is
newly prescribed in the UUTOCC or the like and a content IDis recorded on
the mni disc 100, the content IDwII be inadvertently erased in an
11: Generation and Management Techniques of Content IDs
Usage rules followed in check-ins and check-outs
are managed by using content IDs for each content.
As described before, in.a secondary recording
medium conforming to the SDMI standard, a format allowing
content IDs to be recorded is adopted. Thus, in a check-
out or a check-in, both the personal computer 1 and the
secondary-recording-medium recording/reproduction
apparatus 20B conforming to the SDMI format are capable
of identifying content data used as an object of the
check-out or the check-in by using a content ID provided
for the content data.
However, the secondary-recording-medium
recording/reproduction apparatus 20A for a secondary
recording medium such as the mini disc 100, which has
been becoming popular for the past years, is not capable
of identifying content data by using a content ID
provided for the content data. This is because, as a

result of a check-out, content data is recorded on the

mini disc 100 including no area for storing a content ID.
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operation carried out by a mni-disc recorder of the old type to update
the U-TOC. Thus, content |IDs cannot be nmanaged in the mni disc 100. If
content | Ds cannot be managed in the secondary recording nedium a
check-out is possible even though a check-in is inpossible because content
data cannot be <collated in the check-in process. In order to solve this
probl em the secondary- recording-nedi umrecording/reproduction apparatus
20A is provided with a function for generating a content ID from the
content data itself. In addition, in the personal conputer 1 is provided
with table data.used for conparing a first content |D generated by the
personal coBpenedflsught Rnaagegond aeMtlanPrepcgdbpecatiad the Uhd@0S€eosndary-
recor di ng- medi um r ecordi ng/ reproducti on apparatus 20A. First of all, a
t echni que adbpt édkky anhle as eoortgarty IDr ésoreicogdeddiommthec ovidiinglisepr oduct i on
apparatus 20A to generate a content ID is explained. For generation of a
content | D ab0gonhentodakat IDhenidli beprimadded tantigneriasedcdnr ynng out a
CBC_MAC process by sanpling particular data in a content-data 132 stream
in additionoperbtaek icatreiedt oot dYdaamiaitailsc Fetd rdepr eFerhienglidhe
| ength of the content data. FIG 29 is an explanatory di agram show ng a
nodel type to update the U-TOC. Thus, content IDs cannot be '
managed in the mini disc 100.

If content IDs cannot be managed in the secondary
recording medium, a check-out is possible even though a
check-in is impossible because content data cannot be
collated in the check-in process.

In order to solve this problem, the secondary-
recording-medium recording/reproduction apparatus 20A is
provided with a function for generating a content ID from
the content data itself. In addition, in the personal
computer 1 is provided with table data used for comparing
a first content ID generated by the personal computer 1
with a second content ID generated by the secondary-
recording-medium recording/reproduction apparatus 20A.

First of all, a technique adopted by the secondary-
recording-medium recording/reproduction apparatus 20A to
generate a content ID is explained.

For generation of a content ID of content data,

there is provided a means for carrying out a CBC_MAC

process by sampling particular data in a content-data
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representing the entire content data such as nusic. This content data is a
data streamin a state of being conpressed by adoption of the ATRAC or
ATRAC3 technique. The content data has been transmtted by the personal
conputer 1 in a check-out in an encrypted state, and decrypted to produce
the data stream Assune for exanple that points Pl and P2 are set as
sanpling points for the content data, and data of sound wunits each
represented a hatched rectangle at the sanpling points Pl and P2 is
extracted. Data of a sound wunit has a typical length of 424 bytes. The
data of a sound unit thus corresponds to the sound unit explained earlier
by referringtegam &n gddddieverto ttackatiaformatioouddud coddentnot have to
correspond to the sound unit explained earlier. A content IDis then
gener at ed byiasi mgptriksesdiipioedhepdengsh bife thet wainteort eattadat a. The start
and the end of a content should be avoided as a |ocation at which a
sanpling point is Be6. 28Pnte at esplanbeowytdiagrhm bbhowisgoh poeasibility
that the start and the end of a content are each a silent 133 location. In
addi tion, byepekkiengingnphien@npairet Sodttedt kocat iserh as$ nustike canesw th
the sanpling points P1 and P2 described above, the probability of
extracti ng ¢Bnd@t data is a data stream in a state of being
compressed by adoption of the ATRAC or ATRAC3 technique.
The content data has been transmitted by the personal
computer 1 in a check-out in an encrypted state, and
decrypted to produce the data stream.
Assume for example that points Pl and P2 are set as
sampling points for the content data, and data of sound
units each represented a hatched rectangle at the
sampling points Pl and P2 is extracted. Data of a sound
unit has a typical length of 424 bytes. The data of a
sound unit thus corresponds to the sound unit explained
earlier by referring to FIG. 8. However, the data of a
sound unit does not have to correspond to the sound unit
explained earlier.
A content ID is then generated by using the sampled
part of the actual content data.
The start and the end of a content should be
avoided as a location at which a sampling point is set

since it is quite within the bounds of possibility that

the start and the end of a content are each a silent
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data can be increased. Fromunique data, it is possible to generate a

content ID
descriptor.

having a sufficiently effective function as a content
It is needless to say that sanpling points can be set at

nore | ocations. Moreover, a sanpling point at one |ocation other than

start and t

he end of a content is not insufficient. Furthernore, if th

sanpling points P1 and P2 are set at |ocations determ ned in accordan
with the data size, that is, the length of content data, instead of
set at |l ocations selected at random for particular content data, the
content IDis obtained without regard to the nunber of tines the

cal cul ati onlecagiogont ént afpitsopepbdt BELLTREL SREPLSNFaPOiptst RE éont ent
is recorded on the secondary recording nmedium the content ID
does not redwiceddons lgs stsorldie ewsiet witheddss e anpd iswhwadaritse®l |aDdcan be

data itself

gener ated by

ti mes. Thi s Pheesmeridedraibesd,t theneoedsdriyl ittty rec et rasuicnga wdmiuent
the mni disc 100 used as a secondary recording nmedium To put it

concretely,

daha sanplbend naaieeised?l EpdmPdniddeadatsaect igt ikopaskObseat

di stances of 1/3 and 2/3 of the data length or the data size fromthe
of the contert gen@ra@@UlaS@oritiait atahia®ihcAle S ilddad, t«F ddaihecat i ons

function as a content descriptor. It is needless to say
that sampling points can be set at 3 or more locations.
Moreover, a sampling point at one location other than the
start and the end of a content is not insufficient.

Furthermore, if the sampling points Pl and P2 are
set at locations determined in accordance with the data
size, that is, the length of content data, instead of
being set at locations selected at random, for particular
content data, the same content ID is obtained without
regard to the number of times the calculation of a
content ID is repeated. That is to say, if the content
data itself is recorded on the secondary recording medium,
the content ID does not required to be stored on it,
because the same content ID can be generated by
corresponding the sampling points regardless of number of
times. This phenomenon makes it unnecessary to record
such a content ID on the mini disc 100 used as a
secondary recording medium.

To put it concretely, the sampling points Pl and P2
134
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at distances of 1/3 and 2/3 of the data length fromthe end of the
content. For exanple, the |locations can be set at distances of the data

| ength's any fractions such as 1/2, 1/4, 3/4, 1/5, 2/5, 3/5, 4/5, 1/6, 5/6
and so on of the data length fromthe end of the content. A technique to
find a content ID fromcontent data by using a hash function is expressed
by using Eq. (1) as follows: Content ID = CBC MAC (Key hash, 1V, Stream
(P1) Stream (P2) --- (1) where Key hash is intrinsic key data having a size
of 8 bytes, Stream (Pl) is data of a sound group at the sanpling point

P1, Stream (P2) is data of a sound group at the sanpling point P2,

notati on // adencteds adn lopertdtoors adf ddereatasatd o/ 3Tkus] 207Gt atfi dheSt r eam
(P1) // Stream (P2) represents a concatenation of the data of the sound
unit at thelazamlemghp@imitthiél darvd tdieeddirmmoftHehersbwid theowontaint.he
sanpling point P2. The concatenated data has a |ength of 424 X 2 bytes.

Not ati on | VAfs camrisi,t ithle Maldie: iofn s aGRBC el e ildG pwWana e l1egidi ofs 8
bytes, and is expressed by Eq. (2) in terns of a content |ength (Length)

with a sizeaaf #sthHes ¥ 1130wl t/ack f ARy ridon dnbackiYede BHee) as

end of the content. For example, the locations can be set
at distances of the data length’s any fractions such as
1/2, 1/4, 3/4, 1/5, 2/5, 3/5, 4/5, 1/6, 5/6 and so on of
the data length from the end of the content.

A technique to find a content ID from content data
by using a hash function is expressed by using Eq. (1) as
follows:

Content ID = CBC_MAC (Key hash, IV, Stream (Pl) //
Stream (P2) --—- (1)
where Key hash is intrinsic key data having a size of 8
bytes, Stream (Pl) is data of a sound group at the
sampling point P1l, Stream (P2) is data of a sound group
at the sampling point P2, notation // denotes an operator
of concatenation.

Thus, notation Stream (Pl) // Stream (P2)
represents a concatenation of the data of the sound unit
at the sampling point Pl and the data of the sound group
at the sampling point P2. The concatenated data has a
length of 424 X 2 bytes.

Notation IV i1s an initial value of a CBC mode
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follows: IV = {Length // TrackModeByte // 32 bits padded wth zero) ---
(2) In this case, the 4-byte content size and the 1- byte track nopde
i ncluded in the record-object control command shown in FIG 18 can be used
as the content Ilength (Length) with a size of 4 bytes and 1 byte track
information (Track Mode) in Eq. (2). Such a content IDis generated by a
HASH engi ne nounted typically on the decryption processing unit 28 of the
secondar y-recordi ng- medi um recordi ng/ reproducti on apparatus 20A. The
initial value IV conputed by using Eq. (2) is substituted into Eq. (1) for
the termIV. The secondary-recording-nedi umrecording/reproduction
appar at us 2bAvileg @pdisingtdf odoBplpvited .t Bad [dist ienPragses Ow Bg-on2)
information included in the record-object control command received at the
step F106 ofint e rpiseci- eutcongesdi drenchdwn(LienctihG, wAgh |an sddd tiford, prior to
a transfer of content data, the length of the content data can be
identified foyarast kend deibysrst drevadt H ndio dnteet icont @ta iMoglaBydealdeds i n t he 136
record-obj ect control conmand. Thus, the distances of 1/3 and 2/3 of the
content | engtdllfoais:l ocati ons of the sanpling points P1 and P2 can al so be
determ ned prior to
IV = {Length // TrackModeByte // 32 bits padded
with zero} -—— (2)
In this case, the 4-byte content size and the 1-
byte track mode included in the record-object control
command shown in FIG. 18 can be used as the content
length (Length) with a size of 4 bytes and 1 byte track
information (Track Mode) in Eq. (2).
Such a content ID is generated by a HASH engine
mounted typically on the decryption processing unit 28 of
the secondary-recording-medium recording/reproduction
apparatus 20A. The initial value IV computed by using Eq.
(2) is substituted into Eqgq. (1) for the term IV. The
secondary-recording-medium recording/reproduction
apparatus 20A is capable of computing the initial value
IV from information included in the record-object control
command received at the step F106 of the check-out
session shown in FIG. 26.
In addition, prior to a transfer of content data,

the length of the content data can be identified from the

content length or the content size included in the
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a transfer of the content data. Therefore,
sound groups at the sanpling points Pl and P2 are extracted foll ow ng
start of the actual transfer of the content data, a content |ID can be

after pieces of data of the

the

conputed by using Eq. (1). For content data recorded on the mni disc 100,
the size of the content data can of course be found fromthe data of
U- TOC sector 0. Thus, the locations of the sanpling points Pl and P2 can

be determined. In addition, a track node included in the record- object

control command transmitted in a check-out is recorded as a track node in
U- TOC sector 0 so that the initial value IV can be found from data of

U- TOC sect oregorigyolpsiesd Egnte)l. commendi.or Thoat ehheddiatencesded bni3t he

m ni disc
exanpl e,

100, a content ID can be found at any point of tine. For

t hensle@didarfy thec coditeg-tmédingrohr €oar diowgytriemsoductthen appar at us

20A is capable of generating a content ID of its own for content data used
as an obj ectsaabldangheoldndist Pas atels @2 loach aliewe beUdlesesntimedc pntient tloD

generated by the secondary 137 recordi ng-nmedi um recordi ng/ reproduction

appar at us 2@8Atirans¥ssocifattdeé Woht et tC elattant
1 and stored in the HDD 5, however, the content

conput er

Therefore, after pieces of data of the sound groups
at the sampling points Pl and P2 are extracted following
the start of the actual transfer of the content data, a
content ID can be computed by using Eqg. (1).

For content data recorded on the mini disc 100, the
size of the content data can of course be found from the
data of U-TOC sector 0. Thus, the locations of the
sampling points Pl and P2 can be determined.

In addition, a track mode included in the record-
object control command transmitted in a check-out is
recorded as a track mode in U-TOC sector 0 so that the
initial value IV can be found from data of U-TOC sector 0
by using Eq. (2).

Thus, for content data recorded on the mini disc
100, a content ID can be found at any point of time.

For example, the secondary-recording-medium
recording/reproduction apparatus 20A is capable of
generating a content ID of its own for content data used
as an object of a check-out as described above.

Unless the content ID generated by the secondary-
137
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| D generated by the apparatus 20A cannot be utilized properly. The content
ID stored in the HDD 5 as descri bed above is generated for content data by
an application running on the personal conmputer 1. The content ID found in
advance by this application conprises information unique to the apparatus
(the personal conputer 1) having a primary recordi ng nedi um such as the
HDD 5, tine information stored in the HDD 5 and a random nunber. An
exanple of the information unique to the personal conputer 1 is an ID
unique to the application installed in the personal conputer 1. A second
content | D generated by the secondary- recording-nedi um

recor di ng/ réﬁﬂ@d@éﬁ%ﬁ‘eﬁﬁpw OGP TEORG/ & ePELSNE teitasd alﬂpatrf‘?é'-lﬁer%éls
conputer 1 with a first content |ID generated by the personal conmputer 1 as
descri bed abewediateablvd tdatea comdemti FDFig@negd@ted biys the ipenseined t hat t he
tabl e data represents associations unique to the apparatus using a primary
recordi ng medmputeucll and Iseddeld 5n Athe HODstSep Hedvklveaf, ahehecotammtt sessi on
shown in 138 FIG 27, a record-object response conmand is used by the
secondar y- r €ooigdinegaraedi by redeoragipag/artey COUC idaomotapeanatils. z23A to i nform
t he personal conputer 1 of the

properly.

The content ID stored in the HDD 5 as described
above 1is generated for content data by an application
running on the personal computer 1. The content ID found
in advance by this application comprises information
unique to the apparatus (the personal computer 1) having
a primary recording medium such as the HDD 5, time
information stored in the HDD 5 and a random number. An
example of the information unique to the personal
computer 1 is an ID unique to the application installed
in the personal computer 1.

A second content ID generated by the secondary-
recording-medium recording/reproduction apparatus 20A is
assoclated by the personal computer 1 with a first
content ID generated by the personal computer 1 as
described above in table data shown in FIG. 30.

It is to be noted that the table data represents
associations unique to the apparatus using a primary

recording medium such as the HDD 5.

At the step F211 of a check-out session shown in
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second content |ID generated by the secondary-recordi ng- nmedi um
recordi ng/ reproduction apparatus 20A. Then, the personal conputer 1
carries out processing on the table data shown in FIG 28 at the step
F108. In this processing, an elenent of the table data shown in FIG 30
is created for the content data transferred in the check- out. The el enent
associates the first content ID generated by the personal conputer 1 for
the content data w th the second content |ID generated by the secondary-
recor di ng- medi um recordi ng/ reproducti on apparatus 20A for the sane content
data. The typical table data shown in FIG 30 consists of three elenents,
nanmely, fir&IG.sédond ardordi-od]ecenmeisponseaciomaesdciist usgdabli itde cont ent
IDwith a second content ID. In nmanagenent of the table data stored in the
HDD 5 by tbecpedaagalrecomrpinermeditime realolrel igat/aepsodpddtied f or each
check-out and each check-in. By managing the table data in this way,
content dat appheeked Q0R te th&ommithedpee sbi@ lcapmpatmandged hjeusing its
content ID. Thus, check-outs and check-ins can be nanaged. 139 As

descri bed abBevendt kenwenit diDS¢geh@Qadteas yotthel Belcdheladiy-ate@d ridahgst or i ng

content I Ds. However, the secondary-recording-nmedi um

recordi ng/ r gRUGIHCe@Brding/reproduction apparatus 20A. Then, the
personal computer 1 carries out processing on the table
data shown in FIG. 28 at the step F108. 1In this
processing, an element of the table data shown in FIG. 30
is created for the content data transferred in the check-
out. The element associates the first content ID
generated by the personal computer 1 for the content data
with the second content ID generated by the secondary-
recording-medium recording/reproduction apparatus 20A for
the same content data.

The typical table data shown in FIG. 30 consists of
three elements, namely, first, second and third elements,
each associating a first content ID with a second content
ID.

In management of the table data stored in the HDD 5
by the personal computer 1, the table data is updated for
each check-out and each check-in. By managing the table
data in this way, content data checked out to the mini

disc 100 can be managed by using its content ID. Thus,

check-outs and check-ins can be managed.
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apparatus 20A is capable of finding a content ID for content data stored
in the mni disc 100. Thus, when it is desired to check in content data
back to the personal. conmputer 1, the personal conputer 1 requests that

t he secondary-recordi ng-medi um recordi ng/reproduction apparatus 20A
transmt the second content ID of the content data. The personal conputer
1 then confirnms that the second content ID received from the
secondary-recordi ng- medi um recordi ng/ reproducti on apparatus 20A matches

t he second content stored as an elenent of the table data shown in FIG
30. The second content stored as an elenment of the table data was

recei ved fromthe 38cd8RrE8r}brecabaveg- i Banir é6€dilA§/ Aeppsonatt i on
apparatus 20A in the check-out of the content data. If the second content
| D recei ved ifncdmdet ke serendaty -srteoumdl portedi uriDsec oHdiveyereptbeduct i on
apparatus 20A matches the second content stored as an elenent of the table
data, the percsomalayeiEitcerdihg-gerdiues metto ral ichyddepnroduraadiess for the
content data identified by the first content ID associated with the
second cont eppadatukiQ@0Ehd saheyades arfi [HinlieK @ aidiscdrie 1Teadmgs of the

pi eces of processing carried out at the steps F151, F152, F252 and F253
shown in Fl Gond®nt data stored in the mini disc 100.
Thus, when it is desired to check in content data

back to the personal. computer 1, the personal computer 1
requests that the secondary-recording-medium
recording/reproduction apparatus 20A transmit the second
content ID of the content data. The personal computer 1
then confirms that the second content ID received from
the secondary-recording-medium recording/reproduction
apparatus 20A matches the second content stored as an
element of the table data shown in FIG, 30. The second
content stored as an element of the table data was
received from the secondary-recording-medium
recording/reproduction apparatus 20A in the check-out of
the content data. If the second content ID received from
the secondary-recording-medium recording/reproduction
apparatus 20A matches the second content stored as an
element of the table data, the personal computer 1
carries out a check—-in process for the content data

identified by the first content ID associated with the

second content ID.
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By adoption of such a content-ID nmanagenent technique, even for a
secondary recordi ng nediumnot conformng to the SDM standard as is the
case with the mni disc 100, it is possible to execute nanagenent of '
check-outs and check-ins, that is, managenent of content rights, in the
data transfer system 12: Content-ID Ceneration at Check-out and before
Check in Normally, the secondary-recordi ng-nedi um recording/reproduction
apparatus 20A needs to generate a content IDin a check-out and prior to a
check-in. In the former case, the content IDis transmtted to the
personal conmputer 1 by using a record-object response comand and recorded

by the personal coﬁﬁﬁté?oielﬂeFﬁélpFéBPeeﬂaiélgﬁoﬁﬁelWeFPEPQQOOfIﬁ £he
| atter case, the content IDis created at a request nade by the personal
conput er 1. PEeEesSe OdnRAOFErEiHadicRgIHed @t réc FePSpEdddot FdrH2
apparatus 20A generates a content |ID for content data by using pieces of
cont ent dat &25garmnidalFi2y 3esihowet da FIIGm £8npl i ng points P1 and P2 in the 141
content data. Thus, in the case of the generation of a content ID for
content data in a Bhesleptiionfof exahpbecohhene-iB management

technique, even for a secondary recording medium not

conforming to the SDMI standard as is the case with the

mini disc 100, it is possible to execute management of

check-outs and check-ins, that is, management of content

rights, in the data transfer system.

12: Content-ID Generation at Check-out and before Check-

in

Normally, the secondary-recording-medium

recording/reproduction apparatus 20A needs to generate a

content ID in a check-out and prior to a check-in. In the

former case, the content ID 1s transmitted to the

personal computer 1 by using a record-object response

command and recorded by the personal computer 1 in the

table data shown in FIG. 30. In the latter case, the

content ID is created at a request made by the personal

computer 1.

The éecondary—recording—medium
recording/reproduction apparatus 20A generates a content

ID for content data by using pieces of content data

partially extracted from sampling points Pl and P2 in the
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normal |y a concei vabl e procedure wherein after the content data received
fromthe personal conputer 1 is stored in the mni disc 100, pieces of
partial data are extracted fromthe sanpling points P1 and P2 in the
content data and, then, the secondary-recording-nedi um
recordi ng/ reproducti on apparatus 20A generates a content |[ID for the
content data by using the extracted pieces of partial data. Al so when a
request for a content ID for a check-in is received fromthe persona
conputer 1, there is normally conceived a procedure wherein after the
content data received fromthe personal conputer 1 is stored in the mni
di sc 100, tKenEEdSn@datE-r ecor di ng- medi um recordi ng/ reproducti on appar at us
20A extracts pieces of artial data fromthe sanpling points P1 and P2 in
the content data Bhds.thenthgenasatef aheoderaratbonopft AecostaneniDdat a
by using the extracted pieces of partial data at this request. By adoption
of this procdeducenteowederta iin ias cheekeosdry fior maegpdre achese tie t he mni
disc 100 and read out partial data fromthe mni disc 100 also during a
142 check- onbrmeddivoa. cbimesiviab lieakes ceidueret whgerdmatad tar abrt ent | D due to
the access and the operations to read out the partial data. As a result,
t he total content data received from the personal computer 1 is

stored in the mini disc 100, pieces of partial data are

extracted from the sampling points Pl and P2 in the

content data and, then, the secondary-recording-medium

recording/reproduction apparatus 20A generates a content

ID for the content data by using the extracted pieces of

partial data.

Also when a request for a content ID for a check-in

is received from the personal computer 1, there is

normally conceived a procedure wherein after the content

data received from the persconal computer 1 i1s stored in

the mini disc 100, the secondary-recording-medium

recording/reproduction apparatus 20A extracts pieces of

partial data from the sampling points Pl and P2 in the

content data and, then, generates a content ID for the

content data by using the extracted pleces of partial

data at this request.

By adoption of this procedure, however, it is

necessary to make an access to the mini disc 100 and read

out partial data from the mini disc 100 also during a
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communi cation time for the check-out is |lengthened. In the case of a
content I D generated for a check- in at a request nmade by the personal
conputer 1 as described above, it is also necessary to nake an access to
the mni disc 100 and read out partial data fromthe mni disc 100. Thus,
it also takes tinme to generate a content ID due to the access and the
operations to read out the partial data. As a result, the total
comuni cation tinme for the check-in is lengthened. In order to solve the
probl ens descri bed above, a content IDis conputed in accordance with a
procedure described below so as to make processing efficient and shorten
t he comuni €hecémovitnsespign-31TBhdws1h FabREhEETCr EBr @8BAFAKRY & process to
generate a content ID(CID) in a check-out session. This process is the
process car coageodt IBy dukge toy shemacssssoklndutiie Ipeadd iohe decm@sd on
processing unit 28 at the step F209 of the flowhart shown in FIG 27. At
t he step FloGtothehpafrttdwdhadattashohs anr&s@.t26theatpeadr d- obj ect control
command is received fromthe personal conputer 1 prior to reception of
cont ent dat @omihdiBaceaion ngmehe oretbied chljckeioutortsr dlengamemed,. t he
secondary-recor di ng- medi um recordi ng/ reproduction apparatus 20A carries
out processing to generat€ade of a content ID generated for a check-

in at a request made by the personal computer 1 as

described above, it is also necessary to make an access

to the mini disc 100 and read out partial data from the

mini disc 100. Thus, it also takes time to generate a

content ID due to the access and the operations to read

out the partial data. As a result, the total

communication time for the check-in is lengthened.

In order to solve the problems described above, a
content ID is computed in accordance with a procedure
described below so as to make processing efficient and
shorten the communication time.

FIG. 31 shows a flowchart representing a process to
generate a content ID(CID) in a check-out session. This
process is the process carried out by the system control
unit 32 and the decryption processing unit 28 at the step
F209 of the flowchart shown in FIG. 27.

At the step F106 of the flowchart shown in FIG. 26,

a record-object control command is received from the

personal computer 1 prior to reception of content data.
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content I D by execution of the flowhart shown in FIG 31 at the step F209
of the flowchart shown in FIG 27. The flowhart shown in FIG 31 begins
with a step F301 at which a data size representing the length of the
content data to be received fromthe personal conputer 1 is fetched from
t he record-object control command. Then, at the next step F302, |ocations
of the sanpling points P1 and P2 in the content data stream are

calculated fromthe I ength of the content data. Subsequently, at the next
step F303, the secondary- recordi ng-nedi um recording/reproduction apparatus
20A reveals the start of a process to receive the content data fromthe
personal coRpaeéving Thepyecprd-pbjecsi contyelecpmaiangd &&€l i er by
referring to the block diagramof FIG 7, in the process to receive the
cont ent dat agcphdaryomeentddagamed ipec giecedddng/deprpgiued liont o an
unencrypted state before being stored in the buffer nmenory 30 in the
ATRAC3 dat aappatretufhéOdogbemtiedabati proclkesATBAC® denarsitate is furt her
nodul ated by the EFM ACI RC encoder/decoder 24 before being recorded onto
the mni di gsenteatbydt bg reeeeuding péEpradudilicarmharitt shownlds [FIG.h&1lprocess
to receive, decrypt, buffer, encode and record the content data, data at
the sanplingtpehet stBp Feeds oifo the FoBWchaed ishowhdeh FIGGaR7y OUhe
processi ng

flowchart shown in FIG. 31 begins with a step F301 at
which a data size representing the length of the content
data to be received from the personal computer 1l is
fetched from the record-object control command.

Then, at the next step F302, locations of the
sampling points Pl and P2 in the content data stream are
calculated from the length of the content data.

Subsequently, at the next step F303, the secondary-
recording-medium recording/reproduction apparatus 20A
reveals the start of a process to receive the content
data from the personal computer 1. To put it in detail,
as explained earlier by referring to the block diagram of
FIG. 7, in the process to receive the content data, the
content data is received and decrypted into an
unencrypted state before being stored in the buffer
memory 30 in the ATRAC3 data state. The content data in
the ATRAC3 data state is further modulated by the
EFM/ACIRC encoder/decoder 24 before being recorded onto

the mini disc 100 by the recording/reproduction unit 25.
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to find a content ID. Thus, at the next step F304, as data of a sound unit
at the sanpling point Pl is detected in, for exanple, the buffer nenory
30, and the data of the sound unit at the sanpling point P1 is transferred
to an area also in the buffer nmenory 30. The area to which the data of
the sound unit is transferred is different fromthe area for storing the
content data itself. By the sane token, data at the sanpling point P2 also
needs to be nonitored in order to carry out the processing to find a
content ID. Then, at the next step F305, as data of a sound unit at the
sanpling point P2 is detected in, for exanple, the buffer nenory 30, the
data of the soundIBntheaPrefessahpl rAgepERnt APSLYBty r RASFEEr eBNCPEean area
also in the buffer menory 30. The area to which the data of the sound unit
is transferead irecodidf fidveesonfuesrh dadaar glg tlaora tsttdre rrgmrdd ngoodmt dat a
itself. Subsequently, at the next step F306, the secondary-
recor di ng- mPdi meedsc duod ibeg moeprtodect iion camiear datousa20A audy galosetslsding he
process to receive, decrypt, buffer, encode and record the content data
has been conpl €tied al4onAfender IDhe Dhesat aanthe nesar dteheFB80At eas data onto
the mni disc 100 is conpleted, the flow of the procedure goes on to a
step F307 adawal oF a hRashdengiine sanpheyednrpling point Pl is detected

in, for example, the buffer memory 30, and the data of

the sound unit at the sampling point Pl is transferred to

an area also in the buffer memory 30. The area to which

the data of the sound unit is transferred is different

from the area for storing the content data itself.

By the same token, data at the sampling point P2

also needs to be monitored in order to carry out the

processing to find a content ID. Then, at the next step

F305, as data of a sound unit at the sampling point P2 is

detected in, for example, the buffer memory 30, the data

of the sound unit at the sampling point P2 is transferred

to an area also in the buffer memory 30. The area to

which the data of the sound unit is transferred is

different from the area for storing the content data

itself.

Subsequently, at the next step F306, the secondary-
recording-medium recording/reproduction apparatus 20A

reveals that the process to receive, decrypt, buffer,

encode and record the content data has been completed.
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the decryption processing unit 28 reads out the data of the sanpling
points P1 and P2 fromthe buffer menory 30 to be used in generation
I D by carrying out processing according to Egs. (1) and (2).
at the next step F308, the content IDis set in a record-object resp
command. The record-object response conmand is transmtted to the pe

cont ent

conput er

1 at a step F211 of the flowhart showmn in FIG 27. As is o

fromthe above description, in this typical process, the data of the
sanpling points Pl and P2 is extracted and stored in the buffer neno
in advance before the content data itself is recorded onto the m ni
100. Thus, it is nbftpectBsapperatpor therehPhfl BhscceBberk dateppBlfcti on
state, seek the mni disc 100 for the data of the sanpling points P1

P2 and

of a
Then,
onse
r sonal
bvi ous

ry 30
di sc

and

r eadheuminfie ddsica 10As ig cogpllietedhe tveoddovi of ttdref iprdcedivaecont ent
| D can be made extrenely efficient so that it is possible to shorten
check- out sessisopnt itwea Bhepl F131I0Gwartg witdstr iapthiash exnglisien employesi és
allowing a content IDto be transmtted to the personal 146 conputer

request for taecheckyptioh eaoicesisidat anitwischrdasis raditcathed daytat loef cont ent
ID, by referring to flowharts shown in FIGS. 32A and 32B

the sampling points Pl and P2 from the buffer memory 30
to be used in generation of a content ID by carrying out
processing'according to Egs. (1) and (2).

Then, at the next step F308, the content ID is set
in a record-object response command.

The record-object response command is transmitted
to the personal computer 1 at a step F211 of the
flowchart shown in FIG. 27.

As 1s obvious from the above description, in this
typical process, the data of the sampling points Pl and
P2 is extracted and stored in the buffer memory 30 in
advance before the content data itself is recorded onto
the mini disc 100. Thus, it is not necessary to put the
mini disc 100 in a reproduction state, seek the mini disc
100 for the data of the sampling points Pl and P2 and
read out the data. As a result, the processing to find
the content ID can be made extremely efficient so that it
is possible to shorten the check-out session time.

The following description explains processes

allowing a content ID to be transmitted to the personal
146

t he
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A content |

and track node provided that the
ot her words,

D of content data can be found fromthe content data's length

for content data recorded in the mni disc 100, data of

sanpling points P1 and P2 can be fetched if the content data and

information of U-TOC sector O can be read out fromthe mni disc 100.
Thus, a content ID of the content data can be found. Accordingly, the

process represented by the flowhart shown in FIG 32A is carried out to

content data itself has been recorded.

In
t he

extract data of the sanpling points P1 and P2, at a point of tine data of

read out fromthe mni disc 100. That 1is to say, data of the
TOC i s readOBPYEIMlt B¢ & Fieesdt P@OqMﬁ§$QNN§WHQﬁ cPrdErtodiaita mount ed

the TCC is

on the secondar
when the poWsdc

recording/r

20A. The pr

§l y-nel cefeds Byodgr Fondesytdiliy- fvdingfierring to

¥U recor di ng- medi um r ecor di ng/ r eproducti on apparatus 20A or
B

eproducti on apparatus 20A is turned on with the mni disc 100
mount ed on fRewsdestgamsporacdndFA§S .médirumnde 8@Edi ng/ r epr oduct i on appar at us

ocess represented by the flowhart shown in FIG 32A begins
with a step F401 atAwdwrbentat D od £ t benTEOCE 1ddta scarade ofibuhid ofirbheting ni

di sc 100. Then, at the next step F402, a variable n is set at 1.
Subsequent | gonaentthdatadst lehenhF4038, treckt mode @rovielesiamgplaitnghgoi nts P

and

content data itself has been recorded. In other words,
for content data recorded in the mini disc 100, data of
the sampling points Pl and P2 can be fetched if the
content data and information of U-TOC sector 0 can be
read out from the mini disc 100. Thus, a content ID of
the content data can be found.

Accordingly, the process represented by the
flowchart shown in FIG. 32A is carried out to extract
data of the sampling points Pl and P2, at a point of time
data of the TOC is read out from the mini disc 100. That
is to say, data of the TOC is read out from the mini disc
100 when the mini disc 100 is mounted on the secondary-
recording-medium recording/reproduction apparatus 20A or
when the power suéply of the secondary-recording-medium
recording/reproduction apparatus 20A is turned on with
the mini disc 100 mounted on the secondary-recording-
medium recording/reproduction apparatus 20A.

The process represented by the flowchart shown in

FIG. 32A begins with a step F401 at which data of the TOC
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P2 are found for track #n, where notation #n denotes a track nunber.

| ocati ons of the sanpling points P

in this case. Since information of U - TOC sector O has been read out,

| ocations of the sanpling points P1 and P2 can be found

Then,

t he process goes on to a

t he

process goes on to a step F406 at

track in this case. Then, data of the sanpling points Pl and P2 is
actually read 348 dountr dort heawkni#ndi sthel@l nbantiloe secdetotteaclk and
stored in an area specially allocated in the buffer nenory 30.

track number. Thus, locations of the sampling points Pl
and P2 are found for the first track in this case. Since
information of U-TOC sector 0 has been read out,
locations of the sampling points Pl and P2 can be found
for each track.

Then, at the next step F404, data of the sampling
points Pl and P2 is actually read out from the mini disc
100 for track #n and stored in an area specially
allocated in the buffer memory 30

Subsequently, the flow of the process goes on to a
step F405 to form a judgment as to whether or not the
variable n is a track number assigned to the last track.
If the variable n is a track number assigned to the last
track, the flow of the process goes on to a step F406 at
which the variable n is incremented by one. Then, the
flow of the process goes back to a step F403 at which the
processing described above is repeated. In the processing,
locations of the sampling points Pl and P2 are found for
track #n, that is, the second track in this case. Then,

data of the sampling points Pl and P2 is actually read
148

for each track
at the next step F404, data of the sampling points Pl and P2 is
actually read out fromthe mni disc 100 for track #n and stored in an

area specially allocated in the buffer nenory 30 Subsequently, the flow of
step F405 to forma judgnent as to whet her or
variable n is a track nunber assigned to the last track. |If the

vari abl e n is zeedaeKtndmpsr thesmgndddisct RE0-asThery agk, thAeneXbw of the
which the variable n is increnmented by
one. Then, shep FKOW, o vhsipbdeess igoestbadk lt.o SubseguFrblyatatihthf t he
processi ng descri bed above is repeated. In the processing, |ocations of

t he sanpl i ngepai sttepPr483d P2catéohsued fthe seam@dkngnpotimdis P4, amlde second

Thus,
and P2 are found for the first track_

not



That is to say, by carrying out the | oop processing conprising the steps
F403 to F406, data of the sanpling points P1 and P2 can be read out from
the mni disc 100 and stored in an area specially allocated in the buffer
menory 30 for each of tracks recorded in the mni disc 100. Wen the
processing for all tracks is conpleted, the flow of the process exits from
the | oop through the step F405. On the other hand, the flowhart shown in
FIG 32B represents details of the processing carried out by the

secondar y-recordi ng- medi um recordi ng/ reproducti on apparatus 20A at the
step F252 of the flowhart shown in FIG 28 at a request nade by the
personal copplt érom tbe mindodiest 100 Fort hbessesortbtraickt kadf | owchart
shown in FIG 28. The flowhart shown in FIG 32B begins with a step F451
at whi ch dasaookdt he sanplrieagspeicitd 1RladddcR2eds inr ¢he butf fierom t he buf fer
menory 30 for a track indicated by a track nunber specified in the
request. Thaemoaly 8B0Re next step F452, the hash engine enployed in the 149
decryption processing unit 28 conputes a content ID from the data of the

sanpling points Plreat P2.tbtsap, tioybearppired thet tRet 186K PPICc88EnG
| ength, which are al so
comprising the stgps F403 to F406, data of the sampling
points Pl and P2 can be read out from the mini disc 100
and stored in an area specially allocated in the buffer
memory 30 for each of tracks recorded in the mini disc
100.

When the processing for all tracks is completed,
the flow of the proceés exits from the loop through the
step F405.

On the other hand, the flowchart shown in FIG. 32B
represents details of the processing carried out by the
secondary-recording-medium recording/reproduction
apparatus 20A at the step F252 of the flowchart shown in
FIG. 28 at a request made by the personal computer 1 for
a content ID at the step F151 of the flowchart shown in
FIG. 28.

The flowchart shown in FIG. 32B begins with a step
F451 at which data of the sampling points Pl and P2 is
read out from the buffer memory 30 for a track indicated

by a track number specified in the request. Then, at the

next step F452, the hash engine employed in the
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required in the content 1D s conputation based on Eqs. (1) and (2), can be
found at that point of time fromthe U TOC information already stored in
the buffer menory 30. Subsequently, at the next step F453, the content ID
is set in a response command. The response command is transmtted to the
personal conputer 1 at a step F253 of the flowhart shown in FIG 28. By
carrying out such a process, it is not necessary to read out data of the
sanpling points P1 and P2 from the mni disc 100 at a point of tinme a
request for a content IDis received fromthe personal conputer 1. Thus,

it is possible to carry out processing faster at a request for a content

I D. As a regkliryption Wiolesstihg uhnife 2seqdimpedtefsola @& oelteek ITD Fae% on can
be shortened. By the way, processes represented by flowcharts shown in

FI GS. 33A arte33Bteanrakse RempalinieholditsaPl SWkstpot ut e fer tbhpeprocesses
represented by the flowcharts shown in FIGS. 32A and 32B respectively. It

is to be nokeddt Rt ian tirhex! hewehans sShewytm FEen 33R and 33B,

processing steps identical with their counterparts in the flowcharts shown

0 FIGS. 328404 328 1150 e apeatinelr ar e denaked diy e sae gl er ence

nuner al s a_s t e counterparts, t elr ex anatl ons are not epeat ed.
After Iocatuqnsa% (Q%,s%gglbggfgghﬁt%tp%h%QQp01nt of time from the

U-TOC information already stored in the buffer memory 30.

Subsequently, at the next step F453, the content ID
is set in a response command., The response command is
transmitted to the personal computer 1 at a step F253 of
the flowchart shown in FIG. 28.

By carrying out such a process, it is not necessary
to read out data of the sampling points Pl and P2 from
the mini disc 100 at a point of time a request for a
content ID is received from the personal computer 1. Thus,
it is possible to carry out processing faster at a
request for a content ID. As a result, as a whole, the
time required for a check-in session can be shortened.

By the way, processes represented by flowcharts
shown in FIGS. 33A and 33B can also be carried out as
substitutes for the processes represented by the
flowcharts shown in FIGS. 32A and 32B respectively. It is
to be noted that, in the flowcharts shown in FIGS. 33A
and 33B, processing steps identical with their

counterparts in the flowcharts shown in FIGS. 32A and 32B
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P2 are found for track #n at a step F403 of the flowhart shown in FIG
33A, data of the sanpling points Pl and P2 is read out fromthe mni disc
100 at the next step F410 and supplied to the hash engi ne of the '
decryption processing unit 28. Then, at the next step F411, a content ID
is found fromthe data. The found content ID is then stored in the buffer
menory 30. This processing is carried out for all tracks in the mni disc
100. That is to say, content IDs are generated and stored in the buffer
menory 30 in advance for all the tracks. Wen a request for a content ID

is received from the_persongl c uter 1, processing of the step F252 of
Lhe 1 owehaFESBRBHAVERVERES SBRPLoBaPY] HERENEN REROPOSACEMEEALEhe
flomchart shown in FIG 33B. The flowhart shown in FIG 33B begins with a
step F461 af RRAPCROYNESRPERES) DABF ﬁhFﬁﬁcﬁxPiGPé§PBHSb§r§ NPfFack nunber
specified in the request is read out from the buffer nmepory 30. Then, at
the next st&pPEatsed.t ftepntesdtiens 05t nSampespneeiebfmBhd@ he
response comuand is transnmtted to the personal conputer 1 at a 151 step
F253 of thePf| awehfpundhéam itHarkGin2et BysEgpr §itRg bt thechlawpha&édss, it

is not necessary to read out data of the sanpling points P1 and P2 from
shown in FIG. 33A, data of the sampling points Pl and P2

is read out from the mini disc 100 at the next step F410
and supplied to the hash engine of the decryption
processing unit 28. Then, at the next step F4ll, a
content ID is found from the data. The found content ID
is then stored in the buffer memory 30.

This processing is carried out for all tracks in
the mini disc 100. That is to say, content IDs are
generated and stored in the buffer memory 30 in advance
for all the tracks.

When a requést for a content ID is received from
the personal computer 1, processing of the step F252 of
the flowchart shown in FIG. 28 is carried out in
accordance with the flowchart shown in FIG. 33B.

The flowchart shown in FIG. 33B begins with a step
F461 at which a content ID of a track indicated by a
track number specified in the request is read out from
the buffer memory 30. Then, at the next step F462, the
content ID is set in a response command. The response

command is transmitted to the personal computer 1 at a
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the mni disc 100 and to conpute a content ID at a point of tine a request
for the content IDis received fromthe personal conputer 1. Thus, it is
possible to carry out processing even faster at a request for a content

ID. It is to be noted that the processes represented by the flowharts
shown in FIGS. 32A and 33A are each carried out by the
secondary-recordi ng- medi um recordi ng/reproduction apparatus 20A, .starting
with an operation to read out the TOC fromthe mni disc 100. Once the TCC
has been read out fromthe mni disc 100, the rest of the process can be
performed at any aﬁsilable tinme guch as a tinme durin% a reproduction

operation oPft8P Féne B&t WBEnLleHrBaGEL PBRYBpérafiléns28n a reproduction
operation carried out in a mni-disc system nusical data is read out from
a disc at a transfRY FRFEVIREcPWTt$eft| g PTIREssS. dhtaldfNeheneaRPERRY
points Pl and P2 can be read out fromthe disc during intermttent pauses
in the opetatreadt eutedataurtt fBenmgsmpaindapaintenPihend £ from
intermttently. In either case, the processes represented by the
fl owcharts thewnina BLES. 180Aaaddt834cmpeteaehcoatendd ID52toat pbéhare a
request for the content IDis received from the personal conputer 1. Thus,
t he check-i nfsesmeon caquebe ifopl ehentedtenthIa Hisglrededrweed diroaf thei ency.

personal computer 1. Thus, it is possible to carry out

processing even faster at a request for a content ID.

It is to be noted that the processes represented by

the flowcharts shown in FIGS. 32A and 33A are each

carried out by the secondary-recording-medium

recording/reproduction apparatus 20A, starting with an

operation to read out the TOC from the mini disc 100.

Once the TOC has been read out from the mini disc 100,

the rest of the process can be performed at any available

time such as a time during a reproduction operation or a

time between reproduction operations. In a reproduction

operation carried out in a mini-disc system, musical data

is read out from a disc at a transfer rate intermittently.

Thus, data of the sampling points Pl and P2 can be read

out from the disc during intermittent pauses in the

operation to read out the musical data from the disc

intermittently.

In either case, the processes represented by the

flowcharts shown in FIGS. 32A and 33A are each carried
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13: Content Wite Protect Flag Wien a check-out represented by the
flowchart shown in FIGS. 26 and 27 is carried out for content data,

dl bit of t
100 i s set

he content data's track node in U-TOC sector O on the mn
at 1 as described earlier. The dl bit functions as a wite

protect flag for the content data checked out and recorded on the m

di sc 100. |
flag. That

are prohi bi

na mni-disc system the dl bit is the so- called wite p

t he
i disc

ni
r ot ect

is to say, for atrack wth the dl bit thereof set, operations
to edit the track such as processing to erase, divide and link the t

ted. That is t , Lt i h | eti
i vi 5 on pr O0E<EFAG=enR EECRALK: BT GUE BAPESEad wet fLRGVAR BEOW b

set w t hout

mini -di sc r &86r BEFSORALc FORRY tE&er - betdWF ng

regard to_whether the recordingB%pEaratus is a conventio
p

Parkain PRESHPRSERR t

or a mni-disc recorder serving as the secondary-recordi ng-nedi um
recor di ng/ r Bfr BREEMEATedpalLht Bsh2gh. drarget @4l ifff iCHOREYer, in a
mni-di sc system the dl bit is not set automatically for a track re

on 153 the

ABni GerEenbOVrihesPrehect| Fba¢ has not only a function to

prohibit an operation to edit the track, but also a

When a check-out represented by the flowchart shown
in FIGS. 26 and 27 is carried out for content data, the
dl bit of the content data’s track mode in U-TOC sector 0
on the mini disc 100 is set at 1 as described earlier.

The dl bit functions as a write protect flag for
the content data checked out and recorded on the mihi
disc 100. In a mini-disc system, the dl bit is the so-
called write protect flag. That is to say, for a track
with the dl bit thereof set, operations to edit the track
such as processing to erase, divide and link the track
are prohibited. That is to say, no editing operations
such as deletion and division processing can be carried
out on a track with the dl bit thereof set without regard
to whether the recording apparatus is a conventional
mini-disc recorder, which has been becoming popular at
the present time, or a mini-disc recorder serving as the
secondary-recording-medium recording/reproduction
apparatus 20A.

In actuality, however, in a mini-disc system, the

dl bit is not set automatically for a track recorded on
153

rack
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function to reveal the fact that the track is a content checked out from
the personal conputer 1. In the data transfer system provided by this
enbodi ment, the dl bit of a track is used as a wite protect flag for
prohi biting an operation to edit the track, which is a check-out content,
and for formng a judgnent as to whether or not the track is a check-out
content when a request for a check-in of the track is received. In order
to check in a check-out content, fromthe content-managenent point of
view, it is nice to check in a content having data renaining the sane as
t he data of _, the,chegk-ou ontent. In addition, in the secondary-
recording-nEBFuW%Péc %aanPﬁéproduction apparatus 20A, a content ID of a

content is conputed fromdata of the sanpling poipts Pl and P2, |ocations
of which are detéf??%edt%ﬁ %%ébbﬁgvgso?th%n?%n@tﬁu%?E}ﬂ% Bntent, as
descri bed above. Thus, if the original content is_divided,  or concatenated
wi th anot hePreBabPaftt ant RESFérdPh gP ERL tBSuUtERR cONTeALSRI B be
inevitably different fromthe Ien%th of the original content. As a result,

t he cont ent fEBEtEPRCERPUEEG2AL thec Rack- ithati FBewtirrckl 46 Be CORA®SItdabl vy

different fromthe content ID conputed at the check-out tine.
checked out from the personal computer 1.

In the data transfer system provided by this
embodiment, the dl bit of a track is used as a write
protect flag for prohibiting an operation to edit the
track, which is a check-out content, and for forming a
judgment as to whether or not the track is a check-out
content when a request for a check-in of the track is
received.

In order to check in a check-out content, from the
content-management point of view, it is nice to check in
a content having data remaining the same as the data of
the check-out content. In addition, in the secondary-
recording-medium recording/reproduction apparatus 20A, a
content ID of a content is computed from data of the
sampling points Pl and P2, locations of which are
determined on the basis of the length of the content, as
described above. Thus, if the original content is divided
or concatenated with another content, the length of the
resulting content will be inevitably different from the

length of the original content. As a result, the content
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In other words, if a check-out content is edited, the content IDs wl|
m smat ch each other, nmaking it inpossible to execute proper managenent of
the usage rule. In this case, a check-in of the content is not allowed in
the system processing. In addition, an operation to check in a content
having data different fromthe data of the check-out content due to an
edit process is inproper if viewed fromthe standpoint of the concept of
t he usage- rul e managenent. For the reasons described above, the policy of
prohi biting an operation to edit a check-out content recorded on the mni
disc 100 is regarded as a proggr policy. FIG_. 34 is_a diagram show ng
processes i APt REMPYELENAEr - COESKTHRg LHEG WrhlleddS@i R MEFNEdEatLdN
apparatus 20A, which are related to the wite protect fl%&i It is to be
not ed t hat, dAdfaresns WPPMuEbg icAntRat ADgGoarydest && the Whieck9udt ect fl ag
or the dl bit of the track node in U-TOC sector 0. For a check-out content
recorded onttthhe.m ni disc 100, the wite protect flag WPF is turned on in
a process 155 S100 carried out at the step F212 of the flowchart shown in
FIG 27 to update TheothdOCroFds, aifoat ehechthet tbahentcheckdduedcont ent

the content IDs will mismatch each other, making it

impossible to execute proper management of the usage rule.

In this case, a check-in of the content is not allowed in

the system processing. In addition, an operation to check

in a content having data different from the data of the

check-out content due to an edit process is improper if

viewed from the standpoint of the concept of the usage-

rule management.

For the reasons described above, the policy of

prohibiting an operation to edit a check-out content

recorded on the mini disc 100 is regarded as a proper

policy.

FIG. 34 is a diagram showing processes in the

secondary-recording-medium recording/reproduction

apparatus 20A, which are related to the write protect

flag. It is to be noted that, notation WPF used in the

figure denotes the write protect flag or the dl bit of

the track mode in U-TOC sector 0.

For a check-out content recorded on the mini disc

100, the write protect flag WPF is turned on in a process
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recorded on the mni disc 100 of the secondary-recordi ng- nedi um
recordi ng/ reproduction apparatus 20A in accordance wth this data transfer
system that is, for a content received from another source or a content
recorded on the mni disc 100 by another mni-disc recorder, on the other
hand, the wite protect flag WPF is kept in the off state as it is in a
process S105. A content other than a check- out content recorded on the
mni disc 100 of the secondary-recordi ng-nedi umrecording/reproduction
apparatus 20A in accordance with this data transfer systen1is referred to

hereafter as self-rego tent. | E i s_data % ans ten1 t here
i s concei ved! g ﬁﬁﬁﬁé@ﬁe Eéhﬁﬂﬁuégﬁﬁega ? Fo%kﬁ gﬁ?& Fr5r EOWPack
with the wite Erotect fIa WPF t hereof turned on, an edit operation is
prohi bited &® BEF-sé? §°tHPQPF8mF5e PR&ek-in to be carried out |ater.
However, there is also conceived a managenent technique to allow an edit
operation by ISSUIE@FE?V@9¢ﬁ¢EFIQ@W%@IF%@ntﬁa@hﬁg%h%%R ¢entemk no | onger be
carried out to the user. First of all, consider a case in which an
operation 1secpcdedipnatbhemkn@uﬂlécnﬂ@ﬁtOﬁstbeoﬁespnéérarrapprdnngrhis
case, the systemcontrol unit 32 carries out a process S101 to reject an
edit comuandefibnmsuehocaddingt erpraduanion apparatus 20A in accordance

with this data transfer system, that is, for a content

received from another source or a content recorded on the

mini disc 100 by another mini-disc recorder, on the other

hand, the write protect flag WPF is kept in the off state

as it is in a process S105. A content other than a check-

out content recorded on the mini disc 100 of the

secondary-recording-medium recording/reproduction

apparatus 20A in accordance with this data transfer

system is referred to hereafter as a self-recorded

content.

In this data transfer system, there is conceived a

management technique whereby, for a content or a track

with the write protect flag WPF thereof turned on, an

edit operation is prohibited at all so as to allow a

check-in to be carried out later. However, there is also

conceived a management technique to allow an edit

operation by issuing a warning indicating that a check-in

can no longer be carried out to the user.

First of all, consider a case in which an operation
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i npl enentation of the prohibition of an edit operation even if the edit
command is received as a result of an operation carried out by the user or
a result of another operation. Thus, a check-out content cannot be edited
at all and the wite protect flag WPF is always put in an on state. \Wen
a request for a check-in is received after the process 101, a process 104
is carried out. Thus, in this case, the process transition is 5101 ->
S104. On the other hand, a self-recorded content can of course be edited
with a high degree of freedomin a process S106. If an edit command is

received as a result of an operation carried out by the user or a result
of anot her tepefati anchegk—eyst ANESHELr dF BEPhid tedgadsed L -t hEnnvERE®Nt r ol
unit 21 to carry out processing to update the U TOC as part of the

i npl enent at cemeef thire sygitem gpataoilonnifowdyerrrils Wit @ Process WPF of a
self-recorded content is kept in an off state all the tinme in the process
S105 wi t houBlPégard reg eatietheedat edimmangdefati smchi @ cantiead @st aor not .
When a request for a check-in is received after the process 105 or 106,
t he processimpdementatiocar vifedheuprohibvdtiion bifi ancadd t iperartdoass
transition is S105 -), S104 or S105 -- S106 --> S104. In the case of a
managenent e@ehniguehko edliloWodmand is received as a result of an

operation carried out by the user or a result of another

operation. Thus, a check-out content cannot be edited at

all and -the write protect flag WPF is always put in an on

state. When a request for a check-in is received after

the process 101, a process 104 is carried out. Thus, in

this case, the process transition is S101 — S104.

On the other hand, a self-recorded content can of

course be edited with a high degree of freedom in a

process S106. If an edit command is received as a result

of an operation carried out by the user or a result of

another operation, the system control unit 32 requests

the MD control unit 21 to carry out processing to update

the U-TOC as part of the implementation of the edit

operation.

However, the write protect WPF of a self-recorded
content is kept in an off state all the time in the
process S105 without regard to whether an edit operation

is carried out or not. When a request for a check-in is

received after the process 105 or 106, the process 104 is
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edit operation by issuing a warning indicating that a check-in can no
| onger be carried out for a check-out content to the user as described
above, if an edit conmand is received as a result of an operation carried
out by the user or a result of another operation, first of all, the system
control unit 32 outputs a nessage serving as a warning to a display unit
not shown in FIG 7 in a process S102. That is to say, the nessage warns
the user of the fact that a check-in can no longer be carried out for the
check-out content. In response to the nessage, the user nmay cancel the
edit command. Wen a request for a check-in is received after the process
102, a procE3Eried p¥tcar FRBY. ok, thhéscasen FRRsPEQSESSt hEAPFHERER
transition is S102 ->S104. If the user does not cancel the edit conmmand in
spite of thes WAOBI my,SIdH tdre BtHer~hdhaé zn Sddi4. operation can be carried
out by assuming that the user consents to the condition that a check-in
can no |onger be cinrtke casefof a whraucvantctacbpaiquentehasledsan the
systemcontrol unit 32 requests the MD control unit 21 to carry out
processi ng editpdaesatienUbTOTsas ipar & ol riniagl 3&dimsltéementtéeitor of t he
edit operation in accordance with operations carried out by the user and
ot her edit coearaits caft nbhabnigere bet lva rariieide qutotfeat af lchgdkPeuwdf t he

content to the user as described above, if an edit

command is received as a result of an operation carried

out by the user or a result of another operation, first

of all, the system control unit 32 outputs a message

serving as a warning to a display unit not shown in FIG.

7 in a process S102. That is to say, the message warns

the user of the fact that a check-in can no longer be

carried out for the check-out content.

In response to the message, the user may cancel the
edit command. When a request for a check-in is received

after the process 102, a process 104 is carried out. Thus,
in this case, the process transition is S102 — S104. TIf
the user does not cancel the edit command in spite of the
warning, on the other hand, an edit operation can be
carried out by assuming that the user consents to the
condition that a check—-in can no longer be carried out

for a check-out content. In this case, the system control
unit 32 requests the MD control unit 21 to carry out

processing to update the U-TOC as part of the
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edited track, that is, the dl bit of the track's track node in U TCC
sector 0, is turned off in a process S103. Wen a request for a check-in
is received after the process 103, a process 104 is carried out. Thus, in
this case, the process transition is S102 -> S103 --> S104. By carrying
out the processes described above, as a result, the wite protect flag WF
of a check-out content renmains in an on state as long as no edit operation
is carried out. On the other hand, the wite protect flag WPF of an
edited check-out content or a self-recorded content is put in an off state
w thout regard to whether the self-recorded content is to be edited or

not. Thus, wWwheAemgatgdieonglf &hepedét PpegRddon dag@ssordegceaWddht ent 1D
of a partlcular content to be checked in at the step F151 of the check-in
sessi on showperatip@s 28rrieke oydcMydahe LeeaT @ingyord¢irumdit
recordi ng/ reproduction apparatus 20A fornms a judgnent as to whether or not
the particabamandst.enhttbhbe thwekethenwrahebprohdesdféhgcKBE ofnthe t he
step F251 by nerely exanmining the wite protect flag WPF or the dl bit of
t he parti culkaitedntteaicks tthadk isnodde RIIULE@Cofedther tiratak’detteramikne whet her
the wite 159 protect flag WPF is on or off. If the wite protect flag WPF
of the cont aidde tiheU-qoat erlctol? of Ve aurt@s oefudst ed priceedfsf S1M0i3e

secondary-
When a request for a check-in is received after the
process 103, a process 104 is carried out. Thus, in this
case, the process transition is S102 — S103 — S104.

By carrying out the processes described above, as a
result, the write protect flag WPF of a check-out content
remains in an on state as long as no edit operation is
carried out. On the other hand, the write protect flag
WPF of an edited check-out content or a self-recorded
content is put in an off state without regard to whether
the self-recorded content is to be edited or not.

Thus, when the personal computer 1 makes a request
for a content ID of a particular content to be checked in
at the step F151 of the check-in session shown in FIG. 28,
the secondary-recording-medium recording/reproduction
apparatus 20A forms a judgment as to whether or not the
particular content to be checked in can be indeed checked
in at the step F251 by merely examining the write protect
flag WPF or the dl bit of the particular content’s track

mode in U-TOC sector 0 to determine whether the write
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recor di ng- medi um recordi ng/ reproducti on apparatus 20A needs to informthe
personal conputer 1 that the content cannot be checked in. In this case,
it is thus possible to elimnate the processing of the step F253 of the
flomchart shown in FIG 28 to transmt the content ID fromthe
secondary-recordi ng-medi um recordi ng/ reproduction apparatus 20A to the
personal conputer 1, and the processing of the step F152 to collate the
content IDwith a check-out content IDin the personal conputer 1. The
processing of the step F253 and the processing of the step F152 are

wast eful since the content cannot be checked in anyway. The pieces of
processi ng PyosectafiprgdWEEt 15t obherseéfs F253 and F152 of the flowchart
shown in FIG 28 are provided to the bitter end for a content confirned as
an unedited check- Dblttltormehte roetedt uhbay t®eF chEckheucorbenentthe he
processing of the step F253 to transmt the content ID fromthe

secondar y- r ecatenngIbedifumhichc wadi mgqueptedyctison fdppahat sec2@datry-t he
personal conputer 1 and the processing of the step F152 to collate the
content | D wetbrdiabeamkddium cerbedtinglrep rokactdnpapparatusoZgat er 1 are
not wasteful. Thus, the check-in comunication session and the

confirmati ORepHECESSILAFoRAN thee pedisbnad @dmpditelr d hhgh deer eendfent

ef ficiency.
cannot be checked in. In this case, it is thus possible
to eliminate the processing of the step F253 of the
flowchart shown in FIG. 28 to transmit the content ID
from the secondary-recording-medium
recording/reproduction apparatus 20A to the personal
computer 1, and the processing of the step F152 to
collate the content ID with a check-out content ID in the
personal computer 1. The processing of the step F253 and
the processing of the step F152 are wasteful since the
content cannot be checked in anyway. The pileces of
processing to be carried out at the steps F253 and F152
of the flowchart shown in FIG. 28 are provided to the
bitter end for a.content confirmed as an unedited check-
out content. For an unedited check-out content, the
processing of the step F253 to transmit the content ID
from the secondary-recording-medium
recording/reproduction apparatus 20A to the personal

computer 1 and the processing of the step F152 to collate

the content ID with a check-out content ID in the
160



By the way, basically, a self-recorded content can be edited with a high
degree of freedom In sonme cases, however, it may be desired to inpose a
restriction on the free operations to edit self-recorded contents in an
application running on the personal conputer 1 where check-out contents
coexist with self-recorded contents on the mni disc 100. In order to
i npose such a restriction, in this enbodinent, an inclusive |og-in control
command shown in FIG 24 and an inclusive |og-out control command shown in
FIG 25 are provided for inplenmenting exclusive control by the personal
conputer 1 on functions of the secondary- recording-nedi um .
recor di ng/ repreanati 6AMRBEaratudreonotwWiaatehelsecbigar ytrecorer gt fredi um
recordi ng/ reproduction apparatus 20A receives an inclusive |og-in control
command shoepminpnEretign segmionhandetbenabnésnpatdonl progessysdefdont ro
unit 32 enters an edit prohibition node or an edit restriction node in
dependence ba aapriedi pytvalitdk spbiighi ddgirre odnefdlictleacyonmand. As shown
in FIG 34, for exanple, in a process S107, 161 editing and ot her
processing of a sebf-tlecowaed sonteailycam el Hrobecdbriied oontestrecated. |f
editing and other processing of a self-recorded content are prohibited, an

be edited with a high degree of freedom. In some cases,

however, it may be desired to impose a restriction on the

free operations to edit self-recorded contents in an

application running on the personal computer 1 where

check—-out contents coexist with self-recorded contents on

the mini disc 100.

In order to impose such a restriction, in this

embodiment, an inclusive log-in control command shown in

FIG. 24 and an inclusive log-out control command shown in

FIG. 25 are provided for implementing exclusive control

by the personal computer 1 on functions of the secondary-

recording-medium recording/reproduction apparatus 20A.

When the secondary-recording-medium

recording/reproduction apparatus 20A receives an

inclusive log—-in control command shown in FIG. 24 from

the personal computer 1, the system control unit 32

enters an edit prohibition mode or an edit restriction

mode in dependence on a priority value specified in

control the command.

As shown in FIG. 34, for example, in a process S107,
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edit command generated as a result of an operation carried out by the user
is not accepted. It is to be noted that the user's operations including an
operation to turn on the power and an operation to eject a disc are '
restricted or prohibited in accordance with the control |evels described
above. In turn, the control levels are determned by a priority value
specified in an inclusive log-in control conmand. Wen an incl usive | og-out
control command is received, on the other hand, the prohibition and/or the
restriction set for edit operations are renoved. In this case, a
sel f-recorded content becones editable and the process transition is S107
--> S106. SeAdEiag end efhes PEgcessdast Pdl acSPtENFeRAATERE CORESPEr sonal
conputer 1 to exclusively control functions of the
secondar y- r eeor dengrobdibdirede oar diesdrieiesdductfoadisppear andsoRbAr edit
processi ng and ot her operations can be restricted in dependence on the
state of thersygeseingopdr at ised f-Ascardesiulcon temd syrst eamodyidridieidon alecones
nore convenient. 162 14: Accounting-Information Process Next, an
accounti ng- edfiar emmandp venesatiesl asxpl aesed.t EIfGarB®pesxagidinagr am show ng
a system configuration
carried out by the user is not accepted.
It is to be noted that the user’s operations
including an operation to turn on the power and an
operation to eject a disc are restricted or prohibited in
accordance with the control levels described above. 1In
turn, the control levels are determined .by a priority
value specified in an inclusive log-in control command.
When an inclusive log-out control command is
received, on the other hand, the prohibition and/or the
restriction set for edit operations are removed. In this
case, a self-recorded content becomes editable and the
process transition is S107 — S106.
Since an inclusive log—in control command allows
the personal computer 1 to exclusively control functions
of the secondary-recording-medium recording/reproduction
apparatus 20A, edit processing and other operations can
be restricted in dependence on the state of the system

operation. As a result, the system operation becomes more

convenient.
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for an accounting-information process for distribution of content data. It
is to be noted that this systemconfiguration is the sane as that shown in
FIG 4 except that the configuration of the content server 91 is shown in
detail. As described earlier, the data transfer system inplenented by this
enbodi ment is a systemin which nusical data or the like is downl oaded
fromthe content server 91 to the HDD 5 serving as a primary recording
medi um as a content, and the content can then be checked out to the mni
di sc 100 serving as a secondary recording nedium It is needless to say
that the content _data is conceivably data provided by the content server
91 by chargi%ig ACFeBRESNERENFREMPFERR. PFACEASs case, the content server 91
is operated by an organization or an individual. The organization or the
i ndi vi dual render sNaxSer #RcacepPUPESRTULR§OEBALEARSPrOBaSECcARl y, the content
server 91 has a content-holding function for storing a variety of
contents, aekpdetined. for providing any of the contents to the personal 163
conputer 1 through the network 110 by conmmuni cation and an accounting
function for execufFL@g a6écdanti djagramagbowhhgf ar sysees reon€igumngtdont ents.
These functions can all be operated by a single

for an accounting-information process for distribution of

content data. It is to be noted that this system

configuration is the same as that shown in FIG. 4 except

that the configuration of the content server 91 is shown

in detail.

As described earlier, the data transfer system

implemented by this embodiment is a system in which

musical data or the like is downloaded from the content

server 91 to the HDD 5 serving as a primary recording

medium as a content, and the content can then be checked

out to the mini disc 100 serving as a secondary recording

medium., It is needless to say that the content data is

conceivably data provided by the content server 91 by

charging a fee to the recipient.

In this case, the content server 91 is operated by

an organization or an individual. The organization or the

individual renders a service of providing contents.

Basically, the content server 91 has a content-holding

function for storing a variety of contents, a function

for providing any of the contents to the personal
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organi zation, a single conpany, an individual or the like, or by different
organi zations, different conpanies, different individuals or the like in a
coordi nated manner. For exanple, the functions are operated by the
Internet websites which are linked to each other to form coordinated
managenment. As a secondary recordi ng nmediumfor eventually recording
content data at a user site, a mni disc 100 or a nenory card is enployed
as described earlier. A medium serving as a secondary recording nediumis
al so used for storing prepaid-iteminformation which cannot be rewitten.
The content server 91 receives the prepaid- iteminformation recorded in
the secondaf9mPBEEEdiln§hrREGI UM E0 REEPY Kodt CaRYa COBMME TG tHP8c 82 f or
users. The content server 91 conprises a network distribution apparatus
130, a cont ept 2¢aPHPASBIC SHNESH Ongfpar XS UT4A0T &CEQIPGHET i nf or mat i on
apparatus 150, a content database 160 and a custoner database 170. The
net wor k di stmenbgementagpar asess1I@cied va ngeosytenftgr. executing the function
for providing any of the 164 contents held by the content server 91 to the
personal conput erThese fhecti&estbanughlthe opewetkd1bP. aThéngle
cont ent - dat abase control apparatus 140 and the content database 160 are
each a nmenbetghanzaxaeout,i rg digyle company, an individual or the like,

or by different organizations, different companies,

different individuals or the like in a coordinated manner.

For example, the functions are dperated by the Internet

websites which are linked to each other to form

coordinated management.

As a secondary recording medium for eventually

recording content data at a user site, a mini disc 100 or

a memory card is employed as described earlier. A medium

serving as a secondary recording medium is also used for

storing prepaid-item information which cannot be

rewritten. The content server 91 receives the prepaid-

item information recorded in the secondary recording

medium to carry out an accounting process for users.

The content server 91 comprises a network

distribution apparatus 130, a content-database control

apparatus 140, a customer information apparatus 150, a

content database 160 and a customer database 170.

The network distribution apparatus 130 is a member

for executing the function for providing any of the
164




content-hol ding function for storing a variety of contents. The custoner
i nformati on apparatus 150 and the custoner database 170 are each a nenber
for executing the accounting function for executing accounti ng managenent
for users receiving contents. The content database 160 is inplenented by a
recordi ng nmedi um such as a hard disc and an optical disc. The content
dat abase 160 is used for storing typically a |arge nunber of nusical
contents, which are to be provided to users in services rendered for the
users, in a mnusical-library form The content-database control apparatus
140 controls operations to record and read out typically nusical contents
onto and freenitieateomedst byddthsheoateet spovesx &iplte thee nagcastl dat abase
control apparatus 140 reads out a content fromthe content database 160
and suppl i esompateantlewr ttret He keetbhmoughditdter instiwiagrk ddfar at us 130 at a
request made by the network distribution apparatus 130. By the sanme token,
the custoner datab@be &dfOtest-daphbaeat ednbyocd epperding tedi andstbk as a
hard disc and 165 an optical disc. The custoner database 170 is used for
storing accoeudhttiend idaft@bamte Q6 0asIeCicaictd anirtdnbare faird-exddraing ahet i on
stored in the mni disc 100. The

content-holding function for storing a variety of

contents. The customer information apparatus 150 and the

customer database 170 are each a member for executing the

accounting function for executing accounting management

for users receiving contents.

The content database 160 is implemented by a

recording medium such as a hard disc and an optical disc.

The content database 160 is used for storing typically a

large number of musical contents, which are to be

provided to users in services rendered for the users, in

a musical-library form. The content-database control

apparatus 140 controls operations to record and read out

typically musical contents onto and from the content

database 160. For example, the content-database control

apparatus 140 reads out a content from the content

database 160 and supplies the content to the network

distribution apparatus 130 at a request made by the

network distribution apparatus 130.

By the same token, the customer database 170 is

implemented by a recording medium such as a hard disc and
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custoner information apparatus 150 controls operations to record and read
out accounting information onto and from the custoner database 170. For
exanpl e, the customer information apparatus 150 records accounting
information onto the custoner database 170 and reads out accounting
information fromthe custoner database 170, supplying the information to
the network distribution apparatus 130 at a request nade by the network
di stribution apparatus 130. The nenbers conposi ng the content server 91 can
all be operated by a single organization, a single conpany, an individual
or the like, or by different or ani zati ons, dlfferg?é conEanie%, di fferent
74t +SpEEFBnT 3P

i ndi vi dual s2Br oPkéCRilkE8isCror Th aﬂ%?%om?ﬁe ﬂE?RB?? par at us
130 is operated by a distribution service conpany whereas the
cont ent - dat§§8§én60ﬁFF8Pn5ﬁB§r&P§§rT4613ﬁdaﬁﬁ@C&@ﬁﬁgnwlt@apgﬁ§§édr60 are
operated by a record conpany, a record |evel conpany or the like. On the
other hand, ithe isfisroasiornpsered én &psamands di5E 4RQ -t hEheust oner
dat abase 170 can be operated by an accounting service firm In another
case, a pl ucabitbypeof iodoranticat abaesatss 16oncooit ragsacperatiosnsatd a
plurality of content databases 160 are enpl oyed, whereas the network
di stri buti omeappdr ahds r&3d s tcapabuetdhgdiistfiormattiliogp onto and from
the customer database 170. For example, the customer
information apparatus 150 records accounting information
onto the customer database 170 and reads out accounting
information from the customer database 170, supplying the
information to the network distribution apparatus 130 at
a request made by the network distribution apparatus 130.
The members composing the content server 91 can all
be operated by a single organization, a single company,
an individual or the like, or by different organizations,
different companies, different individuals or the like.
For example, the network distribution apparatus 130 is
operated by a distribution service company whereas the
content-database control apparatus 140 and the content
database 160 are operated by a record company, a record
level company or the like. On the other hand, the
customer information apparatus 150 and the customer
database 170 can be operated by an accounting service

firm.

In another case, a plurality of content-database
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contents stored in the content databases 160. In the data transfer system
i npl emented by this enbodi nent, the personal conputer 1 establishes a _
communi cati ve connection with the content server 91 to receive a list or a
menu of presentable contents. Wien the user carries out an operation to
select a desired content fromthose on the list, the content server 91
transmts the selected content to the personal conputer 1. At the user
site, the content is recorded onto the secondary recording nedium 100 in a
check-out operation described above. In this way, the user is capable of
obtaining a desired piece of nusic or the like. In addition, in this
enbodi ment , cpBrohearpasaftisng40opnghe phugaldfyt RE EORLERE, prepai d-item
information recorded on the mini disc 100 is used. As will be described
| ater, the patphrdest é60i ater empilovedecvnga¢asn thehaewweirkdi sc 100 i ncl udes
a medium I D assigned to the mni disc 100 and a prepaid anount of nobney
for the m nidisdirsbut@on Tbepapeéepai d3dndsncaphbieneyf dhy trdbptingm nedi um
to medi um The personal conputer 1 receives prepaid-item 167 information
from the seeondanysr ecorddndgnnetieunonteadr distgbasesod®dt.i on appar atus 20A
or 20B, and passes on the information to the content server 91. The
net wor K In the data transfer system implemented by this

embodiment, the personal computer 1 establishes a

communicative connection with the content server 91 to

receive a list or a menu of presentable contents. When

the user carries out an operation to select a desired

content from those on the list, the content server 91

transmits the selected content to the personal computer 1.

At the user site, the content is recorded onto the

secondary recording medium 100 in a check-out operation

described above. In this way, the user is capable of

obtaining a desired piece of music or the like.

In addition, in this embodiment, for the accounting

of the price of the content, prepaid-item information

recorded on the mini disc 100 is used. As will be

described later, the prepaid-item information recorded on

the mini disc 100 includes a medium ID assigned to the

mini disc 100 and a prepaid amount of money for the mini

disc 100. The prepaid amount of money may vary from

medium to medium.

The personal computer 1 receives prepaid-item
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di stribution apparatus 130 carries out an accounting process on the
custoner database 170 on the basis of the prepaid-iteminformation.
Roughly speaking, in the custoner database 170, accounting informtion
associated wth the prepaid-iteminformation stored in the mini disc 100
has been recorded. Wen a content is distributed to the mni disc 100, the
price of the content is subtracted froma present balance in the:
accounting information to result in a new balance. The initial bal ance was
a copy of a portion of the prepaid-iteminformation stored the mni disc
100. That is to say, the accounting process is carried out to update the
accounting infermatien $reredhe] gecrREdBEYrsRELTIANEHESEIYP0. On the ot her
hand, the prepaid-iteminformation stored in the mni disc 100 cannot be
changed at akkordanglzepusotumtiotdarabasetu?020pi exed 08, andopasisrg
information |ike ones shown in FIG 37 have been recorded. Each piece of
accounti ng bnf aheatindnrimstaonecor dbe sentent detrayeasddci aTkd metworkpi ece
of prepaid-iteminformation in a secondary recording nedium 100. The
recorded setiietribataohypppalrbyuisniBidesraieedioun BB, azxchanhaieg and a 168
purchase history. The exanple shown in FIG 37 includes pieces of

accounting perbeedst bantkd taskbmardds@abasel D¥0 oo kB @3¢ is0o@ntaee medi um
| Ds included in the pieces of

prepaid-item information. Roughly speaking, in the
customer database 170, accounting information associated
with the prepaid-item information stored in the mini disc
100 has been recorded. When a content is distributed to
the mini disc 100, the price of the content is subtracted
from a preseﬁt balance in the accounting information to
result in a new balance. The initial balance was a copy
of a portion of the prepaid-item information stored the
mini disc 100. That is to say, the accounting process is
carried out to update the accounting information stored
in the customer database 170. On the other hand, the
prepaid-item information stored in the mini disc 100
cannot be changed at all.

In the customer database 170, pieces of accounting
information like ones shown in FIG. 37 have been recorded.
Each piece of accounting information is a recorded set of
data associated with a piece of prepaid-item information
in a secondary recording medium 100. The recorded set of

data typically includes a medium ID, a balance and a
168



accounting information K1 to K5 and so on respectively. A medium|D
included in accounting information is a mediumID included in prepaid-item
information to be described later. The initial balance was a copy of a
prepai d anount of noney included in the prepaid-item information stored
the mni disc 100. A new balance included in accounting information is
obt ai ned by subtracting the price of a purchased content fromthe present
bal ance when the content is purchased. The balance is thereafter updated
each time a content is purchased by subtracting the price of the content
from the balance to give a new bal ance. The. purchase history is a
hi story of PHEEhaaEi BAS§QEN -asThe perxanase saewnahdl FiEned7t heChadesof a
content, the price of a content and a wuser ternmnal. That is to say, the
history is pémrtent ofr scapudtdaga indpiroiatiionr &dortdedSeanid somena cobdkent is
purchased. It is to be noted that the accounting information may of course
i ncl ude ot hep dabaasdchoasnt heepmepgduc Idspuimclodedpiay thecpidéees vt he
prepaid-iteminformation, the type of the medium the seller of the nedium
and the 169aaubhatialy théopmachanedlcaont &5t andr swapnofrecperctevelyl.ude the
history. Wth regard to the operation to distribute contents in accordance
wi th the enbodi menta ddw®ium ID included in accounting information is

a medium ID included in prepaid-item information to be

described later. The initial balance was a copy of a

prepaid amount of money included in the prepaid-item

information stored the mini disc 100. A new balance

included in accounting information is obtained by

subtracting the price of a purchased content from the

present balance when the content is purchased. The

balance is thereafter updated each time a content is

purchased by subtracting the price of the content from

the balance to give a new balance. The purchase history

is a history of information such as a purchase date and

time, the name of a content, the price of a content and a

user terminal. That is to say, the history is content-

related data, which is recorded each time a content is

purchased.

It is to be noted that the accounting information
may of course include other data such as the prepaid

amount of money included in the prepaid-item information,

the type of the medium, the seller of the medium and the
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accounting information needs to include at |least the nediumID and the
bal ance, whi ch have been descri bed above. The other infornmation may be
included in dependence on conditions of the operation of the data
transfer systemand the type of the service. As described above, the
prepaid-iteminformation is recorded on the mni disc 100 as data that
cannot be rewitten. Basically, the prepaid-iteminformation includes a
prepai d anount of noney, a prepaid-service ID and a nediumID as shown in
FIG 38. The prepaid anbunt of noney is an anount of noney prepaid by the
user as an advance paynment. The secondary recordi ng nedium 100 is sold
typi cal | y agughotingdedhs purghesesr contemise @ mEWRdr P ic &ogrseTiexcdiig®ed i ni
disc or the unused nenory card does not include recorded contents. The
total sellisyephiisgosty .t hBitBetoadadyteetbedppgratdponte0dipsributeo
i nclude the prepaid anmount of noney. Assune that the selling price of an
ordi nary secondenysr énordicogdamdieumit®0 thec lemiiodgmemt ,r ed@r ded contents is
500 yen and the prepaid anobunt of noney included in the prepaid-item
i nf or mat i onatéduprenec dndedmant iohe neecdendar W ncdaniediatg leadituroh®00 i s set
at 5,000 yen. In this case, the user nust actually purchase the secondary
recordi ng needitml@® ahdathet ®alance, which have been described
above. The other information may be included in
dependence on conditions of the operation of the data
transfer system and the type of the service.
As described above, the prepaid-item information is
recorded on the mini disc 100 as data that cannot be
rewritten. Basically, the prepaid-item information
includes a prepaid amount of money, a prepaid-service ID
and a medium ID as shown in FIG. 38.
The prepaid amount of money is an amount of money
prepaid by the user as an advance payment.
The secondary recording medium 100 is sold
typically as an unused mini disc or an unused memory card.
The unused mini disc or the unused memory card does not
include recorded contents. The total selling price of the
secondary recording medium 100 is set to include the
prepaid amount of money. Assume that the selling price of
an ordinary secondary recording medium 100 including no

recorded contents is 500 yen and the prepaid amount of

money included in the prepaid-item information
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selling price of 5 500 yen. It is needless to say that the total selling
price can be set at an arbitrary price. For exanple, the secondary
recordi ng medi um 100 itself including no recorded contents can be sold
gratis and the prepaid anobunt of noney can be set at 5,000 yen or

di scounted to a total selling price of 4,800 yen. The user purchasing a
secondary recording nedium 100 with a prepaid anmount of noney of 5,000 yen
recorded thereon at the discounted total selling price of 4,800 yen is
regarded as a user who has paid 5,000 yen as far as the content

di stribution service rendered by the data transfer systemprovided by this
enbodi nent pseceaesdpddonThbeprepandasyr vecerfprgeperdient $00hésafd8tess of
the content server 91, which renders the content distribution service.

Typi cal |y, aheSpPepavdnserim cehid ciset hehaddsessmesttaetualwr k

di stribution apparatus 130 for a conmunicative connection in the network
110. The ppepahdseethieceekbndamybeecanrtiPngdoaedssm A00het! at ¢éotell. \When

t he personal conputer 1 receives prepaid-item information for the
secondary reedldhggpredeusifl605000yrhed Db idensedbasar yor espr thayg- medi um
171 recordi ng/ reproducti on apparatus 20A, the personal conputer 1 nmakes a
communi cat i @Aea€6€83 bellhagCprtieat canebeesella@nanharbagirargf ptrhee.

prepai d-service I D included
For example, the secondary recording medium 100 itself
including no recorded contents can be sold gratis and the
prepaid amount of money can be set at 5,000 yen or
discounted to a total selling price of 4,800 yen. The
user purchasing a secondary recording medium 100 with a
prepaid amount of money of 5,000 yen recorded thereon at
the discounted total selling price of 4,800 yen is
regarded as a user who has paid 5,000 yen as far as the
content distribution service rendered by the data
transfer system provided by this embodiment is concerned.
The prepaid-service ID represents the address of
the content server 91, which renders the content
distribution service. Typically, the prepaid-service ID
is the address of the network distribution apparatus 130
for a communicative connection in the network 110. The
prepaid-service ID can be an IP address in the Internet.
When the personal computer 1 receives prepaid-item

information for the secondary recording medium 100

mounted on the secondary-recording-medium
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in the prepaid-iteminformation in order to establish a connection to the
content server 91. It is to be noted that, in dependence on the
configuration of the content server 91, the prepaid- service |ID may
represent the address of the content- database control apparatus 140 or the
address of the customer information apparatus 150 instead of representing
the address of the network distribution apparatus 130. As anot her
concei vabl e alternative, assunme for exanple that the network distribution
apparatus 130, the content-database control apparatus 140 and the custoner
information apparatus 150 are all created as _the Internet websites |inked
to each ot heecordipgysepasducthenppepardtuselfPceth® P§rserato represent
the address of the content-database control apparatus 140 so that the
personal coopupetet hemdkesoanmakRmmaniostrinncaccessatoesbe conthat
cont ent - dat abase control apparatus 140. Then, with the distribution
process carseedetofdand, thkebaastonér thenpoepatides eappaeafis 1060udsd| i nked,
and the content- database control apparatus 140 as well as the customer 172
i nformati oniappReapuepiia-atenf infbemastibhedhedrter genesakbbpistesasi ng by
the network distribution apparatus

connection to the content server 91.

It is to be noted that, in dependence on the

configuration of the content server 91, the prepaid-

service ID may represent the address of the content-

database control apparatus 140 or the address of the

customer information apparatus 150 instead of

representing the address of the network distribution

apparatus 130.

As another conceivable alternative, assume for

example that the network distribution apparatus 130, the

content-database control apparatus 140 and the customer

information apparatus 150 are all created as the Internet

websites linked to each other. In this case, the prepaid-

service ID is set to represent the address of the

content-database control apparatus 140 so that the

personal computer 1 needs to make a communication access

to the content-database control apparatus 140. Then, with

the distribution process carried forward, the customer

information apparatus 150 is linked, and the content-

database control apparatus 140 as well as the customer
172



130. Conversely speaking, as a further conceivable alternative, the
prepaid-service IDis set to represent the address of the custoner _
i nformation apparatus 150 so that the personal conputer 1 needs to nmake a

comuni cation access to the customer informati on apparatus 150. Then,

with

the distribution process carried forward, the content-database control

appar at us

as well as the customer information apparatus 150 are

140 is linked, and the content-database control apparatus

140

further subjected to

general processing by the network distribution apparatus 130. The nedi um
IDis an identification nunber assi%ned uni quely to the secondary

recor di ng mdaif@FMaGEONASPRAE 3 tgatl S

hargs&urpiiesh 838 eztede$®i d nedi uns

each to be used as a secondary recording nmedium 100. In this case, the
medi um | D r geoeded orocrEsdnat kY Sheonedivp rkeddrdinidputiedi appareguiss

different fromthe nediumID recorded on the other. Typically, in the

prepai d-itedBlOnformation, 8 bits can be allocated to the prepaid anount of
noney, 22 to 32 bits can be allocated to the prepaid-service ID and 32 to
173 40 bits can beCahveratbyd speskingpdasinal Purfherbcbnceiméblare
determ ned in accordance with

alternative, the prepaid-service ID is set to represent
the address of the customer information apparatus 150 so
that the personal computer 1 needs té make a
communication access to the customer information
apparatus 150. Then, with the distribution process
carried forward, the content-database control apparatus
140 is linked, and the content-database control apparatus
140 as well as the customer information apparatus 150 are
further subjected to general processing by the network
distribution apparatus 130.

The medium ID is an identification number assigned
uniquely to the secondary recording medium 100. Assume
that the user purchases 2 prepaid mediums each to be used
as a secondary recording medium 100, In this case, the
medium ID recorded on one of the secondary recording
mediums 100 is different from the medium ID recorded on
the other.

Typically, in the prepaid-item information, 8 bits
can be allocated to the prepaid amount of money, 22 to 32

bits can be allocated to the prepaid-service ID and 32 to
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t he design of the prepaid-service system It is nice to allocate a
sufficiently | arge nunber of bits to the prepaid-service ID so that the
bits can represent a large nunber of different addresses each assigned to
a content server 91. By the same token, it is nice to allocate a
sufficiently |arge nunber of bits to the nediumID so that the bits can
represent different 1D nunbers of all sold prepaid nediuns including those
sold in the future. At least, 1 byte (or 8 bits) are allocated to the
prepaid amount of noney, 3 or 4:bytes are allocated to the
prepaid-service ID and 3 or 4 bytes are allocated to the nediumID. Thus,
t he prepai d40t Bftisntenmiei 4 lRgstedsitoe ther mediuandD .8 bytes. The fol | owi ng
description explains a relation between the prepaid-iteminformation
recorded on the nirfhe bkt QW tare doternined iheaacendan¢agvibifor mati on
shown in FIG 37. Assune for exanple that a user utilizes a secondary
recordi ng medeudesd@nwotth thec prepd igrepaivd-cet ems tiemf.or at Lenninel tidi ng a
medium I D of IDL and a prepaid anount of nobney set at 5,000 yen. At a
poi nt of ti &glbketeseacanddiy iracdydilag geediumibel0d fi $iite tdoaldhy used, 174
accounting information K1 shown in FIG 37 is recorded in the custoner
dat abase 17@repplidyedriiceha@pcent éhlatS@heebits can represent a large

number of different addresses each assigned to a content

server 91. By the same token, it is nice to allocate a

sufficiently large number of bits to the medium ID so

that the bits can represent different ID numbers of all

sold prepaid mediums including those sold in the future.

At least, 1 byte (or 8 bits) are allocated to the prepaid

amount of money, 3 or 4 bytes are allocated to the

prepaid-service ID and 3 or 4 bytes are allocated to the

medium ID. Thus, the prepaid-item information has a size

of at least 8 bytes.

The following description explains a relation

between the prepaid-item information recorded on the mini

disc 100 with a format and the accounting information

shown in FIG. 37.

Assume for example that a user utilizes a secondary
recording medium 100 with recorded prepaid-item
information including a medium ID of ID1 and a prepaid

amount of money set at 5,000 yen. At a point of time the

secondary recording medium 100 is initially used,
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91. At that tine, the accounting information Kl includes the same nedi um
ID as the nediumID of the prepaid-item information and a bal ance equal to
the prepaid anount of noney included in the prepaid-iteminformtion. To
put it concretely, the accounting information Kl includes a nediumID of

I D1 and a bal ance of 5,000 yen. Then, during the use of the secondary
recordi ng nedium 100, a content is downl oaded fromthe content server 91
to the personal conputer 1 and, finally, checked out to the mni disc 100
enpl oyed in the secondary-recordi ng-nmedi umrecording/reproduction
apparatus 20A. In this case, an accounting process is carried out to
deduct the pccoansfinghdnformersiony &h shewnbdinaddé i Bdl ddedesicerded in
accounting information K1 to result in a new balance. To put it in detail,
each time atheoruenpmes dewabesded 74nerphleoyiesd iguttheo come endc sredareyr
recordi ng nmedi um 100, the custoner database 170 is searched for a piece of
accounti ng ©af.oraat tbatnatméj nghet Aecoedting| Dnfochatédni K1t hecpndpai d-item
information recorded on the secondary recordi ng nedium 100 and the price
of the cont enle isamdedediath TDoRst b ebaleaiiam IDNGfuded iprepad dpiieem of

accounting information. 175 For exanple, a balance of 3,700 yen in the

accounting iinfrermakiion Khashowaliahdel Gqudl *er theMpdiep@id amount of
money included in the prepaid-item information. To put it
concretely, the accounting information K1 includes a
medium ID of ID1 and a balance of 5,000 yen.

Then, during the use of the secondary recording
medium 100, a content is downloaded from the content
server 91 to the personal computer 1 and, finally,
checked out to the mini disc 100 employed in the
secondary-recording-medium recording/reproduction
apparatus 20A. In this case, an accounting process is
carried out to deduct the price of the content from the
balance included in the accounting information K1 to
result in a new balance. To put it in detail, each time a
content is downloaded and checked out to the secondary
recording medium 100, the customer database 170 is
searched for a piece of accounting information matching
the medium ID included in the prepaid-item information
recorded on the secondary recording medium 100 and the

price of the content is deducted from the balance

included in the piece of accounting information.
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ID of IDL is obtained as a result of deducting the price of a content
downl oaded into the secondary recording nedium 100, which has a nediumID
of IDL as a part of prepaid-iteminformation recorded thereon, fromthe
bal ance of 5,000 yen after the content is purchased at a price of 1,300
yen. In addition, as is obvious fromthis technique of accounting process,
the prepaid-iteminformati on recorded on the secondary recordi ng nedi um
100 owned by the user is not updated at all. In other words, the
prepaid-item information can be recorded on the secondary recording
medi um 100 as data that cannot be rewitten. It is to be noted that the
prepai d-it em i nf or T GXKanEE alsPPenc sidely P t¥R: setdiary recording
medi um 100 as data that can be rewitten. In this case, however, the
prepai d anpaatoohtingeynbbrnhtipnepai dhowanini RE6r mdfi §araadmgddiogm | D can
be falsified for inproper wuse. In addition, it is also feared that a
probl em of Theofsébli te obeaanednamrny aessétdaé tedhgltdnfi thei pmiok t he
prepai d-service ID. As descri bed above, in the case of a mni disc used as
t he secondasy aeeconteng dednloudef, ihbhe phepakdontiemyl¥&comfldngati on havi ng
a size of 8 bytes is recorded as data that cannot be rewitten by adopting
one of the hekhiawi 100, which has a medium ID of IDl1 as a part of

prepaid-item information recorded thereon, from the

balance of 5,000 yen after the content is purchased at a

price of 1,300 yen.

In addition, as is obvious from this technique of

accounting process, the prepaid-item information recorded

on the secondary recording medium 100 owned by the user

is not updated at all. In other words, the prepaid-item

information can be recorded on the secondary recording

medium 100 as data that cannot be rewritten.

It is to be noted that the prepaid-item information

can also be recorded on the secondary recording medium

100 as data that can be rewritten. In this case, however,

the prepaid amount of money of the prepaid-item

information and medium ID can be falsified for improper

use. In addition, it is also feared that a problem of the

service operation may arise due to falsification of the

prepaid-service 1ID.

As described above, in the case of a mini disc used

as the secondary recording medium 100, the prepaid-item
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techniques. (1): The prepaid-iteminformation is recorded in an area in
the P-TOC. (2): The prepaid-iteminformation is recorded in an area in the
U- TOC as data that cannot be rewitten. (3): The prepaid-iteminformtion
is recorded in the nanagenent region in an area outside the U-TOC as data
that cannot be rewitten. If the prepaid-iteminformation is recorded in an
area in the P-TOC, it is possible to conceivably allocate a special area
with a size of 8 bytes for exanple in a P- TOC sector in the |ead-in area
shown in FIG 9A as an area for recording the prepaid-iteminformation. If
the prepaid-iteminformation is recorded in an area in the U TOC as data
that cannot ipéormatipnehaving § spsssPhl 8 Pytsel é6arecardgduséddaiada for
exanple in sectors 0, 1, 2, 3 or 4 each having an already prescribed
format as athakteaahoptrbeordiwngtthe prepdeatingncnentdr thei §allpHibader to
elimnate the possibility of being rewitten of prepaid-iteminformation,
however, theechaéqoksa sector with a format not prescribed yet is
concei vabl e. 177 For exanple, an area with a size of 8 bytes can be set in
U TOC sectonib:asTid prepafdrite@sotidforgmaétion is recorded in an area

in the P-TOC.

(2): The prepaid-item information is recorded in an area

in the U-TOC as data that cannot be rewritten.

(3): The prepaid-item information is recorded in the

management region in an area outside the U-TOC as data

that cannot be rewritten.

If the prepaid-item information is recorded in an

area in the P-TOC, it is possible to conceivably allocate

a special area with a size of 8 bytes for example in a P-

TOC sector in the lead-in area shown in FIG. 9A as an

area for recording the prepaid-item information.

If the prepaid-item information is recorded in an

area in the U-TOC as data that cannot be rewritten, it is

possible to allocate an unused area for example in

sectors 0, 1, 2, 3 or 4 each having an already prescribed

format as an area for recording the prepaid-item

information. In order to eliminate the possibility of

being rewritten of prepaid-item information, however, the

use of a sector with a format not prescribed yet is

conceivable.
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prepaid-iteminformation. In addition, in this case, a used-sector-field
bit for sector 5in UTOC sector O is set at 0 to indicate that sector 5
is not used so that the prepaid-iteminformation will not be rewitten.
That is to say, an ordinary mni-disc recorder will thus recognize sector
5 as an unused sector so that the recorder will not carry out a process to
update data in sector 5 or the like. Thus, the prepaid-iteminformation
cannot be rewritten at the user site. Then, in the
secondary-recordi ng- medi um recordi ng/ reproduction apparatus 20A provi ded
by the enbodinent, an application programfor reading out the
prepai d-item i nf orfe¥ | ofemRbRls dut2¥eR. WikE ot netroncfrénbysesternsbe|t s
to be noted that the unused sector for recording the prepaid-item
i nf or mati onset Aot UFTACt edctor Seesorn5arghafors regogadyngsgbeor 6, sector 7
and anot her unused sector can of course be utilized as a sector for
recordi ng theepaépaitlemt émfommetiati.onin|dddheipnepindthiencasé pramtion is
recorded in the managenent region shown in FIG 9B in an area outside the
U- TOC as datiaetthatctanndtehd béwr fbresector &xampleTog té8tsecbodsi n an
unused cluster |like one shown by a hatched portion PD can conceivably be
al | ocat ed age@naar eatboindicate that sector 5 is not used so that

the prepaid-item information will not be rewritten. That

is to say, an ordinary mini-disc recorder will thus

recognize sector 5 as an unused sector so that the

recorder will not carry out a process to update data in

sector 5 or the like. Thus, the prepaid-item information

cannot be rewritten at the user site.

Then, in the secondary-recording-medium
recording/reproduction apparatus 20A provided by the
embodiment, an application program for reading out the
prepaid-item information reads out the information from
sector 5.

It is to be noted that the unused sector for
recording the prepaid-item information is not limited to
sector 5. That is to say, sector 6, sector 7 and another
unused sector can of course be utilized as a sector for
recording the prepaid-item information.

If the prepaid—item information is recorded in the

management region shown in FIG. 9B in an area outside the

U-TOC as data that cannot be rewritten, for example, a
178



recording the prepaid-iteminformation. In the managenent area, a power
calibration area PCA and a U-TOC area are forned and their |ocations are
shown by the P-TOC as described above. By referring to the P-TOC, an "
ordinary mni-disc recorder is thus capable of nmaking an access to the
power calibration area PCA and the U TOC area. However, an ordinary

m ni -di sc recorder is thus capable of naking an access to the hatched
portion PD, the location of which is not shown by the P-TOC. An area such
as the hatched portion PDis an area inaccessible to an ordinary mni-disc
recorder or an area, which has no neaning even if an access thereto is
nmade. Thus, SBRECTIpLBpaRdUNUERA FLYSHETI i kCeOFLIERMR PNe 2hBRERFE&%orti on
PD cannot be rewitten. In the secondary-recordi ng-nedi um

recor di ng/ r pprsdest PEn capparaced vabAyubed aild ocadedars afy aFsRefofyst em
i npl enented by this enbodi ment, an application programfor reading out the
pr epai d- i t emecomfidngathen pirepeapaitemofinfeatiatdoout the information from
t he hatched portion PD. In order to nmake the secondary-recordi ng-nmedi um
recor di ng/ repr oducihothd 78anappanahtisa 284, cappbwerotat thdahfjooudérehe
information from the hatched portion PD, it is necessary for exanple to

PCA and a U-TOC area are formed and their locations are

shown by the P-TOC as described above. By referring to

the P-TOC, an ordinary mini-disc recorder is thus capable

of making an access to the power calibration area PCA and

the U-TOC area.

However, an ordinary mini-disc recorder is thus
capable of making an access to the hatched portion PD,
the location of which is not shown by the P-TOC. An area
such as the hatched portion PD is an area inaccessible to
an ordinary mini-disc recorder or an area, which has no
meaning even if an access thereto is made. Thus, the
prepaid-item information recorded in the hatched portion
PD cannot be rewritten.

In the secondary-recording-medium
recording/reproduction apparatus 20A used in the data
transfer system implemented by this embodiment, an
application program for reading out the prepaid-item
information is capable of reading out the information

from the hatched portion PD. In order to make the

secondary-recording-medium recording/reproduction
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prescribe the start address of the hatched portion PD as a |ocation having
a predetermned offset relative to the U TOC start address shown by the
P-TOC. Assune for exanple that the UWTOC is recorded in area stretched
over 3 clusters. In this case, the start address of an area for recording
the prepaid-iteminformati on can be prescribed as an address equal to the
sum of the start address USTA of the U TOC and the size of 5 clusters.
Assune for instance that, in the exanple described above, a mni disk is
sold as a prepaid nediumhaving a mediumID of 4. In addition, as
explained in the description of a mni disc, also in the case of prepaid-

i t em i nf or nRPPRR2HHE h28AsFapaBieaPt| 6888 1RIpGHEStREOABIOPATLACReABPY card
or an optical disc such as a CD-R, a CD- RWor a DVD used as_the secondary
recordi ng nebdguhatobed pertioni BB.t dtsée BeFBEARF¥nIPsr e¥8BPLARgtPhe
information on the basis of a managenent format or the like of the
medi um- By pheswmybei hheoatertcefddyeasdafathrahstehedyppetionsPRAgashe
prepaid-iteminformation, it is necessary to make the personal conmputer 1
capabl e of achocathgnt hevipgepapdefetarmhhednafifertorelhtivectndahy
recording 180 nedium (or the mni disc) 100 nounted on the secondary-

U-TOC start address shown by the P-TOC. Assume for

example that the U-TOC is recorded in area stretched over

3 clusters. In this case, the start address of an area

for recording the prepaid-item information can be

prescribed as an address equal to the sum of the start

address USTA of the U-TOC and the size of 5 clusters.

Assume for instance that, in the example described

above, a mini disk is sold as a prepaid medium having a

medium ID of 4. In addition, as explained in the

description of a mini disc, also in the case of prepaid-

item information with a size of at least 8 bytes stored

in a memory card or an optical disc such as a CD-R, a CD-

RW or a DVD used as the secondary recording medium 100,

it is nice to set a location for storing the information

on the basis of a management format or the like of the

medium.

By the way, in constructing a data transfer system
using the prepaid-item information, it is necessary to

make the personal computer 1 capable of acquiring the

prepaid-item information of the secondary recording
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recor di ng- medi um recordi ng/ reproducti on apparatus 20A. For this reason, by
specifying prepaid-item information in the sub-function of a check-in
control comuand explained earlier by referring to FIGS. 20 and 21, the
personal conputer 1 is capable of requesting the
secondary-recordi ng- medi um recordi ng/ reproduction apparatus 20A to provide
the prepaid-iteminformation. In addition, by using a check-in response
command shown in FIG 23, the secondary-recordi ng-nmedi um
recordi ng/ reproduction apparatus 20A is capable of transmtting the
prepaid-iteminformation recorded on the mni disc 100 to the personal
conput er 1 BedjupedEsthenmdBipngiehe pBPsBAYNtESNBHL EPC15eFPRIZEEShows a
fl owchart representing operations to acquire prepaid-iteminformation. In
t he flowcharecehdingrmefian 3scorféngpueproduptdpadaprrarhEvser8dnal
conputer 1 carries out processing at steps F101 to F173 whereas conponents
such as the systeéfecortisl remion 3zbunepeheivnaoprepiidniterl, which are
enpl oyed in the secondary-recordi ng- nedi um recording/reproduction
appar at us 20Afoematyonuiin phecesbrfignatisheps B20heck-ER74onArodnmuni cati on
session is inplemented by 181
command explained earlier by referring to FIGS. 20 and 21,
the personal computer 1 is capable of requesting the
secondary-recording-medium recording/reproduction
apparatus 20A to provide the prepaid-item information.
In addition, by using a check-in response command
shown in FIG. 23, the secondary-recording-medium
recording/reproduction apparatus 20A 1s capable of
transmitting the prepaid-item information recorded on the
mini disc 100 to the personal computer 1 at a request
made by the personal computer 1.
FIG. 35 shows a flowchart representing operations
to acquire prepaid-item information.
In the flowchart shown in FIG. 35, the CPU 2
employed in the personal computer 1 carries out
processing at steps F101 to F173 whereas components such
as the system control unit 32 and the MD control unit 21,
which are employed in the secondary-recording-medium
recording/reproduction apparatus 20A, carry out

processing at steps F201 to F274.

A communication session is implemented by
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exchanging a variety of control commands and a variety of response
commands transmtted in response to the control comands. Also in this
case, processing including the start of an authentication process, a
transfer of an EKB and a search for a root key is carried out in the sane
way as the check-out described earlier. To be nore specific, pieces of
processing varied out at steps F101 to F103 and F201 to F205 are the sane
as their counterparts shown in FIGS. 26 and 28, nmaking it unnecessary to
repeat their explanation. At a step F170, the personal conputer 1
transmts a control command nmeking a request for the start of a session
to the secoedahgngévordi ngriedvunf readrdingrmepreéduénfon Hpparavusi20A
In response to this control conmand, the secondary- recordi ng-mnmedi um

recor di ng/ r epspdusti onmmppdsatusng@idttedapsnrespansespgonsbecoanindlat a
step F270. It is to be noted that, also in this case, the authentication
processi ng esphahded earlier by referring to FIG 12 is carried out. I|f
the result of the authentication processing carried out on the
secondary-recor di rg:s@dinmhiecod sk Ngd ¥ @ps Dslied | Dmc hppiunat tise 28¥ars OK, the

requested 182
of an authentication process, a transfer of an EKB and a
search for a root key is carried out in the same way as
the check-out described earlier. To be more specific,
pieces of processing varied out at steps F101 to F103 and
F201 to F205 are the same as theilr counterparts shown in
FIGS. 26 and 28, making it unnecessary to repeat their
explanation.

At a step F170, the personal computer 1 transmits a
control command making a request for the start of a
session to the secondary-recording-medium
recording/reproduction apparatus 20A.

In response to this control command, the secondary-
recording-medium recording/reproduction apparatus 20A
transmits a response command at a step F270. It is to be
noted that, also in this case, the authentication
processing explained earlier by referring to FIG. 12 is
carried out.

If the result of the authentication processing

carried out on the secondary-recording-medium

recording/reproduction apparatus 20A is OK, the requested
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session is started. In this case, the personal conmputer 1 nmakes a request
for the prepaid-iteminfornmation at a step F171. That is to say, the
personal conputer 1 transmits a check-in control command expl ained earlier
by referring to FIG 20. The value of the sub-function included in this
check-in control command is not O0Oh or 0lh, but another value indicating a
request for the prepaid-item information. For neani ngs of the sub-function
values, refer to FIG 21. At this request, the secondary-recordi ng-nedi um
recordi ng/ reproduction apparatus 20A reproduces the prepaid-item
information fromthe aforenentioned special area of the mni disc 100 at a
step F271. ¥eesioat ishetagkedst epnFRI2S €ades ephedBEEEONPE epAMBULEEN
information having a typical size of 8 bytes is set in a check-in response
command shownkies Bl Geq2@st dod tthe Ehreplk-lidr irtespdmde rowrhi@mnd aits at hen
transmtted to the personal conputer 1. Receiving the check-in response
command i nclsttépn@l7tthe prepaid-iteminformation, the personal conputer 1
transmts a control command naking a request for an end of the session to
t he secondary-recordHatgisetdousayl eehedpagsonapr odmptiten appaaatmst20A at a

step F172. At a 183
check-in control command explained earlier by referring
to FIG. 20. The value of the sub-function included in
this check-in control command is not 00h or 01lh, but
another value indicating a request for the prepaid;item
information. For meanings of the sub-function values,
refer to FIG. 21.

At this request, the secondary-recording-medium
recording/reproduction apparatus 20A reproduces the
prepaid-item information from the aforementioned special
area of the mini disc 100 at a step F271.

Then, at the next step F272, the reproduced
prepaid-item information having a typical size of 8 bytes
is set in a check-in response command shown in FIG. 23,
and the check-in response command is then transmitted to
the personal computer 1.

Receiving the check-in response command including
the prepaid-item information, the personal computer 1
transmits a control command making a request for an end

of the session to the secondary-recording-medium

recording/reproduction apparatus 20A at a step F172. At a
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step F273, the apparatus 20A transmts a response comrand approving the
end of the session to the personal conputer 1 in response to the control
command. At a step F173, the personal conputer 1 transmts a control
command to end the authentication state to the secondary-recording-nmedi um
recordi ng/ reproduction apparatus 20A. At a step F274, the
secondary-recordi ng- nmedi umrecordi ng/ reproduction apparatus 20A transmts
a response conmand approving the end of the authentication state to the
personal conputer 1 in response to the control command. At this point of
tinme, the conmmunications for passing the prepaid-iteminformation fromthe
secondary- séeorEﬁﬁéqnébﬁuﬁppéééﬁéﬁngpﬁeﬁﬁéﬂﬁwﬂﬁénaaﬁﬁéP@P@§ ZORMEdd t he
personal conputer 1 are ended. Thereafter, the personal conputer 1 carries
out a procepprbyinghehgr epdi ¢fi tthe iseseloat iton thfo Peerseped cop@titeirc, t he
communi cation unit 8 enployed in the personal conputer 1 establishes a
conmuni cat i Le inc@es@ohisen too thiee coantredt cosmaad .91 t hrough the network 110
and transmts the prepaid-iteminformation received fromthe
secondary-recordi ngtn®dstep FETB| dthg/ pepsodatt compappar at usa28ite &he
~content server 91. In addition to the prepaid-iteminformation,
control command to end the authentication state to the
secondary-recording-medium recording/reproduction
apparatus 20A. At a step F274, the secondary-recording-
medium recording/reproduction apparatus 20A transmits a
response command approving the end of the authentication
state to the personal computer 1 in response to the
control command.

At this point of time, the communications for
passing the prepaid-item information from the secondary-
recording-medium recording/reproduction apparatus Z20A to
the personal computer 1 are ended.

Thereafter, the personal computer 1 carries out a
process for the prepaid-item information. To be more
specific, the communication unit 8 employed in the
personal computer 1 establishes a communicative
connection to the content server 91 through the network
110 and transmits the prepaid-item information received
from the secondary-recording-medium

recording/reproduction apparatus 20A to the content

server 91. In addition to the prepaid-item information,
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184 the personal conputer 1 also transmts a content data identifying
i nformati on checked out to the mni disc 100 to the content server 91. The
content server 91 then carries out an accounting process for the user. To
be nore specific, the content server 91 updates the database shown in
FIG 37. As described above, the personal conputer 1 is capable of
requesting the secondary-recordi ng-nmedi um recording/reproduction apparatus
20A to transfer the prepaid-iteminformation peculiar to the mni disc
100. Thus, an accounting process based on a prepaying technique can be
carried out. As described above, this enbodi nent adopts a technique for
acqui ri ng pitBgaberiseamli SPBPHEETor PeEq itdrnsid tehé momteditsdat@o. 1t is to
be noted that various Kkinds of other unique information can of course be
acqui red by idestpdydogalindempaitdonl oaite frengde arinisidgisicarl Odont r ol
commands and simlar response commands issued in response to the control
comuands. Exanphes cohtende csehererufilqueThaf oonbenbnsarves 9ut theration state
of the user and a user ID, which have been recorded in the secondary
recordi ng medirarhek00utBrn acepuunitriggs paie aasisquien rdher nsteiron, Tot bes possi bl e
to assune that the personal conputer 1 is capable of
more specific, the content server 91 updates the database
shown in FIG. 37.
As described above, the personal computer 1 is
capable of requesting the secondary-recording-medium
recording/reproduction apparatus 20A to transfer the
prepaid-item information peculiar to the mini disc 100.
Thus, an accounting process based on a prepaying
technique can be carried out.
As described above, this embodiment adopts a
technique for acquiring prepaid-item information peculiar
to the mini disc 100. It is to be noted that various
kinds of other unique information can of course be
acquired by the personal computer 1 through exchanges of
similar control commands and similar response commands
issued in response to the control commands.
Examples of the other unique information are a
utilization state of the user and a user ID, which have
been recorded in the secondary recording medium 100. By

acquiring such unique information, it is possible to

assume that the personal computer 1 is capable of
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185 managi ng the secondary recordi ng nmedi um 100 or passing the information
to the content server 91 to be used by the content server 91 in a variety
of services rendered for the user and various kinds of nanagenment. A
preferred enbodi nent has been described so far. However, the scope of the
present inventionis not limted to the enbodinment. That is to say, it is
possible to provide a variety of versions within a range of essentials of
the present invention by changing the operations of the data transfer
systemincluding the encryption, the data paths, the check-out/check-in
techni ques, the authentication technique, the content-1D generation
t echni que, MaBagdRgefle| PeRAREGENERECPEERRPDqBEILIUMHA 0QcPiaP2ERARAl e of
wite control flag, the editing management and the prepaid information..
| n addi ti onthehénppesanionntenthencasésnigoselrveirt 91t ke o8 ssedobyt he data
transfer processing froma primary recording nediumto a secondary
recordi ng medeunpasentleserivbed9adbdveat vaaneSpPVb fcertryices| mendededt he dat a
transfer processing can be applied widely to various kinds of content
data. Furtheoporie uberpahtBargrieaer #ings oEdmamagamene.a nedi um ot her than
the HDD. It is needles to say that the secondary recording nediumis not
limted to a mni &Aligeepdtirédccnios@nEéliy has been described so far.

However, the scope of the present invention is not

limited to the embodiment. That is to say, it is possible

to provide a variety of versions within a range of

essentials of the present invention by changing the

operations of the data transfer system including the

encryption, the data paths, the check-out/check-in

techniques, the authentication technique, the content-ID

generation technique, the content-ID management technique,

the actual example of write control flag, the editing

management and the prepaid information.

In addition, the present invention does not limit

the object of the data transfer processing from a primary

recording medium to a secondary recording medium as

described above to an SDMI content. Instead, the data

transfer processing can be applied widely to various

kinds of content data. Furthermore, the primary recording

medium can be a medium other than the HDD.

It is needles to say that the secondary recording

medium is not limited to a mini disc and the secondary-
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186 recordi ng-medi um recordi ng/ reproducti on apparatus 20Ais not |limted
to a mni-disc recording apparatus. Instead, the secondary recording
medi um can be of one of different types. For exanple, as the mni disc
100, it is possible to enploy another mediumsuch as a CD-R a CD-RW a
DVD- RAM a DVD-R, a DVD-RWor one of a variety of nenory cards. Thus, as
t he secondary-recordi ng-nmedi um recordi ng/ reproducti on apparatus 20A, a
recording apparatus for the other nediumcan be used. In addition, the
recordi ng/ reproduction apparatus 20B can al so be used as a secondary
recording medium conformng to the SDM standard as descri bed above. That
is to say, raeopdésenmefhvenreeardiangArsprpdugppPnearParapuscésddi s to
transfer content data to the recording/reproduction apparatus 20B. . As is
obvi ous fronpthéimboed Hesermpniodisinregordidgneppaireliushe presead,
invention, the data transfer apparatus (or the primary-recordi ng- medi um
appar at us) thanagesntiaagsterordghysmbdiumontenbs stfored pfi tihéfepentary
recording medium To be nore specific, the data transfer apparatus
generates at{pest cost estamiebeS i 98 Othe Qhimi cONEENLO0 | absf esrpdsstbide
dat a-recording apparatus (or the secondary-recording-medi um apparat us)
The data tggnshglogPpabahus mBeAusr satBsaad datds-Ragbkecassagi at pug-

RAM, a DVD-R, a DVD-RW or one of a variety of memory

cards. Thus, as the secondary-recording-medium

recording/reproduction apparatus 20A, a recording

apparatus for the other medium can be used.

In addition, the recording/reproduction apparatus

20B can also be used as a secondary recording medium

conforming to the SDMI standard as described above. That

is to say, the present invention can also be applied to

processing to transfer content data to the

recording/reproduction apparatus 20B.

As is obvious from the above description, in

accordance with the present invention, the data transfer

apparatus (or the primary-recording-medium apparatus)

manages transfer rights for contents stored in the

primary recording medium. To be more specific, the data

transfer apparatus generates a first content descriptor

of a content transferred to the data-recording apparatus

(or the secondary-recording-medium apparatus). The data

transfer apparatus then creates a data table associating
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187 the first content descriptor with a second content descriptor
generated by the data-recording apparatus for the transferred content and
received fromthe data- recording apparatus. The data table is used in the
managenent of rights to transfer contents fromthe data transfer apparatus
to the data-recording apparatus. That is to say, even if a second content
descriptor (or a content ID) for a content cannot be recorded in the
secondary recordi ng nmedi um the second content descriptor (or the content
| D) generated by the data-recordi ng apparatus enploying the secondary
recording mediumand used for identifying the content is associated with
anot her contkat fipstacPnishtcepsentiriescrifhor) sgepearedtensdr the sane
content by the data transfer apparatus enploying the primary recording
medi um , Thdescmanagenernerstedi it sheadabe-sreoytadgproperbyulsy fogi ng
content IDs at check-out and check-in tines. As a result, evenif a
content is tkeotdedsdénraedecontlany medordcedveddifuowmndahe demkerm ng to the
SDM standard, rights to transfer, copy and reproduce the content can be
managed propeebydsagt Apparhatb . coTivend&ts et ainte pt ot eséd otn otha copyri ght
can be provided to the user. In addition, the data-recording apparatus for
recordi ng apgnkgpmedydcbigréah@sorbotafdsFe@mcantea®’d@rym the data

transfer apparatus to the data-recording apparatus.

That is to say, even if a second content descriptor

(or a content ID) for a content cannot be recorded in the

secondary recording medium, the second content descriptor

(or the content ID) generated by the data-recording

apparatus employing the secondary recording medium and

used for identifying the content is associated with

another content ID (a first content descriptor) generated

for the same content by the data transfer apparatus

employing the primary recording medium. Thus, management

of rights can be executed properly by using content IDs

at check-out and check-in times. As a result, even if a

content is recorded on a secondary recording medium not

conforming to the SDMI standard, rights to transfer, copy

and reproduce the content can be managed properly so that

both convenience and protection of a copyright can be

provided to the user.

In addition, the data-recording apparatus for

recording and reproducing data onto and from a secondary
188



188 recordi ng nedi um generates a content's second content identifier

on parti al

a content

is extracted fromthe content's

based

data extracted fromthe content in an unencrypted state. For
each content, it is thus possible to generate a content |ID unique to the
content. Furthernore, the partial data used for generating a content

| D of

sanpling point set on the basis

of the length of the <content. The sanpling point is used as an extraction
point fromwhich partial data of the content is extracted. Therefore,

each content, it is possible to generate a content ID peculiar to the

f or

content. That is to say, .even if the second content identifier cannot be

recor ded onF8COFRENFeBEAGHFY IFBESATRRg emEQRHAR
dat a-recordi ng apparatus enpl oyi ng

5r SELORY GRPERPL t he

t he secondary recordi ng nmediumis al ways

capabl e of §egBtafifg Raseord PésiHtedt dpdéneriiréctsee diticdr thé t he content.
second content identifier can be used as information proper for
the right nmanagensninciledngEbo¥FPIREr 66@de,. oRerorambr eopbpRts dEhéf t han
and the end of a content can be used as sanpling points for
gener ati ng &hsecprdsdibieenp geaestriaticer contieatcdm emiqueThgs thiehe second

Thus, the

the start

content identifier can be used as

t he cont ent cohtent.

Furthermore, the partial data used for generating a
content ID of a content is extracted from the content’s
sampling point set on the basis of the length of the

content. The sampling point is used as an extraction

point from which partial data of the content is extracted.

Therefore, for each content, it is possible to generate a
content ID peculiar to the content. That is to say, even
if the second content identifier cannot be recorded onto
the secondary recording medium, for each content, the
data-recording apparatus employing the secondary
recording medium is always capable of generating a second
content identifier peculiar to the content. Thus, the
second content identifier can be used as information
proper for the right management cited above.

Moreover, one or more points other than the start

and the end of a content can be used as sampling points

for generating a second content identifier of the content.

Thus, the second content identifier can be used as

information proper for and peculiar to the content. 1In
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189 the case of an audio content, for exanple, the start and the end of
the content are typically soundless, containing data, which is the sanme as
ot her contents in nmany cases. However, portions other than the start and
the end contain data, which is never the sane as other contents. In
addition, when a content is transferred froma data transfer apparatus to
a data-recording apparatus as a check-out content, on a data path ending
with an operation to record a decrypted content onto the secondary
recording medium partial data is extracted froma sanpling point in the
content, and processing based on the extracted partial data is carried out
to generattha ceeendfcant andipdepntener for exampdhtefrh® STRES, 2P is not
necessary to carry out an operation to neke a read access to the secondary
recordi ng nedeuendnofokber cootavguare piaricallygasauhdémsshe sanpling poi nt
to be used in the processing to generate a second content identifier. As
a result, itonsapon$sgbtetto whprbvést hbe edfmiechenoyghefr aoptevéssivarri ed
out by the data-recording apparatus to informthe data transfer apparatus
of a seconglagpntestsi dendwdver, apo vt chres ke thuibr t tinEn atide t staperdnmdm a
sequence of check-out communi cati on operations

the end contain data, which is never the same as other

contents.

In addition, when a content is transferred from a

data transfer apparatus to a data-recording apparatus as

a check-out content, on a data path ending with an

operation to record a decrypted content onto the

secondary recording medium, partial data is extracted

from a sampling point in the content, and processing

based on the extracted partial data is carried out to

generate a second content identifier for the content.

Thus, it is not necessary to carry out an operation to

make a read access to the secondary recording medium in

order to acquire partial data from the sampling point to

be used in the processing to generate a second content

identifier.

As a result, it is possible to improve the
efficiency of a process carried out by the data-recording
apparatus to inform the data transfer apparatus of a

second content identifier at a check-out time and to

perform a sequence of check-out communication operations
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190 at a higher speed. Furthernore, with the secondary recordi ng nmedi um
for recording contents nounted on the data-recording apparatus, during a
period of tinme in which no request for a check-in is nade, partial data is
reproduced from the secondary recording nmediumand stored in a nenory in
advance for each of the contents, or partial data is reproduced fromthe
secondary recording nediumto be used for generating a second content
identifier to be stored in a nenory in advance for each of the contents.
Thus, when a request for a second content identifier is made prior to a
check-in, an access to the secondary recording nediumis not required. As
a result, a@5eguBhgBesf SERBEk- in conmuni cation operations can be carried
out at a higher speed. 191 CLAIMS 1: A data transfer systemconprising a
data transfer apparethereere a whth-the orerortapparetesdiwnegreediunai d dat a
transfer apparatus conprises: primary-recording-mnmediumdriving neans for
recordi ng afdrr eproddéhagcdataentat moundeflr om shpr datey rececdidiong nedi um
storage controlling nmeans for controlling said

apparatus, during a period of time in which no request

for a check-in is made, partial data is reproduced from
the secondary recording medium and stored in a memory in
advance for each of the contents, or partial data is
reproduced from the secondary recording medium to be used
for generating a second content identifier to be stored
in a memory in advance for each of the contents. Thus,
when a request for a second content identifier is made
prior to a check-in, an access to the secondary recording
medium is not required. As a result, a sequence of check-
in communication operations can be carried out at a

higher speed.
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primary-recordi ng-nmediumdriving nmeans to store content data in an
encrypted state and a first content identifier generated uniquely to said
content data onto said primary recording medi uny comruni cati on nmeans for
carrying out a variety of data conmunications including transfers of
content data wth said data-recordi ng apparatus; and transfer nmanagenent
means for managing rights to transfer content data and for nanagi ng
transfer rights of content data already transferred to said secondary
recordi ng nmedi um by using a generated table for associating said first
content identifier wth a second content identifier received fromsaid
dat a-recordi ng apparatus and gener at@8ABY¥Ssai d dat a-recordi ng appar at us
for said content data already transferred to said data- recording
appar at us, Wherkada ti® 2t san sif elat sy $ eeror comgr bpbad ad udatanpraseter
comuni cati on neans for carrying out data conmmuni cations including
exchanges o&ppentéent datlaawitha-sacdrdahg tppashénsapperatos;
secondary-recordi ng-medi um driving nmeans for recording and reproduci ng data
onto and from sai tsascdentar yraecdHe di agpaestt wsn coeer ypés on neans for
decrypting encrypted content
primary-recording-medium driving means for
recording and reproducing data onto and from a primary
recording medium;
storage controlling means for controlling said
primary-recording-medium driving means to store content
data in an encrypted state and a first content identifier
generated uniquely to said content data onto said primary
recording medium;
communication means for carrying out a variety of
data communications including transfers of content data
with said data-recording apparatus; and
transfer management means for managing rights to
transfer content data and for managing transfer rights of
content data already transferred to said secondary
recording medium by using a generated table for
associating said first content identifier with a second
content identifier received from said data-recording
apparatus and generated by said data-recording apparatus

for said content data already transferred to said data-

recording apparatus, whereas
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data received fromsaid data transfer apparatus, putting said content data
in an unencrypted state; recording controlling neans for controlling said
secondary-recordi ng-nmedi umdriving nmeans to record said encrypted content
data decrypted by said decryption neans onto said secondary recording
medi um identifier generation nmeans for generating a second content
identifier of said content data fromsaid content data in said unencrypted
state; and identifier-transm ssion controlling neans for requesting said
comuni cation neans to transmt said second content identifier generated
by said identifier generation neans to said data transfer apparatus. 2: A
data transfer syst®d@c@dErFYCPHILNAI APR2TREY S| AROMBELESEF ansf er managenent
means manages said rights to transfer content data by managi ng the nunber
of allowable 193 te¢emsiricabioroneant Haracabrygand @utadadeor di ng
apparatus. 3: A data transfer systemaccording to claim1l wherein, when a
right to reprodunécetibest idatladingmesaihdngesc ofdaopn tieadodditag wisdti um i s
| ost for said content data recorded on said secondary recordi ng medi um
sai d transtedidmdnageneansfeansppagqaesiss sai d data-recording apparatus t
transmt said second content identifier
secondary-recording-medium driving means for
recording and reproducing data onto and from said
secondary recording medium;
decryption means for decrypting encrypted content
data received from saild data transfer apparatus, putting
sald content data in an unencrypted state;
recording controlling means for controlling said
secondary-recording-medium driving means to record said
encrypted content data decrypted by said decryption means
onto sald secondary recording medium;
identifier generation means for generating a second
content identifier of said content data from said content
data in said unencrypted state; and
identifier-transmission controlling means for
requesting said communication means to transmit said
second content identifier generated by said identifier
generation means to said data transfer apparatus.
2: A data transfer system according to claim 1 wherein

said transfer management means manages said rights to

transfer content data by managing the number of allowable
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generated for said content data and, after using said table for collation
of said second content identifier received fromsaid data-recording
apparatus, updates said right to transfer said content data. 4: A data
transfer systemaccording to claiml1 wherein said identifier generation
means extracts a portion of said content data froma sanpling point
determ ned on the basis of the length of said content data, and generates
a second content identifier by carrying out a process using said
extracted portion. 5: A data transfer systemaccording to claim4 wherein a
point or a plurality of points other than a start and an, end of content
data are us&d3B§fegsdofampRitRgtpdates tPoraigefetarite§ox9d®@ond cont ent
identifier of said content data. 6: A data transfer systemaccording to
claim1 wheRPPARTat9s.when said content data is received fromsaid data
transfer apparatus, said identifier generation neans extracts a portion
from sai d sdnplAndapai branafeni gystent aacoddingoncactaim pavhesadinng with
an operation to record said content data decrypted by said decryption
means ont o gaed secagidr yor eeprddugeneodniien tadd tgefeoat estida second cont ent
identifier by carrying out a process using said extracted portion; and

secondary recording medium is lost for said content data

recorded on said secondary recording medium, said

transfer management means requests said data-recording

apparatus to transmit said second content identifier

generated for said content data and, after using said

table for collation of said second content identifier

received from said data-recording apparatus, updates said

right to transfer said content data.

4: A data transfer system according to claim 1 wherein

said identifier generation means extracts a portion of

said content data from a sampling point determined on the

basis of the length of said content data, and generates a

second content identifier by carrying out a process using

said extracted portion.

5: A data transfer system according to claim 4 wherein a

point or a plurality of points other than a start and an

end of content data are used as said sampling points for

generating a second content identifier of said content

data.

6: A data transfer system according to claim 1 wherein:
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upon conpletion of a transfer of said content data fromsaid data transfer
apparatus, said identifier- transm ssion controlling neans requests said
comuni cation neans to transmt said second content identifier generated
by said identifier generation neans to said data transfer apparatus. 7: A
data transfer systemaccording to claim1l wherein, wth said secondary
recordi ng medium for recording contents nounted on said data-recording
apparatus: said secondary-recordi ng-nedi umdriving neans reproduces a
portion froma sanpling point in one of said contents recorded in said

Avance Tor cach OMEhi 1 RhiEHES: CIRE 7 UGt For L E4T o SHEGHRE Ront ent

advance for each ont ent
identifier of one of said contents recor in said secondary 195
recordi ng nB8RRATFE ﬁ@EéF@EHSﬁrﬁﬁﬁgaﬁéeaﬁﬂgl?Faﬂ@P@FatéBBaW§?§§ sai d

identifier generation nmeans generates said second content identifier by
carryi ng ouBxhrpFbeedsPasihgn ExPRageéd pAFPILdAIoPOSAICd1BafpliFng poi nt
already stored in said storage nmeans; and said identifier-transm ssion
control i ngcaptast deQaeQnsasdﬁ@acpﬁﬁbnEcd@hgnwﬁéangntQpﬁraﬁsﬁntt@aid
second

record said content data decrypted by said decryption

means onto sald secondary recording medium, and generates
a second content identifier by carrying out a process
using said extracted portion; and

upon completion of a transfer of said content data
from sald data transfer apparatus, said identifier-
transmission controlling means requests said
communication means to transmit said second content
identifier generated by said identifier generation means
to said data transfer apparatus.
7: A data transfer system accordihg to claim 1 wherein,
with said secondary recording medium for recording
contents mounted on saild data-recording apparatus:

said secondary-recording-medium driving means
reproduces a portion from a sampling point in one of said
contents recorded in said secondary recording medium and
stores said portion in a storage means in advance for
each of said contents;

when a request for said second content identifier

of one of said contents recorded in said secondary
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content identifier generated by said identifier generation neans to said
data transfer apparatus. 8: A data transfer system according to claiml
wherein, wth said secondary recording nmediumfor recording contents
nount ed on said data-recordi ng apparatus: said secondary-recordi ng-nmedi um
driving neans reproduces a portion froma sanpling point in one of said
contents data recorded in said secondary recording nedium said identifier
generation means uses said reproduced portion in a process to generate
said second content identifier to be stored in a storage nmeans in advance
for each of said contents; and when,a re?uest for aaid iecongﬁcontent

o] a

i dentifier *BFCHALNGfMEAFH ot EREEIVEDoFHEY PAIEaPat8eE6RBEFGT recording

mediumis received fromsaid data transfer apparatus, 196 said
i dentifier-2PBA%ATYSion controlling neans requests said communi cation
means to transmt said second content identifier already stored in said
storage neans to Y RERCIFIRRIINAPBEEAMR UBSADS FERRIALETF aFRIdr
apparatus conprising: primry-recording-nmediumdriving neans for
recor di ng amdcee@roduteny ddentshierand FASKYADEr PHEr ¢ Pre€epdi H§iRTdi um
extracted portion of said sampling point already stored
in said storage means; and
said identifier-transmission controlling means
requests sald communication means to transmit said second
content identifier generated by said identifier
generation means to said data transfer apparatus.
8: A data transfer system according to claim 1 wherein,
with said secondary recording medium for recording
contents mounted on said data-recording apparatus:
said secondary-recording-medium driving means
reproduces a portion from a sampling point in one of said
contents data recorded in said secondary recording medium,
said identifier generation means uses said
reproduced portion in a process to generate said second
content identifier to be stored in a storage means in
advance for each of said contents; and
when a request for said second conﬁent identifier
of one of said contents recorded in said secondary

recording medium is received from said data transfer

apparatus,
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storage controlling nmeans for storing encrypted content data and first
content identifier generated inherently for the content data onto said
primary recording nmediunm conmunication nmeans for carrying out a variety
of data communications including transfers of content data wth an
external data-recordi ng apparatus; and transfer managenent neans for
managi ng rights to transfer content data and for managing transfer rights
of content data already transferred to said external data- recording
apparatus by using a generated table for associating said first content
identifier wwth a second. content identifier received fromsaid external
dat a- recordi ng apiarhtidenht FRner s bis ke CoREERF bERY dNeRNS appar at us
for said content data already transferred to said data-recording
appar at us. 19quegts Asgatdacermnsieptippanaens secséranagitoseaidi agegondherein
said transfer managenent neans manages said rights to transfer content
data by managnhhgnthédeubbéieof adkkadmbbtorednshessidf stomhgrt mdaha to said
external data-recording apparatus. 11: A data transfer apparatus according
to claim9 tehsatiindavhenhransight apparepnsduce content data from said
secondary recording mediumis lost for said content data
9: A data transfer apparatus comprising:
primary-recording-medium driving means for
recording and reproducing data onto and from a primary
recording medium;
storage controlling means for storing encrypted
content data and first content identifier generated
inherently for the content data onto said primary
recording medium;
communication means for carrying out a variety of
data communications including transfers of content data
with an external data-recording apparatus; and
transfer management means for managing rights to
transfer content data and for managing transfer rights of
content data already transferred to said external data-
recording apparatus by using a generated table for
associating said first content identifier with a second
content identifier received from said external data-
recording apparatus and generated by said data-recording

apparatus for said content data already transferred to

said data-recording apparatus.
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recorded on said secondary recording nmedium said transfer nmanagenent
means requests said-external data- recording apparatus to transmt said
second content identifier generated for said content data and, after
using said table for collation of said second content identifier received
fromsaid data-recordi ng apparatus, updates said right to transfer said

content data. 12: A data-recording apparatus conpri sing:

communi cati on

means for carrying out data comrunications including exchanges of content

data with an external data transfer apparatus; secondary-recordi ng-nmedi um

driving neans for

recordi ng mefifunt e ypEIRRL PR aARPEPR L ERCRGRPTAGNGNEP yplalMcHNt ent
received fromsaid external data transfer apparatus, 198 putting said
content dat ®¥hprean aaédctyphedest apragemendr oicagscomnegesi sgideans for
controlling said secondary-recordi ng-nmediumdriving neans to record said
encrypted cohgbtis dat srdasfgpt ednbpnsaddtdebyypeneginganse onmbegaiod

secondary recordi ng medi um

cont ent

data-recording apparatus.
11: A data transfer apparatus according to claim 9
wherein, when a right to reproduce content data from said
secondary recording medium is lost for said content data
recorded on said secondary recording medium, said
transfer management means requests saild external data-
recording apparatus to transmit said second content
identifier generated for said content data and, after
using said table for collation of said second content
identifier received from said data-recording apparatus,
updates said right to transfer said content data.
12: A data-recording apparatus comprising:

communication means for carrying out data
communications including exchanges of content data with
an external data transfer apparatus;

secondary-recording-medium driving means for
recording and reproducing data onto and from a secondary
recording medium;

decryption means for decrypting encrypted content

data received from said external data transfer apparatus,

198

recordi ng_and reproducing data onto and from a secondary

dat a

identifier generation neans for generating a
i deal.lbwebler tmasaifdreonfenbndena datsaitd said external



unencrypted state; and identifier-transm ssion controlling neans for
requesting said conmunication neans to transmt said content identifier
generated by said identifier generation neans to said external data
transfer apparatus. 13: A data-recording apparatus according to claim 12
wherein said identifier generation neans extracts a portion of said
content data froma sanpling point determ ned on the basis of the length
of said content data, and generates a content identifier by carrying out a
process using said extracted portion. 14: A data-recording apparatus
according to claim13, wherein a point or a plurality of points other than

a start anHuéﬁlBﬂdsBFdCSHPEﬁPtdQFEaaFB G8eHRgECEYPEeds 8FBIPAg points for
generating a content identifier of said content data. 15: A data-recording
appar at us accor di g ¢Irg rFAPt 1Ll k@ reedns wheh certrebhirdtsabda is
received fromsaid external data transfer apparatus, said identifier
gener ation ﬁegﬁsdexyrae@grdlpGrmedmumfdémvsagdmganplmngrsgpmﬂ saidai d
content data on a data path ending with an operation to record said
content datencdppkg@t ednbgnsaddtdedegpyptrdnbansaddt desaydtsevomdany
recordi ng nmedium and generates a second content

onto said secondary recording medium;

identifier generation means for generating a
content identifier from said content data in said
unencrypted state; and
identifier-transmission controlling means for

requesting said communication means to transmit said

content identifier generated by said identifier

generation means to said external data transfer apparatus.

13: A data-recording apparatus according to claim 12

wherein said identifier generation means extracts a

portion of said content data from a sampling point

determined on the basis of the length of said content

data, and generates a content identifier by carrying out

a process using said extracted portion.

14: A data-recording apparatus according to claim 13

wherein a point or a plurality of points other than a

start and an end of content data are used as said

sampling points for generating a content identifier of

said content data.

15: A data-recording apparatus according to claim 12
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identifier by carrying out a process using said extracted portion; and
said identifier-transm ssion controlling neans, upon conpletion of a
transfer of said content data from said external data transfer apparatus,
requests said comunication neans to transmt said second content
identifier generated by said identifier generation neans to said data
transfer apparatus. 16: A data-recording apparatus according to claim 12
wherein, with said secondary recording nmediumfor recording contents
nmounted on said data-recording apparatus: said secondary-recording-medi um
driving neans reproduces a portion froma sanpling point in one of said
contents reEB?H%Hnrnwgﬁpd5§é€0ﬁ8§F9nFe€6Félh@ KBgRaNedndront 6pé8 said
portion in a storage neans in advance for each of said contents; 200 when

a request fertesndlsdebadteanceéar pEPArPLHEr of one of said contents
recorded in said secondary recording nediumis received fromsaid externa
data transfer appzaid usientiti¢regendiztigreeans oo meants gereeatisnsaid
second content identifier by carrying out a process using said extracted
porti on of faopl sajdpsamplahgepdynst bnedaid content data on a data

path ending with an operation to record said content data

decrypted by said decryption means onto said secondary

recording medium, and generates a second content

identifier by carrying out a process using said extracted

portion; and

said identifier-transmission controlling means,

upon completion of a transfer of said content data from

said external data transfer apparatus, requests said

communication means to transmit said second content

identifier generated by said identifier generation means

to said data transfer apparatus.

16: A déta—recording apparatus according to claim 12

wherein, with said secondary recording medium for

recording contents mounted on said data-recording

apparatus:

saild secondary-recording-medium driving means
reproduces a portion from a sampling point in one of said
contents recorded in said secondary recording medium and

stores said portion in a storage means in advance for

each of said contents;
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in said storage neans; and said identifier-transm ssion controlling nmeans
requests said comruni cation neans to transmt said second content
identifier generated by said identifier generation neans to said data
transfer apparatus. 17: A data-recording apparatus according to claim12
wherein, with said secondary recording mediumfor recording contents
nmounted on said data-recording apparatus: said secondary-recordi ng-nmedi um
driving neans reproduces a portion froma sanpling point in one of said
contents data recorded in said secondary recording nedium said identifier
generation neans uses said reproduced portion in a groce$s to_generate
said second contefted enfegresttEobeSatdraecendacenbeneiderhstiar advance
for each of said contents; and 201 when a request for said second content
identifier offopnmeosfssarddceoonestiss reecsddddinnssaidd seeonddayy recording
mediumis received fromsaid external data transfer apparatus, said
identifier-teansdisgi nadéomt iel repginednsromegadsit exsardadonnttai cati on
nmeans to transmt said second content identifier already stored in said
st or age neafsansfer apparatus,
said identifier generation means generates said
second content identifier by carrying out a process using
said extracted portion of sampling point already stored
in said storage means; and
sald identifier-transmission controlling means
requests said communication means to transmit said second
content identifier generated by said identifier
generation means to said data transfer apparatus.
17: A data-recording apparatus according to claim 12
wherein, with said secondary recording medium for
recording contents mounted on said data-recording
apparatus:
said secondary-recording-medium driving means
reproduces a portion from a sampling point in one of said
contents data recorded in said secondary recording
medium;
said identifier generation means uses said
reproduced portion in a process to generate sald second

content identifier to be stored in a storage means in

advance for each of said contents; and
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to said data transfer apparatus. 18: A data managenent nethod for nmanagi ng
transfer rights of encrypted content data recorded on a primary recording
mediumto a secondary recordi ng nmedium said data nanagenent nethod "
conprising the steps of: managing rights to transfer said content data by
associating said content data with a first content descriptor generated
for said content data; and managi ng transfer rights of content data already
transferred to said secondary recordi ng medium by using a generated table
for associating said first content identifier with a second content
identifier received from said secondary_ recording-nedi um apparatus and
generated by sai dBREhdERINTHe oFAW R FHR PP pReERRT f bierki L eEont ent
data already transferred to said secondary recording-nedi um apparatus. 19:
A data managénene aftheiddacentanhy recerdefh 18 serdwhecepgdasdid rights to
transfer content data are nanaged by managi ng the nunber of all owable
transfers ofecontdény mddiwmt bssaedeseednfiapyp secdr dkngrnedi data20: A data
managenent net hod according to claim 18 whereby, when a right to reproduce
content dataranefesaafgpasetaadary recording nmediumis |lost for said content
data recorded on said secondary recording nedium a secondary-
said identifier-transmission controlling means
requests said communication means to transmit said second
content identifier already stored in said storage means
to said data transfer apparatus.
18: A data management method for managing transfer rights
of encrypted content data recorded on a primary recording
medium to a secondary recording medium, said data
management method comprising the steps of:
managing rights to transfer said content data by
assoclating said content data with a first content
descriptor generated for said content data; and
managing transfer rights of content data already
transferred to said secondary recording medium by using a
generated table for associating said first content
identifier with a second content identifier received from
said secondary recording-medium apparatus and generated
by said secondary recording-medium apparatus for said
content data already transferred to said secondary

recording-medium apparatus.

19: A data management method according to claim 18
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recor di ng- medi um appar atus enpl oyi ng said secondary recording nediumis
requested to transmt said second content identifier generated for said
content data and, after said table is used for collation of said second
content identifier received fromsaid secondary- recording-nmedi um
apparatus, said right to transfer said content data is updated. 21: An
identifier generation nethod whereby a portion of said content data is
extracted froma sanpling point determ ned on the basis of the | ength of
said content data, and a content identifier is generated by carrying out
a process usjng said extracted portion. 22: An identifier generation met hod
i

accordi ng tBheFaP¥ 821dnkagBES &OpbFARSERTaCRPLPRE f9t8f 256 REBaGRAer t han
a start and an end of content data are_used_as said_sanpling points for
generati ng By coaregingdéhei ppebesf ofsaildorvahtentraagiersolf2gonagnt
identifier generation nmethod according to claim2l whereby, as part of
oper ati ons tataetei saidabdcendaypt cdcosdangnmedat®,. decrypt said received
encrypted content data into an unencrypted state and record said content
data in sai 20unehciy eursdgerenntne sod asecondiny toecbadnny8 nedi um a
portion is extracted in advance from said sanpling point in said content
data, and awheeehyg, when a right to reproduce content data from said

secondary recording medium is lost for said content data

recorded on said secondary recording medium, a secondary-

recording-medium apparatus employing said secondary

recording medium i1s requested to transmit said second

content identifier generated for said content data and,

after said table is used for collation of said second

content identifier received from said secondary-

recording-medium apparatus, said right to transfer said

content data is updated.

21: An identifier generation method whereby a portion of

said content data is extracted from a sampling point

determined on the basis of the length of said content

data, and a content identifier is generated by carrying

out a process using said extracted portion.

22: An identifier generation method according to claim 21

whereby a point or a plurality of points other than a

start and an end of content data are used as said

" sampling points for generating a content identifier of

said content data.
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content identifier is generated by carrying out a process using said
extracted portion in processes on a data path ending with an operation to
record said decrypted content data onto said secondary recording nmedium
24: An identifier generation nethod according to claim?21 whereby, for
contents already recorded on said secondary recording nmedium a portion is
reproduced froma sanpling point in one of said contents recorded. on said
secondary recording nediumand stored in a storage neans in advance for
each of said contents prior to reception of a request for a content
identifier froman external apparatus; and when a request for sajd content
identifier 8o ekl H RO FRDITRENPH IGFATLERDr &P gt 3EBi 4dn i s
received fromsaid external apparatus, said content identifier is
gener at ed byhesaebyingsonara pfoepssatisPRg texreseive poidi sRCsYPELAd
sanpling point already stored in said storage neans. 204 25: An identifier
gener ati on aethedtadsbadi dgcryptl apid2tecehwerdbgnciryptedntentendat a al r eady
recorded on said recording nmedium a portion is reproduced froma sanpling
poi nt in ondéabtd $atd enntierahsrypteddedaitr saddreeceddsadd pediemtand used
in a process to generate said content identifier to be stored in a storage
means in adyafeeihotaigaghentrygpiddcenkbent snpbi saitioseeeapkicgn of a request

for
recording medium, a portion is extracted in advance from
said sampling point in said content data, and a second
content identifier is generated by carrying out a process
using sald extracted portion in processes on a data path
ending with an operation to record said decrypted content
data onto said secondary recording medium.
24: An identifier generation method according to claim 21
whereby, for contents already recorded on said secondary
recording medium, a portion is reproduced from a sampling
point in one of said contents recorded on said secondary
recording medium and stored in a storage means in advance
for each of said contents prior to reception of a request
for a content identifier from an external apparatus; and
when a request for said content identifier of one
of said contents recorded in said recording medium is
recelived from said external apparatus, said content
identifier is generated by carrying out a process using
extracted portion of said sampling point already stored

in said storage means.
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a content identifier froman external apparatus. 205

25: An identifier generation method according to claim 21
whereby, for contents data already recorded on said
recording medium, a portion is reproduced from a sampling
point in one of said contents recorded in said recording
medium and used in a process to generate said cdntent
identifier to be stored in a storage means in advance for
each of said contents prior to reception of a request for

a content identifier from an external apparatus.
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