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di scl osure of this patent docunent contains nmateri al
which is subject to copyright protection. The

CROW-INVASIVEEA UTGMATICOOFFS I PR PAT CHFINGERPRINTING AND
reproduction by anyone of the patent document or the

pat ent di scl osuP@DAEING SX;S{&&HYI&ANDMEH"EH@& ent and
Trademark O fice patent file or records, but otherw se
reserves all copyright rights vvhatsoever. The

copyri ght owner does q@pyRaGEly NGTICE any of its 10
rights to have this patent document maintained in

secr eA)portlmbﬂfdﬁs dgscmswtwftthls patﬁmalocum@mt Gontning mhtesal which is

Tt 1.14. .ELELD THE, |
i) R ot RrdiepiSh Theicapiatett 8V Byt 0 ORI TR Jecsimile
Y@M&ﬁcﬁ&g% SRRk DF tHGaldnt G0V Br @6 Hakht dis6IBSRE, eas 1t appears

nét wor k e |nvent|on relates nore specifically t
ohihe RPategt arfddFradémpankdifice patentoila oi t@oaisdbutw@mrwpmcsen@s all

th ft ed |
TS I SR SORE e oPTTER Gher SRASTGY BHEDY Watye any of s
ngltl,g Whaveaidivatdnd d&ﬂﬁ{en"é‘mahﬁ‘élﬂ@cf inNBLreey, lfncludm% without limita-

m ni strative nmachi ne keep copi es of Sof
fia itheights pOrsuBGHNBCALF BAGHAROUND OF THE | NVENTI ON The
"state of the art' in the conputer software industry
remai ns such that software is often delivered with

. g . h
various anomalies ?@ﬁLﬁoﬁﬁEqﬁ\ﬁﬁ@fﬁPﬁed These

anomal ous behavi or ave conme to be ca "bugs". The

or i gi Maé preemuhehtibn gelatss tonsytﬁams apé neethods svhidgumfatet dxdsting
Harvard University Mark 11 Ai ken Rel ay Cal cul at or,
BRIV E 8TOPS REPIIGHC flﬂ@/osifnihe%\fﬁnaﬂn refpfes B9k speiisally to checking

rfoerr{?é/ ﬁé%d%lo{@écﬁtlhg ahd ﬁl{% B&aftﬁlg‘%hé £%P’ga§? ﬁ?ﬁg{nﬂﬁg@ a&rﬁ%s?a)s/%hent-

aateralysiemseitifut lmeglda& ifrChuinnroset'si ghit,cipld evishomk t'ehlumng that a
conputer hardware and software have since been called
ta@gﬂj@etwqutaﬁmm%trqéwe@whm@ke%@ﬁmswé ofiwarsinatehedal | ed

"debuggi ng". 30 Each tine software is "debugged", a
change to that pi ece of software is created - this

change somECHBICAYS BACKGROUNPAF THE AN VIENTEONT
software called a "patch" or 1 WO 2004/ 086168

PCT/ USho (stdto 06 Beaut’ i the'comphisr pofitiare industry syragias guch that
ve de?rre %s 8 ! e&ehc\:'gl!eld \;\/1{11&S i oﬁagﬁ: heﬁlegtlln 1téq gesrﬁ%d %ehagf S JThese

anomalous behaviors have come to be called “bugs”.

The original computer bug is in the operations log of the Harvard University
Mark II Aiken Relay Calculator, now preserved in the Smithsonian. The operators
removed a moth that had become trapped between relay switches in the computer, and
wrote the entry “First actual case of bug being found.” Problems with computer
hardware and software have since been called “bugs”, with the process of removing
problems called “debugging”.

Each time software is “debugged”, a change to that piece of software is created

~ this change sometimes results in an additional piece of software called a “patch” or
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nanmes "Service Packs" or "Support Packs." This process
has becone so prevalent in the industry that software

wa@emndosdegise vari ous nam ng and nunbering SchrOBES1004/006328

keep track of their available "Support 5 Packs". The
difficulty of keeping these "Support Packs" straight
5l MRS RRABGE, WBSTHwark §BAMLS ofté ball BePatheoby theshars damthl
schenme of nami ng and, nunbering. Mcrosoft, for
nansasdiewice Racks't o “ArppehBads.f ani |y of operating

system. sof twar e, products has .ng .l e |

"o v b et pRERRART Brey Sona8 Bttt R Fhdors use
PRI §HRircl s d GHEIHRARE ScHERYs X REp! tRItk ©f tHVf aidatie Suppprt
the total nunber of 10 patches, fixes, solutions,

Ranits'd The el fficekty pilsdepingshesariupparePackpestedigi ds ingeoagaeh when
maybe Nor NDUS. en an applicati.on is installed, it
OB 41 e prtanord orrn et g P P B o
file PALEHGS f&) B8, Ft itshRirklbARAer ShnsiB e Wpefatihk lspgem
The patches ‘are generally included because the _
sqfpldre atddocts heswiolesslihen sikanejdr §3arwica Rackes!” gvailabkhiabie@pplied
in one 15 or .nore of the operating systemfile nd
tsodisrobloms i S ERan P peRics. Sior] ey (e b fgper of
f aidesfud SR UBl PSR idd ' Hbferd t b
?%F%E%gi %%‘%i/ |t§c{1 ’egldl ffi cd(lt'étlgya%;ﬁgf fo-ﬂgir}?%ﬂgneggp%??%gtﬁr%ﬁay ©
wiesrgous.perfornmed this service, or if the file nodified
by the application vendor_ is used aonly by that .
vendoMhenagapp ReiPB s IEHEddrmay Atain oG Ff more pifheserpperating
. . s ipstall 1
535 S0 AL, A8 RED PG b G H1EE ThepRne) S penerlly
shearded beégeethefapplicition Gends ixetered sdrheswnsdiausdethavior in one
operating system files are called DL|'s nam.cal
pr mEglof the pRaratEng) systeRbillsh ads9 S%Iil@o%o I%W%g‘gﬁ%f) & ttefent
nanes. Ih ' ' :
SRR PR bl AR SO ATl Sai Ry AdeRTculty if
BAKUHRafpIScati6 R MEmion pkifoisedathisparases beifshe filednabifiehby thie
the nature of the 25 shared file has changed (e.gl.,,,
eppliqatipmmender isqised palydiyftheiveador &%P@hﬁaé}%&og’evef» is is often
di{) erent, the function is different), the calling
ABPPER® on may no 1 onger behave correctly. Many
COMD WM ERGHRE applitatib®Rhnsialled, @t apgplication mapginclude a more

referenced in this fashion. Many software vendors fry
trecept arsioe of hehar¢dpiees of opde.PrmSubsetiof thegp ehaged pRprating system

: i Ho _ iy Li : .
PSR D1 DR DR O SRaGPBL 8 50 e
Sl YrHeQ shARIG-operatinBishstdm Ghenge ofien eetabieNgndsyisy expect a
file that the original application needed to function

die hamberhf paganwiEre 0B gendso fpemmzscndeo ezl the nature of the

shared file has changed (e.g., the parameter set is different, the name is different, the

function is different), the calling application may no longer behave correctly. Many
common computer functions such as “print” are referenced in this fashion.

Many software vendors try to provide the “latest” version of the operating
system file. However, when a different application is loaded onto a computer, it may
overwrite and subtly (or not-so-subtly) change an operating system file that the

original application needed to function as planned.
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Assune an adm nistrator for an organization is charged
W th keepi ng one hundred servers up and running while

WG xposdissg t hree thousand users connecting t oPCT/HERE4/006328

servers. The admi nistrator is also responsible for
instal ling user requested or managenment dictated
appl i Agdun®éh adnShishetor fdifahgantiAPPR 6 ¢hafgeld asitskeaping one
internally 5 devel oped applications. The adm ni stratar

hurslsedpsvaresp ambiuphingtwhifegupporéing ilras thougand userp GepRssting to

| | t el f 1 it v
b SRt b T o B R o
HRa REINPAiKtafAhpp HEdtohs DettRE shfinR kx}r%ﬁfedfphﬁ:hﬁéeis @R irBernally
Applying the six service packs could easily result in

deeknped inpplictions. Fhe hdmimsteaterrajsodee responsiilibufos thedimely
a}_gr, ers for a total f)),f f:lteven hucndr d 10 tVi sits. This
whon.deeatyor feotely pLUP SPSIEGOGRIRTRe because t he
appl i K@t iphefl thARf Rbvibdsacks Mtishe PALKSd fRtheGRHUFEk and
nmore probleis than it fixed, so it had to be undone.
tiistriuesdt th nl of thealisatsdApplymgtthe visservidel packsgnuldeasie result in

same workstation operati syst t hat coul.d .nean

ST NS EATE\P0 RESTY AOLIS N TOPGieT S BB § 4Lgg Sovel hundred
lonk Bk®a Pt pBASadiindecatean® bpsiftadon of

%#??ﬁsﬂg@%ﬁ%ﬂ%ﬁgngaﬁ%ﬁﬁg% heai nternally prfitation o

grvef thp eelviap phéksahayorassamdrd problemsitide- ifiagh ed it had to be

products. Distribution of software patches and files

ypdpoehei r subsequent application becomes the first

| ndi c gy ' LA SHisEH operati

agony ?gth%?%thﬁﬁﬁ%hg ﬁg&?ﬁgﬁe%e?l%ﬁgi%@%ﬂur ri ng,1 t ﬁ%era e

byatkny) tHatalou Rlan sl othes twatty-bhe theusad visitsito epy thefeéches.

server needs attention the admpistrator i.s ofte )
Bemeaberthina]l hasie Ppascogulishstl while 1%%@%&}11 he internally

repert .t hat t.hej i

R R

?@%h@s%d fhes aid théle suseduint fetieniomecenee tpdirst iudicaimh of what
urther reduce the inpact of problens. Monitoring

nugltde called Spdsupishator #EANYAL i on of "adni ni strat or

agony'...Ih . S .en. hi r it .

o LB SRS G018 08 o i

PEBAIBYIC W HRA G clveyBEedp baehtivni thé hdminishiadiis ofmadonyactedrtey
adm ni strator had been hel ped by being given extra
snethér peg¥on, whomsy frantisallyeisnery tha thedrseiyer Halovnpndgnestde fixed.

-.the additio f personngl i r
iethranrent i e anhert R ahdiilR AR ghilees, B cBlua

iRV RhY 8@rd Rspdisivelah@ireer redude thedapes off@eublamd. Makiofing needs
device or systemso they don't perform.or attenpt to

36 peachod indidation afifadarinistratpr eganly”. Tieresis|ofier high turnover in the

iC Orn%isjll{*]a%érlr’]so 1 ,b o e?wetgfe sgﬂhg?ens&g%ﬁv.iﬁay%xp&]?&{cg lower productivity.
Traditionally, the administrator had been helped by being given extra staff. Of

course this remedy is not without problems — the addition of personnel increases the

number of communication channels between them. The people involved in installation

and updates need a tracking device or system so they don’t perform or attempt to

perform the same unit of work. This lack of coordination between team members isa

third indication of “administrator agony”.
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WD 2004/ 086168 PCT/ US2004/ 006328 Proposed sol utions
are currently available in varying forns,

WO ppkesdEnt at i ons, and coverage or conpl et enessPCT/US2004/006328

Typically these proposed solutions are avail abl e as
shrink-wap products that are installable (e.g.

pat chglghssed! s@ﬁﬁbhé/ are RutrB@ 1Al 1818 lif PdroingForms, implementations,
envi ronnment. Sone energi ng products are hel pful, but
adropvernpy encdngpleiensssl Typieally thesg peoposgdsnluiions gre gyatlable as

%ﬁ%a&éﬁﬁ%ﬁv@ﬁi&%ﬁnﬁ%ﬂﬁ%ﬁ Eb-pbnghie} By inhe agmipisgiator’
s hfn] Sgﬁietehﬁﬁ’?hg broGasts we: Hetptul, Fbﬁ@ﬂluﬁ}tr conventional solutions
| nst a I'n

at 1 ons he" adm ni strator's network, thereby
addiwagive in thaethey od:quaﬁunasnde Ipdlidication o theradmirtisteripin d

center" to coordi nate e su ort r di.stri but

RERe {56 RGBT O R e GUR oY St Broduct

ifgtﬁﬁ%orgq? BRE A indsBYBR L ABw K tthé}%‘}eidlﬁﬁg?t%sthé Ién€ add lacks a
speci al connecti on et ween the ‘adm ni strator and

tdngrab Wouirham, ceated’ toruwrchﬁate thecoppast or @s@buﬂ@l alanelﬁn@rlgmg

for coordinated effor Fur her S _not vays
i e gn KBTS AghEew Ba eeoi e S igvasign bl RenBleiSeduire a

%)ecisa%cgﬁ%%ﬁ IRwbGEhb \éﬁl‘ijum%&‘ijﬁlﬁﬁ tﬁ@iblﬁtld’ﬁ \ﬁﬁd’ﬁle’;? bead by not
NROUACE thelT presence i's not always clear

plaeideer cotes parciobidinatahgfidresr  has previously recei ved a
15 specific patch. Accordingly, th re is a. nee

i npr ofedherBore; itipBok BWAYS QhY&lsfeéi"Ct u‘?ﬁ}&a&ﬂ’l"‘?‘@ese taeglé’en

acr os

PRSI U ok BeL PP SE DR RO porsence
SOMENTHoOM velds Ehver whehent specifienbinpater bhspresiotidy n@lcfvod 3,
articles,' signals, and systens for determnin

spﬁbtﬁnmaécln dedednath g is A er EgToYEdro I B R abpsder

k
HBI ﬂ\ﬁ%&gm%ﬁ egsts ?S,cgt)sg ra%%%\&@@(hsew&ttg ]tsgﬂﬁf ?e%ﬁn‘aﬁgﬁﬁg defBibéd and
CRMRA B&Eis) upon which the updat e software was

install ed may be restored to a non- updated state. The
invention is defined by the appended cl ai ns, which

take 25 prece : rious
enbodi nent s, ?ﬁgﬁﬁgﬁﬁ{[W?am I7i a?lggEsl\gjf:'It war e

depl oyfie T)Yesenﬁﬁ{féﬁﬁ@ﬁ@elhﬂ% tAiblbig Articaf tipadls aup dﬁdtctmgfor
and file distribution based on software and pat ch

idetegmiminy if softwereacedsspdating, |apql i sgp@pgpp%mgggq sfavagg across a

deV| C across a ne con et

ik R RRGER BRI DA &h AR F el Bfe . the
cBm ¥r3 NPRich tHeQpBteUBHARR WA MGhlledmby bélﬁ@tored to a non-
pro ess atever tasks the adm nistrator has

dpdatgd atated Therinveusivn égdafined by the appended claims, which take

precedence over this summary.

In various embodiments, the invention facilitates software deployment,
software installation, software updating, and file distribution based on software and
patch finger printing across multiple operating systems and devices, across a network.
Any computer with a network connection and with an update agent running on it may
connect to an update server, and then process whatever tasks the administrator has

designated for that agent.
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WO 2004/ 086168 PCT/ US2004/ 006328 Figures 2 shows an
overvi ew of one such system A network 200, shown with

w@nioy/08e168 t ar get conputers and an updat e conMpuPEr/USI®N4/006328

simplicity of illustration, is protected fromthe
internet by a firewall 214. The software that is

needegghRs URASKS an BRdrvREHoflonb geth @@mnutpenawaﬂazo@ Siown with
resi deS on package conputers 230, 234 that are

drdy EW@tﬂlrgem shmpuisrs andrasivgdate sempiic {ar simphigithaf lﬂ]ééﬁr%lfn is

th 4 f t

i AT AL A o

I?e%gorkc@%é %1’[@{%9@2 S2RYLsill ﬂ}ﬁcﬁ@%e%hi@u?&g)zm 234 that are
rally t l's

pot ent rough 1 nternal firewa - as well as
lacated mstderoo @gtsldeltbe ﬁrerveals]eanld banrgd by Hee frgweld gl # drom direct

LTS B b D e A SRS
ﬁa?@éeaccé& 211878 W n iy b RvsElo! ?ot@rﬁ(hl]@rtﬁﬁéﬁgﬁ it6bl Srehlls — as

any level within the Intranet/Extranet rnfrastructure.
Welll ahadcessgtnpughnths o021t Me The systanpés desigabd tvwerk both as an

SR A e SO MaD 8 ekl 2ty SR hosfed Safhbfy ok Cah 8Bhe
L@ ﬁrex%l'lé’ &ld ﬁJ& cirGiR\l £hyPBvd] SRded t&%@a&t/@%f@ﬂgt er

e system ese fingerprints are 15 stored in a
m&tagtiuommeponent dat abase Iocatl on 900 that maybe

inside or outside the, firewall ﬁ%’? It may be at
separ Rateh figggpriats 992 give arsgippie 3l 2\F‘Fpé’81t‘8&' CPWQOE?@Q e
8
ﬁe el)ﬁ? i‘:f?a w%p fﬁx?ag@?é%(géé/(a Qét?lﬁ\gltth ﬁ{eﬁﬁtdhrl?ﬂggﬂﬁﬁn)a,rbatch,

ven tal ns basic
&@v&vaé Q;hamld t&qwd@aroatd atanpeed innhahstem. dhese Digetprints are
network tar get conputers 202,

staredrifvarish cOmPOREISalbIsCrlpoigen 883 el T e i the
h etvwilr%\émt g?g é/slp T Ls,gﬁ ht%fk%'a bPR ngH rlﬁéj%lrlé'cp(gﬁ #i26Pdate

e syst e
s &l 9280ERd fe;oogmy a@iﬁp@hemm ineatdet as 1rmadtod5r Tibrerysdasabase 918

required for a ven conputer. As shown in Figure 5,
thaecm@ﬂ@base@h@g’ymmﬁggwetm@nm%mh%he@m%&@%mk

ddi t i ona
et aPPB OBy En et vk e O p o B R AR Rkerp i, e
hﬁ/léh!o?}ehl’{ra%} %ﬁ@b’}%cﬁidlhﬁ)rﬁaﬁ&v\@léﬁleﬂﬁfbrﬁ ehdhwatwortrtatghiat
machi ne. This inventory information is then report gm
bempuwo tlznsyisteueistableyto [intpHigenihoregompend Bdichstrbgh vers are
g t he re‘?osmory conponent. In addition to the
6%811 t he di scovery agents also return

scan rA%%HHVﬁ i ©lgubd$ Ghe plehaRRRIbdUEnenF ¢ ihveitioatrploys an
whether 1t is appropriate to install a specific patch
ad&uenfdtageht\hnbv»fne‘aﬁte disgorbry3@eti 4§ engirliadion tirp garget computer

| B(\)I,texﬁn]tggé%q E/éia sc%vg:rrs] ltlﬁc'e éx!vgr%tarsld soi%w%lon tﬁat'n!i]acﬁﬁlteo'fﬂls
inventory information is then reported back to an inventm:y library 918 located
somewhere else in the repository component. In addition to the computer inventory,
the discovery agents also return scan results for patch fingerprints, which indicate
whether it is appropriate to install a specific patch associated with each patch
fingerprint.

The Inventory Database thus collects a complete illlventory of the software,

hardware and current patch fingerprints that are installed on any particular target
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har dware and current patch fingerprints that are
installed on any particular target 5 WD 2004/ 086168

w04/ 006328 conputer within the networRCT/VW$1004/006328

this informati on, the update server 528 can present
the user wth detailed reports of the current patch

séRbmer WRhindhé nGRTHY VIR tHAé Iifdrfatibs, the epaws Kervdh¥28 can present
illustrates the nunber of conputers needing the patch

the used Witladetathed reporipof the surmént paigh stapsstiar hlddomputiarstwighin the

A
sdthpablsarbady deRliayWRRthdpatde system Once the need

for a particular patch has been established by
scannimagditpon, Firgges Pgniadefing{csiy 966 are dlsoororamily essopiatedrvgith an

A e DS SR

) _ ) cC : ey
B e PR T e or iy SPRERL) O oy ol bl ers
tvixhfrothemetwaok ftadah ¢hqnateatuickdy deyiléyedbyfthd adminesticktor by merely
bul I etin(s) cussing the patch(es), report(s)

di s
ﬁﬂ@ﬁ@%@§3@§eéﬁ%BHWnents of the invention for
adm ni - : ' : :
o) R S5y Endin M ROR, 20 8Y S Chhnc it ne
pr owtdefthé fdfltorimg tooforh giortable pathdefnition filpdatreloobidtin(s)
networ ks, The 15 patch _definition fi] en((gs: k.a, "patch
discussingdhs paelf o3 aeepor(sh srepatsd &Y grbedinpsngseihe invention for

o . . _
PRAITAEES 30 iler S0 REaERY UGS o o FROEIIRE! P8t
defldtien SRy prevideSmBoradatioh ifae canbe et v udate St @dtverks. The
networks 100 include without limtation networks that

I
aatﬁh definitom fAlataden.  ‘pateh mefaitle) Reavidas /novtablegmalgun data
t h i it ; .
gefpagslre%tgacgl? ggﬁzlrcrz% Ié)'g Sﬁ‘&%’o}ﬂ& ﬁo%fnl%ag%ﬁ}:%s S¥ifre irﬁf%‘t‘%net% rﬁc?ve or

FEpYiCAE PhichePdnh &l hdateCRiy eRes X8ayTeli thtetRiworks aBgitable networks
wite/read, and/or other conventional data transfer

AeQinsludevathoat Emitaemnetverkpabataraeot spanacks totbelnéerneigad/or

nd i nt.eroperabjlity of tch het nventi v .
EE BB RS BE g B P TS E VR e s,
MBsGheEnidhdtephigibl @nhR dogaBgemeailltepsratd/ilehe, dnadl/od Sther
conmputers are listed on 25 the update server 220 in

upuientonal detg trpsfennwans. Athsgatohtrnetaiple anay Agferid sheipiprehange
210; i the il i list.224.is. i at. i

#37 leros gl ines DDt LSBT FLortas papdterent
208orgThe update |ists specify at |east one |ocation

(through nmeans such as a wuniversal resource |ocator,
or UR[The phtehes thhisepdtebe badedmntéd spasific argst opnpwersiarglisted on

Iét?g?t{ df,%es%;:vgﬁ 52%}/1\41 1},@?@' lic's&tj{_]ﬁ aesgorclie{teedS \tzvitg %};)gatte Qé‘énté E&, 210; in
the illustration, list 224 is associated with Target1 202, and list 226 is associated with

Target2 208. The update lists specify at least one location (through means such as a
universal resource locator, or URL) where the patch can be found, and optionally
include a date which is the earliest date that the software can be installed.

In operation, the update agent 204 of Target] 202 checks its update list 224 at
the onsite or offsite update server 220 to see if a new package should be installed. If

one is there, the update agent 204 checks to see if the package is already in memory on
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30 In operation, the update agent 204 of Targetl 202
checks its update list 224 at the onsite or offsite

waip@ansgsiser ver 220 to see if a new package shopdTiURE04/006328

installed. If one is there, the update agent 204
checks to see if the package is already in nenory on 6

W vwpaRe/sBReL B, Bsh, 1o2dde 063284 attrapispd afsealisibe ‘ﬂ@ﬂtware patch
220. If so, the up dat e agent 204 attenpts to insta

dm@ctb'dfqm/amelndaﬁéhrveﬁ%% £nqf, the sndatp égq}%ag‘& étt@féPt@é? lnstall the
| f 204
fibrare e SRR Y PR Cor o s 2R g8 b s

HRERILORsABE in Which@ER the %f)@dﬂ@ B&.224t4sdate&l. succes sf ul,
in which case the update list 224 is updated.

5

ot her Imatbsscasgs, admnbad 228 grilkbe pbymciddryrthe fwaélﬂlt‘lhéfthls

|remal 214 is. .happe he u en

RGP il pented O GERR 050 el "Bridh 2280 i I e
%WZO%%QH ki @btbmpd fo! re@feﬁ@{ﬂétpaél@agé ghd pRE€ittiRen Qg& From
and place it in nmenory 228. From that nenory on t
thatiatemosow the, upidhte ssokt, Wes wfivers isdosidlleddliveictly éa thy tar éet
the target machine. 10 A nonitor checks to see that
P96hi88f tware installs properly on the target 202,
208, anflohiiGtneQRtb SUEBaCE séthste (Rt GRSy WL thé tRE8: 202,

to ensure that the updated software runs correctly
2608 ant aient doatiheesgheckingrfoncan bé notificd) thoesnte thatbe tlpdﬂﬁ@b

Sl g TS R
tdb vﬂﬁtg cal & bd e f%tita‘f@aﬁ }fbﬁlﬁﬂﬂl@rﬁhéﬁh@fe PR install

atc , or create other 15 pro ens on'the"target

mpaﬂy,ecrr créafeeproblekader thasofrea programithatwas patolod.aut cegatk other
the conmputer restored to its preinstalled state or

arrdleray ombedgestnomnsie e ipﬁclwaﬁg 64 Beyatory ¥ reaevadang the
cgllﬁgﬂt%?reg{ {&thtﬁ% p?gn%t‘%‘l@éh Jt:?rg g cﬁgésr bEepk ﬁe%taﬂesm Which the

e pac installed on
ﬁﬁdﬁe hhaiseen feém e it tdésabled hand thé targs colnputesisdu @dvorkdble state. If
e error occurs in the mddle of a roll qut

thrpagkegedas bpen inglplled en mgre than ARG ¢ABPWEF: HivY ofljzgn be femoved. If
%lgg etgf\’%(rﬁa (c)urg?rﬁt\ﬁ% (iimgalte%'f ﬁ?glllcﬁﬁi to %%ﬁy g&ﬂbﬁtglrs %X‘Oﬁ)&ﬂ can be halted

serv a rep03|

$hd ehetO@ward rehﬁ&&d opdikdbled. fI‘he In{bnlitbﬁmlap ﬂaﬂc&aﬁa@&mtthaﬁﬂdate
210, and/or in a conbination of such | ocations.

servee230s on 2 persisitern i ORO.244 1qasisnaatiall i dhe uslata paent ?a(H’f 210,
&ﬂhm an adm ni strator can be

ﬁaﬁfo?}ne%t’% 13:'?%911'05[“%?1 pager, or by sone other 25

not i f g MBBre'Te 8 Probldih vithraidh&altdivAf orAPHen alifistaRationl is 0
be used to survey its own target conguter and this

|sn¢®sﬂfah; o adroimdstistor seip be dotifiedbyormaib &% @agars &f Byesogie gther
9}. %r | ocation. This
n0110a10n1nean&

The update agent 204, 210 can also be used to survey its own target computer,
and this information can be stored in a database offsite or at another location. This
information can then be used to determine what updates a given target computer needs
in order to have the most appropriate configuration. When a new software patch
becomes available, the stored information can be used to determine if a particular

target computer needs the patch.
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i nformati on can then be used to determ ne what updates
a given target conputer needs in order to have the

WOoREk/08qps opri at e configurati on. When a new sSOPCTVEHRE04/006328

pat ch 30 becones available, the stored informati on can
be used to determne if a particular target conputer
needs JitsABuld HeGdted Ah MR B0 G8n RieTdd220 @AIeTE328r or
I't should be noted that target conputer can include
woykstation, wwiardinsy ef oppratingrsysfemtdr drstalled gafivares Megeover, the

oper at.i,ng system aor installed sof.tware. .Moregyver,, the
S0 T g pRdiioR Fambssdn ey e ARy SoRARG PP 9 eSS
(A6 B e Ve RInGBS oA Uk ant, HEBREE EnRNGN tc.) PRESHIFERL switch
digital assistant, pocket conputer, etc.), ‘intelligent
dewiteshh@bsgmunitassnd hupsther tue of hteraetenttankable desiicet ype of
Internet-attachahl e devi ce,..O her ects d
v anCHB SR g g TS oF H&?@ﬁ?ﬁesﬁfn&frg}onb‘iﬂ%sows e fully
t ol ow ng description.
%%%%ntél%%@%%%f&ﬁ&%ﬁ%ﬂsé ﬁo{ll\rNGS 10 To illustrate the
manner in which the advantages and features of the

of the | nventHRRER PERCedHOR O Tk THASNER": o™ ne”
attac %gllggtﬁ‘fg {Ad ﬁmgﬂgiel VLR RESarRiPeY ahd FafkELS@he invention
sel ected aspects o t

the 1 nvention and thus do no
hiedbtaih&E aindore phitionlas dsscadpion dfthe hevedtiawimilbe giFegwith 1
is a diagramillustrating one of, the dj stribyted
ExSpRseq ghe tlkachod draiangs. T peRsIEaYines QY L RskBiedelsgief gspeots of
U RE g iR i ol o ¥ bl JRERE Bpawings:
i nventFi@me 1 iFh gip@ndiliustratingi ong od the thhnysdisteibited coriphtinis
according to the present invention. Figure 4 is a
dydiemnashifable fapyse acrrdingdp thegpragsnhBYs ¥ or di ng to t he

pres e?{i r%: g\ésecg gfé} ﬁl@[st%ét&glrsgsgtgl%lg agcﬁoéﬂgggggfr?tpfrégeﬁﬂﬁ(/enﬁon.

illus ens accor )
| nventri@ie 3 f §81agrab ilBistatiliganstaodd dcodldarg toltheipriesait imvgntion.
systens according to the present invention., Figure

I Fi 7
i s a digue4ns ¢ diegrsar furtheydluptaatinggnethedsaegordinedp gh%@f@fe&t
t he ﬁresent 25 invention. Figure 8 is a diagram
fAYPHE i 11 ustrating methods according to the present

| nventri@fte 5 is a diagram further illustrating systems according to the present
invention.

Figure 6 is a diagram further illustrating systems according to the present
invention.

Figure 7 is a diagram further illustrating systems according to the present
invention.

Figure 8 is a diagram further illustrating methods according to the present
invention.

Figure 9 is a diagram further illustrating systems according to the present

invention.
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Figure 9 is a diagramfurther illustrating systens
according to the present invention. 30 8 WO

wWQOd4/08868.68 PCT/ US2004/ 006328 DETAI LED DESCRPECIVUSN042506328

THE _PREFERRED EMBODI MENTS The present invention
provi des systens, nethods, articles, and signals which

hel pRIPARLEDANESERIBTROK IR THE PREFERREDENEBODIMENTS
The invention relates nore specifically to updating

sof t withepreserd ssveation prowides eysmns @y@h@m aticles,| antl signalswhich

Edpradéts prisfie SiPtaapuoia Sl Saft B8 frvenB i fmore
%P%Efﬂcﬁﬁ ﬁ(ﬁﬁng S ANRATK alfRS £ clidnt- 88K Er %&%mp@ltﬁ Gittle or no need

dated. The update Is automatic, It can detect
ﬁnrmumnwveﬂslght ang pathiofri mqunpdgtceplan df the sofreraicqaichys on an
rol]back a f uIt pdat e .t he .net work a .
i ey s echiag eéﬂé&rw Sl Gt ARt e T update is

hlebitSkie, 3 11‘6@15'&3%& %{{99 Wl‘&{ﬁf‘é %e@fﬂctdb%a&raﬁﬁ @ffomati@ally rollback

I'nventi’on, scussion of a given figure is 'not
2] ﬁm@wﬂaﬂeyo ldane thechetvoork ipamsabdeibtate. ty pe of
enbodi_nment . For exarrplgé t hose of skill.

appr e§P}%ﬁr@tet figaresdirsussy ustFale Fayipus r?ﬁ}bog}l%%ltfb%f the present
Hﬁrgx?tuj)rp bﬁp b gty 901155 9&1 ﬁ?%é & 1?6?911/ ﬂﬂﬁﬁﬁfl to a partlcular

enen atlon according to t ention.
Pipe o€ meuﬂlme $oaeyangipahodel afgkill Wil a@rm:ajs ﬂlaotheoﬁventlve
nmet hods thus applies tq articles an tens, and vice
wethods mpy abspdenused Hrsopdigared stoagemneda a’P O FQRPHFISYSIER!

Hﬁ@%lg’l%{’l%h&qs écgé}m@‘o*%f?éjmgéﬁpo% §6 @Z%/%h@tmng‘rc\n&t@ﬂgg%hﬁon the

repea

HRahssit JTesktBéBRBus dppYed® Biicley @l sYtefnss Al tiye wonsh, anless
perforned in over| appi ng execution, unless the clains

ashqﬂtqqoethmwm Hewidh ece@mecmd thatrmethod slerseysteny

d/
8 nﬁgﬁq%gﬁt{%ag c Eglglnlfﬁg’uérg a%eel, eg)%é%ﬁ,\(joglr@m% ’%ﬁél gga% method steps

;ytble'b@&@redl DRk Hlly1a08/ 0P Perférhid edl ovér%})ﬁ@ gt eonstigibssake
works and firewalls Is provided bel ow. The

nhuem as mpmmdmmllﬁpémmwamtwmom@m Yl @gequire a

conprise or rely on earlier
86@‘8}’1%&?%5%@%@? %g and networki ng and/ or be used
t oget IpQF M rbitesd %an%ﬁ[énb@ lsom@PeRHeBSinfotmabiys be fdated
Generally As shown in fgure , conputer networks 100
sachholagies eearas nebngpks and firewalls is provided below. The invention goes
beyond previously known technologies, but it may partially comprise or rely on earlier
advances in computing and networking and/or be used together with such earlier

advances.

Systems Generally

As shown in Figure 1, computer networks 100 such as secure computer
networks 102, 104, may be configured according to the invention. Suitable computer
networks 100, 102, 104 include, by way of example, local networks, wide area
networks, and/or portions of the internet. “Internet” as used herein includes variations
such as a private internet, a secure internet, a value-added network, a virtual private

network, or an intranet. Secure networks may be secured with a security perimeter
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net wor ks 102, 104, may be configured according to the
i nvention. Suitable conputer networks 100, 102, 104

WO paiioskdss by way of exanple, |ocal networks, WdBUS20048006328

30 networks, and/or portions of the internet.
"Internet" as used herein includes variations such as

Fhivhi iy aéfndddyeireRhll s@ieReun e, 118tretnes limdtatedsy encagilidd, virtual
network, a virtual private network, or an intranet.
Sdvaie setmerkiog kendfrapthise means Thd ngivdsk 406,603y 1@4/may also include

erinmeter 9 WD.2004/ 02,6 68 PCT/ US2004/ 006328 ich i
g%chqs‘@ ?%%/sefcplfeé%?.rret,ls raeseilf ’ne\%\icgi(lsg ?%aglo\é\éﬁ afeh etwork
&Hamfﬁl?fow TP/ PR HTOMB préidebid@hterrdlly VPRSI SE i M@onnected
and/ or Ot her means. The network 100, 102, 104 may al so

by tHeustewortirfoc oprsatinn astordingdo tiresiniventiomrmaay, bavwpkistaliensgl 14,

RS |2 SREPBRP T BT uSts (REh s PRI opggher
GAIRUL 8EFcel) Qe RRANESGh S ¥stdrE) SndIRENREK of RLoRBRRASA MRreof.

according to the invention nmay be workstations 114,
Taptoppaenpartens Mddhe ginsebpuposaspesiatpipose ctandeal@res and/or
(such as_PDAs or. other .wreless devices), servers,
s@Rparenghepepey 100 may ineludrotier grvprksy stshy i opg gt ore LANS,
Wﬂ&f&%% netwbits, GREIRNE GEtwRALIHRIRIABM AR networks), ianr’g%r}lgtrservers

gener al - pur pose, special purpose, stand-al one,
endelikshes) intfnet seetenoatd diRbtsparya canehinateoncthbrent, watickomkgbe
such as one, or re LANs, 10 wi de-area networks,
wroteqteksly thelnaBmdarepalie| udi ng i nfrared networks),

i nt . ' ' :
B
POk 86 (N8 TOWARRHE b repistered tradehdrk of Noyelldinc ¥etiifae COnect

s e . FaBbed S IR AL
R e

%a@ﬁﬁ\%s%%m WseasURKS, TCHIY, VerpkeRilk ant NEANasst systems,
net wor operating systemsoftware, UN X, TCP/IP

Riptibrigd ICommuting Enplaergen yefrw s, andipr§ A softwgre, for instance

in Vi r.onpent f [ aﬁﬁfﬁ S
f@ﬁﬁlﬁ&%ﬁﬁ%‘;@m %Pﬁggj}faggg&%g’g[gﬁ’ar K of0\§§ﬁ)y5ag¢ y'S @r@sg;g’
NTENTVO WBOYE) (0 v NI ORI ED VNSO WI\RP\RA 2200 MAKNOBIEare
ME, W NDOWN5 XP and LAN MANAGER are trademarks of

Mademartss of MhetosetaComerationNFANTIASTIE i atraderapikaf Agtisoft; SAA is
Artisof.t; i k. of 1 BM..Th ,
S RabIEp 2 ey BT et RS RSN oo

5 Bftfer RGHWOREMBrolub Q%Qt'éw@%/ gRsiBNRY meEhAighh.| ar mechani sm

One system according to the invention includes one or
nor e $¥rewsystemi@eondingtto tiRGinuerdiondneludesauelpy mnse sgsvees 106 that

%iﬁeggo%lneclztgg 8; ne O%rlE &ggaﬁ Tinds 108%%n? eotr Vm\oc{rlé ,ngtlv\jo%g El?en%slpl'o. The
servers and network clients may be configured by those of skill in the art in a wide
variety of ways to operate according to the present invention. The servers may be
configured as internet servers, as intranet servers, as directory service providers or
name servers, as software component servers, as file servers, or as a combination of
these and other functions. The servers may be uniprocessor or multiprocessor
machines. The servers 106 and clients 110 each include an addressable storage

medium such as random access memory and/or a non-volatile storage medium such as

10
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servers and network clients may be configured by those
of skill inthe art in a wwde variety of ways to

wop@rasdeaccordi ng to the present invention. TPET/US2004/006328

servers may be configured as internet servers, as
intranet servers, as directory service providers or

RABnSRS HpHical aBslS The Wahsl 15RINONENAY ifidkefdste@Bait, icbxial, or
servers, of as a conbination of 30 these and ot her

dptied ﬁbwabrﬁhéelsplnmv@rlmemwan@m inperor@se siaysy modulated AC

rrul ti The .serve

e R et R B ssioB o B s B e it kL B ar

&%@H&E&%‘%ﬁem rSigﬁHTﬁé&Brcﬁng;@r’ché! pHvahiibrems}y 88 a@Bodied

uch as 10 WD 2004/ 086168 PCT/ US2004/ 006328 a
ma.gmhf ‘wiresit anfiiriic dhe auﬂidséssabTmﬁomggnwﬂlal i nes 108 may
i nclude tw.ste a opt.i.cal fiber
cabl otn dalhicfonERs v RuE el e ferss TR ER anave phfighaemd
\!

%@Pé&ip%%nom PO Biachbl % p AR %g%ﬁﬂ%agi‘%’éﬁ Ak
Yarceibe bsthes rarmhenu dfsnd Si sgrvat %O@dh:ls mmhyrqo;cm fartimstance, on

i nvention nma " d/ [
p%plgs@rrg@glg% % &glgg agqj & oagh P%’?lflﬁlgl‘ individual
O&d HQI(V% kcédnggﬂfrt 5@ Ghéd co cﬂ{e‘n&ta% meBRodd MbsObf &i$ kSthe art

and erals may be attached to a particul ar
SHB bﬁ[ﬁfbmﬁteghat e]iie pesaut iraentimyalsd woddsivaith betrdetpef ather networks
client 110 and a server 106; this may accur, for

PP EQJARESTSon  conput er s running Mcrosoft Wndows NT

soft W@ abl@lséij‘g\’%{g R @Rt hirGih r1 bt ik of hedBekntion are

etmor ystenms and conponents are nent | oned,

iduage pﬁfw@dﬂl vyl thode dﬂ%Elllalhtthe ik Liingiprteahiates ptdfsamted here and
present invention also works with a vari et

peasrvRRing langragengetapls sudh astiant & assit vt &’ﬁ&/ %heﬂ scripts,

har d

BT B TR ke ALY YVICOT 6 s, S0 ke
ﬁ%ﬁb}ge@g&r@ﬁ@&@m&cﬂy here and 15 progrdamm ng | anguages
a tools such as Java, Pascal, C++, C, Perl, shell

scripts, assenbly, firmmare, mcrocode, |ogic arrays,

L and/or other |anguages, circuits,
(Sf"?ig&}rém@}fﬁ Eﬁﬁ 13 \edi a Generally 20 The servers
106 antghelBReRE0GRNY tied he@Rbik clithtsand ahd éhidividugllcomputers 110,
conputers 110, 114 are capable of using floppy

dil# wescapatipef dsmg/ agppsom\re@,auap@dmwSomca 4P oRehes RS to
r & dqjggrét glr'nﬁg %ul Eféit%gget r%g 1ﬁmSt ?]Igggsea %gﬁelf@ optical, or

gﬁ’ﬁgt’ %ﬁf)uﬂ'eﬁ-?éa@?fhg st%?a%'é Qig@mél %ﬁlt@Ble sﬁhL dge&hivﬁeﬁ ihadloppy disks,
evi ces I nclude floppy disks, sks, tape,

@RIk, tapRB;R G5 BROMs, Re\d\d@ndrpumewrgly@ﬁ@w@ﬁb%@ée
devices. The substrate configuration represents data and instructions which cause the
computer system to operate in a specific and predefined manner as described herein.
Thus, the medium tangibly embodies a program, functions, and/or instructions that are
executable by the servers and/or network client computers and/or individual
computers to perform updating, monitoring, administrative and/or other steps of the

present invention substantially as described herein.

11



25 devices. The substrate configuration represents
data and instructions which cause the conputer system
W o00afggiet e in a speci fic and predefi ned mannePCEHES2004/006328
descri bed herein. Thus, the nmediumtangibly enbodies
a program functions, and/or instructions that are
frew4ieb! e by the servers and/or network client
conmput ers and/or individual conputers to perform
updat Netyyortraditiaistraigs grderaly 40 nat allosv jastdanyrinforietion into their

RUR e BRL AR & FETAl] 1305 baBees Berrtiesdh faoeiLs
AR Ry b RRGTE RIBetha SERER ific Iﬁésgé’%eg Poffbased on

. g
ngow just any information into t%ei system Rat her,
chgtyntyislgia, driraaweabf rehiiést) dntiforiipalpovet teqiase these thet ave dkemed

Afirewall is haf[évvar and/ or ,softvvar? devllcg tg%t
sefecBliree paiipeP e Yallvare sopeing sy (s ellegppet filters),
Phod e S Aoy ST bl R IR o PRy,
Sereemink rsuters @ass baseeletis@nt otlertemal alfsimatiohlaboutpacdtedrk packet
filters) proxy server circuit-Ilevel gateways, and
Sh@xap itsedoprain nppe archiP Asidress,soImeps comegioghafcaRfable

¢ o ™ g _
UL R B PR EERheL LR, ARyBGERaL 101 Tk

AIERSS froBthEI6aEI0ss | 1B Pre0 eridr oiftwc lepl gibdveayt Aisguise
domain nanes and | P addresses can be al | owed through

information alet an intetnpd syRiem vehss pgising the infgrmrion te da ek isHE!

122. P i.rcuit-l | ' ' .
St st o i e S Ry S et A wip the P
la8iREI WX thO@Prok. ANthAXER NAlthen$iy SicA8an be@eduitcddplioR s@ser

of the internal conputers are typically replaced with |
tapplidafon-delgt gafeways provedp pld zﬁtheA%/atms of $eaganng routers and circuit

ut henti cati,o an .be .requi red. ., Pr ser
Tt ey Fon R AR yRRRE D GRGoi Y pREF HerhPliep i b
QbR 58 VIR GodsQdh BE $ejadted forbbhteht aslvRlRls foRieeualsvivtalibss.
also all owm ng the contents of the packets thensel ves

to be evaluated. Messages can be rejected for content
as well as for security violations. Software

ISe$tvaire Anstaktatidh Syst em admini strators often need to
change the software on a specific nmachine. A new

pi ece BkteiOddnviaiseatotssiidnenced sd eangeltlfeaofitvare dn a stecific
time, as when a new_ application js

dded, t o

maachineeA & RipFecdOTtvAET mrst b instadicd fglf t?ﬁg @F%t\%%ﬁ?ee ag yhepa new
e . 5o .

SBPREP 1SR ET Pl /80 TRy She AL R drdARLECEn B

tupligtell Sasal 1R anRfveversioh boamexistirgpliesi ofgofivhe wiblfieiastelled on a
A data file of an 25 existing piece of software can

e
wpeifie thaghingidhis ivelie ralpaed torantaphrying dhewxftwage ¢\ data 5o an

existing piece of software can be updated without otherwise changing the software
configuration, as when tax tables are updated on an accounting program, or when anti-
virus software files are updated. If a problem is discovered in an existing piece of
software, then a fix or patch can be installed. Any or all of these changes to the state
of a specific machine or machines are referred to in this patent as “installation”.
Similarly, the words “package,” “patch,” and “update” should be given the broadest
possible meaning. For example, package could refer to an entire program including all

the necessary files, to one or more data files, to a software patch to an existing file, to
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configuration, as when tax tables are updated on an
accounting program or when anti- virus software files

wae®4opdet ed. |If a problemis discovered i n anP@rRUSI0041¢6328

pi ece of software, then a fix or patch can be
installed. Any or all of these changes to the state
Dbheadgs RS b ifzufiRRime, 1§ *aChie)e arivdrile &frarsheelfit pides of
this patent as "installation". 30 Simlarly, the words
Hapdwiegiiachedgar chmputenand/eiptieqraputetsiiverkhandgomn “Prdate

POFol0 Roeh S HETFE Progr IR ol peoaRte the o
necessary files, to one or nore data files, to a

software patch to an existing file, to 12 WD
PR d336aBalCT/ US2004/ 006328 a change to a

fi tion file, t *dll fil dr | file for..
o pe Skt to Bjevihaf 4ot ape Shefinitpt o mifiof spating
Q&Q{cﬁﬁ% & thO PRELA inia iy itiudepd tﬁ?et%mp'ﬁjcé&? 480 & a preaifiate

to at Teast attenpting to install a package on a
staepUhetargeb codpiliteniS00Ge ther @intputathat thenaentronevillot least attempt
Figures 3, 4, and 5, one _enbodi nment of t ho
SRNAS R VLR EOeR O TR P i D s At B e
t is t

BT AL SR, Slyg 8 P p QBB MO Fperhof 24 (08 frect
wéthputat It sasé inadlermentttionsdhefadzet eompuater baserneteafiognnention,
of the invention requires that the u‘i%gﬁf‘?: be 10 :
sishos aeppnectiap typegh @ Warspde 2ye d ypiga TEREEHCHRPEESS 5
net wor t : t I ; h
PR BEReS reR PR AP Bine BT MR e ARaRR KBrver cap il throug

gRMewhil @acceSUbbtadset sompateect i on t hrough a wi nsock
| ayer. Typically, the target conputer ot ect

[ r db
2 11 1 BiREIexsHBE CHiSTRERPFATHEE TEBBURICT RO1S WE AgGtla( EXambles
server, .can drd.l . ir .
R ER TS VR i LR Blrborb, BRAGRE IAUCTivoli
8RNSyHhartQOAnsi- WA sageates MdAdaophtesirud sudtwede and Novell
crosoft SMS software, M crosoft Active Director

. : y
ZENwarkesofivaive (et pf theirserpeetave ayrmt J8 large petyorkss agents can
sof t war e McAf.ee a

t.-Vir
P RE LUPTVE P Lrhdp oHRr TGt 1) BayBitfbrbER o repprt. By
LbBntkAaf, 46018 BlaVREK Sger@ORIY 6n Riivte WRK allspwaletl arepaited dontinuously
parall'el to a server when they have information to

by oy gerveBym@ing thet lirsarly sealeable maerfosmancggathecthanparabe]
renote APl cal lt?i vgl}i ch, ar eogool |.ed continuously by
PHRSCESIRG, 25 Seeh PR greeiEs) TRERIPPY scal eabl e i n

per f OrARAREL bAbBGMmBAIT tﬁ@f?l@bén@ invePli@CEemTestdvacong@essed files
in the preferred enbodi nent. Agents in enbodi ments of

ttdn eorpesartwark bemivwidth. (Gompresion/dse eanessseerity,| hegause o

glggqsi%rggsic;}gmt Wogg@?r ?1? 1<\{\a/{téj hlgl’[ a %gtgﬁ Ihaets ée%rt]anq}lnégd x?vﬂ ances

An inventive agent can also resume a download when a mobile target bearing
the agent is disconnected and then reconnected to the network at another location,
unlike patch management tools that lack agents and therefore download entire service
packs or files after being interrupted. Tools lacking agents may also generate
uncontrolled spikes in bandwidth utilization as patches are deployed, whereas some

embodiments of the present invention permit an update server to be controlled by an
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25 deconpression errors may indicate that a patch has
been tanpered with. An inventive agent can al so resune

wa@2aamediead when a nobile target bearing the BPOEOB2004006328

di sconnected and then reconnected to the network at

anot her | ocation, unlike patch managenent tools that
deikisagRN ks tian thetsapfeefigs @ntavepecididd anfouhico ftanswizkh per agent
packs or files after being interrupted. Tools |acking
eapanetionthgndyyidth theatidingt e 30 uncontrol | ed spikes in
bandw-dt h L l.zati .

sone CERBBHPIHRERH R0 e AL SLE DoAY o B 88 on
MIdALIECIERE ¥Edntd BaP Rl E O b Fahbte dediyiriadervidsd Wwiih provides registry
2004/ 086168 PCT/ US2004/ 006328 admi ni strator so that
inflmiition &9 2 eeeie opMputsr. s PeecieRTotaregist Servise inpefdwpdabie on the

i ' h L ing)... -
BT e aRRE ok AR PRNE bl e ShoiPlerce gan be s
LAV § QIR iR ofRRNAGEbIORhosBREehtadkpitdreite pAdRAInterigty bécahye they

on a‘renote registry service, which provides registry .
gllawmfammote computers ta readithe tegtstiieatientrhergbypsedding information

(i erovis BT i inhuRlionee it s On el R R0FRE >
EABoBEnts SRRSPickdnt ihvelitibApRFGMY 4041l A8 g \WhemBteGbpieny

conputers are pn the Internet, because they allow
seeviot,eluedothetsecwity oiskead the registry of a client,

th i di i nf [ t hat d
Ui de AP RPTONEar RGRALA Sieh SOREuEEPerS P bptdled. The
glr?cg#ée érlé:éf is%%oﬁﬁ%%%ﬁ%&inﬂﬁsﬂaﬂ? ot $&§ Mregé)tHAHhAHE installed

y avoi renoteé registry  service, due
tritid1lye emsleee i iHeytraditiinal rAannep daby usigetite iBOSitios, droihanelvork

e R B St Ucheh o SRS S S B
%f@cﬁr%g nd n@ﬁé@éﬂtﬁ@h%ﬂa&& L drtnh St 4tRRS dikddtibABS the human

nner or by using the invention, on the
a@hinetatck Dot i foerh wak i aemnserchmis tasvies ta@tld be peformed if the

and/ or server(s). The update agent | s capabl of
barm admpstiaterygsseiialy reseni et r%%?hg’&n'i? ﬁ‘? %RCI%&{ ggent kpows
h . . _ : hall
\}Al% &9 lpér?&ltﬂ Bl Bhsid pcl@k%j g?ﬁ{)\g t@ﬁ%ﬁtﬁﬁé glflﬁr Lg&o%fe’ sehRy 532 footrefﬁfeve a

n-a nmanner Sim e pertorned |
tikeof thHkEED) hadnorstat thataks ittthe &k lial Jeyeiped Sphow ad ptdeess policy
machi ne. The update agent knows how to perform four
ifemeatioadRishoury ofengration g sa erth, sad Aphl &o g Wikte Update
?o retrieve a 20 list of tasks, 2) howto start the
gY%% in the task list received, 3) how to process
pol i CYheupdfe B%éﬂt ¥rababile bousdatiaf, cpagatngor espthciiy itself
forth, and 4 ow to register with the Update . Server.

Tidoupiianeedige manial intapiplien afteriperimtial fstall Abpigalty emall
%got[s%%lp%%Ieﬂ{qx/ﬂltbseelhsftalled initially, but will grow in abilities as the

administrator dictates or as required to fulfill administrator requests. The update
agents of different sorts of target computers 500, such as Qnsite administrator
computers, server computers, and client machines, can all start out as the same version
of a single agent. Machines in a given network can all have a the same agent installed,
or machines can have unique agents installed. When there is more than one client,
each can have a different update agent initially, or a mix of agents can be installed on

different client machines, as is chosen by the administrator, or as is set up as a default.
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w t hout the need for manual intervention after the
initial install. Typically a small 25 boot-strap

w@oeansess | be installed initially, but will grOWUBIV04/006328

abilities as the adm nistrator dictates or as required
to fulfill adm nistrator requests. The update agents
Sfmithehyf BlGiPle $QVES aRd adidnikelatdt® PRLEISS BaveQlnixSfaiff@ent agents

onsité administrator conputers, server computers, an
olitiadlytinstaltdd. Aeshe agentsabot tlr@mhtndu@lttarg@t qui@lgmhmsﬁhéh can
F1]ilaslnlea en ines in %6“ net hkca& 1

onge FhesneRe" Hisuires Aete Sefdh by o
&%%ufmmfe%t REEMHGR ol E i Gtincidhemy ther e ls more than
one cl1ent each can have a dlfferent updat e agent

i ni ti @heé yifsitrloeatiinoidhe aglatd wrea A29 & 4 lesatidnl distingh from the

B RPBPST e 1opa18 e T op AL CoITRIB LA Foreny e, o
oRAH N3G E %{eﬁ)t?ﬂ gﬂ@éﬁt%ﬂ%the@hﬂﬁ’eﬁ &ﬁﬁﬁ/uter'lwotliu@ b€ location

Servers an m'ni strators can al so have a m x of
thahdgeddrytth@gpmnt entity,rit thesdaing physica location As mabré)e atediffrent-
for the indi VI dua tar et co g@qers chan

APRaERE IgEOH e 1B YR ComRUy o0, SERR & d SupggnGheif Tocation,
81“%%9 ih i dtinBe- A %?I?ﬁ}ﬂ@%lcﬁll The ﬁﬁ}?d’r%an@ﬁ&mfjisftﬁﬁra@ﬁr as an

en converge In ctionality
reidd i margét dohputep dptratisg sysem E28néaned, tocaoikappears to be off-
distinct fromthe target conputer. The Iocat| 0 So%al}lutma

pite. SIresmbedimeny logskas|ths @?‘Vteoﬁe%"feé%me tPEgsh eemMP P

Sit t f th
PishE i Eochias y £l ESHR Do RIONS WP hpdelSUetl. [T TS e
sanme gnkiattial Wdatratedatehihy® weaihsthidebon (i tarket dm;pulm is

at a different- a&oearlng | ocation fromthe tar
@ﬁnip stored o @@epasate focatiom {kngway s dbpackagesiommite a}zﬂst fromy the

% §e§g%e 3751 -ttﬂee {ar%ek ?{){lnﬁlf Q S@ﬁ\!vﬁ‘g ulpﬁgt@gﬂsgl? 8anT any of a wide

ar as an

R’@Iﬁ&?tof SETFPAE SHat OREhSPpAAGEdAeEIse Bnktvarlsvel aeah 1rici‘mlental
wor k™ appears to be off- site. One enbodi nent | ocate

tswéwarpmtcb emw eeftwretm%rmrr@é@r betrp inséalled op tb%tafgeﬁ C%mputef
f ashi

ﬁBBB‘if& S i Serkem, & ;gya&fg?cnﬁaé%g Aibd bPDen' Bidpdate of the

lgl?détg§ 6zillltl ed on the target conputer is 15 often
ored at a separate |ocation (known as the package
conputlfs newaeanditiamis tes, duging atpdacieg step 3¢ha@ taslfédtlsaplg@qd on an

PR ket She SBrvRarBhEnteoude baf A aafud aRyudngy on
R YRdtrterS AR dRMniSIRA SR vah as&a, NS endif et tarzeN@Mputer
sof tware program never before installed on the target

(SOﬁ'ﬁ’xm Permissam ﬁlqndah@owmeraxﬁ tlesl Rac}gagggﬂ)@rfgctéhﬁtm@mng has

%{J ? dat ﬁl L es, even an %ﬁ "131 of t.he % ndition.

ey sped phacig iga{eacw ey S KPORBtor PG °%

p[lh@‘ﬁ'pﬁgce %Jsﬁ‘hs@ﬁ)gate&‘ oh #upddtel sSrRl RGRSbPRe@ith a specific target
computer 500, and specifies at least one download address where the software update
can be found. The download address can be in any format that is understandable to the
computers. The invention does not depend upon any specific addressing convention.
Two common addressing formats in use currently are the “Universal Resource
Locator” and “fully qualified domain name” formats. Other formats are PURLs

(Persistent Uniform Resource Locators) and URN’s (Uniform Resource Names), and
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update task list 222. The known condition could be
that the patch is not currently on the conputer, that

W b@4aghitsi st rat or has gi ven assent, the ownerP@f/U$1964/006328

target conputer 500 has perm ssion fromthe owner of
t he package, the fact that no one has 25 specifically

S&B} £niRk 3G s RidyWe 1898% in We MATFE OhBEhfdtAAIBn Biat may be
I nventive condition. The update task |list |ocated on

inelideg dethe taskridentifies sasls acd date thewiommlepdspidlclinst ke attengaed.

S Sownlort TS Reohp SV Eh TG 410G SR HAEE ysgiware
%q)egtggﬁcﬁ %%y%fb%s&ﬁ'at@d‘%itﬁ%rs?ﬁéiﬁé B&twhr® update.

erstandable to the conputers. e invention does
not dBpeing aspomgiask sped4,ithe wdidraes spdate isahleasttatiomptedgo be

TR ST T U 5 I e n
gl%m@é Padﬁﬁ%@gor{}lﬂt%tép 368, M hofe PSR @FdIdAdbeation is placed on
ersfstent U RN s

ormResdurce Locators) and U
{askid Kt 20 KRetho locatiomNde the, sofivdre Lipd© v 0 b4/ d0861@GEled from is
PCT/ US2004/ 006328 ot her najmm n sc.hem%s ma b(F known . h
Fhpsemel ewhgics cambh BYAdP RY SRABRAVEHOL IS Wﬁﬁn%]éo  SH e the
e A8 PSPl et SMER B Pt daAon o o
epidlyafsingfthe first pedilableasachihgead som.wher e t he sof tware

update can be found, may all be assocjated with a

speci finge 8 &ycptian @Tﬁhﬁ‘éﬁ‘éﬁe 15 k%WPﬁge éoé‘{’%eldpﬁ’&iqagé%a“empted
tep.304, .. f '

BRSRUE R R RUReE HRABE Aoty by S8 ol e

bidat ResHNEdowRl8ad Rumsi@easfulpiheh anade inebradeenghokageher

conmput er st e? 306, if nore than one downl gad | ocati oa

losapombern the listtofpessiblellpagtionpig the fask ppdate ligds chpsen.tand the

f d il i .
%ﬁ\g}ligﬁ@ I%gﬂ"%ggﬁ% ¥eg U] da%%gge% ?@goglqv% L%@Eﬁ%nh@tg%ﬁlggﬁﬂe download

RRL POslcorgpletdd Er doBid@adonethd Aplidte SérvercBaBtw ity fona tihe and tries to
list, using the location that a test nessage . returns

fdpgniom §om thag»ia@kaggl,e comprigr Sobagain- 4t thg dawnlosfds shsessshid, then
. tion .f i ,
BBt b afruda ) ASRubal a0 YRS EAE B RO MR e

Qbmblier p@skage conmputer 548 to the nmenory 530 of the
update server 528. If the download is ,unsuccessful,
t hen iOncotiee davwdoad igén pashh otiothaompeprylis theBpdatoePmpuies 2

the |ist of sible locatjons in, the, task !
secoulauAo A2 St Pl e Gy B L SR L bedate
566 ©Ghe {alget ERp LR IR BEAE BinbSdifnentslof tiemeNoa] tAddecond

can't be conpleted for sone reason, the update server

Hagmnivail 342 findelayetli3ie bysdme prasistermined svitarioadThis dalay eay be

TR T R -
A Q8 SldowriGadSRE YR e WPEAE EohPtht BECliaBE B8kputer to the

update server. The second download may also be delayed to a specific time of day

when the target computer 500 has less of a chance of being used, such as after a

business closes for the day. Other known or inventive delay criteria may also be used.
A monitor 302 checks the installation, performing the role typically played by

an administrator, to determine the results of the installation 314. Once the results are

known, an administrator can be notified 328. Notification can be by sending an email
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20 conputer 500. Once the download is in cache or
ot her nenory in'" the update conputer a second

waoelownlogaes 312 is attenpted to downl oad t he sof P@EIE2004/006328

package fromthe update server to the target

conputer. In sonme enbodi rents of the nethod, the

380, DY Paghie\womeask, B3 3@ﬂ@n§@ﬁ@%@@oraé@plmhe$ﬁé§§age, or by any other

Elrledete_rm ned criterion. This delay may be 25 fromthe
ewn oninvenfevetmetbod gulwied®d, with the del ay peri od

based an estimate.of the . tj eded. t

Che. sHiaAPetaBhaTES ke fluidt 3Fe JEIBR R R tAlAR
SRPahEdSARYEhe firkh8owsieandosiavnt apdhtéeyva 598 coglddeilakeduld
to a specific time of day when the target conputer

8eGebesl dovgdoag frem dhramsietenieryse S A% taube targetsompater 2P0 .df there

BB PSS Brrhd Bt B g g i i
BRNG AT, 3820 8H.®¥t§nﬁiﬁﬁ1§i Bl R bt aBly goBEb A i1y Bsuring that
role typically played by an admnistrator, to
thetseftmiarseupidate appsarb tshafe indialadnsopdrlyasndoim s8iv enthedignents of
th ul t k , dnmi ni st r at

HiG P R S350 B LR B e g s A A i OB |
éﬁbmn?egpéf 8 mog‘@top Gl %g@%ﬁ%&iOMaMg R #BtdMEed on only

soneone, by sending a pr d phone nessage, or

bye tanget odinputer, ksawing dhat itdesntloade prapetipdnstalds iread thenlwWatching

the nmonitoring step detects a failure 316, .then the

itdoksamReriod ot s lgntl(f Sgonaiaten who p ]ﬂ?fi {ra¢ delawriga grough
I I '

Bl fignaBiteh b ARAY Blo be TRl 1ol laadSBRHEE. Soutd he

upplipation ofhiy witctbédise adnothelraetiaity asubticad ey undesgjetble behaviors

conmput ers having the software update installed, the

RitperiR heanrp gremomhosg @aﬁwaweaws,m%fﬁgeéﬁr AFeWhses @y the RpraRUter the

r ' : i.Ag that

AL B LSRR SO P o

pr opeFujtheradifle, iR sepEtseambetienbiiuefis détbeed theaoftivare update is

extends for a tine be%;gd the installation. For,
dicabistl o1 resnved §24 fissnihedsrectormphier rasd; thegmaghie is gafyrngd

tch.a i iQn ' [
S04 020010 S AR PR Bl MR B h te
TS Bhy Mehid thanthe ifkedledabaaitds taken biithspget pekchiad 308; or that
time until the adm nistrator who sets the tine del a

. Y
gat ordy énibe geftware merheleade but ail thp angyBary dilesd - HY $.00% ' 4, cico are

PP P 2O st B A EY B eyttt treeg
REfbERH 0Pt SR fibl ARkt RB 8Ydkel Sip bafopt tHeebftivard ilate was

program whose software was nodified or elsewhere in
tirstalled g the backiup itsel§id rgsipred mmntdide machimat i cal | y

h Donb TG mttele B amPhiet S8 RUYECpalbY HISHERET me
S itdRE Ber RS &8y drS has been installed on one or more machines. In this case,

the software update can be removed 322 from not only thf: target computer 500 where

the failure was spotted, but it can also be removed 326 from all of the other target
computers 500 where the software was previously installed 326. The removal request
can come from an administrator or removal can be performed automatically after

failure is detected 316.

17



10

15

20

25

30

di sabl ed or renoved 324 fromthe target conputer, and
that machine is returned substantially to its

woe@4opdet e state or anot her acceptabl e (wor ki PQY/US2004/006328

non-update state. 20 This may nean that the installed
software is taken off the target machi ne 322; or that
not ohy nmichitbhB025@hy perfen morvesks thait siaply Whieing to hear if a
ancillary files (.dll's, .exe's, etc.) are restored
saftware Prckage hegiastpedsyugeassiufly. FRrsepmples iagomssingtangeg phe
nea he .t arge: : ey f
TER L 0§ hBrRRbe R0 B L Pl BRE AP LURR o PRESS
bihstvakd, @sunsdRdhdt Hige istaRation wasedutcdssfut.est ored onto the
machine. 25 If there are nultiple target cont}l)uters
#

500, Adniviswatersandadodnisteaterchalners ean barshit greptlnfrema qeplal

R S O B B0 g Ry GRS
One A e®BA Ys hdle déskGiketH@MPLitRstinpGE8coMIEIE redulstor, the type of

failure was spotted, but it can also be renoved 326
faquastawherolielp has saguested, avhgathe rsepange & the sgmesitivgsconpdoted,
sof t war e s_previously inst.all 26. The renoval.....
A Seb nBeine AP Ted Fony i Bed R ffies or
ARG REE tPm e@h’éi@ﬁ@ﬁvbﬁ@ﬂe&ﬁes@é‘ drnetWétkIrédoRrdes, bot}_ll_ﬁeople
detected 316. 17 WD 2004/086168 PCT/ US2004/ 006328 e
amhcdmoput80@soragespdr ooe nentol eeppsisdts. Ratehl inl Hplpleplasafiwaye
to hear if a.software_ packa s nstalled .. . .
bisbbs shese (T BRa b e iR A iLrane dppligagon install on
N dh@hishaoks nbfore ttat FRroRBEds Gt £HOheakdsBlirck Mgat has to be
Installation and if It has not heard otherw se, .
amanges badkad up andiupdbtal Hhis dntalverscae of wassbaentlBat an offsite
Adm ni strators and adm ni strator hel pers can benefit
Yrawagenpent % central repository where they can
ent er et r i | ' LRAESUS oA
R S e S N e
Tivektivd ngwosicamdsctioneproeifiee ttedhgilitisetotupp thedfelp desljserviges. A

when hel p was requested,. when the response to

PEITEa, AR SRS HTE BETReT i G PSR PP SHF GEHIF B

W&‘i&hﬁﬂ%ﬁc&ﬁ] ﬂa%?é(wét? FoHnS SupfoRving ﬂ%tafcﬁﬁédtio'h'r ife@'to begin
admnrstrators'to nanage their network requests and

feS o6 lkméret PRoUeES Oncb tieenpelpére prauesk is oompliets, the administrator
resources, via one central repository.  PatchLink
e BERISK OB P MATCSCIVFES PR AIECUTHBS BUbSERPYI a8 acr oss

the i e otlhﬁlgn% El%géssqpb@%eé%{lﬁg%ﬁlﬁra{o Bniti e gltelprocess

on the admmnistrator"s I ntroduces y

%S}Qigﬂﬁ% UPERUREiCatin}od ddiasd levehe pantivipegiod, Alpaefiemed esabodiment
and updated - this I s taken care of transparently, a

. at
af thefinwention hgs theradj Eatent user lvels: sugsiysamiarcandyqxgeliyg) A guest
@/ al?ov?etdacg %?gvxg thvéevxpebbsrit%\gﬁg CarPfead st f&?&mgf}&v&nﬁ& post to the

forums. A regular member can perform guest functions and can also chat in chat

rooms, and post to forums. An executive member has a subscription to the site. He or
she can perform regular member functions, and can also use the more advanced
features of the site, such as offsite automatic package updatés (e.g., PatchLink Update
services), offsite monitoring (e.g., PatchLink Monitor services), and the offsite help

desk functions (e.g., PatchLink HelpDesk services).
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i nventive network connection, provides the facilities
to use the help desk services. A preferred

WO ppkesEnt ati on is currently at the PatchLi nk BMebUS200€006328

reachabl e at ww. patchlink.com Sinple web forns
support the data collection required to begin 20 the
enr ol IOmermbpdinas 9f tHanaahbdd enteity 21 émahbeipg e $6 a bestomer care

conpl ete, the admi nistrator can Ilce se one or nore
3a91) pesigiicgrio she @istomer s delephose AT3O8s lﬂlgsqugtomph gare agent

O E A gEASE 5 3B MO B LA s cor
desit celledtethe needssgg identityiaformatioramt piaf}@{dheﬁlf@iﬁm@ﬁhmﬂtthen
of the invention has three different user |evels:

gogrstes the gending uspn§ asseatita Reamit sy gEthe apepyng, makipgudg pending
tu(s)e:rvaln 11;]1’ tr%\ﬁp u%ért %]fl@grgasct%e Kﬁlﬁﬁﬁstfﬁ&/ﬁjs%%an p%rt%lﬁat? W or use

cannot

ﬁ)ﬁédcn%m:@ besitribyiicthe tibsnsad prodast’ s-?\ﬂaBE of s updatdlhﬁt’s database.
roons, and post to forums. An executive nenber has a
Jihsecanityiesi 57 createt Iy thg qustonmes carie aggialugiag theseroliment process.
regul ar menber functions, and can al so use the nore
advanced features of the site, such as offsite

aut omitelc£ll RAE KR AR s REViEESark GvlableRa i ddniikisHatbat R a36rowser or
services), offsite nonitoring (e.g., PatchLink Mnitor

othey nct@@)rl;: cmcmmaocn@sssﬂm mtdmegtpWhen gkncm;m: enterss tiaketyinfo the

g%t?/(%glﬁ %%%(01 nléﬁlgl%él?s‘%ﬁ]ta 1918 Q ﬁ L %?ﬁtgge method, the

Yol thefd rae@iaeé Wh& b OfafiGRthab Bockrfed 31 8/HI6. §8dRcide @R thonitor
assigned to the custoner's tel ephone area code. The

muegtlooteat whkat sofigarstuptsteepdveressntlli dbegemdiat gd, owrlongago the

ete th t
SR leBety pertret HeoHErb EARG W ORI SHHOPHGE Poriidea on
RN McidedtCorTRbARdbre AT ulcNER bé XHRHJIR qil%ﬁtattllaﬁ &?HQ b9

user's account to permt use of the account, naking
talimipstiredéomn gefaukecandre wddriand gideatent Hf tedelp deisle perseEsl can be
the adm ni strator/user can participate in or use 1is

SRR IRPI28EPYN: entries in the |icensed product's table

of th ﬁ%&e t
creatggggge%ﬁéﬁgﬁﬁfo ?gcare a%%% %ﬁ?&g&?&?aﬂkﬁmge4lou>
elve whdareseivep abiecths doddlobe frahl the hadatakérverdteske tegel camputer has
are available to the adm ni strator V|aabr er
SomeletobigerR g HEIPBAPT SR BISSURR sUScsesd (it & Shgrihpdtime

e L T b o?‘“?he

i nventrailéremhbedetetied in olst Ways A16eA06] For iintnebtichapeta
failure has occurred 316, 406. To decide the nonitor
PRYIDHSE RamROtH At wenifaidhas afpidie 83s ooV e esst P3N 1atidy the

I nosntlf?)r mglﬁhhﬁgr}la%anc%g@gtotg{’&gpJa%ﬂe@tsltnﬁi é?a'i‘lﬁre%%%% d;

e curre tware con urat 1 ONn,
Sv(iheﬁra targ\émdiﬂputmddésﬁbt&oﬁfaet tthe Agdniter ez@khfraa épbbﬂiedaﬂmebiéom the

Vgetgll;lgluntg olf Itlrrltcl ;e%grllc? (rllowrflggd 3 1y2 onto the target machine, a human administrator
can declare that a failure has occurred; and so on. Notice that even after the monitor
has declared the outcome of a download to be a success, later events, such as an
indication of failure from the help desk, can cause the monitor to declare the

download to be a failure.
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adm nistrator; defaults can be used, and judgnment of
the hel p desk personnel can be taken into account. In

W@ 2@e8ab8 success step 408 the target conput er PGD0S2004/006328

sends a nessage 410 to 20 the update server after the
downl oad fromthe update server to the target conputer
has gOMR @iridiBeaeEsisd bdntion, [ ihe uplitt ke elCsIR WHIRSHIE
success 404 if a specified tinme period has passed
oanfirmatiomef 3 suaeesstH insedllagion Ghyi the spngpr, o pyjanether known or

Fai | be..d ' h 406. F

bR PP gL B Enb e g gk R 180 KA bRl upaate
phada éh fipipddatelid 292 OTUIeR sei ek RIS Aot ant@Mgkf donigiger 58D that
honitor through the help desk or through a direct link

tstedigibde foaithasodtviras updatebutdds noiwhregeivad getl 2cHippaisiound 414
oes not. contact .the noni.tor ,withi.n a.specified ti

e GRPToRE= e A GPo hE T BE GHAC B I Bad s D5 Vgt tate, and

%l-ﬁ%éa@ibﬁ,ec{re HBGL 1% to PR BEEBIsSE 'ia%leEIgat_é 39t. 8%l vAdye rather

at a failure has occurred; and so on. tice that
thaan madss epdath svhererdllt digiblh asmplatetshawel thetroliarcinstelled omthem
downl oad to_be a success, later events,. such as.an 30
PHHAgSH: (06 50U PERAPEH T BRPLISE 2HE etk Aty deiaiit g7 tser
ggﬁfg}%g’% F QicHeshiAiRidiRBonsd b OGE i Qeddtedta SiRbdsEs & that
886168 PCT/ US2004/ 006328 1 n one enbodi nment
finctulethesu fwbrearpdatelie magel avalablerte erors fBnweak targéteomputer at a
confirmation of a successful installation (by the
ttor, or by another known or inventive contact
met hog), iR Qe t RRDuRRS0b Wrat
soft Wglt rlseﬁﬁgpagg]%éﬁl agﬂrg’?)é%"%l?g i&t%1 sSpgggg?&g gfti S %}R) él 22. The ¢
bpRiadre paciaged archetdss have teeh arsgdled cBinpiny ention(fclufiata Bethod

is eligible for the software update but S not _ye
teanai e @ tangetorpaputer 39Rdo PRSUFGIALR givan Pﬁtﬁg %%t@brye?@tb&eﬂ

i a i gl i . tar !
Bl o SR TR AR A i, T
R wing alseusspMaclndesTeRrdnasdtoHigiates bnd d and borstinming, reference
rather than a nass update where all eligible

tohiguter-s have the software installed on them en

masse,, 1 ol | ou I > ' Y
e SR B 856 P IRTRI s Bhod  yied o
SHEES Fsfall belovs tRelpaich Fhgerpkintisiodatal 800 sy megimthgen patch
success; at that juncture the software_ update i

s made
svmpbrdsi datebasedecation 200 e nearppdch Brgeprrnd P08t The werdgew”

t i.s.not al b Ki i fi .
it etes Bt B 2eh i piRiet B3h g RlacB BRE | daefioliBECE
Q@ﬁ?oﬁéﬁ% 660, 2 dor sHaf remivatebdiio b dowaRmaded s tedepckiioityo

analyze a target conputer 500 to ensure that a given
pampbnénh sgaint cvah tlemgy itdws heen downloaded previously. There may be one

or many patch component locations; those locations may be on a separate computer
connected to the system through a network link, on the update server 528, on the
target computer 599, on the package computer 567, on a non-networked location such
as a CD, a tape, a floppy disk, etc., or some other known or inventive location.

Once the patch fingerprint 906 is located 800, it is placed 802 into the
repository component 600. The usual method of placement is to download 804 the

patch fingerprint 906 into the repository component, but in some embodiments the
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installed on the conputer 500 before the invention
attenpts to install that patch. The foll ow ng

wale@assab®Hn i ncl udes references to Figures 8 apdI/8Szn006328

continuing reference to Figure 5. A patch fingerprint
whi ch defines a specific software update is described

Eiﬁger?ﬂnﬂg(%a&ﬁlfbedﬁi 1k lsarBe FieyeystERE sb leqiatdhi MRt Kl bS copied

| ocated 800 by nonitoring a patch conponent database
mothati mngﬁb@ nftyiorls, suelnapenpyingftietjesnmartiftonso2. The word

w' that . th teh ha
downt SaAGISERRS PRk TebBin: SPGrREs fils AdRe Rt By
SRR dPRIRMCRE U5 tHab chepinenkated higgi’—]@vélflSolE RPRE it Dipkcific
conmponent agai n, even though it has been downl oaded

pateh icabé ylstaﬁhféoe a nnwhim b al;o aicledes pesighapuae block 910 that can be

onent | ocali o tho atl on
SeRR e Bheamea i P il form 18 bt it 508, Al gristence test
@@8 Widh éah %e th@rél%lﬁ Rir&' BRRk nfSRAMBRN 16 ABterBiMetiN®speeAcdfitch has
conput er 9, he package conputer 567, on a
ibeesnhedlmknﬂ(aamatlun@tl on such as a CD, a tape, a floppy
di sk, _etc., or. so ot her kn or .inve ve | gcat.i on.
Cres ER e HORS PR G0 gbe S eptbBp a4 dependeacisst2

‘I’]I%g a@%ﬁs& 55‘51? oth &Qegsﬁggéﬁ%gfeyanﬁmé‘ Eha@%st t@stalled

usua [ acenent "is to downl oad 804

patieditafden gﬁ‘hplrteKﬁOOQ @BesendeperidencicePisare mompmdﬂ@ﬂ evith,

but in, sone embodi mrents the 20 WO 2004/ 086168
inoboBBa SeetcomgEten £OG pregingsiysire @éﬁ ipatogy Hprary

f9'1%3 &t esihs%'l]l uﬁ?xﬁﬁeni%n%a 1% hiag Hﬁfo%a’ﬁ%r{ do ?mﬁf%ﬁ' {6h the

hout” 'usi ng e networ suc as copyi ng bet weeh
patchii$ hatrisstallodeln domestarsidmcbiibd mivedtiongempssapé is sent to at least
conpri ses one or nore_general inventory. instal
98p BHEERYTAEY conRInipg? héfa-‘rf CHRIDQRENS tequiredsugh A3 RiceIsaVe|

gg%ﬁtgoagde f&pﬁl@‘ﬁﬁﬁéss patch can be installed on

TYs6 1Re a signature bl ock 910 t hat

can bef ts @dcdssary @oeamly Bi@eiatios i3 oif tenBgbtaonipucmsao, or if the
target conputer 500, and an existence test 908 which

dawentes infp és rat gaed diea the sienatimerdockes set S8 fipmt theenpsitory

tch b
po B 4 Gl B R O S0 RS
FeR&F aNFhRE ntlZzohSstershore Beecific ir@ﬁﬂhnﬁﬁﬁ@h@f i geghered 812 by
necessary software and hardware that nust be installed

cﬂme diseovenyagent wmdttbfrn wobbackie the rgposiiaBesrinRaen 3l 85 fpsome

E;Ear ¢ tl%%%v?ﬂnggi tgﬁ ﬁ%g%% :ageglt %ﬁg %ge%}ﬁo&llée%trugtr%hnatmn 816 about
|th$’f Y corﬁﬂ@ter dukh b ﬁsdg@ stafibtics! Rdr@whRtang @oﬂﬂ'drehﬁﬁalled
inventory information don't match, then the patchls

robfigurstics| etd. THis infomeatipacai thes befusedhie nopwlsir the anventory
Tessage is sent to at | east
ibrary 918.

Once the signature information 910 has been sent to the repository component
600, an evaluator 914 evaluates at least a portion of the specific install information
requested by the signature block using the existence test 908, and in some instances
the inventory install information 912, to determine if the patch is absent 822 on the
target computer 500.

As an optional step, once it has been determined if the patch is absent a

message is sent 824 to at least one address associated with an administrator. This
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15 one admi nistrator containing a list of conponents
requi red (such as necessary hardware and software)

wo 20040868 nstall. | f the necessary inventory PCT/US2004/006328

information is on the target conputer 500, or if the
inventory info is not used, then the signature bl ock
irfess@Bina9He séﬁtqmr%gfhevd%@mmﬁh&ds GRIMKNEEMA)Pabe, fax,
target conputer The information request ed in the
ypigermeilirinstan mssaging SNMRmpEfcation, ewesiax of nore
ggg@dﬁlc install information, is gathered 812 by the
Bgff 5ﬂgnt 548 and then sent back to the
I epOoSivieH YorftiiR@ERFendd & Fillire§ 318 and 8 He@fshodimét@f the
i nvention, the discovery agent al so gathers ot her
systam veri fiesrth® pesofaue packags Ctaal’og@ur S be mstaélad hnaglven target
usa r dwa twar e |

APy Ol b SRemBng LT Riio T3 S ARh THEHPAR 6 used
E Q. F?)?%Hl agbft o‘h@%lieﬁﬁ’ Rt gﬁﬁéh ﬁ%@e%hﬁf &hedhSw t@ﬁ@t@rtﬁﬁ@ if a given

signaturé i nformation 910 has been sent to the
sca‘itmaﬁ tpeckage/rpomental paghthas heerepravionsly inseled el may aisoglefine a

Pl bR %G ol ek B9 b SR e
Pagﬁ yins g?rpnﬁ{% ok ArSQRd hﬁ‘%ﬁ@&ﬁﬁm ﬁﬁ}w %ﬁeTﬁ@ﬁﬂgérﬁﬂtq {thary

ormation 912, to determne if the patch I s absent
802 isdncdtéborBrdpasitey comppueng 60GAhis Rpository pdrmmrwlnt 600 may be

once if has b determned if t atc i S
Insalondhe v SO ot g sebiraleloedih orehiplede he

TERAS K54S BB QRS ST ol ymion o

il ad inednit@y Yibedry 68 tvhith, contati tadgen hventorics. Haaly mrget
fax, voicemil, instant nessagi ng, .SNVP no |f| cat.i on,

HrEnosy 340 cqniaies theiharievase and soffrase mdermation agoutes defipd set of
Dodil gﬂli)ﬁ%ﬁé%OOS Tﬂﬂqieﬁnec?&:% b aE %fastolﬂg c P%t%{)&nas
veigl e a software age can e or shou

nf¥siyak hedf oe c@n@uteﬂhntaﬂglg@i netWOfkp ot ssm&Ambefinbetween.
attenpting installation. To do s a atchfln&grpnnt

906 | érha gerpriat @brawmn&s@ﬁtowoaﬂﬂep@mshedr soyae epbodi-
f I n L a'tsgt ‘gage gsilbﬂpﬂvglfﬁ ﬂ)%{c%r rghﬂ)ﬁnéﬁt dﬁta%ééqgcatlons ?00 are

I ncrenen revio

h[biﬁt@fdd@d)o fbi ndvyatehes ®0d elini %ﬁleaamlmdﬁhmﬂmf the 1nvent10n a 31gnal
har dwar e/ sof t war e confi gurati on necessary for th

prorre theiloatiany 240 indicateh ésﬂ;e I@pqgﬁwwompﬁg@ﬂ PP Hhas ngwatches

?pﬁ algetra&% {lahle 1 ?ﬁ)@ h! n%er i)lglglra ay o%ﬁl%aﬁnrggxgmnt 1bra>1;y 904 is
GEIRENRith n@%atCBrﬁrﬁgerttspédiﬁ@ ﬁﬁ%@ﬁl@ﬂialsﬁﬁ@teﬂﬂm rBository

| ocated on the update server 528, or may be in
semapednd 60Q iscawaonofibe aewipsich fingerpmiat, the patch ﬁngerprmt is placed

into the repository component 802, usually by using a downloader 924 to download
the new patch fingerprint. Patch fingerprints may be entered into the repository
components in other ways, however. For example, one or more patch fingerprints may

be manually installed into the fingerprint library by an administrator.
Inventory Library

The repository component 600 also contains an inventory library 918. A

discovery agent 548, which in some embodiments initiallgl resides on the update

22



10

15

20

25

30

updat e server 528 and the target conputer 500. Sone
versions of the invention also include an inventory

wo imase16®18 whi ch contain target inventories.PERUR2004/006328

target 15 inventory 920 contains the hardware and
software i nformati on about a defined set of target
sETPLE S, & ibSielledlidE thiehpdastseset SA8Yo fhﬁ@:lu‘gét&:oﬁﬁouf@WOG&sing

one conputer or as_many as all of the conputers in
§nown ok av\mw mefhodso i SiFRORPTY; A B daroriTofkin greater detail

fbefagve er)reh{eg 'fttbl{e?sE ¥01%9 ﬁ%&g.{&t ?&nﬁﬁtfe?% § ?oaﬁvlz%{'e 1nform36cmtn 606,

repléni's eas

Basiwabd nfEMeEba k08 Rrlwiing epidicabiindal idake ah®pathesriststalled,
900 are 20 nonitored 800 for new patches 902. In sone

emanm@@owo% mlstmefwméhom()%z gvedl mfomnﬁlqrh@lo configuration

atlons 00 i.ndi cat itQ

ST gk O Shb ool TR et R ks been
REASSL eRd | npl ementation the flngerprlnt I|brary 904
'S updated W th new patch fingerprints at specific
time iThisinfamstionyfor ersubsetor wclssst exeof, doipn sttt ingo@eiembodi-
aware of the n rint, the
m%&éflﬁpmf%ﬁefe BB cbao ke R EbBpHE! inbRerT R sy mriny

?ar%r] 938l e dsHit lﬁiffoﬁﬁaltibgl @n @@Wﬁit@@@lﬁfnl% 4113 Q¥ aRde

he hew patch fingerprint. Patch fingerprints nmay be
enmpreesbdu fiot efficteat vgpad irtdooymingoizp baedwidth wsage hetheway‘r@mers
however . For exanpl e, one or re atch fi rint
payo o RSN SO RGIRgR ST o L PR Bh B peta Basfer,
kb REoA %gﬁeﬁﬁnmﬂh%ﬂt%%ata %Sf@? YRARN dhn bk REGT. YTrhher of
repos ry conponent 600 al so contains an inventory
Ilm\mnmry irfdBnatidn noliysadsn/lesr gncaypeett wiki, a onlsfooter netveolnto prevent

enbodi nents_initiall esj des the update. 22 WO
POWANGE sess! eb%ﬂl Pl HisamEn Hgfg@nat}oe
installed fromthe update server 528 to the target
conmput er 500 using known or inventive nmethods. This

RepodvEeyeragant 548, described in greater detail
bel ow, inventories at |east sone Qf target conp

500" s Bk thiardomlisRnhTcPeT seaw2tor RaY eRlERTessth? Bhea fhptailed

%r%%(]t ﬁ‘f' lgedéugl%a }gaqg{ gt.ﬁt?ls %}f gl%ﬁﬁ)ggsgg%tﬁﬁl t@f ﬂet@fi‘)trlg riﬁﬁs’cratmg the

ormati on regls

inbbenBe doRipuddrd neé@&bg ihe patchpthe 06mpiiess ahtmﬂy msiraﬂbd with the

information 614, services 618, file information, patch

patphagumpieriat Rk bieseite g pairh yntit Bardware.or spivare is upgraded
i_nf.or matJ Q g r

Sagﬁ tso OP‘nllns g%% ‘rrt%o géb%% réenglratosfléaf c ?reoélgga gigar% or c&lﬂ?%te

AV e QPW%Mputd%/ﬁfﬁcﬁéd/toﬁﬁ@netWoﬂh én kérie Bﬁqbbddmlbﬁts the report
l'ibr ary 918. Result information can be quit

\ggn@rﬁion 82 proxiries seapbicahpipsepéations ppiheduatany for@ﬁlﬁliY@F dpitthe
ul mm ﬁjﬁ;%gr bo&l tE)ntrryck ocatlgnagﬂlvgr&jwar}e%g G20 2% Erﬁgre software license

CuUsSt
compliance. However the repository component 600 also uses the inventory library

(@)

918 information as well as detected fingerprint information to distribute relevant
signatures 910 from the patch fingerprint 906 to the discovery agent 548, thus greatly
optimizing the patch discovery process by eliminating unnecessary scanning work at

the target computer 500.
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network. A preferred inplementation sends the data
using an XM. data transfer, though any other known or

w0 pvefsitee data transfer nethod can be used. TPEMERTN4/006328

of inventory information may al so be encrypted within
a custonmer network to prevent 15 unwanted w re-| evel
PiRePegASntsyst em configuration information. Report
CGenerator Wth this information, a report generator
922 céhmempticnslistep todesidevfiagivie: wiflwsee progrror oxpatch ¢ande

e B bedbetiny Shefang et Bpstishlstic afent, andior
BRAYCEGal B ARAFCH prdsb, P 65 séhé ﬁﬁ@‘aﬁi‘ﬁﬁa?kéqﬁﬁ-e a sgeciﬁc

with the patch, conputers that can't receive the patch
optratingsystbng seme pregyfmsvenay ré@lIg@eadsgroeassbrsAs am exdnaple, if

35 ubgasf OpMiciBaast Bt sftfand Bypedniteliel udhftheipe that Microsot
&8 AGBARG atcbd BB BlaMRMK: THle BRRBle AT RBHUNIRALSs 4rBStored, in some

report generator 922 provides graphical presentations
otrstone, inrheimyentyryf instalh bhick 9il 2 itbthetpatsh Fmgapming i Pterimfoonation in
both to tr.ac ocation of hardware as ], as to
Srtyverasrinsa boF E:%%Fé‘érah?ég%ﬁ?l Po Enoug g b pan epulled out of
(BB Gy SRR el SR ke vty
fibregeppd.i nt information to distribute rel evant

signatures 910 from the patch fingerprint, 906 to th
di scovepymegeplemsaigtion §h@m¥smlcgngtﬁ6mt%ﬁ2gﬂaﬂ%9é)6 also

e e S R
200 28 163 uRGE 14vgA @0ApA6 38@ thabt & Cims/expyctéd erbe fOnad in the
optional_ step to decide if a given software program or
prieatery: Hhrape angd e e begherkedgyithaut apgrying thetereet gemputer 500.

e .
SRR AN D el POLERE] o by AN o,
RpRGhaNEatd e siefdiived) fh&peaief dotnfonemahatshagd by piedsmt, or
sone_pr ogr ans nmay require a certain processor. As an

Sresiiftg bardyvare aad/oy gefdvercdhat shewdw'bpe piase. sof tware is

to bejinstalled, it is n ry 1hat t I
O, ot B bl TR B 80 o M
JdEeRBRELHON, 88 dikCvehPigRfl canlbeTRE®0 ¢8I Hcanget dotnpué 500 for
inventory install block 912 in the patch fingerprint.

Tinesntony trfommation; it does s npepseantly hoed; ta slsglscarbsigwitanepusly for

|1y high level h it | |
SrERs s ol B ¥ R RolEY TabBRismladinl s 88 Pite 8L ¢
i e BF&Q Q48101 d Ay @rdenVERHREYit sdanb bﬁlrysforgﬁasentbfy

sonme i nplenentations of the invention the patc

finfiagreatpmi and tB@6loadsthat information into the inventory library 918; it ignores

the patch fingerprint information. At other times when the discovery agent 548 runs it
may ignore inventory information and may, rather, be used to look up specific
signature information 910 to test for the existence of a specific patch. When the
signature block information is looked for, values such as registry entries and INI file
values may be inspected for existence, or the actual value may be returned to the
repository component 600.

Each Patch fingerprint comprises a signature block 910 and an existence test

908. The patch signature block is a set of information requests, the information itself
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i ncludes installation dependency information 912.
This, as expl ai ned above, is information about the

wao angeseleonput er 500 t hat can be expected to beCT/Us2904/006328

in the 15 inventory library, and so can be checked

wi t hout querying the target conputer 500. This

kG ?%d?ﬂfrﬁ WarBetl dadtpui? 80D Ghid WEBENbe (1SH4GH de@rine if all
specific version of a program a patch, a data file
oeceasatdy buefiy and bandtyepatcles apdngalied: Bxemples of patblesignature

esent, or .spegific hardware, and/ qr software tha
Blosh Rebireiow GG e Rog R o ap Gy Fbr gy
ggﬁﬁ Em%fo‘ﬂﬁ’iaﬁéeh, %ﬁé@ciﬁ@Yifé‘ﬁa%é/orfcﬁfecfo?fnirﬁé,gﬁtorp%lq of a path

ter 500, t covery agent can be used to scan
thae a fide BexpeavertotterfotDint @specifioyemsion yumbérosfraileonereated date

does_ not negessarily need to al so an sj nul t aneously

Pb# files p gRge e Versipmr s glﬁg anda et rTEISY ¥gfue.

i mpl e it i i 3 3510
agentﬂ§§§ﬁ%gﬁ§ngﬁagng¢%Z%g%ggg%@gc é%ﬁ?%?sﬁgdéggﬁgiIhepamh
eizhytufes 910 axenthacted fronf ter8QlL fingamdnttlfvesrylaod deentsonitto all

information into the inventory |ibrary 918; it ignores

tesget vempatcethel ek the denendency Priteria JoF oparatpe fusiom;apd dnstalled
vier, : i gnor e

}é%gﬁ%%rgfﬂélcﬁ?egirlﬁé%{? %g&%laﬁﬁ%?/ﬁ iﬂrfgﬁefgro ﬁ@g% used to | ook

up specpiefetredsingleaidntaionthpletan MO Ihsedregasd ifpur fith&he

exi stence of a specific patch. Wien the__signature .
besuli iEile sambbaakt todbe Yrdafewke 529 also gaipinys XEHomaatting. This

S AL 0 M L B
thifaidQhé SIPeFirt ahd hea VR iaMnt &9 Apdkias IThBahwhtory and signature

fingerprint conprises a signature block 910 and an
infomnasinsentdotthe goRie sprver gan bhawifegiedemmeu|age go jake gpmpressed

set_of jnformati .requests. .the infaor i ' | f.

350 (i 2l pR e veBY e RSBy blebgn iR HrRp iRy s a sample
bhRAkBnh@F @At WRNBHRR e ARE) WWiirffAtivh Fdr MitessoBeOwtERdM ak Well as
determne if all "necessary bug fix and security

plzet EXBs date end tisreasndeigformatiomingde sfgigit:ch si gnat ur e

bl ock information include but are not Iimted to file,

kil clowmmneon entidy"dt rgpoalld="1¢anf i gurati on i nformati on, a
specific file name or directory nane, all or part of a

pat h §nﬁmﬁ?oﬁlmﬁieée$/§ar8%ect ed to be found in, a

speci {4 ' nunber of a file, a created date of
a filg?&g¥§g%%??ic file version of a file, and a
speci Kiversioagb D241 6¥blerston> n one i npl ement ati on t he
fingerprint library 904 is a SQL database. The patch
si gnafGreatedgtereaiedext racted from the SQU fingerprint
Iibrag%ﬁggg@&ggn sent to all target conputers that
neet the dependency criteria for operating system and
i nst akk@Ad>HRESOMORAE WA GHiRNE</toet> i n t he i nventory
install information 912

12.
<Key>SOFTWAREMicrosoft\Windows\CurrentVersion\App
Paths\OUTLOOK.EXE</key>
<value>Path</value>

</file>

Once the discovery agent on the target computer has returned its scan results
for the signature, the existence test 908 logic is used by the evaluator 914 to infer

whether that particular computer actually has the patch or not. This algorithm
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A preferred i nplenentation enploys an XM.- based
request input file. The result file sent back to the

waip@atsgsiser ver 528 al so enpl oys XM f or mat t i ngPCTOER04/006328

result file contains the signature information for the
target conputer, and may also contain the software

afiffinkiaésdine h8mbevEmEds thatipdatiRsiond bg thevvahiatryitasule
signature 15 informatjon sent to the update server can
espopdibilityis lte tiseryes infameption —aallovdegihedstiemalysisdo haglone by the

Fasrue sEPpeah Blla it T PERLEY 18 SR HEMEHhiiR8n plohfses a
BBl mplRtnSdtion foNdcanmiBg afd adadyzild BiRSRhibefab1 vwetkstaSons and
well as the EXEs date and tine, and information in

serwersegi stry : <file conponentid=" 1" reportID=" 1 ">
20 <n >out | ook, e

</ th th . .
Sver o) DHDGHaR5 18] GapRiAR o «BPRhPERALR sftdle syistonce test might
er si B /
R K o T Ea HEtt Ve o o ey ras changed

Patdate\ IQUIR/ZROK. d X 52Ky and (il 2o gizh JRRESEE) thnfthe patch
.the discov t t t h

PBATE i wsenh 308 P Snbedfhentid 5 hfich GRETBHREIbraY s an

IS EFA8e, 108 bihBPRLdvADSLinb éhnithe BekabYseh B By@edat or 914

to infer "whether that particular conputer actually
has t INotpttachpatch fingerpiihi mapnblgo cortdimd2pendendeOuy GBSG Thdger

PCT/ US2Q04/ 006328 i i T f .th
R e 15, pHBlce MO TS PGt P patch ight

i i i q i o . i ..
SRRl oS oy vl bt s
asspwfanheraPliniizesehére tha stieh Sigratings dleectualli kerdlliese may

this fashion provides a better ipplenmentation faor

semahmaybanied A Hhoinstal depradenissinios) 1ss figgsdp the
r . X1 St is specific to a

3[@3&“?)@? %%?foAdggﬁp@@%i%lg@g%E%g?%st m ght appear as:

i f reghsddidoR)Rnperrait definitibnseo 0Bkt Evéhomiiallyi dssociated with a
file Z123. bat was, changed @on date 12/12/2000 at 11:52
safteA perkage St suidgble for deplpymen) bypthe systsm.« Greeghe nepd for a

particular patch has been established by scanning its signature(s) on a computer or all
computers within the network, it can then be quickly deployed by the administrator by
merely selecting the date and time.

A fingerprint definition 906 may also contain a logical expression that should
be evaluated to assess whether the other elements within the patch signature should be
evaluated to TRUE (patched) or FALSE (not patched). The expression is a simple
logical statement such as (A AND B) | C where A, B, and C refer to other fingerprint
definitions within the patch signature.

In some implementations the downloader 924 regularly checks the patch
component database for new patch fingerprints. When a new patch fingerprint is
located, it is downloaded into the repository component. The evaluator compares the
dependencies needed for the specific patch implementation listed in the install info
912 with each of the target computer 500 specifications listed in the inventory library.
Then an update list is created which may identify all of the target computers 500 that
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ZPATCH i s present. The preferred enbodi ment of the
patch fingerprint library is an 10 SQL dat abase, but

wotdneosdedwn or i nventi ve dat abases can be usePCT/NS1064/006328

that a patch fingerprint may al so contai n dependenci es
to other Finger Print definitions: for exanple,

nd&3 e Batclp MUMBE BBdd: icbﬁﬁﬁﬂei%"thﬂ%ﬁh PB4 the patch, all of the target

hypot hetically require the presence of "Mcrosoft
vmpaws thgoan cesefvadhke patch, Ththeyihgve theewcassary depdndencies, and/or

S LSO S . e e
depeRdencises 1{1(}&%‘[1%118 t06t cg{‘rﬁbﬁferé, lai®8r iy bBSent to an

si gnature bl oc , dependi ng on circunstances. In

adidintistougr byi angpeifier PhG. definitions 906 are al so

normal |y associated with a, ftware packa 54 .

Su1 ¢ abh RSB EGY A E G BYEh ERb B LA AR s vmed by
E8hedhe R thfithe 'Ear?étcﬁﬂl BRE sOEERnES bﬁg} iir #1€FatBl update host has
scanning 1ts signa ure(g) on a conputér or all 2%

given peemnissiva tchiha tdrhe coatpwr 800 btvneawill the dowelogdérdiel ajlowed to

epl oyed by the adm nistrator by nerely selectjng the.
daRloAgdhaiayepoioh 3?%?5@?%? e ﬂ@erﬁmﬁltpwoq?r@%ewa@hﬁgwwswn

tain i [ u :
0SB L REGRRe BRRRERE A10hsh BN, e RO iRt
pergfisdion andsdioevathakion agreameat ed t o TRUE ( pat ched) or
FALSE 1(not patched). The_expressjion is a sinp

le 2
| ogi caf anytraedifieations gramade that may ey integeshindhe agr,ﬂirg@trator, the
T T

dovdbanielaviithld gt patch-rabed katd dhangatiedt hacoogunedtin his
dat abase for new patch fingerprints. When a new patch

petwgek penfiguration. Netdfeasions pan hessegbyiaieconsibdagen tleheny, SNMP

epqsi tory co nent. The eval uator conpares the 30
ggglgﬁ%ié%lﬂl&an{;@%ﬁ%%éfor the specific patch
i npl enentation listed in the install info 912 with

each of the target conputer 500 specifications |isted
ilargéteCompeterory |ibrary. Then an update list is

S00-t R SRt dront i merth b SR B e

thephRk 500, arhipd At sérber 328 81 a FAKRES Erepultéred48dTRe target
possess the patch, all of the target conputers that

campnter 80/kastameparyci?2, awl 2 hety oraswemedtion e whiohyin at least one
dependenci es. and/or. all_of the target uters. 50
ERBERRaRGoRPT LRdy - Plis bRtk BUreR vk COLpaeR! i

Ry 1chRM AT S KHORALE irfvRRtiFARBRbrkCORRLLBH Tan BO B4l The
may be sent t0 an 5 adninistrator by a notifier 916.

update rerverBams esnapfiory 158 0 ithad evayiiaruderan quatonhl eekyosterage 534,
gu% g?lgt%veor %or?nvggt?gn ? %’2. The package computer 5 67 has a memory 550, and a
network connection 552. Figure 5 shows one target computer 500 for convenience but
there may be many more in a given embodiment. Likewise, one update server 528,
and one package computer 567 is shown for convenience, the invention may only
require one but also support two or more. In a preferred embodiment these pieces are
all separate computers, but they can be virtual pieces of the same computer, such that
they appear to be distinct. For example, the “package computer” piece may reside on a

different partition of the update server or the same partition.
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sonmeone other than the target conputer 500 owner. Only
if this patch update host has given perm ssion to the

wao angese1conput er 500 owner will the downl oaderP@EUS2004/006328

allowed to download the new patch fingerprints into
the repository conponent. The perm ssion 10 may

CONDr iTHE tig a%g@a%?maﬁ%ﬁ HeRLworR cbﬁ?e%ﬁoﬁgﬁf %ﬂﬁ&ﬁ may be

subscription f perm ssion and
pidéated from the peside by a firewalh§26rexdisfdiscatsed IaBO\&r Differehet target

that maybe of interest to the _adm nlgrator t he
REPFIEE WIhiB ePYors away T30 BT ERkalY r%s@ag@tance some may

t
SO AR b SRR B TR sl YRARERANE 23 g e
asxiufor eld therplhtif@mkSomdiffaenkumiate SGQwrmZ&mm be spemﬁed by platform
Notifications can be sent via e-mail, pag
PeepHBa yPdataimsverp p 3% gunls assignedto target m@g@ré S0fapigs
GORRLU: SEn, one enbodi nent, the inventive system
conprises three pieces: a target 20 conputer 500, an

updat &hs edrércobddter 800 algo paikiag en apdde bgdnt 568. ThER®date agent
target conputer 500 has .a menory 502, and a network

sohidtare porspeneniiptean; be la%talﬂ@aﬁngoth@ inviepiy emeiog on arultiple
B‘Iac{u%% trﬁvt?rﬂg 89 6 Eosint?‘ enmﬂ)&ﬁ&%hts oY Sysfo‘ {rhg E(lh Ig&%ﬁs(} in the

OCO can

tradigiohalMBariet YO tHe taesNReiju@d 506 noﬁv@a régieféred] (1R updp@algent 508
server 528 has a nmenory 530 that may I nclude an

bm%h«aw topekerp @re@r@@é take, l)deﬁwoataﬁfeanf]mdme server 528 to
67
ORISRk TR RSB S ove l B GTAlask tis

teBRl, £ Woe o 5&ﬁe$@lso1ﬁ9nmﬂhame@éwed frbQrtRe BFdatdRrver
many nore in a given enbodi ment. Likew se, one update

§28 ﬂ@t caas] poling interyahhokis 9 operapon, @nd s6torils shown f or
conveni ence, the invention nmay only require one but
al so support two or nore. In a preferred enbodi nent
@eﬁ'eg@es are 30 all separate conputers, but they
can be virtual pieces of the sane conputer, such that

t hey dppendate agdnt offiasget nmnputaﬁommtsehe updaate paATdsg8 to
GRS i Bied S br UaceRes Bafoplhe et by Sypietemmines
AR08y, 8848 R HES Pd: 0083 Bue I3 Tthi’sr\_gﬁta quf@% &dntains, at a

contal ns” a network connection 544
prininech,edsofwene obaicnutiraee 598, duft careatad borﬁﬂﬁ aaiate $10 that

dl scussed ahove. ffere targ ut er.s thin a _.
ﬁﬁa%r g5 Ha@r%waﬂhwﬁm cif%eo?ﬁﬁpanfb@rmﬁt%damrnuﬁmle

mﬁ “?%e o i FR S B gy AR TRl es FREb R Fory mutiple
tdmtupxhsaﬁ‘he types O:bs”oftds'rafré £54ethibt capdetupdsted cemprise? Smtlant wetriction,

pgtgﬁ IflfleseSC’l:?6bc atrillpggte a currently installed software application on the target
computer, data files 558, script files 562, new application files 564, executable files,
560 driver updates, new software versions and updates to the update agent file itself
566 .

When the update agent discovers an entry on its associated update list 536,
with an appropriate date 540, if any, the installer 510 initially checks to see if a copy
of the software package already exists in memory 530 on the update server 528. If

found, it then downloads the software package directly from the update server. This
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type, or the update servers 528 can be assigned to
target conputers 500 using a different schenma. The

wo argeseleonput er 500 al so contai ns an updat e aPEnUSH08006328

The update agent is a software conponent that can be
installed using the inventive nethod on nultiple 10

BRGHiOA 8%ayAris8 whellB RéviolstazelBnestRAHBAL SoRbstbd'he software
system c¢an be installed in the traditional manner on

phekaga b frefromohpupdate S9%r SA8ce regi stered, the update
nt 8 t f t.h ic tasks: 1
Pow t & BE R ARTE 2O A A St edBiles 3 1P don AoEDiR @
. f o . : '
bbwhioddl tﬁeatfﬂﬁ%’t(e cﬁfé@h%r E’émutﬁg Eﬁ&aké SSmptBy log%t}dﬁ;ﬁg%&%)n t}ﬁeo "

start the tasks In task 1St receive
taftwatdomiien pefbicaye 538 to tixatar geh compeermambryos02 sing its network

o e el ot R LY L PN Rl corver can
g Eﬁoqﬂggéeckgéezgcﬂ%%ﬁ& C}SQJERHFS%. 500 contacts the

pdate ser etermne if there is work for
t he ad¢inn lRininistator BinkisugrhakazesbatingtroR8he apdateragensS08 to
20 this by analyzing an agent's update |ist queue 536.
Teievaipadiies frome “oBtresied aoHEce SHeh 8 the RAckass cerputer 567, the

. ¢ . .
RUAESE TR LR B S RIC TRl AR Pl
agdnt waxi sskithe kpdite Sdlrder 28 th ettt bakaga ia sorit irhplementations
software | ocation references, if the sane software

prexaganyliplgpnidptg spemeahiiaindats agent WSecigigs whigheone of them

es of .so . t. : onmr. i
B SuRlACk A bl G, REaBULAA SR e e o
tpddie Bdrbor 528shalib echileple! Wcﬁngﬂw legspbughumiatd deever aeleting the

conputer, data files 558, script files 562, new
apiate saverdhatris (‘desesB4n netwesking firmss 41ides9 on. 560 dri ver

updat es, new.software rsions and,updates to,-~.he

updat & gbintb PR HRiEes (R isBlfor e BB ERerk o2 g peach the
EBRONRk B g AT térS5 TNt 'r%%rt@%ﬂféiu@_ﬁ@t@ AR I0E thdt $ttcah I€uch the
30 with an appropriate date 540, if any, the installer
BasOuicaiand astinpateshidae itignet the satmevial wall tadspy This estirhaie sfppsethe agent

B 80 B0 TR e o P S B B pgion
RRGHALR idnbeSlakd af It %%btab Wil Be BEAES of ihi¥irSet ZEFUO

2004/ 086168 PCI/ US2004/ 0 6328 situation may arise
Ehematonsraadiservsr tesp@se tivsmautaes 306n Hake agenbiasks dat thheesource

sof.t war e ackage .b54 from the update server, 528. |f. .
sian LB el Rt Al B o e il Ll e eyl wai
BE@J‘%’%&& qiRt %Icfeovvillq@mlt BA thdEpdRdad-Ferd28 $a the rbdoBite

t he package conputer location given inthe

available in memory and can deliver it to the agent upon the next request.

As a particular software package could be requested multiple times by
different agents 508, in one implementation of the invention, the update server 528
will store this resource in a local cache 530 from which it can fulfill additional
retrieval requests. To prevent the update server 528 from filling up all its available
memory with old software packages, one embodiment stores the number of times the
package is accessed and the time of the latest access for the stored software package

and estimates a “time to live” amount of time for that resource to stay in its cache. A

separate task running in the update server 528 will check periodically for resources
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5 software |l ocation reference 538 to the target
conputer nenory 502 using its network connection.

wQabeog/08d1b8 be possible if there is no firewal | PERES2004/006328

if the update server can connect to the package
conmputer | ocation 548. Wen an adm nistrator builds a

B¢ kAR Juflied? Rvlr uschutneds I dREG R tiRAMITateHIB’§ Korage resources
retrieve the files froma "non trusted" source such as

bi delpangﬁvg@tqrgdrmftwe Hackage hpdatd Fomyibe eadher53610 wi | |

be unabl e t trie resour. irectly. Howeyer

the " pbaeerineb e ubds e sulnkelf rokes Bglble o the

gt a%&?cs Bﬂ@ atPPEIBAE an hen? 90% of APHREGRNE BhIQH 2 rt‘:ﬁb?fsffhat the

are miltiple update servers and the update agent

dmhod‘aen whihe ipatwh daibdd, ohifthe pamclande&ls agsmthegta@ytmomputer 500 in
ned criterion. | es. e sel ectin

det er rprll i @lcl g gc
% ftatgdhat ifanme langey g?fﬂ%lzlgl ieayith be jpdpte spjver, then'the update
%%ﬂf%séé}ﬁ th@ﬁﬁ{?upéiftb{m%%ﬁg%nstﬁé ycﬁﬁlms%l%{&fstueﬁglftmhls

updat e server t est” 1 n networking
peihtyhe admingstratm, orl somerothdr mpsignaed pars@ncanfbetrivéified 516 of the
invention, if .the update server 528 can reach the
gPicece package conputer 567, it reports to the update

agent . .
cati maRe ot {qhEe nder ST ARG e (RRPME BRAARC nstallation wes
@ﬁdcbiﬁﬁilemd iy dBnriireicAgeind findioytd thagpddte séroed SR8WHithe outcome
before the requested resource is available. If the
dsITsueeesBh a9 diseussedhahover testorrs 5 1 & plees thgdarget qoppis iyan
gcc&pta%?e %ogle%@gt{:eg%‘?ﬁe thﬁé)ﬂ%%%{éginrgfgfs §f% #1' es no# H?L{?Hﬁh dpxﬂgmtor
d8kahé @émilh@ﬂwaﬁsqustanatloagﬁmerﬁmn%e @eﬁup toavatel usek bf the
provi de another wait tine Iength and the agent w ||
weftware il avas patched. thy entisy tareet gpmpulen pagior gpmppiersiibat are
dat eIy e 8 has, t SO
SR GG T i el 1 SEROHSERuBY BrIAR e LR bme

22d&5caf PR Makv6 bl fRdreri Qéﬁe%f%u&}%% FgLinsubs theinsaiuestiedf (file
multiple times by different agents 508, in one

|capzsheg1‘manéms|cgns1@¢red hdow kevelafispecess, W\élnl@pthgtaégeﬁ ePpRieEDy
st.or ur c 5

iyt pgie ot e rien ot ant B ephi S 2 Pl B of

ERcdREL gl difBRntREBLtak & ¥RbrBZStofthe Bﬁécbés' 1evil. SiRcédslor failure

its available menory with ol d software packages, one

enib i iremonstoosdess debaibed iwhidier, ahd instablotion ectd e, saspiendgd, etc. as
Is accessed and the tinme of the |atest access for the
§1F?ﬁs%3<§ysof tware package and estimates a "time to
live" b dAimbhtfBiofed bdckad 50@35(314%?@ thr8etSdod¥pukd? 500 9r a
cache. A separate task running in the update server
p2Bioni thérecfmafbrepestaltiog el sbﬁtwhmrpacb@mmhs tazgetwmnputer 500.
2004/ 086168 PCT/ US2004/ t.hat have "out |
REleHmgs é?elhaﬁk‘é%lséi;ﬂie‘? ég‘g% etuﬂ?gatﬁ pHfe S%‘%?mgs %‘% @Péﬁéet
%gﬁfei:?% 59 V@ﬁ&?fs'ﬂagmghﬁ sShRhRpANE WHIRoRREKRI® is stored
update frdmthe cache
offsite at a repository site 600. When the outcome finder 512 reports a problem with a

software installation, the restorer 514 can use the backup 534 to return the target
computer to a non-updated state.

In one embodiment of the invention, the update server 528 waits for a
confirmation of a successful installation (by the outcome finder 512, or by another

known or inventive contact method) before the next target computer 500 has the
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In one enbodi nent the update server will make the
packages available to the |ist of agents one at a

wa 2ove/08d168 an agent 508 or an outcone finder 51PCT/EpIIN/606328

that the 5 application of the patch failed, or if the
patch puts the agent's target conputer 500 in such a

sk Srellb@tioh tefédAcd193d t@ﬁﬁ@ﬁa&@%ﬂée@%ﬁts"ﬁﬂdﬁtélﬁ@ 536 at the
updat e server, then the update ‘server w Il suspend

thdate s¢errLﬁt28aImtabpqurrcdleln;bodnnmnewmn@aﬂmomrﬁmshes an

[.f. Al hi
aemthetndiis hiiGed 2 Sisne el Sronil +1 a2, Ve femail 522,
QUIND Bt fidePioAB 68 Uh S EdsRERE 55@%&8}@%&%&5&3@ If the

sof tware package installation was successful and then
oostatiation ftiled, the spefcuﬁrdmangmne)thahﬂae it tabos &ﬂcdronﬁﬁ&r be | f

the qutcone is_unsuccessf ul di scussed abo
ﬂ(ﬂegf@?icm §0ge phediments, %ﬁagc&fa mw%a? et of successful
%@ﬁﬁh@l@ %egﬁekzgé%qf‘hﬁge stAtabte td R‘FOIQ A0 OHE ufsér"%l‘f:i S 'ﬁ

oes not ‘necess y nonitor e actual tmare

| nst alThadel uprlpterlmtsheS6 fadilitasethb edmmmtrqnoﬁsodaamnahom sfmredifuilt

15 softvvar that was pat ched, ntire target
fePr cusfian B %&eé*tg%@ﬁislwe&? or ebedhrkednitseehe

I
%ﬂ%&g&lﬁoglg %éﬁt an a gg %1 ave g??rggrclg %[t:é)uféé'ﬁ/ e(? S o?en these
@m@i@gsssare tcobe ma&é amlablet ielates atedchadul@hby thealdmirdiktrdter to be

CO[%VI n can be consjdered a | ow | evel .of success,
the {ysRtIQN: s MAY aHisMmaten Brsaieystash reriag the
t a hi gher

REL SR B o DGR e B8 ERBTRHAEE T

accor dhegpdaic bfemt SOL AR He e of ttIplaBEn @ris bpdrhtiigcupon, and
can then be nonitored as described earlier, and

iy tbsIpregrammaplerqriseidptablg ép Berde ackions ombehalteidhe adnyinistrator.

S )
L N A T
PB@ka@@ Buvasrewipaek a8 €sdfvird padkapgBdanGREAY ceMmbhAfon oRfles,
Sonetimes the backup is stored 534 on the update

sevigepacksoheliix e golbware h@stallﬂtlg@a ar&ﬂ@pntSeIhE PEeseBtyEn 0pportumty

1860 b Rl ishah ot R, FRET S Rty B0 Wi i ng

DTGB dt b RElB6te PthiRRAN bE adcoRiIBh&IWiWiRdagant &bk \6RbEhalf of
Installation, the restorer 514 can use the backup 534

the adsinistatohe target computer to a non-updated state.

30 | f th
ser veORe3BRlgPIRg of e ivioR oo A 303 HiEGLE pefore Gre-
ﬁﬁk@ﬂglah@aﬁ&r(p&é@;inétmﬁ tR&HERABe fnkiafdiom hd, ex@t ﬁ@b%&hﬁs&aﬂ

known or inventive contact nethod) before e next
senmetaydenfiopesudda@deas t he 30 WO 2004/ 086168

PCT/ U%ﬁg&4f1019 5(1)V6 %Zgle disk space

If disk space available greater than ValueX (where ValueX = room needed for

install plus a buffer) then continue with installation.

Else, alert outside administration that an error has occurred, and terminate.
An example of an post-install script (again, in pseudo-code):

If install was successful, then notify an outside source that install successful.
If install was unsuccessful, then notify an outside source that install was

unsuccessiul.
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software | ocation reference 538 to the package pl aced
on its update list 536 at the update server 528. In a

wee@iosdiesl enbodi ment, when an installation fiPCEHOSR4/006328

an administrator is notified 516 of the results by

emai | 518, pager 520, voice mail 522, SNW

notification 568, instant nessaging 570, fax or by

some other nmeans. If the 5 installation failed, the

speci Reterfing howeo Fipatestdand T)shiehdtabdbikad00faay @dluda muay different
be identified. In sonme_enbodi nents, after _a default

@9%%@?@@@?9%&%%%% withrangageptdhatrdy be speeifically opsiucted for

R B B L RSO s s,

amemablmisn compaies] @MBUNIK compRices, Mty Have flackggesof apents.
custom built packages, to be delivered or rolled-out

Thisnrasdesa benofb rkbetthe egent &y ¢3@h‘?1§ of PUIE i H targgiicemputer
mﬁ% % f gfgngatﬁls%ﬁmp fe? %faﬁlq% ! the u&d%nesgrxlep §2€ and/or to a

e av

%@ﬂh@zﬁbl k&dst *Béf?]rtsﬂ@ 6061 for @to‘izigeahps"orﬁd)mbtﬁnceﬁ %fﬂ@@%t@mbb{ disbevery
i nventi on; 'S my autonmate a previ ous task requiring

pEent 548 g proxided whichpeyiosing thegcan, @ disgessedelserslese In gther

L
R S A SR R
38y, BEdRARIANBRALIEnsB08S §oftwira b diRathik 06 rqhﬁﬁﬁﬂaﬁ&s about the
on behalf of the administrator. In one i npl ement at i on

mIaweafWeaomﬁrI@sd\wre ae&pmfs\we pmnph@erwﬁﬁ%wb istiesovisited, emails

t hrou e Bu |, der oft ka e"
et 2 Regep 2t 578 il St o FRL GiiteBocalion B0 Gp s
hobfhd 8o is aRdilabRS £ thnfidatel BEep, "h% aﬁfﬂn@t‘fi‘tbpéa% vidW ki entire
presents an opportunity for the adm nistration of

mmgﬂlmmﬂqum og¢ plmee.al nost anyt hing that could be
at ar t be
i T MBS AE R 5 S AR PHE Rk ope
i Bgé??ugéfg'ﬁh@}ﬂa9?)eﬁﬁnﬁ Q%m‘v@ %P{He%eft@rhrlecﬁ’i@xﬁfehb@ﬁtslegéﬁgn the

efore” (pre- |nsta and
tqrasttconpsitaalsDY, Wﬂn‘teemsmimétwarsdzcmﬂgatatmns 7 %dﬂxcaﬁbiml spdred

a re-install script ma (i n pseudo-code

iy thegppositaryl S| 88 m%&grgpiﬁ%e PSteERsIRABPLEY %9 shiig pegvork
%ﬁgt%m Fn hpﬁdges;@%gﬁiégﬁfgﬁw ?raeesa/ ChHgiont Iﬁ\})\ﬁgﬁlﬂ%ﬁﬂ%%ﬁ’@geefd% without
ine&diag toatehnney e hetwoak erdchingg & cdﬁcladmrmus'entaatatwm t hat
an error has occurred, and_term pate. exaggl e

f
an podt recagmendedseqnfigiratign 104 for the frags) aameafaé 0 @@?wd on
I .
Rl Y85 SHEGESE L SRR QU AR SO frin

nigbeddcided oA fin Mlah ivelgs, 2OhErdevéniat of kisdvad to thase of skill in the
unsuccessf ul .
database arts, for example, by hardware configuration, by software configuration, by

type of computer, by last package update, and so on. The discovery agent 548 then
compares the current 700 and recommended 704 configurations and prepares a
proposed list of updates 708 for the target computer 500. The update list may include
service packs for installed software, previously uninstalled software, updated data
files, and the like. The process of preparing the suggested list may take into account
not only the current software configuration but also information such as the hardware

configuration 608, and how often a particular program, data file, etc. is accessed 604,
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31 WD 2004/ 086168 PCT/ US2004/ 006328 Referring now to
Figures 6 and 7, the network 200 nmay include nmany

waledores@nt sorts of target conputers, each w tPCEHDOS2004/006328

agent that may be specifically constructed for the
specific target platform .For exanple, a network

haHAR1138 oef [n&al i oM QI oR&eSto one of\BIB18n MRCH N tA8Sdliministrator

conputers, and UNI X conputers, may have three types of
age vesutoTrtically ootiftedofdhdyepdlate listi n t hat the agent is

Fepor AN e Bt PR F A BB ¥lg G SRR
§€Jp¥>§éd RateARE706, ah AdiniSERS RhFbE @ﬁeﬁﬂaﬁ@mér tikied §68) At this
orf storage. In sonme instances of the systém a

doint, dheecompgarse niydeirsstpcted udieldhehew langetrdoorpuer idwgpdated at
can, asg discussed el sewhere. |In other "10 ., nstances .
T oeile uBRE Sitm il e mpSUO BB W EBIe Ghgnventive
SFymh 2R BaT ey O RIER! ool LAUSELAENS e
atepdats Bgted 36fusedto astimllpapdata tie cntpusaf dvepitdngiendates
604, ;eekiﬁgl tes visited, emmils sent, aﬁd recei ved 6##),
can aFPCB8eSHRACOTROtH O Frady s senrerenting flesobe-» eaftveare filss or
. : . ] .
LR SR, R QDLENBI LRI RELUST it
packapandtgphatively den nidre séript €ikd(sMaaypysineuded within the package
i npl enent ed on_an exi sting netwp the discovery

k
aQjuFRt anexeayied by therage ig @F@f‘éiiio Bitalliibe BFh A semp gnbodiments
SR LR R of L llw%’ila?nt addl] J.tsla'gtor {»&Eﬁr@é (&8&@3}%&1%’ Vél Qbili otf’l}lew
exi st ng SO’fat war e conP gurati ons ]:} et ecefe an

8610w &€ patehéd) ImMothBeenRBbLE) tHe Abfices GROscRBARNy tSHFRfTsite
systenms nma surveéet_he entire network 20 200. Wen

updre esverr e Sisledecidss Whendo sglkthem qutollae offfite mpdate server can

PR ERERE s Yok R bormB o A SIS A alE R e

siordd @daah k@Bet CohphiRr. When & a&w ?hcl&@%@é(ﬁﬁes@@@ilébﬁe_, or during the
pl aced on the update server 528 or on the repository

gistadlagomof ahexistogmepkasgeekighgiavifenes plohe sofbiyarp ackages that

SEELERE00u0 EPN N Dbl el IR R ol e
Bom b emeY@nRNEYR tHeH TRt update BvEOSANVAREINCARrIiBiRES Sthe
by type of conputer, by |ast package update, and so

vapositirg sde 66bvery agent 548 then conpares the current

700 ded 704 [ [ d
ool e T e Bl O g PR e
é&ﬁ?ut@%oi@ééﬁioerebéﬁé ad¥B3 tb MC MG erfSddVin6R JTAKSsfeBY, the
install ed software, previously uninstalled software,

spftimare phackaga is3OViiad bysy third gharthevhiidhideaseT e spftweests thef user. In
repari the s ested li.st may take | nto,account

oGP APF S G PeEiEe TR O FOF b ey who

{HRh9E¥BYE ARIproviabs A%edsnE RALAWAEEpackage to the target computer 500

user.

Security and Critical Patch Management, Features
The present invention provides tools and techniques for managing and
distributing critical patches that resolve known security vulnerabilities and other

stability issues or enhancements, etc. in various operating systems. Suitable operating
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configuration 608, and how often a particul ar program
data file, etc. is accessed 604, 32 WO 2004/086168

wEDAESAD4/ 006328 as wel |l as ot her i nformat i PCT/URZN4/006328

is knowmn to one of skill in the art. An adm nistrator

may be automatically notified of the update Iist.

Apstoti MEludBakithdiR lindtal6h, AONMRHERT GPekdtBB systems (e.g., 95, 98, ME,
configuration 700 generates a proposed update |Tst

W6, Walh, 38wkt )y BINIX apeating sytieroste §.clinby, Sweis AdY, HP-UX,

t hi nt, the. t »
S0 el o R B R R TE S arecsqames
bhRARE nﬁﬁfstéﬁhéib’res%é&iivé olvigrsadmi ni strator gives
perm ssion, or until sonme other inventive or known

condi {n the piast, meerderToinsanpgo pesBty arpdlzdreideicsiticalphtatnasy;
al so be use o define an_ update |jst 536 used to, .
aeltpa%ﬂ?lpys %ﬂ%‘%@f SRR 5EIe B Ve RIS Shet & ¥PEienEp sites, e.g-
g?gé‘ﬁﬂ%’g%ﬁs%ﬁ&wst%uﬁfalﬁﬁ%%é of IR0 BRERLIAYidd W8S or were

tware files or 10 'data files,. and scripts,
wérit ohtifcaione glaemeabsubfcraptivh @n sewsgrowk etc o dmdfdult elsout new
the, package. Alternatively one or mare script file(s
RalFhese Tnee) edratpe ety ‘f?nfl?ife‘xb%?(? ﬁgﬁa{areeaﬁfeérhx tﬁ%ﬁ%rporagmg has

Féi@af‘s% Qﬁe%g{ | Qo "I‘ﬁed}teg%leﬂltcﬁ éﬂ}]ﬁ{caﬁen sa¥ew k! ardae sl &8, and/or

n sonme e ment s nvent i on, a human
aalrdiwates thieedoppora@e s yedwaro hdmmigfativh edumdl Abvd gengratlfy had to
new software patches. |In other enbodi nents, the. .
Asopelbsdoyrdoadhie lpst aeleyant pychasetestthemifar qusnpatigiite with the

gﬁxﬁ)\éfa{iigﬁﬁsggmiirfeg i %jiéiﬁﬁ?ﬂﬂgsrhnh%opﬁédd?% MRithen Eﬁ&inbute the

ate server ca e con store |

petchiRenbniyor Yisinp thedagddigiatl sotavarb disarimitiogasls.been
stored on each target conputer. Wen a new packg&e o
becomBy caulptabe eresent gty caprovidegotfiraiiongi?4ex cafical

SRk, AR PRE PR FORN SRk SPRES: Lt ML MR acces
i@ sRkdte Proabeitly By p%f&ﬂﬁn% patiabibwhloadswithdut astidiebdre

in 20 sone enbodi ments at the offsite update server
s2@essadaninisiraton epmmasd tpssBoratcaeihdownplepdsltcan glse pesest with

S0 BRTOTot B0 b, YR 5 s

hEGRIVA BERRP Ssckier] thobild) afdethendnahigs! of the system
the software package is owned by a third party which

| eas enetembodimend o€ thepredsat wxention|inclpdespgotentreplication through

B Rt Say e odeoe R BT el RS e gter arnive
g%%?a?ssa PRkt onRful 36, R@&i@@glemf@ugem@sttﬁfm oF BBt liar

user. Security and Critical” Patch Managenent, _
Pedveniefr 3ecuThrapnassot. Annenupdatesaroaiddidgo theohasterragchive,

ttheeclg]pl?iiat%lél’er?letfa gta graenc?oqg'nqgad%g %utomatically to the update servers and/or the
fingerprint library 904. If metadata indicates a patch is critical, the patch can be
downloaded to the update server and cached there for rapid deployment. Each patch
has an associated installer 912, prerequisite signature 910, and other fingerprint
identification 906.

In some embodiments information is sent in one direction only, namely, from
the master archive to the update server, thereby enhancing security of the master

archive. In addition, in some embodiments all transmitted information is encrypted,
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distributing critical patches that resolve known
security vulnerabilities and other stability issues

w@rongfkdEpsenent s, etc. in various operating SyBCENS2004/006328

Sui t abl e operating 33 WD 2004/ 086168 PCT/ US2004/ 006328
systens include, without Iimtation, all Mcrosoft

QR eyt ROreAIMBART co®) Bheck®@, coBipredyld, dighthil d, ¥nd
\/\EKS)Q%ybUNI X opagl?gti né syst ens ee.:g. , Lglﬁréuxé%égl aris,
Apxnloated SO8 0BT, 1281hat §SIaeannkiciiaz. | ThesiShaeamegemeagmpigys a
syst ens. erati tem produ names . are. the mark
StinaTropnestie] el WiiaRs SnE et ety of e
ARG TRCHHER YouREe. QOIRBF WodR et drk pRdtoRA ﬁﬁg%lso be used. In
corporations and ot her conputer usérs have frequently
otter kabtodipredtss sambobihesesslerperds are dpyitted . p GRWscheck 1s done
re@orts or 1text al .al ert% posted around the world w de

RRt oo dgital st °AoEsefi €&t i ons via emmil subscription

Or newsanB4Re 8hiser S8 ot BLbatAP Qo el 500.
Iearningu?ha? a ?éndof mhoseﬁ%oftmaﬁe iglﬂggﬁgﬁéx?éﬁyék 0
de mpdae samerh ahichContdiesdbe cepicatoon seatichartdmdininistyative tools for

enhance applicatiqn software, driver.software, and/or
FABaE apditrea PSRRGSS ScoP KRl SicaiA (Y, Ao ssinedple patch

A0 8 1h@ﬂ1"1f‘si foRbls%udlpgs III"?"EP,'TH #pg ] aﬁd@@m{)ﬁﬁ_@oﬁ@e
I'at est rel evant patches, test them for conpatibility
wiribbdinteats, derpdatetseort asesddicrasesi’si Inteneet Idusndtn@erdces. The
and confi gurat i,onf, and then distribute the patchges)

RRAEE Feryeidan beiimglamsared to prigmatisally cagh erjgabupdates it reccives
Flond file Pt ArdhBRY. Sin sdrme @%ﬁbg@iﬂ{e%?ssthe Sl R85k set a replication
i nvention can provi de RSt TIcaton 824 01 critical

wettbdt RS cAmairig@enTepleation maduglly) actdMeveaneplicatos isbfewaelin the
not they have Internet_access. It can operate

ppdate serven roplispteands dstibrig sphivars avérpatisalls ngesprage to expected

r L ; adm ni strator conmand to perform

L Heet PSR arESAR: 2 g0 mssi st with distribution

and i mskéhé abedinehtss adinvestatodpétat @ate Sewavapeckages 554, which
packages, and other data to 20 networ ked deskt op,

thepsisploy likgrsaty othiee patelynplatas. ¢ “peaieh” entbe gpnewltsenfe need

th resent inventdon.i.ncl udes content replication ., .
PRFBRPOR e iRERe SRy B 58 RGR v oF SOLLERA being
hfddesdd, B thhE sdmpidséat 6]57i§cef JTRBT R afSBfe tBE fdere Fo@@@ﬁg@@ a
a package conputer 567. Retrieval may use 128-bit SSL
oacksigh epnthiaimg Miorosofr Qffire 3060 tairld be depleyad tareypysiskigop.

new updates are added to the.master archive, 25 the
AP PR b e U P R T ER to BTloh Sostom
WPpRIRaB o8ISR Sir ?at@ﬁ&r ot entidAARER Al Ainibied16:3 mYay2 0 utlifze
met adata indicates a patch is critical, the patch can
baili-toafifvasdsiribotion atyekdo alistebwie anasadtveae hadkagésgo @ny target
for rapid depl oynent. Each patch has an associ ated
CAYPYel-er 912, prerequisite signature 910, and ot her

fi ngenpLéht embodiments the update server 528 is configured with software and/or

hardware which displays an enterprise report matrix or other summary of the patch
status of the machines in a corporation or other enterprise. The report is displayed to a
network administrator and/or other personnel charged with maintaining the
enterprise’s computer functionality. The administrator influences (and in some cases
totally controls) which updates or packages from the update server are pushed to the

clients 500, by setting policies, defining groups, responding to alerts, and/or taking
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identification 906. 30 In sonme enbodi nents information
is sent in one direction only, nanely, from the

wore®ieseles chi ve to the update server, thereby BCITHSINHE6328

security of the master archive. In addition, in sone
enbodi nents all transmtted information is encrypted,

Sthel QBN 866l E8cuRbel Népg OO A8 Bl Liar Ry sb ¥ ‘éhiHédments the

redundancy code) checked, conpressed, digitally
gdlgnemat@dus fielbowitewd dwer tROdemeoanent OIgaclmm ingliding control of

ct| The S nnecti.on e secure
e IR ROEHI ST T GUEB SR OLIfR: r et o
aut he 'I”tatcﬁéstﬁﬁa§’f>e {BRd Rkl b&fofdHh¥ e a@%mﬁ@l? d@?fo%‘d through the
source. Other” secure network protocols may al sd be

@sterpristysitceat given matdionbyrbeltaye deffarentlyfin tdnifsrenteintarpuides.

BrEnbilccomgraparuon { R aRiT orhigR alotirs camBiroa o8 gre and
@%ﬁe?%rggup o Perf@H! SR W/ Eh th€ MsidnRE g?ﬂns‘:m%tﬁfnsand its

500 e server, cont al ns
anacpmlsioa::at:om:nuaﬁy vasez&ckmdteatdmndl apbroves pachesdleforé dr[ey are released
can_sc

d d_sof k
bV PR hsoBodiriat i i e1ba0e gbrrvat NG (D i 2000

I
URern PRI R Pl by MicHESE, 1 bl i (M locili ard eS80y
PatcRLing tonltwb drundited @ nfoee diffeeent WK comﬁ)giﬁﬁtibrﬁ eduehas standard
enented to automati caloég cache_critical updates

21t RER i SO eROT IR s Pl W 3 wagh Fixchange (marks of
SERRGOME W sd OF i EOLBIBRGTHRE GARERE FERs biPhBMhor fixes,

bafoee it hereleagd eRdtehlislotd ymbeer dickihes54h update server
replicate and distribute software automatically in
r espolisEonpgeraRodiments, the cliprt agent 88 sheaks BR2 ien azttran@t h@/sted

d
LB 0B TR AETR O S A A0 50 FAGR Sy
kdpotts antheRt ieforR@idi) suchnatthd Surredt ccﬁﬁig@ﬁ’atlohWOO Meack to the update
general sense need not presuEpose a preV|oust

pergeramhich cesaesdhe éﬂpartemlatpx dercthe pdryiistiatare In h@me pmbodiments,

Ot b R Rt Tt TBYes SRBRY doh el 3% Samionguent
GaRr@l Aﬁﬁﬂmgﬂreﬁﬁl‘)ﬁgﬁ‘éve@‘ Lﬁﬂdﬁt%s &QD}QacTcQgHs @r@@ov@xﬁ@ﬁd&i@i 2R the

every desktop m nistrators of custom applications
backgsiumid] ﬁilmtei»y a:er@atng lp@mWalge@cetto usezrs bf)tlme compuieny receiving the

ag\gﬂiha@l “ﬁfb fﬁllrgg %g(%qcr:&elg to TR e SP]tqgrntFL? administrator.

gkdﬁhﬁlséatbf-eéﬁﬁea%}ég 8n Léhudl ﬁferaehwlsr @mue path WREAl process.
packages to any target 25 conputer. In sone

enbodiOmertrdbotineent ptheeresentieverBi®d previdesrdf prgantoe seivide that

%ggbtlé/\s%rd?mglgtrators to have the embodiment automatically download 308, 312 and

install 510 software packages and updates, such as critical operating system fixes and
security patches.

A built-in security feature of some embodiments of the invention uses digital
security identification. Before installing 520 a downloaded update on a target 500,
this feature verifies the digital certificate, CRC check, compression, and encryption on
each file or package. On the update server 528, access to administrative pages and

other controls is restricted to authorized administrators. Ih some embodiments,
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har dwar e whi ch di splays an enterprise report matrix or
ot her summary of the patch status of the machines in

wa@:2@apassat i on or ot her enterprise. The repor t PCEUS2004/006328

di spl ayed to a network adm nistrator and/or other
personnel charged with maintaining the 30 enterprise's

‘Eéfb'l‘f@écﬁcﬁf (dbWRRRERBRT ipdatet MGesTBHIL MidSthe 3inBbdintht HeRESfhe

in sone cases totally controls) which updates or
pduka/grfsiominads hetha pridate serwery ditha SEL pg@ﬂﬁ@dtes do npeproperly

FleofBienogriaaotiee s Bapaeh Hamn dngbe o388 Filsesne

Eﬂé&%ﬁ@% QREBABt t@Méeaﬁnﬁﬁl@t@a?tof/\'ﬁh(‘sBm% reﬁlb@uﬁﬁéfﬁ§ ad

ere or already famliar. In sonme enbodi nents the
adoinmit®nriaei dovabafisi(thastaatehove towpdate lservee ppdaterserverdb target)

pat ches contr ol boots and the r .
{xPenp ‘?‘(S’r RS e, EambreSiseiieily pu ARG Eu s hirsst
Eﬁrﬂ‘fe Uy, nﬁ' Jiier RETHBAANdAE Yhedk @leﬁ‘leﬁt‘%la}‘e Qﬁ@ﬁd&i?@' g 40 bit

t roug S enterprise, dince a gi ven patch

bﬁdmmrﬂlaﬁd/eremttteyl in different enterpri ses
Pat chLi nk. com Cor porgtl on ("PatchLink),

provi deratehysiaratere A0 deptyrrareEnisa eraqding @40156411 tssttae&et >00

TRASGERRL i A0S SRBRLIRER 1l b S, by avin e
b gk ahedkeby the @sdpRr samlara pprsivnesidphd ploper Hxedwdre diilveng on the

are rel eased . by PatchLink. For instance, when a hot

targets dihe pRieh pigaptyEomd twkateWmammm@?tum reaé?aab fegsed to

ms% ra}e{egtl&ﬂ 3?12?&1 %Y]ks)wl&%%?é){ﬁ nEe v@ﬁﬁ%r ed or

Rlest At dnfifv@ndry eitue Ql@és @dis@ivlegz@emsiaxho pnpoinbkengtded
WK, VWK with SQ server, W2K with Ofice, and WK
spftwarEsanh Aarer armer vess B a wg@tr@mw Tha 1569V a5 2850 may also

AR B Rt B B er B p AL i st

aFhiieMPhiol how hostk Ons 6fc@arBedd nt®Riated faith Khiepiinted eet}iosnorles
508 checks 332 an intranet-hosted wupdate server to

dretherwidrtte V\,hl ch updat es are needed at the client in
questi,o . ered i nfor els) .

e cdr Pisketounf APRaloRe EEh 15668 ol ol FRb4 e B it o scowe
%%lég%und"’tfﬂn‘éfér 64rPRE Sathi tglt-ie P dwidmtthioklih @ sotthenetwork
admmnistrator. In sone enbodi nents, the adm nistrator

spminiftiater andecigphowdke bandsndtl show e ntilized diging large

| oynent .20 wi ard Adm ni,str.at or royed updat
R ﬁ%ewag&msre Qoo ahie P RRE AR W e B ERigBEe agent
fsh%sﬁ WAl bﬁﬁité deny %@ﬁﬁé‘&l@ ag&lt%%%ﬁﬁn&ﬁcdh'&ﬁ interval and

ut ers e|V|ng the downl oad, and

aptrating hma‘s | Bor msiamedamgdmmlﬁrammwmeéths @Dllbx/tqmél out patches
adm ni strator ni stratar-def.i es can
domoRb R erysa oty B sen PG gE D TILERY 1 PR e agps may
QPO PN Bhe #(hﬁ:yp&ff&eﬂta diR4EhEON pr OV' des a

proactive service'th o
A chained installation feature allows an administrator to reduce or minimize

repetitive rébooting by using the Microsoft Qchain.exe tool. If multiple updates
which require multiple reboots are to be installed 510, the administrator can use the
present invention’s capabilities in conjunction with Qchain to deploy the updates with
fewer reboots; in some cases only a single reboot will be needed. This reduction in

reboots increases the uptime of mission critical computers 500 that are being updated.
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25 enabl es adm nistrators to have the enbodi nent
automati cally downl oad 308, 312 and install 510

W@ ofoumedies packages and updates, such as criti ceCT/US2004/006328

operating systemfixes and security patches. ' A
built-in security feature of sone enbodi nents of the
Qeiigintre@tangsetheMIdistialo ans@etrthitywillgrm theflhestipaate in effect.
Before installing 520 a downl oaded update on a target
p@minigtyatops eanfehgeserthiswptipn fedng deplefmegntal certificate,

CRC c onpressi on,..an ncr Lon. on, .each.file.,.
or pachiia SRURDRER: Hay SMRAG0E Bl infihy 0B8R intbikfiion 316
abadBWwaloaal d.¥ ebPaeaFica dtaget ITeke etk 500-& 4 Bobi@SivbiketaBidn, the

to authorized adm nistrators. lii some enbodinents, 2
WEST 200 H1c08E 1Bl dCTMusP iend 0368RB! itrag pidiffaeitdecation that is not

downl oadi of .updates uses SSL d odi nment
RERIRERRRK, P ne g BtyEP i aseree % RER B RE Lrstict), the
$RLYBment fvill RAuRSlits @BHhldald 33b EHntlt FHealthOBEHk ¥h the download
identify a recogni zed source (e.g., PatchLink.com
ahehichhiewaointdrowtedf tistesd obsterting@gain drone thedwgigingrio retransmit
grmai . alert to the admnistrator. In sone enbodi nents,

q eElrg PACKABRti on in all downl oads (master archive to
updat & $8bN&hser4prereatitd Alovisadhthig@htbrs tb3e b g? wﬂ%&dand

CRC checked, conpressed, digitally signed, a sen

ovfewark 2Bdities toS3tget cammeersi500 svhich are nbtconnbaed to the network
SR S e TR B SR
%g@g%%ecgg gﬂb@dﬁh&nl ?’ﬂ?ﬁg&%hﬁ'@ﬂ sth % 91?(2? ér?tgxr'rf A6 A8des22

eterm ne prerequisite each pattch
bpsratitvesetn bmiak that target upytoldatei ng t he agent check for
t he proper_ software version and the proper hard

dri versnRadimenss feagpg ghent TR NNSh GREUiSakHWILh His update
S R
@Bitfermpncs and sqatbilityid ertarpride-widy desba@liments, pevmitting ¥ single
feature uses a _discovery agent 508 to pinpoint the

Hedae sery e t@@ﬁwt@@ﬁ@d&f&wgﬁme The pgeatscangyork aprpsgyfirewalls

GPEPHY %%dr (-)@e?atg ol %8¥ gcgr%{gﬁgrfﬁoe\gﬁg %‘;’FC?:?J}]PQ@? meﬁiégynection to the

target” necessar rpri

Rafegdise mistves@) has a master archive which now hosts

one of the | argest automated patch Fingerprinted )

r eposiSoste esgbodimenth Eafyse FePPor fouerbF-vendar Byakgssad, whigh may

feature.in.sone.enbodi nent rovi des,, e -
oS Bl PSP BB ol RhE CrRElfhnef by 28 s o
tiipiRdtth pR@hesSRorh RSNy Vé&idsr, badikiehs bippofts i@t dedbitzement of
how t he bandw dth should be utilized during |arge

deishes/fremsultisisrisnéorboHpminstercep thewipdate seiveningy eeqrdingte with
Vc\élrtger:} aager(l:t(s) rt]g isc%ylr;tgrgletg 56 ?or}tpatch-related security vulnerabilities in software
from Microsoft, IBM, Adobe, Corel, Symantec, McAfee, Compaq, WinZip, Citrix,
Novell, and many others (marks of the respective companies). This provides a more
secure network.

A grouping feature of some embodiments allows administrators to group
selected target computers 500 into sets called, e.g., “containers” or “groups”.
Operations that are applicable to an individual target computer can then also be

applied to containers/groups holding a proper subset of the possible target computers,
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508 policy which permts themto define the agent's
communi cation interval and operating hours. For

WO p@bases an adm ni strator may set the pol i cyP€DUSIN/006328

out patches 25 to production servers only between
m dni ght and 2: 00 am In sone cases, agents nmay have

ABRElyL eV eRN@rdePLomputdCI00Br &ferpsiBitabRitatdeBomphteiaivitid of

installation feature allows an administrator to reduce
patchrisighatures and dipgerptintsd belehging foride spei¢depntdiner. This feature

t,0sof ain.exe tool. I.f nmultiple updates which
e e PaBesnaaf don B pen e Fepngin fentory
@c%hm%§ haABorCRc SRl 0By P8 R2 Rlieht M 8RJoHBICS, depending on
capabiTities i'n conjunction Wth Qhainto deploy the
theoranteslimenth Fof ewemce, ebdotanfainer nsayneve psegeritasithatapecify its
single rebpot wll_he needed,.This reduction in .
Fussdists 1F A adent SoR@ofigen aed f MRLERGPaisH Raselipe polcy.
AR REDr A sEikat in@fvﬁlﬁ?&lféﬁts%?&ﬁ?ioug’@—&é@ned client groups,
2004/ 086168 PCT/ US2004/ 006328 (xhai n réarranges tﬁg
Bhd/er user-defimedogrdeps fohdt¢ployrhéntpiit sanheerhbddisientspdatpeteiscan be
effect. _Adm nistratprs can ¢ this .option during

auemsdiraliv srovrsdRscordingdn |ﬂafawt$@§§ ViteHifeat ure, an

enbodi : i Nher . .
e.g., gy a g@‘r’@‘?‘%%“{éu?lgé ng %;t&{ﬂ%%htﬁ 5?%%?@%’3%8%%3 and
delegate limotel sidatinismgtivieltentrd to sleem. cBoont theGreupriManager

di sconnect it and reconnect it at a different |ocation

PRiPeqtiye fhe Vst ansk coplipleidhe inveni yeerbpdimentds fpgmaggyyed to
BB ASFARRF doth eS8 B G SLBPARIERY i plSpemaped grovw by e

aéainifthorpall Bf whithtpaefethbiyniso @tk sagie upldaetveivier $2& The
interrupted, instead of starting again fromthe
pémimsirater qap skl viernand etherppte rapage ell gaswpytpes inthe petyork, not
nobiil e- use ture allows admnistrators to
%ﬁ?lgyﬁloﬁgﬁ?ﬁ%g&gﬁ%} g{c,ogﬁ‘t war e updates to target

CoNputAeiBndAbyWatdhibasdlihe policE RaNes irtdnieenihirlimnehtypédnits an
when the depl oynment begins. Wen a nobile target

sdibsagiraten tb pesiyrfeminmelybasedine)ronfigiation fa angios Hoient 2

wi | | t omat j cal scan. it an erf.orm n r
Spotonf Y GREPHSR, i 2Rty R R PRTRARE oRESFRE e
EAdefhgpERrbgodsaa ihy & gtilib/idhalageidasls e BnadbEthe baseline policy.
communicate with the update server 528 for secure

Sopporting patgh politiss mgnapéanprisealllows e sAmisisitaior ehgeventive

BrbogHER et Bt PPl foh by b Sy F S Bpctine 500 in the
S6fphse féﬁiﬁétﬁl?elrégéalpffau Gkio® Minitiigh FASN S elC FHor WRAKple, if

across firewalls 116, 214, and operate on any
aumdatosr pddObascline polibgEs PWREr group srcjudss Mieroisoid O ffiee 2000,

tAhd%be %%ro%gtc regc{eir %%, 21% g\gr(lllé'e Pack 2, then all computers placed in this

group (whether placed initially on group definition, or placed later) will have at least

those pieces of software installed on them.

A baseline for patches may be associated with a set of computers 500 that is
defined by a group (e.g., a user-defined group or an administrator-defined group), or
with a set of computers 500 that use a particular operating system (e.g., all W2K
computers, regardless of user-or-administrator-defined groups), or with a set of

computers 500 that use a particular application (e.g., all computers that use Microsoft
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Some enbodi nents feature support for nulti-vendor
pat ches 554, which may also be referred to as

w0 camps@bensi ve patch scanni ng". The update sePOURUSHB8006328

isnot limted to patches froma single vendor, but
I nstead supports inventive managenent of patches from

Wtitd RPY, of §Atote dodibindtiohaRG6of. tHOE cxiRflE SinSB8MERmbEBnents
coordinate with 25 target agents to scan targets 500

theradpinistratorefenlé detodmgelineypolioy nde sipiing thabif MivresofttQffice XP is

g;%g‘ ﬂ'?&%ﬁ%ﬁ%%}%?@l’%ﬁ?@lﬁl ’guotge’ gé‘f]&ﬁa'ag@{ :@ﬁ%g g(p,%@‘;? ﬁ’elease 1.
(mar ksyrdn éﬁﬁn&a@&@%%éh‘b%séi&%_@ﬁéﬁﬁhme&[ hlaghBd 944 Gi66ar8 dropped
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2004/ .Og(?%G PCT/ U§§004/ 006328 nanely, to every target
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Vot hey TaRBhEY Pl AR DoRE el RARERBL Brihe BFYHRHEIAon to

peiform sttombied derokdoeofuntwantedde fivaynadtsmok hlngehif unthnted

rg@grti ng, inventor reporting, mandatory patch
peisuie Aoy Brget gomanigrsoritin patwerke dtie prsmdatogsdeployment patch

goeﬂ ili@@ wien %1 &fgﬁte& M&rgﬁgéet?ﬁé;c{ w.bﬁ]lﬁtb%% ?JN]S%%I}XLL the

cont arner may have propert speci fy 1t1s
oBwheted iteink SFell éxanipl 9ae buch@Btdhal duld 8e UafidtalltisaZaA” which

~mandat ory patch baseline policy. Admnistrators can

gionkddetech and reapyie the Kasea fipdharipg applivgtiewy frger 3 eragorate

i ' ) M- ' r :

BhS B 85 PR AR T B oL g D BRSOl gy v
dutifkicoadst ¥f le®upiadssag ardhdighdyconbandall abdiRble ddpedrk
require. 10 In sonme enbodi nents, the adm nistrator can

bpdyyith for enjpriaamagiaruspesas Witk geyemenont ageangigs and other large

adm ni strative contrgol to them .Fromthe G ou nager.
B Dt hasofalecmu T bt st et BRATRG:
eERady denés dah behanghpAsyed to cover only those

comput ers 500 that have been assigned to the nanaged

gr oup Thy invisatiomelad pioyidesvdeaturg|that enaytiei viewest esf the ddgical

use the.sa updat e.server 528. .T 15 adm ni st.rat.or.
ettt g A R e R S Pical
bpFosREIWRILK ma Bl terfRUShY “Id¥Pid8er Path PRALS Y4 @ed 96 Qétidte a
A mand’atory pat ch baseline policy feature’'in sone
esrvisd ipaskn hetfpxeormithes safiwadhatmiust neit aver boinsiadled.f Jushas the

g‘laﬂhé{&ly p(a?c%st%lltiulr‘]eei)s u(s:é)d1 tfoi a% or- 1)t( iat(\)nqlnfegaﬁ)ihgtg]/,ethg rt‘orgPJdgn Safwdccﬁl feature
is used to prevent the network administrator from installing software that can break an
operational configuration. As an example, assume a company has a payroll system
that doesn’t work with the latest Microsoft Service Pack for Windows2000. If that
Service Pack patch is ever deployed manually or automatically to the payroll server(s),
the administrator needs to know at once; otherwise nobody gets paid at the end of the
week. Some embodiments of the can scan for and detect the presence of “forbidden

patches” and alert the administrator. They may also provide rules so that an
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network's conputers. The enbodi nent will proactively
patch operating systens 20 and/or applications to the

woe@ansaet i onal standards defined by the basel PEIEUS2004/006328

policy. Supporting patch policies in an enterprise
allows the adm nistrator of an inventive enbodi nent

s&nﬁﬁétra@&tdges H&c'tiiﬁé(;dv%ﬁeﬁtgf ddpicy kbia QP toheh8dhind¥@at should
co

machi ne 500 in npany, “for instance, can fall

bet Iowe shatpaichinstadizt clegirdiess of Woethetheppdicable group patching
adatory patch baseline policy for a WK group

P ?IMOR&EWE%H O fice 2000, 25 Adobe Acrobat

Readery puich cddSliaRs ¥dshmERfekitufe inl BRI MhdodHABRY bRIvides
placed in this group (whether placed initially on
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t hose pieces of software in gal.l ed on them A baseline,
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tiinb@larbSthall B 0 SfhnBiofy GLLHR: Ak, 1t fn WREHHISHINEH

group or an adm ni strator- group), or ~ 30 w
ahart tafetcOiRuhBratb@Dintdwiy thatvialapaithe pattlareqojremert] mgemail
system (e.qg.,. all K conmputers, regardl ess of
alErmessogs i St i AdmimipEdoTy rkog S¥§mPlsy sepipich WK ggmputers

t reigdlear I | O
flay SRR B Bamhil I3 oA roRPlol RSP eRR R gPls' et 0
PO cOBPLLRc PED $45204HIRAIITim&kt heawediXBly, locks dowtnull operating
sonme conbi nation thereof. For exanple, i

n _sone
syssaaPAkhesendaildntgmet fermationSeevspatches Iégbo%@ﬂ lateppoint such

i Cy. i ng. t.nat i f ' ' .
PRbE (it Sy P el fon e s 5 Rbed e i Shisimnt wil
séhdQnf drea] At fetheiadmiiRet fasidentifyiiehe commneled0ormanizaindlor the
baseline policy is used, patches 554 that are dropped

modifisstioraidonerte ih dheaeydt nepermpRliang serapiays)swt thgreason(s) for

froma t.ape backup, m.rror ] 1 h P ke: Wil
Bl <o T Pary R P Bt R ondhelh Bt dutfron ot e
tRdked BoiTRSrdtidn — dEWeG@sifi@ar & édfe elek, thigdtompliance feature may
configuration is conpared 822 (by the client agent

hnusekby adngnigpatarsdodeeniidy Yiserg who tistallizevesdlveare eyranovg

R
B k&b R nBlRiBdes GPEH bR withGhé MaRAtbBpatdh baseline
perform aut omat ed detecti on of unwanted sof tware and

fetoe o aofonatigellpateing tadget $60 theh ksenoinreomplianty eWhen a locked

AR olter BB PR G *ERRETE B CoPARGPETRRY Falled, and
g%aﬁﬁﬁiﬁﬁtrmms%ﬁﬁeamma%mu the unwanted itenms.

or exanple, one such patch would be "Uninstall KaZaA"
whi ch Al&ervioeitithnge featitre amsbmermbalinhats Kl Za\adminastrators to lock
plication froma t hereh

sharing a [ or porat e. .network,
deHBRT PTG TP URCd HAHeELY o le R e is® rop gF mdridually),
GARYJ 18R be Lr¥8ned if a user starts or stops a service item without directly

contacting the administrator. As users change and/or attempt to change the status of
services on a locked client 500, an email alert 824 is sent to the administrator
identifying the computer and the (attempted) service changes.

A hardware change feature in some embodiments allows administrators to lock
down the hardware configuration provided at client workstations 500 (e.g., in a

group), and to then be informed if a user installs or removes a hardware item from
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during the course of the business day, or that they
consune all avail able network bandw dth for

we@nicgnsassment purposes. Wth gover nment agencPEBUS2904/006328

other large entities, elimnating popup software and
other things that distract users fromtheir 20

8%cH OWEksfUbh Q5theaNdiRRHIR chhtBRing th® hdrhihistrhfe. IARMREEIcRihge (or
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ﬂﬁmie(ﬁﬁtmahonﬂﬂcstodhe tdvarctarges netwoflos updede sketverc28} the built-in

T S X T R
R L RO AR LRSSy v

gaebi. MEhehhidt uphste kelveran fidshenpdating P4 the senist adtivetk’s target
regardl ess of whether the applicable group patching
S@mpéﬁe@sasﬁwlﬁiﬂﬁé@lW@@ A patch conpliance assurance
featurge, | [ :
Wit h t'Ah IS gn}%%ﬁsng@? ﬁlte in @élgl e%?%dm?enﬁ?sd&@lﬁ%cﬁgtﬂﬁﬁtlon of

@afator Qildblﬁﬁenté? S5PMbEAre @épeéteﬂryﬁilblda@ﬂ el psihieetepoide crhpRlyee
is, certain patches are reqw red, but in a manner

veantery artrai-virs dBnianidatadty. Gaser mege yushdatacor dppurgent files

gaﬂggﬁ?m%fed\%%gﬁg{ng ogEe‘gc e?gt:% ?ci%}e e%lfcfeﬁt t%' (%1 n?ﬁralt& to all
rpéth 508 FoAMBtaRdd of o i@dhisir@tot-BFeccaikn g}bﬁﬁsr cﬁfta%nglé:fafget Other
exanpl e, several WK conmputers 10 may bel ong to an

atbps,rsush amegum@gfscm@dreg@@apn@f alsq bSsmReifigdim SompFashs.i s

subject ,fto at c sec

ebod HEHE I AP T SR e BT b g stators recover

62 SFRPREGRBS sﬁﬂfjasaﬁa!rd bRk @FRBSs drrsteﬁ%frmruwaréﬁﬂmeg If an

pat ches. If at sonme |ater point such patches

(pdatk l.schvmgSZ& fotis) the 4dmiinistraioo oreBlek shotherservep h&\aegi thetshg DNS
t wll  send lert to

simerie D% g ot Ao ngls e SHk yaiaE sty solare e

B%e serial number if so required) on the new server. Archived, mirrored, or

otherwise stored data files 600 used by the embodiment are restored to the new update
server as needed. Then the target agents 508 will automatically connect with the new
instance of the update server, and normal operations will resume after the target agents
provide information (if any) that was lost by the server failure.

An automatic caching feature in some embodiments causes the update server

528 to automatically download and cache in its local update server storage patches
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15 nodifications done to it. The newly non-conpli ant
conputer(s) and the reason(s) for non-conpliance - a

wa aommselenf di screpanci es between their confi geeHUSIING/006328

and the |ocked configuration - can be identified. In

sonme cases, this conpliance feature may be used by
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Mhifresth Pith SR el thowalehenbseausao! theardropelie vk demend for

t ; [ :

BlebE Ploglfy R ARG iRl Ugufily pRBIL oF BT rfBa kR Servar
a¥rratiusésrtat aick thatepdration ofgarghiecongpupett 800 ailtibé hirerrupted or
(attempt ed) service changes. 30 A hardware change
pempPiAnEssdiuedpe lahpigreRepaiehosal | ows adninistrators to

o0k, SRS B NG00 OH ALADI PES Rl e

tvihéoh astchadfpakdiiesl 554 with wperatihg Sfsednhss tieFebyaakateise &lministrators
har dware item from 41 WO 2004/086168 PCT/ US2004/ 006328
ef e ngedibsr presslysad firlbnidentifyitheenarafingsiystamiyspd o ech target

?ﬁrg}) gﬁgﬁ&te%ngir%f?s‘éﬁ&% ﬁ%%@ﬂ?ss&% 3 Eg@&fgﬁ&%}e ir%% ?pegr%ﬁ{kgﬁ)stems

raware cC uration on a

emidhl spatified differén® phtchddb4tfor cheraddifiching bp@hm%qsystem platforms.
identifying the conputer and the (attenpted) hardware

dWaraiskatorssisiyg thisgbyantizg pobedieat need dndicsdldct sMégogaieoperating
updat.i of, conput.ers_on n rks that e not

it PR 41 TRRRY et Bt theP R R ombiiBl $PCGaRfiss or
AiffdréRey intthe 9pMafi tem @ASINCOF VapBRYdREFied €RBEENTHE S
transported fromthe naster archive to the target

pabodinens campraceS Xaraicdy ang 2P erasing gydemeemdremiehis ot ¢pampatibility

the .l nt t hysi| I { ti { _p
e SRR e i, TS g Che SronstPIRE RO BB Rietven
BRdetatrhhd) ShelPatb ol B MiGHoEWINIWE BUiThidhhEwlWSins@lled on a
security measures taken during transport. Once the

treghit zomputee thas gins itke Wandovwes Heaperatingsysjen, the paish Korsthe
AR S Ml Se Db Slohb oS SO 3B B
SPRhRYES M, la8d so on. This feature speeds up patch deployment by freeing
administrators from the need to manually match patches with targets according to the
operating systems (or operating system versions, includiné prior patches) that are
involved.

Another feature helps detect applicable patches 554 and manage patch inter-
dependencies, thereby helping administrators avoid manually sorting through dozens

(or even hundreds) of generally unrelated patches. Instead, the embodiment identifies
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transmtting the content fromthe transported nedia to
| ocal storage of that update server. Then that update
wa@esnmselean fini sh updati ng 304 the secure net WOT/KSH04/006328
target 15 conputers as previously discussed. A
recurring distribution feature in some enbodi ments
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sindbéichefiaivill facbrsnend FetidedPdrk 2 theheadoiistratur, axdence Service
restored to the new update server, as ﬂeeded.

[ ne Then t he
Paelgets ingfabedsit 508 thy rpcospmendhs PerityRe %%ﬂlamlﬁi f4pgnds on
ew. | n t r . . .
B k2 e bR 51 e o AL OB e nfprmasion o
R6R¥ItYetfafa Timabipsinting fo wilihtetpath Ssdddémification. t he
server failure, An automatic caching feature in s?rre
enbodiSemstembedimens aliew ap admnEist@icrdp revion aghgstory or log of recent

SO, ) L eoumhaata Bt S3PBE AR ah iAol tRERY Rerects of
Redio}i82 AP DEORABe oAk, NElhis allewsrtickdhigistrator foiumdb a patch

hi'gh-priority, and/or security-related. The update
sustallation dhat hpsseausereprablemsi $opiser daig wilbnofiicsessyaly bes

are cri.t.ical and whi ane cach .
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NGRoref 514, Gadh asRﬁléﬁlﬁg% DY, rB@o¢ias Aedgisty Elify, weaing a path or

server only after they are first depl oyed. Cachi n%

5
totteer systerh vatiabdeialvecudise Jorghat Intadditipaf Gie sonfigyratiqnystatng|
depl o nt prqvi.des target . c uters wth readil .
BRSPS, e BATRAE L el i
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requests. During Code Red and N nda virus attacks,
fadministsdtemncaa, alsdrematisied sf thadenbavedaiatchtappeass fnog paich dependency

connection tq the l\ﬂﬁaréo oft web site to get the
gadopEsthe BlOB BRI PASCEYG r enel y heavy. demand for 10

them LraackioEh¥nts REY NGifekioy-AltrANfbafiRE Whdahihg that they are

patches at an 1 nventive update server _
platform neutral and do not require a directory such as Novell’s NDS directory or

Microsoft’s Active Directory product in order to operate. However, some
embodiments can integrate with and cooperate with such directories in particular
organizations. ’

Some embodiments operate according to a selective patch feature, under which

patches 554 are not automatically installed unless they are required to meet the
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528 reduces the risk that operation of target
conputers 500 will be interrupted or conprom sed due

wo 200a/08@6k of such patches. Some enbodi ments hBWBEUS2004/006328
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In a managed data center scenario, the center’s adtninistrator creates a patch
group from each cluster of data servers. The administrator can test critical updates
received from a master archive 567, and then deploy tested patches 554 on network
targets, either all at once, or in stages to groups. Agent policies can help the

administrator specify the hours of operation for each group.
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question and the patch will install on that target. 10
As an exanpl e of patch interdependencies, on a

wor@nosabt VWK pl atform one enbodi nent will rEPCDORENH006328

Service Pack 2 to the adm ni strator, and once Service
Pack 2 is installed it will then reconmend a Security
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tat ory patch baseline policy. In some, patches

kgd as critical and/or security patches are also
Install ed automatically. In such enbodi nents, other
pat ches ar dicrdsoftiWisidaivk dgentst i | t hey adm ni strat or
sel ects them and expr essly authorizes their
i nstal*l at i SVtWeri Ae@¥rnits adninistrators to test
pat ches i nﬁr@&% %ltvvl thin their 5 organi zation before
i nstal’l i ng the organi zation's conmputers. Once
the pgtch jis gdequately tested, it can be added to
the mandatory patch baseline for the group of

Package Construction / Package Maintenance

An administrator uses this module to create a package for distribution through the
designated Update agents. This package can be a file distribution or a software
package, allowing for more flexibility when updating exiéting installed software,
installing new software, file-replication, etc. throughout the designated managed
machines.

Below are the steps for proper package creation:
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targets 500 in question, so that it wll be
automatically installed when needed. Sone enbodi nents

W@ apposdies security policy patch 554 that prevPel/8S2004/006328

applications fromrunning on a target nachi ne 500.

This provides a policy-driven way 10 to hook into the
ar ge ; ' em and stop a particular

?i l e Fgfé?%”i%al%fﬁ% %e}ngisc H rSom executing. This could be

I npl eaent eRathagpAlagitesl dbeil the package thicughoueihe ipddtiePrbeess.
file(s) in_question and substitute in place thereof

code that &edege Hyphi- NghendrofeiePadkage uisslscteddn tie Software
The. aBRREC e g RSyl T A FR PR e iretu i

enmbodprgpet SesiBMidAEschtrcBahe HMRSHa@R I BYimE SRR STHishthe
the foll'owi ng exanpl'e scenarios. In onée scenario, as

new patakags créaidora(ueing ped-desguitddydefdvdi valyas Spisibie iresé of the

vendors, a te.server 528 downl oads the .
cor r oSBT TEENGRRRPT rautthy BhPdmiiSfaler o Complpte dhsteps in
The egRqfiRRRIcrddNBh rGiigeks to see if any target
conmputers 5 neet the profile (need the patch in

quest son) Dpe2fing Sysicmg ChvesptiteddpesatingrRysteprsitotwhich the
targets for scanni nq% by agenﬁs 508. The adm ni strator
i s noPpdkegeicarbaioledhay: (HFER LA NAY PraY SpIGEIEi ORFraf IR Sysiem per

on th & F %, :

i Rt A0 2, B8P CNNTEL WA A6 s .
do navinddkeoHdRIMIESt rat or sel ects one or nore

i ndi vi dual target conputers and/or groups, and

aut hori zes (@wpesihEnport DEpPeHEPIeVioUsly spertegspackage. This
di dh ' The,.25,,adm ni , t
L A T -

bhe iawgtiRé Katrk®n. I n a managed data center scenari o,

the center's adnministrator creates a patch group from
each el ust édddfiledaptddsefiledran yrirdoea wonkstatica aymetvaerk location
test critical dates received froma master archive

567, lstrﬁ%(i]ilaﬁ pl oy tested patches 554 on network 30

targes, eidfy8hir QlA%d;s‘ltap(ﬂféEﬁ)ry ggﬁni Rup IRIEForkStalb? BPSetwork

Agent policies can the a istrator specify the

hour s lafatioperaaisireathbllle. each group. 45 WO 2004/ 086168

PCT/ US2004/ 006328 | n an enbodi nent update scepario,

the s6f t warsldUdRE Addsarempisodliede fie nagkags yig walligpown
di

usi ng | . s e d Heh @s..

pat on e g e s e S iy S SR Do THE R e
for tanget figgeATIPS0@tp. MBh2tie IBETP eftstph28 Angthil{gaslse you choose
ot her enbodi nent software, those patches can be

depl oyetpngss dhesaagatiseognigesiths praticalytiss {inkd ip Adicablelv e

ggg: g),aggt S ove J48ndvedh alOHLR ABpSadLL en Pe used to

o Properties — Shows the details of how each file is stored within the
update server. Also allows for multiple sources in case one source is busy or
slow (due to net lag for example). The agent automatically tries the other
sources.

o Import File — Imports a specific list of files from a previously exported
package.
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operating systems or user applications. For instance,
an adm nistrator can select a PatchLink HotFix client

w@aioglos@nsl deploy it to update client agent sOPCTVEHRE04/006328

Client agents maybe initially deployed by pushing
themto all target conputers. 10 |Inplenentation notes

Addi t izx@Qahe Dedtaiatisn r €gar di ng particul ar enbodi ments
are provided below. These inplenentation details are

pr o?/i ded i Margeti€omipoteerrA hierard¢hienl troe siesw ef thadackage Hle

i ncludi ng too ch.informti.on rather t i,ncl udi .
too | 3@%*1%@10%5%Véaﬂ‘e%&éﬁﬁtﬁl&?crﬂﬂes 8 éW% g?ﬁ??ﬂilfi 98 dhg gperating
bei ng Tarag! Akt | j [ :
B

adni ssamedirtmsrytpadsorettdet the sourcs ifidslvasre degiablly immported (see
simlar |level of detail, are actu Jlé required to
g

sup Io oftePtd e;f% mavitheiiles Arpad Fimply highhght thedireqteryog filgand
i nclu -QQE;' r inplenentation details be
m si n?%a%&g)t% yiogjfﬁé(glati ng as inventor.s people who

si npl ¥ i nplpesERAi@d- If eaditdciogy ile@She filvs ehvad ildyall is not
others. 20 Agents Mcrosoft Wndows Agents  NetWare
Agent displayed ight a filreapd chigh e ProperpasRitpa. This displays the

uses. PhiecnRBmarET o fee MR OHREHIE § hiBE oL il s fetd for
through déﬁﬁnatﬂﬁST?;?ﬁ%@ dewnstatien asedlick OKhing ypackagges are
i

can be a file dis ution or a software package,

al | owisheyvii @hismoayetaké @nihbe beeapsehe paths @sa Iieﬁ@nn@szﬁeg dorrlarge
installed s tvvarl?, 30 installing new software,

fil e- PAYFBE &S WAUPLD: . t hr oughout the desi gnat ed

managgd bAS4te -HSlioWs 3sd fRkadABS H10soRfRPAH destinati
package crea |bon: °T46 p\(%\Ds20054(4/1%1%61egC PCT/QE%)%OM ggg%glgtlon

1. EntigbrhfteonPdoksgtatSieahimpert fiomsonPackage Nane -
Label st he package throughout the updating process.
Backad¥Pedracies when Sof t war e Package is sel ected in

1SR v EORATOCKYRMY Aty gl e OVERY o
(operating system dependent). For example, if you have a Java-based package
that must be rolled out to numerous computers, you would select the specific
JDK package as your dependency so that the JDK is installed prior to the
current package.

. Right Column — The packages placed here (by using the arrow buttons)
are the dependencies for your package. Use the + :;md — buttons to arrange the
dependencies in order of importance (most important being the first
dependency). Dependencies are processed before your package.

. Asset — If the dependencies are not found the package fails to install.
For example, if a Microsoft Office 2000 SR1 package is created, its Asset
depéndency is Microsoft Office 2000 which must 'a]ready be installed.

o Install — If the dependencies are not found, install them prior to

installing the current package. Using the above example, if MS Office 2000 is
not found, it is installed prior to installing the SR1 package.
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5 proper destination sequence, the adm nistrator may
i mredi ately finish the package creation (using

we@4tsasgnat ed default values for the rest of P€TES2004/006328

options). File Distribution requires the adm nistrator

to conplete all steps in the package creation

Kout i PEekagtREfiARE Ng System - Choose the Operating

Syst ens to whi ch the 10 package can be rolled out.
Curremtly, ankumaﬁaekslmy@mstlm@pamgmﬁlesyf@i@mrnhc destination

2885?%@%0 %;Z@\Wg %1 hl naglsb@p%%\%s;\}% nfvc\ggg&gm%gp)dlrectones
| npor t, i
rCn ol FRG SaRSEH ALY, TAOREKEARSAATpIINS oo

mul ti plte thepléstat i ng systens. 15 2. Add .,the Source Add
File - Adds a file fromvyour | ocal workstation or

net work | o&@nfigencediexel + The deferbior all newmeckages is MgmsIhe

o L A gt

r endt gad ddt@miifed Hecpdidkagdemla wel | - known protocols.
The various types of URLs you can add are: Local File

- Fil &1/, Avapabilityt-pThe defafitrie Availablg-which ®dingtes tmepkage is
ht t |
e BN VOl s o bR PRk

edi t abhRailabBEIRY B IuRenoves a file fromthe package.
25 Properties - Shows the details of how each file is

6t or e@cmptshi n the wupdate server. Also allows for
mul tiple soTrces i.n case aone source is bus

(due €o net!EEEATe BireeRFRATRCKaERSCTIRIEHPU & %FP@&}W Line -
tries fﬂlg %f)ﬁ’t%ﬁ'@r tl?? FU@?%G exb8RA is étéuﬁard LARRLAS life. éf(l)ns

speci ist o roma previo exported
packageript4y seDa2€iGH¢ 68S Jafﬁecoﬁféﬂltwﬂi’@ﬂddsdﬁﬁﬁﬁﬁ P18-ScAgt- The
the Destinatigon Target Conp }éﬁﬁhle archical tree
vi ew 6PniERE of Hilkaget e Eéec%%c%m%% thsntiley haing sppigd gnto the

o o cE AR SRR SR RO e i

al way sreddopiddagtfio thHe rhitﬂnne

7. System Settings
o Language — Select the languages for which the package is available.
The agent then checks that the language is on the machine and that the package
matches before the package is installed.
o Processor Type — Select the processor for which the package is
available. The agent then checks that the processor is on the machine and that
the package matches before the package is installed.

8. Finish — Click Finish to upload the files and assemble the package. When the

assembly process ends the button changes from Finish to Done. Click Done to

complete the package creation function.
Define a Group / Modify a Group

This module lets an administrator group machines together, making the rollout

procedures easier so that a rollout is as easy for one machine as it is for 500 machines.
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5 sanme directory path fromwhich the source files were
originally inported (see Step 2). To nove the files

w@e@ussbiss npl y highlight the directory or fil ePEmnus2004/006328

drag it to its new |location. Properties - If the
directory where the files should install is not
AidaRioANBY an AdahibEAEr Ridht bRupMehchires Kcdobdin BRI ifinRtion or
button. This displays the 10 base infornmation of where
idvetigmigrmeke hand wiidth utilivatipneayereHiderd fordheir petiwoek.d f or
the destination. Type the new | ocation and click K

and your changes are shown (this nay take a while
becauge they Nﬁm@Lel“Hqul%PH%%ga@ioﬁ%rﬂhé%&ﬁl . package
file nunbersl)gl%; Export File - ports a asg package

to a 2il e MmbinedistrdSdes tll tizxt machines3his gt aupmatll inndé. ok

use later in an inport function. 4. Dependencies ef t
Co umn . AR sROw i prlg hEDR 4BALS PR Simsabe
for roll outesidi@Rgrati ng system dependent). For
exanple, if "you have a Java-based package that nust
be roBl ed Gittisl -0 Afientheanshteepretdaced iy the gooup, dhesEinshtbution
the specific 20 JDK package as your dependency. so, that
the JDK i s°haigeniq dens Fﬁl&? Doge f%%om@aﬁertﬁﬁgr%aa%@n-

Ri ght Columm - The packages pl aced here (by using the
arrow buttons) are the dependencies for your package.
Seleediuleea Roldond / Vibu Bxisting Rollautsange t he  dependenci es
in order of inportance (nost .inportant being the firs

The gllouh sdsdyly defacsdheldete pad timedhgpackagesae mefle a%ai%lﬁﬁto the

?%%r%@e'ma @e%t - If the dependencies are not found
e®package fails to install. For exanple, if a

M crosoft Ofice 2000 SRl package is created, its
Asset dependency is Mcrosoft O fice 2000 which nust

al ready beGhagtesd Pachage | nstall - If the dependencies

o2, 100 L oWt 5L LTRSS B 4D o

2000 is jpgafi, found, it is installed prior to
installing the SRl package. 48 WO 2004/086168
PCT/ U32004(ho6gddactBnesPackage Settings Backup - Backs

up any existing . package fil es. .fqund t he desti nat.ion

machi e T RaRuRsT Bup Ht e Aotk havisa LBt the

most  conppfa ik bRfhO TieRlight the groups you wish to deploy then click the
OK button.

e Remove a Group — Highlight the groups you do not want the package
rolled out to, then click the Remove a Group button.

e Add a Machine — This button displays a dialog box showing a list of
available machines (with registered update agents on them). Highlight the
machines to add then click the OK button.

¢ Remove a Machine — Highlight the machines you do not want the
package rolled out to, then click the Remove a Machine button.

e Rollback — Removes the package just installed and returns the backup
(if one was designated). This option is available only via View Existing
Rollouts.

e Reapply — Re-installs the package.
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W

for the operating systemin question. If your

directory is not found just type it 5 into the list.

0 200008d1h8lence Level - The default for all new@HURAG€606328
is New. The Confidence Level indicates that this
package was tested and its performance has determ ned
its confidence level. Availability - The default is
Avai | abl e whi ch indicates the package is 10 avail able
for rall ouChooddct ReNait D and Tidiecat es this, created
package is __unavailable for a_rollout. 6. Scripts

There art i art‘ySE%OSSfthep%?( gﬁéﬁ%@ﬁi"w{ %‘St)?ﬁﬁmé’atﬁ ogey:
Conmand Li - j I

exect ed ad 8 5L AEREME e Seflr kTR FabBlep £ be rfied qut.
sent aft er Ghdese Birelsvidthemd Spy@dicing t hei r desti nati ons.
Pre-Script - The contents of this script are executed

prior toetBandwidds—ddislgve detesninghhowmmich headwidile on the server
Post - Scr | pt

- The ntents of.this ript. are _exec
o rer ¢ sl of 8 baKeke S b, 55 ERpAT vSER S ana
Syst em Sgt tiResuRd§s 16@pguage - Sel ect the | anguages
for which the package is available. The agent then

checks t#aSegmcingrgirepting Sy K (defailtrmabie) nausanthetrhleut to go
the package. matches before th acka i.s installed.
Process omg‘%%%by maeae ﬁ“‘i"ﬁz‘om g Eg‘%rg FOHYH PERRCEH ish after
package s 15523kl ﬁ@isedon%,hl? aRSROE odcRMnGRBEIESn kA IIb RS rocess

processor is on t1 e machi ne and that 5 the package

mat ches thetdiont stops. Satdctige NiGscdunss the kadtbut & inktalitlshpackage on
Click Finish to uPI oad the files and assenble the

package. allmashingse Il sncTorequrs R s Maghing 1t des pat ¢kt the

changes ] t Lck Done to conplete
t he packéla%gg%eﬁjgg{)?%r?@Sﬁﬁggﬁlgﬁﬁhéo Define a Group /

Modi f 5, a GFRiuigh TThe rettudit isccréatédoraupdatidiand $¢ saatd aftgrobioking
machi nes toget her, making the rollout procedures

easi eth&sBoRhRHOR. r o | out i s as easy for one machine as
it is for 500 machines. 49 WO 2004/ 086168

PCT/ US2004/ 006328 Additionally, an adninistrator

N g3t regli@uPwinEsinNES foa@C IV Rogmt Deing tHePOST aetiosd. Host

| ocation to make bandwi dth utilization nore efficjent
fresponses iwill he twelrflormed XML 1.0 documents. Most of the returned documents
are of such simple structure, a DTD, NameSpace, or Schema will not be included, but
they will be syntactically and structurally in compliance with the XML specification.

All dates and times are normalized to Coordinated Universal Time (GMT).

This describes the transaction or data flow between the Agent, the requestor, and the
Host, the Update Service. All Update transactions will be initiated by the Agent,
except for the case where the Host will open, send the agent ID and then close an
agreed upon port and protocol at the Agent’s IP address to effectively ‘Ping’ or notify
the Agent that it should request a list of work from the host regardless of its request

schedule.
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1. Goup Nane - The | abel designation for the group. 5
2. Machine List - Select all the machines this group

wWowdok/o86168 ude. A machi ne shows up only after PEEUS2004/006328

update agent is installed and registered. 3. Finish -
After the machines are placed in the group, the Finish
bt §tQUontetanges to Done. Cick Done to conplete the
group function. 10 Schedule a Rollout / View Existing
Rol | outs The rollout schedul e defines the date and
th es _are av abl e
oS et e Rl 8 Ehe Qi ot B delice il gy make
§§{:T(§&Et' t8 rt‘hé—de%ignate@'ﬁ%?e‘f’ sfe RRGKAS! Eda(t@ BiBAIRBRrAThid¥ubdirectory
install. 2. Choose Machines Add a Goup -

ﬁhllbe oo fi pmedtiogptuay 8 ‘fﬁ)?dDbJquthbmd shdith, mpvd lodationof
the 20 avail able groups. Hi ghlight the groups you
vvish to deploy then click the OK button. Renopve a
p ac glgo e Sﬂtgcmﬂetgg goul%ot%figg E}gn en © ?:%Iﬁ‘:Bj g%%t Eg&%’%ﬁ g E;\@%r rg’&‘ém on
thet Anpdate svbdidteetotybafitheerww phticklindutdnositeli spl ays a di al og
box showing a list of 25 available machines (with
regi stered update agents on them. Hi ghlight the
%%E add then click the OK button. Renove a

i'ne - ghI i ght the machi nes you do not want the
miﬁ;llﬂag@pdatﬂﬂtqﬂl.out to, then click the Renpbve a Machine
button. Rollback - Renoves the package just installed
and returns the backup 30 (if one was designated).

| | [

Eﬂle%o%{’}esﬁ&&s%ha%ﬁ?e' i A lﬁQM hnd él%}gl a: g%ié 88 pe fopnd at the
%@&%Q&@iﬁ&ﬁ‘ﬂﬂi&ﬁ%@ﬁéﬁ 6328 3. Choose a Rol |l out
Date and Tinme Calendar - Choose the date for the
rollout installation to occur.

InstallShield Agent Registration:

During the physical installation of the ‘update agent’, the Administrator will be
required to enter some information before the agent is installed. The Admin will be
required to enter the Host Name or IP Address, the Accognt Identifier, a GUID
(Globally Unique Identifier), and the User Name and Password that was specified
when registering. This data will be sent to the host to validate the ability to install the

agent software, and to generate an ID for the agent.

Agent TaskList

Once InstallShield has successfully installed the BootStrap Agent software on the
computer, it’s time for the agent to start working. After the agent resolves the update

server 528 host site address, it posts a ‘TaskList’ request. A “TaskList’ is a simple list
of ‘Task’ items the Admin has scheduled for the Agent to perform.
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Time - The tinme on the server when the package is to
be rolled out. 5 4. Choose Bandw dth and Sequenci ng

w@adsdsh - This | evel determ nes how nmuch bardmiusitoad /006328

on the server downl oading of the package w ||
utilize. The mnimmvalue is 30 %and the maximumis

THM6otSthgoAgst inngt be Sslk et i ng YES (default val ue)
causes the rollout to go 10 machi ne by machi ne

t hr odghoutRedyestdhe initéal lgrlldelt process and finish after
t he Izast ri?e%@{v@%hé&itﬁa@%% 'igt. an error occurs anywhere

in the rolTou roce e tollout stops. Selecting

NO cases Winkrdtodd ®tnitigl T4pLiel.| the package on all
machi nes. |If an error occurs on one nmachine, it does

not &k f ectDeweloapthedgleAzast’s distalbleanot her nachi ne. 15
5. Finish 'unT g r%H]%lé{a is created or updated and is
save 'afteIF c n H‘e Done button. Agent requests

Wil l doe i rrdpogr dngriftall pldblmsETs6Econshiidad inetne&l
met hod. Host responses will be well-forned XM. 1.0
docurent s. St he fufl Ageat.r et ur ned docunents 20 are of

such si npl ruct .2 DTD, NanmeSpace, or Schenm
will $ot blgﬂﬁ%f“ﬁ‘agr&?klblgtf_they will be syntactically
and sg r uctyldrdti¥nd SofSMEEADs NG EepdntbndidieantdMownload them.

specification. Al dates and tines are nornalized to
Coor dinat dditigh!‘Aetica$criitstecithaNm) invaking adesterrab SeriptHingine or
transactian or ta fl ow hetween the,Agent, the

r equeBtiByo l%ﬁle?%élpt %@gl% fn‘f’ﬁ@nt ‘?Jlétg%‘ﬁSer vice. All
Update transactions will be initiated by the Agent,
except for the case where the Host will open, send the
"Hoehgent Making thhantial | Tasld istrrequagt awidrogessing thea reunged response
pr ot ocol a}}‘;ﬁ &he A elﬂt.'s | P address to effectively
acppTHBMshgs tig diof gXAMINE: Agent that it shoul d request a
list of work fromthe host regardl ess of its request
schedul e. 30 51 WD 2004/ 086168 PCT/ US2004/ 006328

Task3listRuefuesit : Any Agent needing to converse with the
update server 528 service, wll al s make a request
sl

RQST peverc ghigrat durieds e firgeqrdagt / updat e
?&Q%tfﬁ&gp{exﬂ%@i s subdirectory 5 will be configured
0 a

return Obj ect Moved' and its, "~new
CenaitilozngthA32denonstrated in the fol | owi ng exanpl e,
the agent perfornms a "HEAD request on
Action=Tasklist
&AccountID=AF011203-7A09-4b67-A38E-1CB8D8702A50
&AgentID=D7292F2D-CCFE-46dc-B036-3B318C2952E3
&AgentVer=0.0
&LocalTime=20000628010100
&Status=0

In this request, the Agent’s Version is 0.0. This indicates to the host that this is a new

installation of the agent and that the host should prepare a ‘Task’ for the agent that

downloads the latest versions of the appropriate agent sofiware. In the following
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the /update subdirectory of the www patchlink.com
site. 10 Head Request: HEAD /update http/l.1 The Host

wo e@posdss t hat t he object is noved, and the neRCT/US2004/006328

| ocation can be found at the address provided by the
Location: header 15 Install Shield Agent Registration:
Bspbi@, thiveis Bheweh satheigt Thikat magkDE"t B 50 wodet 1-11d3-9585-
agent', the Administrator will be required to enter
98@@%%%ti on before the agent is installed. The
Admn will be 20 required to enter the Host Nanme or

| P Address, the Account Ildentifier, a GUD (d obally
e fortBRB hid bé&h)a chafih e N5 Ny ANEhERSANGA de the
that was specified when registering.”This data w |
belicseduta inghe HEaskddst’ + sineatlisiattee infitnl adwjulebitfyorh the agshiakte

t he élggent. oftware, and to generate an ID for the

BgeRt daais nﬁﬁj’é B R F9SPPNehce | nstal | Shiel d has
successfully installed the BootStrap Agent software on
the conputer, it's tinme for the agent to start

hocxllinge is5fustehattthe Lacp tiimer @KBI GAST). Maisubldak ¢he sevares know
528 host site address, it posts_a " TaskList' request.
Reactig i Gme s o tg %ﬁ% npgcine. Boymgt is ore\Y YMMEDRHHMMSS.
Adm n has schedul ed for the Agent to perform 52 WO

2004/ 086168 PCT/ US2004/ 006328 The Boot Strap Agent

Btmitis tedls divl taskiliet prbcesRariy gadt rétine 4 diinbleajes bask kiais.if thére are
Receive the initial TaskList. 3. Understand the

fasks todie dpygkList. 5 4. Download the Full Agent's

;S%s S%P :m%kl% 21 rg%gr,l aﬁ?ﬂrsl%lqgskﬁ%? .rgtatthSlt 1%!6%?#?% Ef%%e%g{ltgi.f ?on\}/ have

, contimue as e

fakkay fo Helonk UHis A8 the gerf?@d borh®in MeMEIBsKd 86 b guikR cBeck.
Under st and Soft Pkg I N and dependenci es and downl oad

them 10. Initial "Action Scripts" either by invoking
an external Script Engine or by invoking the Script
Engine fromw thin the Agent.

Agent Soft Package Request

The first task indicates there is a module to be installed. As shown below, the agent

requests the detailed installation information from the host:

Soft Package Request

POST server_object_returned_in_firstcontact http/1.1
Content-Type: text/html

Content-Length: nnnn

Action= SOFTPKG
&AccountID=AF011203-7A09-4b67-A38E-1CB8D8702A50
&AgentID=D7292F2D-CCFE-46dc-B036-3B318C2952E3
&AgentVer=0.0
&TaskID=C1D50120-FF13-11d3-95B5-000629526438
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The Agent making the initial TaskList request and
processing the returned response 15 acconplishes

wao biog/osdies exanpl e: TaskLi st Request POST ser vPCT/0B}084/006328
returned in_firstcontact http/1.1 Content-Type:
text/htm 20 Content-Length: 32 Action=TaskLi st
&PcgIDerh 2 3400060111 PO8OTF-A0Q0-20@POREHEIL01 CB8D8702A50

ent.| D= E- 46dc- B0O36- 3B318C2952E3 25
%ﬁg@ﬁl =%&g)%5§(8&g§5ﬁ nme=20000628010100 &Status=0 In
this request, the Agent's Version is 0.0. This
indicates to the host that this is a new 30
Nots et Iimt‘riimimsbaﬁcd; fte Agpatis versthntik 810. This ihdisatestodhié Host that the
prepare a

nagkagstto yadate g‘w&#%ﬁ%&%?”@ %{}’2 Uaigg m%?d%tﬁ@eesnwe
'ﬁlﬁg %lf(l)cgr}lége Whﬁ& té ﬁ%@%ﬁ%e@@r%ﬁ% é g%aglkﬂe%fﬁ&%on of the

apaskdoBwatelihalis 2021 bkt kilidcQ SRbagefORGRAaRG:SH." .
Whenever there has been a change to the Agent's

policy, the host vviII include the 5 policy data in
T g '
TR RE il i PP o BB b e R e

1ﬁﬁﬁmaﬁ§ﬁthelagexﬁlxﬂillmedlﬁ> bam:ﬂe tohmimpiléte theoagd: time (NOT
Gvr). This allows the server to know exactly what
time it is on the Agent machine. Format is in -

TR IR oy BB Qraf D) 1B 4PN B eyt fpov
dxBePwaARimd RIK6n th@ Ag%nﬂmaannéstf@hnsﬁ@ IHTEANSY VM DBHHNIMSS.
a normal task list. Status=l neans tell the agent if

you have tasks to be done. This allows the agent to

@ |n n R SSL %?% do a quick check. 15 Agent Soft
é”ee?m first task indicates there is a

m)dul e to be installed. As shown bel ow, the agent

A soft package showing all the possible XML components (shows backup).

<?xml version="1.0"?>
<IDOCTYPE SOFTPKG SYSTEM
"http://msdn.microsoft.com/standards/osd/osd.dtd">
<SOFTPKG xmlns:GX="http://www.patchlink.com/standards/osd/update.dtd"
GX:TaskID="C1D50120-FF13-11d3-95B5-000629526438"
GX:PkglD="12340000-1111-0000-0000-000000000000"
Name="12340000-1111-0000-0000-00000000000Q"
GX:Relnstall="N” GX:RollBack="N">
<TITLE>Windows NT update agent</TITLE>
<IMPLEMENTATION>
<OS VALUE="win2k"/>
<OS VALUE="win98"/>
<DISKSIZE Value="123456"/>
<CODEBASE>
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20 requests the detailed installation information from
the host: Soft Package Request POST server object

WO edqouiosEdes i n_firstcontact http/l.1 25 ContentPdyp82004/006328

text/htm Content-Length: nnnn Acti on= SOFTPKG
&Account | DEAF011 203- 7A09- 4b67- A3 8E- | CBSD8702A50
30<QAyBIR MiID2FADOCTREAEEE0 BB I3EE08 (B2 ES>
&Agent Ver =0. 0 &Taskl D=C1D50120- FF 13- 11

d3- 998sDeBHEYYE26438 54 WO 2004/ 086168

PCT/ —" "
&Pkg H@?%%@%ﬁ%ﬁ? 11 -08 88%)158 %)%IC)QOOSOOOOOOOOOO
&L oc akGOER2 OO UOE 2 SITEM PO/ <MOe URAL 2t | n this instance,

the Agent's version is 0.0. This indicates to the host

i 25 ~ 9 n.1
that tREAETAMIEG R WEHIMANRGESQIERR &5f t war e
shoul d lRcC teq?_d,' s Aaskbisl sGaehgpse. This
al | omsG?ﬁétﬂ“o}s\ oRd\ynam C§| F%B'holilt gr m ne \7hen there is
a neweGXAaCs Aripf RWEHSMAN NagaH-U$ERERbaAt i s
avai l abl e and directs the agent to update itself. The
host <fa¥dURbyet her an "Open Software Distribution”
doc ] .details the 10 information the agent
Wi ”fog}g.té)aets{hg&t}gg able to conplete the task: Local Ti ne
I S<YGXIDIR®@t the Local tinme (NOT GVl . This allows the
server to know exactly what tinme it is on e Al
YHEIVDDPRNED

th ent
SR EILEBrprad=TN" Ore )="00841850000-0000-0000-

@@é@%ﬁ) 6QI>I el ements) A soft package showing all the
8 M. conponents (shows backup). <?xm
versi on=" 1.0"?> 20 <! DOCTYPE SOFTPKG SYSTEM

“http://medii.mcrosoft.com standards/ osd/ osd. dt d">
SEOPIEka@e Status — Success

B BTSSR AP S Bl 9L URIA e
%Tﬁ%gqmgé #&Lk8ge. SorfieKSUURES could have been successful (RC=0)
12340000-1111- 0000- 0000- 000000000000" 25 _

e aecth&i2B40 BOG- chlidet-tHO 0Der0 B0l 0006 80a0Pied wWith a package that has
a%hge}? Qesht iglstlaﬁ onl\E:e then ﬁeglalgeBrﬁ%ﬁ reN(lul?n (RC=0) for all the modules it

installed and return (SoftPkgRC=725003) or 0x000b100b Soft Package already

installed.

Upon completion of the task, the agent will update the host with the results:
Request

POST server_object_returned_in_firstcontact htip/1.1

Content-Type: text/html

Content-Length: nnn

Action=Status
&AccountID=AF011203-7A09-4b67-A38E-1CB8D8702A50
& AgentID=D7292F2D-CCFE-46dc-B036-3B318C2952E3
&AgentVer=2.0
&TaskID=C1D50120-FF13-11d3-95B5-000629526438
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<TI TLE>W ndows NT update agent</ Tl TLE>
<| MPLEMENTATI ON> <OS VALUE="wi n2k"/> 30 <OS

w/2houkaso1es Nn98" / > <Dl SKSI ZE Val ue=" 123456"/ > PCT/US2004/006328

<8X(DEBASE> 55 WD 2004/ 086168 PCT/ US2004/ 006328
<GX: D R
SPIIGIT+ 123400060 1 0400WREMe@®000@®0000000000000" >
<GX: Desti URI Dat eTi ne="20000415010100" >
&T@%?IUREEFE@@O% %6/05 </ GX: URL> 5<GX: ACL
X{%(ifﬁ* B HSMA Nane="$O0THER'/ > <GX: ACL

r HSMA" Group="3$CROUP"/>  <GX: ACL
&?d&il@%%ﬁﬂ%ces&lane "$USER'/ > </ GX: URI >
< Dest i nati on> &x: Dl <GX: FI LE Expand="N"
NePueT 300000 | G Aenceus- GHBaR8a BERR 0600 000,
£RPYQYO000000" > Soft Package Status - Success 15 The
return codes RC and SoftPkgRC are in decimal format.
SEREVRssRGdenot es the overall conpletion of the
package. Sone nodul es coul d have been successf ul
(RC=0O) but another may have caused the error. If a
rollout is attenpted with a package that has already
been install once then the agent will return (RC=0
Firr Aetibutdd@naodlcles it installed and return
( Sof t PkgRC=725003) or 0x000b100b Soft Package al r eady
20 i nstal l ed. Upon conpletion of the task, the agent

s erv eﬂpg§%€ S%S%ﬁg : O?‘ﬁ g'gt fA‘Ir¢IT Eﬁg o n{“]gi{n %j[?eg# t‘lﬁ%ﬁo (EX-URD)

Cont ed¥mdntPehe 5t&iﬂ\{t&tlmUpdﬁi@rﬂt¥@§ﬁpph@@ﬁi d:thé/fgent in the Super set

form defined below.

The problem with doing basic file attributes is that some file systems blur the
boundary between Attributes and ACL’s. An attribute is the basic ACL of a
file and what is defined here is a small cross platform superset. For instance,
Windows NTFS has the Read Only attribute flag but it also has the Read ACL.
Therefore, if we are going to make generic attribute flags, then we must expect
the meaning to be altered somewhat when used as ACL’s. Those on the Unix
platform will see no difference, except that like other platforms, you would

ignore flags that you do not understand or no defined behavior is listed here.

Three default ACL’s are defined and act like basic file attributes; SOTHER,
$GROUP, $USER.

On Unix the file system all three of these attribute ACL’s would use.
However, NT, FAT and NetWare would use only $ OTHER for basic file
attributes. Any other names in the ACL’s element.data will be construed as a

name
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Action=Status &Accountl| D=AF011 203- 7A09- 4b67- A3 8E- |
CB 8D 8702A50 30
wW@E2@an8d1E3-D7292F2D- CCFE- 46dc- B036- 3B318C2952E3PCT/US2004/006328
&Agent Ver =2. 0 &Taskl D=C 1D5 0120- FF 13-11
d3- 95B5- 00062952643 8 56 WD 2004/ 086168

PCT/ UI2004d BA6BER flags
&PKA D=12240000-1111-0000-0000-000000000000

\TATAvVAv AV, U

&l nst al | Ddietien (Gbort0112BPSENRISES t PkgRC=0
&Sof t PkgRENBG=F SS b— ¥ :
avbdul of DIb0600 1569 0000, BEHdbe BlS it HEBESY | erc=o

&RCMsg=Suyccess | 10 Fil e| Aivhed, btd pemastbnACL' s Thi s
part desdribes|the GX:ACl elenent found in
GX: Dest i Vi on | (V@XteURI ) | Vétiterie the filgappand tatbat es in
Updat e arle suppLI ied in tmt he agent in the Supef set
form defijned bel ow. 15 The”problem wi th doi ng basic

file attripures g fhat Whérﬁiee{lﬁt@iﬁf@—ﬂﬁﬁ Bf the

boundary |bet vveg ttributes and ACL An attribute is
the basic ACL of a fil eﬁhamdpmgeetmassodletadrmdliﬁeﬂe is a
smal |l cragss pl at form su; rset.. For_ ins ndows

NTFS has [t he Raad Only aterVHGR ¥0% hayyt EPGC{GFSE‘&Y o has
the Read JACL. 20 Therefo i are going to make
generic attribdte flags E)@ﬁ%ln laflgﬁrmst expect ne

nmeani ng tjogbe dlfigded somHdhaifilhen used as ACL's.
Those on fthe Udix platflormwll see no—di-fference,

T ST CT|l

except thab Iike%@tﬂ‘fér plséfﬁtﬁﬁlrfﬁlﬁ you woul d ignore

flags that—you ot —t ldl ed

behavi or ]§[yl | a;‘l\z[adﬁr eeém(ﬁ)eggqu{[%&ka are
defined and act| |i ke ba<|agdfch§1%eaﬁé ﬁlelgmbut@OT HER,
$GROUP, $USER. |On Unix tlhe file systemall three of
these attfAbutd Ahivwe wddil iswedy foddvshioe, NT, FAT and
Net War e woul-d—dse—oenrly—$—-OHHER-for—bastc—fite
attributes. Any other names in the ACL's el enent data
will be construed as a

The XML syntax:
This denotes an ACL for a User
<GX:ACL Attrib="RWXHSMA” Name="UserName”/>

ACL for a Group. Note that SGROUP will always use Group=
<GX:ACL Attrib="RWXHSMA” Group="GroupName”/>

Soft Package - Rollback

HTTP/1.1 200 OK
Connection: close
Content-Type: text/xml

Content-Length: nnn
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30 nanme 57 WO 2004/ 086168 PCT/ US2004/ 006328 ACL and

Attribute flags Letter Short Definition R Read D spl ay
wo b@4fosdies s data, attributes, owner, and per MPCHUSIS4/W6328

Wite Wite to the file, append to the file. X

Execute Run the file (if it's a programor has a

p?mglrmias-smxﬂ"‘a}ed wth it for which you have the

necessar r1m ssion H Hi dden Hi dden file S System
é ﬁ@iﬁ%@lsf Tﬁé\éd wite, nodify, execute,
A Archive File is
%ﬁ@%ﬂ(ﬁﬁl vgin?%érl@kﬁ_sydssg}rﬂsggtd 5 This denotes an
#SIDFTBKGaxMﬂEEGX@htWLWWﬂdt&E nR\AKh‘lﬂMﬁqdards/osd/update dtd"

Nanme=" User Nane Not e t hat $GROUP
wi |1 Ga¥: W"s@%ﬂé%ﬁ I%deﬁééBAtQOPﬁ%‘«l %@bwyx

IC—}W'(I)'E%? I %@% g'\@?%%cé gklgg@qoogw 0S eOO@b{)E ﬁf k Type:
t ext Ngile="12010@00t t 116 Ag100-0000700066000008¢ 04/ 086168
PCT/ US2004/ 006328 <?xm version=" 1.0"?>
GX:Relnstall="N” GX:RollBack=""Y">
<TITLE>Windows NT update agent</TITLE>
<IMPLEMENTATION>
<DISKSIZE Value="432"/>
<CODEBASE> ,
<GX:FILE Expand="N" Overwrite="Y" ModuleID="00000100-0000-0000-0000-
000000000000">
<GX:Destination>
<GX:URI>
<GX:URL>FILE://%TEMP%/</GX:URL> '
<GX:FILENAME>HelloWorld.txt</GX:FILENAME>
</GX:URI>
</GX:Destination>
<GX:Backup>
<GX:URI> '
<GX:URL>FILE://%TEMP%/Backup</GX:URL>
</GX:URI>
</GX: Backup >
</GX:FILE>
</CODEBASE>
</IMPLEMENTATION>
</SOFTPKG>
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<| DOCTYPE SOFTPKG SYSTEM
“http://msdn. m crosoft. coni standar ds/ osd/ osd. dtd">

WO SOF DB PCT/US2004/006328

xm ns: GX="htt p://ww. pat chl i nk. com st andar ds/ osd/ updat
e.dtd" 5 GX TasklD="C 1D50120- FF 13-11

@181‘18 %g Og%%@%%%%gg%%solo 816. 3% OB PR badld PeRA-abdvd The agent

Aarobss "2 BUAREmM TH1at0bas- GERLIBedcO D000 0BOFTPKG element tag,

GX: Rel nstal | ="N' GX: Rol | Back="Y"> <TI TLE>W ndows NT
TheiSreSotgeelementtpgs.are pot SUPRESEEVENTATI ON> <DI SKSI ZE

i

80600 HAA00D' fled Bo rtdexiDg priontt totiback (ﬂ@delsllﬁhaﬂon may not have
<GX: URL>FI LE: / | YT EMPY%, </ GX: SRE;S . .
eastet MhenisEpacirge Ve dittibye PPV EYgRBsTroL {iRe dpgtination

ﬁ%f( Lﬂgﬁg @%W%EE}E%}%U E@ﬁl EX URL>§-:‘X</U CR5I>(>URI > 25

</ GX: Backup > </GX FILE> </ CODEBASE>

</ I\/PLEI\/ENTATI ON> </ SOFTPKG> 30 59 WD 2004/ 086168
PCT/ US2004/ 006328 This exanple rolls back the sinple
i,lr(l)}?yéeqpy wi t h backup shown above. The agent

Sometimes an agent may be installed behind a firewall in such a configuration that the
agent is only allowed access to the host site. The agent will detect this case when it
tries to retrieve a module for a package that is on the vendor’s site. When the agent
realizes that it cannot establish communications with a standard HTTP get, it can ask
the host to retrieve the file on the agent’s behalf by using a ‘ProxyGet’ request — as

described below:
Request

POST server_object_returned_in_firstcontact hitp/1.1
Content-Type: text/html
Content-Length: nnn

Action=ProxyGet
&AccountID=AF011203-7A09-4b67-A38E-1CB8D8702A50
&AgentID=D7292F2D-CCFE-46dc-B036-3B318C2952E3
&AgentVer=2.0
&URL=http://www.Microsoft.com/hotfix/Q12345.exe
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denotes a rollback fromthe attri bute GX Rol | back="Y"
in the SOFTPKG el enent tag. The GX Source el enent

WO agg/08q168 not suppl i ed. The destinati on MUST cPOI/EBIV04H006328

filenane to restore the backup to. (Note: it is not an

5 error if the backup files do not exist prior to

Proky@eiStatiishe destination may not have existed when

t he package was distributed). It is however, an error

if the destination files exists and cannot be del eted

gﬁgygg:to the roll back.) 10 ProxyGet Sonetines an agent
e

install ed behind a firewall in such a
configuration that the agent is onIy al | oned access
to the host site. The agent w || tect this case when

BQST serpers objgct eatpingd Jnafisseantact higp 2511 package that is
1Site. Wien the agent 15 realizes that

(%ﬁt%gnﬁré?r}g&?h i sh comuni cations with a standard
ddhfddt-dehgtht imcan ask the host to retrieve the file on
the agent's behalf by using a “~ProxyGet' request - as
descri bed bel ow. Request 20 frstcontact http/1l.1

_ r.cohject returned in Content-Type: text/htni
A@gﬁgeﬁﬁ)&ﬁgﬁtﬁ#{ﬁnnn 25 Acti on=Pr oxyCet

&MﬁﬂﬂDEM&)ﬂ: 020821086 Y-AB@7-AB SE - SHED &V 0B 08 702A50

&Agent | D=D7292F2D- CCFE- 46dc- B036- 3B318 C2952E3
2922D-CCFE-46dc-B036-3B318C2952E3

gé%g%vﬁ%gg)/lvww M crosoft.conf hotfix/Q 2345. exe 30
/086168 PCT/ US2004/ 006328 ProxyGet St at us
ReIBS 107045880 Gl D28DEDINEOLFEIZIBONed i nj i rst cont act
http/1.1 Content-Type: text/html Content-Length: nnn

GetRequest

POST server_object_returned_in_firstcontact http/1.1
Content-Type: text/html

Content-Length: nnn

Action=Get
&AccountID=AF011203-7A09-4b67-A38E-1CB8D8702A50
&AgentID=D7292F2D-CCFE-46dc-B036-3B318C2952E3
&AgentVer=2.0
&ReflD=107045CF06E011D28D6D00CO4FSEFSED

HTTP Get
Request:

GET /download/Q12345 EXE http/1.1
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Acti on=ProxyGet Status 10
&Account | D=AF011203- 7A09- 4b67- A38E-1 CB8D8702A50

W@ 2@ae108d163-D7292F2D- CCFE- 46dc- B036- 3B318C2952E3PCT/US2004/006328
&Agent Ver =2. 0 &Ref D=107045CF06E011D28D6DOOC04FSEFSEQ
15 Get Request POST server object returned
inJlrstcozztact http/1.1 Content-Type: text/htm 20
Content-Length: nnn Action=Cet
&Account | D=AF011203- 7A09- 4b67- A38E-1 CB 8D8702A50

%ﬁgﬁp&w&gg D- CCFE- 46dc- B036- 3B318C2952E3 25

gent Ver =2. ef D=107045CFO6EOL1D28D6DO0C04F8EFSEQD
HTTP Get 30 Request: GET /downl oad/ Ql2345. EXE http/1.1
61 WO 2004/ 086168 PCT/ US2004/ 006328 Bandwi dth

Range spgeified GetRagyestspeci fi ed Get Request: HTTP/ 1.1
allows a client to request that only part (a rangc of)

the response entity be included within the response.

HTTP/11L élldmclteangﬁeqmﬁst that only pert Rargge afydhaspant entity be
e header fields. entity may be broken down into

igglug%wbmatb@ EASHPTGG- HETli/d 1 5P sange gmits i the RangmardsContent-
Iianré% %Fﬁlc[ér tﬁfg;is b%q}l %Stlt&r}méreﬂeubcn%?&{ dc{v@ﬂgf?o %iﬂ)'rén&g? Xéc%?dlfgfg ko

Wiotis steddtmeDudie. HTTP/ 1.1 is "bytes". HITP/1.1
i npl erentations may ignore ranges specified using

other units. HTTP/ 1.1 has been designed to all ow

Inpl emsnt |on appl i.cations that do not depend on
knowf ;lﬁ’g IP ﬂ other-range-unit

bytes-unit = "bytes"

other-range-unit = token

The only range unit defined by HTTP/1.1 is "bytes". HTTP/1.1 implementations may
ignore ranges specified using other units. HTTP/1.1 has been designed to allow

implementations of applications that do not depend on knowledge of ranges.

Since all HTTP entities are represented in HTTP messages as sequences of bytes, the

concept of a byte range is meaningful for any HTTP entity.
Byte range specifications in HTTP apply to the sequence of bytes in the entity-
body (not necessarily the same as the message-body). A byte range operation may
specify a single range of bytes, or a set of ranges within a single entity.

When the administrator has selected Bandwidth Utilization features, by specifying

them in the agent’s policy data, the agent will make ‘Range’ specified Get requests

rather than simple Get requests.

Consider the following Agent Profile:
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35

20 Since all HTTP entities are represented in HITP
nmessages as sequences of bytes, the concept of a byte

w0 a00gm8d1s8 neani ngf ul for any HITP entity. Byt ePCHO§®04/006328

specifications in HITP apply to the sequence of bytes
in the entity 25 body (not necessarily the same as the
M&?Mc@@ﬁ%ef%s”%ﬁzaka’ﬁg’@ Stapie’a00000” BRY="065pe0rfy a
single range of bytes, or a set of ranges within a

€

si nBeteiesTi Bl Back QHEN heAlmrisHpeRrpar@vt=hAs sel ect ed

Bandw dth ULd.li.zation fealur, _speghfying themin
t hglga\%gqjﬂong %8%@@1’38{%, %Hﬁ?g"éﬁ%{‘ make " Range'
sperbéd QfveCRind-equests 30 rather than sinple Get
requests. Consider the follow ng Agent Profile: 62 WD

2002 ¢8R 14ReRERLISIYI Nyodeai huakbizpeil 024
Interval T =" Interyval ="60" _Start="000000"
EnclouBBE g S sBopaftapritiga 10

Al waysUseProxyGet="Y" Fail Action--"Stop" UDPPort ="

1234" TCPPort =" 1234" KeepAliveConns="Y" 5
ThevilloathBebows b adsjuest Ry thEdinst| 1024 Blites kBihe 612883 &xe file, and the
Downl oadWai t Schedul e="S" Downl oadWai t | nt erval ="10"/ >

bpRES 18PN ng shows a request for the first 1024 bytes

of the QL2345.Exe file, and the host's response: 10
Request: GET /downl oad/ QL2345. EXE http/1.1 Range:
Rotjuests0- 1023 15 ProxyCet Request: POST server object
returned infrstcontact http/1.1 Content-Type:

text/htm 20 Content-Length: nnn Action=Cet

B O PRI e 036- spstacosszes

Range: bytes=0-1023
ProxyGet Request:

POST server_object_returned_in_firstcontact http/1.1
Content-Type: text/html
Content-Length: nnn

Action=Get
&AccountID=AF011203-7A09-4b67-A38E-1CB8D8702A50
&AgentID=D7292F2D-CCFE-46dc-B036-3B31 8C2952E3
&AgentVer=2.0
&ReflD=107045CF06E011D28D6D00CO4FSEFSEQ
&RangeBytes=0-1023
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25 &Agent Ver=2.0
&Ref | D=107045CF06E011D28D6 DOOCO4FS8EFSEO
w@ERmgsBys es=0- 1023 30 35 63 WO 2004/ 086168 PCT/US2004/006328
PCT/ US2004/ 006328 Response XM. El enents El enent
POLICY Attributes Interval Type - type of tinme period.

S=Seconds M=M nut esResptasOXMLIEltmen@sl - Nunber of
tine npr¢nr‘la that agent should check host for

S he tinme of day the agent shoul d
s%ﬁk% runn| q;(%m gheckl ng for vvork to do (GMIN). Stop

-
h’C LA 2 T uu.y t IIC ug’CIIL DIIUUI U DLU}J T OrirTl ||g altu

ahgibkieng f ol InvevMType dotyp&EdMYimelgetiod.es - The number

of times tofretry a request before applying the

Backof f .anoiint. BackCf fS=See¢msanpunt of | nterval Type

time to add¢d to the | after a failed contact
with the hogt. Thi% rrax%ﬁ@%% t essed as a per cent age

by appending the gerceni—gyge (% . UDPPort- {nnn} UDP
port nunber jused to wake up the Agent. TCPPort- {nnn}

TCP port nunilaterusledNtmbemddeaimepérivels gy mgent sHowld ehaskdiost for
- OFF = 0, IINFO = 1, DETAILED = 2, DEBUG = 3

Pur gel nterv I'P;?]fal%,s-- type of tinme period (see

(Pur gol nt o1 g 8o ar of fty (e T Shollh iy TRafiRE bt Shecking

(Purgel nter
backups and |gur gerkitb@egGMTH a tinme ol der than the

purge i nter aslti)p EhTihle(%ilfr?e]:c ofT ﬁi}iﬁé asg-lc—ant should stop running and checking for
work to do (GMT).

Retries — The number of times to retry a request before applying the
Backoff amount.

BackOff — the amount of IntervalType time to added to the Interval
after a failed contact with the host. This may be expressed as a
percentage by appending the percent sign (%). UDPPort— {nnn}
UDP port number used to wake up the Agent.

TCPPort— {nnn} TCP port number used to wake up the Agent.
TraceLevel — OFF = 0, INFO = 1, DETAILED = 2, DEBUG =3
PurgelntervalType — type of time period (see IntervalType)
Purgelnterval — Number of time periods (PurgeIntervalType) that the

agent should scan backups and purge those with a time older than the

purge interval.

Child of TASKLIST

Parent of
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TASK Attributes Taskl D - unique task identifier. PkglD

WO 200hesqexkage i dentifier to be acted upon. QCT/USD4/006328

TASTLI SK Parent of Discovery Agent XM. tags <nane> tag
- This is the nane of the file you want to search for.

It he versio

Ebmegtirch forTAS 5 file in. <Version> tag - This is

Tpat N> tag Very versatiie. Inis 1S the patn you want
LJ%
of the file vou are | ooking for

ted>t - is is the. he file was created.
é%“%% %3EF§ﬁ@n§m¥ﬂ§ /gﬁ%ﬁkﬁz 01: 04 PM
<lverSI 0n> elotD —THieSpRkARtidetatfRr tobdRited Spdal ef erred.

<Size>tag 7 This is the size of the file you are

=OOKT g 10T | Note.  canmot _Jdue < of > 15 JT00L> tag -
Childof s thel| rIARTIMSK to | ook for the registry entry
in. <Key> fag - This is the key in the registry yvou

% ooki ngffor. 20 <value> tag - this is the value
ﬁfe’?thcg key ) rou are | ooki ng for. <Data> tag - this is

tlh{‘i ta find in fhaLl/a\l (r\laeg\
b4

tag - You can spec:lfy any valid WM cl ass that nmakes

ense. 5 win32 services 65 WD 2004/ 086168
Pistp o‘é%f?‘gg@‘%% 8% searchfield> - This is the field
kﬂﬁﬁeﬂagl TGS (Kl Bhd B MBe M%u‘%nt%ﬁdak&ﬁfo% o | ook at.
<searchvalue> - This is the value that will best

det er mi ne wipath>viag - ety veesatileo Thiok thet patlb yew etk isedreh-for the
- This is the field to look in to get the val ue you

are eﬁ}:?el@ti ng to get. <checkvalue> - This is the

val ue you are expecting to find. 10 Exanple of the

<regi stry> section of the input file. <registry
eVeprenag dFhis is drpoetdidxs the file you are looking for.

<created> tag - This is the date the file was created.

Example <version> > 5/30/2001 12:01:04 PM </version>

Note: This exact date format is preferred.

<Size> tag - This is the size of the file you are looking for. Note: Cannot due < or >
<root> tag - This is the root key to look for the registry entry in.

<Key> tag - This is the key in the registry you are looking for.

<value> tag - this is the value in the key you are looking for.

<Data> tag - this is the data you expecting to find in that key.

<class> tag - You can specify any valid WMI class that makes sense. example

win32_services
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<root > </root> <key> </ key> 15 <val ue> </val ue>
<data> </data> </registry> Patch Fi ngerprint

wE2gnasase exanple 20 <report reportid="22"> RET/U82004/006328

conponenti d=" 1" reportlD=" 1 ">
<nane>out | ook. exe</ nane> <pat h></ pat h>

YRR IR/ VidE & 188 FieROhAG) gt eeirtérii@ B vmi entries to look at.
<si ze>57393</si ze> <root>HKEY LOCAL MACH NE</r oot >
<Key>SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ App

Pat hs)\ L . EXE</ key>, 30 <wval ue>Pat.h</yal ue> .
SRt P W B e e o merisdok ot
The Above exanple will find the outlook Path fromthe
registry and then will validate its size. 5 Sunmary
Feleckheldnt-iTdas iptlas/ficld 4o opktim trsget st Yadaisyousard expecting to get.
configured storage nedia for assuring that software
updat es are needed, and that the conputers have the
REIERRPAN - PRIS {VBESaRR Yol Af LUPEQIHRABRRAAENT S, T hen
updating the software across a network with 10 little
or no need for human oversight, w thout requiring
copi es of the software patches on an admnistrative
machi ne on the network whose clients are being

_ ang. e ; dates fromthe
g?%g@?e tnacﬁ?%@%,Q?gggpﬁgéfﬁgﬁﬁﬁﬁ a usable state
when a problemis discovered during installation or

after installation wth an insfalled
<registry componentid="" report[D="">

<root> </root>

<key> </key>

<value> </value>

<data> </data>
</registry>

Patch Fingerprint Signature example
<report reportid="22">
<file componentid="1" reportID="1">
<name>outlook.exe</name>
<path></path>
<version></version>
<created></created>
<size>57393</size>
<root>HKEY LOCAL MACHINE</root>
<Key>SOFTWAREWMicrosoft\Windows\CurrentVersion\App
Paths\OUTLOOK.EXE</key>
<value>Path</value>
</file>

</report>
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patch. 15 As used herein, terns such as "a" and "the"
and item desi gnations such as "update server" are
w0 p@uasitee of one or nore of the indicated itePCT/UB2004/006328
particular, in the clains a reference to an item
means at | east one such itemis required. Wen exactly
one itemis intended, this docunment will state that
requi rement expressly. The invention nmay be enbodied
The Ahdverexapplei Willdindihersuthpakiitath fresthe regigirf andrthen will padidate
.essential characteristics. The described enbodi nents
r¥° 0 be considered in all respects only as
illustrative and not restrictive. Headings are for
conveni ence only. The clains are part of the
speci fication which describes the invention. The scope
f the invention is, therefore, indicated by the
éﬁﬂgg Bed clainms rather than by the foregoing
descrifRtihhtioAlpko R IRNG e mYNh&Ro &0 AR ¥hritubed A6k BB ABARA or
and range of ZE equi val ency of the clainms are to be
assrivingdbat softwaieupdhtes rreswegeal, andihat the conlpaienselhvarntioe necessary

SRS 350 a8 Sl e sont p on it
1HRYEE i BecdThE Mahn b%rﬁgﬁt}’%ftﬁ&ﬁtt}@q{ﬁﬁﬂg ofitd Stthd 8¥B8dre patches

conput er i n a non-update’ state connetted across a
onetnwdnkiniswatave nopddneeors e netwdrk wéiosgelentpata being uadeed, and

i GRS 51 g H o AEECiE AR TC NG e FGLeblE state
va&%%gﬁiggﬂ[eﬁl Qi b9 8@3@ RSN Son ARG eRinsfa 8RO HRH ¥n ingtalled

conp accessl I'rst target conputer an

patuh. updat e server, the nethod conprising the steps

of . putting at |east one patch fipgerprint which

def i Hesusgddisesan terEssyeh drde and st and Hey depignations such as
‘ruﬁgzg? %érg%ry a?@ﬁ@fﬁgﬁfgtof ofrg o@ﬁgged'f* tﬁ‘egin'd{bfa%rdq&trﬂ. iy %@Hltar, in the
the TIrst target conmputer, conparing at | east 5
dMifisiaaBfe@dnct Reargpdh eficads hiléat omd sueh itehi 3 rédugredaWdibn exactly
fingerprint to determne if the specific software

qu@atstr@smstemﬁslﬁﬂxis focomenhwill state daal recyvnsnet Sxprsalt ng at
PRI el 7 A S AR 54685k

SEMBHL @aracthRtita The iddembed E@bodhiatspeni Beydongidated e alt
one downl oad address which references a | ocation on

respscts aokaagdllagrative end netvastrietbe: Headings yefongonscnipnssoaly.
"ft?erclatxirhn% a];'é IgaSrE of @k ggéciﬁc%ﬁgﬁj $8ch describes the invention. The scope of
the invention is, therefore, indicated by the appended claims rather than by the
foregoing description. All changes which come within the meaning and range of
equivalency of the claims are to be embraced within their scope.

What is claimed and desired to be secured by patent is:
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in response to the task identifier, downl oading the
software update fromthe package conputer to the

waip@atsgsiser ver; and 20 perform ng a second downdDa82004/006328

the software update fromthe update server to the

first target conputer. 2. The nethod of claim1,

further conprising the steqyARfmgroviding a patch 25
definition file which is portable and which can be

bnpl ofxedutomateshineihad orapdatinghsodin areijpcradystogehapnga first sarget
lurality of networks. 3. The nethod of claim.1 .

i i DR eoribetd RO TRy B Be sprieip o

%xgﬁlpqge%la@é%ééﬁ&ﬁl éﬂ%& H%)gﬁ% & pAttaEd B ARSNGBy be

m ni strator comman 0 performthem 6
DaCesAIEI6 16 S1eHETY taIBROGMN063RE is deceSide tetheogdaik seiver, and a
1, wherein the neth rat roactivel cachin
iSbofHerY mpRIEHAGE e X0 Ak FuBrSrayler ot BraiRay her the

. nputers, the patch marked as at

#gglgtﬁ%%%gn%@gg%?%aﬁ? hi gh-priority, and
securi ty- r pitihgdt lest bne pateh fimgdrpdntofhich defimes,a specifibeoftware
conprisjng at |east. two steps fromthe follow ng
gr oupURSRtSBEhe EgPosHyLOmpERenty i ng encryption to
secure pat : T [k $17d {BME j ndancy
codes to s %Bre g?ghqﬁggﬂlm délzlgts;ﬁ}gtti I {Z%%ﬁg?ﬂél t al
Si gnat ur escdmpaagut deapted pdrticiwvfithe gdtheredtinformation with the patch

secure network protocql such as SSL to, secure tch

down! Bagepringie dejermine 1f @s&e%’%esogwrmp@é%ﬁﬁbﬁ?ﬁ 2@@10%16

IS avgairé?gghl%awg?t he 10 particul ar nethod enbodi nent.
t'hod of’

6. Thé claim1, wherein the step of

downl @agdiniat 16t s thvlbddentifd ahen updatetdsheisy plkatask identifier
server to the first target computer is perforned usin

a backagctibing thaifishiasse corgPpes dessiask idppliliaayalsospaeifige at least

i nconvenipence 10 . 10 ' -

oSS QR S fReh by 088 o gpoui
of dowal eaiinga kbewsebuas Gorubelftse tarfdt @Girplier;updat e
server to the first target conputer is performed usin
bandwircitesponsé fothe task idrmiifien davalpadingdhespitvare yipfatg rgm the

net wor k. .adm ni St.r tog%?ﬁtl%o agec%\ge ,atlwlcaw 20 bandw dt h

shoul BAF5EEHPMRYFE, e S epl oynent . 8. The

et hoge@frmfih@h Bicbnd WoGHRIaA oftherbAdENdate fBeh ey wiidte server
subject to a policy which limts the hours of

oper atd tha firstriatgetwonyuitdrcy i s set by an administrator,
thereby allowing the adm nistrator to deci de when

patch depl oynents are allowed to occur.

2. The method of claim 1, further comprising the step of providing a patch
definition file which is portable and which can be employed to replicate a patch on

update servers in a plurality of networks.
3. The method of claim 1, wherein the method operates proactively by

performing the download steps without requiring an express administrator command

to perform them.
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25 9. The nethod of claim1, further conprising
preventing downl oads of software updates fromthe

waip@atsgsiser ver to the package computer, ther ebRCT/US2004/006328

enhanci ng security of the package conputer. 30 10.

The npthod of clain11,_mherein t he ne;hod further

QONPr ITHeSmeB&1 &f clainf Naimesn thdrnbmbl 8pérafes bRALHT&Y by caching a
permtting an adm ni strator to have downl oaded patches

inn;]mfk@d paé‘fh atdhe uprdate @r‘geetbemml‘?rinwhemaf@m rta/trg@tb;ompsters, the
' : ired. .69 2004/ 086168
R S0 G SR HERROATGE 2By SCHTO-AEE of

the nethod further conprises use of a downl oad
resunption feature which detects interruption of a
downl dheinmeghat efrclandl, fotieer campesing at kostriwestapefirom the

resunes the downl oadi n tep fromat or near e, poi.nt

TSR gto AP Oy HEPS  BHZihe SRTBRoR oSt p A oA
. 2. i . _ .

SEREpASIIG bl bR APIgh 40 in

riznhmeesdd seduad patdh dovwaloedsy utitienge séade hetwiotleprotocol such as SSL
conpri ses .use qf bi | e- user s ort feature which .

0 P Ravchudnmlpads, Hheem l@éwwﬁﬁﬁa%qcew gepspgaailplle in the
%ﬂﬁﬁﬁhrn&%xﬁQﬂBﬂk@ﬁmﬂyen t hough the first target

onputer 1s not connected to the network when the
task identifier placing step occurs. 13. The nethod of
claiml, wherein the nethad conprises downl oadin

ful t1 e mellakefeadeinin] cHicen gia el FPioaig ingisetiware update
SR e paie ador S AL MR Sbu L i bBEE flile b Beokground
RooRBadEgsedesy) thdretyoeiudianinebevrenidnoe food t3ed of the st target
wher eby an operation that is applicable to an

icagPyiedual target conmputer can al so be applied to the
group. 20 15. The nethod of claim 14, wherein the

grouping step fornms a group containing target

GONP U TRe Sndthat ofd]fns Deedrdi thdiepdf dwilodditg fe@bftwa@-update
The nmethod of claim 14, wherein the grouping ste

p .
fenmrriheaipgple gprveotetthe Arsh ipreet spgptes rutosned vsiag bandsvidth-

R A T e T T
BaRURidEOsH0R1 b WnplbRDRkring GMBiEE AEployMakt. ar e speci fi ed

by identifying an operating systemthat is used by

all of the target conputers which are being placed in
tShe 9 eRiethod of claim 1, wherein downloading is performed subject to a policy
which limits the hours of operation, and the policy is set by an administrator, thereby

allowing the administrator to decide when patch deployments are allowed to occur.

9. The method of claim 1, further comprising preventing downloads of software
updates from the update server to the package computer, thereby enhancing security of

the package computer.
10.  The method of claim 1, wherein the method further comprises use of a chained

installation feature permitting an administrator to have downloaded patches installed

on the target computer with fewer reboots than would otherwise be required.
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30 18. The nethod of claim 14, wherein the grouping
step forns a group containing target conputers that

wae®@4mpdes f i ed by identifying an applicati on pPODUS2004/006328

that is used by all of the target conputers which are
being placed in the group. 70 WO 2004/ 086168
PCT/ US2004/ 006328 19. The nethod of claim 14, wherein
the nethod further conprises the step of delegating
il t Stie adhthod oftalzit 1evieosit thel method figtheu pomprisey @sg of a
ereby the gro manager receives .contrqgl over, on|
ASaba R ER U PR TR BRUCR T P AOYRIOAGing Sistignd
Llie: SRR 0 tRAmeR fhe IR Phof | int
%gralg?% t he net ﬁod uret heerd corlrpri seserﬁsgl oa?bghéarthepomtm
trean datvologdipg st adb sdhédhi the impatiptipn whewrteds fieesblyi awsidatg repetition
| east i.n part software that should.  be installed on
Pﬁ@efqnp’éet‘yoc“ﬁ’rl@%ﬁn%ﬁ%tﬂ@P}e"ﬁﬁﬁ WeUPAd hod proacti vel y
downl oads and 10 installs on the first target conputer
a patch that s specified in the mandatory patch
hasel iMhe mrohddoyf clddin 1, Wiersir theadethdd Girthenv@Bpriseh @edia mobile-
the mandatory patch_baseline policy sets a baseline

usgr spgg%fea%wmc@raélowﬁ ap a@,@@igr%(grtp idgpliox a patch to the first target
PRBbUER Gl Thorkh A€ il BEgqTRbBeP o 51 Builicetls AR R Tonkc when
&e tusethteferpidcingedte decars. a target conputer. 23. The
nmet hod of claim1l, wherein the nethod further
conpri ses use of a 20 forbidden patch feature which

eci t o) LE. 1 d ] I t .
APr ot TpEPRRd i P ekl et BBho BFb R Rsh B pfhe Wifipte
RAEN&Whish 6 ginafeld dtdn@ biulip1é F&@morccurring. 24. The
nmet hod of claim 20, wherein the nmethod further
conprises automatically 25 reinstalling a patch that

[ ified ] h dat. b | .pol 4
1P of 1ot grdied &F iy SRR e BEhGT aRRRE- PSS et
Weef proPat subSet %@ Bire& tofnpuieho fomnd atdtpy whadebf an operation

basel ine policy. 25. The nethod of claim1l, wherein

thee isapphioablé tor arhiedividimp targes sompetes canmisalfe FPligd ttbie gepup.
a proper subset of target conputers to forma group

and using a mandatory patch baseline policy to

.

3BeCi fhe dleth&PSf claith RARheRRH ﬂi@%&lﬂiﬁ?&e% RHls@ B6up containing
installed on the target conputers in the group. 71
target computers that are specified by an administrator.

16.  The method of claim 14, wherein the grouping step forms a group containing

target computers that are specified by a non-administrative user.

17.  The method of claim 14, wherein the grouping step forms a group containing
target computers that are specified by identifying an operating system that is used by
all of the target computers which are being placed in the group.

18.  The method of claim 14, wherein the grouping step forms a group containing

target computers that are specified by identifying an application program that is used

by all of the target computers which are being placed in the group.
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WD 2004/ 086168 PCT/ US2004/ 006328 26. The net hod of
claim1l, wherein the nethod further conprises use of a

w@aioglose16onpl i ance assurance feature whi ch spepCT/U8R04/006328

software that is |locked on the first target conputer
and the nethod proactively notifies an adm nistrator

if | ocked software is 5 renoved fromthe first target
conmputer. 27. The nethod of claim1l, wherein the
h%thoﬂhémmﬂhdmfchhpﬂnswhmﬂﬁﬁh@ﬁwamdﬁhngﬂconmm$ewmeswpof

at yre_ whi specifjes at |least one itemtha
t@%ﬁ@@&g t}ﬁnteﬁ ApaEERIvE SAERIAP @ B pHRgSh YDy he group
f

RERREE KB AL OGS Pl B Rl bl n e PREd bR
gmulabyltlwgbumngsmp. a hardware item a service item
and a software item 28. The nethod of claiml1,

wherein at | east the step of downl oadi ng the software
Hpdat ’?hé Mok ciﬁ?rﬂ L GnSeVBE nleth cﬂtd !t%rtfl%tr c%tlrg}xﬁé@ﬁstc ofa
conputer recurs ef eby repeate updating a

panidaterypatchfbabeine pokity Waihispédifesf dt rlatst ingagebfteanpiibieshould

29. The nmethod of claim1, further conprising at | east

bm@s@ﬂ@cbom therfirst t@tg@mpmuterd argkibe method proagtivel dayanloads @nd
PP b i AbeRChRled{ P hES Y Rinang GRRRLMGy pagen

msgm;etlﬁnlcg,ecovery steps 20 conpri ses: creating another

server with the same domain nanme as a failed server,

rei nst alling update server software on a server,

%ﬁ \(,)\ﬁé?& ﬁ‘lr hl V§£?65W83r8¥ Iensat ?%tg ea;téﬂ.rléagglvnee%oﬁjl% Sets a

48R fob taagalcbat?hers tRat e apraafcma@ *)@Iﬁcaﬁﬁﬁ hod
enbodi nent 0. The nmethod of claim11, further

conprising the steps of maintai n| ng a record of

t | | t
$5: onine et R et R mARido PR Ptinedy 2y
tah@fds Ieﬁfaawltcﬁfun%hea sb%ﬁt@'ﬂoﬁ‘ﬁ h@efgbthatphas. caused
problens. 31. The nethod of claim1, wherein the

nmet hod further corrprl ses use of a 30 intelli gent
|t {. f t h tc
P BB Y BBl BBl SPbe s o

fIGaay ]i)a{t@llt fe%t‘ﬂré‘ gzhﬁﬂi sﬁ&!ﬁiéﬂ QA OthadholilEnd1®e thstfled on the

expressly and fully identify the operating system used
first tanget icamgeter,andyplue method 2ttandpt3 0O HYed88 K66 installation from

PCT/ US2004/ 006328 32. The nethod of claim 1, wherein
PHETE hod installs a security patch on the first

target conputer, thereby providing an adm nistrator

with a policy-driven way to hook into the target
2opuThe neetad of cmjmﬂ@nwhaﬂitstha petttod feether aongprises automatically
particular fjle

reinstalling a patch that tls spec1ﬁed in the mandatory patch baseline policy after
software in the patch was dropped from a target computer that is subject to the

mandatory patch baseline policy.

25. The method of claim 1, wherein the method further cbmprises the steps of
grouping a proper subset of target computers to form a group, and using a mandatory
patch baseline policy to specify at least in part software that should be installed on the

target computers in the group.

71



10

15

20

25

30

5 executing on the target conputer. 33. A configured
program st orage nedi um havi ng a configuration that

wo eresdant s data and instructions which w il PerEs2084/006328

| east a portion of a conputer systemto perform

met hod steps of an automated nethod for updating
software in the system 10 the system having a first
target conputer in a non-update state connected across

36. netRhsmpethes efrclaipdhivehesein e mpthod fiptler opoptisesssadLa paich

t tem. al so ing. ac e .Co ter ich is
el ferkd el SRR Eo RERB IR lohked dh the firs targer
26£PERE RING thdmbihed Pkﬁ&gﬁ{fﬁ% AGHN& an AR EEPATURE ¥%i;t1vgare is

conmponent accessible to the first target conputer

teraovpddiare thefingtiarget bmmpwehod conprising the steps of:
15 putting at | east one patch fingerprint which
defines a specific software wupdate into the

REPOSIThHE hYet S BIRDERT 1, veRtdR flHethhd g{rg%g ESBpARA UEe (t)ihae?hange

first target conputer; conparing at t a portron o
corirq) dedtencachicnpsifies abieastionh ittindhgtds theked omgertppdomputer,

to %eterwé%e if.the specific saoftware update is absent
PO TRED SOPTOAF i Y wfist e MsfEatorgit adoqked gemamenanged on the
k8 chipSfer, APh @ 8in YRIRLE id A 3kest bif of: tariﬁ{(;]\gﬁg g'gzgx?ggér(ffcg tem,

specifying the first target conputer,

pokasofiwae irhso specifying at | east one downl oad

address which references a |ocation on the package
conputer that contains a software update for the

&I st atar ; N A the t.as
iQ%I'ent i ?g%;%oéloml oadr nél%?eﬁljégt lg%s??{\,%g?eg) (%Jfgd&‘ﬁnzoafd}%ﬁh? feftware
ppddtafiemcthenpdate sdroertid eheeptagzes esBiter @0 ARELBY FipBatedly
a second downl cad of the software update fromthe
agrticsfar fHeon pdegst the firstlergst cooptet er . 30 34.
The configured storage nedi um of claim 33, wherein the
met hod further conprises the step of providing a

paat chTde fiettiddi ofieldital 16 fnkte€ Borhprigifg hlbhst oA Stepofih §R0p of
be enployed to replicate a patch on update servers in

dispterrarqviery sepsn iewispihspinman@imipate sa®ser and continue

/ 135, .The configured. storage nedium
et S Rl e TR B B e G abrens
bomprédeb ottty dftehed evbORTth HeaRfme\ohiMharh &84 TAH1BE s@Ver,
express adm nistrator conmand to performthem 5
reinstalling update server software on a server, restoring archived data, and restoring
mirrored data, and wherein at least one of the disaster recovery steps is available in the

particular method embodiment.

30.  The method of claim 1, further comprising the steps of maintaining a record of
recent operations, and rolling back deployment of a patch, thereby allowing an

administrator to undo a target computer patch installation that has caused problems.

31.  The method of claim 1, wherein the method further comprises use of a
intelligent multiple patch deployment feature which matches patches with target
computer operating systems, thereby relieving an administrator of the need to

expressly and fully identify the operating system used on the target computer.
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36. The configured storage nedium of claim 33, wherein
the nmet hod operates proactively by caching a marked

w@adoglos@ss t he update server before depl oyi ng tPET/psL0041006328

to target conmputers, the patch marked as at | east one
of critical, high-priority, and security-related. 10
37. The configured storage nediumof claim33, wherein
the nmethod further conprises at |east two steps from
¥he fdieimethadofelainp L.ovheeinihe tnyth@tlelpﬁiallsmebmm'rpgtch on the

t ch d £
et R e R T
HdoR '1ﬁt6 |th§ﬂa9§é@€é&h§l§telt ofi & Adistdp AWl Qrdsrticular file from
utilizing a secure nefwork protocol such as SSL to

exe@ﬂmgqnahctarghbmpaﬁs wherein at | east one of the
security steps is available in the particul ar nethod
errbodi ment. 38. The configured storage nedi um of claim
VR @568 dhird &Pst6fact Mt PR HANEG a LHSHSRIHONARS represents
update fro rtdllgmg%l a%e §erver to thgeat Héﬁﬁﬁ)t ar get P
datam1dtmstruc$lomawhmh et ca@selad ﬂaagt apdytiek gf @cordputer system to

pgr grlg?r?egga n(? qt%@oc?f%?lép otpgar% %f@ﬂgt | nC nveg inet (e:%ysttgm
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mml@dkeo aﬁ npédte b@vértia afpre-apddtastgees thesmlelheism Imving a package
performed 25 usi n%ébandvm dth-throttl ed downl oadi

qoRuEss yvash s WRasgesalbieto B sk faresiicempate Ang s a&%f‘éﬁ!&!@ Rbe

O S90S LR 8 et gt
tB8updiesceidr, the widtiabiéongprising thesfeps of2d subj ect to a

policy which limts the hours of operatlon and the
policy is mEtng gdeasy, ongpaiethiingespring varch qqugye@g}spemﬁc software

Il deci de wh h
Gep oyl FERPLRRLEARoABLL®! 25 Vo 2004/ 06160

PCT/ USZOO%&@I%&%%fOﬁﬁatlo%oﬂom%If@stftﬁ@eﬁdoﬁ{[ﬁlwa ”Ed' um
of claim 33, wherein the nethod further corrprl

prevent | ngccmmmmé abileagfa posienefiibe gyliercd &nf Pﬂ%@ﬁoﬂlﬁ’@th the patch

ennarngigpronts SRey By e SRRVl 1E R o he

conf |tg§g;eegorﬁ1§1g&age medi um of cl ai m 33, wher ein the
nmet hod further conprises use of a chain
i nst aplaginga ldaeteqr@ teskpdentifier pp gn spdadel wﬁh ﬂlgfs F}@tf@ﬁk lti@n‘uﬁer

have M RIS BaleD eSS e A Rl
requi §RHownload address Wthh references a location on the package computer
that contains a software update for the first target computer;
in response to the task identifier, downloading the software update from the
package computer to the update server; and
performing a second download of the software update from the update server

to the first target computer.
34.  The configured storage medium of claim 33, wherein the method further

comprises the step of providing a patch definition file which is portable and which can

be employed to replicate a patch on update servers in a plurality of networks.
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10 43. The configured storage nedi um of claim 33,
wherein the nethod further conprises use of a

waloamiogdaes r esunpti on feature which detects i ntPCT/URL0OMNG6328

of a downloading step and then after a reconnection
resunmes the downl oading step fromat or near the point
in that downl oading step at which the interruption
occurred, thereby avoiding repetition of the entire
Ifown| Bleiondigsted starageaunedienao chémddwwhegtn the metapd opgeates
configured stora di um of, cl ali 3, .Wwherein the
resEb e thprr s e S P S B P por
JRahidfSohbaiand tPME o tAEHT ni strator to deploy a
patch to the first target conputer even though the
first target conputer is not connected to the network

en the task identifier placin tep occurs. .20, 45.
e chirsopdRtin Shreegushuti bR 5 TRaREte it e

Adt 1&%&% 8 mARMDRAFA G MHatd Ri-er BRIGHESHIVALE the patch
]g§igﬁﬁ t éd fr%gwﬁ% t%%#e vendoﬁ%#'46. {he con?%gﬁr%depac
te ttangetopempetkrs) thopatch miarked 3s atiieast one of ¢retioab thirghaprfienity hand
25 conprises the step of grouping a proper subset of
EFgﬁgﬁﬂeéﬁﬂputers to forma group, whereby an
operation that is applicable to an individual target
conputer can also be applied to the group. 47. The
Tonf i By @dfighedageageadediomaff ctdiai33, dereuhibe eiathadfarther

grouping step forns, 30 a_group contajining target ...
@@W%atsleqsﬁg’(o spes fagadhg follawing SAVB A FeePE g vtibizing

/ [ j
e e R
padi@owrdogisputiliAondigital sighatiaegetsconapaick dewhlvats;atitizing a
speci fied by a non-adnministrative user.. 49. The
weWRINgLY el Psetesal guchiasdiSIintosrecwe apigh 4eWnigads. avhereip gt least one

- - r
SRR ER LR A AR SRR Pibd et
operating systemthat is used by all of the target
conputers which are being placed in the, gr

oup. 50.
Ihe g sundiseredstapgegaeding; of plasm 354 Wﬁlﬁﬁe%t,he\ﬁ%@roé idawalpading

HETI R E R R ——
4 Badkiofind Qoﬂhﬁﬂﬂi@%p&di&bs, ififeret8addiingincomfentdnee to a user of

target conputers which are being placed in the group.
the firgthergetmenipgtired st orage medi um of cl ai m 46, wherein
the nmethod further conprises the step of del egating
limted adm nistrative control to a group nanager,

39.  The configured storage medium of claim 33, wherein the step of downloading

d

the software update from the update server to the first target computer is performed
using bandwidth-throttled downloading, thereby allowing a network administrator to

decide how bandwidth should be employed during a large deployment.

40.  The configured storage medium of claim 33, wherein downloading is
performed subject to a policy which limits the hours of operation, and the policy is set
by an administrator, thereby allowing the administrator to decide when patch

deployments are allowed to occur.
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15 whereby the group manager receives control over
only those target conputers that were placed in the

w@e@u8diys t he groupi ng step. 52. The confi gur eRCHUSI84H@06328

medi um of claim 33, wherein the nmethod further
conprises use of a mandatory patch baseline policy

i chredemikiRE sfradefdddiuilbRedi 332AheRiH the heethdibfurther
shoul'd be installed on the first target comput er, and
ctdm@rmes pmdemmabwwdy oflenfbw e dpdaierdromaendsteserteno the

eSS, SO BB S b o BRESh e 11

confl gur ed st orage medi um of claim 52, wherein the

mandatory patch 25 baseline policy sets a baseline

4Dr tﬁhegmﬁgompi storage mbditmuselamPd; whexgimathe method further

applicatio 54. . Th nfi.gured st, di.u

QUTHEB YSe {rha PR, Gie PEUInE ﬁﬁﬁl@é 243t o have
b alchys fh@hisd 6’1‘1{11 Rk tt felvdr ARG thBtvould

I n tﬁﬁkwg gat%ﬁy pat ch © §e| éﬁpé |cyeaf¥er sgftmar%u

otherwhiee fgatqliradas dr opped from a target conputer that

is 30 subject to the mandat ory patch baseline policy.

76 WD 2004/ 086168 PCT/ US2004/ 006328 55. The

@nf ' bcﬂ{ﬂn £ iRl 99, IBeretk Shdthdd Rirther

neth urt I ses t e stepé of grouping a
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assurance feature which specifies software that is
| ocked on the first target conputer, and the method
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itemis changed on the target conputer, wherein the

itemis at |east one of: a 15 hardware item a service
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d|u ofc n stteste
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to the first target conputer

46,  The configured storage medium of claim 33, wherein the method further
comprises the step of grouping a proper subset of target computers to form a group,
whereby an operation that is applicable to an individual target computer can also be

applied to the group.

47.  The configured storage medium of claim 46, wherein the grouping step forms

a group containing target computers that are specified by an administrator.
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recurs, thereby repeatedly updating a particular file
on at least the first target 20 conputer. 59. The

wa@ oovitiogrsed st or age nedi um of cl ai m 33, wher ei PCT/H82004/006328
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52.  The configured storage medium of claim 33, wherein the method further
comprises use of a mandatory patch baseline policy which specifies at least in part
software that should be installed on the first target computer, and the method
proactively downloads and installs on the first target computer a patch that is specified

in the mandatory patch baseline policy.

53.  The configured storage medium of claim 52, wherein the mandatory patch

baseline policy sets a baseline for target computers that use a particular application.

54.  The configured storage medium of claim 52, wherein the method further
comprises automatically reinstalling a patch that is specified in the mandatory patch
baseline policy after software in the patch was dropped from a target computer that is

subject to the mandatory patch baseline policy.
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55.  The configured storage medium of claim 33, wherein the method further
comprises the steps of grouping a proper subset of target computers to form a group,
and using a mandatory patch baseline policy to specify at least in part software that

should be installed on the target computers in the group.

56.  The configured storage medium of claim 33, wherein the method further
comprises use of a patch compliance assurance feature which specifies software that is
locked on the first target computer, and the method proactively notifies an

administrator if locked software is removed from the first target computer.

57.  The configured storage medium of claim 33, wherein the method further
comprises use of a change control feature which specifies at least one item that is
locked on the target computer, and the method proactively notifies an administrator if
a locked item is changed on the target computer, wherein the item is at least one of: a

hardware item, a service item, and a software item.

58.  The configured storage medium of claim 33, wherein at least the step of
downloading the software update from the update server to the first target computer
recurs, thereby repeatedly updating a particular file on at least the first target

computer.

59.  The configured storage medium of claim 33, wherein the method further
comprises at least one step from a group of disaster recovery steps, the step helping an
administrator recover and continue operation after a system failure, wherein the group
of disaster recovery steps comprises: creating another server with the same domain
name as a failed server, reinstalling update server software on a server, restoring
archived data, and restoring mirrored data, and wherein at least one of the disaster

recovery steps is available in the particular method embodiment.

60.  The configured storage medium of claim 33, wherein the method further

comprises the steps of maintaining a record of recent operations, and rolling back
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deployment of a patch, thereby allowing an administrator to undo a target computer

patch installation that has caused problems.

61.  The configured storage medium of claim 33, wherein the method further
comprises use of a intelligent multiple patch deployment feature which matches
patches with target computer operating systems, thereby relieving an administrator of
the need to expressly and fully identify the operating system used on the target

computer.

62. The configured storage medium of claim 33, wherein the method installs a
security patch on the first target computer, thereby providing an administrator with a
policy-driven way to hook into the target computer’s file system and stop at least one

particular file from executing on the target computer.
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