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Methods and Systems for Protecting a Light Detection and
Ranging (LIDAR) Device

CROSS REFERENCE TO RELATED APPLICATION

[0001] The present application claims priority to U.S. Patent Application No.
15/352,717, filed on November 16, 2016 and entitled “Methods and Systems for
Protecting a Light Detection and Ranging (LIDAR) Device,” which is hereby incorporated

by reference in its entirety.

BACKGROUND

[0002] A vehicle can be configured to operate in an autonomous mode in which
the vehicle navigates through an environment with little or no input from a driver. Such
an autonomous vehicle can include one or more sensors that are configured to detect
information about the environment in which the vehicle operates. One such sensor is a
light detection and ranging (LIDAR) device.

[0003] A LIDAR device can estimate distance to environmental features while
scanning through a scene to assemble a “point cloud” indicative of reflective surfaces in
the environment. Individual points in the point cloud can be determined by transmitting a
laser pulse and detecting a returning pulse, if any, reflected from an object in the
environment, and determining the distance to the object according to the time delay
between the transmitted pulse and the reception of the reflected pulse.

[0004] With this arrangement, a LIDAR device may thus include a laser, or set of
lasers, that can be rapidly and repeatedly scanned across a scene to provide continuous
real-time information on distances to reflective objects in the scene. Combining the
measured distances and the orientation of the laser(s) while measuring each distance
allows for associating a three-dimensional position with each returning pulse. In this way,
a three-dimensional map of points indicative of locations of reflective features in the

environment can be generated for the entire scanning zone.
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SUMMARY

[0005] Example implementations may relate to methods and systems for protecting
a LIDAR device against external light, which may originate at a light source other than a
light source of the LIDAR device. When such external light is emitted towards the
LIDAR device, the external light could cause damage to the LIDAR device and/or may
cause the LIDAR device to falsely detect objects in the environment, among other
possibilities. To help resolve these problems, the LIDAR device may be equipped with a
mitigation system and/or may be operated (e.g., by a control system) to carry out
mitigation operation(s).

[0006] In particular, the mitigation system may include one or more filters
arranged to filter out certain wavelengths of light that are not being detected by the
LIDAR device and/or to narrow down the space through which light enter the LIDAR
device, among others. For example, the LIDAR device may include an interference filter,
an adaptive filter, and/or a spatial filter. In practice, such filters may be positioned in the
LIDAR device’s optical path along which the LIDAR device is configured to focus light
to one or more detectors. In another example, the LIDAR device may include an
absorptive filter, which could be incorporated into the LIDAR device’s housing and/or the
LIDAR device’s aperture.

[0007] Additionally or alternatively, a control system may operate the LIDAR
device to carry out mitigation operations. For example, the control system may operate
the LIDAR device to vary over time characteristics with which light is being emitted and
to only detect light having characteristics that match the characteristics with which light is
being emitted. In this example, the control system may do so proactively and/or may do
so in response to detection of external light. In another example, the control system may
operate the LIDAR device to activate a shutter to block the external light from being
detected by the LIDAR device. In this example, the control system may do so in response
to detection of external light. Other examples are also possible.

[0008] In one aspect, disclosed is a control system. The control system may
include one or more processors, a non-transitory computer readable medium, and program
instructions stored on the non-transitory computer readable medium and executable by the
one or more processors to engage in a proactive mitigation procedure that protects

operation of a LIDAR device against external light that is originated at a light source other
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than a light source of the LIDAR device and that is being emitted towards the LIDAR
device. In particular, the proactive mitigation procedure may involve operating the
LIDAR device to emit light with an initial set of optical characteristics and to only detect
light having the initial set of optical characteristics. Additionally, the proactive mitigation
procedure may involve determining an adjustment to one or more optical characteristics of
the initial set of optical characteristics, thereby resulting in an adjusted set of optical
characteristics. Further, the proactive mitigation procedure may involve, after determining
the adjustment, operating the LIDAR device to emit light with the adjusted set of optical
characteristics and to only detect light having the adjusted set of optical characteristics.
[0009] In another aspect, another control system is provided. The control system
may include one or more processors, a non-transitory computer readable medium, and
program instructions stored on the non-transitory computer readable medium and
executable by the one or more processors. In particular, the program instructions may be
executable to receive, from one or more sensors, sensor data indicative of external light
being emitted towards a LIDAR device, wherein the external light is originated at a light
source other than a light source of the LIDAR device. Additionally, the program
instructions may be executable to, in response to receiving the sensor data indicative of
external light being emitted towards the LIDAR device, engage in a reactive mitigation
procedure to protect operation of the LIDAR device against the external light. More
specifically, the reactive mitigation procedure may involve operating the LIDAR device to
activate a shutter to block the external light from being detected by the LIDAR device.
Additionally or alternatively, the reactive mitigation procedure may involve operating the
LIDAR device to vary over time characteristics with which light is being emitted and to
only detect light having characteristics that match the characteristics with which light is
being emitted.

[0010] In yet another aspect, disclosed is a LIDAR device. The LIDAR device
may include a transmitter that is configured to emit light into an environment, the emitted
light having wavelengths in a wavelength range. Also, the transmitter may include a light
source that is configured to generate the light emitted into the environment. The LIDAR
device may also include a receiver having one or more detectors configured to detect light
having wavelengths in the wavelength range while scanning the environment. Also, the

receiver may be configured to focus light along an optical path to the one or more
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detectors. And the detectable light may enter the optical path through an aperture of the
LIDAR device. The LIDAR device may additionally include a housing, where the
transmitter and the receiver are disposed within the housing. The LIDAR device may
further include a mitigation system arranged to protect operation of the LIDAR device
against external light that is originated at a light source other than the light source included
in the transmitter and that is being emitted towards the LIDAR device. This mitigation
system may includes at least one of the following: (i) an interference filter positioned in
the optical path, (ii) an absorptive filter incorporated into one or more of the housing and
the aperture, (ii1) an adaptive filter positioned in the optical path, or (iv) a spatial filter
positioned in the optical path.

[0011] In yet another aspect, another system is disclosed. The system may include
means for engaging in a proactive mitigation procedure that protects operation of a
LIDAR device against external light that is originated at a light source other than a light
source of the LIDAR device and that is being emitted towards the LIDAR device, where
the proactive mitigation procedure involve (i) operating the LIDAR device to emit light
with an initial set of optical characteristics and to only detect light having the initial set of
optical characteristics, (ii) determining an adjustment to one or more optical characteristics
of the initial set of optical characteristics, thereby resulting in an adjusted set of optical
characteristics, and (iii) after determining the adjustment, operating the LIDAR device to
emit light with the adjusted set of optical characteristics and to only detect light having the
adjusted set of optical characteristics.

[0012] In yet another aspect, yet another system is disclosed. The system may
include means for receiving sensor data indicative of external light being emitted towards
a LIDAR device, where the external light is originated at a light source other than a light
source of the LIDAR device. The system may also include means for, in response to
receiving the sensor data indicative of external light being emitted towards the LIDAR
device, engage in a reactive mitigation procedure to protect operation of the LIDAR
device against the external light, where the reactive mitigation procedure involves at least
one of the following: (i) operating the LIDAR device to activate a shutter to block the
external light from being detected by the LIDAR device, or (ii) operating the LIDAR

device to vary over time characteristics with which light is being emitted and to only
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detect light having characteristics that match the characteristics with which light is being
emitted.

[0013] These as well as other aspects, advantages, and alternatives will become
apparent to those of ordinary skill in the art by reading the following detailed description
with reference where appropriate to the accompanying drawings. Further, it should be
understood that the description provided in this summary section and elsewhere in this
document is intended to illustrate the claimed subject matter by way of example and not

by way of limitation.



WO 2018/093613 PCT/US2017/060438

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] Figure 1 is a simplified block diagram of a LIDAR device, according to an
example embodiment.

[0015] Figure 2A shows a cross-sectional illustration of a top view of a LIDAR
device, according to an example embodiment.

[0016] Figure 2B shows a cross-sectional illustration of a side view of a LIDAR
device, according to an example embodiment.

[0017] Figure 2C shows a cross-sectional illustration of a different side view of a
LIDAR device, according to an example embodiment.

[0018] Figure 3A shows several views of a LIDAR device being positioned on top
of a vehicle, according to an example embodiment.

[0019] Figure 3B shows emission of light by a LIDAR device positioned on top of
the vehicle, according to an example embodiment.

[0020] Figure 3C shows detection of reflected light by a LIDAR device positioned
on top of the vehicle, according to an example embodiment.

[0021] Figures 3D shows a scanning range of a LIDAR device positioned on top of
the vehicle, according to an example embodiment.

[0022] Figure 4 illustrates an approach for incorporating an interference filter into
a LIDAR device, according to an example embodiment.

[0023] Figure 5 illustrates an approach for incorporating an absorptive filter into a

LIDAR device, according to an example embodiment.

[0024] Figure 6A illustrates an approach for using an adaptive filter on a LIDAR
device to filter out a first wavelength, according to an example embodiment.

[0025] Figure 6B illustrates an approach for using an adaptive filter on a LIDAR
device to filter out a second wavelength, according to an example embodiment.

[0026] Figure 7A illustrates a spatial filter, according to an example embodiment.
[0027] Figure 7B illustrates an approach for incorporating a spatial filter into a

LIDAR device, according to an example embodiment.

[0028] Figure 8 is a flowchart illustrating a method for operating a LIDAR device
to carry out a proactive mitigation procedure, according to an example embodiment.

[0029] Figure 9A illustrates a step in protection of a LIDAR device using variation

of timing, according to an example embodiment.
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[0030] Figure 9B illustrates another step in protection of a LIDAR device using
variation of timing, according to an example embodiment.

[0031] Figure 9C illustrates yet another step in protection of a LIDAR device
using variation of timing, according to an example embodiment.

[0032] Figure 9D illustrates yet another step in protection of a LIDAR device
using variation of timing, according to an example embodiment.

[0033] Figure 9E illustrates yet another step in protection of a LIDAR device using
variation of timing, according to an example embodiment.

[0034] Figure 9F illustrates yet another step in protection of a LIDAR device using
variation of timing, according to an example embodiment.

[0035] Figure 10A illustrates a step in protection of a LIDAR device using
variation of wavelength, according to an example embodiment.

[0036] Figure 10B illustrates another step in protection of a LIDAR device using
variation of wavelength, according to an example embodiment.

[0037] Figure 10C illustrates yet another step in protection of a LIDAR device
using variation of wavelength, according to an example embodiment.

[0038] Figure 10D illustrates yet another step in protection of a LIDAR device
using variation of wavelength, according to an example embodiment.

[0039] Figure 10E illustrates yet another step in protection of a LIDAR device
using variation of wavelength, according to an example embodiment.

[0040] Figure 10F illustrates yet another step in protection of a LIDAR device
using variation of wavelength, according to an example embodiment.

[0041] Figure 11A illustrates a step in protection of a LIDAR device using
variation of intensity, according to an example embodiment.

[0042] Figure 11B illustrates another step in protection of a LIDAR device using
variation of intensity, according to an example embodiment.

[0043] Figure 11C illustrates yet another step in protection of a LIDAR device
using variation of intensity, according to an example embodiment.

[0044] Figure 11D illustrates yet another step in protection of a LIDAR device
using variation of intensity, according to an example embodiment.

[0045] Figure 11E illustrates yet another step in protection of a LIDAR device

using variation of intensity, according to an example embodiment.
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[0046] Figure 11F illustrates yet another step in protection of a LIDAR device
using variation of intensity, according to an example embodiment.

[0047] Figure 12A illustrates a step in protection of a LIDAR device using
variation of modulation, according to an example embodiment.

[0048] Figure 12B illustrates another step in protection of a LIDAR device using
variation of modulation, according to an example embodiment.

[0049] Figure 12C illustrates yet another step in protection of a LIDAR device
using variation of modulation, according to an example embodiment.

[0050] Figure 12D illustrates yet another step in protection of a LIDAR device
using variation of modulation, according to an example embodiment.

[0051] Figure 12E illustrates yet another step in protection of a LIDAR device
using variation of modulation, according to an example embodiment.

[0052] Figure 12F illustrates yet another step in protection of a LIDAR device
using variation of modulation, according to an example embodiment.

[0053] Figure 13 is a flowchart illustrating a method for operating a LIDAR device
to carry out a reactive mitigation procedure in response to detection of external light,
according to an example embodiment.

[0054] Figure 14A illustrates a step in protection of a LIDAR device using a look-
ahead sensor, according to an example embodiment.

[0055] Figure 14B illustrates another step in protection of a LIDAR device using a
look-ahead sensor, according to an example embodiment.

[0056] Figure 14C illustrates yet another step in protection of a LIDAR device
using a look-ahead sensor, according to an example embodiment.

[0057] Figure 15A illustrates a step in protection of a LIDAR device using
emission and detection of a backup wavelength, according to an example embodiment.
[0058] Figure 15B illustrates another step in protection of a LIDAR device using
emission and detection of a backup wavelength, according to an example embodiment.
[0059] Figure 15C illustrates yet another step in protection of a LIDAR device
using emission and detection of a backup wavelength, according to an example
embodiment.

[0060] Figure 16 illustrates operation of a vehicle based on scans of an

environment received from a LIDAR device, according to an example embodiment.
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[0061] Figure 17 is a simplified block diagram of a vehicle, according to an

example embodiment.
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DETAILED DESCRIPTION

[0062] Exemplary methods and systems are described herein. It should be
understood that the word “exemplary” is used herein to mean “serving as an example,
instance, or illustration.” Any implementation or feature described herein as “exemplary”
or “illustrative” is not necessarily to be construed as preferred or advantageous over other
implementations or features. In the figures, similar symbols typically identify similar
components, unless context dictates otherwise. The example implementations described
herein are not meant to be limiting. It will be readily understood that the aspects of the
present disclosure, as generally described herein, and illustrated in the figures, can be
arranged, substituted, combined, separated, and designed in a wide variety of different
configurations, all of which are contemplated herein.

L Overview

[0063] There are continued efforts to improve vehicle safety and/or autonomous
operation, including the development of vehicles equipped with accident-avoidance
systems and remote sensing capabilities. Various sensors, such as a LIDAR device, may
be included in a vehicle to detect obstacles or objects in an environment of the vehicle and
thereby facilitate accident avoidance and/or autonomous operation, among other options.
[0064] In some situations, external light (e.g., originated at a light source other
than that of the LIDAR device) may be intentionally or unintentionally emitted towards
the LIDAR device, which could lead to various issues. For example, the external light
may be of a sufficiently high intensity to damage the LIDAR device if it enters the LIDAR
device’s optical path. In another example, if the external light enters the optical path, the
external light may cause the LIDAR device to generate false data points. In this example,
a control system (e.g., a vehicle’s control system) evaluating data from the LIDAR device
may thus erroneously determine that the false data points are indicative of presence of an
object in the environment that is in fact not present in the environment.

[0065] To help resolve such issues, disclosed herein are methods and systems to
help protect the LIDAR device against external light that is originated at a light source
other than the light source of the LIDAR device and that is being emitted towards the
LIDAR device. In particular, disclosed are a mitigation system, proactive mitigation

procedures, and reactive mitigation procedures. In practice, the LIDAR device and/or the
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control system operating the LIDAR device could be equipped with any feasible
combination of these mitigation procedures and/or systems.

[0066] More specifically, a proactive mitigation procedure may involve a control
system operating a LIDAR device (e.g., continuously or from time-to-time) to protect
against external light and doing so whether or not such external light is actually being
emitted towards the LIDAR device. In this way, the control system may take steps in
advance so as to ensure that measures are in place to protect operation of the LIDAR
device against external light.

[0067] In accordance with the present disclosure, the proactive mitigation
procedure may involve operating the LIDAR device to vary over time characteristics with
which light is being emitted and to only detect light having characteristics that match the
characteristics with which light is being emitted. These characteristics may include timing
of emissions and detections, wavelengths of light being emitted and detected, spatial
intensity patterns of emitted and detected light, and/or modulation of emitted and detected
light, among others.

[0068] Further, a reactive mitigation procedure may involve a control system
carrying out one or more operations to protect the LIDAR device against external light and
doing so specifically in response to detecting that external light is being emitted towards
the LIDAR device. In practice, the control system may detect that external light is being
emitted toward the LIDAR device based on sensor data indicating so. And the control
system may receive such sensor data from one or more sensors, such as from the LIDAR
device itself and/or from one or more other sensors (e.g., other sensors coupled to the
vehicle), among other possibilities. In accordance with the present disclosure, operations
carried during the reactive mitigation procedure may take various forms.

[0069] In one case, the control system may respond to detection of external light
by engaging in the above-described variation of optical characteristics. As described, such
variation may specifically involve operating the LIDAR device to vary over time
characteristics with which light is being emitted and to only detect light having
characteristics that are the same as the characteristics with which light is being emitted.
[0070] In another case, the control system may respond to external light by
operating the LIDAR device to activate a shutter to block the external light from being
detected by the LIDAR device. This shutter may be a mechanical shutter and/or may be
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an optical shutter, among other possibilities. In either arrangement, the control system
may cause temporary activation of the shutter only at times when the LIDAR device’s
receiver is aligned (e.g., during rotation of the LIDAR device) along a particular portion of
the LIDAR device’s field of view (FOV) from which external light is arriving at the
LIDAR device. In this way, the control system may help block detection of the external
light by the LIDAR device while ensuring that the LIDAR device still scans other portions
of the environment.

[0071] Yet further, a mitigation system may include one or more filters arranged to
protect operation of the LIDAR device against external light by blocking one or more
wavelengths of the external light and/or by narrowing down the space through which light
enters the LIDAR device. As noted, these filters may include an interference filter, an
absorptive filter, an adaptive filter, and/or a spatial filter. Given this mitigation system,
the LIDAR device may thus have one or more hardware components that are always in
place to provide mitigation features against external light.

1L Example Arrangement of a LIDAR Device

[0072] Referring now to the Figures, Figure 1 is a simplified block diagram of a
LIDAR device 100, according to an example embodiment. As shown, the LIDAR device
100 includes a power supply arrangement 102, electronics 104, light source(s) 106, at least
one transmitter 108, at least one receiver 110, a rotating platform 112, actuator(s) 114, a
stationary platform 116, a connector arrangement 118, a rotary link 120, and a housing
122. In other embodiments, the LIDAR device 100 may include more, fewer, or different
components. Additionally, the components shown may be combined or divided in any
number of ways.

[0073] Power supply arrangement 102 may be configured to supply power to
various components of the LIDAR device 100. In particular, the power supply
arrangement 102 may include or otherwise take the form of at least one power source
disposed within the LIDAR device 100 and connected to various components of the
LIDAR device 100 in any feasible manner, so as to supply power to those components.
Additionally or alternatively, the power supply arrangement 102 may include or otherwise
take the form of a power adapter or the like that is configured to receive power from one
or more external power sources (e.g., from a power source arranged in a vehicle to which

the LIDAR device 100 is coupled) and to supply that received power to various

12



WO 2018/093613 PCT/US2017/060438

components of the LIDAR device 100 in any feasible manner. In either case, any type of
power source may be used such as, for example, a battery.

[0074] Electronics 104 may include one or more electronic components and/or
systems each arranged to help facilitate certain respective operations of the LIDAR device
100. In practice, these electronics 104 may be disposed within the LIDAR device 100 in
any feasible manner. For instance, at least some of the electronics 104 may be disposed
within a central cavity region of the rotary link 120. Nonetheless, the electronics 104 may
include various types of electronic components and/or systems.

[0075] For example, the electronics 104 may include various wirings used for
transfer of control signals from a control system to various components of the LIDAR
device 100 and/or for transfer of data from various components of the LIDAR device 100
to the control system. Generally, the data that the control system receives may include
sensor data based on detections of light by the receiver 110, among other possibilities.
Moreover, the control signals sent by the control system may operate various components
of the LIDAR device 100, such as by controlling emission of light by the transmitter 106,
controlling detection of light by the receiver 110, and/or controlling the actuator(s) 114 to
rotate the rotating platform 112, among other possibilities.

[0076] In some arrangements, the electronics 104 may also include the control
system at issue. This control system may have one or more processors, data storage, and
program instructions stored on the data storage and executable by the one or more
processor to facilitate various operations. With this arrangement, the control system may
thus be configured to carry operations described herein, such as those of methods
described below. Additionally or alternatively, the control system may communicate with
an external control system or the like (e.g., a computing system arranged in a vehicle to
which the LIDAR device 100 is coupled) so as to help facilitate transfer of control signals
and/or data between the external control system and the various components of the LIDAR
device 100.

[0077] In other arrangements, however, the electronics 104 may not include the
control system at issue. Rather, at least some of the above-mentioned wirings may be used
for connectivity to an external control system. With this arrangement, the wirings may

help facilitate transfer of control signals and/or data between the external control system
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and the various components of the LIDAR device 100. Other arrangements are possible as
well.

[0078] Further, one or more light sources 106 can be configured to emit,
respectively, a plurality of light beams and/or pulses having wavelengths within a
wavelength range. The wavelength range could, for example, be in the ultraviolet, visible,
and/or infrared portions of the electromagnetic spectrum. In some examples, the
wavelength range can be a narrow wavelength range, such as provided by lasers. In one
example, the wavelength range includes wavelengths that are approximately between 1525
nm and 1565 nm. It is noted that this range is described for exemplary purposes only and
is not meant to be limiting.

[0079] In practice, one of the light sources 106 may be a fiber laser that includes
an optical amplifier. In particular, the fiber laser may be a laser in which an active gain
medium (i.e., a source of optical gain within the laser) is in an optical fiber. Moreover,
the fiber laser could be arranged in various ways within the LIDAR device 100. For
instance, the fiber laser could be disposed between the rotating platform 114 and the
receiver 110.

[0080] As such, the present disclosure will be generally described herein in the
context of a fiber laser being used as the primary light source 106. In some arrangements,
however, the one or more light sources 106 may additionally or alternatively include laser
diodes, light emitting diodes (LED), vertical cavity surface emitting lasers (VCSEL),
organic light emitting diodes (OLED), polymer light emitting diodes (PLED), light
emitting polymers (LEP), liquid crystal displays (LCD), microelectromechanical systems
(MEMS), and/or any other device configured to selectively transmit, reflect, and/or emit
light to provide the plurality of emitted light beams and/or pulses.

[0081] Furthermore, transmitter 108 may be configured to emit light into an
environment. In particular, the transmitter 108 may include an optical arrangement that is
arranged to direct light from a light source 106 toward the environment. This optical
arrangement may include any feasible combination of mirror(s) used to guide propagation
of the light throughout physical space and/or lens(es) used to adjust certain characteristics
of the light, among other optical components. For instance, the optical arrangement may
include a transmit lens arranged to collimate the light, thereby resulting in light having

rays that are substantially parallel to one another. Moreover, the lens may be shaped to

14



WO 2018/093613 PCT/US2017/060438

spread or otherwise scatter light in a particular manner, such as by causing the vertical
light spread of +7° away from a horizontal axis to -18° away from the horizontal axis (e.g.,
the horizontal axis ideally being parallel to a ground surface in the environment) for
example.

[0082] As noted, the LIDAR device 100 may include at least one receiver 110.
The receiver 110 may be respectively configured to at least detect light having
wavelengths in the same wavelength range as the one of the light emitted from the
transmitter 108 (e.g., 1525 nm to 1565 nm). In doing so, the receiver 110 may detect light
with a particular resolution. For example, the receiver 110 may be configured to detect
light with a 0.036° (horizontal) x 0.067° (vertical) angular resolution. Moreover, the
receiver 110 may be configured to scan the environment with a particular FOV. For
example, the receiver 110 may be arranged to focus incoming light within a range of +7°
away from the above-mentioned horizontal axis to -18° away from the horizontal axis. In
this way, the receiver 110 allows for detection of light along a range of +7° to -18°, which
matches the above-mentioned exemplary vertical spread of emitted light that the
transmitter 108 provides. It is noted that this resolution and FOV are described for
exemplary purposes only and are not meant to be limiting.

[0083] In an example implementation, the receiver 110 may have an optical
arrangement that allows the receiver 110 to provide the resolution and FOV as described
above. Generally, such an optical arrangement may be arranged to provide an optical path
between at least one optical lens and a photodetector array.

[0084] More specifically, the receiver 110 may include an optical lens arranged to
focus light reflected from one or more objects in the environment of the LIDAR device
100 onto detectors of the receiver 110. To do so, the optical lens may have certain
dimensions (e.g., approximately 10cm x Scm) as well as a certain focal length (e.g.,
approximately 35 cm). Moreover, the optical lens may be shaped so as to focus incoming
light along a particular vertical FOV as described above (e.g., +7° to -18°). Such shaping
of the first receiver’s optical lens may take on one of various forms (e.g., spherical
shaping) without departing from the scope of the present disclosure.

[0085] Furthermore, as noted, the receiver 110 may have a photodetector array,
which may include two or more detectors each configured to convert detected light (e.g.,

in the above-mentioned wavelength range) into an electrical signal indicative of the
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detected light. In practice, such a photodetector array could be arranged in one of various
ways. For example, the detectors can be disposed on one or more substrates (e.g., printed
circuit boards (PCBs), flexible PCBs, etc.) and arranged to detect incoming light that is
traveling along the optical path from the optical lens. Also, such a photodetector array
could include any feasible number of detectors aligned in any feasible manner. For
example, the photodetector array may include a 13 x 16 array of detectors. It is noted that
this photodetector array is described for exemplary purposes only and is not meant to be
limiting.

[0086] Generally, the detectors of the array may take various forms. For example,
the detectors may take the form of photodiodes, avalanche photodiodes (e.g., geiger mode
and/or linear mode avalanche photodiodes), phototransistors, cameras, active pixel sensors
(APS), charge coupled devices (CCD), cryogenic detectors, and/or any other sensor of
light configured to receive focused light having wavelengths in the wavelength range of
the emitted light. Other examples are possible as well.

[0087] Further, as noted, the LIDAR device 100 may include a rotating platform
112 that is configured to rotate about an axis. In order to rotate in this manner, one or
more actuators 114 may actuate the rotating platform 112. In practice, these actuators 114
may include motors, pneumatic actuators, hydraulic pistons, and/or piezoelectric actuators,
among other possibilities.

[0088] In an example implementation, the transmitter 108 and the receiver 110
may be arranged on the rotating platform 112 such that each of these components moves
relative to the environment based on rotation of the rotating platform 112. In particular,
each of these components could be rotated relative to an axis so that the LIDAR device
100 may obtain information from various directions. In this manner, the LIDAR device
100 may have a horizontal viewing direction that can be adjusted by actuating the rotating
platform 112 to different directions.

[0089] With this arrangement, a control system could direct an actuator 114 to
rotate the rotating platform 112 in various ways so as to obtain information about the
environment in various ways. In particular, the rotating platform 112 could rotate at
various extents and in either direction. For example, the rotating platform 112 may carry
out full revolutions such that the LIDAR device 100 provides a 360° horizontal FOV of

the environment. Thus, given that the receiver 110 may rotate based on rotation of the
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rotating platform 112, the receiver 110 may have a horizontal FOV (e.g., 360°) and also a
vertical FOV as described above.

[0090] Moreover, the rotating platform 112 could rotate at various rates so as to
cause LIDAR device 100 to scan the environment at various refresh rates. For example,
the LIDAR device 100 may be configured to have a refresh rate of 15 Hz (e.g., fifteen
complete rotations of the LIDAR device 100 per second). In this example, assuming that
the LIDAR device 100 is coupled to a vehicle as further described below, the scanning
thus involves scanning a 360° FOV around the vehicle fifteen times every second. Other
examples are also possible.

[0091] Yet further, as noted, the LIDAR device 100 may include a stationary
platform 116. In practice, the stationary platform 116 may take on any shape or form and
may be configured for coupling to various structures, such as to a top of a vehicle for
example. Also, the coupling of the stationary platform 116 may be carried out via any
feasible connector arrangement 118 (e.g., bolts, screws, and/or adhesives). In this way,
the LIDAR device 100 could be coupled to a structure so as to be used for various
purposes, such as those described herein.

[0092] Furthermore, the LIDAR device 100 may also include a rotary link 120 that
directly or indirectly couples the stationary platform 116 to the rotating platform 112.
Specifically, the rotary link 120 may take on any shape, form and material that provides
for rotation of the rotating platform 112 about an axis relative to the stationary platform
116. For instance, the rotary link 120 may take the form of a shaft or the like that rotates
based on actuation from an actuator 114, thereby transferring mechanical forces from the
actuator 114 to the rotating platform 112. Moreover, as noted, the rotary link 120 may
have a central cavity in which electronics 104 and/or one or more other components of the
LIDAR device 100 may be disposed. Other arrangements are possible as well.

[0093] Yet further, as noted, the LIDAR device 100 may include a housing 122.
In practice, the housing 122 may take on any shape and form. For example, the housing
122 can be a dome-shaped housing, among other possibilities. Moreover, the housing 122
may be arranged in various ways relative to other components of the LIDAR device 100.
It is noted that this housing is described for exemplary purposes only and is not meant to

be limiting.
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[0094] In an example implementation, the housing 122 may be coupled to the
rotating platform 112 such that the housing 122 is configured to rotate about the above-
mentioned axis based on rotation of the rotating platform 112. With this implementation,
the transmitter 108, the receiver 110, and possibly other components of the LIDAR device
100 may each be disposed within the housing 122. In this manner, the transmitter 108 and
the receiver 110 may rotate along with this housing 122 while being disposed within the
housing 122.

[0095] Moreover, the housing 122 may have an aperture formed thereon, which
could take on any feasible shape and size. In this regard, the transmitter 108 could be
arranged within the housing 122 so as to emit light into the environment through the
aperture. In this way, the transmitter 108 may rotate along with the aperture due to
corresponding rotation of the housing 122, thereby allowing for emission of light into
various directions. Also, the receiver 110 could be arranged within the housing 122 so as
to detect light that enters the housing 122 from the environment through the aperture. In
this way, the receiver 110 may rotate along with the aperture due to corresponding rotating
of the housing 122, thereby allowing for detection of the light incoming from various
directions along the horizontal FOV.

[0096] Yet further, the housing 122 may be composed of a material that is at least
partially non-transparent, except for the aperture, which could be composed of a
transparent material. In this way, light could propagate through the aperture, thereby
allowing for scanning of the environment. But due to the housing 122 being at least
partially non-transparent, the housing 122 may block at least some light from entering the
interior space of the housing 122 and thus may help mitigate thermal effects. For instance,
the housing 122 may block sun rays from entering the interior space of the housing 122,
which may help avoid overheating of various components of the LIDAR device 100 due to
those sun rays. Moreover, due to various components of the LIDAR device 100 being
disposed within the housing 122 and due to the housing 122 rotating along with those
components, the housing 122 may help protect those components from various
environmental hazards, such as rain and/or snow, among others.

[0097] In other implementations, however, the housing 122 may be an exterior
stationary housing that does not rotate with the LIDAR device 100. For example, the

exterior stationary housing could be coupled to a vehicle and the LIDAR device could also
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be coupled to the vehicle while being configured to rotate within the exterior stationary
housing. In this situation, the exterior stationary housing would likely be transparent so as
to allow for propagation of light through the exterior stationary housing and thus for
scanning of the environment by the LIDAR device 100. Moreover, the LIDAR device 100
may also include an aperture through which light may propagate and such an aperture may
be on an interior housing of the LIDAR device 100, which may rotate within the exterior
stationary housing along with other components of the LIDAR device 100. Other
implementations are possible as well.

II1. Illustrative Implementation of the LIDAR Device

[0098] Figures 2A to 2C next show an example set of simplified illustrations of a
LIDAR device having the features described above. In particular, Figure 2A shows a top
cross-sectional view of a LIDAR device 200, Figure 2B shows a side cross-sectional view
of the LIDAR device 200, and Figure 2C shows a side cross-sectional view of the LIDAR
device 200 that is opposite to the side view shown in Figure 2B (e.g., such as a side view
shown after half a revolution of the LIDAR device 200 about axis 232). It is noted that
these illustrations are shown for exemplary purposes only and are not meant to be limiting.
[0099] More specifically, Figures 2A to 2C collectively illustrate that the LIDAR
device 200 includes a housing 222 that is coupled to a rotating platform 212, in
accordance with the discussion above. The rotating platform 212 is then shown as being
coupled to a stationary platform 216 via a rotary link 220, also in accordance with the
discussion above. With this arrangement, the rotating platform 212 may rotate about axis
232, thereby also causing rotation of the housing 222, a transmitter 208, and a receiver 210
of the LIDAR device 200 about the axis 232.

[00100] In practice, the housing 222 could take the form of housing 122 described
above. Also, the housing 222 is shown to include an aperture 230 through which light
may be emitted into the environment and through which reflected light may enter from the
environment. Further, Figures 2A to 2C collectively illustrate that the transmitter 208 and
the receiver 210 are each disposed within the housing 222, with the transmitter 208 being
positioned above the receiver 210.

[00101] More specifically, the transmitter 208 may take the form of transmitter 108
described above. As shown in Figures 2A-2C, the transmitter 208 includes an optical lens

224 fused with a fiber laser that acts as an optical amplifier, the fiber laser being at least
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partially positioned between the rotating platform 212 and the receiver 210. And in
accordance with the discussion above, the optical lens 224 may be arranged to vertically
spread the emitted light along a particular vertical spread of +7° to -18°.

[00102] Additionally, the receiver 210 may take the form of receiver 110 described
above. As shown in Figures 2A-2C, the receiver 210 includes an optical arrangement that
provides an optical path between an optical lens 238 and a photodetector array 236.
Specifically, the optical lens 238 may be arranged to focus incoming light within a vertical
FOV range of +7° to -18°. And in accordance with the discussion above, the
photodetector array 236 may be configured to detect light at a 0.036° (horizontal) x 0.067°
(vertical) angular resolution. Other illustrations are possible as well.

[00103] Figures 3A to 3D next collectively illustrate implementation of the
disclosed LIDAR device in a vehicle 300, specifically illustrating an implementation of
the example LIDAR device 200 in the vehicle 300. Although vehicle 300 is illustrated as
a car, other embodiments are possible. Furthermore, although the example vehicle 300 is
shown as a vehicle that may be configured to operate in autonomous mode, the
embodiments described herein are also applicable to vehicles that are not configured to
operate autonomously. Thus, the example vehicle 300 is not meant to be limiting.

[00104] In particular, Figure 3A shows a Right Side View, Front View, Back View,
and Top View of the vehicle 300. As shown, the vehicle 300 includes the LIDAR device
200 being positioned on a top side of the vehicle 300 opposite a bottom side on which
wheels 302 of the vehicle 300 are located. Although the LIDAR device 200 is shown and
described as being positioned on the top side of the vehicle 300, the LIDAR device 200
could be positioned on any part feasible portion of the vehicle without departing from the
scope of the present disclosure.

[00105] Moreover, Figures 3B to 3C next show that the LIDAR device 200 may be
configured to scan an environment around the vehicle 300 (e.g., at a refresh rate of 15 Hz)
by rotating about the vertical axis 232 while emitting one or more light pulses and
detecting reflected light pulses off objects in the environment of the vehicle 300, for
example.

[00106] More specifically, Figure 3B shows that the LIDAR device 200 emits light
with the above-mentioned vertical spread of +7° to -18°. In this way, the light emissions

can be emitted toward regions of the environment that are relatively close to the vehicle
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300 (e.g., a lane marker) and/or towards regions of the environment that are further away
from the vehicle 300 (e.g., a road sign ahead of the vehicle).

[00107] Further, Figure 3C shows that the LIDAR device 200 uses the receiver 210
to detect reflected light with the above-mentioned vertical FOV of +7° to -18° and do so at
a resolution of 0.036° x 0.067°. In this way, the receiver 210 may detect light reflected off
regions of the environment that are relatively close to the vehicle 300 and/or light reflected
off regions of the environment that are further away from the vehicle 300.

[00108] Generally, these detection distances are illustrated by way of example in
Figure 3D. In particular, Figure 3D illustrates a top view of the vehicle 300 in the above-
described scenario where the vehicle 300 uses the LIDAR device 200 for scanning a
surrounding environment. Accordingly, the horizontal FOV of the receiver 210 may span
360° in all directions around the vehicle 300.

[00109] As shown in Figure 3D, the LIDAR device 200 may be suitable for
detection and/or identification of objects within a range of distances to the vehicle 300.
More specifically, objects outside of contour 304 and within a range of distances defined
by the contour 306 may be properly detected/identified using the data from the receiver
210 of the LIDAR device 200. It is noted that these contours are not to scale but are
illustrated as shown for convenience of description.

IV. A Mitigation System to Protect a LIDAR Device

[00110] In accordance with the present disclosure, a LIDAR device may be
equipped with a mitigation system that helps protect operation of the LIDAR device
against external light. As noted, the mitigation system may include one or more filters
such as an interference filter, an absorptive filter, an adaptive filter, and/or a spatial filter.
Given this mitigation system, the LIDAR device may thus have one or more hardware
components that are always in place to provide measures against external light.

i Interference Filter

[00111] An interference filter is a filter that is arranged to use the physical
phenomenon of wave interference to filter out one or more wavelengths of light and to
pass through one or more other wavelengths of light. In practice, an interference filter
may be configured in various shapes (e.g., rectangular) and may be composed of one or
more materials that are arranged to help facilitate such filtering of certain wavelengths of

light.
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[00112] For example, an interference filter may be composed of alternating layers
of high and low refractive index materials, which are deposited on a transparent substrate
such as glass or the like. With this arrangement, light traveling from a lower index
material may reflect off a higher index material in such a way that only light of certain
angles and wavelengths will constructively interfere and pass through the material while
all other light will destructively interfere and reflect off the material. Generally, the
thickness and refractive index values for the various layers may control interference of
light waves reflected at each layer interface. Thus, each thickness and refractive index
could be selected by design so as to select the target wavelengths to be filtered out.

[00113] Given these principles of operation of an interference filter, an interference
filter may be designed as a longpass filter that only permits longer wavelengths to pass
through, a shortpass filter that only permits shorter wavelengths to pass through, or a
bandpass filter that only permits a certain wavelength band to pass through, among various
other options. As such, a LIDAR device may include one or more such interference filters
so as to filter out certain combinations of wavelengths.

[00114] In particular, a LIDAR device may include an interference filter that is
arranged to filter out light having one or more wavelengths outside of the LIDAR device’s
detectable wavelength range and to at least pass through light having wavelengths in the
LIDAR device’s detectable wavelength range. In practice, the target wavelengths that are
filtered out may be those of external light originating at commonly used external light
sources and/or those known to damage functionality of the LIDAR device’s detectors,
among other possibilities. For instance, these commonly used external light sources may
be laser pointers, which are known to emit light of certain wavelengths, such as
wavelengths of 473 nm and/or 532 nm for example. Thus, the LIDAR device may include
one or more interference filters arranged to filter out any external light having wavelengths
of 473 nm and/or 532 nm, thereby helping protect the LIDAR device.

[00115] Furthermore, an interference filter may be positioned anywhere in the
LIDAR device’s optical path so that light is filtered out before it reaches the LIDAR
device’s detectors. In one example, an interference filter may be positioned in front of the
receiver’s lens, so that light is filtered out before passing through the lens. In another
example, an interference filter may be positioned after the receiver’s lens, so that light

passes through the lens and is then filtered out before reaching the detectors. In yet
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another example, interference filter may be deposited on or otherwise incorporated into the
receiver’s lens in various ways, so that light is filtered out while passing through the lens.
Other examples are possible as well.

[00116] Figure 4 illustrates an approach for incorporating a representative
interference filter 400 into the LIDAR device 200. In particular, Figure 4 is a close up
illustration of the receiver 210 having the interference filter 400. As shown, the
interference filter 400 is positioned after the lens 238, so that light passes through the lens
238 and is then filtered out by the interference filter 400 before reaching the detectors 236.
Furthermore, as shown, the interference filter 400 is configured to at least filter out light
having a wavelength of 532 nm, which is a wavelength emitted by a commonly used laser
pointer, and to at least pass through light having a wavelength of 1550 nm, which is a
wavelength within the LIDAR device 200’s detectable wavelength range. Other
illustrations are possible as well.

i Absorptive Filter

[00117] An absorptive filter is arranged to absorb one or more wavelengths of light
and to pass through one or more other wavelengths of light. In an absorptive filter, light is
blocked based on the absorption properties of the substrate used. Consequently, light that
is blocked does not reflect off the filter; rather, it is absorbed and contained within the
filter.

[00118] Generally, an absorptive filter may include organic and/or inorganic
compounds or the like that absorb certain wavelengths and that are mixed or otherwise
incorporated into one or more materials, such as glass and/or plastic for example. In this
way, an absorptive filter could be designed as a substrate that can take on various shapes
and forms. Moreover, the absorptive filter could be selectively designed to absorb certain
wavelengths while allowing other wavelengths of light to pass through.

[00119] In accordance with the present disclosure, a LIDAR device may include an
absorptive filter that is arranged to filter out light having one or more wavelengths outside
of the LIDAR device’s detectable wavelength range and to at least pass through light
having wavelengths in the LIDAR device’s detectable wavelength range. In practice, the
target wavelengths that are filtered out may be those of external light originating at
commonly used external light sources and/or those known to damage functionality of the

LIDAR device’s detectors, among other possibilities.
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[00120] Furthermore, an absorptive filter may be incorporated in a LIDAR device
in various ways. In one example, an absorptive filter may be incorporated into the LIDAR
device’s housing, so that the absorptive filter filters out light before the light reaches the
LIDAR device’s detectors. In another example, an absorptive filter may be incorporated
into the LIDAR device’s aperture, so that the absorptive filter filters out light before the
light reaches the LIDAR device’s detectors. In yet another example, an absorptive filter
may be incorporated into a receiver’s lens, so that the absorptive filter filters out light
before the light reaches the LIDAR device’s detectors. Other examples are also possible.
[00121] Figure 5 next illustrates an approach for incorporating a representative
absorptive filter 500 into the LIDAR device 200. In particular, Figure 5 is a close up
illustration of the housing 222 and the aperture 230. As shown, the absorptive filter 500 is
incorporated into the aperture 230, so that light filtered out before reaching the lens 238
and thus before reaching the detectors 236. Furthermore, as shown, the absorptive filter
500 is configured to at least filter out light having a wavelength of 473 nm, which is a
wavelength emitted by a commonly used laser pointer, and to at least pass through light
having a wavelength of 1555 nm, which is a wavelength within the LIDAR devices 200’s
detectable wavelength range. Other illustrations are possible as well.

iil. Adaptive Filter

[00122] An adaptive filter is a filter that is tunable and thus the wavelengths being
filtered out by this filter are adjustable or otherwise selectable in various ways. In
practice, an adaptive filter may carry out such filtering by absorbing certain wavelengths
of light and/or by reflecting certain wavelength of light. Thus, the light absorption and
reflection principles discussed above in the context of the absorptive and interference filter
may apply in the context of the adaptive filter.

[00123] Further, an adaptive filter may be activated based on application of an
electrical signal or the like to the filter. Also, the wavelengths being filtered out can be
manually and/or automatically selected based on adjustment of characteristics (e.g.,
current and/or voltage) of the applied electrical signal. Thus, a voltage/current source
could be coupled to the adaptive filter and a control system and/or an operator may adjust
the voltage/current being outputted by the source, so as to selectively adjust the

wavelengths being filtered out by the adaptive filter.
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[00124] Generally, such selective adjustments of the wavelengths being filtered out
can occur due to one or more electro-optic effects. For example, electro-optic effects
known as the Kerr effect and the Pockels effect may allow for a change of a refractive
index of a material in response to application of an electric field to that material. For this
reason, an adaptive filter may be composed of a material (e.g., a liquid crystal) having
light transmittance characteristics that can be controlled by an externally applied voltage
or current.

[00125] In accordance with the present disclosure, a LIDAR device may include
such an adaptive filter. In one case, the wavelengths being filtered out by the adaptive
filter may be constant. For example, the adaptive filter may be preconfigured to filter out
at all times wavelengths of external light originating at commonly used external light
sources and/or wavelengths that may damage functionality of the LIDAR device’s
detectors, among other possibilities. In another case, however, the wavelengths being
filtered out by the adaptive filter may be adjusted over time based on various factors. As
further described in detail below, for instance, a control system may use sensor data to
determine a particular wavelength of the external light and may responsively cause the
adaptive filter to filter out light having that particular wavelength. Other cases are also
possible.

[00126] Furthermore, an adaptive filter may be may be positioned anywhere in the
LIDAR device’s optical path so that light is filtered out before reaching the LIDAR
device’s detectors. In one example, an adaptive filter may be positioned in front of the
receiver’s lens, so that light is filtered out before passing through the lens. In another
example, an adaptive filter may be positioned after the receiver’s lens, so that light passes
through the lens and is then filtered out before reaching the detectors. In yet another
example, an adaptive filter may be deposited on or otherwise incorporated into the
receiver’s lens in various ways, so that light is filtered out while passing through the lens.
Other examples are possible as well.

[00127] Figures 6A-6B illustrate an approach for incorporating a representative
adaptive filter 600 into the LIDAR device 200. In particular, Figures 6A-6B each show a
close up illustration of the receiver 210 having the adaptive filter 600. As shown, the
adaptive filter 600 is positioned after the lens 238, so that light passes through the lens 238
and is then filtered out by the adaptive filter 600 before reaching the detectors 236.
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Furthermore, shown is a voltage source 602 that is coupled to the adaptive filter 600 and is
configured to apply a voltage to the adaptive filter 600.

[00128] In particular, Figure 6A illustrates that the voltage source 602 may apply a
voltage V1 to the adaptive filter 600 and the adaptive filter 600 may then responsively be
configured to filter out light having a wavelength of 532 nm, which is a wavelength of
external light emitted by a first laser pointer. In contrast, Figure 6B illustrates that the
voltage source 602 may apply a voltage V2 to the adaptive filter 600 and the adaptive
filter 600 may then responsively be configured to filter out light having a wavelength of
473 nm, which is a wavelength of external light emitted by a second laser pointer. In both
Figures 6A-6B, the adaptive filter 600 is shown as allowing light having the wavelength of
1550 nm to pass through. Other illustrations are possible as well.

[00129] In a further aspect, an adaptive filter may be a filter that becomes opaque
when under threshold high intensity illumination, thereby filtering light when under such
threshold high intensity illumination. In particular, such a filter may be an optical power
limiter that achieves the opaque state based on self-focusing principals, among others.
With regards to self-focusing, for instance, the filter may include a medium having a
nonlinear refractive index that increases with increasing light field intensity (e.g., due to
the Kerr effect). In practice, the refractive index may become larger in areas where the
intensity is higher, such as a center of a light beam, which may create a focusing density
profile (e.g., a Townes profile) that may collapse the beam, thereby resulting in the opaque
state. In this way, the optical power limiter may filter out light when under high intensity
illumination and may do so with a relatively fast response time. Specifically, the optical
power limiter may do so without there necessarily being application of an electrical signal
to the filter (e.g., in response to detection of light) to cause the filter to filter out light.
[00130] In this aspect, an adaptive filter could also be arranged to filter out a
particular wavelength only when under threshold high intensity illumination at that
particular wavelength, while remaining transparent when under illumination at
wavelengths other than the particular wavelength. In particular, such a filter may be an
optical power limiter that achieves the wavelength-dependent opaque state based on
stimulated Brillouin scattering (SBS) principals, among others. With regards to SBS, for
instance, threshold high intensity beams of light traveling in a medium may induce

acoustic vibrations in the medium (e.g., due to electrostriction) and those vibrations may
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ultimately cause the beam to display scattering in a direction substantially opposite the
incoming beam. Moreover, material(s) could be selectively used to help set
wavelength(s) of light at which SBS occurs, thereby resulting in the wavelength-
dependent opaque state. In this way, select wavelength(s) of light could be filtered out
without there necessarily being application of an electrical signal to a filter. Other aspects
are possible as well.

. Spatial Filter

[00131] A spatial filter is a filter that limits the physical space through which light
can travel from one side of the filter to the other of the filter. In practice, a spatial filter
may include a surface having one or more holes through which light may travel. This
surface can take on one of various shapes and may be composed of one or more of various
materials. Also, the holes formed on the surface could each respectively take on one of
various shapes and could be formed at various locations on the surface.

[00132] By way of example, a spatial filter may include a surface having a plurality
of holes formed thereon in accordance with a spatial pattern. In practice, various such
spatial patterns are possible. For instance, the spatial pattern may be a grid of equally
spaced holes formed throughout the surface. If the surface is a flat surface, then equal
spacing between various adjacent holes may involve equal linear spacing between the
holes. But if the surface is a curved surface, then equal spacing between various adjacent
holes may also involve equal angular spacing between the holes. Other examples are also
possible.

[00133] In accordance with the present disclosure, a LIDAR device may include a
spatial filter that is arranged to spatially filter out light entering the optical path.
Specifically, light entering the LIDAR device’s optical path would encounter the spatial
filter before reaching the LIDAR device’s detectors. With this arrangement, only light
passing through holes of the filter would likely reach the detector, but all other light would
be blocked by the spatial filter’s surface. In this way, the spatial filter may narrow down
the physical space through which light has to travel in order to reach the detectors, thereby
reducing the likelihood of external light being able to reach the detectors.

[00134] Although the spatial filter may narrow down the physical space through
which light has to travel in order to reach the detectors, the LIDAR device may still

receive a sufficient extent of reflected light so as to generate a sufficient number of data
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points about the environment. In particular, the spatial pattern of holes on the spatial
filter’s surface may be arranged such that a sufficient extent of light reflected from each of
various portions of the environment is able to reach the detectors. For example, the spatial
pattern may be the above-mentioned grid of equally spaced holes formed throughout the
surface. By having such equal spacing, light reflected from each of various portions of the
environment is equally likely to arrive at the detectors. Moreover, if a relatively large
number of holes are formed throughout the surface, then the LIDAR device may still have
the ability to generate a relatively large number of data points that could be used for
detection and/or identification of objects in the environment or the like.

[00135] Furthermore, a spatial filter may be may be positioned anywhere in the
LIDAR device’s optical path so that light is spatially filtered before reaching the LIDAR
device’s detectors. In one example, a spatial filter may be positioned in front of the
receiver’s lens, so that light is spatially filtered before passing through the lens. In another
example, a spatial filter may be positioned after the receiver’s lens, so that light passes
through the lens and is then spatially filtered before reaching the detectors. In this
example, the spatial filter could be positioned substantially proximate to the detector array
(e.g., at or near an image plane), such as by being positioned adjacent to (e.g., contiguous
with) the detector array, among other possibilities. In yet another example, a spatial filter
may be deposited on or otherwise incorporated into the receiver’s lens in various ways, so
that light is spatially filtered while passing through the lens. Other examples are possible
as well.

[00136] Figures 7A next illustrates a representative spatial filter 700 in accordance
with the present disclosure. As shown, the spatial filter 700 includes a surface having a
plurality of circular holes formed thereon. The holes are arranged in a grid pattern in
which the holes are equally spaced. Moreover, all of the holes in the representative spatial
filter 700 are of the same size.

[00137] Figure 7B then illustrates an approach for incorporating the representative
spatial filter 700 into the above-described LIDAR device 200. In particular, Figure 7B
shows a close up illustration of the receiver 210 including the spatial filter 700.
Specifically, the spatial filter 700 is positioned in front of the detector array 236, so that
light is spatially filtered right before reaching the detectors 236. As shown, a portion of
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the light beams from the environment pass through the holes of the spatial filter 700, but
the other light beams are blocked by the surface of spatial filter 700.

[00138] In this manner, the spatial filter 700 may reduce the likelihood of external
light being able to reach the detectors 236. For example, if a user of a laser point aims
laser light towards a LIDAR device not having the spatial filter 700, there may be a certain
likelihood of that laser light reaching the detectors 236. But if the spatial filter 700 is
added to that LIDAR device, then the likelihood of laser light from the laser pointer
reaching the detector 236 may decrease. As a result, the user of the laser pointer may
encounter an increased difficulty of aiming the laser light in such a way that the laser light
is able to reach the detectors 236. Thus, the spatial filter 700 may help mitigate damage to
the LIDAR device and/or false detections by the LIDAR device, among other outcomes.
Other illustrations are also possible.

[00139] In an alternative implementation, a detector array having a relatively low
fill factor may be considered to be the spatial filter. In particular, the fill factor may define
the extent (e.g., size and/or number) of gaps between detectors of the array, with those
gaps being unresponsive to light. In one case, a detector array may have a relatively high
fill factor and thus may include relatively small gaps between detectors of the array. But in
another case, a detector array may have a relatively low fill factor and thus may include
relatively large gaps between detectors of the array. So if a LIDAR device includes a
detector array that has a relatively low fill factor, that detector array may help narrow
down the physical space through which light has to travel in order to reach the detectors,
thereby reducing the likelihood of external light being able to reach the detectors. In this
way, the detector array could spatially filter light without there necessarily being a
separate physical filter that is configured to spatially filter out light.

[00140] Moreover, although a detector array having a relatively low fill factor may
narrow down the physical space through which light has to travel in order to reach the
detectors, the LIDAR device may still receive a sufficient extent of reflected light so as to
generate a sufficient number of data points about the environment. In particular, a spatial
pattern of detectors on the detector array may be arranged such that a sufficient extent of
light reflected from each of various portions of the environment is able to reach the
detectors. For example, the array’s spatial pattern may be a grid of equally spaced

detectors, with the spacing between the detectors in the gaps that are unresponsive to light.
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By having such equal spacing, light reflected from each of various portions of the
environment is equally likely to arrive at the detectors. Moreover, if a relatively large
number of detectors are included in the array, then the LIDAR device may still have the
ability to generate a relatively large number of data points that could be used for detection
and/or identification of objects in the environment or the like. Other implementations are
also possible.

V. A Proactive Mitigation Procedure to Protect a LIDAR Device

[00141] In accordance with the present disclosure, a control system may be
configured to engage in a proactive mitigation procedure. In particular, the proactive
mitigation procedure may protect operation of a LIDAR device again external light and do
so whether or not such external light is actually being emitted towards the LIDAR device.
In this way, the control system may take steps in advance so as to ensure that measures are
in place to protect operation of the LIDAR device against external light.

[00142] Figure 8 is a flowchart illustrating a method 800, according to an example
implementation. In particular, method 800 may be implemented to carry out a proactive
mitigation procedure. As discussed in further detail below, the proactive mitigation
procedure may involve operating the LIDAR device to vary over time characteristics with
which light is being emitted and to only detect light having characteristics that match the
characteristics with which light is being emitted.

[00143] Method 800 shown in Figure 8 (and other processes and methods disclosed
herein) presents a method that can be implemented within an arrangement involving, for
example, the LIDAR device 100 of Figure 1, by vehicle 300 shown in Figures 3A-3D,
and/or by vehicle 1700 shown in Figure 17 and further described below (or more
particularly by one or more components or subsystems thereof, such as by a processor and
a non-transitory computer-readable medium having instructions that are executable to
cause the device to perform functions described herein). Additionally or alternatively,
method 800 may be implemented within any other arrangements and systems.

[00144] Method 800 and other processes and methods disclosed herein may include
one or more operations, functions, or actions as illustrated by one or more of blocks 802-
806. Although the blocks are illustrated in sequential order, these blocks may also be

performed in parallel, and/or in a different order than those described herein. Also, the
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various blocks may be combined into fewer blocks, divided into additional blocks, and/or
removed based upon the desired implementation.

[00145] In addition, for the method 800 and other processes and methods disclosed
herein, the flowchart shows functionality and operation of one possible implementation of
present implementations. In this regard, each block may represent a module, a segment, or
a portion of program code, which includes one or more instructions executable by a
processor for implementing specific logical functions or steps in the process. The program
code may be stored on any type of computer readable medium, for example, such as a
storage device including a disk or hard drive. The computer readable medium may
include non-transitory computer readable medium, for example, such as computer-
readable media that stores data for short periods of time like register memory, processor
cache and Random Access Memory (RAM). The computer readable medium may also
include non-transitory media, such as secondary or persistent long term storage, like read
only memory (ROM), optical or magnetic disks, compact-disc read only memory (CD-
ROM), for example. The computer readable media may also be any other volatile or non-
volatile storage systems. The computer readable medium may be considered a computer
readable storage medium, for example, or a tangible storage device. In addition, for the
method 800 and other processes and methods disclosed herein, each block in Figure 8 may
represent circuitry that is wired to perform the specific logical functions in the process.
[00146] At block 802, method 800 involves operating a LIDAR device to emit light
with an initial set of optical characteristics and to only detect light having the initial set of
optical characteristics.

[00147] Generally, a control system may be configured to operate a LIDAR device
to emit light having a certain set of optical characteristics. These characteristics may
include timing with which light is emitted, wavelengths being emitted, intensity at which
light is emitted, and/or modulation according to which light is emitted. Although the
present disclosure is described herein in the context of these optical characteristics, the
present disclosure may be carried out in the context of other optical characteristics as well,
such as a phase at which light is emitted and/or polarization at which light is emitted
and/or received, among others

[00148] As an initial matter, the control system may operate the LIDAR device to

emit light with an initial set of optical characteristics. In one case, the initial set may be a
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predetermined set. For instance, the control system may have stored thereon or may
otherwise have information indicating the set of optical characteristics with which the
LIDAR device should initially emit light, and the control system may thus operate the
LIDAR device based on that information. In another case, the initial set may be based on
application of a pseudo-random code. For instance, a pseudorandom number generator
(PRNG) may generate a parameter or the like with respect to a particular optical
characteristic (possibly within a certain range or set of parameters), and the control system
may use that parameter as the parameter of the particular optical characteristic with which
light is emitted. In a specific example, the PRNG may generate the number “1550” with
respect to wavelength, and the control system may operate the LIDAR device to emit light
having a wavelength of 1550 nm.

[00149] With this arrangement, the control system may effectively use evaluation of
optical characteristics as basis for distinguishing reflected light that originated at the
LIDAR device from external light that did not originate at the LIDAR device. In
particular, while the LIDAR device emits light with the initial set of optical characteristics
and/or after the LIDAR device emits such light, the control system may operate the
LIDAR device to only detect light having that initial set of optical characteristics. To do
so, the control system may carry out one or more of various approaches, with each
approach being specific to the optical characteristic being distinguished. These
approaches are discussed in further detail below.

[00150] At block 804, method 800 involves determining an adjustment to one or
more optical characteristics of the initial set of optical characteristics, thereby resulting in
an adjusted set of optical characteristics. Additionally, at block 806, method 800 involves,
after determining the adjustment, operating the LIDAR device to emit light with the
adjusted set of optical characteristics and to only detect light having the adjusted set of
optical characteristics.

[00151] Although the control system may operate the LIDAR device to distinguish
reflected light that is originated at the LIDAR device from external light, the external light
could nonetheless end up having optical characteristics that match the optical
characteristics with which light is emitted and detected. For example, the control system
may operate the LIDAR device to emit light with an initial set of optical characteristics

and the external light may not initially have such characteristics. But characteristics of the
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external light may change over time for various reasons. For instance, characteristics of
the external light could be manually or automatically altered to match the initial set of
optical characteristics.

[00152] Given that the external light could end up having optical characteristics that
match the optical characteristics with which light is emitted and detected, the LIDAR
device may still end up detecting the external light unless further action is taken. So to
deal with this issue, the control system may determine an adjustment to the set of optical
characteristics and may then operate the LIDAR device to emit and detect light in
accordance with that adjustment. By doing so, the control system may help overcome a
situation where characteristics of the external light match characteristics of the light being
emitted and detected. Moreover, the control system may be configured to carry out one or
more such adjustments over time (e.g., continuously or from time-to-time), so as to reduce
the likelihood of the external light having at any given time optical characteristics that
match the optical characteristics of light being emitted and detected at that given time.
Nonetheless, the adjustment(s) could be based on one or more of various factors.

[00153] In one case, an adjustment may be a predetermined adjustment. In
particular, the control system may have stored thereon or may otherwise have access to
information indicating a particular adjustment, and the control system could thus adjust the
initial set based on this particular adjustment, thereby resulting in an adjusted set of optical
characteristics.

[00154] For example, the information may include a sequence of parameters with
respect to a particular optical characteristic, and the control system may include the next
parameter of the sequence in the set of optical characteristics, such as by adding that
parameter to the set or by replacing the initial parameter being used with that next
parameter. In a specific example, the initial parameter in the sequence may be a
wavelength of 1550 nm, and the control system may thus operate the LIDAR device to
emit and detect light having a wavelength of 1550 nm. Then, the control system may
determine that the next parameter in the sequence is a wavelength of 1552 nm, and the
control system may thus operate the LIDAR device to emit and detect light having a
wavelength of 1552 nm, and so on.

[00155] In another example, the information may include a particular modification

with respect to a particular optical characteristic, and thus the control system may apply
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that modification to a currently used parameter, so as to result in a modified parameter
being included in the set of optical characteristics. In a specific example, the control
system may operate the LIDAR device to emit and detect light having an initial
wavelength of 1550 nm. Then, the control system may determine that the particular
modification indicates a 2 nm increase to wavelength being used, and thus the control
system may increase the initial wavelength by 2 nm, so as to result in an adjusted
wavelength of 1552 nm. Once adjusted, the control system may then operate the LIDAR
device to emit and detect light having the adjusted wavelength of 1552 nm, and so on.
[00156] In another case, an adjustment may be based on application of a pseudo-
random code. As noted, a PRNG could generate a parameter or the like with respect to a
particular optical characteristic. With this arrangement, the control system may adjust the
set of optical characteristics to include a newly generated parameter, such as by adding
that newly generated parameter to the set or by replacing the initial parameter being used
with that newly generated parameter. For example, the PRNG may initially generate the
number “1550” with respect to wavelength, and the control system may operate the
LIDAR device to emit light having an initial wavelength of 1550 nm. Then, the PRNG
may generate the number “1542” with respect to wavelength, and the control system may
operate the LIDAR device to emit light having an adjusted wavelength of 1542 nm. Other
cases and examples are possible as well.

[00157] Once an adjustment is determined and applied as discussed above, the
control system may then again effectively use evaluation of optical characteristics as basis
for distinguishing reflected light that originated at the LIDAR device from external light
that did not originate at the LIDAR device. In particular, while the LIDAR device emits
light with the adjusted set of optical characteristics and/or after the LIDAR device emits
such light, the control system may operate the LIDAR device to only detect light having
that adjusted set of optical characteristics. Here again, the control system may do so by
carrying out one or more of various approaches, with each approach being specific to the
optical characteristic being distinguished. As noted, these approaches will now be
described with respect to the various optical characteristics.

i Variation of Timing

[00158] In accordance with the present disclosure, the control system may operate

the LIDAR device to vary over time a timing arrangement according to which light is
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being emitted and to only detect light received in accordance with a timing arrangement
that matches the timing arrangement according to which light is being emitted. In
practice, the timing arrangement at issue may be a timing interval or a timing pattern,
among other options.

[00159] In one implementation, the control system may operate the LIDAR device
to emit light pulses with a certain timing interval. In doing so, the control system may
ensure that a time difference between emission of a first pulse and subsequent emission of
a second pulse is substantially the same as a time difference between emission of the
second pulse and subsequent emission of a third pulse, etc. By way of example, the
control system may operate the LIDAR device to emit a first light pulse. And when the
control system determines that three microseconds (3 us} have passed after emission of the
first light pulse, the control system may operate the LIDAR device to emit a second light
pulse. Then, when the control system determines that 3 i3 have passed after emission of
the second light pulse, the control system may operate the LIDAR device to emit a third
light pulse, and so on.

[00160] In another implementation, the control system may operate the LIDAR
device to emit light pulses with a certain timing pattern. In this case, the time difference
between the various emitted pulses may vary and may not necessarily be consistent over
time. By way of example, the control system may operate the LIDAR device to emit a
first light pulse. And when the control system determines that 2 ps have passed after
emission of the first light pulse, the control system may operate the LIDAR device to emit
a second light pulse. Then, when the control system determines that 1 ys has passed after
emission of the second light pulse, the control system may operate the LIDAR device to
emit a third light pulse. Then, when the control system determines that 4 ps have passed
after emission of the third light pulse, the control system may operate the LIDAR device
to emit a fourth light pulse. In this way, the control system may emit light pulses over
time according to a timing pattern.

[00161] Although the various aspects described herein may be carried out in the
context of various such timing arrangements, the present disclosure is described herein in
the context of a timing interval. It is noted, however, that the described approaches could

also be carried out in the context of a timing pattern, among others.

35



WO 2018/093613 PCT/US2017/060438

[00162] More specifically, in accordance with the present disclosure, the control
system may operate the LIDAR device to emit light pulses according to an initial timing
interval and to only detect return light pulses that are received according to a timing
interval that matches the initial timing interval. In this way, the control system may
effectively use evaluation of the timing interval as basis for distinguishing reflected light
that originated at the LIDAR device from external light that did not originate at the
LIDAR device. And the control system may do so in various ways.

[00163] In one example, the LIDAR device may generate data packets respectively
based on detection of several light pulses. For each such data packet, the control system
may timestamp the data packet so as to have information related to a time at which a light
pulse associated with that packet was received. With this arrangement, the control system
may use such time stamps as basis for determining a time difference between
consecutively generated data packets. If the time difference substantially matches the
timing interval at issue, the control system may determine that these data packets should
be used for detection/identification of object or the like, and thus the control system may
use those data packets in this manner. But if the time difference does not substantially
match the timing interval at issue, the control system may determine that these data
packets should not be used for detection/identification of object or the like, and thus the
control system may discard or otherwise disregard those data packets.

[00164] In another example, the control system may operate the LIDAR device to
emit several light pulses towards a particular region of the environment in accordance with
a timing interval and the LIDAR device may then detect several pulses that arrive from
that particular region. In this example, the control system may determine time delays
respectively between emitted pulses and the detected pulses in accordance with the order
in which such detected pulses are received. Then, the control system may determine
which of the detected pulses are correlated in time with the emitted pulses, and may
determine based on such correlation which of these detected pulses originated at an
external light source and which originated at the LIDAR device.

[00165] For instance, the control system may determine a particular time delay
between a first emitted pulse and a first detected pulse, and may also determine the same
particular time delay between a subsequent second emitted pulse and a subsequent second

detected pulse. Based on this determination, the control system may determine that the
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first and second detected pulses are correlated in time with the respective emitted pulses
and thus may determine that data packets generated based on these detected pulses should
be used for detection/identification of object or the like.

[00166] In contrast, the control system may determine a different time delay
between a subsequent third emitted pulse and a subsequent third detected pulse. Based on
this determination, the control system may determine that the third detected pulse is not
correlated in time and thus may determine that a data packet generated based on this third
light pulse should not be used for detection/identification of object or the like. In this
situation, however, the control system may determine that the same particular time delay
at issue between the third emitted pulse and a subsequent fourth detected pulse. As such,
the control system may determine that the fourth detected pulse is correlated in time and
thus may determine that a data packet generated based on this fourth detected light pulse
should be used for detection/identification of object or the like, and so on. Other instances
and examples are possible as well.

[00167] Furthermore, in accordance with the discussion above, the control system
may determine an adjustment to the timing interval and may then operate the LIDAR
device to emit and detect light in accordance with that adjustment. In particular, the
control system may operate the LIDAR device to emit light pulses according to the adjust
timing interval and to only detect return light pulses that are received according to a timing
interval that substantially matches the adjusted timing interval with which light pulses are
emitted. In this way, the control system may help overcome a situation where a timing
interval according to which external light is emitted matches the initial timing interval
according to which light pulses are being emitted and detected by the LIDAR device.
[00168] Figures 9A-9F illustrate variation of a timing interval to help protect a
LIDAR device against external light.

[00169] In particular, as shown by Figure 9A, the vehicle 300’s LIDAR device 200
emits representative light pulses a, b, and ¢ with a timing interval of 2 us. Given the
arrangements described herein, the LIDAR device 200 may thus operate to only detect
light pulses that are received according to the 2 us timing interval. For this reason, the
LIDAR device 200 may detect representative light pulses d, e, and f, which are shown in
Figure 9B as having a matching timing interval of 2 ps and being of reflected light. But
for the same reason, the LIDAR device 200 may not detect representative light pulses g, h,
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and I, which are shown in Figure 9C as having a time interval of 3 ps and being of
external light.

[00170] Further, Figure 9D illustrates that the timing interval has been adjusted to
an adjusted timing interval of 1 us. As such, as shown by Figure 9D, the LIDAR device
200 emits representative light pulses j, k, and | with the adjusted timing interval of 1 us.
Given the arrangements described herein, the LIDAR device 200 may thus operate to only
detect light pulses that are received according to the 1 us adjusted timing interval. For this
reason, the LIDAR device 200 may detect representative light pulses m, n, and o, which
are shown in Figure 9E as having a matching timing interval of 1 us and being of reflected
light. But for the same reason, the LIDAR device 200 may not detect representative light
pulses p, q, and, r, which are shown in Figure 9F as having a time interval of 2 us and
being of external light, even though the time interval of the light pulses p, q, and, r
matches the previous time interval shown in Figure 9A. In this manner, the adjustment
may help protect the LIDAR device 200 against external light. Other illustrations are
possible as well.

ii. Variation of Wavelengths

[00171] In accordance with the present disclosure, the control system may operate
the LIDAR device to vary over time wavelength(s) with which light is being emitted and
to only detect light wavelength(s) that match the wavelength(s) with which light is being
emitted.

[00172] More specifically, in accordance with the present disclosure, the control
system may operate the LIDAR device to emit light having an initial set of one or more
wavelengths and to only detect light having one or more wavelengths that are within the
initial set. In this way, the control system may effectively use wavelength as a basis for
distinguishing reflected light that originated at the LIDAR device from external light that
did not originate at the LIDAR device. And the control system may do so in various ways.
[00173] In one example, the control system may operate the LIDAR device to emit
light having a set of one or more wavelengths. While or after doing so, the control system
may operate the LIDAR device to deactivate any of the LIDAR device’s detectors that are
configured to only detect wavelengths that are not within the set. In this way, the LIDAR
device may not generate any data packets for light that arrives at the detectors but does not

have wavelengths within the set of wavelengths.
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[00174] In another example, the control system may operate the LIDAR device to
emit light having a set of one or more wavelengths. Then, the LIDAR device may
generate data packets respectively based on detection of several light pulses. For each
such data packet, the control system may generate metadata or the like for the data packet,
with the metadata indicating the wavelength of a light pulse associated with that packet
(e.g., based on wavelength configuration of the detector that detected the light pulse).
With this arrangement, if the metadata indicates a wavelength that is within the set, the
control system may determine that the associated data packet should be used for
detection/identification of objects, and thus the control system may use the data packet in
this manner. But if the metadata indicates a wavelength that is not within the set, the
control system may determine that the data packet should not be used for
detection/identification of objects, and thus the control system may discard or otherwise
disregard this data packet.

[00175] In yet another example, the control system may operate the LIDAR device
to emit light having a set of one or more wavelengths. While or after doing so, the control
system may reconfigure the LIDAR device’s adaptive filter to only pass through light
having wavelengths that are within the set and to block any light having wavelengths that
are not within the set. In this way, only light having one or more wavelengths within the
set may reach the detector and thus may ultimately be used as basis for
detection/identification of objects or the like. Other examples are also possible.

[00176] Furthermore, in accordance with the discussion above, the control system
may determine an adjustment to the initial set of one or more wavelengths. In practice, the
adjustment may involve replacement of at least one wavelength of the set with a different
wavelength, a removal of a wavelength from the set, and/or an addition of a wavelength to
the set, among other options. As such, the control system may operate the LIDAR device
to emit light have the adjusted set of one or more wavelengths and to only detect light
having one or more wavelengths that are within the adjusted set. In this way, the control
system may help overcome a situation where one or more wavelengths with which
external light is emitted are within the set of wavelengths being emitted and detected by
the LIDAR device.

[00177] Figures 10A-10F illustrate variation of wavelength to help protect a LIDAR

device against external light.
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[00178] In particular, as shown by Figure 10A, the vehicle 300°’s LIDAR device
200 emits representative light having a wavelength of 1550 nm. Given the arrangements
described herein, the LIDAR device 200 may thus operate to only detect light having a
wavelength of 1550 nm. For this reason, the LIDAR device 200 may detect the
representative light shown in Figure 10B, which has a matching wavelength of 1550 nm
and is of reflected light. But for the same reason, the LIDAR device 200 may not detect
the representative light shown in Figure 10C, which has a wavelength of 473 nm and is of
external light.

[00179] Further, Figure 10D illustrates that the wavelength has been adjusted to an
adjusted wavelength of 1552 nm. As such, as shown by Figure 10D, the LIDAR device
200 emits representative light having a wavelength of 1552 nm. Given the arrangements
described herein, the LIDAR device 200 may thus operate to only detect light having a
wavelength of 1552 nm. For this reason, the LIDAR device 200 may detect the
representative light shown in Figure 10E, which has a matching wavelength of 1552 nm
and is of reflected light. But for the same reason, the LIDAR device 200 may not detect
the representative light shown in Figure 10F, which has a wavelength of 1550 nm and is of
external light, even though this wavelength matches the previous wavelength shown in
Figure 10A. In this manner, the adjustment may help protect the LIDAR device 200
against external light. Other illustrations are possible as well.

il. Variation of Intensities

[00180] In accordance with the present disclosure, the control system may operate
the LIDAR device to vary over time an intensity pattern with which light is being emitted
and to only detect light having the intensity pattern with which light is being emitted.
[00181] More specifically, in accordance with the present disclosure, the control
system may operate the LIDAR device to emit light emit light pulses having intensities
that spatially vary according to an initial intensity pattern. Also, the control system may
operate the LIDAR device to only detect light pulses having intensities that spatially vary
according to an intensity pattern that substantially corresponds to the initial intensity
pattern. In this way, the control system may effectively use evaluation of intensity as basis
for distinguishing reflected light that originated at the LIDAR device from external light
that did not originate at the LIDAR device. And the control system may do so in various

ways.
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[00182] In one example, the control system may operate the LIDAR device to emit
towards a region in the environment several light pulses each having a respective intensity
in accordance with an alternating intensity pattern. For instance, a first light pulse may
have an intensity of 0.2 W/m®, a second light pulse that is spatially adjacent to the first
light pulse may have an intensity of 0.4 W/m?, a third light pulse that is spatially adjacent
to the second light pulse may have an intensity of 0.2 W/m?, and a fourth light pulse that is
spatially adjacent to the third light pulse may have an intensity of 0.4 W/m? and so on.
With this arrangement, the control system may operate the LIDAR device to only detect
light pulses arriving from the region in the environment that have intensities that spatially
vary according to an alternating intensity pattern. In practice, such light intensities could
be determined using one or more photometers, among other possibilities.

[00183] In one example scenario, the LIDAR device may receive several light
pulses and may determine respective intensities of these light pulses. In this example
scenario, a first received light pulse may have an intensity of 0.1 W/m?, a second received
light pulse that is spatially adjacent to the first received light pulse may have an intensity
of 0.3 W/m?, a third received light pulse that is spatially adjacent to the second received
light pulse may have an intensity of 0.1 W/m?, and a fourth received light pulse that is
spatially adjacent to the third received light pulse may have an intensity of 0.3 W/m?, and
so on. Given these intensities, the control system may determine that the received light
pulses have intensities that spatially vary according to an alternating intensity pattern.
Consequently, the control system may responsively use data generated based on these
received pulses for detection/identification of objects in the region of the environment or
the like.

[00184] In another scenario, the LIDAR device may receive several light pulses and
may determine respective intensities of these light pulses. In this example, a first received
light pulse may have an intensity of 0.4 W/m’, a second received light pulse that is
spatially adjacent to the first received light pulse may have an intensity of 0.4 W/m?, a
third received light pulse that is spatially adjacent to the second received light pulse may
have an intensity of 0.3 W/m?, and a fourth received light pulse that is spatially adjacent to
the third received light pulse may have an intensity of 0.5 W/m”. Given these intensities,
the control system may determine that the received light pulses have intensities that

spatially vary according to an intensity pattern that is not the alternating intensity pattern
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at issue. Consequently, the control system may responsively not use data generated based
on these received pulses for detection/identification of objects in the region of the
environment or the like.

[00185] In another example, the control system may operate the LIDAR device to
emit towards a region in the environment several light pulses each having a respective
intensity in accordance with a particular intensity pattern in which adjacent intensities
have a particular absolute intensity difference and/or are different by a particular
percentage. For instance, a first light pulse may have an intensity of 0.5 W/m?, a second
light pulse that is spatially adjacent to the first light pulse may have an intensity of 1.5
W/m?, a third light pulse that is spatially adjacent to the second light pulse may have an
intensity of 2.5 W/m?”, and a fourth light pulse that is spatially adjacent to the third light
pulse may have an intensity of 3.5 W/m®, and so on. In this way, the particular intensity
pattern may be one in which adjacent light pulses have intensities that are different by an
absolute difference of 1 W/m”>. With this arrangement, the control system may thus
operate the LIDAR device to only detect light pulses arriving from the region in the
environment that have intensities that spatially vary according to the particular intensity
pattern.

[00186] In one example scenario, the LIDAR device may receive several light
pulses and may determine respective intensities of these light pulses. In this example
scenario, a first received light pulse may have an intensity of 0.1 W/m?, a second received
light pulse that is spatially adjacent to the first received light pulse may have an intensity
of 1.1 W/m?, a third received light pulse that is spatially adjacent to the second received
light pulse may have an intensity of 2.1 W/m?, and a fourth received light pulse that is
spatially adjacent to the third received light pulse may have an intensity of 3.1 W/m?, and
so on. Given these intensities, the control system may determine that adjacent received
light pulses have intensities that are different by an absolute difference of 1 W/m®, thereby
determining that that the received light pulses have intensities that spatially vary according
to the particular intensity pattern. Consequently, the control system may responsively use
data generated based on these received pulses for detection/identification of objects in the
region of the environment or the like.

[00187] In another example scenario, the LIDAR device may receive several light

pulses and may determine respective intensities of these light pulses. In this example
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scenario, each received light pulse may have an intensity of 2 W/m”. Given these
intensities, the control system may determine that there is no difference between
intensities of adjacent received light pulses and thus determine that that the received light
pulses do not have intensities that spatially vary according to the particular intensity
pattern. Consequently, the control system may responsively not use data generated based
on these received pulses for detection/identification of objects in the region of the
environment or the like. Other examples and example scenarios are possible as well.
[00188] Figures 11A-11F illustrate variation of intensities to help protect a LIDAR
device against external light.

[00189] In particular, as shown by Figure 11A, the vehicle 300°’s LIDAR device
200 emits a representative light pulse “a” having an intensity of 1 W/m’, a representative
light pulse “b” having an intensity of 2 W/m”, and a representative light pulse “c” having
an intensity of 3 W/m®. In this way, the intensities of the emitted light pulses vary in
accordance with a particular intensity pattern in which adjacent intensities have a
particular absolute intensity difference of 1 W/m”. Given the arrangements described
herein, the LIDAR device 200 may thus operate to only detect light pulses having
intensities that spatially vary in accordance with an intensity pattern that matches the
particular intensity pattern.

[00190] For this reason, the LIDAR device 200 may detect representative light
pulses d, e, and f, which are shown in Figure 11B as having a matching intensity pattern
and being of reflected light.  Specifically, as shown in Figure 11B, the intensities of
adjacent light pulses are different by an absolute intensity difference of 1 W/m*. But for
the same reason, the LIDAR device 200 may not detect representative light pulses g, h,
and i, which are shown in Figure 11C as having a different intensity pattern and being of
external light. Specifically, as shown in Figure 11C, the intensities of adjacent light pulses
are different by an absolute intensity difference of 0.5 W/m®.

[00191] Further, Figure 11D illustrates that the timing interval has been adjusted to
an adjusted intensity pattern. Specifically, as shown by Figure 11D, the LIDAR device
200 emits a representative light pulse “j” having an intensity of 0.6 W/m®, a representative

L(l77

light pulse “k” having an intensity of 1.2 W/m®, and a representative light pulse “I” having
an intensity of 0.6 W/m”. In this way, the intensities of the emitted light pulses vary in

accordance with an adjusted intensity pattern in which adjacent intensities have a
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particular absolute intensity difference of 0.6 W/m®. Given the arrangements described
herein, the LIDAR device 200 may thus operate to only detect light pulses having
intensities that spatially vary in accordance with an intensity pattern that matches the
adjusted intensity pattern.

[00192] For this reason, the LIDAR device 200 may detect representative light
pulses m, n, and o, which are shown in Figure 11E as having a matching intensity pattern
and being of reflected light.  Specifically, as shown in Figure 11D, the intensities of
adjacent light pulses are different by an absolute intensity difference of 0.6 W/m*. But for
the same reason, the LIDAR device 200 may not detect representative light pulses p, q,
and r, which are shown in Figure 11F as having a different intensity pattern and being of
external light, even though the intensity pattern of the light pulses p, q, and, r matches the
previous intensity pattern shown in Figure 11A. Specifically, as shown in Figure 11F, the
intensities of adjacent light pulses are different by an absolute intensity difference of 1
W/m®. In this manner, the adjustment may help protect the LIDAR device 200 against
external light. Other illustrations are possible as well.

iv. Variation of Modulation

[00193] In accordance with the present disclosure, the control system may operate
the LIDAR device to vary over time a modulation according to which light is being
emitted and to only detect light that corresponds to the modulation according to which
light is being emitted. In practice, such modulation may be phase modulation of light,
amplitude modulation of light, and/or frequency modulation of light, among other
possibilities. Further, emitted light could be modulated using an optical modulator, among
other options. Yet further, modulation of detected light could be determined using an
optical demodulator, among other options.

[00194] More specifically, in accordance with the present disclosure, the control
system may operate the LIDAR device to emit light according to an initial modulation
(e.g., modulated in a particular pattern) and to only detect light that corresponds to the
initial modulation. In this way, the control system may effectively use evaluation of light
modulation as basis for distinguishing reflected light that originated at the LIDAR device
from external light that did not originate at the LIDAR device. And the control system

may do so in various ways.
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[00195] By way of example, the control system may operate the LIDAR device to
emit light according to a particular phase modulation including a modulation pattern
having a particular phase variation encoded thereon. While or after doing so, the LIDAR
device may receive light and an optical demodulator may apply demodulation such that
the control system may then determine whether the received light has the modulation
pattern having the particular phase variation, thereby determining whether the received
light corresponds to the particular phase modulation. If the control system determines that
the received light corresponds to the particular phase modulation, then the control system
may responsively use data generated based on that light for detection/identification of
objection in the environment or the like. But if the control system determines that the
received light does not corresponds to the particular phase modulation, then the control
system may responsively not use data generated based on that light for
detection/identification of objection in the environment or the like.

[00196] In another example, the control system may operate the LIDAR device to
emit light according to a particular amplitude modulation including an amplitude
modulation pattern. In this regard, in some cases, a lack of emission of light for some time
period corresponds to zero signal strength and thus could be considered as part of the
amplitude modulation. Nonetheless, while or after emission of the light, the LIDAR
device may receive light and an optical demodulator may apply demodulation such that
the control system may then determine whether the received light has the amplitude
modulation pattern, thereby determining whether the received light corresponds to the
particular amplitude modulation. If the control system determines that the received light
corresponds to the particular amplitude modulation, then the control system may
responsively use data generated based on that light for detection/identification of objection
in the environment or the like. But if the control system determines that the received light
does not corresponds to the particular amplitude modulation, then the control system may
responsively not use data generated based on that light for detection/identification of
objection in the environment or the like. Other examples are possible as well.

[00197] Furthermore, in accordance with the discussion above, the control system
may determine an adjustment to the initial modulation. In practice, the adjustment may
involve the light being modulated according to a different pattern, among other options.

As such, the control system may operate the LIDAR device to emit light according to the
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adjusted modulation and to only detect light that corresponds to the adjusted modulation
according to which light is emitted. In this way, the control system may help overcome a
situation where a modulation according to which external light is emitted matches
modulation according to which light is emitted and detected by the LIDAR device.

[00198] Figures 12A-12F illustrate variation of modulation to help protect a LIDAR
device against external light.

[00199] In particular, as shown by Figure 12A, the vehicle 300’s LIDAR device
200 emits representative light according to a representative modulation A. Given the
arrangements described herein, the LIDAR device 200 may thus operate to only detect
light that corresponds to the modulation A. For this reason, the LIDAR device 200 may
detect the representative light shown in Figure 12B, which has a matching modulation A
and is of reflected light. But for the same reason, the LIDAR device 200 may not detect
the representative light shown in Figure 12C, which has modulation B and is of external
light.

[00200] Further, Figure 12D illustrates that the modulation has been adjusted to an
adjusted modulation C. As such, as shown by Figure 12D, the LIDAR device 200 emits
representative light according to the modulation C. Given the arrangements described
herein, the LIDAR device 200 may thus operate to only detect light that corresponds to the
modulation C. For this reason, the LIDAR device 200 may detect the representative light
shown in Figure 12E, which has a matching modulation C and is of reflected light. But for
the same reason, the LIDAR device 200 may not detect the representative light shown in
Figure 12F, which has modulation A and is of external light, even though this modulation
A matches the previous modulation shown in Figure 12A. In this manner, the adjustment
may help protect the LIDAR device 200 against external light. Other illustrations are
possible as well.

VI. A Reactive Mitigation Procedure to Protect a LIDAR Device

[00201] In accordance with the present disclosure, a control system may be
configured to engage in a reactive mitigation procedure. In particular, the reactive
mitigation procedure may involve a control system carrying out one or more operations to
protect the LIDAR device against external light and doing so specifically in response to

detecting that external light is being emitted towards the LIDAR device. In this way, the
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control system may ensure that reactive mitigation features are in place to protect
operation of the LIDAR device against external light.

[00202] Figure 13 is a flowchart illustrating a method 1300, according to an
example implementation. In particular, method 1300 may be implemented to carry out a
reactive mitigation procedure in response to detection of external light.

[00203] At block 1302, method 1300 involves receiving, from one or more sensors,
sensor data indicative of external light being emitted towards a LIDAR device, where the
external light is originated at a light source other than a light source of the LIDAR device.
In accordance with an example implementation, a sensor that is configured to generate
sensor data indicative of external light being emitted may take on one or more of various
forms.

[00204] In one example, an external sensor may be coupled to the LIDAR device
(e.g., to the housing) and may be configured to generate sensor data indicative of external
light. For instance, the external sensor may be a light sensor or the like that is configured
to receive light having optical characteristics other than those of the light that the LIDAR
device currently emits. If the external sensor detects light, the external sensor at issue may
responsively transmit a signal to the control system. And in response to receiving the
signal, the control system may determine that external light is being emitted towards the
LIDAR device.

[00205] In another example, the sensor configured to generate sensor data indicative
of external light may be the LIDAR device itself. For instance, the LIDAR device may
include a photodetector (e.g., in the detector array) configured to receive light having
optical characteristics other than those of the light that the LIDAR device emits. If the
photodetector detects light, the photodetector at issue may responsively generate a signal
based on which data is then generated. And based at least on that data being generated
due to the photodetector at issue, the control system may determine that external light is
being emitted towards the LIDAR device.

[00206] In yet another example, the sensor configured to generate sensor data
indicative of external light may be a sensor of a vehicle other than the LIDAR device. For
instance, any of the sensors described below in associated with vehicle 1700 of Figure 17
could be used for this purpose. But various other sensors could be incorporated into the

vehicle and could additionally or alternatively be used for that purpose as well. In a
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specific example, the control system may receive image data from a camera of the vehicle
and the control system may determine that the image data includes an image an external
light source in the environment (e.g., using currently known or future developed object
recognition techniques). In this example, the control system may thus determine based on
the image data that external light is being emitted or at least could be emitted towards the
LIDAR device. Other examples are possible as well.

[00207] At block 1304, method 1300 involves, in response to receiving the sensor
data indicative of external light being emitted towards the LIDAR device, engaging in a
reactive mitigation procedure to protect operation of the LIDAR device against the
external light, where the reactive mitigation procedure comprises at least one of the
following: (i) operating the LIDAR device to activate a shutter to block the external light
from being detected by the LIDAR device, or (ii) operating the LIDAR device to vary over
time characteristics with which light is being emitted and to only detect light having
characteristics that match the characteristics with which light is being emitted.

i Shutter Activation

[00208] In accordance with the present disclosure, the control system may respond
to detection of external light by operating the LIDAR device to activate a shutter to block
the external light from being detected by the LIDAR device. In practice, the control
system may activate the shutter temporarily. In this way, the control system may help
block detection of the external light by the LIDAR device while ensuring that the LIDAR
device still provides information about the environment over time. Generally, the shutter
at issue may take on one of various forms.

[00209] In one case, the shutter may be a mechanical shutter. For example, a
mechanical shutter may take the form of a focal plane shutter, a simple leaf shutter, a
diaphragm shutter, and/or a central shutter, among other options. In this case, the control
system may activate the mechanical shutter by transmitting a signal or the like to actuate
(“close”) the shutter to block external light from being detected by the LIDAR device.
[00210] In another case, the shutter may be an optical shutter. In particular, when
activated, the optical shutter may filter out light having one or more target wavelength and
may pass through light having wavelengths other than the one or more target wavelengths.
For example, the optical shutter may be the above described adaptive filter. As such, the

control system could operate the LIDAR device to activate the adaptive filter. Moreover,
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the control system could determine a wavelength of the external light (e.g. based on the
received sensor data) and could then responsively reconfigure the adaptive filter to select
the determined wavelength as at least one of the target wavelengths that the adaptive filter
filters out. In this manner, the control system may ensure that reflected light is being
detected by the LIDAR device while external light is not being detected by the LIDAR
device. Other cases and examples are possible as well.

[00211] In a further aspect, the LIDAR device may include a look-ahead sensor
arranged to generate sensor data indicative of external light being emitted towards the
LIDAR device from a particular portion of the environment. As an initial matter, the look-
ahead sensor could be the external sensor described above, among other options. Also, the
look-ahead sensor could be positioned so as to effectively check a portion of the
environment for external light before the LIDAR device rotates to a position in which the
LIDAR device scans that portion of the environment. Once the control system determined
that the LIDAR device has rotated to a position in which the LIDAR device is scanning or
is about to scan that portion of the environment, the control system may responsively
activate the shutter so as to block the external light from being detected.

[00212] Given this arrangement, if the look-ahead sensor the determines that
external light is being emitted towards to the LIDAR device, the control system may use
one or more of various approaches to determine based on data from the look-ahead sensor
the particular portion of the environment from which external light is being emitted, and
thus when to activate the shutter.

[00213] In an example approach, the control system may receive, from the look-
ahead sensor, sensor data indicative of external light. In this approach, the control system
may determine a particular angular position the look-ahead sensor (e.g., using a rotary
encoder) at the time when the look-ahead sensor detects the external light. Then, based on
an angular offset between a location of the look-ahead sensor on the LIDAR device and a
location of the LIDAR device’s aperture through which light is received, the control
system may determine that the aperture will be at the particular angular position after the
LIDAR device rotates by an extent that substantially matches the angular offset. As such,
the control system may activate the shutter in response to a determination that the aperture
is at the particular angular position. In practice, the control system may make such a

determination by using the rotary encoder to determine that the LIDAR device has rotated
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by an extent that substantially matches the angular offset at issue, or may do so in other
ways.

[00214] Moreover, in some cases, the control system may also use the refresh rate
of the LIDAR device in combination with the angular offset so as to determine or estimate
a time when the aperture is expected to be at the particular angular position. In such
cases, the control system may activate the shutter at that time when the aperture is
expected to be at the particular angular position. Other cases and approaches are also
possible.

[00215] Furthermore, as noted, the control system may only temporarily activate the
shutter. In the context of the look-ahead sensor arrangement, the control system may
activate the shutter only while the LIDAR device is scanning or is about to scan the
particular portion of the environment from which external light being emitted towards the
LIDAR device. For example, the control system may determine (e.g., using the rotary
encoder) that the LIDAR device is no longer scanning the particular portion of the
environment. Responsively, the control system may operate the LIDAR device to
deactivate the shutter so as to no longer block light. Generally, the control sensor may do
so only if the look-ahead sensor did not generate sensor data indicating that external light
is being emitted from a subsequent portion of the environment. In a situation when the
look-ahead sensor did generate such data, the control system would operate the LIDAR
device to maintain activation of the shutter to block external light in accordance with the
discussion above, and so on.

[00216] Figures 14A to 14C illustrate activation of a shutter in the context of the
look-ahead sensor arrangement. In particular, Figure 14A illustrates that, while the
LIDAR device 200 emits light and detects reflected light, a representative look-ahead
sensor 1402 detects external light being emitted towards the LIDAR device from a
particular portion of the environment. Figure 14B then illustrates that a representative
mechanical shutter 1404 has been activated once the LIDAR device 200 has rotated to a
position in which the LIDAR device 200 is arranged to scan the particular portion of the
environment. As such, the mechanical 1404 blocks the external light, as shown by Figure
14B. Finally, after the LIDAR device has further rotated and is no longer scanning the
particular portion of the environment, the mechanical shutter 1404 is deactivated to no

longer block light, as shown by Figure 14C. Other illustrations are possible as well.
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i Variation of Optical Characteristics

[00217] In accordance with the present disclosure, the control system may
additionally or alternatively respond to detection of external light by operating the LIDAR
device to vary over time characteristics with which light is being emitted and to only
detect light having characteristics that are the same as the characteristics with which light
is being emitted. In this regard, any of features described above in the context of the
proactive mitigation procedure may be carried out in the context of the reactive mitigation
procedure. As such, the control system may respond to detection of external light by
operating the LIDAR device to vary timing, wavelengths, intensity, and/or modulation in
accordance with the discussion above.

[00218] In a further aspect, responding to detection of external light by varying
optical characteristics may involve use of a backup wavelength to help protect the LIDAR
device against external light. In particular, the control system may operate the LIDAR
device to emit a first wavelength and to at least detect light having the first wavelength in
accordance with the discussion above. Then, the control system may operate the LIDAR
device to continue to emit light having the first wavelength and to additionally emit light
having a second wavelength that is different from the first wavelength. In this situation,
the control system may also operate the LIDAR device to no longer detect light having the
first wavelength and to instead detect light having the second wavelength, even though the
LIDAR device continues to emit light having the first wavelength.

[00219] In practice, use of the backup wavelength may help increase the difficulty
of ascertaining which wavelength is in fact being used for detection by the LIDAR device.
In particular, as noted, optical characteristics of the external light could be manually or
automatically altered to match the set of optical characteristics of light being emitted and
detected by the LIDAR device. For this reason, the wavelength of the external light could
be manually or automatically altered to match the initially emitted first wavelength and the
wavelength of the external light may continue matching the first wavelength due to
continued emission of light having the first wavelength. But such matching may no longer
present an issue because the control system has begun operating the LIDAR device to
instead detect light having the backup second wavelength. Moreover, in some cases, the
control system may carry out the disclosed use of the backup second wavelengths

specifically in response to determining that the external light has the matching first
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wavelength, rather using the backup wavelength only in response to detection of external
light. Other cases are possible as well.

[00220] Figures 15A-15B illustrate use of a backup wavelength to help protect a
LIDAR device against external light. In particular, the LIDAR device 200 may initially
emit light having a wavelength of 1550 nm, as shown by Figure 15A, and may detect light
having a wavelength of 1550 nm. As shown by Figure 15B, emission of external light
towards the LIDAR device is detected. Responsively, the LIDAR device then emits light
having the wavelength of 1550 nm as well as light having a backup wavelength of 1552
nm. In accordance with the discussion above, however, the LIDAR device 200 may be
operated to no longer detect light having the wavelength of 1550 nm and to instead detect
light having the wavelength of 1552 nm. In this way, there may be an increase in
difficulty of ascertaining which wavelength is in fact being used for detection by the
LIDAR device 200. Other illustrations are possible as well.

VIL Additional Features

[00221] In accordance with the present disclosure, additional features may help
protect a LIDAR device and/or a vehicle on which the LIDAR device is positioned.
Although certain additional features are described, other features are possible as well.

i Selection of Mitigation Operations

[00222] In an example implementation, the control system may select which
combination of the above-described mitigation operations to carry out. In the context of
the proactive mitigation procedure, the control system may select one or more operations
from the following: variation of timing, variation of wavelength, variation of intensities,
and/or variation of modulation, among other options. And in the context of the reactive
mitigation procedure, the control system may select one or more operations from the
following: use of a mechanical shutter, use of an optical shutter, use of a backup
wavelength, use of different wavelength filter in the receive path, variation of timing,
variation of wavelength, variation of intensities, and/or variation of modulation, among
other options.

[00223] Moreover, the control system may select the one or more mitigation
operations based on various factors. In practice, the control system may use any
combination of those factors as basis for the selection, perhaps giving certain factors more

weight compared to others as part of the selection. Also, although example factors are
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introduced below, various other factors are possible as well without departing from the
scope of the present disclosure.

[00224] In particular, the control system may select the one or more mitigation
operations based on at least one of the following: characteristics of light being emitted by
the LIDAR device, characteristics of reflected light, characteristics of external light,
energy usage by the LIDAR device, distance(s) of object(s) detected using the LIDAR
device, object(s) identified using the LIDAR device, location of the vehicle, destination of
the vehicle, state of the vehicle, or sensor data generated by other sensors of the vehicle,
among other possibilities.

[00225] In a further aspect, when the control system selects two or more mitigation
operations, the control system may also determine an approach for using these selected
operations in combination. In practice, the control system may determine that approach
based on one or more of the above-described factors and/or may determine the approach in
other ways.

[00226] In one example, the control system may determine a sequence in which to
use the selected mitigation operations, such as by determining that a first mitigation
operation should be followed by a second mitigation operation. In this regard, the control
system may determine that the second mitigation operation should begin immediately
following the end of the first mitigation operation. Alternatively, the control system may
determine that the control system should wait for a particular time period after performing
the first mitigation operation and then perform the second mitigation operation upon
expiration of the particular time period.

[00227] In another example, the control system may determine that the control
system should concurrently perform two or more selected mitigation operations. In this
regard, the control system may determine that the control system should start performing
the selected mitigation operations at the same point in time. Alternatively, the control
system may determine that the control system should start performing a first mitigation
operation and, in the midst of performing that first mitigation operation, begin performing
a second mitigation operation. Other examples are possible as well.

ii. Localizing on the External Light Source

[00228] In an example implementation, the control system may operate one or more

sensors of the vehicle so as to determine a location associated with the external light
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source that emits the external light. By way of example, the determination of the location
may be based on data from a camera of the vehicle, among other possibilities.
Nonetheless, such determination of the location may occur for a single instance, from
time-to-time, and/or continuously. With this arrangement, the control system may
effectively be able to keep track of the portion of the environment from which external
light is being emitted or may be emitted towards the LIDAR device. Additionally or
alternatively, the control system could report (e.g., via a wireless communication link) the
determined location to various entities, such as to nearby vehicles, among other options.

iil. Protecting other Systems of the Vehicle

[00229] In an example implementation, the control system may use detection and
characterization of external light being emitted towards the LIDAR device as a trigger for
initiating operations to protect other system(s) of the vehicle. For example, in response to
detecting the external light, the control system may initiate operations to protect a different
LIDAR device of the vehicle, such as by operating the different LIDAR device in
accordance with any one of the mitigation operations discussed herein. In this way, the
control system may effectively initiate measures for protecting one or more other systems
of the vehicle.

. Triggering use of other Systems of the vehicle

[00230] In an example implementation, the control system may use detection of
external light being emitted towards the LIDAR device as a trigger for additionally or
alternatively using one or more other systems of the vehicle to obtain information about
the environment. For example, in response to detecting the external light, the control
system may additionally or alternatively use a different LIDAR device of the vehicle, a
camera of the vehicle, and/or a radar of the vehicle, among other possibilities. In this way,
the control system may effectively take steps to ensure that, despite presence of the
external light, the control system is able to receive information about the environment
based on which the control system can then operate the vehicle.

V. Vertical Blocking of FExternal Light

[00231] In an example implementation, in addition to or instead of use of a shutter
to block external light along a horizontal FOV, the control system may be configured to

actuate a shutter to block external light along a vertical FOV.
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[00232] In particular, the LIDAR device and/or the vehicle may include a sensor
configured to generate sensor data indicative of a position along a vertical FOV from
which external light is arriving at the LIDAR device, and the control system may
determine that vertical position based on this sensor data (e.g., a position above or below
the LIDAR device). For example, this sensor may be a linear array of photodetectors
having angular spacing along the vertical FOV. Other examples are also possible.

[00233] Additionally, the shutter at issue may be a Micro-Electro-Mechanical-
System (MEMS), such as a MEMS array of micro mirrors. With this arrangement, once
the vertical position is determined, the control system may operate the MEMS array to
block and/or redirect external light that is arriving from that vertical position. Specifically,
the control system may operate the MEMS array to change the angular positioning of one
or more of the micro mirrors so as to deviate away the external light arriving from the
vertical position. In this way, the disclosed implementation may allow for blocking of
external light along a vertical FOV while allowing for continued scanning of the
environment by the LIDAR device along the horizontal FOV. Other aspects and
implementations are possible as well.

VIII. Controlling a Vehicle Based on Scans by the LIDAR device

[00234] As noted, a control system may operate a vehicle based on scans received
from the LIDAR device disclosed herein. In particular, the control system may receive
from the LIDAR device scans of an environment around the vehicle. And the control
system may operate the vehicle based at least on the scans of the environment received
from the LIDAR device.

[00235] More specifically, the control system may operate the LIDAR device 100
to emit light into the environment. Also, the controller may receive from the LIDAR
device 100 data representative of detections of reflected light. And by comparing detected
light beams with emitted light beams, the controller may determine at least one aspect of
one or more objects in the environment.

[00236] For example, by comparing a time when a plurality of light beams were
emitted by the transmitter of the LIDAR device 100 and a time when the receiver of the
LIDAR device 100 detected reflected light, a distance between the LIDAR device 100 and

an object in the environment may be determined. In other examples, aspects such as
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shape, color, material, etc. may also be determined based on various comparisons between
emitted light and detected light.

[00237] With this arrangement, the control system could determine a three-
dimensional (3D) representation of the environment based on data from the LIDAR device
100. For example, the 3D representation may be generated by the control system as a 3D
point cloud based on the data from the LIDAR device 100. Each point of the 3D cloud,
for example, may be associated with a reflected light pulse. As such, the control system
may (e.g., continuously or from time-to-time) generate 3D representations of the
environment or portions thereof. And the control system could then control operation of
the vehicle based on evaluation of such 3D representations of the environment.

[00238] By way of example, the vehicle may be operated in an autonomous mode.
In this example, the controller may utilize 3D representations to navigate the vehicle (e.g.,
adjust speed, direction, etc.) safely by avoiding obstacles among other possibilities. The
obstacles or objects, for example, may be detected and/or identified using an image
processing algorithm or other computing method to analyze the 3D representations and
detect and/or identify the various obstacles or objects. As another example, the vehicle
may be operated in a partially autonomous or manual mode. In this example, the vehicle
may notify a driver or operator of the vehicle of the presence or distance to various objects
or changing road conditions (e.g., street lights, street signs, etc.), such as by causing a
display or a speaker in the vehicle to present information regarding one or more objects in
the environment. Other examples are possible as well.

[00239] Figure 16 next illustrates example operation of the vehicle 300 based on
scans of an environment 1600 received from the LIDAR device 200. In accordance with
the present disclosure, the vehicle’s control system may use data received from the
receiver 210 of the LIDAR device 200 to detect and identify far away object, such as a
road sign 1602 and a vehicle 1604 for example. In this regard, the control system may
determine based on the data that the road sign 1602 is representative of an exit that the
vehicle 300 should ideally take in order to arrive at a desired destination. In response to
making that determination, the control system may then operate the vehicle 300 to switch
from driving on lane 1 to driving on lane 2.

[00240] In practice, the controller may distinguish between these lanes by

recognizing lane markers within 3D representations of the environment 600. For instance,
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the vehicle’s control system may use data received from the receiver 210 of the LIDAR
device 200 to detect and identify the nearby lane marker 1606 that separates lane 1 from
lane 2. Moreover, before operating the vehicle to switch lanes, the control system may
scan the environment to detect and identify objects, so that control system can operate the
vehicle 300 in a way that avoids those detected/identified objects while also operating the
vehicle 300 to switch lanes.

[00241] For instance, the control system may use data received from the receiver
210 of the LIDAR device 200 to detect and identify the nearby vehicle 1608 as well as to
detect and identify the further vehicle 1604. Based on those detections/identifications, the
control system may operate the vehicle 300 in a way that avoids the vehicles 1604 and
1608 while also operating the vehicle 300 to switch from driving on lane 1 to driving on

lane 2. Other illustrations are possible as well.

IX. Example Arrangement of a Vehicle
[00242] Finally, Figure 17 is a simplified block diagram of a vehicle 1700,

according to an example embodiment. The vehicle 1700 may be similar to the vehicle
400, and may include a LIDAR device similar to the LIDAR device 100. Further, the
vehicle 1700 may be configured to perform functions and methods herein such as the
method 500. As shown, the vehicle 1700 includes a propulsion system 1702, a sensor
system 1704, a control system 1706 (could also be referred to as a controller 1706),
peripherals 1708, and a computer system 1710. In other embodiments, the vehicle 1700
may include more, fewer, or different systems, and each system may include more, fewer,
or different components.

[00243] Additionally, the systems and components shown may be combined or
divided in any number of ways. For instance, the control system 1706 and the computer
system 1710 may be combined into a single system that operates the vehicle 1700 in
accordance with various operations.

[00244] The propulsion system 1702 may be configured to provide powered motion
for the vehicle 1700. As shown, the propulsion system 1702 includes an engine/motor
1718, an energy source 1720, a transmission 1722, and wheels/tires 1724.

[00245] The engine/motor 1718 may be or include any combination of an internal
combustion engine, an electric motor, a steam engine, and a Sterling engine. Other motors

and engines are possible as well. In some embodiments, the propulsion system 1702 may
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include multiple types of engines and/or motors. For instance, a gas-electric hybrid car
may include a gasoline engine and an electric motor. Other examples are possible.

[00246] The energy source 1720 may be a source of energy that powers the
engine/motor 1718 in full or in part. That is, the engine/motor 918 may be configured to
convert the energy source 1720 into mechanical energy. Examples of energy sources 1720
include gasoline, diesel, propane, other compressed gas-based fuels, ethanol, solar panels,
batteries, and other sources of electrical power. The energy source(s) 1720 may
additionally or alternatively include any combination of fuel tanks, batteries, capacitors,
and/or flywheels. In some embodiments, the energy source 1720 may provide energy for
other systems of the vehicle 1700 as well.

[00247] The transmission 1722 may be configured to transmit mechanical power
from the engine/motor 1718 to the wheels/tires 1724. To this end, the transmission 1722
may include a gearbox, clutch, differential, drive shafts, and/or other elements. In
embodiments where the transmission 1722 includes drive shafts, the drive shafts may
include one or more axles that are configured to be coupled to the wheels/tires 1724.
[00248] The wheels/tires 1724 of vehicle 1700 may be configured in various
formats, including a unicycle, bicycle/motorcycle, tricycle, or car/truck four-wheel format.
Other wheel/tire formats are possible as well, such as those including six or more wheels.
In any case, the wheels/tires 1724 may be configured to rotate differentially with respect to
other wheels/tires 1724. In some embodiments, the wheels/tires 1724 may include at least
one wheel that is fixedly attached to the transmission 1722 and at least one tire coupled to
a rim of the wheel that could make contact with the driving surface. The wheels/tires 1724
may include any combination of metal and rubber, or combination of other materials. The
propulsion system 1702 may additionally or alternatively include components other than
those shown.

[00249] The sensor system 1704 may include a number of sensors configured to
sense information about an environment in which the vehicle 1700 is located, as well as
one or more actuators 1736 configured to modify a position and/or orientation of the
sensors. As shown, the sensors of the sensor system 1704 include a Global Positioning
System (GPS) 1726, an inertial measurement unit (IMU) 1728, a RADAR unit 1730, a
laser rangefinder and/or LIDAR unit 1732, and a camera 1734. The sensor system 1704

may include additional sensors as well, including, for example, sensors that monitor
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internal systems of the vehicle 1700 (e.g., an O, monitor, a fuel gauge, an engine oil
temperature, etc.). Other sensors are possible as well.

[00250] The GPS 1726 may be any sensor (e.g., location sensor) configured to
estimate a geographic location of the vehicle 1700. To this end, the GPS 1726 may
include a transceiver configured to estimate a position of the vehicle 1700 with respect to
the Earth. The GPS 1726 may take other forms as well.

[00251] The IMU 1728 may be any combination of sensors configured to sense
position and orientation changes of the vehicle 1700 based on inertial acceleration. In
some embodiments, the combination of sensors may include, for example, accelerometers
and gyroscopes. Other combinations of sensors are possible as well.

[00252] The RADAR unit 1730 may be any sensor configured to sense objects in
the environment in which the vehicle 1700 is located using radio signals. In some
embodiments, in addition to sensing the objects, the RADAR unit 1730 may additionally
be configured to sense the speed and/or heading of the objects.

[00253] Similarly, the laser range finder or LIDAR unit 1732 may be any sensor
configured to sense objects in the environment in which the vehicle 1700 is located using
lasers. For example, LIDAR unit 1732 may include one or more LIDAR devices, at least
some of which may take the form the LIDAR device 100 disclosed herein.

[00254] The camera 1734 may be any camera (e.g., a still camera, a video camera,
etc.) configured to capture images of the environment in which the vehicle 1700 is located.
To this end, the camera may take any of the forms described above. The sensor system
1704 may additionally or alternatively include components other than those shown.
[00255] The control system 1706 may be configured to control operation of the
vehicle 1700 and its components. To this end, the control system 1706 may include a
steering unit 1738, a throttle 1740, a brake unit 1742, a sensor fusion algorithm 1744, a
computer vision system 1746, a navigation or pathing system 1748, and an obstacle
avoidance system 1750.

[00256] The steering unit 1738 may be any combination of mechanisms configured
to adjust the heading of vehicle 1700. The throttle 1740 may be any combination of
mechanisms configured to control the operating speed of the engine/motor 1718 and, in
turn, the speed of the vehicle 1700. The brake unit 1742 may be any combination of

mechanisms configured to decelerate the vehicle 1700. For example, the brake unit 1742
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may use friction to slow the wheels/tires 1724. As another example, the brake unit 1742
may convert the kinetic energy of the wheels/tires 1724 to electric current. The brake unit
1742 may take other forms as well.

[00257] The sensor fusion algorithm 1744 may be an algorithm (or a computer
program product storing an algorithm) configured to accept data from the sensor system
1704 as an input. The data may include, for example, data representing information
sensed at the sensors of the sensor system 1704. The sensor fusion algorithm 1744 may
include, for example, a Kalman filter, a Bayesian network, an algorithm for some of the
functions of the methods herein, or any another algorithm. The sensor fusion algorithm
1744 may further be configured to provide various assessments based on the data from the
sensor system 1704, including, for example, evaluations of individual objects and/or
features in the environment in which the vehicle 1700 is located, evaluations of particular
situations, and/or evaluations of possible impacts based on particular situations. Other
assessments are possible as well.

[00258] The computer vision system 1746 may be any system configured to process
and analyze images captured by the camera 1734 in order to identify objects and/or
features in the environment in which the vehicle 1700 is located, including, for example,
traffic signals and obstacles. To this end, the computer vision system 1746 may use an
object recognition algorithm, a Structure from Motion (SFM) algorithm, video tracking, or
other computer vision techniques. In some embodiments, the computer vision system
1746 may additionally be configured to map the environment, track objects, estimate the
speed of objects, etc.

[00259] The navigation and pathing system 1748 may be any system configured to
determine a driving path for the vehicle 1700. The navigation and pathing system 1748
may additionally be configured to update the driving path dynamically while the vehicle
1700 is in operation. In some embodiments, the navigation and pathing system 1748 may
be configured to incorporate data from the sensor fusion algorithm 1744, the GPS 1726,
the LIDAR unit 1732, and one or more predetermined maps so as to determine the driving
path for vehicle 1700.

[00260] The obstacle avoidance system 1750 may be any system configured to

identify, evaluate, and avoid or otherwise negotiate obstacles in the environment in which
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the vehicle 1700 is located. The control system 1706 may additionally or alternatively
include components other than those shown.

[00261] Peripherals 1708 may be configured to allow the vehicle 1700 to interact
with external sensors, other vehicles, external computing devices, and/or a user. To this
end, the peripherals 1708 may include, for example, a wireless communication system
1752, a touchscreen 1754, a microphone 1756, and/or a speaker 1758.

[00262] The wireless communication system 1752 may be any system configured to
wirelessly couple to one or more other vehicles, sensors, or other entities, either directly or
via a communication network. To this end, the wireless communication system 1752 may
include an antenna and a chipset for communicating with the other vehicles, sensors,
servers, or other entities either directly or via a communication network. The chipset or
wireless communication system 1752 in general may be arranged to communicate
according to one or more types of wireless communication (e.g., protocols) such as
Bluetooth, communication protocols described in IEEE 802.11 (including any IEEE
802.11 revisions), cellular technology (such as GSM, CDMA, UMTS, EV-DO, WiMAX,
or LTE), Zigbee, dedicated short range communications (DSRC), and radio frequency
identification (RFID) communications, among other possibilities. =~ The wireless
communication system 1752 may take other forms as well.

[00263] The touchscreen 1754 may be used by a user to input commands to the
vehicle 1700. To this end, the touchscreen 1754 may be configured to sense at least one of
a position and a movement of a user’s finger via capacitive sensing, resistance sensing, or
a surface acoustic wave process, among other possibilities. The touchscreen 1754 may be
capable of sensing finger movement in a direction parallel or planar to the touchscreen
surface, in a direction normal to the touchscreen surface, or both, and may also be capable
of sensing a level of pressure applied to the touchscreen surface. The touchscreen 1754
may be formed of one or more translucent or transparent insulating layers and one or more
translucent or transparent conducting layers. The touchscreen 1754 may take other forms
as well.

[00264] The microphone 1756 may be configured to receive audio (e.g., a voice
command or other audio input) from a user of the vehicle 1700. Similarly, the speakers
1758 may be configured to output audio to the user of the vehicle 1700. The peripherals

1708 may additionally or alternatively include components other than those shown.
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[00265] The computer system 1710 may be configured to transmit data to, receive
data from, interact with, and/or control one or more of the propulsion system 1702, the
sensor system 1704, the control system 1706, and the peripherals 1708. To this end, the
computer system 1710 may be communicatively linked to one or more of the propulsion
system 1702, the sensor system 1704, the control system 1706, and the peripherals 1708
by a system bus, network, and/or other connection mechanism (not shown).

[00266] In one example, the computer system 1710 may be configured to control
operation of the transmission 1722 to improve fuel efficiency. As another example, the
computer system 1710 may be configured to cause the camera 1734 to capture images of
the environment. As yet another example, the computer system 1710 may be configured
to store and execute instructions corresponding to the sensor fusion algorithm 1744. As
still another example, the computer system 1710 may be configured to store and execute
instructions for determining a 3D representation of the environment around the vehicle
1700 using the LIDAR unit 1732. Other examples are possible as well. Thus, the
computer system 1710 could function as the controller for the LIDAR unit 1732.

[00267] As shown, the computer system 1710 includes the processor 1712 and data
storage 1714. The processor 1712 may comprise one or more general-purpose processors
and/or one or more special-purpose processors. To the extent the processor 1712 includes
more than one processor, such processors could work separately or in combination. Data
storage 1714, in turn, may comprise one or more volatile and/or one or more non-volatile
storage components, such as optical, magnetic, and/or organic storage, and data storage
1714 may be integrated in whole or in part with the processor 1712.

[00268] In some embodiments, data storage 1714 may contain instructions 1716
(e.g., program logic) executable by the processor 1712 to execute various vehicle
functions (e.g., method 500, etc.). Data storage 1714 may contain additional instructions
as well, including instructions to transmit data to, receive data from, interact with, and/or
control one or more of the propulsion system 1702, the sensor system 1704, the control
system 1706, and/or the peripherals 1708. The computer system 1710 may additionally or
alternatively include components other than those shown.

[00269] As shown, the vehicle 1700 further includes a power supply 1760, which
may be configured to provide power to some or all of the components of the vehicle 1700.

To this end, the power supply 1760 may include, for example, a rechargeable lithium-ion
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or lead-acid battery. In some embodiments, one or more banks of batteries could be
configured to provide electrical power. Other power supply materials and configurations
are possible as well. In some embodiments, the power supply 1760 and energy source
1720 may be implemented together as one component, as in some all-electric cars.

[00270] In some embodiments, the vehicle 1700 may include one or more elements
in addition to or instead of those shown. For example, the vehicle 1700 may include one
or more additional interfaces and/or power supplies. Other additional components are
possible as well. In such embodiments, data storage 1714 may further include instructions
executable by the processor 1712 to control and/or communicate with the additional
components.

[00271] Still further, while each of the components and systems are shown to be
integrated in the vehicle 1700, in some embodiments, one or more components or systems
may be removably mounted on or otherwise connected (mechanically or electrically) to
the vehicle 1700 using wired or wireless connections. The vehicle 1700 may take other
forms as well.

X. Conclusion

[00272] The particular arrangements shown in the Figures should not be viewed as
limiting. It should be understood that other implementations may include more or less of
each element shown in a given Figure. Further, some of the illustrated elements may be
combined or omitted. Yet further, an exemplary implementation may include elements
that are not illustrated in the Figures.

[00273] Additionally, while various aspects and implementations have been
disclosed herein, other aspects and implementations will be apparent to those skilled in the
art. The various aspects and implementations disclosed herein are for purposes of
illustration and are not intended to be limiting, with the true scope and spirit being
indicated by the following claims. Other implementations may be utilized, and other
changes may be made, without departing from the spirit or scope of the subject matter
presented herein. It will be readily understood that the aspects of the present disclosure, as
generally described herein, and illustrated in the figures, can be arranged, substituted,
combined, separated, and designed in a wide variety of different configurations, all of

which are contemplated herein.
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CLAIMS

We Claim:

1. A control system comprising:
one or more processors;
a non-transitory computer readable medium; and
program instructions stored on the non-transitory computer readable medium and
executable by the one or more processors to engage in a proactive mitigation procedure
that protects operation of a light detection and ranging (LIDAR) device against external
light that is originated at a light source other than a light source of the LIDAR device and
that is being emitted towards the LIDAR device, wherein the proactive mitigation
procedure comprises:
operating the LIDAR device to emit light with an initial set of optical
characteristics and to only detect light having the initial set of optical
characteristics,
determining an adjustment to one or more optical characteristics of the
initial set of optical characteristics, thereby resulting in an adjusted set of optical
characteristics, and
after determining the adjustment, operating the LIDAR device to emit light
with the adjusted set of optical characteristics and to only detect light having the

adjusted set of optical characteristics.

2. The control system of claim 1,

wherein operating the LIDAR device to emit light with an initial set of optical
characteristics and to only detect light having the initial set of optical characteristics
comprises operating the LIDAR device (i) to emit light pulses according to an initial
timing interval and (ii) to only detect return light pulses that are received according to a
timing interval that substantially matches the initial timing interval with which light pulses
are emitted,

wherein determining the adjustment comprises determining an adjustment to the

initial timing interval, thereby resulting in an adjusted timing interval, and
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wherein operating the LIDAR device to emit light with the adjusted set of optical
characteristics and to only detect light having the adjusted set of optical characteristics
comprises operating the LIDAR device (i) to emit light pulses according to the adjusted
timing interval and (ii) to only detect return light pulses that are received according to a
timing interval that substantially matches the adjusted timing interval with which light
pulses are emitted.

3. The control system of claim 1,

wherein operating the LIDAR device to emit light with an initial set of optical
characteristics and to only detect light having the initial set of optical characteristics
comprises operating the LIDAR device (i) to emit light pulses according to an initial
timing pattern and (ii) to only detect return light pulses that are received according to a
timing pattern that substantially matches the initial timing pattern with which light pulses
are emitted,

wherein determining the adjustment comprises determining an adjustment to the
initial timing pattern, thereby resulting in an adjusted timing pattern, and

wherein operating the LIDAR device to emit light with the adjusted set of optical
characteristics and to only detect light having the adjusted set of optical characteristics
comprises operating the LIDAR device (i) to emit light pulses according to the adjusted
timing pattern and (ii) to only detect return light pulses that are received according to a
timing pattern that substantially matches the adjusted timing pattern with which light

pulses are emitted.

4. The control system of claim 1,

wherein operating the LIDAR device to emit light with an initial set of optical
characteristics and to only detect light having the initial set of optical characteristics
comprises operating the LIDAR device (i) to emit light having an initial set of one or more
wavelengths and (ii) to only detect light having one or more wavelengths that are within
the initial set of one or more wavelengths,

wherein determining the adjustment comprises determining an adjustment to at
least one wavelength of the initial set of one or more wavelength, thereby resulting in an

adjusted set of one or more wavelengths, and

65



WO 2018/093613 PCT/US2017/060438

wherein operating the LIDAR device to emit light with the adjusted set of optical
characteristics and (i) to emit light having the adjusted set of one or more wavelengths and
(i1) to only detect light having one or more wavelengths that are within the adjusted set of

one or more wavelengths.

5. The control system of claim 1,

wherein operating the LIDAR device to emit light with an initial set of optical
characteristics and to only detect light having the initial set of optical characteristics
comprises operating the LIDAR device (i) to emit light pulses having intensities that
spatially vary according to an initial intensity pattern and (ii) to only detect return light
pulses having intensities that spatially vary according to an intensity pattern that
substantially corresponds to the initial intensity pattern according to which light pulses are
emitted,

wherein determining the adjustment comprises determining an adjustment to the
initial intensity pattern, thereby resulting in an adjusted intensity pattern, and

wherein operating the LIDAR device to emit light with the adjusted set of optical
characteristics and to only detect light having the adjusted set of optical characteristics
comprises operating the LIDAR device (i) to emit light pulses having intensities that
spatially vary according to the adjusted intensity pattern and (ii) to only detect return light
pulses having intensities that spatially vary according to an intensity pattern that
substantially corresponds to the adjusted intensity pattern according to which light pulses

are emitted.

6. The control system of claim 1,

wherein operating the LIDAR device to emit light with an initial set of optical
characteristics and to only detect light having the initial set of optical characteristics
comprises operating the LIDAR device (i) to emit light according to an initial modulation
and (ii) to only detect light that corresponds to the initial modulation according to which
light is emitted,

wherein determining the adjustment comprises determining an adjustment to the

initial modulation, thereby resulting in an adjusted modulation, and
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wherein operating the LIDAR device to emit light with the adjusted set of optical
characteristics and to only detect light having the adjusted set of optical characteristics
comprises operating the LIDAR device (i) to emit light according to the adjusted
modulation and (ii) to only detect light that corresponds to the adjusted modulation

according to which light is emitted.

7. The control system of claim 1, wherein determining the adjustment is based

on application of a pseudo-random code.

8. The control system of claim 1,

wherein the control system has access to information specifying a predetermined
adjustment, and

wherein determining the adjustment is based on application of the predetermined

adjustment.

9. The control system of claim 1, wherein the LIDAR device is positioned on
a vehicle, and wherein the program instructions are further executable to operate the
vehicle based at least on scans by the LIDAR device of an environment around the

vehicle.

10. A control system comprising:
one Or more processors;
a non-transitory computer readable medium; and
program instructions stored on the non-transitory computer readable medium and
executable by the one or more processors to:

receive, from one or more sensors, sensor data indicative of external light
being emitted towards a light detection and ranging (LIDAR) device, wherein the
external light is originated at a light source other than a light source of the LIDAR
device; and

in response to receiving the sensor data indicative of external light being

emitted towards the LIDAR device, engage in a reactive mitigation procedure to
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protect operation of the LIDAR device against the external light, wherein the
reactive mitigation procedure comprises at least one of the following:
(i) operating the LIDAR device to activate a shutter to block the
external light from being detected by the LIDAR device, or
(i1) operating the LIDAR device to vary over time characteristics
with which light is being emitted and to only detect light having
characteristics that match the characteristics with which light is being

emitted.

11. The control system of claim 10,
wherein the LIDAR device is configured to rotate about an axis,
wherein the LIDAR device includes a look-ahead sensor that is arranged to move
in accordance with rotation of the LIDAR device,
wherein the program instructions being executable to receive sensor data
comprises the program instructions being executable to receive, from the look-ahead
sensor while the LIDAR device rotates about the axis, sensor data indicative of external
light being emitted towards the LIDAR device from a particular portion of an
environment, and
wherein operating the LIDAR device to activate the shutter to block the external
light from being detected by the LIDAR device comprises:
while the LIDAR device continues to rotate about the axis, determining that
the LIDAR device is scanning or is about to scan the particular portion of the
environment; and
in response to determining that the LIDAR device is scanning or is about to
scan the particular portion of the environment, operating the LIDAR device to
activate the shutter to block the external light from being detected by the LIDAR

device.

12. The control system of claim 11, wherein the reactive mitigation procedure
further comprises:
while the LIDAR device continues to rotate about the axis, determining that the

LIDAR device is no longer scanning the particular portion of the environment; and
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in response to determining that the LIDAR device is no longer scanning the
particular portion of the environment, operating the LIDAR device to deactivate the

shutter.

13. The control system of claim 10,

wherein the shutter is a mechanical shutter, and

wherein operating the LIDAR device to activate the shutter to block the external
light from being detected by the LIDAR device comprises operating the LIDAR device to
actuate the mechanical shutter to block the external light from being detected by the
LIDAR device.

14. The control system of claim 10,

wherein the shutter is an optical shutter that, when activated, filters out light having
one or more target wavelengths and passes through light having wavelengths other than
the one or more target wavelengths, and

wherein operating the LIDAR device to activate the shutter to block the external
light from being detected by the LIDAR device comprises operating the LIDAR device to

activate the optical shutter.

15. The control system of claim 14,

wherein the optical shutter is reconfigurable to select the one or more target
wavelengths that the optical filter filters out,

wherein the reactive mitigation procedure further comprises, based on the received
sensor data, determining a wavelength of the external light, and

wherein operating the LIDAR device to activate the shutter to block the external
light from being detected by the LIDAR device further comprises reconfiguring the optical
shutter to select the determined wavelength of the external light as at least one of the one

or more target wavelengths that the optical filter filters out.

16. The control system of claim 10, wherein operating the LIDAR device to

vary over time characteristics with which light is being emitted and to only detect light
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having characteristics that match the characteristics with which light is being emitted
comprises:
operating the LIDAR device to emit light with an initial set of optical
characteristics and to only detect light having the initial set of optical characteristics,
determining an adjustment to one or more optical characteristics of the initial set of
optical characteristics, thereby resulting in an adjusted set of optical characteristics, and
after determining the adjustment, operating the LIDAR device to emit light with
the adjusted set of optical characteristics and to only detect light having the adjusted set of

optical characteristics.

17. The control system of claim 10,

wherein the program instructions are further executable to: before engaging in the
reactive mitigation procedure, operating the LIDAR device to emit light having a first
wavelength and to detect light having the first wavelength, and

wherein operating the LIDAR device to vary over time characteristics with which
light is being emitted and to only detect light having characteristics that match the
characteristics with which light is being emitted comprises: operating the LIDAR device
(i) to continue to emit light having the first wavelength and to additionally emit light
having a second wavelength and (ii) to no longer detect light having the first wavelength
and to instead detect light having the second wavelength, even though the LIDAR device

continues to emit light having the first wavelength.

18.  The control system of claim 10, wherein the LIDAR device is positioned on
a vehicle, and wherein the program instructions are further executable to operate the
vehicle based at least on scans by the LIDAR device of an environment around the

vehicle.

19.  Alight detection and ranging (LIDAR) device comprising;

a transmitter, wherein the transmitter is configured to emit light into an
environment, the emitted light having wavelengths in a wavelength range, and wherein the
transmitter includes a light source that is configured to generate the light emitted into the

environment;
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a receiver, wherein the receiver has one or more detectors configured to detect
light having wavelengths in the wavelength range while scanning the environment,
wherein the receiver is configured to focus light along an optical path to the one or more
detectors, and wherein light enters the optical path through an aperture of the LIDAR
device;

a housing, wherein the transmitter and the receiver are disposed within the
housing; and

a mitigation system arranged to protect operation of the LIDAR device against
external light that is originated at a light source other than the light source included in the
transmitter and that is being emitted towards the LIDAR device, wherein the mitigation
system includes at least one of the following: (i) an interference filter positioned in the
optical path, (ii) an absorptive filter incorporated into one or more of the housing and the
aperture, (iii) an adaptive filter positioned in the optical path, or (iv) a spatial filter

positioned in the optical path.

20. The LIDAR device of claim 19, further comprising:

a connector arrangement, wherein the connector arrangement is configured for
coupling of the LIDAR device to a vehicle, and wherein the vehicle includes a control
system operates the vehicle based at least on scans by the LIDAR device of an

environment around the vehicle.
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