—':_ 1+ omr sttt i

20000247 1-1 5o o0 e

METHOD AND SYSTEM FOR RECOVERING DATA
TO MAINTAIN BUSINESS CONTINUITY

5
CROSS REFERENCE TO RELATED APPLICATIONS
This application is a continuation-in-part of application Serial Number 60/131,565 which
was filed April 29, 1999, and claims priority to the filing date of that application. The disclosure
of application Serial No. 60/131,565 is specifically incotporated by reference herein.
10

Background of the Invention

This irlvention relates to a method and system of implementing data recovery on a large
scale. Typically by large scale is meant, for example, terabytes of data. More specifically, the
invention relates to a method and system of implementing data recovery to facilitate

15  uninterrupted continuation of business operations, and in particular, in a banking/financial
transaction environment where millions of activities or transactions are conducted daily.

As the amount of data that is processed within a data center, for example, one used in
banking/financial operations, has grown significantly over recent years, it has reached a point
where traditional types of contingency data recovery processes are no longer viable.

20  Specifically, such traditional processes currently take too long and place business operations at
risk of being interrupted for unacceptable periods of time. _

Current data centers process financial transactions from global customers communities.
Such financial transactions include such things as fund transfers in the amounts of billions of
dollars per day. Traditional recovery processes within such data centers provide for weekend

25  copying of critical data in the environment to a magnetic tape, and the storage of the magnetic
tapes at an off-site facility. In the event of disasters, the tapes located at the alternate site are
shipped to a recovery center and the data is copied from the magnetic tape onto disk drives.
Subsequent to that, the system is then restarted from that point in time of the weckend. The
baseline of data that was restored to the weekend, is then updated with incremental backups
throughout the course of the week, which are also stored off-site to bring current the data at the
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recovery site.

The types of disasters which require this type of backup operation are those that cause the
mainframe data center not to function. Examples of such disasters include fire, major electrical
failure or other like causes. Specifically, a “disaster event” is an event that renders the main
computer center unusable and causes implementation of contingency plans as described
previously.

Under current conditions, the traditional recovery processes are inadequate because of the
amount of time it takes in transit for the tapes to arrive at the off-site facility, as well the time

required for restoration or copying of tape data from magnetic tape onto disk. The process

currently can take up to 48 hours, and by the time the business applications are run and

resynchronized with each other, total elapsed time can be 2 or 3 days.
Accordingly, in accordance with the invention, the problems with current data recovery
are avoided and a much more efficient and expeditious system and method of providing such

recovery is provided, avoiding the disadvantages of the prior art.

Summary of the Invention
In accordance with the invention, a system and method are provided which allow

mirroring data into a recovery site in real time, for example, during daytime operation, so that as
data is written to disk in the primary data center location, it is concurrently copied to disk at the
recovery site, thereby eliminating the use of separate magnetic media for that purpose.

More specifically, real time mirroring of data is provided to a separate facility which is
connected to the mainframe data center through appropriate communication circuits for example,
through T3 circuits. Specifically, the primary data center is upgraded with appropriate hardware,
firmware and software, and a communications infrastructure is built between the primary data
center location and a backup site, with sufficient hardware installed at the recovery site and
through software, the operations of the primary data center to-keep the remote data center disk
current with the primary data center’s data are controlled. In order to implemen% the system,
existing disk storage technology, for example, available from EMC Corporation is deployed.
Disk subsystem(s) reside at the primary site and at the remote backup site, and existing software
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available from EMC under the name Symmetrix® Remote Data Facility (SRDF) provides the
mirroring capability.

The system as implemented allows recovery during the “on-line” business day as well as
allowing for “batch”, typically night-time recovery.

More specifically, in one aspect the invention is directed to a method of recovering
system function and data in the event of failure of on-line systems connected to a data center. A
first data center having a predetermined equipment configuration is first established. A second
data center having an equipment configuration which is substantially equivalent to the equipment
configuration at the first data center is also established. In operation, critical on-line data is
written in real time to a disk store at the first data center and to a mirror disk store at the second
data center. In this regard, it is important to appreciate that it is critical on-line functions and
data which is first recovered after a failure. By the term “critical” is meant the data required to
enable the business unit or units to continue their mission critical computer based processing.
Examples of critical on-line functions to be recovered during an on-line day include, in the event
of a banking operation, account balance inquiry, enabling of transmission interfaces, primarily

with customers, application support staff, data center applications, customer support and other

_ necessary recovery steps required before making the system available to other users. Thereafter,

restoration and recovery of data needed for nightly batch processing and restoration of other non-
critical applications will then take place once the most critical functions are recovered, via
traditional manner.

For daytime operation of the first data center, critical batch processes are also backed up
by storing batch data and processes on a mirror disk at the second data center. For nighttime
operations, critical batch processes are backed up by a combination of disk mirroring and by
creating magnetic tape files within a tape silo at the second data center. Upon system failure, the
equipment at the second data center is prepared and configured for operation. The state of the
system at the time of failure is determined with a scheduling subsystem on the equipment at the
second data center using mirrored scheduling data. )

In another aspect, the invention is directed to a system for recovering systems functions

and data in the event of failure of on-line systems connected to a data center. A first data center
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is established having a predetermined equipment configuration, and a second data center is also

established having an equipment configuration which is substantially equivalent to the equipment
configuration at the first data center. A first connection is provided between the two data centers
for writing critical on-line data in real time to a disk store at the first data center and to a mirror
disk store at the second data center. A second connection serves to back up critical batch
processes during daytime operation of the first data center by storing batch data and processes on
a mirror disk at the second data center. A third connection is configured for backing up critical
batch processes during nighttime operation of the first data center by creating magnetic tape files
critical for nightly batch recovery from disk files at the first data center onto a tape silo at the
second data center. The second data center is further programmed for determining the state of
the system at the time of a failure, with a scheduling subsystem mirrored to run on the equipment

at the second data center, for determining which systems need to be restarted.

Brief Description of the Drawings
Having thus briefly described the invention, the same will become better understood from

the following detailed discussion, made with reference to the attached drawings wherein:

Fig. 1 is a schematic diagram illustrating one embodiment of the system topology to
provide remote mirroring at a secondary data center connected to a primary data center;

Fig. 2 is a general configuration overview of the storage network system used in the
system herein;

Fig. 3 is a more detailed illustration of the networking system connection, including
storage devices connected together between a first data processing center and a second data
center;

Fig. 4 is a general schematic diagram illustrating connections between a first data center
and a second data center for the tape vaulting of batch oriented data into a remote tape silo; and

Fig. 5 is a more detailed illustration of the networking system configuration of Fig. 4 for
providing tape vaulting in connection with the method and system described herein.
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Detailed Discussion of the Itiverition

In accordance with one aspect of the invention, batch recovery can be accomplished
through a combination of a remote disk mirroring system, complemented by a remote tape
vaulting process. A tape silo(s), typically available from Storage Technology Inc., is installed in
the remote data center and connected through a network infrastructure to the primary data center.
A determination is made as to which magnetic tape files are critical for nightly batch recovery,
and instead of creating them locally within the primary data center, are directed for creation
within the remote silo at the recovery location. This determination is made by way of a software
reporting system known as CD/IBR, commercially available from Implementation and
Conversion Services, Inc. The software can be locally customized in a routine manner
depending on parameters selected to be important for identifying critical files to be recovered.
Thus, through real time disk mirroring at night, combined with the tape files that reside in the
remote silo, recovery can be quickly achieved should a disaster occur at the primary data center
during the nightly batch process.

The remote mirroring is implemented on a disk volume basis. For example, all data on a’
designated disk is mirrored. A determination is made at the primary site as to which volumes or
subsystems are critical for recovery at the remote site. Once the identification is made, the
mirroring process is appropriately configured. Specifically, each of the required volumes is
identified to the remote data facility, and the remote mirroring capability is activated against that
particular volume or volumes.

Turning now to the on-line portion, i.e., the daytime portion of the recovery, should a
disaster occur during the processing of on-line transactions, they occur, for example, within a
system known as a CICS system (conventional and well known to those of ordinary skill in the
art) which is used to control on-line applications. Examples of other types of systems in which
this occurs ére DB2, IDMS, or other on-line database or transaction monitors. The recovery
strategy as implemented herein allows for recovery to the point in time of the failure. The
daytime recovery does not rely on any magnetic tape media in the remote silo. The system as
implemented is fully recoverable from remote mirrored disks and in that manner can be

recovered very quickly and substantially to the point in time of the failure. More particularly, in
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essence, recording is achieved at both locations substantially simultaneously as data comes in as
a result of semi-synchronous mirroring, and thereby provides for point in time recovery of on-
line data. This includes transmitting customer and internal data to both the primary and
secondary data site. In the event of failure, this eliminates the need for any data retransmission.

In order to recover the failed system, an equipment configuration is provided at the
recovery site that is essentially equivalent to the equipment configuration at the primary site, and
when a disaster occurs, the recovery plan at the recovery site is initiated. This can be achieved
by a phone call to the provider of the service at the remote recovery site which then triggers a
series of events.

More particularly, the first step is that the equipment configuration at the recovery site
will be prepared immediately for operation and configured according to prearranged _
specifications. The system is then made available to begin the start of processes which allows
initializing of the system software, and start up of the operating system, for example, an MVS
mainframe operating system software environment. Other environments in which the invention
can be deployed include a variety of midrange platforms such as UNIX/AIX, VAX/VMS, etc.
An automated scheduling subsystem is started and used to determine exactly the state of the
system at the time of the failure, and will allow the operations staff to determine and know which
systems need to be recovered. After that investigation is conducted, the systems that were
operating at the time of the failure are then restarted.

One aspect of the system is a device known as a link utilization monitor which is
integrated into the software and hardware deployed. More particularly, this monitor facilitates
maintaining system performance at the primary site and provides sufficient communications
bandwidth between the sites so that the process at the primary site is not degraded in any manner
while remote mirroring is operational. A key to providing sufficient bandwidth between sites is
the ability to be able to determine how much available bandwidth is currently used, especially
during peak periods, so that adequate capacity can be provided, thereby avoiding performance or
response degradation at the primary site. Thus, the link utilization monitor provides that function
and information to make the infrastructure manageable.

A weakness in disk mirroring technology has been its inability to maintain logical data
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integrity across disk subsystems. In accordance with the invention, this risk is mitigated by
implementing software which allows identification of potential data integrity exposures and for
taking corrective action. An example of such a condition is that if a database were to reside on a
subsystem, and a recovery journal for the database were located on a second subsystem, if a
failure were to occur during the active operation of the database, recovery of the application at
the remote site is potentially problematic depending on the exact timing and synchronization
levels between the journal and the actual database. In accordance with the invention, software is
implemented that recognizes various logical data entities and reports on the data entities. In this
example, the software will report that the journal for the particular database has migrated onto a
subsystem and represents a potential recovery or integrity exposure. After an alert is issued,
corrective action is then taken. More particularly, the software automatically detects failures in
the mirroring infrastructure, issues an automatic alert or warning to support personnel and a
manual correction is implemented.

Another aspect of the system is the ability to test at the remote site for the adequacy and
effectiveness of the mirroring process simultaneous with the mirroring process itself,

Such testing is achieved by physically and logically separating a copy of disk data at the
remote site. In accordance with the invention, the system provides for four literal copies of all
data, i.e., two copies at the primary site, for disk recovery purposes, should there be a local disk
failure, and two copies of the mirrored data at the remote site. '

The function is achieved by logically separating and physically separating the fourth copy
at the remote site and treating it as a separate logical system and database using that copy for
recovery testing, while the other copy at the remote site is still active in mirroring all data
transactions at the primary data center. In effect, the individual mirrored disks can be
automatically decoupled under program control. The decoupled mirrored disk can be nsed to
validate the integrity of the mirrored data and the remote or alternate data center configuration.
Subsequent to continuity testing at the recovery site, the fourth copy is then refreshed from the
third copy or the other copy at the remote site, and synchronized so that both vetsions continue to
be synchronized from that moment on until the next time that it is broken away for a continuity

test, i.e., the decoupled disk is automatically recoupled across the entire disk configuration under
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program control.

Thus, as may be appreciated, in accordance with the invention as implemented, recovery
time of applications is reduced from, in some cases several days, to two and half hours. Ina
more specific aspect, this is achieved by implementing disk caching of tape data. This aspect is
implemented in a case of the nightly batch recovery into a remote silo. Also, certain critical
batch data is staged onto a mirrored disk to the recovery site. It has a relatively short life span on
the disk and is downloaded off the disk onto a local tape at the primary data center.

To achieve the most efficient and reliable mirroring, the communication linkages
implemented are very robust, and implement the latest SONET Ring technology currently
available from communications providers to provide alternate routing in the case of the loss of
any one of the network links.

With respect to the specific details of the software available from various vendors, in
particular EMC Corporation, software such as EMC Corporation’s SRDF serves to provide the
mirroring capability in accordance with the invention. All of the commonly used SRDF
commands have been automated to simplify their use and reduce the potential for error. Speciﬁé
commands which have been automated include “SRDF QUERY,” “SRDF COPY,” “SRDF
SEMISYNC,” “SRDF RESUME,” “SRDF SUSPEND/SRDF SUSPEND,COB,” and “TSO
WHERE.” The commands themselves are described later herein. In addition, the purpose of the
commands, where they reside, any special considerations which may apply, and a sample of the
native SRDF command involved by the automation routine is described herein.

Although the invention is described with reference to EMC’s SRDF, it will be readily
apparent to those of ordinary skill in the art that alternative systems may be substituted. For
example, in place of EMC’s SRDF, a system such as that available from Hitachi “Data Systems”
Hitachi Remote Copy (HRC) and Hitachi Open Remote Copy (HORC) disk mirroring
technology can be deployed in place of the EMC systems as will be readily apparent to those of
ordinary skill in the art. Similarly IBM Corporation can provide such a system.

Turning now to the attached drawings, the Figures will now be discussed in a manner to
provide a general sense of the configuration of the system 11 and method of operation. A more

detailed discussion will follow thereafter.
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As illustrated in greater detail in Fig. 1, a SONET Ring 17 is installed between a primary
data center 13 a secondary data center 15. Twelve T3 circuits are deployed, of which six are
allocated for disk mirroring, and five are allocated for remote tape vaulting. The remaining T3
circuit is deployed across the vaulting infrastructure based upon capacity requirements. In this
regard, Fig. 2 illustrates in greater detail the specific T3 links 41 between the primary data center
13 and the secondary data center 15. Of special significance is the fact that, for example, the T3
circuits are security protected by data encryption technology, thereby providing a secure public
communications faéility. This is shown in Fig. 1 with encryptors 32 connected within the
system.

Figs. 4 and 5 illustrate remote silo configurations. The silo configuration is based on the
number, size and frequency of back-ups necessary to accomplish intraday and nightly batch
recovery. With these backups off-site, i.e., at the recovery data center, batch recovery can be
accomplished exactly as it would if there was a local primary data center failure, i.e., a CPU
failure in midstream.

The files for local recovery will normally exist for a short period of time and will not be '
used as input to a scheduled production process.

In addition, while the system provides mirroring from a primary site to a remote site in
the event of catastrophic failure, it also provides for re-establishing operations at the primary site
once the failure(s) is corrected. Once the problem is resolved, reverse mirroring the secondary
site to a primary site is achieved in the same manner that mirroring from the primary site to the
secondary site can be achieved. Thus, the primary site becomes the mirroring remote site and the
remote site operates as the primary site.

In addition to the specific aspects of the invention as disclosed herein, additional features
and details of the invention are discussed hereafter.

Turning again now to Fig. 1, the system 11 of the invention is shown as having a primary
data center 13 connected through means of SONET Ring technology 17 employing T3 circuits to
a secondary data center 15. A

The direct access storage devices or drive used in the system are shown in the system as

disk storage configurations, typically direct access storage device (DASD) arrays 25 and 27 at
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the respective data centers 13 and 15, and each having multiple disks as part of the array. These
devices may be typically interconnected through the SONET Ring 17 employing the T3 circuits
and are interconnected through the use of storage networking systems more generally shown as
elements 45 in Fig. 3 interconnected by the T3 links 41 to connect to the DASD systems 47.
Other types of interconnections can be accomplished through use of lease lines of varying
speeds, T1 facilities, native T3 circuits, ATM connections and others. A monitoring device 28,
known as a link utilization monitor (LUM), particularly at the primary site, monitors network
utilization, i.e., T3, to determine the available capacity of the connection between the primary
and secondary data centers. This is done by periodic sampling of the utilization under
programmed control, and displaying information about the line utilization. Typically the storage
networking system is one which was previously available as the 9800 SN from General Signal
Corporation, now having been acquired by SPX Corporation and available from its subsidiary
Inrange Technologies Corporation on a updated basis, still employing the 9800 series
designation, as the 9801 SNS Storage Network System. The systems 45 are networking systems
for business continuance and disaster recovery and provide performance storage networking at '
low bandwidth cost. They operate with the DASD, typically available from EMC Corporation,
and implemented using disk mirroring software such as the disk mirroring software available
from EMC Corporation known as SRDF, or alternatively, such as that previously discussed as
available from Hitachi Data System, IBM or others, to extend the specific storage devices, or in
connection with any ESCON device.

Thus, communications between the two data centers 13 and 15 is enabled by means of the
storage network system connections shown in greater detail in Fig. 3 with respect to the various
interconnections between the networking systems 45 and the DASD devices 47 of the arrays 25
and 27.

As further shown in Fig. 2, the typical configuration for mirroring involves three of the
DASD units 47 at each site such that the subsystems are physically housed in a secured space
within each of the data center environments, and the respective units 47 are connected by three
pairs of T3 lines with channel extenders and encryptors. Thus, for example, the SRDF software

running at the respective site, enables mirroring at the volume level of selected volumes, the
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number of volumes being mirrored initially are typically about 600 volumes (approximately two
(2) terabytes of data), which requires recovery on a large scale. Normal mirroring is conducted
in a semi-synchronous mode, meaning that the data on the mirrored volumes will at most be one
write behind at any time, and recovery can be accomplished to the point in time of a failure with
no loss of data. The rest of this discussion will refer only to the secondary data center 15, it
being understood that the first data center 13 and second data center 15 are substantially the same
with respect to equipment and software configurations. The DASD array 27 is connected to a
dedicated ESCON Mtch within a switch 29. In like manner, the switch 29 connects to
dedicated front end processors 19. The dedicated front end processors 19 are connected by T1
lines to the customer network and infrastructure 23. It may be appreciated that, also connected to
the matrix switch 29 is a print pool 37, a shared terminal pool 35, a shared DASD pool 31, 2
switch controller (not numbered), a shared tape pool 33, and a shared CPU pool 39, as well as a
shared front end processor pool 21.

Fig. 4 shows in greater detail a remote tape management system to allow vault tape
backups. As may be appreciated the silo at the recovery site 15 is connected to the primary site '
13 via five T3 lines 41. Data flow is from z; central processing unit 49 through ESCON channels
to DASD devices 47 of array 25 through the T3 lines 41 to the DASD devices 47 of array 27 at
the recovery site 15 and to a tape silo 59 which includes 16 tape units in two silos and is
configured for redundancy. In the event of severance of the T3 connections to the remote silos
59, backups are directed to local tape units in the primary data center 13 and propagated to the
remote silos 59 once the connections are restored. The flow of data is controlled by a channel
switch 51 at the primary data center 13 and controlled at the secondary or recovery site 15
through a library management unit (LMU) control unit 53, which provides commands to a robot
inside the tape/silo in a conventional manner, and through an ESCON director unit 55.

A more detailed configuration for conducting tape vault operations is further shown in
Fig. 5 wherein the various elements are also shown numbered, and the interconnections and the
operation thereof will be readily apparent to those of ordinary skill in the art and similar to that of
Fig. 4.

The invention is implemented in the environment of global banking in which many
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financial services generate transaction flow to and from, in this case, a banking data center, to
initiate transactions on behalf of the bank’s clients and/or internal users. Services provided over
such a network from a data processing center include such services as security trading, both
within the bank implementing the data processing center, as well as outside of the individual
bank’s system. In addition to on-line transactions, checking systems receive and generate batch
feeds from and to operating units within and outside the bank’s environment.

Another function implemented through the network includes fund transfers which are
initiated by customers and posted in real time. Thus, it becomes important to be able to recover
these functions, many of which are considered critical on an expedited basis.

As previously explained, critical systems and functions are those which are initially
recovered prior to recovering other functions and data in the event of system failure. Examples
of functions which are considered critical include checking, such as corporate checking and
financial institutions checking. Other functions considered important are DB2-based
applications that provide same-date posting to account balances, and supporting interaccount
aggregation, Further, electronic banking to corporate customers, check processing control
systems for various regions, applications that process remittances, support lock box operations,
applications that support multi-currency transactions, and such other systems as billing
applications, electronic check managers and global check systems are all considered critical and
are the first to be recovered in the event of a failure.

The following timeline provides an example of the typical recovery window for the

system and method in accordance with the invention.

On-line day

| I < 25

| hrs. ] > | | | >

>

Disaster Disaster IPL System On-line inquiries

Strikes Declaration (CICS and network) Investigation/

reconcilement Enable Fund Transfer Network (FTN) " Enable
customer interfaces
Batch restoration

12



¥y e

?%g 1‘,:, ‘g}} s,

10

15

20

25

The target recovery window for critical systems are measured from the time of
declaration of a disaster. They are as follows:

Critical on-line systems--2.5 hours to restore critical functions and data;

Critical batch systems--2.5 hours to restore the environment and resume the batch at the
appropriate recovery point (prior to the outage).

In accordance with the method, recovery is accomplished by switching the front-end
network, readying and IPLing the system, establishing the connections to key user locations,
activating critical aﬁplications and support systems (for example, TSO, scheduling subsystems,
security subsystems, CICS regions, etc.), allowing application support staff and operations to
conduct initial investigation of application and transactions status.

Although a discussion of a number of critical on-line functions has been provided, the
most critical on-line functions to be recovered during the on-line day are checking account
balance inquiry and fund transfer network interfaces. The enabling of the transmission
interfaces, primarily with customers, will follow after the most critical functions have been
restored. In a recovery situation, critical on-line CICS regions are started, Application support
staff, application managers, and customer support personnel will operate the data center to
conduct investigations, verify the status of the files and transactions, and take necessary recovery
steps before making the system available to other users. Restoration and recovery of data needed
for checking nightly batch processing and restoration of other applications will also take place
once the most critical functions are recovered.

The back up of system and application files critical to recovery during the on-line day
utilizes “volume™ based disk mirroring. Critical data is written in substantially real-time, i.e., in
semi-synchronous mode, to corresponding target disk volumes at the back-up site and will be
made available in the recovery process. Further, local mirror disks are provided at the remote
site. In this manner, the failure of one or more disks at the remote site does not affect the
recovery process due to provisioning of the local mirrors. The back up of critical batch processes
during the day is implemented using a combination of disk mirroring and remote tape back up,
depending on the characteristics of the process (i.e., files exceeding a given size are written to the

remote silo as opposed to mirrored disk).
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With respect to a disaster which strikes during nightly batch cycle, it is important to
provide the ability to recover at the secondary data center. This is done by reverting to the
current job or jobstream restoration point, and continuing the batch process. This requires that
all files, i.e., on-line or back ups, needed to accomplish this objective, either reside on remotely
mirrored disks, such as DASD at mirror array 27, or at shared DASD pool 31 or in the remote
tape silo 59. The application recovery activities take place after the IPL of the system. Critical
to this activity is taking a snapshot of the que status at the time of outage. The status of jobs is
recorded in the quelies at the time of system failure and will be made available immediately as
reports to appropriate personnel. The personnel in the data centers 13 and/or 15 will then execute
the appropriate recovery steps for the applications, as is done today for a local failure.
Specifically, batch recovery at the remote site will occur in the same manner as would be
currently done at tﬁe primary location.

It is recognized that many intraday batch jobs are transmission related. These
transmissions are either customer related or are intrabank and typically involve a growing
volume in excess of 5000 transmissions per day. In accordance with the method and-system of '
the invention, all incoming transmissions are mirrored and available for recovery in a
contingency. The outgoing transmission pool will also be mirrored and available for
retransmission.

In implementing the system and method of the invention, it is noted that all of the
commonly used SRDF commands have been automated to simplify their use and reduce the
potential for error. The sections below describe the commands which have been automated, their
purpose, where they reside, any special considerations which may apply, and a sample of the

native SRDF command invoked by the automation routine.

SRDF MVS Console Automation Processes:

Command: SRDF QUERY )
Function: A global command that queries the mode of all Symmetrix®, ‘i.e., DASD

boxes that participate in SRDF mirroring and returns mirroring mode volume counts and
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invalid track counts.

Libraties/Datasets: ~AFODLPLX.CMDLIB(SRDFQWRY) -exec-
AFODLPLX.CMDLIB(BOTHO3) - rule trap -

Special Considerations: None

Manual command: ??SC VOL,addr, ALL

*note: addr=the starting unit address of the Symmetrix® box

Command: SRDF ADCOPY

Function: A global command that places the mode of all Symmetrix® boxes that

participate in SRDF mirroring into adaptive copy disk mode.

Libraries/Datasets: AFODLPLX.CMDLIB(SRDFACPY) -exec-
AFODLPLX.CMDLIB(BOTHO03) - rule trap -

Special Considerations: None

Manual command: ??SC VOL,addr,ADCOPY-DISK,ALL

*note: addr=the starting unit address of the Symmetrix® box

Command: SRDF SEMISYNC

Function: A global command that places the mode of all Symmetrix® boxes that

participate in SRDF mirroring into semi-synchronous mode. This command investigates

that there are less than 100,000 invalid tracks per Symmetrix® before switching to semi-

synchronous mode.

Libraries/Datasets: ~AFODLPLX.CMDLIB(SRDFSEMI) -exec-
AFODLPLX.CMDLIB(BOTHO3) -~ rule trap -

Special Considerations: None

Manual command: ??SC VOL,addr, NADCOPY,ALL

*note: addr=the starting unit address of the Symmetri).c® box

15
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Command: SRDF RESUME

Function: A global command that resumes the mirroring process of all Symmetrix®

boxes that participate in SRDF mirroring. The resume command automatically resumes

the mirroring in adaptive copy mode only. The operator must use the SRDF QUERY

command to determine when synchronization between the source and target Symmetrix®

boxes is less than 100,000 invalid tracks per Symmetrix® box. Once under 100,000

invalid tracks on each Symmetrix®, it is safe to switch to semi-synchronous mirroring

using the SRDF SEMISYNC console command.

Libraries/Datasets:  AFODLPLX.CMDLIB(SRDFRSUM) -exec-
AFODLPLX.CMDLIB(BOTHO3) - rule trap -

Special Considerations: The SRDF RESUME command is used to restart the mirroring

process after a SRDF SUSPEND command was issued to stop the mirroring. Ifa

refresh/refresh-resume process is done from the target side then the operator does not

issue the SRDF RESUME console command!!

Manual command: ??SC VOL,addr,RDF-RSUM,ALL

*note: addr=the starting unit address of the Symmetrix® box

Command: SRDF SUSPEND / SRDF SUSPEND.COB

Function: A global command that queries the invalid tracks of all Symmetrix® boxes

that participate in SRDF mirroring and suspends mirroring when there are zero invalid

tracks. This allows for the most graceful suspension of mitroring.

Libraries/Datasets: AFODLPLX.CMDLIB(SRDFSUSP) -exec-
AFODLPLX.CMDLIB(BOTHO3) - rule trap -

Special Considerations: None

Manual command: ??SC VOL,addr,RDF-SUSP,ALL/

Manual command: ??SC LINK,addr,OFFLINE "

*pote: addr=the starting unit address of the Symmetrix® box
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Command: SRDF SUSPEND.BREAK
Function: A global command that immediately suspends mirroring to all Symmetrix®

boxes that participate in SRDF mirroring. Primary use of this command would be in a

critical situation where the suspension of mirroring is needed as soon as possible without

regard to target data integrity.

Libraries/Datasets: AFODLPLX.CMDLIB(SRDFBRAK) -exec-
AFODLPLX.CMDLIB(BOTHO3) - rule trap -

Special Considerations: None

Manual command: ?7SC VOL,addr,RDF-SUSP,ALL

*note: addr=the starting unit address of the Symmetrix® box

MYVS HOST SELF LOCATOR

Command: TSO WHERE

Function: A TSO command that is executed from any ISPF or TSO command line that
determines which system the user is currently signed on. This command will
differentiate cloned systems (Y2K, testbeds, etc.) vs. production systems by the
examination of the CPU serial number.

Libraries/Datasets:  SYS6.CLIST(WHERE) -exec-

Special Considerations: None

Manual command: LOGOFF system - visually determine location!

Having thus generally described the invention, the same will become better understood

from the appended claims in which it is set forth in a non-limiting manner.
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Claims

1. A method of recovering system function and data in the event of failure of on-line

systems connected to a data center, comprising:

establishing a first data center having a predetermined equipment configuration;

establishing a second data center having an equipment configuration which is
substantially equivalent to the equipment configuration at the first data center;

writing critical on-line data in real time to a disk store configuration at the first
data center and to a mirror disk store configuration at the second data center;

backing up critical batch processes during daytime operation of the first data
center by storing batch data and processes on the mirror disk store configuration at the second
data center;

backing up critical batch processes during nighttime operation of the first data
center by a combination of remote disk mirroring and by creating magnetic tape files critical for
nightly batch recovery at a tape silo at the second data center;

upon system failure, preparing and configuring the equipment configuration at the’
second data center for operation; and

determining the state of the system at the time of failure with a scheduling
subsystem on said equipment at the second data center, to determine which systems need to be
restarted.

2. The method of claim 1 wherein said writing of critical on-line data in real time to
the disk store at the first data center and the mirror disk store at the second data center is
conducted in semi-synchronous mode and thereby provides for point in time recovery of critical
on-line data.

3. The method of claim 1 wherein said writing of critical on-line data in real time to
the disk store at the first data center and the mirror disk store at the second data center is
conducted through volume based disk mirroring.

-4 The method of claim 1 further comprising, determining the state of the system at
the time of failure for a daytime fajlure, and once the state of the system at the time of failure is

determined for a daytime failure, at the second data center, certifying the status of files and
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transactions for critical on-line functions, implementing necessary recovery steps for said files
and functions, and once the recovery steps are complete, thereafter making the system available
to users thereof.

5. The method of claim 4 further comprising, once critical functions and data are
recovered, at the second data center, at nighttime, implementing nightly batch functions.

6. The method of claim 4 further comprising, once critical functions and data are
recovered, at the second data center, restoring and recovering of other traditionally recovered
applications and data.

7. The method of claim 1 further comprising, once the state of the system at the time
of failure is determined for a nighttime failure, at the second data center, reverting to the then-
current job or jobstream restoration point and continuing batch processes from that point.

8. The method of claim 1 further comprising, once the state of the system at the time
of failure is determined for a nighttime failure, at the second data center, conducting an IPL of
the system, determining the application que status of applications at the time of failure, reporting
the determined que status, and executing recovery steps in accordance with the determined que '
status.

9. The method of claim 7 wherein said batch process is resumed with data on a tape
silo at the second data center.

10.  The method of claim 7 wherein said batch process is resumed with data on a
mirror drive at the second data center.

11.  The method of claim 1 wherein each disk store configuration includes multiple
disks, and further comprising automatically decoupling individual mirrored disks of at least one
of the mirror disk store configurations under programmed control.

12.  The method of claim 11 further comprising validating the integrity of the mirrored
data and the second data center configuration with the decoupled individual mirrored disks.

13.  The method of claim 11 further comprising automatically recoupling decoupled
individual mirrored disks across the entire mirror disk store configuration under programmed

control.
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14, The method of claim 1 wherein each disk store configuration includes multiple
disks, and further comprising conducting backing up at the second data center on local mirror
disks to avoid the failure of one or more disks at the second data center affecting the integrity of
the method of recovering system function and data.

15. The method of claim 1 further comprising, once a failure is corrected at the first
data center, reverse writing the critical on-line data and backing up batch processes from the
second data center to the first data center,

16.  The method of claim 1 further comprising monitoring the system for error
messages indicative of errors in writing to and backing up on the mirror disk store configuration
and magnetic tape files, and issuing an alert upon detection of any such error message.

17.  The method of claim 1 wherein the first data center is connected to the second
data center through a network, and further comprising monitoring utilization of the network to
determine the available capacity of the connection between the first data center and the second
data center.

18.  The method of claim 17 wherein said network is a secured encrypted facility, and’
wherein the data is transmitted thereon.

19.  The method of claim 1 further comprising conducting recovery of on-line data and
function to the point in time of the failure with no loss of data.

20.  The method of claim 1 further comprising conducting batch recovery at the
second data center in the same manner as batch recovery is conducted at the first data center.

21. A method of recovering system function and data in the event of failure of on-line
systems connected to a data center, comprising:

establishing a first data center having a predetermined equipment configuration;

establishing a second data center having an equipment configuration which is
substantially equivalent to the equipment configuration at the first data center;

writing critical on-line data in real time to a disk store configuration at the first

data center and to a mirror disk store configuration at the second data center;
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backing up critical batch processes during daytime operation of the first data
center by storing batch data and processes on the mirror disk store configuration at the second
data center;

upon system failure, preparing and configuring the equipment configuration at the
second data center for operation; and

determining the state of the system at the time of failure with a scheduling
subsystem on said equipment at the second data center, to determine which systems need to be
restarted.

22. A method of recovering system function and data in the event of failure of on-line

systems connected to a data center, comprising:

establishing a first data center having a predetermined equipment configuration;

establishing a second data center having an equipment configuration which is
substantially equivalent to the equipment configuration at the first data center;

backing up critical batch processes during nighttime operation of the first data '
center by a combination of remote disk mirroring and by creating magnetic tape files critical for
nightly batch recovery at a tape silo at the second data center;

upon system failure, preparing and configuring the equipment configuration at the
second data center for operation; and

determining the state of the system at the time of failure with a scheduling
subsystem on said equipment at the second data center, to determine what systems need to be
started.

23. A system for recovering system functions and data in the event of failure of on-

line systems connected to a data center, comprising:

a first data center having a predetermined equipment configuration;

a second data center having an equipment configuration which is substantially
equivalent to the equipment configuration at the first data center;

a first connection configured for writing critical on-line data in re:;al time to a disk

store configuration at the first data center and to a mirror disk store configuration at the second

data center; /
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a second connection configured for backing up critical batch processes during
daytime operation of the first data center by storing batch data and processes on the mirror disk
store configuration at the second data center;

a third connection configured for backing up critical batch processes during
nighttime operation of the first data center by a combination of remote disk mirroring and
creating magnetic tape files critical for nightly batch recovery from disk files at the first data
center, onto a tape silo at the second data center; and

the second data center being further configured for determining the state of the
system at the time of a failure, with a scheduling subsystem which is adapted to run on said
equipment at the second data center for determining which systems need to be restarted to
provide for point in time recovery of critical on-line data.

24.  The system of claim 23, wherein the first data center comprises a primary disk
store and the second data center comprises a mirror disk store, and wherein the primary data
center and secondary data center are programmed for writing critical on-line data to the primary
disk store and to the mirror disk store. '

25.  The system of claim 23 wherein the first data center comprises a primary disk
store and the second data center comprises a mirror disk store, and wherein the primary data
center and secondary data center are programmed for writing critical on-line data in substantially
real time to the primary disk store and to the mirror disk store through volume based disk
mirroring.

26.  The system of claim 23, wherein the second data center is programmed for
determining the state of the system at the time of a daytime failure, for verifying the status of
files and transactions for critical functions at the time of failure, for implementing necessary
recovery steps for said files and functions, and once the recovery steps are complete, for making
the system available for users thereof.

27.  The system of claim 26, wherein the second data center is further programmed, at
nighttime, for implementing nightly batch functions once critical daytime functions are

recovered.
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28.  The system of claim 26, wherein the second data center is further programmed for
traditional restoring and recovering of other non-critical applications and data once critical
daytime functions and data are recovered.

29.  The system of claim 23 wherein the second data center is programmed for
determining the state of the system at the time of a nighttime failure, for reverting to the then-
current job or jobstream restoration point, and for continuing batch processes from that point.

30.  The system of claim 23 wherein the second data center is programmed for
determining the state of the system at the time of 2 nighttime failure, for conducting an IPL of the
system, for determining the application que status of applications at the time of failure, for
reporting the determined que status, and for executing recovery steps in accordance with the
determined que status.

31.  The system of claim 29 wherein said second data center comprises a tape silo
connected for having data retrieved therefrom for resuming batch processes.

32.  The system of claim 29 wherein said second data center comprises a mirror drive
connected for having data retrieved therefrom for resuming batch processes.

33.  The system of claim 23 wherein each disk store configuration comprises multiple
disks, and wherein the system is configured for automatically decoupling individual mirror disks
of the disk store configuration under programmed control.

34.  The system of claim 33 wherein the system is further configured for validating the
integrity of mirrored data and the second data center configuration through operation of
decoupled individual mirrored disks.

35.  The system of claim 33 wherein the system is further configured for recoupling
decoupled mirrored disks across the entire mirror disk to configuration under programmed
control.

36.  The system of claim 23 wherein the mirror disk store configuration at the second
data center has multiple disks for backing up at the second data center of local mirror disks in the
mirror disk store configuration, to avoid the failure of one or more disks at the second data

center.
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37.  The system of claim 23 wherein the system is configured, once a failure is
corrected at the first data center, for reverse writing of the critical on-line data and backing up
batch processes from the second data center to the first data center.

38.  The system of claim 23 further comprising a monitor for monitoring the system
for error messages indicative of errors in writing to and backing up on the mirror disk store
configuration and magnetic tape files, and for issuing an alert upon detection of any such error
message.

39.  The system of claim 23 wherein the first data center is connected to the second
data center through a network, and further comprising a utilization monitor for determining the
capacity of the network connection between the first data center and the second data center.

40.  The system of claim 39 wherein said network is a secure encrypted facility.

41.  The system of claim 23 wherein the system is configured for conducting recovery
of on-line data and function to the point in time of the failure with no loss of data .

42,  The system of claim 23 wherein the system is configured for conducting batch
recovery at the second data center in the same manner as batch recovery is conducted at the first’
data center.

43,  The system of claim 23 wherein the system is configured for having customer and
internal data transmitted to the first data center also transmitted to and retained at the second data
center, thereby eliminating the need for any data retransmission.

44. A system for recovering system functions and data in the event of failure of on-
line systems connected to a data center comprising:

a first data center having a predetermined equipment configuration;

a second data center having an equipment configuration which is substantially
equivalent to the equipment configuration at the first data center;

a first connection configured for writing critical on-line data in substantially real
time to a disk store at the first data center and to a mirror disk store at the second data center;

a second connection configured for backing up critical batch processes during
daytime operation of the first data center by storing batch data and processes on a mirror disk

store at the second data center; and
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the second data center being further configured for determining the state of the
system at the time of a failure, with a scheduling subsystem which is adapted to run on said
equipment at the second data center for determining which systems need to be restarted to
provide for point in time recovery of critical on-line data.

45. A system for recovering system functions and data in the event of failure of on-
line systems connected to a data center comprising:

a first data center having a predetermined equipment configuration;

a second data center having an equipment configuration which is substantially
equivalent to the equipment configuration at the first data center;

a connection configured for backing up critical batch processes during nighttime
operation of the first data center by a combination of remote disk mirroring and creating
magnetic tape files critical for nightly batch recovery from disk files at the first data center onto a
tape silo at the second data center; and

the second data center being further configured for determining the state of the
system at the time of a failure, with a scheduling subsystem which is adapted to run on said
equipment at the second data center for determining which systems need to be restarted to

provide for point in time recovery of critical on-line data.
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