SESSION STATE MANAGEMENT METHOD AND SYSTEM,
APPARATUS, DEVICE, AND STORAGE MEDIUM

[0001] The application claims priority to Chinese Patent Application No. 202210195846.X, filed
with China National Intellectual Property Administration on March 1, 2022, the disclosure of

which is herein incorporated by reference in its entirety.

TECHNICAL FIELD
[0002] Embodiments of the present disclosure relate to the field of computer technologies, and in
particular, relate to a method, system, apparatus, and device for managing a session state, and a

storage medium.

BACKGROUND

[0003] Currently, with the iterative update of various social application products, various scenarios
demanding temporary sessions in the applications are increasing, such as instant audio and video
sessions between users and games initiated by matching. In these session scenarios, it is necessary
to manage the session state to achieve the corresponding service functions (e.g., deducting game
items according to the session time). The existing methods for managing session states are mainly
adopting a multipoint server, in which each server acquires the relevant session data of the region
to which the server belongs, and updates the session state to a cache based on the session data, to
achieve session state management. By using multipoint servers, the concurrent processing
capability for session data can be improved, and the data processing pressure of a single server can
be reduced.

[0004] However, managing session states simply using a multipoint server results in decentralized
management of session data for both parties of a session, making it difficult to ensure the
consistency and timeliness of data storage. Therefore, the effectiveness of session state

management is affected, causing errors in the related service processing.

SUMMARY

[0005] Embodiments of the present disclosure provide a method, system, apparatus, and device



for managing a session state, and a storage medium, which can ensure the consistency of session
states and solve the technical problem of poor consistency of session state management in the prior
art.

[0006] In a first aspect, the embodiments of the present disclosure provide a method for managing
a session state, including:

[0007] receiving a service processing result corresponding to a session service forwarded by a
proxy server, wherein the service processing result is forwarded by the proxy server based on a
session identifier in the service processing result, the session identifier including mapping
information between the service processing result and a processing server corresponding to the
service processing result; and

[0008] determining session state information of the session service based on the service processing
result, and updating the session state information to a local cache so as to synchronize the session
state information to a cache of an associated regional data center through the local cache.

[0009] In a second aspect, the embodiments of the present disclosure provide a system for
managing a session state, including: a service server, a proxy server, a processing server, and a
local cache, wherein

[0010] the service server is configured to process a session service from a first client to a second
client, generate a service processing result corresponding to the session service, and report the
service processing result to the proxy server;

[0011] the proxy server is configured to forward the service processing result to the processing
server corresponding to the service processing result based on a session identifier in the service
processing result, wherein the session identifier includes mapping information between the service
processing result and the processing server corresponding to the service processing result;

[0012] the processing server is configured to receive the service processing result corresponding
to the session service forwarded by the proxy server, determine session state information of the
session service based on the service processing result, and update the session state information to
the local cache; and

[0013] the local cache is configured to store and synchronize the session state information to a
cache of an associated regional data center.

[0014] In a third aspect, the embodiments of the present disclosure provide an apparatus for

managing a session state, including:



[0015] a receiving module, configured to receive a service processing result corresponding to a
session service forwarded by a proxy server, wherein the service processing result is forwarded by
the proxy server based on a session identifier in the service processing result, the session identifier
including mapping information between the service processing result and a processing server
corresponding to the service processing result; and

[0016] an updating module, configured to determine session state information of the session
service based on the service processing result, and update the session state information to a local
cache so as to synchronize the session state information to a cache of an associated regional data
center through the local cache.

[0017] In a fourth aspect, the embodiments of the present disclosure provide a device for managing
a session state, including:

[0018] a memory and one or more processors,

[0019] wherein the memory is configured to store one or more programs; wherein

[0020] the one or more programs, when run by the one or more processors, cause the one or more
processors to perform the method for managing the session state as defined in the first aspect.
[0021] In a fifth aspect, the embodiments of the present disclosure provide a storage medium
including one or more computer-executable instructions, wherein the one or more computer-
executable instructions, when executed by a computer processor, cause the computer processor to
perform the method for managing the session state as defined in the first aspect.

[0022] In the embodiments of the present disclosure, by receiving a service processing result
corresponding to a session service forwarded by a proxy server, session state information of the
session service is determined based on the service processing result. Then, the session state
information is updated to a local cache so as to synchronize the session state information to a cache
of an associated regional data center through the local cache. The proxy server forwards the service
processing result based on a session identifier in the service processing result, wherein the session
identifier includes mapping information between the service processing result and a processing
server corresponding to the service processing result. Through the technical means described
above, in which a service processing result is forwarded based on a session identifier to a
corresponding processing server for processing and recording a session state, and the session state
is synchronized through a local cache, the session state management of both parties of a session

can maintain a higher level of consistency, and the timeliness of session state storage is improved.



Meanwhile, the decentralized management of session data is avoided, thus optimizing the

effectiveness of session state management.

BRIEF DESCRIPTION OF THE DRAWINGS
[0023] FIG. 1 is a flowchart of a method for managing a session state according to some
embodiments of the present disclosure;
[0024] FIG. 2 is a schematic structural diagram of a system for managing a session state according
to some embodiments of the present disclosure;
[0025] FIG. 3 is a flowchart of session state management for session creation in some
embodiments of the present disclosure;
[0026] FIG. 4 is a flowchart of session state management during heartbeat monitoring in some
embodiments of the present disclosure;
[0027] FIG. 5 is a flowchart of session state management for ending a session in some
embodiments of the present disclosure;
[0028] FIG. 6 is a flowchart of session state management during audio and video connections in
some embodiments of the present disclosure;
[0029] FIG. 7 is a schematic structural diagram of an apparatus for managing a session state
according to some embodiments of the present disclosure; and
[0030] FIG. 8 is a schematic structural diagram of a device for managing a session state according

to some embodiments of the present disclosure.

DETAILED DESCRIPTION
[0031] For clearer descriptions of the objectives, technical solutions, and advantages of the present
disclosure, specific embodiments of the present disclosure are further described in detail below
with reference to the accompanying drawings. It can be understood that the specific embodiments
described herein are merely used for explaining the present disclosure and are not limitations to
the present disclosure. In addition, it shall be noted that for convenience of description, only the
portions associated with the present disclosure, rather than the entire content, are shown in the
accompanying drawings. Before further discussing exemplary embodiments in detail, it should be
noted that some exemplary embodiments are described as processes or methods depicted as

flowcharts. Although a flowchart describes operations (or steps) as sequential processes, many of



the operations may be performed in parallel, concurrently, or simultaneously. In addition, the order
of the operations may be rearranged. The process may be terminated in the case that its operations
are completed, but there may be additional processes that are not included in the accompanying
drawings. The process may correspond to a method, a function, a procedure, a subroutine, a
subprogram, and the like.

[0032] The present disclosure provides a method and system for managing a session state and aims
to select a processing server to receive a service processing result and update a session state based
on the mapping information between the service processing result and a processing server
corresponding to the service processing result included in the session identifier, and synchronize
the session state to the cache of each region through a local cache. In this way, all session data of
a session service can be ensured to be forwarded to the same processing server for processing,
avoiding decentralized data processing and ensuring the consistency and timeliness of session state
data storage. Traditional session state management solutions mainly adopt the following
management modes.

[0033] 1. Single-point processing mode: A single-point server provides session state management
functions, and interacts with local databases and caches to manage session state information. The
mode does not allow the backend to provide services in the case of a single-point server failure.
Global session state service processing must be sourced back to the server, and cross-region
processing service entails increased delay and a higher rate of request failures.

[0034] 2. Multipoint processing mode: A plurality of servers of various regions provide session
state management functions, and each server interacts with local databases and caches to manage
session state information. The multipoint server causes user data to be dispersed and inconvenient
to manage. In the case that asynchronously synchronizing databases and caches are used, it is
difficult to ensure the consistency and timeliness of data. In the case that strongly consistent
databases and caches are used, the service processing capability is reduced and the delay of the
request processing is increased.

[0035] 3. Partitioned processing mode: Users choose to join a service region to interact with other
users in the same service region. However, users in different service regions cannot interact with
each other, which is equivalent to isolating user sessions of different service regions. The user
numbers of different service regions are possibly uneven, placing more service pressure on service

regions with a larger user base.



[0036] 4. A mode of independent processing by service parties: Each service party independently
implements a session state management system based on their own needs and actual conditions.
As session state data is not shared between service parties, a user possibly exists in multiple
sessions of different services simultaneously. Therefore, the development and maintenance costs
of session management systems and the likelihood of system errors are increased.

[0037] Obviously, the existing session state management modes cannot ensure the consistency of
session state information storage, and therefore, the method and system for managing the session
state according to the embodiments of the present disclosure are provided to solve the technical
problem of poor consistency in existing session state management.

[0038] Embodiments:

[0039] FIG. 1 shows a flowchart of a method for managing a session state according to some
embodiments of the present disclosure. The method for managing the session state provided in the
embodiments is applicable to a device for managing a session state, wherein the device for
managing the session state is implemented through a software and/or hardware manner, and the
device for managing the session state consists of two or more physical entities, or is implemented
by one physical entity. In general, the device for managing the session state is a computing device
such as a processing server of a system for managing a session state.

[0040] The following description is given by taking a processing server as the subject that
performs the method for managing the session state as an example. Referring to FIG. 1, the method
for managing the session state specifically includes the following processes.

[0041] In S110, a service processing result corresponding to a session service forwarded by a
proxy server is received, wherein the service processing result is forwarded by the proxy server
based on a session identifier in the service processing result, wherein the session identifier includes
mapping information between the service processing result and a processing server corresponding
to the service processing result.

[0042] In S120, session state information of the session service is determined based on the service
processing result, and the session state information is updated to a local cache so as to synchronize
the session state information to a cache of an associated regional data center through the local
cache.

[0043] In the embodiments of the present disclosure, the method for managing the session state

described above is performed through the processing server to achieve session state management.



For any service demand party, session state management can be performed in a global service
through the processing server described above. By providing a system for managing a session state
that includes the processing server, the session states between various clients are created, managed,
and monitored. The processing server provides a unified session state management interface. For
a session service between both parties of a session, the service processing result of each service
generated from the session service is reported to the processing server, such that session state
management is performed based on the processing server.

[0044] It should be noted that the service processing result described above is generated by a
service processor processing session services. In the case that the service processor processes one
session service between both parties of a session, the service processor generates a plurality of
corresponding services, such as creating a session, connecting streaming media, ending a session,
and other services. Upon processing the services described above according to its own service
logic, the service server generates corresponding service processing results, and then reports the
service processing results to the processing server through the proxy server, such that session state
management between both parties of the session is performed through the processing server.
[0045] Specifically, the system for managing the session state according to the embodiments of
the present disclosure includes a service server, a proxy server, a processing server, and a local
cache, wherein the service server is configured to process a session service from a first client to a
second client, generate a service processing result corresponding to the session service, and report
the service processing result to the proxy server; the proxy server is configured to forward the
service processing result to the processing server corresponding to the service processing result
based on a session identifier in the service processing result, wherein the session identifier includes
mapping information between the service processing result and the processing server
corresponding to the service processing result; the processing server is configured to receive the
service processing result corresponding to the session service forwarded by the proxy server,
determine session state information of the session service based on the service processing result,
and update the session state information to the local cache; and the local cache is configured to
store and synchronize the session state information to a cache of an associated regional data center.
[0046] In some embodiments, referring to FIG. 2, a schematic structural diagram of a system for
managing a session state according to some embodiments of the present disclosure is provided.

When processing a session service initiated by an Asian region client 17 to a European region



client 18, the session service is first processed by a service server 15 of the client 17 and the client
18. In the case that a streaming media connection service is included in the session service, the
session service is processed by a streaming media server 16. The service server 15 is configured
to process various actual services of the session service, and directly interacts with the clients. The
media server 16 is responsible for providing communication services of streaming media such as
video and audio. The service server 15 and the streaming media server generate a service
processing result in the case of providing the corresponding service, and transmit the service
processing result to a proxy server 11, such that the service processing result is forwarded to a
corresponding processing server 12 through the proxy server 11, and the processing server 12
manages the session state based on the method for managing the session state described above. In
addition, in some embodiments, part of client requests, such as heartbeat requests for monitoring
the session connection state of a client, are directly reported to the proxy server 11, and forwarded
to the corresponding processing server 12 through the proxy server for processing.

[0047] It should be noted that, when forwarding the service processing result, the proxy server 11
forwards the service processing result based on a session identifier in the service processing result.
Because the session identifier includes mapping information between the service processing result
and the processing server 12 corresponding to the service processing result, in the case that the
client, the service server, or the streaming media service requires to interact with the processing
server, the service processing result or the request is transmitted to the proxy server of the region
to which the client, the service server, or the streaming media server belongs. The proxy server
transmits, based on mapping information between the service processing result and the
corresponding processing server 12, the service processing result or the request to the
corresponding processing server for processing. Additionally, in the case that a session between
two parties is initially created, the service server transmits the service processing result of the
session creation to the proxy server. The proxy server selects, based on the region to which the
client requesting session creation belongs, one processing server from various processing servers
of the corresponding region to process various service processing results of the current session
service. Then, a session identifier is generated based on mapping information between the service
processing result and the corresponding processing server, and the currently received service
processing result is transmitted to the corresponding processing server based on the session

identifier. Meanwhile, the session identifier is returned to the service server, and added to the



service processing results in subsequent uploads of the service processing results by the service
server, thus facilitating the proxy server to determine a receiver corresponding to the service
processing result.

[0048] In some embodiments, mapping information of the session identifier is represented using
a hash value. In the case that the proxy server forwards the service processing result, the proxy
server determines a target processing server by calculating the hash value, and then forwards the
service processing result. Additionally, for two parties of a session being in different regions, to
ensure that all service processing results are centralized to and processed by the same processing
server, the session identifier is required to further include region information.

[0049] In some embodiments, in the case that client A initiates a session with client B, the proxy
server of the region to which client A belongs selects one processing server from a plurality of
processing servers within the region according to a set rule (e.g., a load balancing rule) to manage
the session state between both parties. A session identifier for the current session is then generated,
which identifies the region to which client A belongs and the processing server for managing the
state of the current session. The session identifier is transmitted to both parties of the session and
the service servers and the streaming media servers to which both parties belong, and thus the
session identifier is added to the service processing results.

[0050] Subsequently, upon receiving the service processing result, the proxy server to which both
parties of the session belong first determines, based on the session identifier, the region to which
the identifier belongs, and then selects, through the consistent hash value of the session identifier,
a corresponding processing server from the region, to which the service processing result is
forwarded. As shown in FIG. 2, taking the session service from client 17 to client 18 as an example,
one processing server 12 of the Asian region is selected in advance in the session identifier to
manage the session state of both parties of the session. The proxy server of the region to which
client 18 belongs, in the case of receiving the service processing result from client 17, selects the
corresponding processing server 12 of the Asian region to manage the session state based on the
consistent hash value of the session identifier.

[0051] Additionally, as shown in FIG. 2, in the case that the processing server 12 acquires the
service processing result and updates the session state, and the session state is determined to be
changed, session state information is further updated to a pre-constructed message middleware 14.

The message middleware 14 is configured to be used for the service server 15 to query session



state information, so as to perform the corresponding session service logic.

[0052] Therefore, by generating a session identifier corresponding to the session service and
forwarding service processing results based on the session identifier using a consistent forwarding
rule, it can be ensured that all high-frequency operations for the same session service are sourced
back to a sole processing server for serial execution, avoiding logical errors caused by
decentralized session data processing and ensuring session data consistency. Additionally, by
providing a multipoint processing server to manage the session states of different session services,
the single-point failure issue is solved, and the likelihood of service unavailability due to single-
point failures is reduced. Session state data is stored regionally and synchronized bidirectionally
to the caches of various regions, enhancing disaster recovery capabilities and ensuring that the
session state data is ultimately consistent. In the case that the number of users or services using the
processing server increases, additional processing servers are employed in the data center to
achieve smooth extension, thereby optimizing the session state management.

[0053] Specifically, the service processing results described above are generated in the case that
the service server and the streaming media server process the corresponding session services. The
service processing result records corresponding session state information which is specifically a
session creation result, a session end result, or a streaming media connection result. The processing
server executes the corresponding session state management logic according to the different
service processing results received.

[0054] In the case that the service processing result is a session creation result, the processing
server performs an initialization operation of the session service based on the session creation
result, generates first state information, determines the first state information as the session state
information, and updates the session state information to a local cache. Additionally, during the
initialization operation, the processing server initializes a session timeout period of the session
service based on the session creation result, and stores the session timeout period in the local cache,
wherein the session timeout period is configured to detect a session connection state of a client.
[0055] In some embodiments, referring to FIG. 3, a session state management flow of session
creation including processes al-al2 is provided. At the time of session creation, a session request
is initiated by client 1 to client 2. The service server receives the session request and processes the
service logic. The service server notifies the called party client 2 by means of offline or online

notification. In the case that client 2 accepts the session, the service server transmits the session

10



creation result of processing the session creation service to a proxy server of the region to which
the service server belongs. The proxy server, according to the region in which the proxy server is
deployed, generates a corresponding session state identifier and a flag for background verification.
The proxy server then, based on the session state identifier, selects a processing server of the region
corresponding to the proxy server for forwarding. Because the session identifier is created by the
proxy server based on the region where the proxy server is located, a processing server in the same
region must be selected to receive the service processing result herein. The processing server, upon
receiving the service processing result, performs verification based on the flag generated by the
proxy server, simultaneously determines whether both parties of the current session have an
unfinished session, and in the case of yes, returns state error information.

[0056] In the case that the verification is completed and the states of both parties of the session
are determined to be normal, the processing server confirms the successful creation of the current
session based on the session creation result and initializes session data. The session timeout period
of the clients for both parties of the session is set for subsequently checking the heartbeat of the
client and determining whether a user is offline. In some embodiments, the processing server
further sets a maximum timeout period of the current session, that is, the processing server actively
closes the session in the case that the session exists for a period exceeding the maximum timeout
period.

[0057] Additionally, because the session is just created, the initialization operation further
initializes the session state. The initialization result of the session state is defined as the first state
information, which is then stored as session state information in the local cache.

[0058] In the case that the operation described above is completed, the processing server generates
session data based on the current session state and returns the session data to the service server.
The session data is transmitted from the processing server to the proxy server, and then returned
to the invoked service server by the proxy server. Upon receiving the session data and confirming
the successful creation of the session, the service server notifies both clients of the corresponding
session data and service data. Therefore, the clients create audio and video connections based on
the session data, and process and display the corresponding service modules based on the service
data.

[0059] In some embodiments, in the case that the processing server is processing a session creation

result, the processing server further transmits a check request to the proxy server, thereby checking
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the current session state of the called party client through the proxy server, and then decides
whether to continue the session service or stop the call and return a specific prompt to the calling
party client.

[0060] Upon the processing server updating session state information to the local cache, the local
cache synchronizes the data bidirectionally to caches of other global regions, ensuring that the
session state information in all regions is ultimately consistent.

[0061] It should be noted that the session creation described above is a session manner for different
scenarios such as a phone call and a game, and the processing server is only required to provide
an interface to access a corresponding session creation result to perform the session state
management of the corresponding session manner.

[0062] In some embodiments, based on the session timeout period of a client set by the
initialization operation described above, the processing server periodically detects a client with
connection timeout based on the heartbeat of the client. Referring to FIG. 4, a session state
management flow of heartbeat monitoring including processes b1-b7 is provided. In the case of
receiving a client heartbeat request forwarded by the proxy server within the session timeout
period, the processing server updates the session timeout period based on the current time. In the
case of not receiving the client heartbeat request forwarded by the proxy server within the session
timeout period, the processing server determines that the client corresponding to the session
service is in an offline state, updates the session state information in the local cache based on the
offline state, and deletes the session timeout period.

[0063] Asshown in FIG. 4, in the case that the client creates the session successfully, the heartbeat
request is further required to be periodically transmitted to the processing server through the proxy
server, ensuring that the processing server can monitor the session condition and timely check
whether the client state is abnormal. The processing server, upon receiving the heartbeat request
of the client, updates the timeout period corresponding to the client. The timeout period is updated
by adding the current time with the timeout period of the client prior to the update.

[0064] Upon successfully initializing the session timeout period of the client, the processing server
starts to periodically check whether the user is timed out.

[0065] In the case that the processing server does not receive a heartbeat request from a specific
client for a long time and the session timeout period of the client is reached, the processing server

updates the session state to be that the client is offline, and removes the timeout period of the client
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(the client is not checked again in subsequent periodical checks). Additionally, the client offline
event is logged to the message middleware. Because the service server actively consumes events
in the message middleware, upon acquiring the message of the client being offline, the service
server performs the corresponding client offline service logic.

[0066] Then, in the case that the client that is supposed to be offline retransmits the heartbeat
request, the processing server renews the timeout period of the client. Additionally, the client
reconnection event is logged to the message middleware. The service server actively consumes the
events in the message middleware, and upon acquiring the message of the client being reconnected,
performs the corresponding service logic.

[0067] By monitoring the connection state of the client, the change of the session state of the user
is notified to the service side in real-time, and different services are isolated from each other and
do not interfere with each other. Therefore, the pressure of the deployed service is reduced without
affecting user experience.

[0068] In some embodiments, in the case that the service processing result is a session end result,
the processor, when managing the session state, acquires a first distributed lock corresponding to
the session end result based on the session identifier, wherein the first distributed lock is configured
to prohibit initiating a session end request corresponding to the session service again; and generates
second state information based on the session end result, and determines the second state
information as the session state information and updates the session state information to the local
cache. Subsequently, the session timeout period of the client is deleted.

[0069] Referring to FIG. 5, a session state management flow for ending a session including
processes d1-d8 is provided. In the case that the service server determines that the current session
is ended, the service server transmits a session end result to a nearest proxy server. The proxy
server forwards the session end result to the sole corresponding processing server based on the
session identifier. The processing server, upon receiving the session end result, first acquires the
distributed lock of the current session end result based on the session identifier, and defines the
distributed lock as a first distributed lock. Other session ending requests of the session service are
prohibited through the first distributed lock, ensuring that all operations of the same session service
are processed serially. Then, the timeout period corresponding to the client and the session is
removed and the session state is updated. The session end state is defined as second state

information, and the second state information is determined as the session state information, and
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updated to the local cache. Additionally, the session end state is logged to the message middleware,
and then the streaming media server and the service server are notified with the end of the session,
such that the streaming media server and the service server execute the service logic corresponding
to the end of the session.

[0070] In some embodiments, the session end result is that the service server consumes the user
offline event and ends the session automatically; or that the session is actively ended by a client
user operation; or that in the case that the session is timed out, the processing server actively ends
the session and notifies the service server through the message middleware. The embodiments of
the present disclosure do not impose a fixed limitation on the session ending manner, and are not
described herein for further details.

[0071] In addition, in some embodiments, concerning a result of creating a streaming media
connection reported by the streaming media server, the embodiments of the present disclosure
perform session state management by using an independent processing logic. In the case that the
service processing result is a streaming media connection result for audio and video, the processing
server, when managing the session state, acquires a second distributed lock corresponding to the
streaming media connection result based on the session identifier, wherein the second distributed
lock is configured to prohibit initiating a streaming media connection request corresponding to the
session service again; generates third state information based on the streaming media connection
result, determines the third state information as the session state information, and updates the
session state information to the local cache; and initializes a streaming media connection timeout
period, wherein the streaming media connection timeout period is configured to detect a streaming
media connection state of a client.

[0072] Specifically, referring to FIG. 6, a session state management flow of audio and video
connection including processes cl-c6 is provided. In the case that the connection media server
determines that the client connection is successful, the streaming media server, based on the
streaming media connection result, notifies the processing server of the successful streaming media
connection of the corresponding client through the proxy server. The processing server, upon
receiving the streaming media connection result, first acquires the distributed lock corresponding
to the streaming media connection result based on the session identifier, and defines the distributed
lock as a second distributed lock. The second distributed lock is configured to prohibit initiating a

streaming media connection request corresponding to the session service again, avoiding multiple
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streaming media connections for the same client at the same time and ensuring that all operations
of the same session service are processed serially. Then, state information is generated based on
the streaming media connection successful state, and is defined as third state information. The
third state information is determined as the session state information, and updated to the local
cache.

[0073] Furthermore, the timeout period of the streaming media connection of the corresponding
client is set. In the case that the processing server determines that both parties of the session are
successfully connected, the processing server records the session state as the formal start of the
streaming media session, and records the session state to the message middleware. Then, the
service server acquires the message that both parties of the session are successfully connected by
actively consuming the event in the message middleware, and performs the corresponding service
logic.

[0074] The processing server acquires corresponding session states for different service
processing results and updates the session states to the local cache, such that the session state
management flow of the embodiments of the present disclosure is achieved.

[0075] As described above, by means of receiving a service processing result corresponding to a
session service forwarded by a proxy server, the session state information of the session service is
determined based on the service processing result. Then, the session state information is updated
to a local cache so as to synchronize the session state information to a cache of an associated
regional data center through the local cache. The proxy server forwards the service processing
result based on a session identifier in the service processing result, wherein the session identifier
includes mapping information between the service processing result and a processing server
corresponding to the service processing result. By utilizing the technical means described above,
a service processing result is forwarded to a corresponding processing server based on a session
identifier for processing and recording a session state, and the session state is synchronized through
a local cache, such that the session state management of both parties of a session can maintain a
higher level of consistency, and the timeliness of session state storage is improved. Meanwhile,
the decentralized management of session data is avoided, thus optimizing the effectiveness of
session state management.

[0076] Based on the embodiments described above, FIG. 7 is a schematic structural diagram of an

apparatus for managing a session state according to the present disclosure. Referring to FIG. 7, the

15



apparatus for managing the session state provided in the embodiments specifically includes: a
receiving module 21 and an updating module 22.

[0077] The receiving module 21 is configured to receive a service processing result corresponding
to a session service forwarded by a proxy server, wherein the service processing result is forwarded
by the proxy server based on a session identifier in the service processing result, the session
identifier including mapping information between the service processing result and a processing
server corresponding to the service processing result.

[0078] The updating module 22 is configured to determine session state information of the session
service based on the service processing result, and update the session state information to a local
cache so as to synchronize the session state information to a cache of an associated regional data
center through the local cache.

[0079] Specifically, the updating module 22 is further configured to update the session state
information to a pre-constructed message middleware, wherein the message middleware is
configured to be used for a service server to query the session state information, and the service
server is configured to process the session service, generate the service processing result, and
report the service processing result to the proxy server.

[0080] Specifically, the service processing result is a session creation result. The updating module
22 is configured to perform an initialization operation of the session service based on the session
creation result, generate first state information, and determine the first state information as the
session state information and update the session state information to the local cache. The updating
module further initializes a session timeout period of the session service based on the session
creation result, and stores the session timeout period in the local cache, wherein the session timeout
period is configured to detect a session connection state of a client. Then, in the case of receiving
a client heartbeat request forwarded by the proxy server within the session timeout period, the
module updates the session timeout period based on the current time. In the case of not receiving
the client heartbeat request forwarded by the proxy server within the session timeout period, the
module determines that the client corresponding to the session service is in an offline state, updates
the session state information in the local cache based on the offline state, and deletes the session
timeout period.

[0081] Specifically, the service processing result is a session end result. The updating module 22

is configured to acquire a first distributed lock corresponding to the session end result based on
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the session identifier, wherein the first distributed lock is configured to prohibit initiating a session
end request corresponding to the session service again; generate second state information based
on the session end result, and determine the second state information as the session state
information and update the session state information to the local cache; and delete the session
timeout period.

[0082] Specifically, the service processing result is a streaming media connection result. The
updating module 22 is configured to acquire a second distributed lock corresponding to the
streaming media connection result based on the session identifier, wherein the second distributed
lock is configured to prohibit initiating a streaming media connection request corresponding to the
session service again; generate third state information based on the streaming media connection
result, and determine the third state information as the session state information and update the
session state information to the local cache; and initialize a streaming media connection timeout
period, wherein the streaming media connection timeout period is configured to detect a streaming
media connection state of a client.

[0083] As described above, by means of receiving a service processing result corresponding to a
session service forwarded by a proxy server, the session state information of the session service is
determined based on the service processing result. Then, the session state information is updated
to a local cache so as to synchronize the session state information to a cache of an associated
regional data center through the local cache. The proxy server forwards the service processing
result based on a session identifier in the service processing result, wherein the session identifier
includes mapping information between the service processing result and a processing server
corresponding to the service processing result. By utilizing the technical means described above,
a service processing result is forwarded to a corresponding processing server based on a session
identifier for processing and recording a session state, and the session state is synchronized through
a local cache, such that the session state management of both parties of a session can maintain a
higher level of consistency, and the timeliness of session state storage is improved. Meanwhile,
the decentralized management of session data is avoided, thus optimizing the effectiveness of
session state management.

[0084] The apparatus for managing the session state provided by the embodiments of the present
disclosure is configured to perform the method for managing the session state provided by the

embodiments described above, and has corresponding functions and beneficial effects.
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[0085] Based on the practical embodiments described above, the embodiments of the present
disclosure further provide a device for managing a session state. Referring to FIG. 8, the device
for managing the session state includes: a processor 31, a memory 32, a communication module
33, an input apparatus 34, and an output apparatus 35. The memory 32, as a computer-readable
storage medium, is configured to store one or more software programs, one or more computer-
executable programs, and one or more modules, such as program instructions/modules
corresponding to the method for managing the session state according to any embodiment of the
present disclosure (e.g., the receiving module 21 and the updating module in the apparatus for
managing the session state). The communication module 33 is configured to perform data
transmission. By running one or more software programs, one or more instructions, and one or
more modules stored in the memory, the processor 31 runs various functional applications and
data processing of the device, to achieve the method for managing the session state described
above. The input apparatus 34 is configured to receive input numeric or character information and
produce key signal inputs related to user settings and function control of the device. The output
apparatus 35 includes display devices such as a display screen. The device for managing the
session state provided above is configured to perform the method for managing the session state
provided by the embodiments described above, and has corresponding functions and beneficial
effects.

[0086] Based on the embodiments described above, the embodiments of the present disclosure
further provide a storage medium including one or more computer-executable instructions,
wherein the one or more computer-executable instructions, when executed by a computer
processor, cause the computer processor to perform the method for managing the session state.
The storage medium is any of various types of memory devices or storage devices. In addition,
according to the storage medium including one or more computer-executable instructions provided
by the embodiments of the present disclosure, the one or more computer-executable instructions
are not limited to the method for managing the session state described above, but can also be used
to perform related operations in the method for managing the session state according to any

embodiment of the present disclosure.
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CLAIMS

1. A method for managing a session state, comprising:

receiving a service processing result corresponding to a session service forwarded by a proxy
server, wherein the service processing result is forwarded by the proxy server based on a session
identifier in the service processing result, the session identifier comprising mapping information
between the service processing result and a processing server corresponding to the service
processing result; and

determining session state information of the session service based on the service processing
result, and updating the session state information to a local cache so as to synchronize the session
state information to a cache of an associated regional data center through the local cache.

2. The method for managing the session state according to claim 1, wherein, upon determining
the session state information of the session service based on the service processing result, the
method further comprises:

updating the session state information to a pre-constructed message middleware, wherein the
message middleware is configured to be used for a service server to query the session state
information, the service server being configured to process the session service and generate the
service processing result, and report the service processing result to the proxy server.

3. The method for managing the session state according to claim 1, wherein the service
processing result is a session creation result; and

determining the session state information of the session service based on the service
processing result, and updating the session state information to the local cache, comprises:

performing an initialization operation of the session service based on the session creation
result, generating first state information, and determining the first state information as the
session state information and updating the session state information to the local cache.

4. The method for managing the session state according to claim 3, wherein performing the
initialization operation of the session service based on the session creation result further comprises:

initializing a session timeout period of the session service based on the session creation result,
and storing the session timeout period in the local cache, wherein the session timeout period is
configured to detect a session connection state of a client.

5. The method for managing the session state according to claim 4, wherein, upon performing

the initialization operation of the session service based on the session creation result, the method
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further comprises:

in a case that a client heartbeat request forwarded by the proxy server is received within the
session timeout period, updating the session timeout period based on current time; and

in a case that the client heartbeat request forwarded by the proxy server is not received within
the session timeout period, determining that a client corresponding to the session service is in an
offline state, updating the session state information in the local cache based on the offline state,
and deleting the session timeout period.

6. The method for managing the session state according to claim 4, wherein the service
processing result is a session end result; and

determining the session state information of the session service based on the service
processing result, and updating the session state information to the local cache, comprises:

generating second state information based on the session end result, and determining the
second state information as the session state information and updating the session state information
to the local cache.

7. The method for managing the session state according to claim 6, wherein, prior to
determining the second state information as the session state information and updating the session
state information to the local cache, the method further comprises:

acquiring a first distributed lock corresponding to the session end result based on the session
identifier, wherein the first distributed lock is configured to prohibit initiating a session end request
corresponding to the session service again; and

upon determining the second state information as the session state information and updating
the session state information to the local cache, the method further comprises:

deleting the session timeout period.

8. The method for managing the session state according to claim 1, wherein the service
processing result is a streaming media connection result; and

determining the session state information of the session service based on the service
processing result, and updating the session state information to the local cache, comprises:

generating third state information based on the streaming media connection result, and
determining the third state information as the session state information and updating the
session state information to the local cache.

9. The method for managing the session state according to claim 8, wherein, prior to
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determining the third state information as the session state information and updating the session
state information to the local cache, the method further comprises:
acquiring a second distributed lock corresponding to the streaming media connection

result based on the session identifier, wherein the second distributed lock is configured to

prohibit initiating a streaming media connection request corresponding to the session service

again; and

upon determining a streaming media connection state information as the session state
information, the method further comprises:

initializing a streaming media connection timeout period, wherein the streaming media

connection timeout period is configured to detect a streaming media connection state of a

client.

10. A system for managing a session state, comprising: a service server, a proxy server, a
processing server, and a local cache, wherein

the service server is configured to process a session service from a first client to a second
client, generate a service processing result corresponding to the session service, and report the
service processing result to the proxy server;

the proxy server is configured to forward the service processing result to the processing server
corresponding to the service processing result based on a session identifier in the service
processing result, wherein the session identifier comprises mapping information between the
service processing result and the processing server corresponding to the service processing result;

the processing server is configured to receive the service processing result corresponding to
the session service forwarded by the proxy server, determine session state information of the
session service based on the service processing result, and update the session state information to
the local cache; and

the local cache is configured to store and synchronize the session state information to a cache
of an associated regional data center.

11. An apparatus for managing a session state, comprising:

a receiving module, configured to receive a service processing result corresponding to a
session service forwarded by a proxy server, wherein the service processing result is forwarded by
the proxy server based on a session identifier in the service processing result, the session identifier

comprising mapping information between the service processing result and a processing server
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corresponding to the service processing result; and

an updating module, configured to determine session state information of the session service
based on the service processing result, and update the session state information to a local cache so
as to synchronize the session state information to a cache of an associated regional data center
through the local cache.

12. A device for managing a session state, comprising:

a memory and one or more processors,

wherein the memory is configured to store one or more programs; wherein

the one or more programs, when run by the one or more processors, cause the one or more
processors to perform the method for managing the session state as defined in any one of claims 1
to 9.

13. A storage medium comprising one or more computer-executable instructions, wherein the
one or more computer-executable instructions, when executed by a computer processor, cause the

computer processor to perform the method for managing the session state as defined in any one of

claims 1 to 9.
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