SYSTEMS, METHODS AND DEVI CES THAT ALLOW SECURI TY AND SECURI TY GUARD

FUNCTI ONS TO BE PERFORMED USI NG AN | NTEGRATED SYSTEM AND MOBI LE DEVI CES

[ 0001] Field of the Invention [0002] The subject invention relates to the use
of nobile electronic devices and server systens to acconplish security

rel ated tasks such as CCTV nonitoring, security guard functions, and
communi cati on. Background of the Invention [0003] Security guards and
security systens are as inportant now in the nodern age as they have been
hi storically, but many of the systens used by security teans seem archaic
conpar e SYSTEMISy METHO® S ANPDEVHCEATHAT WHIO WhEECHRITY. ASBRECURIGMar ds
today often rely on wal ki e-tal ki es or phones to conmuni cate with each

ot her. WHARBFUNCTIONS TO BEBERNORMEDAISING ANINTEGRATHD BYSTEM AND in a
filing system They may use punch cards, sign in boards to sign in or

cl ocki ng devices on patrol rout@soBIPRPHVIeES osed Circuit Tel evision
(CCTV) systens used by many busi nesses, too, may have drawback fromtheir
age. Even if nodern Digital Video Recorders (DVRs) are used, when a video
file needs to be pulled to file with an incident, it may have to be burned
on to a physical nedia such as a DVD and filed wth the paper incident
report.

[0001] Field of the Invention

[0002] The subject invention relates to the use of mobile electronic devices and server
systems to accomplish security related tasks such as CCTV monitoring, security guard functions,

and communication.

Background of the Invention

[0003] Security guatrds and security systems are as important now in the modern age as
they have been historically, but many of the systems used by security teams seem archaic
compared to many of the technological marvels they guard. Security guards today often rely on
walkie-talkies or phones to communicate with each other. When an incident occurs they often fill
out a paper form to put in a filing system. They may use punch cards, sign in boards to sign in or

clocking devices on patrol routes.

[0004] The Closed Circuit Television (CCTV) systems used by many businesses, too,
may have drawback from their age. Even if modern Digital Video Recorders (DVRs) are used,
when a video file needs to be pulled to file with an incident, it may have to be burned on to a

physical media such as a DVD and filed with the paper incident report.



[ 0005] These limtations cone at a tinme when nmany of the guards thensel ves
carry around snmart phones capabl e of photo and video capture, but even if a
photo is taken with a personal device, it would not necessarily be easy to
associate it with a report or a guard's | og. [0006] These limtations affect
guard managenent too, as nmany guard nanagers go to great lengths to try to
make sure that the guards thenselves are actually performng their duties,
especially on graveyard shifts when accountability m ght be scarce. What is
needed, then, is a new system whi ch takes advantage of new technol ogy to
sol ve tIR80FI d pr diiesarbmithtignscennia gt gubmed &vham dnang cefr the ygusidst thamselYB0@MYI n
addition to security guard services, there is a need in properties by
managenaoind shafphpnesesipaldatos pho guedtied caphav.ebucres st s ehewt isvekdnowDCRV
systemto view both video and i mages. Currently. those inmages are only

avai | abbegsongl dehReSieGutidtngt sdcadshriBfbetchsy toraggpeiateyit with@O&jov@raaduard’$ fog.
exanpl es herein of sonme prior or related systens and their associ ated
limtations are intended to be illustrative and not exclusive. O her

limtatjoges of exihgéd N@itHonBraffett Sissd B¥Bagbhlcht toC ammaappai@nhaiagelsiose of
skill in the art upon reading the follow ng Detail ed Description. (bjects

of the %r@éf%ﬂgitf%rio LQAOUAKE shi® (BA BPEREAs BEmidMRs RECEAM Ly paMBAHInG fhdiOduties,
integrate many of the functions of
especially on graveyard shifts when accountability might be scarce. What is needed, then, is a

new system which takes advantage of new technology to solve the old problems of security

guards and security systems.

[0007] In addition to security guard services, there is a need in properties by
management, staff, residents and guest to have access selective to CCTV system to view both

video and images. Currently. those images are only available to the security staff of the
property.
[0008] Overall, the examples herein of some prior or related systems and their associated

limitations are intended to be illustrative and not exclusive. Other limitations of existing or prior

systems will become apparent to those of skill in the art upon reading the following Detailed

Description.
Objects of the Invention

[0009] It is an object of the present invention to integrate many of the functions of
security guard functions and security devices into a network based server replacing and

improving many of the old systems in the field.



security guard functions and security devices into a network based server
repl aci ng and i nproving nany of the old systens in the field. [0010]It is
al so an object of the present invention to a server systemto control,
store, process, and deliver CCTV and DVR recordings and |live streans of

vi deo and photos via a web portal and a nobil e device application. [0011]1t
is also an object of the present invention to allow a security guard to use
a nobil e device such as a snartphone to performmany of their job related
functions such as patrol routing, surveillance, reporting, recording, and
comuni [a10lons. [[0B1R3d &n bljectl fchapresdit éatentidn tche spverssisteni fovemtiobrstare

al |l ow guard managenent to have oversi ght and accountability over many of

t he j obprbemsgtanddslivet CLTSeant DVR @uadidgt hidligtstrans bdvideaganf plidies guandd
nobi |l e device. [0013]I1t is also an object of the present invention to allow

properH*m@mmaymn%u@¢§kg%bmkﬁﬁ@Ldents and guests the ability to selectively
noni tor CCTV caneras using a nobile device. Summary of the Invention

[0011] It is also an object of the present invention to allow a security guard to use a
mobile device such as a smartphone to perform many of their job related functions such as patrol

routing, surveillance, reporting, recording, and communications.

[0012] It is also an object of the present invention to allow guard management to have
oversight and accountability over many of the job functions of a security guard through

monitoring of the guards mobile device.

[0013] It is also an object of the present invention to allow property management, staff,

residents and guests the ability to selectively monitor CCTV cameras using a mobile device.
Summary of the Invention

[0014] This disclosure is directed at system which integrates many of the functions of
existing security and security guard systems into a single integrated system, while adding new
functions and increased functionality through the centralization of the systems. The present
system uses a server based system to provide the backbone of a system which performs tasks
necessary for security surveillance, guarding, and guard management. The server system takes
input and performs its functions through network connection through a web portal, to an

application on mobile devices, to CCTV and/or DVR devices, and to any other network enabled

device which is connected to the system.



[0014] This disclosure is directed at system which integrates many of the
functions of existing security and security guard systens into a single
integrated system while addi ng new functions and i ncreased functionality
through the centralization of the systens. The present system uses a server
based systemto provide the backbone of a system which perforns tasks
necessary for security surveillance, guardi ng, and guard nmanagenent. The
server systemtakes input and perforns its functions through network
connection through a web portal, to an application on nobile devices, to
CCTV an@0d5] DVR denei rogsy fuantibn of thngystsirhdiscloset whews eqdh and/adyVR sysiginete i s
connected to the system [0015] One major function of the system di scl osed
al | ows KGiodwvarkdd drto ENRsesws tsgstam | dldsdnndtevsonketh stoepdddueneseravédos hstvideo
allowing the server to store, docunent, and | og the video and photos, al ong
Wi th amavinder, Absk RIAtAs vided ihaplotd® omeangdanbiiRSdevRYSg Budls ac adidra phdiRReS,
whi ch are networked into the system These files can be searched and vi ewed

Wi ther Lji¥g o) nedRorkes il kO steAN T htRETIELER H REEhERM DALY aafhedlivoeauent
reports or other user or automatically generated files in the server

dat ab asr%(:or[h?lgg; ﬁa]rox@:}ﬁ(—té pé(}%rdﬁ%%%an .ao%peﬁ&rzhe(af to! Jﬁ/l@%tcsir)é (Sr?Sn@)Il §th;&Ih§S6§ ot %@t’g}rﬁticallgs

connection ev S via an I nsta ppI Ication or web acce

whi ch are a&ﬁgﬁ%ﬁggp sec Q&&¥&guards while performng their duties. This

f eat ur ¢ S ot i pert orm a nunber of functions essential to

guard duty, such as communi cation, surveillance, incident reporting, and

a0 G 5T B At b A L TRPSIRA LR AR e o

by trac t hei 0ggi hg events an

[0017] Overal |, QQS in egration of these features aqf ot hers dischoaﬁg
her ei n H&rfdn¥riade 2Qpﬁﬁﬂ8?‘¥nﬁ?gﬁﬁﬁ§ﬁt“@W r AE RECRFT bt SEPHPe S8BTy ISy ¢
for security services through flexibility, ease of use, and resiliencge.
[ 0018] FrerRIMipg thededytiegchitis Hatuae sdnigady tﬁi@@i BEri9FB %@eglog onséatenddd
easy to use nethod of CCTV canera nonitoring by guests, residents, staff
and martagsmehidutt saclpragpenmyunication, surveillance, incident reporting, and patrol routing

function, as well as to allow management to monitor guards by tracking their patrol routes and

logging events and recordings.

[0017] Overall, the integration of these features and others disclosed herein demonstrate
a major improvement over the current state of the art for security services through flexibility,

ease of use, and resilience.

[0018] Finally, the invention disclosed herein provides a convenient and easy to use

method of CCTV camera monitoring by guests, residents, staff and management of a property.

[0019] Other advantages and features will become apparent from the following
description and claims. It should be understood that the description and specific examples are

intended for purposes of illustration only and not intended to limit the scope of the present

disclosure.



[ 0019] O her advantages and features will becone apparent fromthe foll ow ng
description and clains. It should be understood that the description and
specific exanples are intended for purposes of illustration only and not
intended to limt the scope of the present disclosure. Brief Description
of the Drawi ngs [0020] The acconpanyi ng draw ngs, which are incorporated in
and constitute a part of this specification, exenplify the enbodi nents of
the present invention and, together with the description, serve to explain
and illustrate principles of the invention. The drawings are intended to
illustrate major features oBricfBesexiptiph af thedhbwiligsents in a di agrammtic
manner. The drawi ngs are not intended to depict every feature of actual
enbodi ments nor relative dinensions of the depicted el enments, and are not
drawn teo02@al e. [TB2Ttdrgrnymgldrawings,bilochk adi iagprpomaefl ianrnd|cendtitaniacpadesti ce
according to one enbodi nrent of the invention. [0022]Figure 2 is a schematic
di agr anthf spacigiysioamexdmpMiy e emb&liverts PEriicopiesena imunbi@r and, Sgahuriwigh the
function by interfacing between a nunber of devices and users according to

one enbQdidiRnh, Rivelibexpirvent iil%traﬂe@&@iﬁ&]bﬁk GEHHhE $n\3niin. aTIRCAIEWRIgh Gredh@gdeam of
a systemin which a server perforns delivers

to illustrate major features of the exemplary embodiments in a diagrammatic manner. The
drawings are not intended to depict every feature of actual embodiments nor relative dimensions

of the depicted elements, and are not drawn to scale.

[0021] Figure 1 is a block diagram of an electronic device according to one embodiment

of the invention.

[0022] Figure 2 is a schematic diagram of a system in which a server performs a number
of security function by interfacing between a number of devices and users according to one

embodiment of the invention.

[0023] Figures 3 is a schematic diagram of a system in which a server performs delivers
video and photos from security system sources to various users acceding to one embodiment of

the invention

[0024] Figures 4 is a schematic diagram of a system in which a mobile device allows a
user to perform a number of security guard tasks using an application on a mobile device

according to one embodiment of the invention.

[0025] Figure 5 is a representation of a screen of the software depicting a user hierarchy

according to one embodiment of the invention.



vi deo and photos from security system sources to various users acceding to
one enbodi nent of the invention [0024]Figures 4 is a schematic diagramof a
systemin which a nobile device allows a user to performa nunber of
security guard tasks using an application on a nobile device according to
one enbodi nent of the invention. [0025]Figure 5 is a representation of a
screen of the software depicting a user hierarchy according to one

enbodi ment of the invention. according to one enbodi ment of the invention.
[0027]Figure 7 is a representation of a screen of the nobil e device
appl i calod261 depi dtigurg6as & oprasergatianer ascrson df thg seibvaraderintiegigunshtoutst stefise

I nvention. [0028] Figure 8 is a representation of a screen of the nobile
devi ce ap@idingad banerdeg@lintntng tledmedmsiost r eam access according to one

enbodi nent of the invention.

[0027] Figure 7 is a representation of a screen of the mobile device application depicting

a login screen according to one embodiment of the invention.

[0028] Figure 8 is a representation of a screen of the mobile device application depicting

camera stream access according to one embodiment of the invention.

[0029] Figure 9 is a representation of a screen of the mobile device application depicting

a distress button according to one embodiment of the invention.

[0030] Figure 10 is a representation of screens of the mobile device application depicting

an incident report according to one embodiment of the invention.

[0031] Figure 11 is a representation of a screen of the mobile device application

depicting an alert list according to one embodiment of the invention.

[0032] Figure 12 is a representation of screens of the mobile device application depicting

a set security guard patrol according to one embodiment of the invention.

[0033] Figure 13 is a representation of screens of the mobile device application depicting

QR code scanning at a guard stop according to one embodiment of the invention.

[0034] In the drawings, the same reference numbers and any acronyms identify elements
or acts with the same or similar structure or functionality for ease of understanding and

convenience. To easily identify the discussion of any particular element or act, the most



[0029] Figure 9 is a representation of a screen of the nobil e device
application depicting a distress button according to one enbodi nent of the
i nvention. [0030]Figure 10 is a representation of screens of the nobile
devi ce application depicting an incident report according to one enbodi nent
of the invention. [0031]Figure 11 is a representation of a screen of the
nobi | e device application depicting an alert |ist according to one
enbodi ment of the invention. [0032]Figure 12 is a representation of screens
of the nobile device application depicting a set security guard patrol
accor di significanodigitenmidigits e a trefofentchrvinibey eaferi tothe Figog3pmbgumevhigh thet glement
representation of screens of the nobile device application depicting QR
code scigtindt irgrodticed. guard stop according to one enbodi nent of the invention.
[0034] I n the draw ngs, the same reference nunbers and any acronyns identify
el ement s

Detailed Description of the Invention

[0035] Various examples of the invention will now be described. The following
description provides specific details for a thorough understanding and enabling description of
these examples. One skilled in the relevant art will understand, however, that the invention may
be practiced without many of these details. Likewise, one skilled in the relevant art will also
understand that the invention can include many other obvious features not described in detail
herein. Additionally, some well-known structures or functions may not be shown or described in

detail below, so as to avoid unnecessarily obscuring the relevant description.

[0036] The terminology used below is to be interpreted in its broadest reasonable
manner, even though it is being used in conjunction with a detailed description of certain specific
examples of the invention. Indeed, certain terms may even be emphasized below; however, any
terminology intended to be interpreted in any restricted manner will be overtly and specifically

defined as such in this detailed description section.

[0037] It will be apparent to those of ordinary skill in the art that although the systems
and methods of this invention are often embodied in this description as applying to hotels, hotel
rooms, and hotel guests, that the same systems and methods can be applied to other fields as
well, and that the use in this document of these terms is used for simplicity rather than as a
limitation of the scope of the invention. For instance the guest communication center herein
described is an invention not just for hotels but for any facility, such as homes, condominiums,

apartment complexes, cruise ships, office buildings or other structures or businesses. Likewise,

7



or acts with the sanme or simlar structure or functionality for ease of
under st andi ng and conveni ence. To easily identify the discussion of any
particul ar el enent or act, the nost significant digit or digits in a
reference nunber refer to the Figure nunber in which that elenent is first
i ntroduced. Detail ed Description of the Invention [0035] Various exanpl es of
the invention will now be described. The foll ow ng description provides
specific details for a thorough understandi ng and enabl i ng descri ption of
t hese exanples. One skilled in the relevant art will understand, however,
t hat t hal ofrthedevies, metiiodseapt ysteins didrein ddsorilied wambe ofedtfhicany aféhese bysinesses
Li kew se, one skilled in the relevant art will also understand that the
i nvent i o le&miohned udl. Tharyfoad the rterdbvivanels hdtelatoome and @tiesti abauld met b readetsali
herein. Additionally, some well-known structures or functions may not be
shown oimias afe 06k dMhid @hvahtdiode!tBospRal g indestay 0i d unnecessarily obscuring
the rel evant description. [0036] The term nol ogy used belowis to be
interpreted in its broadest reasonabl e manner, even though it is being used
i n conjgosyg)i on WthR r&lislehaidlseehsbaseeviddsi OBtiedf geteial aésorip@eChifd @F@x@mives of
the invention. Indeed, certain terns may even be enphasi zed bel ow, however,
any terdRONAGY i HRRAARE ibRpReh LRI RRRGI AARYuIERI L EhRE, SBRALE Wel | be
overtly and specifically de?lned as such in this detail ed description
section, 710t will r. f i i i rt
Jngxgg A beiddibf BRREMe bhelal 8538 R" ot Noifiith Kltkdol Indirbdiftnd

that al'tho e sys %ns I's Invention are often enbddi ed
in this description a | ving,to hotels, hot.el ;roons, an el ests,
R i T L St
and that the use in this docunment of these terns isS UuS or sinmplicity

o her Appratcammuest « BhasGAROrT fheoLEbpet of "tharpisali o e P RBEREY ¢ ne
guest conmmuni cation center herein described is an invention not_just for

hot el s meaticed it pthen commupicatipRsh d3t REISESSINGc OR FORMPHIS iy Stelip PR FEuRAtions,

conpl exes, cruise ships, office buildings or other structures or
busi nessdsding:i wiselessedevices, Internet appliances, hand-held devices (including personal digital

assistants (PDAs)), wearable computers, all manner of cellular or mobile phones, multi-processor
systems, microprocessor-based or programmable consumer electronics, set-top boxes, network
PCs, mini-computers, mainframe computers, and the like. Indeed, the terms “controller,”
"computer," "server," “electronic device” and the like are used interchangeably herein, and may

refer to any of the above devices and systems.

[0039] While aspects of the invention, such as certain functions, are described as being
performed exclusively on a single device, the invention can also be practiced in distributed
environments where functions or modules are shared among disparate processing devices. The
disparate processing devices are linked through a communications network, such as a Near Field
Communications (NFC) link, Local Area Network (LAN), Wide Area Network (WAN), or the
Internet. In a distributed computing environment, program modules may be located in both local

and remote memory storage devices.



all of the devices, nmethods, and systens herein described can be used for
any of these businesses and | ocations as well. Therefore the terns hotel,
hotel room and guest should not be read as |imting the scope of this
invention to the hospitality industry. [0038] The foll ow ng discussion
provides a brief, general description of a representative environnent in
whi ch the invention can be inplenented. Al though not required, aspects of
the invention may be described below in the general context of

conput er - execut abl e instructions, such as routines executed by a

gener al [0pdllpose d%pactpmtﬁctb@smwgtldemawebe( storpd, oradiseibuted eromgngitee computer-
personal conputer). Those skilled in the relevant art wll appreciate that
t he i nwemdabnmedia, bhelylige riagedicuily hr eptieallyceababhd campans disdatlardgmicessi ng,
or conputer system configurations, including: wreless devices, |nternet

appl i ar&@}&ogﬂaﬂaﬂ%h%h@sdwgCeEEI?ROM Udiii@nBedtsio ndlipsyli @hﬁ(ﬁbdﬂ&ﬁﬂgﬁt ahdry,
(PDAs)), wearable conputers, all manner of cellular or nobile phones,

mul ti - P&Ql%géao ey, B ot CHART Q&%g@ Qhedias ed 1Rfnalv Gl 36MPBLE ﬁgmméa
el ectronic set-top boxes, network PCs, mini-conputers, mainfrane

conpute t o e

‘server ¥1gtrw“{?}{;l‘%(’:td? %n%t@%%g\:/si @E}@&P dlcib ﬁﬁé ﬁﬁ?ghearr%%gégégfm g}ec%g/%ggb{ny r?gr ei n,
and may,.refer.to a f th above V. n 3 spects
R T S e e R e T T
performed exclusiv S|ngle dev ce, e invention

D Rt 1 ROPARACH G B dHo R O et SFEATRR Yoy alsggmﬁw%har ed
anong di sparate processi ng devices. The di sparate processi deV|c S are

i nked 9%t 9\F§R PEIebAHIRS-cBrsoBdMAlmABIaKkonss Hie a%n%}P fhgRiPVid F‘gglaany analog ot
Communi cations (NFC) link, Local Area Network (LAN), Wde Area Network
(VAN) , <b@ﬁﬂh@“mﬂt@mﬁ@¥SwﬁﬁwéﬂﬂwsﬁﬁWbdﬁédﬂd@Wﬁ§¢Wﬁ§ -envi ronnent, program
nodul es may be | ocated in both |ocal and renote nmenory storage devices.
readabl e nedia, including nmagnetically or optically readable conputer

di scs, [A841d- wi r edn svmpinsianess thenip@rconigssio elyeen FROREMISEA{RBHGHEtlewing
chlps) nanot echnol ogy nenory, biol ogical nenory, or other data storage
medi a. th¢ medwlag (wie, Yor exomplet &i-Hi wppabrisy) todiciass el content o Tecksl throzigh vatianses,
screen di splays, and other data related to the invention may be distri buted
over tRhgbl NepkeRet dheovietivodk hetay Net wartik Stypé nef utilnigr, WIP-bbedls onetowirekg)l, on
a propagated signal on a propagation nmedium (e.g., an electromagnetic

wave( s )eletbniRichtivRY Cnet®bk, ) ineM8Inga bRE @ dlidfted | ﬂ@e Glbbul S8Pem for Mobile
i npl ementations, the data may be provided on any anal og or digital network

(packet: M&rﬁgﬁgns ?Gg i ‘n%"'ﬁ&ﬂ%ﬂ MRtiphd Q%Ees% remd), CaR4DNIRo (Mfﬁtlple

i nst ances e 1 nterconhection between nodules is the internet, allow ng
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T I ous® we e net r ty e

ceIIuI base nlcatl rk [ d but
not %a@é’dg‘f%w@(gggis) %@?ﬁ%fe@?tam H’ﬁu‘i\t ( ,M%D irjﬁef)lﬁ%vi si on
NUItlpIe Access de Divis pl e Acc ( Ot hogonal

Fr equendyten; WMP%PV Mﬂr {dvife IN@E’@%‘?L@‘@:% tM‘@fe?t’i‘@‘r"%ll‘g Eskgw\@ﬁff)o @B % a@
(GPRS), Enhanced Data GSM Environnent DGE), Advanced Mbi |l e Phone System
( AVPS) Maksle] Brlgcgemunicstioned ytam (Y i mlwwavé Otierasd BNRAX)LongicyBr sal
Mobi | e Tel econmruni cati ons System (UMIS), Evol ution-Data Optim zed (EVDO),
Long Tdivrduieol ({TiEpn Ul BYlobild tBreadibind I(bTMB?)oa‘dfbamwVGUI\DEPTHeV&r@téCiné oIP),

I nternet Protocol (VolP), Unlicensed Mbile Access (UMA), etc. [0042]FIG 1
i s a sdahgicaised MobdwAetesaliUMA)usttr at i ve el ectroni ¢ device for providing an

[0042] FIG. 1 is a schematic view of an illustrative electronic device for providing an

application operative to interface with a hotel system in accordance with some embodiments of



application operative to interface wwth a hotel systemin accordance with
sone enbodi nents of the invention. Electronic device 100 can incl ude
control circuitry 102, storage 104, nenory 106, I/Ocircuitry 108, and
comuni cations circuitry 110. In sonme enbodi nents, one or nore of the
conponents of electronic device 100 can be conbined or omtted. In sone
enbodi nents, el ectronic device 100 can include other conponents not

conbi ned or included in those showmn in FIG 1 (e.g., notion detection
conponents, a power supply such as a battery or kinetics, a display, a bus,
a posi tthemnivegtisy Eteenroniodevite i 0pein indedvamingol gircoitrysiélestalage he4, amesy dP6,t he
conponents shown in FIG 1. For the sake of sinplicity, only one of each of
t he conponastisyilss,sReWminunfchnslirc[BG43Elne@inicoitoditastits eont @@ neaa of thel ude
any suitable type of electronic device. For exanple, electronic device 100

can i nclydRnanPArtabhBnR! &G4IOME A WL CONIRY MBmitkeRd! 1By mROEEbIdIMBILS, OF
her hand, such as a digital nedia player, a personal e-mail device, a

personagle&gm SR 550 ocFREYer Bl A6y Ll ERAIR ARl thaarThng
devi ce |ta

camer a her exanpl e, electronic device 100 can

By N e T

yet an roni c a supstanti a

fixed e tronic device, .such as a ock] S ion.

[ 00447 URT12 Ltk chprgorias sy R iAo by g PRl s.orngsevcffr%chnﬁ{apges ole
processor operative to _control eratjons nd ce of electronic
devi ce ePomongss shopdnis) G- édﬁ¥ﬁb¢S%Fﬁ%ﬁFﬂ#§“ld§1%8ﬂf aﬁégg ed”FWﬁ“ﬁg%Pating
system applications, firnware applications, nedia playback applications,
medi a e@pwnm@Fﬁbdllcatlons or any other application. In sone enbodinents,
control circuitry 102 can drive a display and process inputs received from
a user interface. [0045]Storage 104 can include, for exanple. one or nore
st or agel0A$Hi uns iFeditodicndevicen BFd caty inglide s syitallattepedpf glectrenia devigeniary
permanent nmenory such as ROM any other suitable type of storage conponent,
or any eambplenelectomic deiaotf00 cgh drchge apotablanlestrarie devier thasthepses ) maﬁé@@nd ata
(e.g., nusic and video files), application data (e.g., for inplenenting
funct i ansooler bRt kidnisa dgivl eedkiDiyer,fa penvasle;-mais devipsr, efpersend elatardsostat i on
data (e.g.. nedia playback preferences), authentication information (e.qg.

|'i brar I(eﬁmf’) dat@lude ey a iah ol gh@irgZ &shides @hs J, dikitilesinhe Anbosthat i on
data (e.g. ood preferences. exercise information data (e.g., information

obt ai ne&aQ 1S EREFIE OB LR LRI QG PIR %oortﬁﬁlé'l@&@@&ﬂl@ﬂe\hw QR ORpdpt @
(e.g., In rivat i on such as credit card information), wireless connectlon

![ (r)]f g;[rgq;'fn%ﬂﬁggk\% }(e‘te Hother @)f(a% t él&;lrotnﬂ;a exﬁ@e‘n 16028h ‘?ncﬁﬁ@ecﬁrsgﬁktgntgﬂy' ﬁ)ﬁedloo

rel'ess connect’i on scription information data (e.qg.
|nforna cast s Lﬁg%ag%53|on shows or ot her nedla

a user QE? E@QFB$’ %§¥ESP°P g% Fed 455 €.9., tel ephone nunbers

and enai | addresses), calendar information data, and any other suitable

data ggpﬁgﬁeﬁfnb n% Qs et incliad MR/RHYeshRE hllnl BF pHILEs-GRGAFadTRMr Y-

to control the operations and performance of electronic device 100. For example, control
circuitry 102 can be used to run operating system applications, firmware applications, media
playback applications, media editing applications, or any other application. In some
embodiments, control circuitry 102 can drive a display and process inputs received from a user

interface.
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and/ or one or nore different types of nmenory used for tenporally storing
data. In sone enbodi nents, nenory 106 can al so be used for storing data
used to operate el ectronic device applications, or any other type of data
that can be stored in storage 104. In sone enbodi nents, nenory 106 and
storage 104 can be conbined as a single storage nedium [0047]1/O Circuitry
108 can be operative to convert (and encode/ decode, if necessary) anal og
signals and other signals into digital data. In some enbodi nents, 1/0
circuitry 108 can also convert digital data into any other type of signal
and vi cleo¥%r sa. Rosragx divpta, intlh@, dor eaipiey olO8r pare steweé wedant iodndieg &

physi cal contact inputs (e.g., froma nmulti-touch screen), physical

oV enentagd-davd solid §tO@deiveTUSE nRosE pedfidnentiathey satldaoROMnAY stheesidtablef r om
a mcrophone), or any other input. The digital data can be provided to and

recei vedpd LOMERRI oM pofédtCHi bty cdiiginatRinOtha@ss. MidkagdBODL¥n 16, fOF cRimplQt her
conponen? of electronic device 100. Although I/Ocircuitry 108 is

illust i | G . S f el i i 109.0n
il lustrated in (E. n]gdsllc,?%lcﬁvﬁla@Qille(ﬁgi(é?gg&ﬁgﬁ'tdaﬁ (_e.%é, g6t f@ﬂbﬁeﬂ?ﬂé‘ &fcti 0

sever al |nstance§”o circuitr can be i | uded in el ectronic device

100, | OB ECahi g oI S d OBk AL NELU SRR U bl | B BESnRhc_

C ; il
conpone \i I"'OW ng” a user 't 0" provi I npu culrtry

exanpl e, electronic device 100 can inglude sui tabl e Lnput mechani sm
such agPERES e g By pcore o i Bty PR B
screen. I n saone enbodi nents, electronic device 100 can include.a. capacitive
or resildestyie BOFRIGHRY date Kl d00dPrefPIesEY. | SXEISITE H“g’Hﬁ?ﬂﬂr’t f4ra (généﬁ%ﬂﬂn tion
mechani sm [0049] I n sone enbodi nents, electronic device 100 can incl ude
speci al dbgaipeddit gratciseimaniioring cquipBenth teasaghieminérmation 8y (e sindiaRtig suchor
exanpl e, one or nore audi o outputs. The audi o output can include one or
nor e spwakedis cfrd. igformater), viirelse cemestiwakdeatipyidate (of.oindprentionrihd Wavi ce
100, or an audio component that is renotely coupled to electronic device
100 (e.mable 2ldearadis eleyichdadpheosieldisara watlbssdonhéraipn) anboe ptou pifethation data
communi cations device with a wire or wirel essly).

(e.g.. information that keeps track of podcasts or television shows or other media a user

subscribes to), contact information data (e.g., telephone numbers and email addresses), calendar

information data, and any other suitable data or any combination thereof.

[0046] Memory 106 can include cache memory, semi-permanent memory such as RAM
and/or one or more different types of memory used for temporally storing data. In some
embodiments, memory 106 can also be used for storing data used to operate electronic device
applications, or any other type of data that can be stored in storage 104. In some embodiments,

memory 106 and storage 104 can be combined as a single storage medium.

[0047] 1/0 Circuitry 108 can be operative to convert (and encode/decode, if necessary)
analog signals and other signals into digital data. In some embodiments, I/O circuitry 108 can
also convert digital data into any other type of signal, and vice-versa. For example, I/O circuitry

108 can receive and convert physical contact inputs (e.g., from a multi-touch screen), physical

11



[ 0050] I n sone enbodi nents, I/Ocircuitry 108 can include display circuitry
(e.g., a screen or projection system) for providing a display visible to
the user. For exanple, the display circuitry can include a screen (e.g., an
LCD screen) that is incorporated in electronics device 100. As anot her
exanple, the display circuitry can include a novable display or a
projecting systemfor providing a display of content on a surface renote
fromel ectronic device 100 (e.g., a video projector). In sone enbodi nents,
the display circuitry can include a coder/decoder (Codec) to convert

di gi t al mosghatd@tgn froha @nedeay sshgnaksalogFoudiexmmpls ¢¢.gt Honda gpicaphesiedcwi t ry
(or other appropriate circuitry within electronic device 100) can include
vi deo Goflesiher iapeti ThEAUSES dat@rcadidy @éViedd ®uiridatebevddy fremofonGotleicuifrPA61] The
display circuitry also can include display driver circuitry, circuitry for

dri vi nggglhspliay, He¥s8r $06, Ocrr Q@t BherTBSmstine® 8Y elebiksiié Weyice anobalpamarove to
di splay content (e.g. medi a pl ayback i nformation, application screens for

appl i Ca&fcﬁi;@uims ARG RPFfd?e[ & 8% fgm&n&%@@f elbHRIITBLIQN | 6 BRI GAING

ongm ng co ni cati ons operations, ornmatl on regar di ng 1 ncom ng

communi gt ans, fEANES] S0Pl 48 Yh damfa@&hgl . §RigaQE) under the direction

curtry ternative pl'ay circuitry can be
operative to prOV|de instructions to a renote dlsplay [ 0052] Communi cati ons

circul Uiy l0 caniaehide any Byl Lao Eluﬁgwgéuﬁ%feoﬂﬁerﬂcé clfl LEp QAT B Ve

to conn to a 1'0hs - net ransm-t connunlc tions
(e.g., voice or data rom el ec nic.de 100 to oth |ces th|n
the cord?Mit&t Mo r‘?)é?%er WPU@&&W%‘&P%X@?EFOF Sartry - g roné% B o%)dé&r ative
to interface with the comruni cations getmork usi q%? H éap
comuni BePioHY Sﬁftélﬂ%&ﬂm BGElNEEL, sychyas a‘??‘ﬁf“@le E%yp& a§hck yheel,
protocol), Bluetooth(r), radio frequency systens (e.g. 900 WHz, L4 GHz,
and 5. GorGHoush retean.c it fasve spdpdimsyts, pleetFamedeviessiPO camipalds Esametivpms,
guadband, and other cellular protocols, VON Near Field Conmunications
(NFQ) , rmesistamysetiigemedhanicady aetnplrtletpwmapaqlﬁ)%@]lsmg gesanisAbodi ment s,
comruni cations circuitry 110 can be operative to create a conmmuni cat i ons
net wor k usi ng any suitabl e comruni cations protocol. For exanple,
conmmuni [0649Jons ciln cloirter ymbddimentn, cleetaingc aegihorit00r eangmcbdamapatiebed opgput
network using a short-
circuitry associated with output devices such as, for example, one or more audio outputs. The
audio output can include one or more speakers (e.g., mono or stereo speakers) built into
electronic device 100, or an audio component that is remotely coupled to electronic device 100

(e.g., a headset, headphones or earbuds that can be coupled to communications device with a

wire or wirelessly).

[0050] In some embodiments, I/O circuitry 108 can include display circuitry (e.g., a
screen or projection system) for providing a display visible to the user. For example, the display
circuitry can include a screen (e.g., an LCD screen) that is incorporated in electronics device
100. As another example, the display circuitry can include a movable display or a projecting
system for providing a display of content on a surface remote from electronic device 100 (e.g., a

video projector). In some embodiments, the display circuitry can include a coder/decoder
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range communi cations protocol to connect to other devices. For exanple,
conmuni cati ons circuitry 110 can be operative to create a | ocal
comuni cati ons network using the BluetoothO protocol to couple electronic
device 100 with a Bluetooth(r) headset. [0054]El ectronic device 100 can

i ncl ude one or nore instances of communications circuitry 110 for

si mul t aneously perform ng several communications operations using different
comuni cati ons networks, although only one is shown in FIG 1 to avoid
overconplicating the drawi ng. For exanple, electronic device 100 can

i ncl ude(Cadéd)rts tonvresitdagice nekliacdataring asiagsignats. Fougxamplel 1ige digplay omenitny ¢t i ng
over a cellular network, and a second instance of communications circuitry
110 f oroth@mmproreatd Bigedirerwitlin Fileddonics d¢viceBl 2Bt amt hidlude nvideneodndsp dudient s,
the sane instance of communications circuitry 110 can be operative to

provi decdqees, ePRMLGth&LItANS 1yPY 8F Ce@y¢er al communi cations networks. [0055]1n
sone enbodi nents, electronic device 100 can be coupled to a host device for

data transfers, synching the comuni cations device, software or firmnare

updat espopf]oVi di NG REHIQTIRTES alBfcan MRIUde AishRy Arik EN@IcRItSO Ui Giftr{ rdriving
providing riding characferistics to a renpve server) or perform ng any

ot her Zdi%;%?}ghﬁve%?%rr HoltOhk fgé%pé@rcgﬁg/éwneoe%&%&e b Qlis%gagi &hitehPR.§ On8ia

coupl e host devi ce. troni c devices can be coupled to

a singl t. devi usiAg.: h [:ce: as. t i Y., or
i 11 IRt i e tPh bl SR o SRR oRSi R GENET on e Bk M
(e.g.,.fpr each of(}he ﬁlurali%%Wff %he hos%.devi es t.o serv .as.amg§§kup
for dat'8O5P8YUy GA U L # YRS COTTHIER Y0 PP TS 6 YT e" 2 88 plNet LU WY st em
usi ng several types of electronic device 1 OligﬁgFﬁ one oL Ibre servers,
Tobi e CEVIHRILIORGIAKTIR. SF GPHEe BRI soreca g ieadrechr O £ Sy EHil
depicts a broad view of sonme enbodi ments of .the invention disclosed herein.
[ 0057] Fifgudenategly.cihg dispdayseieswitpy cithPe IRperatiye Y ProNisler inpEYCHigRs tpf rgmote
securiiy ?uard

1splay.

[0052] Communications circuitry 110 can include any suitable communications circuitry
operative to connect to a communications network and to transmit communications (e.g., voice
or data) from electronic device 100 to other devices within the communications network.
Communications circuitry 110 can be operative to interface with the communications network
using any suitable communications protocol such as, for example, Wi-Fi (e.g., a 802.11
protocol), Bluetooth®, radio frequency systems (e.g., 900 MHz, L4 GHz, and 5.6 GHz
communication systems), infrared, GSM, GSM plus EDGE, CDMA, quadband, and other

cellular protocols, VOW, Near Field Communications (NFC), or any other suitable protocol.

[0053] In some embodiments, communications circuitry 110 can be operative to create a
communications network using any suitable communications protocol. For example,
communications circuitry 110 can create a short-range communications network using a short-

range communications protocol to connect to other devices. For example, communications
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system such as Closed Circuit Tel evision (CCTV) systens, guard reporting
and commruni cati ng, guard nmanagenent, incident reporting, guard tracking and
patrol route managenent and ot her functions are integrated into a single

i nterconnected systemvia a server system and network of nobile and fixed
el ectroni c devices. [0058] Server 200 is networked server system In sone
enbodi nents server 200 will be an on-site server 206. In sone enbodi nents,
server 300 is located off the property. In sone enbodi nents, server 300 is
| ocated in the cloud 204 via a hosting server such as Anazon EC2TM cl oud
host i ngcirduitrys bifecaantzochengive 3o ceatevefocsyimmi@fomnasctaodepangathe Bluetooth®
routing/security server 202 to provide enhanced security. In the preferred

enbodi nBidtocolsBlc¥@ile 20QrdrSc deveRr N6 withy:SBRBlochIEDidaged of a conbination of
| ocal, offsite, and or cloud based systens for the redundancy and
flexibility such a system provides. For the purposes of this discloser, the

term"sposgr” W |Hled@nits 8elidc0 10@ 261 lilRBuRNYnObr ddre Afistdndes ab@éMnRyTaBons.
[0059] I n the preferred enbodi nent, the server 200 will be attached via

net wor ke;cQRREEL0 RR srnqllanéﬁumfeﬁerﬁfrmﬁ%vgecﬁl ORulERBRS berdiddhs WRInghiitragmt her
provi de a sécurity system or sone aspect of a security system [0060]In

some e"&%aﬁ%&&@ s hit&o réﬂﬁ{oug%l:y%né% %@&ntp@en@&m&@%&%( ﬁea@lﬁgfheDVR

222 devi ces, escri ed I'n I'n t section of this dISC osu

deal | ngcg\é\n\fv%l% {Fﬂeexam & ilgcq lc ViR TFoc® %Oﬁlcﬁrlﬁgtasﬁrs{ Iﬂﬁta%gé %f'co Q%B%,%M%{fggr e

attache r O prop er evl ces such as secur evl ces
226 and conmpclions sysiems 226 L4082 in the preteried shedloey
communications circuitry 110 for communicating over Wi-Fi or using Bluetooth®. In some

embodiments, the same instance of communications circuitry 110 can be operative to provide for

communications over several communications networks.

[0055] In some embodiments, electronic device 100 can be coupled to a host device for
data transfers, synching the communications device, software or firmware updates, providing
performance information to a remote source (e.g., providing riding characteristics to a remove
server) or performing any other suitable operation that can require electronic device 100 to be
coupled to a host device. Several electronic devices 100 can be coupled to a single host device
using the host device as a server. Alternatively or additionally, electronic device 100 can be
coupled to several host devices (e.g., for each of the plurality of the host devices to serve as a

backup for data stored in electronic device 100).

[0056] Figure 2 depicts a system using several types of electronic device 100 such as one
or more servers, mobile devices, network storage devices, and cameras, etc. This system depicts

a broad view of some embodiments of the invention disclosed herein.
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nunber of features for a security service 240. In the preferred enbodi nent,
these features are accessed through a web portal providing server access
and through an application which can be installed on nobile devices.
[0063] I n the preferred enbodi nent, security service 240 requires user

aut hori zation by matching login credentials to stored user information 242.
In the preferred enbodi nent, each user, in addition to the login
credentials, will have additional information stored with their user
account. [0064]1In the preferred enbodi ment, each user IDw |l have a | evel
of acce@957n a pridgura@ddephite nasystbhiv. by2which Thanyhofetharfetmyionst 4f prssvirde gueide
security service a device by which to allow users access to sone, but not

al |, of sykfem, iRt (BSsed TcdRtTalel RRNYECTSY) sMénd) @Gard vgidktady ndic@nintunidading,
instance, if the user was a property manager, they m ght be allowed to

access @lylg ﬁﬁﬁé’%’eh{eﬁt, GRS 2SePRtiddN Sldrd Q%kiﬂF QREPhadtol Rute MBhageBAN and other
properties, while a guard mght only be able to access security canmeras on

their 0%%‘0919%% igggﬁa%é.é)ilnﬁ) égf‘ﬁgisesimléfbgﬂné@’fydq}st%ﬂ i fX!SgIQ/CIt Yisknhh&f Ae&BX of

i ncl ude: Bran perty, are sub areas, specific devices. Any of the
features disclggggehererdqge&be restricted based on hierarchy or

restri C*pg'a ebazlaléi lecmfn

specitically on a user ID. Figure 5 depicts an exanpl e
screen of a user identification and hierarchy chart as it m ght be run on

have a WGP st or 36 A0 LRERTE SOLTSNEm. [oBel T ke RS AR ey 1

Syst em Br PRSI0 Bt SWUBRPLONASPG, B 0an At et T eBroPeRY- R lnt s

whi ch 1e?nbodiments, server 300 is located in the cloud 204 via a hosting server such as Amazon EC2™
cloud hosting. In some embodiments, server system 200 has a separate routing/security server
202 to provide enhanced security. In the preferred embodiment, server 200 is a server system
comprised of a combination of local, offsite, and or cloud based systems for the redundancy and

flexibility such a system provides. For the purposes of this discloser, the term “server” will be

used to describe any or all of the above systems.

[0059] In the preferred embodiment, the server 200 will be attached via network
connection to a number of devices on a property 220 which together provide a security system or

some aspect of a security system.

[0060] In some embodiments, the server 200 is attached to networked CCTV and/or

DVR 222 devices, as described in detail in the section of this disclosure dealing with figure 3.

[0061] In some embodiments, the server 200 may be attached to other on property

devices such as security devices 224, alarms 226, and communications systems 228.
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occur, such as a theft, and to which data can be attached. For instance, if
a theft occurs, a guard may notice the mssing item and use his canera
phone to take a picture of |ocation where the itemused to be. The | og
entry can then be associated with the digital recording of the security
canera footage during the tinme or the theft and any and all reports of
guards and wi tnesses. [0067]1n sone enbodi nents, the security service 240
has a nmessagi ng system 250, all ow ng nessages to be transmtted to specific
users, to many users, or hierarchically. This system in some enbodi nents,
can be [#862] t o crleahe prefbeed stnbukiineht, rthy sbyes ¢ irfupsc sofowdre eshitlp giypedi fai ¢
groups, and may be sent attached to other data such as a photo. For

i nst anceungter alf €dturearor REsesaditly dopvic ZEC U tHeyprofieard emboditrieet, that ifveurguareds of
a photo of a suspicious nman saying that he tried to access the property and

t 0 repofdeedséd MeoughiaSePBdtal pfdvidh@sddrfa@E8ftind Bedigh AR.appREERBh WhichOew be
enbodi nents, the security service 240 has a guard routing function in which

speci fi6.guar & Radilceviceut es can be set and nonitored ny nmanagenent.
Tracki ng may be acconplished using the guard' s nobil e device 260, as

di sclosed in the description of figure 4 later in the disclosure. [0069]In

the pr eﬁog%%egare nhggﬂe{)gea{vema gglyb%giﬁye%isgﬁw Soriel Q@dlwaluﬁxs B ahMBFi Kt Zbgg_bi le

devi ces ri guar I's installed an application

The fe I |, i SGI | i Il ) | PL . fLoure 4
ater T RApRDe Mk Rl Foghis TRel RITERENL 214 Jh e SRTELLLMANC LN C,
260 is smart ne or.tablet such as. i OST ndroi dTM qr W ndows. 8TM
devi ce."As " RCZ&?%HOI 18e {Rein (Q,r@a?fﬁﬂalf‘ewlgg%véa’%gmonﬁo O\ylg?t,m% e wlﬁ’ﬁ“ user

i nvention contenpl ates other carried or wearable devices with other

oper at | 45§°%¥¥st ens as they become available, with application 262 being

witten or adapted to the specific operating systemor device. [0071]In

some enbodi nents, the npbile device 260 wil | be_ahdevice provi ded to the
[0064] In the preferred embodiment, each user ID will have a level of access in a pre-

made hierarchy. 244. The hierarchy 244 provides the security service a device by which to allow
users access to some, but not all, of the features and data the server 200 has available to it. For
instance, if the user was a property manager, they might be allowed to access all security
cameras on their own property, but not other properties, while a guard might only be able to
access security cameras on their own route. Possible levels upon which to divide this hierarchy
include: Brand, property, areas, sub areas, specific devices. Any of the features disclosed herein
may be restricted based on hierarchy or restricted based specifically on a user ID. Figure 5

depicts an example screen of a user identification and hierarchy chart as it might be run on the

server 200.

[0065] In some embodiments, the security service 240 will have a data storage and search
system 246.

[0066] In some embodiments, the security service 240 will have an incident reporting

system 248. This system provides a log of events where users can add entries for incidents which
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guard by the guard service, while in other enbodi nents, the system may use
an application 262 installed on the guards own nobile device 260 such as a
previ ously owned snmartphone. [0072] Figure 3 shows in greater detail the
CCTV system depicted nore generally in figure 2. The system depicted in
figure 3 allows a server 300 to be attached to one or nore networked CCTV
caneras 310 and nobil e devices 320 with video or inmage capture ability. In
sonme enbodi ments, the server 300 can store these imges and video files and
function as a Digital Video Recorder (DVR). In other enbodi nents, the CCTV
camer aso®u0 seghddsor thefheand do weich3br eraybetndtaghed aboraddstanseail ditheli neturDyRugYst em
340. In either case, the server allows user 380 to access the stored data
such asmagaatictatle afissirgvigenv,i aidaiss hiseameraspleona tovedke popittate @Sldcaionamhere the
application installed on a nobile device 360, allowing. In addition, the
server igdoh Qvel tbrei UBHlogl @NGTdas thed Breased@ed Rithughdighall dt@bingef thO&cul@ch of
t hese conponents will be described in further detail below [0073]CCTV
caner a 3hrd Hofgs A Ah¥WRe R kiR that mréﬁ?_(ind 8ll tdpefts bNERE hnd Wideges.
connection to a network, or by a connection to a separate video processor
whi ch streans to the network. [0074]1n some enbodi ments the CCTV canera is

attache@oén a DVig sysbkesmpdtndMid, che isSoudlty 3GORE 140 Rfea mga%rngvéﬁteﬁpbwr k
connectivity. In sone enbodiments, nmultiple CCTV caneras 3I0 can be

att aCheﬁloan{ E%ssé VR begg'gns#iae@hoz E}?élgiff% lgl\éﬁ, £ %aﬁ@ﬁéx@; of Hi&é?&ﬁ%@!; ?g ed

enbodi nment, rver as t exi ty to accept any nu CCTvV

310 d/ VR, 340, 0 ‘ . ' h Vv
camor o 3rt B BLeEhE TR GB of e AR Wbl P R R PSRN TL e ol

are gliven a ress an

aut henti cat.ed by the server via network curjt ans_.such as encryption.
o 07e] 1 e Bl ans B doe BT ty RS Bieh 5 PRGBS inE? BPRR Ghog
detail s and

be sent by a security guard to other active guards of a photo of a suspicious man saying that he

tried to access the property and to report if he tries again from a different location.

[0068] In some embodiments, the security service 240 has a guard routing function in
which specific guard patrol routes can be set and monitored my management. Tracking may be
accomplished using the guard’s mobile device 260, as disclosed in the description of figure 4

later in the disclosure.

[0069] In the preferred embodiment, the server 200 is attached by a network to mobile
devices 260 carried by guards, on which is installed an application 262. The features listed are

described in detail in the description of figure 4 later in the disclosure.

[0070] In the preferred embodiment, mobile device 260 is smartphone or tablet such as
an i0S™, Android™ or Windows 8™ device. As the mobile device market develops, however,
the current invention contemplates other carried or wearable devices with other operating
systems as they become available, with application 262 being written or adapted to the specific

operating system or device.
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data pertaining to each of the CCTV caneras 310 and/or DVR systens 340

whi ch may be accessed al one, along with the video data from and i ndi vi dual
CCTV canera 310 and/or DVR system 340, or stored as netadata for a video or
other file. Such data in the preferred enbodi nent may include the
foll ow ng: canera/ DVR | ocation, property nane/location, |P address.
[0077] I n addition to photos and vi deos and photos taken by CCTV caneras
310, in sone enbodi nents the server 300 can receive videos and/or photos
taken by nobile devices 320 such as those carried by the guards on a

speci f i ®0pHoper t yin sSue rembodinmentsathehmobidedevies 2otwald be suddyicgspravided & thear d
uses a nobile device 320 in order to record a specific incident, or can be
gener al guardsby thargedrd sstidde, adilk iioathar snhbeelirmass, yhargiswar ey usear aiplieatoard®Ra. | n
t he event such data cannot be uploaded live, it can in any event be

upl oadeidsthidddedn the ewards 6ve€ ModilOgevade 260 8udodBid edewiLewdedbmdPAdi] A user 380
may be able to view video, photos, and or other information stored by
server 300. The process by which a user 300 is granted access to particul ar
data i sjodgdjai | ed Higfren dndwkhh S%T@Ht&cdwum.W@O?s%tbm ddpect@r efoed E@rally in
enbodi ment, the server 300 will be able to streamvideo or display photos

to a us@gurg’&)ﬂ{é @g@e%@pi@&ﬁtiﬂlﬁ rO3andwan apPRrkizeath R 360hehbChhel & more

installed on a nobile device. her standard vi ewi ng nmeans are envi si oned
but not ' 0801:].n r e [ t.he- er
b, oty 3 P eL o LA S B L L

[ecor 9 e MSHIRD SESETN I . P DU DU PRl b P <
o e SBASAL TR FPERY bR PRy 503 TR Y S
300 may be attached to a distinct DVR system 340. In either case, the server allows user 380 to
access the stored data such as recorded or live video streams via a web portal 350 or an
application installed on a mobile device 360, allowing. In addition, the server allows incident

reports to be made through an interface 390. Each of these components will be described in

further detail below.

[0073] CCTV camera 310 is a camera which is networked, either through a direct
connection to a network, or by a connection to a separate video processor which streams to the

network.

[0074] In some embodiments the CCTV camera is attached to a DVR system 340 which
is attached to the server via network connectivity. In some embodiments, multiple CCTV
cameras 310 can be attached to the server 300 via a single DVR system 340. In the preferred
embodiment, the server 300 has the flexibility to accept any number of CCTV cameras 310

and/or DVR systems 340.
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[0081] In the preferred enbodi nent server 300 will have a search function so
that a User 380 nay search for a specific canera, file, or group of files.
Search criteria nmay be based on any stored information such as tinme/ dates
of recordings or even nore advanced criteria such as a facial recognition
anal ysis of photos and recordings. [0082]In one enbodi nent of the

i nvention, the video and/or photos fromparticular CCTV Caneras 310 and/or
DVR s 340 are made avail abl e by server 300 to a user 380 who, rather than
being a security guard, is another recognized user who is given access to a
parti cul0d7Slset oflnsnme embodingents e & GtV eameras 2bedDNFssysEimsskOumeigivieny be
assi gned specific allowances on a case by case basis, a group basis, or
based odistinchilRraddeby andaaredghémissdd égrthe eserved @ia hdtwstk adogritst yees afchuser s
who may have access to this and exanples of the access they have are: hotel
manageng&ifyptiogntire property, hotel guest - camera covering room entrance,
doorman - canera covering working area, restaurant staff- canmeras covering
restaurant, etc. [0083] The users 380 who are given access to a particular

set of [9o#KO/ photiRshe pRYerRE C@fddintent, ahe & TDeths abRiEher L kRGN dAaieAd
portal, a nobile device application, and/or some other server access neans,

dependi ngh BatdiflRg 850 BERMe CETVNEanI¥EBTd Qfki/of PRFALTHGIY 846 \Agm\/\ﬁlag be
greater depth the section of figure 2 related to the nobile device 262 and

I
t he ser i N fnct i i I
O T N LR B M e R LA
oo M5B o PR Bl F DXGTIERRAE S I gl °°
oo oo B 50 B S B e RORR RS RS RAADILAlch e

address.

[0077] In addition to photos and videos and photos taken by CCTV cameras 310, in some
embodiments the server 300 can receive videos and/or photos taken by mobile devices 320 such
as those carried by the guards on a specific property. Such input can be user initiated, such as
when a guard uses a mobile device 320 in order to record a specific incident, or can be generally
streamed, such as from a wirelessly networked wearable camera. In the event such data cannot
be uploaded live, it can in any event be uploaded later from a recording on the mobile device

320.

[0078] A user 380 may be able to view video, photos, and or other information stored by
server 300. The process by which a user 300 is granted access to particular data is detailed later

in this disclosure.

[0079] In the preferred embodiment, the server 300 will be able to stream video or
display photos to a user 380 via a web portal 350 and an application 360 which is installed on a

mobile device. Other standard viewing means are envisioned but not described here.
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[ 0085] Server 400 is a server which is the sane or of the same types as

t hose descri bed above in figure 2 and 3 as server 200 and 300 respectively.
As descri bed previously, server 400 has network or direct access or is
accessed by nmanagenment users 410, CCTV/DVR 420, and/or one or nore nobile
devi ces 430. [0086] An individual nobile device 440 which is connected to
the server via a network neans, will in the preferred enbodi nent have an
application 450 installed on it providing a nunber of features. |In other
enbodi ments these features nay be provided by other neans such as by a web
portal [#980ig t he Ibtlmyseferred camboditnichte thdeswiver3 00 WK dble tohksphayefidga ipctither
enbodi nent, application 450 allows a security guard to access a nunber of

f eat ur es livhistr&ans bimtbinamn eosdiyg. Mofeahdn oige Vidsk maydeadigdayied simnkgeowshy viaf
that guard. [0088]1n the preferred enbodi nents, the server 400 will require

i dent i fhGRibieOfr&hs taﬂ&oﬂgﬂ[tdscﬁe@ﬁQ!—}\gﬁ\ltiﬁlépﬁsieﬁaigootﬂaﬁigvé/ héeds #SEkingle file or
aut hentication nodule 452. ldentification of a guard or other user can be

based ofeaRYsiPHERESusRS alEAGRgle NGB BMAPHIV ARAPESERES itdaifiifib G@lahRn.
device 1dentification, bIOﬂE%FIC identification, |ocation base

i dentif] catispn, or some conbination of the above and/or other means. Figure
7 depicts an exanple interface for the application showi ng | ogin wi ndow
based on email and password. wll have access to sonme or all of the

featur ovi de ' [ ' . |
enodi nogdl| heq‘é% ArEE B Bhb SBE LI 6 LAl AR, RO AID 0RO hat o User
380 may search for a specific camera, file, or group of files. Search criteria may be based on any

stored information such as time/ dates of recordings or even more advanced criteria such as a

facial recognition analysis of photos and recordings.

[0082] In one embodiment of the invention, the video and/or photos from particular
CCTV Cameras 310 and/or DVR’s 340 are made available by server 300 to a user 380 who,
rather than being a security guard, is another recognized user who is given access to a particular
set of one or more video streams/recordings. These user may be assigned specific allowances on
a case by case basis, a group basis, or based on a hierarchy. as disclosed earlier. To illustrate,
types of users who may have access to this and examples of the access they have are: hotel
management — entire property, hotel guest — camera covering room entrance, doorman — camera

covering working area, restaurant staff — cameras covering restaurant, etc.

[0083] The users 380 who are given access to a particular set of video/photos, may
access it, as disclosed above, through a web portal, a mobile device application, and/or some

other server access means, depending on the embodiment of the invention.

[0084] Figure 4 shows in greater depth the section of figure 2 related to the mobile

device 262 and the server and application functions which are used by a guard carrying such a
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454 which allows the user to communicate |ive or via recording wth other
nobi | e devices in the greater system This conmunication can take place via
a nunber of neans, such as voice over network tel ephony (VolP), or network
voi ce protocol (NVP). Such communications can be set to be routed through
the server 400 to connected nobile devices 430, or can be sent directly to
t hose devices through a direct connection or an ad-hoc network. To all ow
flexibility and stability, the nmeans of connection rmay be adjustable on the
fly dependi ng on signal and connectivity. [0091] I n some enbodi ments, the
voi ce conbiedayieiiothaprefaredteaibedsianhef thegnvamtipn. bEhesmijot eathréseo fwbisrpagt of
send-to-all systemrem niscent of traditional walkie-talkie systens and a
di rect tHewysten shovdeid figurs s ixdinhmpillebd exdpdnigedt ingg¢dtdraietaplhioniev cak lvidepadad] | n
sonme enbodi nents, the server 400 will record sone or all of the voice
transm @piuadand pRYBIk| RoiBORA €&k arksRIM S gubderoaRphhatmen Ak0actbldtatifye a
nmessagi ng function 456. This function may be an interface to interact with
the mesgagi SPlosHRhdNRMAREIALER i8R Bpolthhgf | gure 2 and/or may be a point to
poi nt nmessagi ng systemsimlar to text nmessagi ng between guards carried
nobi |l e devices. Figure 11 depicts an exanple interface for the application

wher e tggdIessagesnf 806 APiev@ilSishAY St @t oMAY 8arlke8pes &Mhobld&ceribed
particul ar ‘'nobil e device. [0094]1n sone enbodi nents, application 450 w ||

have a a%io% & rt,b YLH ?) a‘s"%grvtne}?dola'ing’ 30m.5§f)gctwlew. gip(%%q{beg ?)r&/i&fg@ gggértﬁﬁ on

the device or an easily accesse utton 1 n the cation. ressed

this byttaon have.one or .nore functions as .desired, ~+~acludibng, alerting
R R A o N R e o O e g
triggering a security aler triggering a security alarm or calling |ocal
authorﬁPF§§m05V§§WB”éVH@bﬁ%%S an exanple interface for the application
showi ng a distress button. [0095]1n sone enbodi nents, application 450 w |

have the ability to ta i ctures and/ or
[SOSéf yAn indivlf(ﬁlalomo illle Sevice ZF 0 which is connected to the server via a network
means, will in the preferred embodiment have an application 450 installed on it providing a
number of features. In other embodiments these features may be provided by other means such

as by a web portal using the browser of a mobile device.

[0087] In the preferred embodiment, application 450 allows a security guard to access a

number of features while simultaneously performing tasks related to management of that guard.

[0088] In the preferred embodiments, the server 400 will require identification of the
guard through application 450 via a user authentication module 452. Identification of a guard or
other user can be based on any number of means, such as login and password identification,
device identification, biometric identification, location based identification, or some combination
of the above and/or other means. Figure 7 depicts an example interface for the application

showing login window based on email and password.
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video with an attached canmera 460. As described in figure 3, such video and
photos may be integrated into the CCTV system and can be used for event
reporting. This function of the application, in some enbodi nents, allows
the user to take a photo, then to either approve or discard the photo
before it is stored. Videos and photos can be stored on both or either the
nobi | e device or by the server. [0096] 1 n sonme enbodi nents, application 450
wi || have video playback 462 functionality via server 400 which acts as a
means by which video can be either streamed |live or brought up froma

recor di %Qs%is desdnitheeprefancetliegipodingnt, Pngaithe Wardielisisdreen apsie catifiert, dhace
for the application in which 3 canera streans are available. [0097] I n sone
enbodi neiltlsye agpbd toadmeor 4156f the fdatthesveodded byt the hp@eafior whichifdév. reporti ng
466 via either text or voice. This incident reporting will be |ogged in the
system as described in figure 2. Figure 10 depicts an exanple interface for
t he appl0D2@ti on dhlsomk rgnbadiniancs, dendpplicative 456pms tackbitd ¢dmibotibativat fasctand by
attaching a picture taken. [0098]1n sonme enbodi nents, application 450 will
have ansabifith yidvwa tBOafdr @ t@as@abniodse Has edvik a@gidigg Whh otheahlobils déhe:simhicl e
device to act as neans of tracking and managi ng patrol 23 routes for

secur i toteAbtadyaem. MAistdagnRifdaBbh @ch BMDQHCERRL a nSHEd JTahd86 RER a$ 0bictiBvdY
creating a string of "stops" creating a route, and giving timng for when

those %e%ﬂ‘ki%]%%”gq%/ g@%ﬁ")",cd? WaL&h e Joicd %[%(EH 61 @\I @ﬂpgﬁéh%omﬂﬁﬁ%h@cﬁ%e%@ﬂom

ich
al l ows suc _ e’organi zed an ited. ‘existing stops may then be
strung [.0geLh ‘%{mrokgﬁ the el %P 1B -co{nQeQ?e%] rJnQbi{ehc?ﬁvPcreﬂl?é,rSrdca%”l‘loe"%n{rﬁﬂécﬂy to
managenent W | ve the abilTity to set patrol Ttout€s
those devices through a direct connection or an ad-hoc network. To allow flexibility and

stability, the means of connection may be adjustable on the fly depending on signal and

connectivity.

[0091] In some embodiments, the voice communication may contain either, or may be
switched between a send-to-all system reminiscent of traditional walkie-talkie systems and a

direct device to device system more like a tradition phone call.

[0092] In some embodiments, the server 400 will record some or all of the voice

transmissions.

[0093] In some embodiments, the application 450 will have a messaging function 456.
This function may be an interface to interact with the messaging system described earlier in
figure 2 and/or may be a point to point messaging system similar to text messaging between
guards carried mobile devices. Figure 11 depicts an example interface for the application where

the messages are sample alerts have that have been sent to a particular mobile device.

22



for a guard to follow during a shift. In sone enbodi nents, the application
450 w Il sinply display these routes either through description or by a

vi sual means such as a map. If location is available to the nobile
application 450, the map can be updated with the current |ocation of the
guard much |like a nmodern GPS gui dance device. [00100]1n the preferred
enbodi nent, the application 450 will be able to determne and |og both if
t he stops have been reached and at what tinme through |ocation based tagging
264. Figure 12 depicts an exanple interface for the application showi ng a
sanpl e W8%Mrity patseok eniwdenentnapplicatiofn 480 oyl harw e digeess bhisak &2 bfafure,

[ 00101] There are a nunber of ways in which the application can be

conf i guwleidh #dll digliee briarterdvhetdnesn e dadte ar gueasdy hasssed datied imths tapplication.

i ncludi ng: having the guard take a picture of a QR code at the stop,

regi st ebhdegprassédPhid beadni @By hivayoregort Meredandtioas us dedidy intivalng: eRfmgniteat i ons
NFC to scan an installed NFC chip at the stop, or registering a |ocation

based afomich@ivides hanaehdhy Ot 1B BSdFHER oAShliishAB &Il tBigWrids! a RRUSROLI&t,
Figure 13 depicts an exanple interface for the application show ng the

i nterfac i . . .
rnter %ﬁg%%rﬁg%cs%g\%rﬁg ﬁgegrrﬁ%lecahﬂxé:]lgﬁliﬁ tﬁ{))rlt’?es.sf?l Bre d%mglﬁﬁ'ﬁ{sple mteé%lce for

i npl enen ns I nvent | e appdarent to those skill In the

art frqﬂgg lﬁ&ﬂ%ﬁﬁ@%&%zﬂﬁﬁﬁﬂ?hﬁ?ﬁpifiCation and practice of the invention

di scl osed "herei n. ous aspects and/ or conponents of the described
enbodi nents may be used singly or in any 24 conbination. is intended

It
h ifi ' . I i . I ith
trae sBiana ogf FTC SROCHEERTRTcBe AT RUPRAEMEmBS TSR RR il "

clai T8 yideo with an attached camera 460. As described in figure 3, such video and photos may be

integrated into the CCTV system and can be used for event reporting. This function of the
application, in some embodiments, allows the user to take a photo, then to either approve or
discard the photo before it is stored. Videos and photos can be stored on both or either the mobile

device or by the server.

[0096] In some embodiments, application 450 will have video playback 462 functionality
via server 400 which acts as a means by which video can be either streamed live or brought up
from a recording as described in figure 3. Figure 8 depicts an example interface for the

application in which 3 camera streams are available.

[0097] In some embodiments, application 450 will have an interface for incident
reporting 466 via either text or voice. This incident reporting will be logged in the system as
described in figure 2. Figure 10 depicts an example interface for the application allowing an

incident to be reported with both notes and by attaching a picture taken.

[0098] In some embodiments, application 450 will have an ability to enable location

based tagging which allows the mobile device to act as means of tracking and managing patrol
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[ 00103] Unl ess the context clearly requires otherw se, throughout the
description and the clains, the words "conprise,"” "conprising," and the
like are to be construed in an inclusive sense (i.e., to say, in the sense
of "including, but not limted to"), as opposed to an excl usive or
exhaustive sense. As used herein, the terns "connected," "coupled," or any
vari ant thereof nmeans any connection or coupling, either direct or
indirect, between two or nore elenents. Such a coupling or connection

bet ween the el enments can be physical, Iogical, or a conbination thereof.
Addi t i orates yor seqeritiogudsds” Frethei preferred lsmbedimenty shefwroutesingre et dis by foresiting laar

i nport, when used in this application, refer to this application as a whol e
and not stting efif{stapst ¢tieatingar ropey dndogisingfiming for agheh itheae stops shohbt e ¢rceurtond.ext
permts, words in the above Detail ed Description using the singular or

pl ural Fignderddphys @l S@miphcdcutdd whieh Plowsalictostors to g loaganimdiaad ediesipeditingel y.
The word "or," in reference to a list of two or nore itens, covers all of
the fol @Wmg thét 8 RFak A dedRs ined ndouner d: any of the items in the Iist,

all of the itens in the list, and any conbination of the itens in the |ist.
[ 00104] The above Detail ed Description of exanples of the invention is not

i ntende@odd) be exhalstédBe®@EmbAlimbil fakdp@mbMUBNtHaO&the AbLIREtINEdtRR rduddsm
di scl osed above. Whil'e specific exanples for the invention are described

above f@f ,i %dawsw ﬁ&ﬂowedmgog%ﬁm. ¥ AbHRUsnIRAHh MR, GRE apRRLfibis abh QN Bhply

possible within the scope of the invention, as those skilled in the

rel evant %); thg\gel rI ute§ &?&P it h\/ggsjsrﬁit{%%? %? A8%sudl mP&!m(gcsﬁéh A §m8{>el§?&ta§5jl} jsh a
er 1R thI S app |ca¥%on, y pertorm

gl ven or ernative I nplenmentati ons ma

routi nes hayi ste erfornmed.in a different, or.der,.,or enmploy. .systens
navi ng PGS BthE eRe PSRBT ffl e el o e Bl S50 B ey ERE S BF 2
del et ed, ved, . added, subdivided,  conbined, and/or nodified to provide
al terna%“?%“%q‘lgi?t?—@%%‘i‘ GEpieyifencedeyise: while processes or bl ocks are at
ti mes shown as being performed in series, these processes or bl ocks may

i nstead be perfornmed or inplenented in parallel, or may be perforped at
di f f er dRP100] nes. Icihe praferigd pmbgdisiont. the, amgﬁ%mhﬁ%wﬂﬂg? @Bﬁ tar%t%lmrg? and

exanples. It is understood that alternative inEIenentaLions may enpl o

di f f er ilpg boll iliéle Beps avgdsen raohaibymng wht tisesthrqugh deqatien baseddazriegaehi ngs
provi ded herein can also be applied to systens other than the system

descr i Beghraddvéepicthen ekenplntistedfack fottbe @pplidago ahdvoing aescamid escudies patrdded
above can be conbined to provide further inplenentations of the invention.
[ 00106 ]vARrye padreindr o1 stops kg lbeaatheolkes! dhd ot her references noted above,
including any that may be listed in acconpanying filing papers, are

i ncorporated herein by reference. Aspects of the invention can be nodified,
i f necqgesi@y, toTeepl oy 4 hembyrSvLmBys finindiitlonis, appltad@nceptbs donfibudedoi n
such references to provide further inplenmentations of the invention.

[ 00107]dkferfine WHtHRE o REtES SilaB®Hast lRadhe@QERS SRudANE hi s feOtiRE] GRS @ pidaad
herein are not
of a QR code at the stop, registering a GPS location, having the device use near field
communications NFC to scan an installed NFC chip at the stop, or registering a location based

on other triangulation means such as distance to Wi-Fi hotspots. Figure 13 depicts an example

interface for the application showing the interface to scan a QR code to register a stop.

[00102] Other implementations of the invention will be apparent to those skilled in the art
from consideration of the specification and practice of the invention disclosed herein. Various

aspects and/or components of the described embodiments may be used singly or in any
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inherently related to any particul ar apparatus and nay be inpl enented by
any suitable conbination of conponents. Further, various types of general
pur pose devices nay be used in accordance with the teachings described
herein. It may al so prove advantageous to construct specialized apparatus
to performthe nethod steps described herein. The present invention has
been described in relation to particul ar exanples, which are intended in
all respects to be illustrative rather than restrictive. Those skilled in
the art will appreciate that many different conbinations of hardware,

sof t war@mbamdioni Hrinetended that the spasificabprearfdorxamples b ednsiferdseaspresplary only,

i nvention. [00108] Moreover, other inplenentations of the invention wll be
appar enyith o trtibepe akd $digibfithe hhent@n hefng dmlicomisiydbe &tliowngélaintse
specification and practice of the invention disclosed herein. Various
aspects and/ or conponents of the described enbodi nents may be used singly
or in aoy163pnbi nalnles.thd tontekt ickbgn degirthatheiie, gperdghbiictt idescriprion exditipl es
be considered as exenplary only, with a true scope and spirit of the

i nvent i @inReiHROvérasli'eathgieke by  chMpriiag,!' owd i kabBo beCb@istiBedlin M Siehistm f or
perform ng security tasks conprising: a networked server device;

one or JDLLG HSES sa9PRI B k&sEbeChENBinG, BIRWLERSIEPHEGE 8Fpdsed tdgn Balvkad
server via a network protocol; one or nore caneras connected to the

networ ke, SATY Ens| 38 WOSE NOEK, BRARRns A0thAeAPPLUBRI08: hilS | RldEdndrt he

net wor ked server devi ce W hg securify tasks to per

means any connection or coupling, either direct or indirect, between two or more elements. Such
a coupling or connection between the elements can be physical, logical, or a combination
thereof. Additionally, the words "herein," "above," "below," and words of similar import, when
used in this application, refer to this application as a whole and not to any particular portions of
this application. Where the context permits, words in the above Detailed Description using the
singular or plural number may also include the plural or singular number respectively. The word
"or," in reference to a list of two or more items, covers all of the following interpretations of the

word: any of the items in the list, all of the items in the list, and any combination of the items in

the list.

[00104] The above Detailed Description of examples of the invention is not intended to be
exhaustive or to limit the invention to the precise form disclosed above. While specific examples
for the invention are described above for illustrative purposes, various equivalent modifications
are possible within the scope of the invention, as those skilled in the relevant art will recognize.
While processes or blocks are presented in a given order in this application, alternative
implementations may perform routines having steps performed in a different order, or employ

systems having blocks in a different order. Some processes or blocks may be deleted, moved,
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2. The systemfor performng security tasks of Claim1l, wherein the one or

nore of the user operable electronic devices is a nobile device.

3. The

system for perform ng security tasks of Claim1, wherein the one or nore of
t he user operable electronic devices is a smartphone. 4. The system for
perform ng security tasks of Claim1, wherein the networked server device
Is cloud based. 5. The systemfor performng security tasks of Claim1l,
wherein the security tasks which the application performinclude one or

nore of the follow ng: user authentication; voice comunication;

messagi adged, ghlgdivided cginginadli ang/or wioddiedda ptavids;altptietive eraspbispabinafideso Also,

pl ayback; | ocation based tagging; or

while processes or blocks are at times shown as being performed in series, these processes or
blocks may instead be performed or implemented in parallel, or may be performed at different
times. Further any specific numbers noted herein are only examples. It is understood that

alternative implementations may employ differing values or ranges.

[00105] The various illustrations and teachings provided herein can also be applied to
systems other than the system described above. The elements and acts of the various examples

described above can be combined to provide further implementations of the invention.

[00106] Any patents and applications and other references noted above, including any that
may be listed in accompanying filing papers, are incorporated herein by reference. Aspects of
the invention can be modified, if necessary, to employ the systems, functions, and concepts

included in such references to provide further implementations of the invention.

[00107] It should be understood that processes and techniques described herein are not
inherently related to any particular apparatus and may be implemented by any suitable
combination of components. Further, various types of general purpose devices may be used in
accordance with the teachings described herein. It may also prove advantageous to construct
specialized apparatus to perform the method steps described herein. The present invention has
been described in relation to particular examples, which are intended in all respects to be
illustrative rather than restrictive. Those skilled in the art will appreciate that many different
combinations of hardware, software, and firmware will be suitable for practicing the present

invention.
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incident reporting. 6. A systemfor setting and nonitoring security guard
patrol routes conprising: a networked server device; one or nore nobile
devi ces connected to the networked server via a network protocol; and an
application installed on the nobile devices which allows confirmtion of
the nobil e devices process on a set patrol rout through geo-location. 7.
The system of Claim6, where the geo-location conprises one or of the
foll owi ng: scanning a QR code; determ ning GPS coordi nates; or reading a

NFC devi ce. . _ '
[00108] Moreover, other implementations of the invention will be apparent to those skilled

in the art from consideration of the specification and practice of the invention disclosed herein.
Various aspects and/or components of the described embodiments may be used singly or in any
combination. It is intended that the specification and examples be considered as exemplary only,

with a true scope and spirit of the invention being indicated by the following claims.
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at | east one CCTV canera system | ocated on said property; at |east one
nobi | e device for nonitoring said CCTV canera systent and a server system
operably connected to both said CCTV canera system and sai d nobil e device;
wherein said nobile device can selectively view said CCTV canera. 9. The
nobi | e CCTV canera nonitoring systemof claim@8, wherein said CCTV canera
system conprises: a plurality of CCTV caneras; and a DVR recordi ng system
wherein said CCTV caneras are each operably connected to said DVR recording
system 10. The nobile CCTV canera nonitoring systemof claim9, wherein
sai d DVR Claims

1. A system for performing security tasks comprising:
a networked server device;

one or more user operable electronic devices connected to the networked server

via a network protocol,
one or more cameras connected to the networked server via a network means; and

an application installed on the networked server device allowing security tasks to

be performed.

2. The system for performing security tasks of Claim 1, wherein the one or more of

the user operable electronic devices is a mobile device.

3. The system for performing security tasks of Claim 1, wherein the one or more of

the user operable electronic devices is a smartphone.

4. The system for performing security tasks of Claim I, wherein the networked

server device is cloud based.

5. The system for performing security tasks of Claim 1, wherein the security tasks

which the application perform include one or more of the following:
user authentication;

voice communication;
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recordi ng system conprises: a video and/or inmage recorder; a comunication
system and a control system operably connected to both said
vi deo and/or image recorder and such comruni cation system
wherein requests for video and/or inages stored on said video and/or inage
recorder received by said communicati on system can be retrieved by said
control systemand transmtted by said communication system 11. The
nobi | e CCTV canera nonitoring systemof claim9, wherein said nobile device
conprises: a conmmuni cations system a CCTV canera application; and an
oper ati ng syst emmessaging; wherein said CCTV canera application nakes
requests for video and or images to said operating system said operating
system sends such requests by neans of such comunications systemto said
server system saligreseyignatingyyst em requests said CCTV canera systemto
provi de such video/inmages to said CCTV canera application. 12. The nobile
CCTV canera nonitoring systemof claim@8, further conprising: a user
aut henti cati on anideodeptuicfi cati on system runni ng on said server; and
one or nore user identifiers with particular video feed all owances
contained in the user authentication system

photo capture;

video playback;
location based tagging; or
incident reporting.
6. A system for setting and monitoring security guard patrol routes comprising:
a networked server device;

one or more mobile devices connected to the networked server via a network

protocol; and

an application installed on the mobile devices which allows confirmation of the

mobile devices process on a set patrol rout through geo-location.

7. The system of Claim 6, where the geo-location comprises one or of the following:
scanning a QR code;
determining GPS coordinates; or

reading a NFC device.

29



13. A systemfor providing CCTV video and/or performng security related
tasks, conprising: a nobile device;, a software application installed on
the nobil e device; and a user identification system connected operably to
t he nmobi | e devi ce; wherein said application is capabl e of

di spl ayi ng CCTV feeds and/or perform ng security guard related functi ons,
depending on the identity of the user. 14. The systemfor providing CCTV
vi deo and/pr perform ng security related tasks, further conpri sing:

a user hierarchy wherein a user is assigned a rank or designation in a

hi erarchy whi ch ghawbde Ohd ugrereramorisyingsysicrs dott aprapetst copfprGOEY vi deo based
on its position in the hierarchy. 15. A system whereby nobil e devices are
used to performand nonitor guard duties conprising: a nobile device;

a system al | owi ngt tpastrogie 8L \esamaya bgstesetocatadiomsmd popedy;by | ocati on based

| oggi ng, running on the nobile device;

at least one mobile device for monitoring said CCTV camera system; and

a server system operably connected to both said CCTV camera system and said

mobile device;
wherein said mobile device can selectively view said CCTV camera.

9. The mobile CCTV camera monitoring system of claim 8, wherein said CCTV

camera system comprises:
a plurality of CCTV cameras; and
a DVR recording system;

wherein said CCTV cameras are each operably connected to said DVR recording

system.

10. The mobile CCTV camera monitoring system of claim 9, wherein said DVR

recording system comprises:
a video and/or image recorder;
a communication system; and

a control system operably connected to both said video and/or image recorder and

such communication system;
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a communi cation systemrunning on the nobile device; and a distress system
running on the nobile device. 16. The systemfor perform ng security
duties of Claim 15, wherein the security duties which the application
performinclude one or nore of the follow ng: user authentication; voice
communi cati on; text messaging; video capture; photo capture; video

pl ayback; | ocation based tagging; or incident reporting.

wherein requests for video and/or images stored on said video and/or image
recorder received by said communication system can be retrieved by said control system and

transmitted by said communication system.

11. The mobile CCTV camera monitoring system of claim 9, wherein said mobile

device comprises:

a communications system;

a CCTV camera application; and

an operating system;

wherein said CCTV camera application makes requests for video and or images to
said operating system, said operating system sends such requests by means of such
communications system to said server system, said server system requests said CCTV camera

system to provide such video/images to said CCTV camera application.

12. The mobile CCTV camera monitoring system of claim 8, further comprising:

a user authentication and identification system running on said server; and

one or more user identifiers with particular video feed allowances contained in the

user authentication system.

13. A system for providing CCTV video and/or performing security related tasks,

comprising:

a mobile device;
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a software application installed on the mobile device; and
a user identification system connected operably to the mobile device;

wherein said application is capable of displaying CCTV feeds and/or performing

security guard related functions, depending on the identity of the user.

14. The system for providing CCTV video and/pr performing security related tasks,

further comprising:

a user hierarchy wherein a user is assigned a rank or designation in a hierarchy

which grants the user access to a certain set of CCTV video based on its position in the

hierarchy.

15. A system whereby mobile devices are used to perform and monitor guard duties

comprising:
a mobile device;

a system allowing guard routes to be set and monitored by location based logging,

running on the mobile device;
a communication system running on the mobile device; and
a distress system running on the mobile device.

16. The system for performing security duties of Claim 15, wherein the security

duties which the application perform include one or more of the following:

user authentication;
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voice communication;

text messaging;

video capture;

photo capture;

video playback;

location based tagging; or

incident reporting.
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