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FIG. 1 

Define a graphical structure model based on the account relationship 

network, where the graphical structure model is used to calculate an 

embedding vector of the node after multiple iterations in a hidden feature 

space based on original features of the nodes and/or features of associated 

edges between the nodes

S204

Build an account relationship network based on data relating to account 

registration and/or authentication, where the account relationship network 

includes one or more nodes in an account, device information, network 

information, location information, and identity information, and 

relationships between the nodes

S202

Train the graphical structure model by using labeled samples, where the 

labeled samples are labeled with information indicating whether a node that 

corresponds to the labeled sample is an abnormal node

S206

 

FIG. 2 
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Calculate, by using the trained graphical structure model, an embedding vector 

that corresponds to a to-be-tested sample

S304

Obtain a graphical structure model trained by using labeled samples, where 

the graphical structure model is defined based on an account relationship 

network, and the account relationship network includes one or more nodes in 

an account, device information, network information, location information, 

and identity information, and relationships between the nodes; the graphical 

structure model is used to calculate an embedding vector of the node after 

multiple iterations in a hidden feature space based on original features of the 

nodes and/or features of associated edges between the nodes

S302

Perform abnormal account prevention and control on the to-be-tested sample 

based on the embedding vector that corresponds to the to-be-tested sample; 

where the labeled samples are labeled with information indicating whether a 

node that corresponds to the labeled sample is an abnormal node
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FIG. 4 
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FIG. 5 


