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CROSS-CHAIN DATA TRUSTED MANAGEMENT
METHODS AND APPARATUSES, AND ELECTRONIC
DEVICE

TECHNICAL FIELD

[0001] One or more embodiments of the present specification relate to the field of
blockchain technologies, and in particular, to cross-chain data trusted management
methods and apparatuses, and electronic devices.

BACKGROUND

[0002] In related technologies, cross-chain data exchanges between different
blockchains can be implemented by using a relay chain. The relay chain can be
connected to each blockchain. Several validators provided on the relay chain verify
cross-chain data on each blockchain by using consensus algorithms, and other
blockchains can obtain the cross-chain data provided that the blockchains are

connected to the relay chain.

SUMMARY

[0003] In view of this, one or more embodiments of the present specification
provide cross-chain data trusted management methods and apparatuses, and electronic
devices.

[0004] To achieve the above objective, the one or more embodiments of the present
specification provide the following technical solutions:

[0005] According to a first aspect of the one or more embodiments of the present
specification, a cross-chain data trusted management method is proposed. The method
is applied to a relay, and a trusted execution environment (TEE) is loaded onto the
relay so as to implement the following steps in the TEE: invoking, based on a
cross-chain request from a first blockchain, corresponding cross-chain data from a
second blockchain that serves as a requested object, where the relay is configured
with a client device of the second blockchain; loading a preconfigured management

rule set to manage the cross-chain data based on a management rule included in the
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management rule set to obtain processed data; and returning, to the first blockchain, a
response result that includes an identity signature of the relay, where the response
result includes the processed data.

[0006] According to a second aspect of the one or more embodiments of the
present specification, a cross-chain data trusted management method is proposed. The
method is applied to a blockchain node of a first blockchain and includes the
following steps: creating a cross-chain request, where a requested object of the
cross-chain request is a second blockchain so that a relay invokes corresponding
cross-chain data from the second blockchain, where the relay is configured with a
client device of the second blockchain; and obtaining a response result returned by the
relay, where the response result is generated by the relay in a loaded TEE, the
response result includes processed data, and the response result includes an identity
signature of the relay.

[0007] According to a third aspect of the one or more embodiments of the present
specification, a cross-chain data trusted management apparatus is proposed. The
apparatus is applied to a relay, and a TEE is loaded onto the relay so as to implement
the following units in the TEE: an invoking unit, configured to invoke, based on a
cross-chain request from a first blockchain, corresponding cross-chain data from a
second blockchain that serves as a requested object, where the relay is configured
with a client device of the second blockchain; a management unit, configured to load
a preconfigured management rule set to manage the cross-chain data based on a
management rule included in the management rule set to obtain processed data; and a
first returning unit, configured to return, to the first blockchain, a response result that
includes an identity signature of the relay, where the response result includes the
processed data.

[0008] According to a fourth aspect of the one or more embodiments of the present
specification, a cross-chain data trusted management apparatus is proposed. The
apparatus is applied to a blockchain node of a first blockchain and includes: a creation
unit, configured to create a cross-chain request, where a requested object of the
cross-chain request is a second blockchain so that a relay invokes corresponding
cross-chain data from the second blockchain, where the relay is configured with a
client device of the second blockchain; and an acquisition unit, configured to obtain a

response result returned by the relay, where the response result is generated by the
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relay in a loaded TEE, the response result includes processed data, and the response
result includes an identity signature of the relay.

[0009] According to a fifth aspect of the one or more embodiments of the present
specification, an electronic device is proposed, including: a processor; and a memory
configured to store a processor executable instruction, where the processor runs the
executable instruction to implement the method according to the first aspect.

[0010] According to a sixth aspect of the one or more embodiments of the present
specification, an electronic device is proposed, including: a processor; and a memory
configured to store a processor executable instruction, where the processor runs the

executable instruction to implement the method according to the second aspect.

BRIEF DESCRIPTION OF DRAWINGS

[0011] FIG. 1 is a flowchart illustrating a cross-chain data trusted management
method, according to an example embodiment;

[0012] FIG. 2 is a flowchart illustrating another cross-chain data trusted
management method, according to an example embodiment;

[0013] FIG. 3 is a schematic diagram illustrating an implementation of cross-chain
data exchanges, according to an example embodiment;

[0014] FIG. 4 is a schematic diagram illustrating the functional architecture of a
TEE program, according to an example embodiment;

[0015] FIG. 5 is schematic structural diagram illustrating a device, according to an
example embodiment;

[0016] FIG. 6 is a block diagram illustrating a cross-chain data trusted management
apparatus, according to an example embodiment;

[0017] FIG. 7 is schematic structural diagram illustrating another device, according
to an example embodiment; and

[0018] FIG. 8 is a block diagram illustrating another cross-chain data trusted

management apparatus, according to an example embodiment.

DESCRIPTION OF EMBODIMENTS

[0019] Example embodiments are described in detail here, and examples of the
example embodiments are presented in the accompanying drawings. When the
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following description relates to the accompanying drawings, unless specified
otherwise, same numbers in different accompanying drawings represent same or
similar elements. Implementations described in the following example embodiments
do not represent all implementations consistent with one or more embodiments of the
present specification. On the contrary, the implementations are only examples of
apparatuses and methods that are described in the appended claims in detail and that
are consistent with some aspects of one or more embodiments of the present
specification.

[0020] It is worthwhile to note that in other embodiments, steps of a corresponding
method do not necessarily need to be performed in a sequence illustrated and
described in the present specification. Methods in some other embodiments can
include more or fewer steps than the methods described in the present specification. In
addition, a single step described in the present specification may be divided into
multiple steps for description in other embodiments, and multiple steps described in
the present specification may alternatively be combined into a single step for
description in other embodiments.

[0021] FIG. 1 is a flowchart illustrating a cross-chain data trusted management
method, according to an example embodiment. As shown in FIG. 1, the method is
applied to a relay, and a trusted execution environment (TEE) is loaded onto the relay
so as to implement the following steps in the TEE:

[0022] Step 102. Invoke, based on a cross-chain request from a first blockchain,
corresponding cross-chain data from a second blockchain that serves as a requested
object, where the relay is configured with a client device of the second blockchain.
[0023] In some embodiments, the first blockchain serves as an invoking party and
the second blockchain serves as an invoked party. The first blockchain is enabled to
invoke blockchain data (that is, the cross-chain data) from the second blockchain
through cross-chain data exchanges between the first blockchain and the second
blockchain. More specifically, a certain blockchain node on the first blockchain can
request for invoking the blockchain data from the second blockchain.

[0024] It can be easily understood that the "first blockchain™ and the "second
blockchain™ are merely names of blockchains in different roles but do not specifically
refer to certain one or more blockchains. For example, any blockchain that serves as
an invoking party is the first blockchain, but when the any blockchain serves as an

invoked party, the any blockchain is the second blockchain.
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[0025] In some embodiments, the relay is configured with the client device of the
second blockchain so that the relay can invoke the blockchain data on the second
blockchain by using the client device and provide the blockchain data to the first
blockchain, thereby completing cross-chain data exchanges. The client device
configured on the relay can be a complete client. Or the client device configured on
the relay can be a simplified payment verification (SPV) client device so as to
implement a lightweight relay while completing data invoking.

[0026] In some embodiments, there can be one or more relays. It is unnecessary to
install clients of all blockchains on each relay, and a client device of a corresponding
blockchain is installed on the relay only when it is determined that the blockchain
needs to implement cross-chain data exchanges by using the relay. It is conducive to
implementing lightweight relays. In addition, multiple relays are used. As such, on the
one hand, cross-chain data exchange needs of numerous blockchains can be
distributed properly and restrictions imposed by the performance bottleneck of a
single relay can be alleviated. On the other hand, elastic deployment of relays can be
performed conveniently based on actual needs, featuring excellent scalability.

[0027] In some embodiments, a relay can be a public relay or a private relay. For a
public relay, the second blockchain and other blockchains all have operation
permission so that these blockchains share the relay. It is conducive to reducing the
quantity of relays that need to be deployed and reducing the system complexity. For a
private relay, only the second blockchain has operation permission and other
blockchains have no operation permission and cannot use the relay. It can ensure that
the cross-chain data invoked from the second blockchain is not obtained by other
blockchains, thereby improving data privacy.

[0028] In some embodiments, a client device of the first blockchain can be installed
on the relay so that the relay can monitor the cross-chain request created on the first
blockchain. In some other embodiments, an anchor can be deployed, and a client
device of the first blockchain is installed on the anchor so that the anchor can monitor
the cross-chain request created on the first blockchain and provide the cross-chain
request to the relay. In addition, the relay can provide a returned response result to the
anchor and the anchor returns, to the response result, to the first blockchain. The
previous client device of the first blockchain installed on the relay or the anchor can
be a complete client device or an SPV client device. Implementations are not limited
in the present specification.
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[0029] In some embodiments, an anchor can be a public anchor or a private anchor.
For a public anchor, the first blockchain and other blockchains all have operation
permission so that these blockchains share the anchor. It is conducive to reducing the
quantity of anchors that need to be deployed and reducing the system complexity. For
a private anchor, only the first blockchain has operation permission and other
blockchains have no operation permission and cannot use the anchor. It can ensure
that the response result provided by the relay is not obtained by other blockchains,
thereby improving data privacy.

[0030] Step 104. Load a preconfigured management rule set to manage the
cross-chain data based on a management rule included in the management rule set to
obtain processed data.

[0031] In some embodiments, the management rule set includes one or more
management rules for content management of cross-chain data. The management
rules can be provided by a management department, the management rules can be
management regulations agreed upon by a blockchain member or between blockchain
members, or the management rules can have other sources. Implementations are not
limited in the present specification.

[0032] In some embodiments, when the cross-chain data is managed based on the
management rule set, if the cross-chain data hits one or more management rules, the
cross-chain data may need to be specifically adjusted based on the management rules,
for example, by marking sensitive words, desensitizing sensitive content (for example,
replacing the sensitive content with "*" or directly deleting the sensitive content), etc.
The adjustment depends on the definitions of the management rules. Implementations
are not limited in the present specification. Therefore, the processed data and the
cross-chain data may be the same or may be different to a specific degree. It depends
on a management rule hitting status and the content of the definitions of the
management rules.

[0033] Step 106. Return, to the first blockchain, a response result that includes an
identity signature of the relay, where the response result includes the processed data.
[0034] In some embodiments, the relay can support TEE technologies in related
technologies, for example, Software Guard Extensions (SGX). Implementations are
not limited in the present specification. The TEE can be loaded onto the relay by
using the TEE technology. As such, when the relay loads the management rule set to

manage the cross-chain data, interference or impact from malicious software can be
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prevented, thereby ensuring that the relay can faithfully manage the cross-chain data
based on the predefined management rule set to obtain the previous processed data.
[0035] In some embodiments, the response result that includes the identity
signature of the relay is returned to the first blockchain so that the first blockchain
verifies the identity signature to determine that the corresponding response result is
actually generated by the previous relay. In addition, the first blockchain can
determine, in advance, the processing solution used by each relay, including whether
the relay uses a TEE, etc. Therefore, the first blockchain can determine that the
response result is generated by the corresponding relay in the TEE, thereby
determining that the processed data included in the response result is obtained by the
relay by managing the cross-chain data based on the predefined management rule set.
In other words, the result of managing the cross-chain data by the relay is accurate
and valid.

[0036] In some embodiments, the relay records a public and private key pair that
uniquely matches the management rule set. The "uniquely matching™ here is related to
content of the management rule set but is not limited to the concept of "management
rule set". In other words, when the management rule set in the relay is changed, for
example, when a management rule is added to or deleted from the included
management rules or modified, the relay needs to update the corresponding public and
private key pair.

[0037] In some embodiments, information that uniquely corresponds to the content
of all the management rules included in the management rule set can be generated
based on all the management rules, and a unique matching relationship between the
information and the public and private key pair is recorded. For example, a hash value
can be formed, based on a preset algorithm, from hash values that respectively
correspond to management rules in the management rule set, and the hash value
serves as information about the management rule set. For example, the preset
algorithm can be used to organize the hash values that respectively correspond to the
management rules in the management rule set into a hash tree (Merkle tree or Merkle
hash tree), and the information about the management rule set can be a root hash
value of the hash tree.

[0038] In some embodiments, the response result can further include the
information about the management rule set and a public key that uniquely matches the

management rule set. As such, the first blockchain can determine, based on the
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information about the management rule set and the public key, a relationship between
the processed data included in the response result and the management rule set, to
ensure that the relay has managed the cross-chain data faithfully based on predefined
management rules and has not tampered with the management rules included in the
management rule set. For example, the first blockchain can send a verification request
to the relay, where the verification request includes the public key provided in the
response result. In a case, if the relay identifies information that is about the
management rule set and that corresponds to the public key in the verification request,
the relay can return the determined information about the management rule set to the
first blockchain. Correspondingly, the first blockchain can determine, based on the
received information about the management rule set, that the public key provided in
the response result is actually provided by the relay. Then the first blockchain can
compare the information that is about the management rule set and that is returned by
the relay with the information that is about the management rule set and that is
included in the response result. If the two pieces of information are consistent, it can
be determined that the relay obtains the previous processed data by managing the
cross-chain data based on the management rule set and has not tampered with the
management rule set. If the two pieces of information are inconsistent, it indicates that
the relay may have tampered with the management rule set and that the processed data
in the response result cannot be trusted. In another case, if the relay cannot identify
information that is about the management rule set and that corresponds to the public
key, the relay can return a notification message indicating that the information is not
identified. As such, the first blockchain determines that the public key is not provided
by the relay. Therefore, the response result is abnormal, and the corresponding public
key may be changed because the relay has tampered with the management rule set,
indicating that the processed data in the response result cannot be trusted.

[0039] In some embodiments, the relay can receive a query request from the first
blockchain, and return the management rule set when the query request includes the
information about the management rule set. As such, a manager or other roles on the
first blockchain can determine specific management rules used for management by the
relay.

[0040] In some embodiments, after returning the response result to the first
blockchain, the relay may update the management rule set based on a normal process.

Consequently, the information about the management rule set and the public and
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private key pair that uniquely matches the information about the management rule set
are changed. However, the relay can still keep the historical management rule set, the
information about the historical management rule set, and the public and private key
pair that uniquely matches the information about the historical management rule set.
As such, when the first blockchain initiates the verification request or query request to
the relay, the relay can return corresponding information or data to satisfy needs of the
first blockchain so that the first blockchain does not erroneously consider that the
processed data included in the response result cannot be trusted.

[0041] In some embodiments, the response result can further include a signature
that is signed on the processed data by using the private key that uniquely matches the
information about the management rule set, and the signature is used to verify data
integrity of the processed data. For example, the first blockchain can verify the
signature by using the public key (that is, the public key that uniquely matches the
information about the management rule set) that is determined in advance or that is
provided in the response result, to ensure the data integrity of the processed data and
prevent the data from being lost or tampered with during the transmission process.
[0042] In some embodiments, the response result can further include information
about a monitoring rule that the cross-chain data hits. As such, a manager or other
roles on the first blockchain can determine the rule hitting status of the cross-chain
data.

[0043] FIG. 2 is a flowchart illustrating another cross-chain data trusted
management method, according to an example embodiment. As shown in FIG. 2, the
method is applied to a blockchain node of a first blockchain and can include the
following steps:

[0044] Step 202. Create a cross-chain request, where a requested object of the
cross-chain request is a second blockchain so that a relay invokes corresponding
cross-chain data from the second blockchain by using a configured client device of the
second blockchain, and the relay is configured to manage the cross-chain data based
on a management rule included in a management rule set to obtain processed data.
[0045] In some embodiments, the first blockchain serves as an invoking party and
the second blockchain serves as an invoked party. The first blockchain is enabled to
invoke blockchain data (that is, the cross-chain data) from the second blockchain

through cross-chain data exchanges between the first blockchain and the second
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blockchain. More specifically, a certain blockchain node on the first blockchain can
request for invoking the blockchain data from the second blockchain.

[0046] It can be easily understood that the "first blockchain™ and the "second
blockchain" are merely names of blockchains in different roles but do not specifically
refer to certain one or more blockchains. For example, any blockchain that serves as
an invoking party is the first blockchain, but when the any blockchain serves as an
invoked party, the any blockchain is the second blockchain.

[0047] In some embodiments, the relay is configured with the client device of the
second blockchain so that the relay can invoke the blockchain data on the second
blockchain by using the client device and provide the blockchain data to the first
blockchain, thereby completing cross-chain data exchanges. The client device
configured on the relay can be a complete client. Or the client device configured on
the relay can be an SPV client device so as to implement a lightweight relay while
completing data invoking.

[0048] In some embodiments, a client device of the first blockchain can be installed
on the relay so that the relay can monitor the cross-chain request created on the first
blockchain. In some other embodiments, an anchor can be deployed, and a client
device of the first blockchain is installed on the anchor so that the anchor can monitor
the cross-chain request created on the first blockchain and provide the cross-chain
request to the relay. In addition, the relay can provide a returned response result to the
anchor and the anchor returns the response result to the first blockchain. The above
client device of the first blockchain installed on the relay or the anchor can be a
complete client device or an SPV client. Implementations are not limited in the
present specification.

[0049] In some embodiments, an anchor can be a public anchor or a private anchor.
For a public anchor, the first blockchain and other blockchains all have operation
permission so that these blockchains share the anchor. It is conducive to reducing the
quantity of anchors that need to be deployed and reducing the system complexity. For
a private anchor, only the first blockchain has operation permission and other
blockchains have no operation permission and cannot use the anchor. It can ensure
that the response result provided by the relay is not obtained by other blockchains,
thereby improving data privacy.

[0050] In some embodiments, the management rule set includes one or more

management rules for content management of cross-chain data. The management
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rules can be provided by a management department, the management rules can be
management regulations agreed upon by a blockchain member or between blockchain
members, or the management rules can have other sources. Implementations are not
limited in the present specification.

[0051] In some embodiments, when the cross-chain data is managed based on the
management rule set, if the cross-chain data hits one or more management rules, the
cross-chain data may need to be specifically adjusted based on the management rules,
for example, by marking sensitive words, desensitizing sensitive content (for example,
replacing the sensitive content with "*" or directly deleting the sensitive content), etc.
The adjustment depends on the definitions of the management rules. Implementations
are not limited in the present specification. Therefore, the processed data and the
cross-chain data may be the same or may be different to a specific degree. It depends
on a management rule hitting status and the content of the definitions of the
management rules.

[0052] Step 204. Obtain a response result returned by the relay, where the response
result is generated by the relay in a TEE, the response result includes the processed
data, and the response result includes an identity signature of the relay.

[0053] In some embodiments, the relay can support TEE technologies in related
technologies, for example, SGX. Implementations are not limited in the present
specification. The TEE can be loaded onto the relay by using the TEE technology. As
such, when the relay loads the management rule set to manage the cross-chain data,
interference or impact from malicious software can be prevented, thereby ensuring
that the relay can faithfully manage the cross-chain data based on the predefined
management rule set to obtain the previous processed data.

[0054] In some embodiments, the response result that includes the identity
signature of the relay is returned to the first blockchain so that the first blockchain
verifies the identity signature to determine that the corresponding response result is
actually generated by the previous relay. In addition, the first blockchain can
determine, in advance, the processing solution used by each relay, including whether
the relay uses a TEE, etc. Therefore, the first blockchain can determine that the
response result is generated by the corresponding relay in the TEE, thereby
determining that the processed data included in the response result is obtained by the

relay by managing the cross-chain data based on the predefined management rule set.
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In other words, the result of managing the cross-chain data by the relay is accurate
and valid.

[0055] In some embodiments, the relay records a public and private key pair that
uniquely matches the management rule set. The "uniquely matching™ here is related to
content of the management rule set but is not limited to the concept of "management
rule set". In other words, when the management rule set in the relay is changed, for
example, when a management rule is added to or deleted from the included
management rules or modified, the relay needs to update the corresponding public and
private key pair.

[0056] In some embodiments, information that uniquely corresponds to the content
of all the management rules included in the management rule set can be generated
based on all the management rules, and a unique matching relationship between the
information and the public and private key pair is recorded. For example, a hash value
can be formed, based on a preset algorithm, from hash values that respectively
correspond to management rules in the management rule set, and the hash value
serves as information about the management rule set. For example, the preset
algorithm can be used to organize the hash values that respectively correspond to the
management rules in the management rule set into a hash tree, and the information
about the management rule set can be a root hash value of the hash tree.

[0057] In some embodiments, the response result can further include the
information about the management rule set and a public key that uniquely matches the
management rule set. As such, the first blockchain can determine, based on the
information about the management rule set and the public key, a relationship between
the processed data included in the response result and the management rule set, to
ensure that the relay has managed the cross-chain data faithfully based on predefined
management rules and has not tampered with the management rules included in the
management rule set. For example, the first blockchain can send a verification request
to the relay, where the verification request includes the public key provided in the
response result. In a case, if the relay identifies information that is about the
management rule set and that corresponds to the public key in the verification request,
the relay can return the determined information about the management rule set to the
first blockchain. Correspondingly, the first blockchain can determine, based on the
received information about the management rule set, that the public key provided in

the response result is actually provided by the relay. Then the first blockchain can
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compare the information that is about the management rule set and that is returned by
the relay with the information that is about the management rule set and that is
included in the response result. If the two pieces of information are consistent, it can
be determined that the relay obtains the previous processed data by managing the
cross-chain data based on the management rule set and has not tampered with the
management rule set. If the two pieces of information are inconsistent, it indicates that
the relay may have tampered with the management rule set and that the processed data
in the response result cannot be trusted. In another case, if the relay cannot identify
information that is about the management rule set and that corresponds to the public
key, the relay can return a notification message indicating that the information is not
identified. As such, the first blockchain determines that the public key is not provided
by the relay. Therefore, the response result is abnormal, and the corresponding public
key may be changed because the relay has tampered with the management rule set,
indicating that the processed data in the response result cannot be trusted.

[0058] In some embodiments, the relay can receive a query request from the first
blockchain, and return the management rule set when the query request includes the
information about the management rule set. As such, a manager or other roles on the
first blockchain can determine specific management rules used for management by the
relay.

[0059] In some embodiments, after returning the response result to the first
blockchain, the relay may update the management rule set based on a normal process.
Consequently, the information about the management rule set and the public and
private key pair that uniquely matches the information about the management rule set
are changed. However, the relay can still keep the historical management rule set, the
information about the historical management rule set, and the public and private key
pair that uniquely matches the information about the historical management rule set.
As such, when the first blockchain initiates the verification request or query request to
the relay, the relay can return corresponding information or data to satisfy needs of the
first blockchain so that the first blockchain does not erroneously consider that the
processed data included in the response result cannot be trusted.

[0060] In some embodiments, the response result can further include a signature
that is signed on the processed data by using the private key that uniquely matches the
information about the management rule set, and the signature is used to verify data

integrity of the processed data. For example, the first blockchain can verify the
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signature by using the public key (that is, the public key that uniquely matches the
information about the management rule set) that is determined in advance or that is
provided in the response result, to ensure the data integrity of the processed data and
prevent the data from being lost or tampered with during the transmission process.
[0061] In some embodiments, the response result can further include information
about a monitoring rule that the cross-chain data hits. As such, a manager or other
roles on the first blockchain can determine the rule hitting status of the cross-chain
data.

[0062] For ease of understanding, a relay that uses the TEE technology is used as
an example to describe the cross-chain data management solutions in the present
specification. FIG. 3 is a schematic diagram illustrating an implementation of
cross-chain data exchanges, according to an example embodiment. As shown in FIG.
3, cross-chain data exchanges between blockchain 1 and blockchain 2 can be
implemented by using a relay. Blockchain 1 can initiate a cross-chain request to
blockchain 2, and the relay can transmit the cross-chain request to blockchain 2 so
that blockchain 2 generates corresponding cross-chain data based the cross-chain
request. The relay is configured with a client device of blockchain 2. As such, the
relay can invoke the cross-chain data generated by blockchain 2, manage the
cross-chain data, and return a corresponding response result to blockchain 1.

[0063] In some embodiments, the relay can support the TEE technology so that a
program that is run by the relay and that is used to implement the previous
management processing can be configured as a TEE program. The TEE program can
run securely in the TEE loaded onto the relay and is protected against impact such as
malicious software. The SGX technology in related technologies is used as an
example. When discovering that the program that needs to be executed is the TEE
program, the CPU of the relay can read a key from a preconfigured security element
to encrypt allocated memory space. The memory space can form a TEE, that is, the
enclave space shown in FIG. 3, for executing the previous TEE program.

[0064] The TEE program is encapsulated in the enclave space, and only the CPU
can obtain a key (that is, the key in the previous security element) to the enclave. As
such, the security boundary of the enclave includes only the CPU and the TEE
program, thereby preventing attacks from malicious software. Moreover, the enclave

cannot be affected regardless of whether the malicious software is privileged software
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or even the operating system and the virtual machine monitor (VMM). Therefore, the
relay is immune external factors during management of the cross-chain data.

[0065] FIG. 4 is a schematic diagram illustrating the functional architecture of a
TEE program, according to an example embodiment. As shown in FIG. 4, the TEE
program can include several functional modules such as a TEE identity key pair, a
client device of blockchain 2, a root hash value of management rules, a management
rule executor, and a root hash value—locking key pair, for a relay to implement related
processing functions.

[0066] In some embodiments, the client device of blockchain 2 can be an SPV
client device of blockchain 2. The relay can invoke the foregoing cross-chain data
from blockchain 2 based on the client device of blockchain 2. Details are omitted here
for simplicity. Then the relay can load predefined management rules, for example,
management rules 1 to 4 shown in FIG. 4, by using the management rule executor to
manage the cross-chain data to obtain processed data. Management processing on the
cross-chain data may vary according to the content of the management rules. For
example, a certain management rule can be used to desensitize some sensitive words
in the cross-chain data (for example, deleting the sensitive words or replacing the
sensitive words with "*", another management rule can be used to mark other
sensitive words in the cross-chain data, etc. Implementations are not limited in the
present specification. Certainly, the cross-chain data may not hit any management rule.
Therefore, the processed data is consistent with the cross-chain data.

[0067] In some embodiments, corresponding hash values, for example, hash value
1 to hash value 4, can be generated from rules 1 to 4 in the relay and further organized
into the Merkle tree form shown in FIG. 4, to finally obtain a root hash. (For example,
a hash operation is performed on hash value 1 and hash value 2 to obtain hash value 5,
a hash operation is performed on hash value 3 and hash value 4 to obtain hash value 6,
and a hash operation is further performed on hash value 5 and hash value 6 to obtain
the root hash.) The management rule executor can invoke corresponding rules 1 to 4
in the relay (that is, management rules corresponding to all the leaf hash values in the
Merkle tree that correspond to the root hash) based on the root hash and the previous
Merkle tree, to manage the cross-chain data.

[0068] The previous root hash uniquely corresponds to the content of the
management rules because of the characteristics of hash values. In other words, the

corresponding root hash value remains unchanged when the management rules used
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by the TEE program are not changed, and the corresponding root hash also changes
when any management rule is changed. The "root hash value—locking key pair"
uniquely matches the "root hash™. As such, the root hash and the root hash
value—locking key pair also remain unchanged when the management rules used by
the TEE program are not changed, and the corresponding root hash and the root hash
value—locking key pair both change when any management rule is changed. For
example, when determining that the root hash value is changed, the relay can
regenerate a key pair and configure the key pair as a root hash value—locking key pair
of the new root hash.

[0069] In some embodiments, the TEE program can generate, based on the above
content, a response result to be returned by the relay to blockchain 1. The response
result can include the following content: i. the processed data; ii. a signature that is
signed on the processed data by using a root hash value—locking private key; iii. a root
hash value—locking public key; iv. the root hash value of the management rules; and v.
management rules that the cross-chain data hits

[0070] Moreover, the TEE program can sign the response result by using the
private key in the previous TEE identity key pair, and the signed response result is
returned to blockchain 1 by the relay.

[0071] Correspondingly, blockchain 1 can verify the received response result to
determine whether the processed data included in the response result is reliable, for
example, whether the processed data is actually obtained by processing the
cross-chain data based on the management rules. For example, the process of
verifying the response result by blockchain 1 can include the following steps:

[0072] I. Blockchain 1 verifies the signature in the response result based on the
TEE identity public key of the relay to determine that the response result is actually
from the relay.

[0073] The TEE identity public key can be published externally or to blockchain 1
by the relay in advance. Blockchain 1 can determine a TEE technology supporting
status of the relay in advance. Therefore, when determining that the response result is
from the relay, blockchain 1 can determine that the response result is obtained by the
relay through processing in the TEE, thereby protecting the response result against
unfavorable impact from external factors such as malicious software.

[0074] 1l. Blockchain 1 reads the processed data, the root hash value—locking

public key, and the signature that is signed on the processed data by using the root
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hash value—locking private key, which are included in the response result; and verifies,
by using the root hash value—locking public key, the signature that is signed on the
processed data by using the root hash value—locking private key. If the verification is
passed, it can be determined that the processed data is not lost or tampered with
during the transmission process, thereby determining the integrity of the processed
data.

[0075] 11I. Blockchain 1 initiates a verification request to the relay, where the
verification request includes the root hash value—locking public key provided in the
response result.

[0076] After receiving the verification request, if the relay identifies management
rule root hash value HashX that corresponds to the root hash value—locking public key,
the relay can return the identified management rule root hash value HashX to
blockchain 1. Correspondingly, when receiving management rule root hash value
HashX returned by the relay, blockchain 1 can at least determine that the root hash
value—locking public key provided in the response result is actually from the relay and
determine that the management rule root hash value locked by the root hash
value—locking public key is HashX. On the contrary, if the relay fails to identify a
management rule root hash value that corresponds to the root hash value—locking
public key in the verification request, the relay cannot return a corresponding
management rule root hash value, and can return, for example, content such as
"corresponding information not identified". As such, blockchain 1 determines that the
root hash value—locking public key provided in the response result is not from the
relay, thereby deducing that the processed data in the response result is highly
probably unreliable.

[0077]  Further, blockchain 1 can compare the obtained HashX with the
management rule root hash value included in the response result. When the two are
consistent, blockchain 1 can determine that the relay has run the TEE program to
faithfully execute the management rules (for example, rule 1 to 4) corresponding to
the management rule root hash and has not tampered with the management rules.
When the two are inconsistent, it is indicates that the relay has highly probably
tampered with the used management rules, and blockchain 1 can deduce that the
processed data in the response result is highly probably unreliable.

[0078] In addition, blockchain 1 can further send the management rule root hash

value to the relay. As such, the relay can return all the corresponding management
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rules to blockchain 1 so that blockchain 1 conveniently determines the management
rules for managing the cross-chain data. Blockchain 1 can further determine a
management rule hitting status of the cross-chain data based on management rules
that the cross-chain data included in the response result hits.

[0079] In summary, the relay that is based on the TEE technology is used. The
relay can provide a secure and reliable TEE to ensure that processing operations
performed in the TEE is immune to external factors such as malicious software. In
addition, the relay is logically a single-point device and therefore can efficiently and
securely perform management processing, thereby effectively managing cross-chain
data in cross-chain data exchange processes. Moreover, the response result includes
other attestation information described above so that blockchain 1 can determine the
relationship between the processed data and the cross-chain data, thereby effectively
monitoring the relay. As such, it is difficult for the relay to tamper with the
management rules, or blockchain 1 or third-party managers can discover tampering
actions, thereby implementing cross-chain data trusted management solutions.

[0080] FIG. 5 is schematic structural diagram illustrating a device, according to an
example embodiment. Referring to FIG. 5, in terms of hardware, the device includes a
processor 502, an internal bus 504, a network interface 506, a memory 508, and a
nonvolatile memory 510, and certainly may further include hardware needed by other
services. The processor 502 reads a corresponding computer program from the
nonvolatile memory 510 to the memory 508 and then runs the computer program to
form a logical cross-chain data trusted management apparatus. Certainly, in addition
to the software implementation, one or more embodiments of the present specification
do not exclude other implementations, for example, logical components or a
combination of software and hardware. In other words, the execution bodies of the
following processing procedures are not limited to the logical units and may be
hardware or logical components.

[0081] Referring to FIG. 6, in a software implementation, the cross-chain data
trusted management apparatus is applied to a relay, where a TEE is loaded onto the
relay so as to implement the following units in the TEE: an invoking unit 61,
configured to invoke, based on a cross-chain request from a first blockchain,
corresponding cross-chain data from a second blockchain that serves as a requested
object, where the relay is configured with a client device of the second blockchain; a

management unit 62, configured to load a preconfigured management rule set to
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manage the cross-chain data based on a management rule included in the management
rule set to obtain processed data; and a first returning unit 63, configured to return, to
the first blockchain, a response result that includes an identity signature of the relay,
where the response result includes the processed data.

[0082] Optionally, the response result further includes information about the
management rule set and a public key that uniquely matches the information about the
management rule set, to prove that the processed data is obtained by managing the
cross-chain data based on the management rule set.

[0083] Optionally, the apparatus further includes: a first receiving unit 64,
configured to receive a verification request from the first blockchain; and a second
returning unit 65, configured to return information about the management rule set
when the verification request includes the public key that uniquely matches the
management rule set, where the information is compared with the information that is
about the management rule set and that is included in the response result.

[0084] Optionally, the apparatus further includes: a second receiving unit 66,
configured to receive a query request from the first blockchain; and a third returning
unit 67, configured to return the management rule set when the query request includes
the information about the management rule set.

[0085] Optionally, the information about the management rule set includes a hash
value formed, based on a preset algorithm, from hash values that respectively
correspond to management rules in the management rule set.

[0086] Optionally, the preset algorithm is used to organize the hash values that
respectively correspond to the management rules in the management rule set into a
hash tree, where the information about the management rule set includes a root hash
value of the hash tree.

[0087] Optionally, the response result further includes a signature that is signed on
the processed data by using the private key that uniquely matches the information
about the management rule set, and the signature is used to verify data integrity of the
processed data.

[0088] Optionally, the response result further includes information about a
monitoring rule that the cross-chain data hits.

[0089] FIG. 7 is schematic structural diagram illustrating a device, according to an
example embodiment. Referring to FIG. 7, in terms of hardware, the device includes a

processor 702, an internal bus 704, a network interface 706, a memory 708, and a
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nonvolatile memory 710, and certainly may further include hardware needed by other
services. The processor 702 reads a corresponding computer program from the
nonvolatile memory 710 to the memory 708 and then runs the computer program to
form a logical cross-chain data trusted management apparatus. Certainly, in addition
to the software implementation, one or more embodiments of the present specification
do not exclude other implementations, for example, logical components or a
combination of software and hardware. In other words, the execution bodies of the
following processing procedures are not limited to the logical units and may be
hardware or logical components.

[0090] Referring to FIG. 8, in a software implementation, the cross-chain data
trusted management apparatus is applied to a blockchain node of a first blockchain
and can include the following units: a creation unit 81, configured to create a
cross-chain request, where a requested object of the cross-chain request is a second
blockchain so that a relay invokes corresponding cross-chain data from the second
blockchain by using a configured client device of the second blockchain, and the relay
is configured to manage the cross-chain data based on a management rule included in
a management rule set to obtain processed data; and an acquisition unit 82, configured
to obtain a response result returned by the relay, where the response result is
generated by the relay in a TEE, the response result includes the processed data, and
the response result includes an identity signature of the relay.

[0091] Optionally, the response result further includes information about the
management rule set and a public key that uniquely matches the management rule set,
to indicate that the processed data is obtained by managing the cross-chain data based
on the management rule set.

[0092] Optionally, the apparatus further includes: a first request unit 83, configured
to initiate a verification request to the relay, where the verification request includes
the public key provided in the response result, and when the relay returns information
that is about the management rule set and that corresponds to the public key and the
information is consistent with the information that is about the management rule set
and that is included in the response result, it is determined that the public key included
in the response result is from the relay and that the processed data is obtained by

managing the cross-chain data based on the management rule set.
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[0093] Optionally, the apparatus further includes: a second request unit 84,
configured to initiate a query request to the relay to obtain the management rule set,
where the query request includes the information about the management rule set.
[0094] Optionally, the response result further includes a signature that is signed on
the processed data by using a private key that uniquely matches the management rule
set, and the apparatus further includes: a verification unit 85, configured to verify the
signature by using the public key included in the response result, to determine data
integrity of the processed data included in the response result.

[0095] Optionally, the response result further includes information about a
monitoring rule that the cross-chain data hits.

[0096] The system, apparatus, module, or unit illustrated in the previous
embodiments can be implemented by using a computer chip or an entity, or can be
implemented by using a product having a certain function. A typical implementation
device is a computer, and the computer can be a personal computer, a laptop computer,
a cellular phone, a camera phone, a smartphone, a personal digital assistant, a media
player, a navigation device, an email receiving and sending device, a game console, a
tablet computer, a wearable device, or any combination of these devices.

[0097] In a typical configuration, a computer includes one or more processors
(CPU), an input/output interface, a network interface, and a memory.

[0098] The memory can include a non-persistent memory, a random access
memory (RAM), a non-volatile memory, and/or another form that are in a computer
readable medium, for example, a read-only memory (ROM) or a flash memory (flash
RAM). The memory is an example of the computer readable medium.

[0099] The computer readable medium includes persistent, non-persistent, movable,
and unmovable media that can store information by using any method or technology.
The information can be a computer readable instruction, a data structure, a program
module, or other data. Examples of a computer storage medium include but are not
limited to a phase change RAM (PRAM), a static RAM (SRAM), a dynamic RAM
(DRAM), a RAM of another type, a ROM, an electrically erasable programmable
ROM (EEPROM), a flash memory or another memory technology, a compact disc
ROM (CD-ROM), a digital versatile disc (DVD) or another optical storage, a cassette
tape, a magnetic disk storage, a quantum memory, a storage medium based on
grapheme, another magnetic storage device, or any other non-transmission medium.

The computer storage medium can be used to store information that can be accessed
21



10

15

20

25

30

by a computing device. Based on the definition in the present specification, the
computer readable medium does not include transitory computer readable media such
as a modulated data signal and carrier.

[0100] It is worthwhile to further note that, the terms "include™, "contain™, or their
any other variants are intended to cover a non-exclusive inclusion, so a process, a
method, a product, or a device that includes a list of elements not only includes those
elements but also includes other elements which are not expressly listed, or further
includes elements inherent to such process, method, product, or device. Without more
constraints, an element preceded by "includes a ..." does not preclude the existence of
additional identical elements in the process, method, product, or device that includes
the element.

[0101] Specific embodiments of the present specification are described above.
Other embodiments fall within the scope of the appended claims. In some situations,
the actions or steps described in the claims can be performed in an order different
from the order in the embodiments and the desired results can still be achieved. In
addition, the process depicted in the accompanying drawings does not necessarily
need a particular execution order to achieve the desired results. In some embodiments,
multi-tasking and concurrent processing is feasible or can be advantageous.

[0102] Terms used in one or more embodiments of the present specification are
merely used to describe specific embodiments, and are not intended to limit the one or
more embodiments of the present specification. The terms "a" and "the" of singular
forms used in one or more embodiments of the present specification and the appended
claims are also intended to include plural forms, unless otherwise specified in the
context clearly. It should be further understood that the term "and/or" used in the
present specification indicates and includes any or all possible combinations of one or
more associated listed items.

[0103] It should be understood that although terms "first”, "second”, "third", etc.
can be used in one or more embodiments of the present specification to describe
various types of information, the information is not limited to these terms. These
terms are only used to differentiate between information of the same type. For
example, without departing from the scope of one or more embodiments of the
present specification, first information can also be referred to as second information,

and similarly, the second information can also be referred to as the first information.
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Depending on the context, for example, the word "if" used here can be explained as
"while", "when", or "in response to determining".

[0104] The previous descriptions are only example embodiments of one or more
embodiments of the present specification, but are not intended to limit the one or more
embodiments of the present specification. Any modification, equivalent replacement,
improvement, etc. made without departing from the spirit and principle of the one or
more embodiments of the present specification shall fall within the protection scope

of the one or more embodiments of the present specification.
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CLAIMS

What is claimed is:

1. A cross-chain data trusted management method, applied to a relay, wherein a
trusted execution environment (TEE) is loaded onto the relay to implement the
following steps in the TEE:

invoking, based on a cross-chain request from a first blockchain, corresponding
cross-chain data from a second blockchain that serves as a requested object, wherein
the relay is configured with a client device of the second blockchain;

loading a preconfigured management rule set to manage the cross-chain data
based on a management rule comprised in the management rule set to obtain
processed data; and

returning, to the first blockchain, a response result that comprises an identity
signature of the relay, wherein the response result comprises the processed data.

2. The method according to claim 1, wherein the response result further
comprises information about the management rule set and a public key that uniquely
matches the information about the management rule set, to prove that the processed
data is obtained by managing the cross-chain data based on the management rule set.

3. The method according to claim 2, further comprising:

receiving a verification request from the first blockchain; and

returning information about the management rule set when the verification
request comprises the public key that uniquely matches the management rule set,
wherein the information is compared with the information that is about the

management rule set and that is comprised in the response result.

4. The method according to claim 2, further comprising:
receiving a query request from the first blockchain; and
returning the management rule set when the query request comprises the

information about the management rule set.
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5. The method according to claim 2, wherein the information about the
management rule set comprises a hash value formed, based on a preset algorithm,
from hash values that respectively correspond to management rules in the

management rule set.

6. The method according to claim 5, wherein the preset algorithm is used to
organize the hash values that respectively correspond to the management rules in the
management rule set into a hash tree, wherein the information about the management

rule set comprises a root hash value of the hash tree.

7. The method according to claim 1, wherein the response result further
comprises a signature that is signed on the processed data by using a private key that
uniquely matches the information about the management rule set, and the signature is

used to verify data integrity of the processed data.

8. The method according to claim 1, wherein the response result further

comprises information about a monitoring rule that the cross-chain data hits.

9. A cross-chain data trusted management method, applied to a blockchain node
of a first blockchain, wherein the method comprises:

creating a cross-chain request, wherein a requested object of the cross-chain
request is a second blockchain, so that a relay invokes corresponding cross-chain data
from the second blockchain by using a configured client device of the second
blockchain, and wherein the relay is configured to manage the cross-chain data based
on a management rule comprised in a management rule set to obtain processed data;
and

obtaining a response result returned by the relay, wherein the response result is
generated by the relay in a trusted execution environment (TEE), wherein the
response result comprises the processed data, and wherein the response result

comprises an identity signature of the relay.
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10. The method according to claim 9, wherein the response result further
comprises information about the management rule set and a public key that uniquely
matches the management rule set, to indicate that the processed data is obtained by

managing the cross-chain data based on the management rule set.

11. The method according to claim 10, further comprising:

initiating a verification request to the relay, wherein the verification request
comprises the public key provided in the response result, and

wherein, when the relay returns information that is about the management rule
set and that corresponds to the public key and the information is consistent with the
information that is about the management rule set and that is comprised in the
response result, it is determined that the public key comprised in the response result is
from the relay and that the processed data is obtained by managing the cross-chain
data based on the management rule set.

12. The method according to claim 10, further comprising:
initiating a query request to the relay to obtain the management rule set, wherein

the query request comprises the information about the management rule set.

13. The method according to claim 10, wherein the response result further
comprises a signature that is signed on the processed data by using a private key that
uniquely matches the management rule set, and wherein the method further
comprises:

verifying the signature by using the public key comprised in the response result

to determine data integrity of the processed data comprised in the response result.

14. The method according to claim 9, wherein the response result further

comprises information about a monitoring rule that the cross-chain data hits.

15. A cross-chain data trusted management apparatus, applied to a relay, wherein

a trusted execution environment (TEE) is loaded onto the relay to implement the
following units in the TEE:

an invoking unit, configured to invoke, based on a cross-chain request from

a first blockchain, corresponding cross-chain data from a second blockchain that
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serves as a requested object, wherein the relay is configured with a client device of the
second blockchain;

a management unit, configured to load a preconfigured management rule set
to manage the cross-chain data based on a management rule comprised in the
management rule set to obtain processed data; and

a first returning unit, configured to return, to the first blockchain, a response
result that comprises an identity signature of the relay, wherein the response result

comprises the processed data.

16. The apparatus according to claim 15, wherein the response result further
comprises information about the management rule set and a public key that uniquely
matches the information about the management rule set, to prove that the processed

data is obtained by managing the cross-chain data based on the management rule set.

17. The apparatus according to claim 16, further comprising:

a first receiving unit, configured to receive a verification request from the first
blockchain; and

a second returning unit, configured to return information about the management
rule set when the verification request comprises the public key that uniquely matches
the management rule set, wherein the information is compared with the information

that is about the management rule set and that is comprised in the response result.

18. The apparatus according to claim 16, further comprising:

a second receiving unit, configured to receive a query request from the first
blockchain; and

a third returning unit, configured to return the management rule set when the

query request comprises the information about the management rule set.

19. The apparatus according to claim 16, wherein the information about the
management rule set comprises a hash value formed, based on a preset algorithm,
from hash values that respectively correspond to management rules in the

management rule set.
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20. The apparatus according to claim 19, wherein the preset algorithm is used to
organize the hash values that respectively correspond to the management rules in the
management rule set into a hash tree, wherein the information about the management

rule set comprises a root hash value of the hash tree.

21. The apparatus according to claim 15, wherein the response result further
comprises a signature that is signed on the processed data by using a private key that
uniquely matches the information about the management rule set, and wherein the

signature is used to verify data integrity of the processed data.

22. The apparatus according to claim 15, wherein the response result further

comprises information about a monitoring rule that the cross-chain data hits.

23. A cross-chain data trusted management apparatus, applied to a blockchain
node of a first blockchain, wherein the apparatus comprises:

a creation unit, configured to create a cross-chain request, wherein a
requested object of the cross-chain request is a second blockchain, so that a relay
invokes corresponding cross-chain data from the second blockchain by using a
configured client device of the second blockchain, and wherein the relay is configured
to manage the cross-chain data based on a management rule comprised in a
management rule set to obtain processed data; and

an acquisition unit, configured to obtain a response result returned by the
relay, wherein the response result is generated by the relay in a trusted execution
environment (TEE), wherein the response result comprises the processed data, and

wherein the response result comprises an identity signature of the relay.

24. The apparatus according to claim 23, wherein the response result further
comprises information about the management rule set and a public key that uniquely
matches the management rule set, to indicate that the processed data is obtained by
managing the cross-chain data based on the management rule set.
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25. The apparatus according to claim 24, further comprising:

a first request unit, configured to initiate a verification request to the relay,
wherein the verification request comprises the public key provided in the response
result, and

wherein, when the relay returns information that is about the management rule
set and that corresponds to the public key and when the information is consistent with
the information that is about the management rule set and that is comprised in the
response result, it is determined that the public key comprised in the response result is
from the relay and that the processed data is obtained by managing the cross-chain
data based on the management rule set.

26. The apparatus according to claim 24, further comprising:
a second request unit, configured to initiate a query request to the relay to obtain
the management rule set, wherein the query request comprises the information about

the management rule set.

27. The apparatus according to claim 24, wherein the response result further
comprises a signature that is signed on the processed data by using a private key that
uniquely matches the management rule set, and the method further comprises:

a verification unit, configured to verify the signature by using the public key
comprised in the response result to determine data integrity of the processed data

comprised in the response result.

28. The apparatus according to claim 23, wherein the response result further

comprises information about a monitoring rule that the cross-chain data hits.

29. An electronic device, comprising:

a processor; and

a memory configured to store a processor executable instruction, wherein the
processor runs the executable instruction to implement the method according to any

one of claims 1 to 8.
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30. An electronic device, comprising:

a processor; and

a memory configured to store a processor executable instruction, wherein the
processor runs the executable instruction to implement the method according to any

5 one of claims 9 to 14.
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