WO 2015/020910 PCT/US2014/049477

1/4

( CONTENT PROVIDER
30

INITIAL ' TN/
/] REQuEST AUTHENTICATION | |  CONTENT
Py SERVER SERVER
22
\\/\
34
CLIENT COMMUNICATION
DEVICE PROTOCOL
\
) 26
32 ,_J

(
TOKEN KEY .
/\_,/ SERVER SERVER Flg 1

24

KEY SERVICE PROVIDER

36

40

Token
42

Content Title /,—\/

/'\// Service Username 44
38 Beginning Timestamp /,—\/

/-\// Expiration Timestamp 48
46 Token Identifier /,_\/

Fig. 2




308

WO 2015/020910 PCT/US2014/049477
BEGIN
300

Receive Content
Request from User N

via Client Device

302
Content Request
Complete? NO
304
YES 306
Content Request Content Request
Authenticated? NO Denied END
310
YES (\)
Tgigizﬁtﬁr?inie Transmit Location of | NO
Token to Clignt Requested Content
. to Client Device
Device 314
Receive Token from Token Valid?
Client Device ’
318
YES
312
Transmit Token to Locate User Key File 324

316/\'/

Key Server

v

320

)

Transmit Key File to
Content Server

Encrypt Requested

Content Using Key
File

Transmit Encrypted
Content to Client

Device

Fig. 3

~

322




WO 2015/020910

Access EMF File

NEZ N

500

Scan EMF File

3/4

PCT/US2014/049477

50 —_

v

EMF File

54

High Level Tag

2

¢

§

Header

2

58

Content Title

)

Codec Pointer

0

56

Frame Rate

)

Frame Page

2

64

Frame Page Identifier

)

Frame

0

66

Frame Identifier

GG GG,

)

Frame Content

506

Fig. 4

Assign Unique
Address to Tag

Repeating Tag

Encountered? YES—,

Store Address and
Tag Name in XML
Table

NO 504

End of EMF File?

510

508



WO 2015/020910

BEGIN

600

56

4/4

PCT/US2014/049477

Scan Frames

Store First Frame as
Base Frame

Fig. 6

\

602

Additional Frames? NO»< END
604
YES
Compute Differentials
in Subsequent Frame
and Store as a
Differential Frame
606

70 \
66 &_,-\Frame Page 64
\ 56
Frame 1 / 70
68 Q0000000000 Frame Page
\/“Vxxoooooooo/ 72 (compressed)
T™N\0000000000 3
79 0090000060 K\I:IE)aIrOn(:):)oooooo
N 2000000 64 \;xxoooooooo
Erame 2 / 0000000000 70
66 0000000000/~_ 0000000000 / iy
0xx0000000
\\’000000000(\\/\@ FOOOO{O/O_O\O\OL_/_/
70 0000000000 58 & /-\ 76
00000000 E~ Pt xi12:13 -
Frame‘\3 68 ~-'Frame 3/'\_//70
66 8800000000 f\\' 12 x:13;14 \_/-\
xx000000 68 H \
\\ oooooooooo\/\m (“/\') v\ 74
0000000000 76 68 76
000000000 ™~
68 Fig. 7



