Description Title Security systemw th control device State-of-the-art The
invention refers to a security systemfor the surveillance and/or for the
control of sections in a surveillance area with at | east one control unit,

which is si gn for the input and/or output of info &ﬁ, Uﬂ&%ﬁ signal s
in one ofaﬁhgﬁgﬁgg%?ions, and with a conmuni cation ne@&ﬁ ?8 §§s )
arranged for the communi cati on connection of the at | east one control unit,
whereby the control unit has a first Ethernet-connection for conmmunicating
wi th the communication network. Access control systens, e.g. in buildings,
have the function to verify the access authorization of persons, who want
to enter or leave the building or sections thereof. While there is only one
access control with many installations, it is common for security-rel evant
areas to define sections with different access authorizations. It is also
possi ble that buildings on a terrain are provided with different access

aut hori zati ons. VWRES®IPtioN case of a single access control the access control
system can be IocaIIy pl aced at the entrance, it is necessary in case of an
access control Sy$ emwith nmultiple sections and with different

aut hori zations to @ Pace decentralized verification devices. For the central

operation of thes8ewusity $ystemn with cdelvdldesicet hey nmust be connected with a data
net work, by which the authorizations can be activated or updated and
processed verificg%ii can be transmtted. WO

2010/ 097347PCT/ EP -2 -

The invention refers to a security system for the surveillance and/or
for the control of sections in a surveillance area with at least one control
unit, which is designed for the input and/or output of information
15 and/or signals in one of these sections, and with a communication
network, which is arranged for the communication connection of the
at least one control unit, whereby the control unit has
a first Ethernet-connection for communicating
with the communication network.

Access control systems, e.g. in buildings, have the function to verify
the access authorization of persons, who want to enter or leave the
building or sections thereof. While there is only one access control
with many installations, it is common for security-relevant areas

25 to define sections with different access authorizations. It is
also possible that buildings on a terrain are provided with different
access authorizations. While in case of a single access control
the access control system can be locally placed at the entrance,
it is necessary in case of an access control system with multiple
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20 sections and with different authorizations to place decentralized
verification devices. For the central operation of these verification
devices, they must be connected with a data network, by which
the authorizations can be activated or updated and processed
verifications can be transmitted.
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For instance, the patent application DE 100 012 53 Al reveals a device for
the i nput and/or output of information, which serves for the use of one of
the application areas tinme control, access control, security equi pment or
bui | di ng equi pnent. The device is desi gned as a unit ready for installation
and has ano?rWﬁ?Eéfl on nodul e, which provides the coffn @%PW’W%W t he
conmmuni cati on network. The communi cat#on happens e.g. via a RS485-neti ork
or a LSN (local security network). Disclosure of the invention In line with
the invention, a security systemfor surveillance and/or for the control of
sections in a surkeiihdtamee therpedent 2pplicapors B WOt 2t53cA cleaeaisber i sti cs of
claiml. Preferr e&’e\ﬂ{e ft)@‘%ﬁgrlﬁﬁjtgn&éﬂ@ﬁb@t’bfY@Bﬁﬁé‘?ﬂﬁ Wich 8&védWepHel On resul t

fromthe subcl ai ns, description an he enc{ﬁosed Fj gures.
Primarily, the se\aﬁmwe@&teeaﬂpi'%at@ulaf%aat@%ﬁwt@ aafé%%sgCHB olf Souie
i mpl enent ati on of eduipreest@nbuitding eqd@asntcdind delice is desiphed/asegunipresdy or

bui | di ng equi pmeng, mgtyﬂ%ﬁcﬁr%ﬁnﬁés@gﬁﬁﬁﬁ%tﬁﬁ%&ﬁjléym%gw fﬂebUi | di ng,

several buildings or a a sit /or "anot | ocal
surroundi ng. The wpmw'm@eﬁpwwmgyn aﬁwaﬁgéaegemgawag%u ons, whi ch
are desi gned e. g. h@pehsens vial £8S48B0¢t3orisaralL SN (Iocal destritesetanrkyi m lar. 25
The security system has at | east one control device, preferably an array of
such control devices, which are (is) designed for the input and/or out put
of information and/or signals in one of the sections. For exanple, the

i nformation can bpjstlRE@emticORvattient aut hori zations, which are transmtted
to the control unit for the purpose of verification and/or authorization
check. Particularly, the information can consist of information about

aut hori zati ons, sindimeadthithe swastidnon seeuriv SYRISB Iy NElliBAeR AP fBh card,

badge etc., of anth@%ﬁﬁ&fbf@é@ti@ﬁénri@t;u@amarﬁtfeoara@tslpmpos@dgwthah@ode and/ or of

a recor ded aut hor(':hzaz%gclztgrrl]stllcg oPcIalm JI ciyréferre oPéb?J netric data. ,
18 design versions of the invention result from the subclaims, the

following description and the enclosed Figures.

Primarily, the security system is suitable and/or designed for the

implementation of time control, access control, security equipment or
20 building equipment. The surveillance area can be arranged as a

building, several buildings or a building complex, a site and/or another

local surrounding. The sections are preferably arranged as

gate sections, which are designed e.g. as turnstiles, doors,

separating devices or similar.

The security system has at least one control device, preferably an

array of such control devices, which are (is) designed for the input

and/or output of information and/or signals in one of the sections.

For example, the information can be information about authorizations,
30 which are transmitted to the control unit for the purpose

of verification and/or authorization check.

Particularly, the information can consist of information about

authorizations, such as information on an uploaded authorization

card, badge etc., of an entered authorization information,

e.g. a code, and/or of a recorded authorization

information, such as biometric data.
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For exanple, the signals can be in formof status signals and are
particularly related to the status of the gate (e.g. open/closed/ faulty)
and/or the activity of the gate (e.g. activel/passive). In the first place,
t he signals enconpass the control signals for the opening and closing of
the gate WPty systemincludes a connunicatio%cﬁg?ﬁguwﬁzﬁﬂﬁch i's
desi gned for the comunication connecfion of the at |east one control unit,
particularly by neans of exchange of comunication signals, so that the
control device can exchange the information and/or the signals or the data
viat hedcorrménLcaréman@twd@ig@@cagmnmbmabi anusisgnaksnare preferably
arranged as Etherpet-data- t 0, ol signals. The
control device ha3 an EP%@Vﬁé?gﬁéﬁﬂéﬁﬁ%ﬁgﬁﬁwggﬁga@%ﬁ%ﬁ%#g%%égn m?th t he
comuni cat i on net fROltK.anties te 2adivitesl-the Aaled eidoActive/PapdTer BBNG figt 10 Mt/ s,
100 Miit/s, 1 G ggibtd, /tise Signdd ekt dbiskise ESriter ighals R MRCpeding drar ti cul arly
realized as fast ﬁthernp$-co1nection. | f possible, the Ethernet-connection
i s defined by t he®'3% 878 9FEEE 802.3. In line with the invention, it is
proposed that the control device has at :east a second Ethernet-connection
for the comuni cathOBedlkityhsysieen GRIEENEL €aihRinicABSVRSt ork iBichesond

Et hernet-connection.is preferably realized under,.the sa standard as the
first Ethernet- coﬁ%ﬁdg r t&ﬁ&?@ﬂ%“&?@ﬁ?ﬁ‘ 8%{}”‘3?{1].0”&8’4@? ?US?%Hegﬂﬁtr qor
i dentical in funcunibpartibulpde by bleanadienshagee offcortreuriicatiensigoalsi s t he fact
boesi bl & vl a the Tkl B daifolRllch 2an CRHdR e R B o o et and
- . . ar he. first an
the second Et her n¥80&3RNEEL 65’}1"@;7? %“'Bb@?%fpgd'e?%%kgﬂ}?MmW'?%é’ﬂm t he
functi on status o$ighdieact preferdiiheramgedasriibenebiata-The nodi fi cati on
according to theaﬁé&?ﬁté%‘é%ﬂwoﬁs ARi&8Ssiddaig0ssi bl e to keep the control

devi ce operation supply Iitneto one of the two Ethernet-connections
is disrupted or faulty. It can be seen as a big advantage that both network
connecti ons can b&hdesdn devitheassamEthstradamrctor for the communication

with the communication network. The Ethernet-connection
is preferably a 10 Mbit/s, 100 Mbit/s, 1 Gigabit/s or 10 Gigabit/s
Ethernet-connection, particularly realized as fast Ethernet-connection.
If possible, the Ethernet-connection is defined by the standard

IEEE 802.3.

In line with the invention, it is proposed that the control device has

at least a second Ethernet-connection for the communication with the
communication network. The second Ethernet-connection is preferably
realized under the same standard as the first Ethernet-connection
and/or identical in construction and /or identical in function.

A possible advantage of the invention is the fact that a redundant

link of the control device to the communication network is possible
30 via the doubled Ethernet-connection. Particularly, the first and the

second Ethernet-connection can be operated independently from

the function status of the other Ethernet-connection. The modification

according to the present invention makes it possible to keep the

control device operational, if a supply line to one of the two Ethernet-

jve
&

connections is disrupted or faulty. It can be seen as a big advantage
that both network connections can be based on the same standard,
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WO 2010/ 097347PCPEP2010/ 052150 4 so that during the project planning,
assenbly and start of operation one nust take into consideration only the
characteristics of one standard, e.g. regarding the unshiel ded cable

| engt h, shielding etc. In the nost general design version it is possible
that the YOMHBI9EEVice is locally supplied with one VolERGRI/2430 i g jts
own power supply unit or a supply |in&- However, in a much preferred

advancenment of the invention, the first and/or the second Ethernet--
connection are designed that besides the comrunication signals a supply
\éOI tage can be tregnmat ttred thebrddue ppupipl yassbrmblyearciastdrt of operdtion 1 n nmany

esi gn versions, i 1.SS| ' n be
named as. PoE (Poveit ByErbid it cARREIRh S the bt RHRRIL of d BRRURY 7T (1
fact that the conegofedgelincieypeielded caliepngths ehieldigsatai ni ng supply vol t age
or additional cables for supplying the voltage. In a nmuch preferred
advancenent of the .nvention, besides the. Et net.: 0 [ cation signals
a preferably anal@ﬁhgaﬁpiQ%H%fugﬁﬁﬂgFmggﬁtﬁé%$$@§§W$€@%§n¥%Hthe first

and/ or second Et héeies isdesahesurnied with an¢ aellageas. gwiighisoe supply vol tage, it
i s advant ageous tb@wervuubblglmhit@w sagisly tined MYweRbf, & & nfueh pwdrédrétg and

e

suppl enentary signal can ransmitted. .The ditional signal is much
preferred as al ar ﬂ&vﬁnﬁﬁ'ﬂ??t oﬁ&l}e[ 'PX%H“SW@e&EStPP&@r g‘FﬁPﬁ?%q Igtrli‘gfn.elt'Because of
saf ety-rel at ed r eawestion arertieaignedinat bésides the cgmnuinicatiorosigolle® transmit in

terms of softwaresgsRy vBiheRah Be trhRsrPREd & Wesudply & te 8sificsiignal s, in the
normal data stream It is rather stipulated to transmt the alarmsignal as

a separate, preferably
In many design versions, this way of transmission of the supply

voltage can be named as PoE (Power over Ethernet). The benefit of this
enhancement is the fact that the control device does not need a self-
%5 sustaining supply voltage or additional cables for supplying the voltage.

In a much preferred advancement of the invention, besides the
Ethernet’'s communication signals a preferably analog additional

signal can be transmitted in the first and/or second Ethernet-connection.
Similarly as with the supply voltage, it is advantageous that without

any additional effort for wiring and supplementary signal can be
transmitted.

The additional signal is much preferred as alarm signal, particularly
as fire alarm signal. Because of safety-related reasons, in many
countries it is not allowed to transmit in terms of software alarm signals,
in particular fire alarm signals, in the normal data stream. It is rather
stipulated to transmit the alarm signal as a separate, preferably
analog signal. By the fact that the first and/or second Ethernet-

30 connection are (is) designed for the transmission of the additional signal,
the already existing cables of the Ethernet can be used for the
transmission of the additional signal as well.

As a much preferred option, the control device is connected with the
B35 communication network via the Ethernet-connectors by multiple,
particularly eight-wire network cables. These network cables have



anal og signal. By the fact that the first and/or second Ethernet-connection
are (is) designed for the transm ssion of the additional signal, the
al ready existing cables of the Ethernet can be used for the transm ssion of

the additional signal as well. As a nuch preferred option, the control
devi ce i sSWEOHHAOPEH vi th the communication network vi BCTAZ2010/052150
Et her net - connectors by multiple, partPcularly eight-wire network cabl es.

These network cabl es have preferably four tw sted-pair cables with in
total eight wires, whereby only four or six wires are used for the

transm ssion of tpefdablefaetwiseaipanicales oith i tuts eighhiregetientbyg f our or two
wires can be usedyfor, P LIAIS TSl hel iR SHBRN K YR EAgReAN/ or the
alarm signal . For this purpose, conmercially and easi [y avail abl e network
cabl es of high quePTMIynicaliPNbéhss dip ferainingfany pf g wrestdqd RegRtlftcat i on

devi ce anddeven ﬁmettmsmuq@pin)bfw $LpgE vandgd bed/edde bispmaligrel.gnal can be
transmtted at t S t . ref.err i

Et her net - connect orEgr tﬁg\%’é‘ réoggk%ﬁmgr\ﬁﬁ g%”_gre gglgeaé'?ganbggﬁ%t%rke%a§%3-06i n (8P8C)
modul ar pl ugs, pahigh@uyply pgn bRgsersfor thphring aiithe copmygsatemdeécedesi gned

wi t hout shi el di ngandev@vRy thesehsy abitageinkihhs Bi@licHangigndiaa bpot ent i al
advancenent of thﬁ?i nv.ﬁn&it(c]}B it |§. i ntended that the control device is
PSPHE” 2daf e7'grRA

designed to trans MCsi gnhal and/or the supply voltage in
wires of the network cables, which are used in the Ethernet-conmunicati on.

tTEi S rmd: fi calt 't OnAQ%Srnml%frb@hE? Ebﬁorﬁ?@ﬁhe%té&ﬂ{ec}dﬂs ﬁa\%ibé’tﬂ:k@ts,net Wf[ kdcabl e
e supply vol tage,as well .as the addi. si gnal , can ransmtted.
Preferably, both W@Fﬁ/@f%d%s&qﬂegsf?r ahidté%n Q%%!e&ﬂﬁ’g’ S Qﬁ?uﬁf’é&m

Et her net - connect ofRJ-#avEhe moduliuplogs carabé tgsigr®yd withiosit stigiding, nayygyeet el y

redundant system pardQ5I0Retn sHRRARPY the Ethernet-comunication, the supply
vol tage and the additiohal signal are transmtted redundantly. G ven the

structure of the comrunication network it may be intended as an option that
two different net moa Rotsetipradiacament ditivethventtonghis inlerdeiddhatithrelependent | y

from each other, whafFhNiQNE JREEWM to 5GERRNhe hddifsH SiBRA dna/opach
Et her net - connect or . h

In this design version, not only the network cables are
arranged in dupli %ﬁ“BH'ydPﬁ?ﬂfr'f‘i“grlesﬁgB]e}l ’I?é‘f’?rgﬁ?blﬁﬁt‘k’/'ﬁ?réareéﬁﬁfir e network
segment s are real inzkel Ethermhigbimramications Thiedodifieationhasipessblgére t o ensure the
L 3?\% 'r Emsggng; t t hs%@a%%gre'tﬁat_iﬁx%}r@m r'\élxt/vBerca‘B%Stﬁe Qlipgly bénﬁa@%fb%%ugs one

. e Col ni.cati on networ, S particul ar rst master
controller and a g@@&ﬁﬁ‘%m ”nﬁ*?ag?’é?“'g?fﬂ? rrgjfgfaé’ﬁX’ %ﬁfﬁé}eé%?fﬁltcﬂ@es’m
2010/ 097347PCT/ EP2bitd/e52detied with the two Ethernet-connectors have this

functionality. By this way, a completely redundant system is
formed, whereby the Ethernet-communication, the supply voltage
and the additional signal are transmitted redundantly.

Given the structure of the communication network it may be intended as
an option that two different network segments are formed, which function
independently from each other, whereby one network segment is
assigned to each Ethernet-connector. In this design version, not only the
network cables are arranged in duplication or partial duplication, but also
entire network segments are realized in duplication or redundantly, in
order to ensure the functioning of the security system in the case of

a breakdown of one network segment.

The communication network has particularly a first master

&

controller and a second redundant master controller, whereby the

aaning of Ui /{Jj i ..,
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- 6 - master controller andior the second redundant nmaster controller are
desi gned for the communication with the control unit. As seen fromthe
network structure, the master controller and the redundant master
controller can be arranged in a conmon network segnent oral in two network
segment s W& HYV08%¥3endent from each other. In a favobShf28H % tdhent of
the invention, the control device is'éesigned as a gate and/or door
control, which carries out an authorization control at these access areas.
In the case of realization of the invention, the control device includes an
oper ati ng el enent nfaeter thétrdliBpaid/@fth@ sstomaabddroiant mestepesmtoberof t he gate or

door respectively j I T : r / for

i dentification baabegéﬂs%gy tf)c?r tbgnf(grp#gﬁ'rgéglﬁo\?'ﬂrﬁg Cgﬁgﬂéﬁﬂ[t'r% %%Z’ connect i on
with this or anot HEernebperkstriefyree theraastenrontraberanditeatadynddidge reader .

Flr,:r t Pelr | char acéI er h@_tsieegsonthﬁ?eéeirme @‘P&lg@f:lﬁre_éT(:Smﬂfontrfmmm\se@hiﬁﬁtl’prra%u| t from
the follow ng descrijption rred. [ the invention as
well as fromthe gntc géagv&orgﬁa@%gétg b?ﬁgr"%ejqee eﬁ@%n\{?ﬁﬁ{wéﬁ)&ﬁﬁ%e.r' la schematic
picture in batches of a security system sector as a first design version of
the invention; Fi g a®&iocsbhesibhteridritobihe ihventeh ahé comtaabgasert within the
Figure 1; Fig. 3a,schenmatic %i ct gfedi n bahclheg. f aigg%% irpl e first
structure of a se(d,ﬁ?'g'?‘:{frjaassyasg 208/ 0L CQUEIE 0 EeIg TV EP S 0R" of the i nventi on;
Fi g. 4anot her st r agtharizatiof cants@elithesy asgess@mass a t hird design

A4 %

PiS

In the case of realization of the invention, the control device includes an

operating element for the input of a signal for the opening of the gate or

door respectively, particularly a tactile sensor and/or a reader for

identification badges and/or interfaces for the signal-related connection
18 with this or another operating element or identification badge reader.

Further characteristics, benefits and effects of the invention result from

the following description of preferred design versions of the invention

as well as from the enclosed Figures. Therein are shown:

Fig. 1 a schematic picture in batches of a security system sector
as a first design version of the invention;

Fig. 2 a schematic picture in detail enlargement within the Figure 1;
Fig. 3 a schematic picture in batches of a possible first structure
of a security system as a second design version of the

invention;

Fig. 4  another structure of a security system as a third design
version of the invention;

Fig. 5 a schematic picture of a control device in the security
system:



version of the invention; Fig. 5a schematic picture of a control device in
the security system WO 2010/ 097347PCT/ EP2010/ 052150 Fig. 6a schematic
pi cture of another conponent in the security system of the abovenentioned

Figures. The Figure 1 shows in a very schematic pict i system
1, which Y@)%PP@%@%& for exanple as a_door control s;é§£ﬁ¥agﬁ@kgg%hrity
system 1 includes an array of controf 7devi ces 2, which are desi gned for the
control of doors or gates for their and closing. In ternms of data, the

control devices 2 are connected opening via a comruni cation network 3, so
t hat data can be eychangestheiialic plature oharatherdewipoasntn thessetmity conmuni cat i on

network 3. The control %S/gttegn %’gﬁégb%ﬂ&[ﬂ?ﬁ%ﬁ’% gal devi ces which are

pl aced near the door or e contro or the comunication with
t he conmuni cati on network 3, the contro

The Figure 1 shows in a very schematic picture a security system 1,
which is arranged for example as a door control system. The
security system 1 includes an array of control devices 2,

which are designed for the control of doors or gates for their

and closing. In terms of data, the control devices 2 are connected
opening via a communication network 3, so that data can

be exchanged with the control devices 2 via the communication
network 3.

The control units 2 are designed as local devices, which are

placed near the door or gate to be controlled.

For the communication with the communication network 3, the control
device 2 has two separate Ethernet-connectors 4, which are
connected with the communication network 3 by the Ethernet-cables 5.
The control device 2 is designed in the way that the Ethernet-cables 5
are used redundantly, so that in case of damage or malfunction of
either Ethernet-cable 5 a communication between the control unit 2
and the communication network 3 is still sustained.

The Figure 2 shows a detailed picture of the control unit 2, in the Figure
1 as well in a schematic picture. Each Ethernet-connector 4 is connected
with an Ethernet-cable 5 having eight wires, whereby for example two
wires each are twisted with each other. The socket of the Ethernet-con-
nector 4 for example is designed as J45-connector. The communication
with the communication network 3 takes place digitally according to the
Ethernet-standard via four wires 5a each of the Ethernet-cables 5.

30 The other four cables 5b can be used for the transmission of the supply
voltage and/or additional signals. The transmission of the supply voltage
via the four free cables 5b is also known as Power over Ethernet (PoE).
Alternatively or additionally, analog signals and/or additional signals
can be transmitted as well via the four wires 5a being used for the
network communication. By doing so, for each Ethernet-connection the
following options are possible:




device 2 has two separate Ethernet-connectors 4, which are connected with
the comruni cation network 3 by the Ethernet-cables 5. The control device 2
is designed in the way that the Ethernet-cables 5 are used redundantly, SO
that in case of damage or mal function of either Ethernet-cable

comuni caVPAP1H87¥én t he control unlt 2 and the comﬁfﬁT@g@f’]&Fpsﬁé"V\ork 3is

still sustained. The Figure 2 shows a®detailed picture of the control unit
2, inthe Figure 1 as well in a schematic picture. Each Ethernet-connector
4 is connected with an Ethernet-cable 5 having eight wires, whereby for
exanple two wires each are twisted wth each other. The socket of the

Et her net - connect o 4 fﬂét&l%%qal e | atlo%sz%r%@:%gp@%{) %ge-sconnect or.. The

comuni cation with the CRE A N pl ace digitally
according to the Ethernet-standard via four wires 5a each of the

Et her net - cabl es 5g: ThenefWas! cd@Mlnieatnesdddg@nalkigriased for the
transm ssion of the supply voltage and/or additional signals. The

transm ssion of the supply voltage via the four free cables 5b is also
known as Power over EtNetwoest cqrmoBicatntandrasditipanlsianal antisurpbhelitege anal og
signals and/or additional signals can be transmtted as well via the four
w res 5a being used the net wor k. communi cat,i on doj ng so r each
Et her net - connect i @ﬁp‘? %Y hSMtﬁ@é rra&ggmgpgrﬂﬁotgvglﬁf{%mef 3ons 4

2010/ 097347PCT/ EP2OLIGY @rﬁﬁmstely,d@lgﬁHdnmmmlcemm’gylBrramglmtf@ﬁdammmgj vol t age

B: Net wor k- .communi gaddighs Anﬁ oP@d|r heRase B! ﬂe%hpwwwglé Wb FeshtdOn and
additional signal_and s ended, arrangement,

the two Ethernet- (96%@’8@58??53 'L%H?%%'”QSHW BV a;(f’e(?i:glegq‘?é‘h‘)liw ipl i cati on,
by arrangi ng t henAkerostiveiyng ntivecbpriaraiits id\alsB possille, Wherelier @xaswlBhet he suppl y

vol tage woul d be ﬁr@?ﬂifhéﬁfét-ﬁ&ﬁne%ﬁmllseoﬁ@réeéa§€dr3m§%§5&|dﬂ'ﬁ(‘9n§%p| y voltage

of the control unit ternati veg\g @f eratio }ral so possi bl e,
where for exanpl e3%398d GhespetgonaeHion 4Js QREEIGARFCAINI WP & ed according to
option A @nd the bewioildbhdteghti@oofifedhérdiihernetscampectatsedingciber di ng opti on

B. 151 n principl e, a9 h&Li&os %tébe‘p&fsibfléJ.” her Ethernet-connectors 4 into the
control device 2 1s also possible.

The Figure 3 shows a first structure of a security system 1in a
schematic picture in batches as another design version of the

20 invention. The security system 1 can be divided in three levels or
layers, whereby the first layer | encompasses a data management
server 6 (DMS), which is designed for example as a personal computer
with a Windows server operating system and a data base management
system, such as Oracle, MSSQL or MySQL. All information of the

24 security system 1 are managed on the server 6. For example,
authorizations and information of identification badges can be entered
on work stations not being depicted, which are queried and verified
with the control devices 2.

30 in a second layer Il, one or more main control devices 7
(Main Access Controller) are implemented, which
communicate with the control units 2 and for example
receive information of the position of persons in the surveillance
area. For example, the main control devices can be designed
to supply 64 control units 2 with communication signals.



The Figure 3 shows a first structure of a security system1l in a schematic
pi cture in batches as anot her design version of the 2/1linvention. The
security system 1l can be divided in three levels or |ayers, whereby the
first layer | encongasses a data managenent server 6 DE&%, which is

desi gned W& 2044491 é as a personal conputer with a W 2805150 per at i ng
system and a data base managenent sysfem such as Oracle, MSSQL. or MySQL.
Al'l information of the 2 5security system 1 are managed on the server 6.
For exanpl e, authorizations and information of identification badges can be
entered on work stations not being depicted, which are queried and verified
with the control pevi ges 2. Inta %eCQ,nQH a r(l-:-ronltrl01 Qe oy nore mai n control
devices 7 (Main ACCES S‘é%ﬁktmﬁeéﬁ?) AFEq r£Pp LHBNt e%, Whi‘ch communi cate with
the control unit scah khardngedewherpbefar esenple forrgashmat i on of the position of
persons in the supyRidgli8Bekep! @fier EMeiRXRErfor dddB niRé N control devices can
be designed to sug&l}r@/l 64 caniril units 2 w'hth communi cation signals, In
such security sys §X ALA\R P RepIFCE BV FACESUFRBY™ " can be arranged,
wher eby for exanptentfobdewicechisturbvidédgsteosupelekegnt, ausigeal surveil | ance or for
gach rmr7 e conpl e?‘s&%ﬁﬁdév‘ibe@céﬁﬁfg pr‘éOit%cH irﬁl'H_é\(é%le:rh,a\Dﬁi@rlm fleah mai nscont rgl

evi ce is provided. a sup nt, a.signal s evi ce 8 can be
provided in the |§§@P9§,V°U&ﬂ%¥’d?%§%%a?<ﬂ%°r@gﬁ9w 'r\%}gﬂi%@ge@ﬁ /or the

addi ti onal si gnal cabhso5.tAsearbbptiennibe-sombl ®ppl. deAednordpe lager, Il t he si gnal
supply device 8 Ofad telrr?rb,(/earn ihlierrt]@tg)lngf?ééeﬁcﬂ!/ér%uﬁﬂy'Q%reéercl:h%d @e-free power

supply 9 for securin e supply tage. The control devices 2 are
i npl enented in a $YAPYAVAI'89%r 111, which enconpass an array of inputs and
outputs for nonitoring and control of the doors and if applicabl e devices

for the reading C"i'he control devices 2 are implemented in a third layer Ill, which
encompass an array of inputs and outputs for monitoring and control
of the doors and if applicable devices for the reading of
identification badges, e.g. identification cards. In the structure depicted
in Figure 3, only the Ethernet-cables 5 and the Ethernet-connectors 4
are redundantly designed.

26 The Figure 4 shows in contrast a structure, which is arranged
similarly to that one in Figure 3, whereby two main control devices 7
are provided for each building or each logical area. As an option,
separate signal supply devices 8 and interruption-free power supply
units 9 can also be provided. In this structure, each control

25 device 2 is supplied by at least two main control devices 7
with communication and if applicable additional signals and
supply voltage. In this structure, the operation can be secured even
in case of breakdown of one main control device 7, because the
entire communication can run redundantly via the other
main control device 7.

In another structure, which is depicted in the Figure 4 by a dotted line,
two separate servers 6 functioning independently from each other are
provided, so that even in case of a server breakdown a redundant

35 server 6 can supply the control units via the main control device 7
with communication signals.

I/-.-.-_. I



identification badges, e.g. identification cards. In the structure depicted
in Figure 3, only the Ethernet-cables 5 and the Ethernet-connectors 4 are
redundantly designed. The Figure 4 shows in contrast a structure, which is
arranged simlarly to that one in Figure 3, whereby two nmain control

devi ces YWQ@IB/I‘%?VF\“&ed for each building or each | ogi Bal/EX2RH/052L50
option, separate signal supply device¥ 8 and interruption-free power supply
units 9 can also be provided. In this structure, each control device 2 is
supplied by at least two main control devices 7 with comunication and if
applicabl e additional signals and supply voltage. In this structure, the
operation can be in.C . 0 .nai p_contr ol
device 7, because%ﬁ%Erggﬂet}gg@&%go'ﬁﬁu\ﬁeﬁggﬁeg% |§§ﬁ@%%c§eodrﬁ]b§gﬁﬁlo$avi a the

ot her mai n cont r oforde) fevicer2 frpm the arayiaus Sigwies dpe conlirl érvirg 2depi cted in the

Figure 4 by a dot hggthkitie EtHeMRetTRRAEAGS 4SRINESshafatédIMt6ihicdBh Beher,Ndependent | y
from each ot her ar eggp}ovi ded ven i

£ 9 al1S9 theat ven Lh cas orof a S{g/ro aereﬁgeakdov\/n a
redundant server %8&;&’?”&0%%‘?{}89 AT VI E A HEPHE°h?Contr ol devi ce
7 W th conmuni cat Boinpst Hhier $he statgs 2eteofi@oaf3ag PaT/ar pateoren/0ssadbo 2150 The
Figure 5 shows inaRinpet ¥2 fof BR BRIkl Bﬁ)_@ﬁaﬂrﬁg?b&thﬁ, s9WRPaS bLiPNt @fanpegont r ol
device 2 fromthe g;e\{l ous FL éea. he ger(?nq,br ol %f\“ Eettz .h?s t he fwo

Et her net - connect or %% "B HY© %fé T EPYP 9P6m' dA RGP AL’ B 1 F*aRg'e

optional |y suppl efilesignatpsddinfeioit (ReqUest-tosbE Xt phbypplesherdige seojceareri Hpout 11
for the status defseghibRdlly Qroidi®l £L6FdiRY toG8dRakOResY cl osed). an input 12 for
an external operating bu%lton, as well "as output channels 13 for the control
of the door or gate. The operating button is for exanple designed as

REX- unit (Request TheFigurd § showssarppbtomshgipptpnsset for te spoutity sgstesr bpti onal |y
provi ded accordi ”Qhér‘ébﬂrﬁé‘ﬁ@é&%l&@@%n T&8ioRio8tHeSsidhat BNy @dvicRd i onal

suppl ement for the _security system1 , where I'n . a possible design version
of The ot gnal - supBiiF EUR SEng N Berautad e FlIeCaen g At ed via ¢ he

Et her net -'cabl es 5cdrdral HevieohtAsod pasible eespondstodhgpesetiifiee Rlasponse to the
present fire al ar &yihioMliool BénglogiirolEl YRN8l RS Qunidifedont rol unit 2
i s unl ocked and/ or C%ened. lijr ha%, t he' si %&adfrvsugﬁpl device 8 has an

al arm si gnal i npuf"¥8" FRERPE U i 1BR SIPnp| $UPPY) agvice '%aﬁ”,a'%r."b. from a
manual fire al ar nsigoad,inpans tbrocigh méicthealfire Beemssigiaale. g Umpd § devi ce Bi ncl udes
al so at |east onepBhOAMAChRiRBYE, chAbe'tohflbbd THRRRE! Sghpoy th the server 6,
and several Ethernet-o tguies&];& tgfm ch are connect %2 th the

Et henet - connect or 9€YA&¥N¢HeeS@ER pigpasiane Ehemanif 14 ¢igh IS ¢ he si gnal
supply device 8 i soreguiegpeth the sérvant.iantiesererpt Eibarriet-eetputs| t8agbicsuppl y uni t
19, batteries or rgehanaeabl Gith#d BhbRRt-chiheRldSl of PeldARS RfELL he present

fire alarmsignal . into
g As an option, the signal supply device 8 is equipped with an

interruption-free voltage supply unit 19,batteries or rechargeable
batteries, in order to transform the present fire alarm signal into

Y
3%

an analog, electrical signal or to amplify it. Alternatively, the signal
supply device 8 is equipped with another voltage supply device.
The analog signal being transformed from the fire alarm signal is
fed into the Ethernet-cables 5 as described above, whereby

the entire signal route between the alarm signal generator and
the control unit 2 is analog. In other design versions, the fire
alarm signal is fed into the Ethernet-cables 5 via a

passive component.

By using two Ethernet-connectors 4 per control unit 2 preferably
each with PoE-capacity, the invention allows for an inexpensive
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an anal og, electrical signal or to anplify it. Alternatively, the signal
supply device 8 is equipped with another voltage supply device. The anal og
signal being transforned fromthe fire alarmsignal is fed into the

Et hernet-cabl es 5 as descri bed above, whereby the entire signal route

bet ween tWE® MO Xgnal generator and the control unPFTﬂﬂﬁgﬂwﬁaﬂﬂb. I n

ot her design versions, the fire alarmisignal is fed into the

Et hernet-cables 5 via a passive conponent. By using two Ethernet-connectors
4 per control unit 2 preferably each with PoE-capacity, the invention

allows for an i nexRARfiondf a HRPREBIPIQRIASARGTIeFRARLY Q22450 11 -
realization of a con Iqteb. redu.dan% mpl enent abl e secyrity system 1,

whi ch conplies w ?%Sn%)rﬁe’ [ éniCP@H@?ﬁ\g' rb#hesrg%ﬂ"remesp Sa?e)rpﬁef:'érﬁi’i ons and
optional |y whi ch Beplebli@standtapiieratiy twhichfis pbledd &ansmit grisg alawe sigdéing to t he
provi si ons. VO, 0§ 97 1Béd pRSRYdRE2010/ 052150 12 - O ai s



1. Security system (1) for the surveillance and/or for the control of
sections in a surveillance area, with at | east one control device (2),

whi ch is designed for the input and/or output of infornation and/ or signals
in one of these sections, with a conmuni cation network which is

arr anged WO 2 A8 Bdmuni cat i on connectlon of the at 184 i SIS ol uni t
(2), whereby the control unit (2) hasl?a first Ethernet-connector (4) for
comuni cating with the conmuni cati on network (3), 20thus characterized,
that the control unit (2) has a second Ethernet-connector (4) for

comuni cating with the conmuni cation network (3). 2. Security system (1)
according to claiml1, thus characterized, that the second

Et her net - connector (4) is designed as a redundant communi cation connecti on.
3. Security system (1) according to claim1 or 2, thus characterized, that
the control unit (2) is designed, so that in the first and/or in the second
Ethernet-connecto? 8# a supply voltage can be transmtted. 4. Security
system (1) accord W o one of the previous clainms, thus characterized,
that in the first and/or in the second Ethernet-connector (4) an anal og
addi tional signalqcan Qﬂzuhf %’9§t@]ﬁ(t1?ﬂ>r the MR QAdRA TP EREQIs 052150 -
E3 5. Security sg(é &é% acc ding to clairn 4, thus characterized, that
t he anal og si gnal %943} Cﬁ@‘?h]Slgnal particularly as fire alarm
signal. 6. Security systen1(1) according to one of the previous clainms,

thus characteri zegi Ehééstm@ c%F?t%Ird%lncé‘ )t whigh id éesqgmee@rttﬁ@l. ;,'ua the

Et her net - connectors et wor Security
system (1) accor d?'?f& t%‘ﬁé)?t??or'f”ﬁgorb?% Plotld" ?5‘1 tt § characteri zed,
that the control umnanZ) is designed to transmt the anal og signal and/or
the supply voltage in wires, which are not used in the conmmunication

connection to the communi cati gn net wo
with a communication network 53) gNRICh is arranged for the

15 communication connection of the at least one control unit (2),

whereby the control unit (2) has a first Ethernet-connector (4) for
communicating with the communication network (3),

20 thus characterized, that

the control unit (2) has a second Ethernet-connector (4) for
communicating with the communication network (3).

2. Security system (1) according to claim 1, thus characterized,
that the second Ethernet-connector (4) is designed as a redundant
communication connection.

3. Security system (1) according to claim 1 or 2, thus
characterized, that the control unit (2) is designed, so that in the
first and/or in the second Ethernet-connector (4) a supply voltage
can be transmitted.

4. Security system (1) according to one of the previous claims,
thus characterized, that in the first and/or in the second Ethernet-
connector (4) an analog additional signal can be transmitted.



8. Security system (1) according to one of the previous clains, thus
characterized, that the communication network (3) has two different network
segnents, whereby one network segnment each is assigned to one of the

Et hernet-connectors (4). 2,0 9. Security system (1) according to one of

the previB@s2WPEPTE7 thus characterized, that the conhohaP1%R2HR% work (3)

has one redundant master controller. 1310. Securi ty system (1) according to
one of the previous clainms, thus characterized, that the control unit (2)
is designed as a gate and/or door control device. 11. Security system (1)
according to one of the previous clainms, thus characterized, that the

control unit (2) pas |4 Q0hNdAAAYN) adodtdff 1d HatPhSAls BRUSRL A4 REder for

identification badges, . _ .
the analog signal is arranged as alarm signal, particularly as fire

alarm signal.

6. Security system (1) according to one of the previous claims, thus
characterized, that the control unit (2) is connected via the Ethernet-
connectors (4) by eight-wire network cables (5).

7. Security system (1) according to one of the previous claims,
thus characterized, that the control unit (2) is designed to transmit
the analog signal and/or the supply voltage in wires, which are

not used in the communication connection to the communication
network (3).

8. Security system (1) according to one of the previous claims,
thus characterized, that the communication network (3) has two
different network segments, whereby one network segment each is
assigned to one of the Ethernet-connectors (4).

9. Security system (1) according to one of the previous claims,
thus characterized, that the communication network (3) has one
redundant master controller.

25 10. Security system (1) according to one of the previous claims,

thus characterized, that the control unit (2) is designed as a gate
and/or door control device.

11. Security system (1) according to one of the previous claims,
thus characterized, that the control unit (2) has lighting body,
a tactile sensor and/or a reader for identification badges.



