1 DESCRIPTION IC CARD AND AUTHENTICATION PROCESSING
METHOD IN IC CARD Technical Field The present invention relates
to a tamper resisting technique in portable electronic devices such as IC
cards. Background Art 10Conventionally, in IC cards, data, such as
personal information, whose rewriting is npt allowed without permission
are held, encrypted, or decrypted. For this reason, data stored in IC cards
are protected by access right for each direction or file so as not to 15be
output to the outside withoubadth®rization. Hovilever thBre is a possibility
that the contents of encryption processing or an encryption key is
presumed by observing the power consumption when encryption

processing i being %U?@Etﬁf&&?f&caﬁﬂ&@ B%ﬁ@é'ygﬁ‘%ﬁ. 1Y g5 CARD

observations. For examp € power consumption can be examined b
measuring changes in the voltage between the Vcc and ground terminals
of the IC card using an oscilloscope. A technique to take information out of
the IC card by observing the poWwerhnical Field

The present invention relates to a tamper
resisting technique in portable electronic devices such
as IC cards.

Background Art

Conventionally, in IC cards, data, such as
personal information, whose rewriting is ﬁot allowed
without permission are held, encrypted, or decrypted.
For this reason, data stored in IC cards are protected
by access right for each direction or file so as not to
be output to the outside without authorization.

However, there is a possibility that the contents
of encryption processing or an encryption key is
presumed by observing the power consumption when
encryption processing is being performed in an IC card
and analyzing the observations. For example, the power
consumption can be examined by measuring changes in the
voltage between the Vcc and ground terminals of the IC
card using an oscilloscope. A technique to take
information out of the IC card by observing the power
consumption in this way is referred to as power
analysis. As a technique to prevent the leakage of

information through the power analysis, for example, a



10

15

20

25

25consumption in this way is referred to as power analysis. As a

technique to prevent the leakage of information through the power

analysis, for example, a 2 proposal has been made to make uniform
changes in the number of inverted bits (hamming distance) following
changes in a program counter (see JP-A No. 2004-126841 (KOKAI)).
However, since techniques to decipher 5security information and the like
without authorization are becoming advanced day by day, demands have
callepifopaforé seearecgperprof 1© cards: Discldsure of tavention &n the
object of the invention is to provide an IC 10card having tamper resistance

whichHEEE St allbR VST rfdration s bacdetbatarmtiouf o1 Lowing

autharization, and ap aulhgntigation progessing mehodnhe 16,490 A0g 41
IC card according to an aspect of the present 15invention comprises: an
interfacexgectipn fotiowever, since techniques to decipher
security informétion and the like without authorization
are becoming advanced day by day, demands have called
for more secure tamperproof IC cards.
Disclosure of Invention

An object of the invention is to provide an IC
card having tamper resistance which does not allow
security information to be decoded without
authorization, and an authentication processing method
in the IC card.

An IC card according to an aspect of the present
invention comprises: an interface section for
communications with an external device; a first memory
section which stores internal data; a first operation
section which performs first operation processing on
the internal data stored in the first memory section
and data for conversion; a second memory section which
stores the result of operations on the internal data
and the data for conversion obtained by the first
operation processing in the first operation section as
data for collation; a second operation section which
performs second operation processing corresponding to
the first operation processing by the first operation

section on external data received by the interface
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communications with an external device; a first memory section which
stores internal data; a first operation section which performs first operation
processing on the internal data stored in the first memory section 20and
data for conversion; a second memory section which stores the result of
operations on the internal data and the data for conversion obtained by

the first operation processing in the first operation section as data for
collation; a second operation section which 25 performs second operation
processing corresponding te ke first dpartionepraeessirg:byithesfirsor
operation section on external data received by the interface section from
the &xtdrhal devics Brbtfe Hatd R cORSRSHSIBPAPIYNE S ESRd incthcrya

section; and a gollation section which collates the data gbtained by the
second operation processing in the second opération 5section Wi e

datadeecellations opAr atthantisation processing ngthod ferdise INA-ation
IC card according to an aspect of the present invention comprises:
perfarating firstwopenatidrepraeessing ondnteradl idata stored in a first

memory section and data 10for conversion; storing the result of operations
on the interfi8l Gatafiithe3dats foronversidn ebtafidersy thetirsse in an

0per%‘%Qz%ceséggﬁigﬁgt%e%%da@e@%% gection %gldgaigggcge%g!egﬂfgmenm

performlng secon n processing on externa om

an 1eexigmal dlevicesandtheidata farcollatipa stared in thesecondng on
memory section, the second operation processing corresponding to the
first opération proedssirgf; @ndtollating datestbtasredihy thesetond and data
Omﬂ?g?nQgﬁﬁgigﬁggghgg%%?ﬁéoE%%p@%EE?t of operations on the
internal data and the data for conversion obtained by
the first operation processing in a second memory
section as data for collation; performing second
operation processing on external data received from an
external device and the data for collation stored in
the second memory section, the second operation
processing corresponding to the first operation
processing; and collating data obtained by the second
operation processing with the data for conversion.
Brief Description of Drawings
FIG. 1 1s a schematic diagram of an IC card
according to an embodiment of the present invention;
FIG. 2 shows an exterior view of a contact-type IC
card;
FIG. 3 1s a diagram for use in explanation of a

non-contact-type IC card:;

FIG. 4 is a flowchart illustrating first



10

15

20

25

20Brief Description of Drawings FIG. 1 is a schematic diagram of an
IC card according no an embodiment of the present invention; FIG. 2
shows an exterior view of a contact-type IC card; 25FIG. 3 is a diagram for
use in explanation of a non-contact-type IC card; FIG. 4 is a flowchart
illustrating first 4 authentication processing; FIG. 5 is a flowchart
illustrating second authentication processing; and FIG. 6 is a flowchart
illustrating third authentication processing. Best Mode for Carrying Out the
InventiorhentThe embodiments<of they present invention will be described
hereinafter with reference to the accompanying drawings.
FIG. 5 is a flowchart illustrating second
authentication processing; and
FIG. 6 is a flowchart illustrating third
authentication processing.
Best Mode for Carrying Out the Invention
The embodiments of the present invention will be
described hereinafter with reference to the
accompanying drawings.
FIG. 1 is a block diagram of an IC card 1 as a
portable electronic device according to an embodiment
of the present invention and an IC card system

including the IC card 1.

The IC card 1 goes into the operable state upon

being supplied with power from an external device. The

IC card 1 placed in the operable state performs various

processes 1in response to commands from the external
device. The external device supplies the IC card 1
with power for operating the IC card 1 and with
commands to request the IC card 1 to perform various
processes.

The IC card 1 may be a contact-type portable
electronic device (contact-type IC card) which makes
communications with the external device upon being
physically brought into contact with the contact
portion or a non~contact-type portable electronic

device (non-contact-type IC card) which makes
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10FIG. 1 is a block diagram of an IC card 1 as a portable electronic device
according to an embodiment of the present invention and an IC card
system including the IC card 1. The IC card | goes into the operable state
upon 15being supplied with power from an external device. The IC card 1
placed in the operable state performs vargus processes in response to
commands from the external device. The external device supplies the IC
card | with power for operating the IC card 1 and with 20commands to
requesththenCedrdanty perfdrniaricus-processese vicd henlCoeardribn -
may be a contact-type portable electronic device (contact-type IC card)

whichdR&RES cmiuinidations Wit the dtemmatdevice Bptn BRirge s
25physically brought i mR(I:? o ntactg/vlt%gle confact po tlonltar a Ay be
ee ¢ card)m Y

non-contact-type portab ectronic eVICG non COFI act-type

which makes ccommunigations.with the extesnal devicedr the nep-Gontact
state through an antenna and a wireless communication unit.

Furthemmore] thetlCocar@demby theea hybrid 1€ card-(uah mterfage|ICC card
card) having

and cOmmunication facilities as a non-contact-type IC
card. Note that the non-contact-type IC card and the
contact-type IC card are distinct from each other only
in the method of communication with external devices
and the like. For this reason, the authentication
processes to be described later are equally applicable
to the non-contact-type IC card and the contact-type IC
card.

Next, the circuit arrangement of the IC card will
be described.

As shown in FIG. 1, the IC card 1 is composed of a
CPU (central processing unit) 10, a working memory 11,
a data memory 12, a program memory 13, a coprocessor
14, a random number generating unit 15, a communication
control unit 16, an interface 17, etc.

The CPU 10 exercises control over the whole of the
IC card 1. The CPU 10 operates on the basis of a
control program and control data stored in the program
memory 13 or the data memory 12. In addition, the CPU
10 has a function to carry out logic operations or

arithmetic operations. The CPU 10 carries out

processing corresponding to commands applied from an
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5 communication facilities as a non-contact-type IC card and
communication facilities as a non-contact-type IC card. Note that the
non-contact-type IC card and the contact-type IC card are distinct from
each other only in the method of communication with external devices
10-and the like. For this reason, the authentication processes to be
described later are equally applicable to the non-contact-type IC card and
the contact-type IC card_ Next, the circuit arrangement of the IC
cardewitl 15he deseribed. by Asislhovin mgFIGh 4, theniG cardligyram in
composed of a CPU (central processing unz% 10, a working memory 11, a

dataThenfory 22, & prografPRTeiioryA3; a coproceéaBP14 a fanddnyormmand
ti it,15 ication 20 trol unit. 16, .
NUMPET genera '%%%ﬂéghf %%%@HQT%%%?%% E)ohvgri\‘;v{% (ﬁe%?%hae jato

interface”17, etc. T exercises control over t

cardch d he-€BUrkGheperates onnbe basis of aicontrobprogram ang-
control data stored in the program memory 13 or the data memory 12. In

addito,ahe TR 261 0thasJa firfction td carr eutifpgic operatigns or.
arithmetic operations. The CPU 10 carries out processing corresponding

to coMmantSBphiied front aff 88 nal HeVictBy éxstutingtheComtror
pro f@i‘%&h%rcger%fa%a%%%e@}i%s'%%oé %@H&D'%%Jngrc%”ﬁ?”%ﬁ;e the
given from the external device to write dO1a into the data memory 12, then
the CRU Icaydes Dot acut a process of reading data from the
data memory 12. Moreover, by executing a processing
program installed according to a’use of the IC card 1,
the CPU 10 implements a process which meets that use.
The working memory 11 is comprised of a volatile
memory (RAM: random access memory). The working memory
11 functions as a buffer memory to temporarily save
data. For example, the working memory 11 temporarily
saves data transmitted or received in a process of
communicating with the external device. In addition,
the working memory 11 is also used as a memory to
temporarily hold various pieces of write data and the
like. Furthermore, the working memory 11 is also
stored with information to identify processing
situations or setting information in the IC card 1.
The data memory (nonvolatile memory) 12 is a
nonvolatile memory which can be written into. The data
memory 12 1is comprised of, for example, an EEPROM, a

flash memory, or the like. The data memory 12 is

stored with various pieces of information that meet the
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process of writing data into the data memory 12. Furthermore, if a

command is given from the external device to read data from the data

memory 12, then the CPU 10 carries out a process of reading data from

the data memory 12. Moreover, by executing a processing 10program

installed according to a use of the IC card7l, the CPU 10 implements a
process which meets that use. The working memory 11 is comprised

of a volatile memory (RAM: random access memory). The working
mengory dd fenctionssas g buffer Mfemerydo tenporatily-savieotsdataukedr as a

example, the working memory 11 temporarily saves data transmitted or
receRedFf 5prdge L 6P EAAmUTTGERG With fhetetermardevice. 1A

addition, the working memory 11 is also.used as a memaory to tempor rily
hold%/gﬁcl)ﬁg %?éce@%i‘ vvgrﬁgadar?ae and ¥hel?0ﬁkse u?tﬂe?rﬁgr‘é?iaheerg wg%ij%ng “

memasy 4 1dsalso stered-with infarmation to;identify processing,sjtuations
or setting information in the IC card 1. The data memory (nonvolatile
memorfck2istda aonvolatile memory which can be written into. The data
25memory 12 is comprised of, for example, an EEPROM, a flash memory,

or the like. ThE datd mehtory 1%is Storéd Wififvaridtisiedesrerl 1ty of
inﬂ”g@@ﬂgggét@§eh¥§,7the data memory 12 is stored with a

plurality of applications which meet these purposes of
use. The applications which meet the purposes of use
of the IC card 1 are stored in files, such as program
files and data files, which are defined on the data
memory 12 each of which corresponds to a respective one
of the purpose of use. The file structure in the data
memory 12 1s based on, for example, ISO/IEC7816-4.

That is, the data memory 12 of the IC card 1 is capable
of storing various applications and various pieces of
operational data. For example, when the IC card 1 is
used as a credit card, the data memory 12 is stored
with authentication information, such as a password,
and identification information of the credit card.

The program memory 13 1is comprised of a read only
memory (ROM). The program memory 13 has been stored in
advance with a control program for basic operations,
control data, etc. The program memory 13 is stored in
advance with a control program and control data which
conform to the specifications of the IC card 1. For

example, the CPU 10 performs processing corresponding
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purpose of using the IC card 1 (applications, such as a processing

program’, operating data, etc.).in addition, the data-memory 12 is also
provided with a data table to store various pieces of setting 5information.
When the IC card 1 is used for a plurality of purposes of use, the data
memory 12 is stored with a plurality of applications which meet these
purposes of use. The applications which meet the purposes of use 100f

the IC card 1 are stored in files, such as program files and data files,
whichare defined bhithemata evemonydeachpgf whieh correspandsrtogaam
respective one of the purpose of use. The file structure in the data

menory 199s bas&d dnP it B pPIENIWIEST816-4. 15That is, the data
memory 12,gf the.|Gs card. L is,canaple of storing various spplications and. ,
various pieces of oﬁjeratlonai data. Far exampﬁ\e, vhen the 18 cart 1S g
usedras-aredibcard, thedalagpemeny 42 is stored withauthentication
information, such as a password, 20and identification information of the
creditcard/pt 1 cthelprogramademiory i 3rs tomprised of-a read- Gnlym
memory (ROM). The program memory 13 has been stored in advance

with 8%0htrof BrogramTor BASiE opeFatfoHsr €BhtGItaRE, etc e pragian-

- mempyy, 1 ?5@ B %@ n, %ﬁ%"%‘a%?ﬂi %]a &8{‘”%'8%129]9_5"’@ §§9 r"ﬁ"{‘”&'agatéo r

which conform to the specifications of the I1C ca or example, the
CPUK:perfarms peaegssing Lorrespondisgc io,edemally applied-vpt i on

commands by the control program stored in the program memory 13.

The posrogessordl4 partdrnesseEr§pors qotdssing. Forexampis; the of

COWQS%%%%%?A%ngwgﬁgdggggocessor 14 may be implemented by
an operations circuit, such as the CPU 10, executing a
control program.

The random number generating unit 15 generates
random numbers as arbitrary data. The random number
generating unit 15 is comprised of, for example, an IC
chip. The function of generating random numbers by the
random number generating unit 15 may be implemented by
an operation circuit, such as the CPU 10, executing a
program.

The communication control unit 16 controls data
communications with an external device via the
interface 17. For example, when the IC card 1 is a
contact-type IC card, a contact-type communication
function is implemented by a contact portion as the
interface 17 and a communication control circuit as the

communication control unit 16. When the IC card 1 is a

non-contact-type IC card, a non-contact-type
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5encryption-dedicated IC chip in order to perform operations necessary

for encryption at a nigh speed. The coprocessor 14 carries out special
operations for residual operations in RSA encryption or encryption
processing, such as DES encryption. The function of 10 encryption by the
coprocessor 14 may be implemented by am operations circuit, such as the
CPU 10, executing a control program. The random number generating
unit 15 generates random numbers as arbitrary data. The random.
numbersgeraratiog uhitlStis eompsisedol foreexampleyaniC ohipe The as
function of generating random numbers by the random number generating

unit 15 fay b€ implemenfed By h Spetafiorr diFcuit sués abife CPU 10,
execgggg@ngrgg@gnzgmecggmm&ggccati% .control unit 16 controls data

communications with an external device via the interface 17. For example,

when the IGpardrl isca eantact-typed Grafd sa gantagbtypg module M is
communication function is implemented by a contact portion as the 25
interfatleeriziand arcominadication cotrs! cifcaiastiie commmghicatine
controI#tnit 16. When the IC card 1 is a non-contact-type IC card, a

non-E8ftatEtype’ & cofifidiiidatisn finclish iSmplemeétted®Byaf ™ more IC

antepna as the inferfaee 17 and,a modemcirguit as the communicafion 1

control unit 16. The IC card 1 is formed such that a module M is

S5embeddged inia bodyBondhe shape of award.olheche working memory
11, the data memory 12, the program memory 13, the
coprocessor 14, the random number generating unit 15,
the communication control unit 16, a power supply (not
shown), etc.

FIG. 2 is an exterior view of a contact-type IC
card as a form of the IC card 1. As shown in FIG. 2,
the contact-type IC card is formed such that a contact
portion as the interface 17 is exposed on the top of
the body B. With the contact-type IC card, the module
M having one or more IC chips connected to the exposed
contact portion is built into the body B in the shape
of a card.

The contact portion as the interface 17 of the
contact-type IC card has a plurality of terminals as
shown in FIG. 2. For example, the contact portion is
provided with various terminals in positions defined in
the IS0781l6 standard (non-patent document 1). In the
example of FIG. 2, the contact portion has a supply

voltage terminal Vcc, a ground terminal GND, a reset
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module M is integrally formed such that one or more IC chips C and the
interface 17 are connected. The IC chip C is composed of the CPU 10, the
working memory 11, the data memory 12, the program memory 13, the
10coprocessor 14, the random number generating unit 15, the

communication control unit 16, a power supply (not shown), etc. FIG.

2 is an exterior view of a contact-type IC card as a form of the IC card 1.

As shown in FIG. 2, the contact-type IC card is formed such that a contact
portior aithe intBfdce 47 is exposen Gy tie toprofthe body 8, Withithe clock
contact-type IC card, the module M having one or more IC chips
conn%%f@ﬁlfbathe%osed contact portion is built into the body B in the

shape 20of rd. he can porti he interf 17 of the .
contact-typf%q ca?d ﬁggﬁplgr;ﬁ%%ogéggiﬁgé aecsy gr%ov?rﬁncélgq z ?:oar1 Form
exaraglerthe qantact:portion isprovidedwithvariatis terminals ingositions-
defined in 25the 1507816 standard (non-patent document 1). In the
example of AIGE 2rtheléontactporticirhas asupphevditagéngrnonal ¥ec,more
a droand terminal GND, a reset 10 terminal ROT, an input/output terminal

170, And A ¢tk teMiAafELR ! E S DRIG 28 shbifs AHd-¢artactitypa eshown
cardgs alormef the G oard 1. Asshown B F1GHE WIRPPG N +pe snape

5contact-type IC card, such a module having one or moré IC chips C an

an antenpaasrfe inteifacedy, as showhy bsekendines ip emieddeddn i s

the body B in the shape of a card. Thereby, the non-contact-type IC card

is adapted to process radio waves received by the antenna
in the IC chip C.

Next, the operation of the IC card 1 thus
configured will be described.

In the example authentication processing which
follows, a description is given of authentication
processing performed by the IC card 1 on the basis of
authentication information, such as a password
(identification number), which is given from an
external device.

First, first authentication processing in the IC
card 1 will be described.

FIG. 4 1s a flowchart illustrating the first
authentication processing in the IC card 1.

The IC card 1 receives authentication data
(external data for authentication) together with a
command to request authentication processing from an

external device (step S10). Then, the CPU 10 of the IC

card 1 stores the received external authentication data
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adapted to process radio waves received by the antenna 10in the IC chip
C. Next, the operation of the IC card 1 thus configured will be
described. In the example authentication processing which follows, a
description is given of authentication 15processing performed by the IC
card 1 on the basis of authentication infonmation, such as a password
(identification number), which is given from an external device.

First, first authentication processing in the IC 20card 1 will be described.
FIG. 4iseanflowckart dlustnating the firstauthenticetionprécessingeincthe 1CL
card 1. The IC card 1 receives authentication data (external data for

authéAtiéRion} tdgethélBwith 3 Z5cbitaRé (¢ retriestduthditictibhcat ton
procggscigg f%ae Et;@(telraal %%vgf% (Lst%p Slggm@gnq, %huem%‘PU %i% o&ta € for
'|C card 1 stores the received external authentication data L1
conversion used in operation processing to be described
later from the random number generating unit 15 (step
S12). The CPU 10 stores the random number generated by
the random number generating unit 15 in the internal
memory, such as the working memory 11 (step S13).

Upon storing the random number in the working
memory 11, the CPU 10 performs first operation
processing on internal authentication data and the
random number (step S514). For example, as the first
operation processing logical operations, such as
exclusive OR (XOR), AND, or OR operations, or algebraic
operations are performed. When the result of the
operations on the internal authentication data and the
random number by the first operation processing (first
operation result) is obtained, the CPU 10 stores the
first operation result in the internal memory, such as
the working memory 11, as security data (step S15).

Upon storing the security data, the CPU 10
performs second operation processing on the external
authentication data received together with the command
to request authentication and the security data (step
S16). The second operation processing corresponds to
the first operation processing in step S14. For

example, when exclusive OR operations are performed on
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in an internal memory, such as the working memory 11 (step S11). Upon
storing the external authentication data, the CPU 10 generates a random
number as data for conversion used in operation processing to be
described 5later from the random number generating unit 15 (step 312).
The CPU 10 stores the random number generated by the random number
generating unit 15 in the internal memory, such as the working memory 11
(step 313). Upon storing the random number in the working 10memory 11,
the CRY lhperformis first eperafionlprocessiigromintéral authentgation ,
data and the random. number (step 314). For example, as the first

operatior procEssiy I65RAPSPERATIOAS, SURR EsEXBRIIVEIORXORf,ernal
ANDdQEa(PR oge@gigng,e%ru%lg%braéc %gopera;é%rés arecp%rf rmed. When

the result ofa'fhe operations on the m?ernallgut entig’ae?loon ata andthe °"

randgrrauben By the finst gpenagion processing (first operation result) is
obtained, the CPU 10 stores the first operation result in the internal

memory, suthsas 20the weorking mémonye 1t cassecurity datai(step3bb)essing

Upon storing the security data, the CPU 10 performs second operation
processifig on thé exterhal afthentttiondabta Pécenfsti tgbthiet vttthened,

command g fequest authenticalion and ne seeyrity daid (step 2p310). -
(? . %sﬁfo 1 ni O wnetiter o

The secon operatlon processing correspon e Tirs operatlon
procassing i stepradda Fonexampie, wherrexclusive OR operatigns Ak u 1 +

performed on
match (step S17). If the decision is that the random
number and the second operation result match, then the
CPU 10 takes it that the authentication for the
external authentication data has resulted in success
and then sends an acknowledgment of success in
authentication to the command sending external device
(step 518). If, on the other hand, the decision is
that the random number and the second operation result
do not match, then the CPU 10 takes it that the
authentication for the external authentication data has
resulted in failure and then sends an acknowledgment of
failure in authentication to the command sending
external device (step S19).

As described above, in the first authentication
processing, the IC card 1 performs the first operation
processing on the internal authentication data and theA
random number as conversion data. With the result of
the operations on the internal authentication data and

the random number as security data, the IC card 1
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1 2 the internal data and the random number in step 514, exclusive OR
operations are performed on the external data and the security data in the
second operation processing in step 316. When the result of the

second operation processing in step 516 (the second operation result) is
obtained, the CPU 10 makes a decision (ce¢llation) of whether or not the
random number and the second operation result match (step S17). If the
decision is that the random 10number and the second operation result
matchs thiemtire CPY 16 takes ibthat thel authenticationifog thesexearnah the
authentication data has resulted in success and then sends an

ackifoiiedgment ot i\fctess it AGtheRficatioretothe edmimand sasdigternal

Xyl e 120 10, oy g ang 0 decoprs i g,

random number an e SGCOI’]&O era%on resu

CPU 40 takesdtthat the aythentication for the. gxtemal ﬁalmer@gg%%%@ on
has resulted in failure and then sends an acknowledgment of 70failure in
authentication torthe command sendingektennat-device: (step 549k exAsrnal
described above, in the first authentication processing, the IC card 1

perfarr fetfirseoperatiof procesding 6n Brcintdrhyl Arhentatiohematahe
and %g%%%@ngo%gl%mber as con.ver.sion data. With the result of the
operations on the intefnal authentication data and the random number as

security datey dheely¢aktktording to the first authentication
processing, the internal and external authentication
data as security information can be collated indirectly
without using a direct collation method. As a result,
it can be made difficult to deduce the internal and
external authentication data, thus allowing the tamper
resistance of the IC card to be increased.

Next, second authentication processing in the IC
card 1 will be described.

FIG. 5 is a flowchart illustrating the second
authentication processing in the IC card 1.

The IC card 1 receives authentication data
(external data for authentication) together with a
command to request authentication processing from an
external device (step S20). Then, the CPU 10 of the IC
card 1 determines a unit of collation of the external
and internal authentication data (the size of divided
data to be collated) (step S21). The unit of collation
can be determined in various ways. For example, the

CPU 10 may directly choose a data size as a unit of
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13 performs the second operation processing based on the external
authentication data received from the external device and the security

data. The IC card 1 decides the success or failure in authentication,

depending on 5whether or not the result of operations on the external
authentication data and the security datajmatches the random number.
Thereby, according to the first authentication processing, the internal and
external authentication 10data as security information can be collated
indirectlylwithout Using acditect cellationanetod. ASlaereSElY, it Cambg choose
made difficult to deduce the internal and external authentication data, thus

alloving tHE Bm e Eaistande 6t thE TESrd 96 bé treased. 15NekE 1ded
secopgo%jt %gticglgﬁﬁﬂ)rggﬁ%sw%; |n tgeAC card 1 WI||}I_)E dec§c |bedlZe as a

FIG. 5 is a flowchart strating the Second authantication processing’in

the IGrcardds ThellCaeardrl weeivies asthentication data-20(externakdatang
for authentication) togetheith command to request authentication

processihg frohe antextermatdevice. (steép S20aThen, the CPU 10 of the
IC card 1 determines a unit of collation of the external and internal

authenticatibndatg fthedise 0PdRided?e @s the unit of collation

can be chosen from arbitrary values. That is, the CPU
10 may divide the authentication data by a specific
data size (for example, in units of one byte,
two bytes, etc.) and set the result as a unit of
collation. Alternatively, the authentication data may
be divided in arbitrary data sizes (for example,
two bytes, one byte, three bytes, and two bytes for
8~byte authentication data) and set each divided data
as a unit of collation. The data size as a unit of
collation or the dividing number may be determined on
the basis of a random number generated by the random
number generating unit 15. In the description which
follows, the CPU 10 is assumed to select the dividing
number (N) on the basis of a random number generated by
the random number generating unit 15 and determines the
data size as a unit of collation in accordance with the
selected dividing number.

When the unit of collation is determined by the
above processing, the CPU 10 stores data obtained by
dividing the external authentication data received from

the external device into N pieces in the unit of
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25data to be collated) (step S21). The unit of collation can be determined
in various ways. For example, the CPU 10 may directly choose a data size
as a unit of 14 collation from arbitrary values. The CPU 10 may choose a
number by which the authentication data is divided from arbitrary values
and determine the data size as a' unit of ¢allation on the basis of the
chosen dividing 5Snumber for the authentication data. Further, the data
size as the unit of collation can be chosen from arbitrary values. That is,
the CRU X may divide theratithenticationedata byca specific:datawsizi (for
example, in units of one byte, 10two bytes, etc.) and set the result as a

unit 6F¢SIEEBR. ARdrmatively “the authértication datt may bediviigd ik e
arbit%%galga sizg% (gflpr exgi\mplsetj twogﬁ S, 0 bé/te, three.byte ,hand
g o harticafion data) el

two bytes for 8-byte a thentication data) and seteach ata'as a
unit of gollation. Tire data size as:a: #pitof colation anthe dividing number
may be determined on the basis of a random number generated by the
randomifiimber generating Umit 15. In thie destription amictefdllowsdthenen
CPU 10 is assumed to select the dividing 20 number (N) on the basis of a

randBfiT GTBer GeneratedBy oM Aurber §éneraing tfiRd searernal
deteggipgs Eggggga giég asa g@i 9f collation in accordance with the

selected dividing number. When the unit of collation is determined by the

25above progessing the KP4 20 storesidaia obtainedibyits the variable
i (i =1 + 1) (step S24). Upon incrementing the
variable i, the CPU 10 causes the random number
generating unit 15 to generate a random number as
conversion data (hereinafter referred to as the i-th
random number) for collating the i-th pieces of divided
internal and external data (step S25). Upon generating
the 1-th random number, the CPU 10 stores the i-th
random number generated by the random number generating
unit 15 in the internal memory, such as the working
memory 11 (step S26).

Upon storing the i-th random number in the working
memory 11, the CPU 10 performs first operation
processing on the i-th divided internal data from the
first divided data of the N pieces of data obtained by
dividing the internal authentication data in the unit
of collation (hereinafter referred to as the divided
internal data) and the i-th random number (step S27).
For example, as the first operation processing, logic

operations, such as exclusive OR (XOR), AND, or OR
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dividing the external authentication data received from the external device
into N pieces in the unit of 15 collation (hereinafter referred to as the
divided external data) in the internal memory, such as the working

memory 11 (step 822). Upon storing the N pieces of divided external data,
the CPU 10 initializes a variable i (i - 0) (step 323) and then performs
collation processing for each divided external data (steps 824 to 331).

That is, the CPU 10 first increments the variable (i =i A- 1) (step 324).
Uporpncrementing the 10vgrahleicthepeRPH 1 Dcauses¢he sandom out .
number generating unit 15 to generate a random number as conversion
datd'{HereirBfterfefertéd fFas e RRFrAMBORTTURBer) i6r cotlating tyel ded

i-th pie es%a_?ivi ed_internal and external dat %te 825). Upan .
HTST égﬁﬁa%%g A CXE r%ﬂ£§ 0 %Qﬁ H%ﬁ%éhd&%

generating 15the I- om n’umber, he 0'storésthe i

number genggated by dhe random numbengeneratingnynit 1a in the, ¢

internal memory, such as the working memory 11 (step 326). Upon storing

the stheramddonmnymberinghe gvorking Z0tiemOrysthithe CPRId 10-th first

peﬁgggiggﬁégegggglt in the internal memory, such as the
working memory 11, as the i-th security data (step
S28) .

Upon saving the i-th security data, the CPU 10
performs second operation processing based on the i-th
divided external data from the first divided data of
the external authentication data and the i-th security
data (step S29). This second operation processing
corresponds to the first operation processing in step
S27. For example, when exclusive OR operations are
performed in step 527, exclusive OR operations are also
performed in the second operation processing in step
S29.

When the result of operations (the i-th second
operation result) is obtained in the second operation
processing in step S29, the CPU 10 makes a decision
(collation) of whether or nct the i-th random number
and the i-th second operation result match (step S$30).
If the decision i1s that the i-th random number and the
i-th second operation result match (YES in step S30),

then the CPU 10 takes it that the collation of the i-th

divided external data with the i~-th divided internal
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processing on the i-th divided internal data from the first divided data of

the N pieces of data obtained by dividing the internal authentication data

in the unit of collation (hereinafter referred to as the divided 25 internal

data) and the i-th random number (step 327). For example, as the first
Operation processing, logic operations, such as exclusive OR (XOR),

AND, or OR 16 operations, or algebraic operations are carried out. When

the result of the operations on the i-th divided internal data and the i-th

randoat auimber ftheu-th ficstiopesation«esult) i obtained by the, firshe CPU 10
5operation processing, the CPU 10 stores the i-th first operation result in

the MRFRS Meftry, Steh &fithehfrkifg membRtLLhe WMaitrikéeurityls N,

dataﬁ?""c?t%%@' Ypon saving the i-th %%C“ég¥ data, the C %}%On of all the
10performs second opetation processing based on the i-ti divided

externa dataifremiberfisst divided data ofdbe extgrpalayhentication gaig

and the i-th security data (step S29). This second operation processing
corresponds fo thesfidt operationiprodessingtinestem 15527.<Far example, N,
when exclusive OR operations are performed in step S27, exclusive OR

operafifis afe alsbpetfotmdin tHe'Ssbortitseratiorprotesingin Beps not

529.)¥hen the resyltof anerations (heyith secondy & srep 5311, the
CPU 10 returns to step S24 and repeats steps 524
through S31. |

If, on the other hand, the decision is that the
variable 1 is N, that 4is, the decision is that the
collation of all the divided external and internal data
has succeeded (YES in step S31), then the CPU 10 sends
an acknowledgment of success in authentication to the
command sending external terminal (step S$S32).

If the decision in step S30 is that the i-th
random number and the i-th second operation result do
not match (NO in step S30), then the CPU 10 takes it
that the authentication of the external authentication
data (the collation of the external authentication data
with the internal authentication data) has failed and
sends an acknowledgment of failure in authentication to
the command sending external device (step S33).

In the second authentication processing, as
described above, the IC card 1 determines a unit of
collation of the external authentication data with the

internal authentication data for each authentication
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20operation result) is obtained in the second operation processing in step
329, the CPU 10 makes a decision (collation.) of whether or not the i-th
random number and the i-th second operation result match (step 330). If
the decision is that the i-th random number and the 25i-th second
operation result match (YES in step 330); then the CPU 10 takes it that
the collation of the i-th divided external data with the i-th divided internal

11 data has resulted in success. In this case, the CPU 10 makes a
decision of whetiser orliotthelwagaiie nisN, irhethenwordst whethertoron,
not the collation of all the divided external data has been completed (step

531)"BfF tHe dEGiSdn’is THAHHE YaRastke %< nbbR, _ﬁfé?%?ﬂ?e]re %ﬁ‘él internal
divided xterpal-date wiigh have,not xet baen subleaisd 19 eplafion R 1

in sten S31), the CPU 10 returns to step 924 and repeats steps

through-931. ifueniibe otherdiang: the decisioniis thatdhe warable dis- -,
N, that is, the decision is that the collation of all the divided external and
intera&itdata drassucéesded (YE St steptS3 1) thenithec®RU dOtsendsdata
an acknowledgment of success in authentication to the 15command

fsendﬁg ERferidl temTihal (teR 5351 1f tRB Yethioh fristep 880 1 et i

| data, obtained by dividing the internal authentication
data in the unit of collation, and performs collation
of each pair of the external and internal divided data.
Further, as the collation of each pair, the IC card 1
performs first operation processing on the internal
divided data and a random number as conversion data.
With the result of operations on the internal divided
data and the random number as security data, the IC
card 1 performs second operation processing on the
external divided data and the security data. The IC
card 1 makes a decision of whether or not the result of
operations on the external divided data and the
security data matches the random number. When the
external and internal divided data in all pairs match,
the IC card 1 decides that the external authentication
data has matched the internal authentication data.

According to the second authentication processing,

the external and internal authentication data divided
in arbitrary units of collation can be collated by an
indirect collation method. As a result, 1t becomes

possible to make it difficult to deduce the internal
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random number and the i-th second operation result do not match (NO in
step 330), then the CPU 10 takes it that the authentication of the external
authentication 20data (the collation of the external authentication data with
the internal authentication data) has failed and sends an acknowledgment
of failure in authentication to the commandsending external device (step
333). in the second authentication processing, as 25described above,IC
card 1 determines a unit of collation of the external authentication data
with #helimterirat agtheaticatiorncdataforeack aathentication1 18wing the
processing. Upon determining the unit of collation, the IC card 1 divides

each-6fthe ext&rimf aAd fitefnal Blifhehticafidifiddia ik thel umtpsed.

coflation. The ke card, 1 compines in.qrdet eagh divided exterpal datgy. 1
obtained by dividing the external authentication data in the urit 0

collaiargdand gach diddedikterngkdata, obtained by dividing the internal
authentication data in the unit of collation, and performs collation of each
pair of the eéxtérnaf and irteflad divided-dathl 16FEurdterngs thescallation of
each pair, the IC card 1 performs first operation processai%l/% on the internal

divid%atdﬁatﬁ%ﬁa% randont Bﬁﬁﬁ)ﬁ%@ coRvERfontdat& aWith the result of
operations g lha inemaldiideddatg and e fandarm umber a5, ,

security datalC 15card 1 performs second operation processing on

externak divided data-anchthessecusity datea The dgcardt: makes @ command
decision of whether or not the result of
to request authentication processing from an external

device (step S40). Then, the CPU 10 of the IC card 1
determines a unit of collation of the external and
internal authentication data (the size of data for
collation) (step S41). To determine a unit of
collation, the method described in the second
authentication processing can be applied. In the third
authentication processing, the unit of collation may be
fixed.

Upon determining the unit of collation, the CPU 10
stores data obtained by dividing the external
authentication data received from the external device
into N pieces in the unit of collation (hereinafter
referred to as the divided external data) in the
internal memory, such as the working memory 11 (step
542). Upon storing the N pieces of divided external
data, the CPU 10 further determines the order of
collation for N pieces of divided external data (step

343). The order of collation can be chosen
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operations on the external divided data and the security data matches the
random number. When the 20 external and internal divided data in all

pairs match, the IC card 1 decides that the external authentication data
has matched the internal authentication data. According to the second
authentication processing, the external and internal authentication data
divided 25in arbitrary units of collation can be collated by an indirect
collation method. As a result, it becomes possible to make it difficult to
deducectheriateinal - IC)fand extenral authemnticativh datagthusmallondng thes
tamper resistance of the IC card to be increased. Next, third

auth®hfictichtprotedsing Mt C-Es d P RitithedestribaBaon mEIESE a
flow: i ting the, thir ntication processing.in the IC card |

The C@g%%* ?%%cg%e?ggthge%%éﬁénnalé\t%e(gxt%?ﬁ}a? %uﬁwlerﬁ%cgf%r? ocliétSa)
together withoa soaarandioregyestauthentication pregessingiioman: cpu
external ITC)device (step 340). Then, the CPU 10 of the IC card 1
detefinesia bpit bEesllationaf thé éxteinaland ifternal aahenticationd then
data (the_size of data for collation) (step 541). To determine a unit of

collatioh -t hetHod dEsefibad i the lation for each divided

external data (steps S45 through S52). That is, the
CPU 10 first increments a variable 1 (i = i + 1) (step
S45). Upon incrementing the variable i, the CPU 10

causes the random number generating unit 15 to generate
a random number as conversion data for carrying out the
i-th collation processing (hereinafter that random
numbér is referred to as the i-th random number) (step
$25). Upon generating the i-th random number, the CPU
10 stores the i-th random number generated by the
random number generating unit 15 in the internal
memory, such as the working memory 11, (step $26).

Upon storing the i-th random number in the working
memory 11, the CPU 10 performs first operation
processing on divided internal data which is the i-th
to be collated of N pieces of divided data obtained by
dividing internal authentication data in the unit of
collation (hereinafter referred to as divided internal
data) and the i-th random number (step S48). Here, the
divided internal data which is the i-th to be collated

7W%s the‘i—th divided internal data when the N pieces of

dividéd‘internal data are arranged in the order of
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15 authentication processing can be applied. In the third authentication
processing, the unit of collation may be fixed. Upon determining the
unit of collation, the CPU 10 stores data obtained by dividing the external
20authentication data received from the external device into N pieces in
the unit of collation (hereinafter referred tgas the divided external data) in
the internal memory, such as the working memory 11 (step  542). Upon
storing the N pieces of divided external 25data, the CPU 10 further
determinkstthewrderlof collation. for N pieees of dividedbextemahdatal ogic
(step  543). The order of collation can be chosen 20 arbitrarily. For

exarfipfer tHe'€PEr 16 Hetermn s the bid& o dllafidly ondfe Basis of a

rand ber generated by the random number generating unit 15.
Rt e erd of ol ason S S0 510 Al 2 e e -

A < :
Upon determining the order of co initializés a

i (i =i dsteprkd4) aad then pedforms the REncessing of golatiangfor gagh na)

divided external data (steps 545 through 552). That is, the
data which is the i-th to be collated and the i-th
random number (the i-th first operation result) is
obtained by the first operation processing, the CPU 10
stores the i-th first operation result in the internal
memory, such as the working memory 11, as the i-th
security data (step S49).

Upon saving the i-th security data, the CPU 10
performs second operation processing on the divided
external data which is the i-th to be collated and the
i-th security data (step S50). Here, the divided
external data which is the i-th to be collated is the
i-th divided external data when the N pieces of divided
external data are arranged in the order of collation.
This second operation processing in step S50
corresponds to the first operation processing in step
S48. For example, when exclusive OR operations are
performed in step S48, exclusive OR operations are also
performed in the second operation processing in step
S50.

When the result of operations (the i-th second
operation result) is obtained in the second operation
processing in step S50, the CPU 10 makes a decision

(collation) of whether or not the i-th random number
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CPU 10 firs._increments a variable i (i1) (step 545). Upon incrementing

the variable i, the CPU 10 10causes the random number generating unit

15 to generate a random number as conversion data for carrying but the

i-th collation processing (hereinafter that random number is referred to as

the i-th random number) (step S25). Upon generating the i-th random

number, the CPU 1510 stores the i-th random number generated by the
random number generating unit 15 in the internal memory, such as the
workitgfmensory -14h (step $28).0p € Upohostorirg thed-thaandomsiumbers 1) .
in the working memory 11, the CPU 10 performs first oq%eration

20prodedsiny Of Uhided intérnal BataWiich T&-thelith 16'BetanaRE GiNl the

[ s of divided dat ' y dividjng internal a tic%tion %ata'
fr:((aecl?r?itgg% é%lﬁgﬁoﬁﬁeggm%?%%ﬁefg% I[ti(? a%%ﬁ/%led%it}r{lh}tigrra]l da?at) fndé t%%—:-) ’

i-th randemumenben(step 248) tere, the 25 divided internal datagwhichds
the i-th to be collated is the i-th divided internal data when the N pieces of
dividéd Tritental eate arearraaged imthelorder dfn21 tollatioro I thecfirst ated
operatjon prqcessing, logic gperations, such as exclusive OR, AND, or OR

n ) \
operd g&p% AgeD éf?:eéi_)ejrgﬁt?r%na?r% GAiiéd 8Ot Wherbtheesii bR to be
operatigns.en the, dividediinternal 5, <yccess. In this case, the

CPU 10 makes a decision of whether or not the variable
i 1s N, in other words, whether or not the collation bf
all the divided external data has been completed (step
S52) .

If the decision is that the variable i is not N,
that is, there are divided external data which have not
vet been subjected to collation (NO in step S52), the
CPU 10 returns to step S45 and repeats steps S45
through S$S52.

If, on the other hand, the decision is that the
variable 1 is N, that is, the decision is that the
collation of all the divided external and internal data
has succeeded (YES in step S$52), then the CPU 10 sends
an acknowledgment of success in authentication to the
command sending external terminal (step S53).

If the decision in step S51 is that the i-th
random number and the i-th second operation result do
not match (NO in step S51), then the CPU 10 takes it
that the authentication of the external authentication

data (the collation of the external authentication data
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5data which is the ith to be collated and the i-th random number (the i-th

first operation result) is obtained by the first operation processing, the

CPU 10 stores the i-th first operation result in the internal memory, such

as the working memory 11, as the i-th 10security data (step 549).

Upon saving the i-th security data, the CP\3 10 performs second operation
processing on the divided external data which is the i-th to be collated and
the i-th security data (step 550). Here, the divided 15external data which is
the i%H £ bé vollatedlas tiae i-thdibidled iesadrhahdata twhemthe N picces ofnd
divided external datg are arran&gd‘in the arder of collation. This second

operafioi Procesaing in St& 56 2brradspdids tdihe fifstopefation.cation to
processing in,step 20548 For example, when.exclusive. OR operations

are performed in step 548, exclusive OR operations are also performed in

the second operationyproeessing irestepsp0. as descWhesdhegesult ok he

operations (the i-th second 25operation result) is obtained in the second

operatfiors pistessinglin tsp 550 the TRUA 0anakesa Hesisidre(collation)on

of wr(ljettger or r%[otttge i-th random number 22 and the i-th second o
T rédtit mafeh'(Btep551). F1hE GBESoN i tatdAE Eth Farfdoppecific

ta a
operation res

number;and,the i-th secopd opsrationresyltmatch (YES jn step Sal) 5 1\ o
then the CPU 10 takes it that the collation of the divided external data

whichisithenieth torbeccallatechwiih dle- dividetbintespaldata wvhiclzisthe i ded

I-th to be collated has resulted in success. In this case, the CPU 10 makes

a deGigioProTinhether ériGriRe variabe ifs Nt irmatner words, wiskther orf

mﬂt%%f?&?&%hqf That is, the IC card 1 combines each
divided external data with each divided internal data
in order from the first divided data and performs
collation of divided external and internal data for
each palr in the order of collation. As the collation
processing in each pair, the IC card 1 performs first
operation processing on divided internal data and a
random number as conversion data. With the result of
operations on the divided internal data and the random
number as security data, the IC card 1 performs second
operation processing on divided external data and the
security data. The IC card 1 makes a decision of
whether or not the result of operations on the divided
external data and the security data matches that random
number. When the divided internal data and the divided
external data in each pair match, the IC card 1 decides

that the external authentication data and the internal

authentication data have matched.
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10all the divided external data has been completed step 552). If the
decision is that the variable i is not N, that is, there are divided external

data which have not vet been subjected to collation (NO in step S52), the
15CPU 10 returns to step 545 and repeats steps S45 through 552. If,

on the other hand, the decision is that thepvariable i is N, that is, the

decision is that the collation of all the divided external and internal data

20has succeeded (YES in step 552), then the CPU 10 sends an
acknowledghtieitiofl snccass intauthénticdtion td thetdommand sendings sing,

external terminal (step S53)., If the decision in step 551 is that the -th
randSM hUHBET AR tHE icth S cBht DhefatidrerabtiE 8E 2BRotmatcriiNG ded

in StQLF}lS%l)sHé%H@fCCBHi]tO @(e étlt tfgtcthe auég%nt'catign ]g }(L% eed in an

QT
external authentication data (the collation of the external atthentication

data 223 withdhe infernat authentigationdata) bas fajledand-sendsiana.  as
acknowledgment of failure in authentication to the command sending

exterhal §6Viéé (steép §5ayomes possible to make it difficult to

deduce the internal and‘external authentication data,
thus allowing the tamper resistance of the IC card to
be increased.

The present invention is not limited to the
embodiments described above. The embodiments can be
modified in various forms without departing from the
scope thereof. For example, the first, second and
third authentication processing contain inventions at
various stages. For this reason, the first, second and
third authentication processing can be practiced in
combination. Several constituent elements or
processing steps may be removed from all the
constituent elements described above provided that
problems described in the section of problems to be
solved by the invention can be solved. The
authentication processing methods described in the
embodiments can be applied not only to IC cards but
also to portable electronic devices, such as mobile
phones, PDAs, mobile PCs, etc., and electronic
computers.

Industrial Applicability

According to the present invention, an IC card



In the third processing, as described above, the 5IC card 1 divides each of

the external authentication data and the internal authentication data in a
specific unit of collation for each authentication processing and then

chooses an order of collation of the divided external and internal data from
arbitrary orders of 10collation. That is, the iC card 1 combines each

divided external data with each divided internal data in order from the first
divided data and performs collation of divided external and internal data

for eBelY pair if #weerder of Eoliatione Asithe colationsEsprodessingifiormation
eachﬁpair, the IC card 1 performs first operation processing on divided

interfal Ata 4R & FANdORT haMber 48 Cohversihtiata CIFiEH tHedresa of
operglions.aa {he, divided interngl data apd t9§ fapdom number as,
security data, the IC card 1 performs second (foperatlon pro%essmg on
divided external data and the security data. The IC card 1 makes a
decision of whether or not the result of operations on the divided external
data and the security data matches that random number. When the
divided internal data and the divided 25external data in each pair match,
the IC-card 1 decides that the external authentication data and the internal
authentication data have matched. 24



According to the third authentication processing, the external and internal
authentication data divided in a specific unit of collation can be collated in
an arbitrary order with an indirect collation method. As a result, it becomes MCSLLP
possible to make it difficult to deduce the internal and external
authentication data, thus allowing the tamper resistance of the IC card to
be increased. The present invention is not limited to the 10embodiments
described above. The embodiments can beymadified in various forms
without departing from the scope thereof. For example, the first, second
and third authenticatien-proeessing €oAtain inventions at various stages.
For this reason, the first, second and third authentication processing can
be praéticetih THRTOITAtRAC Severd consternédlemehesiér processing
steps may be removed from all the constituent elements described above

fo ?&élc?ﬁhag%‘rfolbqeerﬁs described in the section of problems to be

20solved by the inyention cap be;spived:ithe aythenticatiopracessing - ;

methods described in the embodiments can be applied not only to IC
cards kutfalseto portabie etectronidevices) subh as Mmohilespdness;
PDAs, mobile PCs, etc., and electronic 25computers. Industrial
Applicabifty) ATEording td the®preseAt inveREdIT andFdafd 25 HaviRg the

imper rrgesisct)arncessucg:@itggt g%%ng% '%nafonimartiocno%annlpt be deciphered

%Tegal y and authentication processing méthods in the IC Gard can be

provided. sM&ESP memory section which stores the result of
operations on the internal data and the data for conversion
obtained by the first operation processing in the first
operation section as data for collation;

a second operation section which performs second
operation processing corresponding to the first operation
processing by the first operation section on external data
received by the interface section from the external device
and the data for collation stored in the second memory
section;

a collation section which collates the data obtained
by the second operation processing in the second operation
section with the data for collation; and

a random number generating section which generates
random numbers, wherein the data for conversion is a random
number which is generated by the random number generating
section every time external data to be collated with the

internal data is applied from the outside.

2. The IC card according to claim 1, further



26 CLAIN'S 1. An IC card comprising: an interface section for
cornrrrjnicaLions with an external device; a first memory section which MCSLLP
stores internal data; a first operation section which performs first
operation processing on the internal data stored in the first memory
section and data for conversion; a second memory section which
stores the result of operations on the internal data and the data for
conversion,obtained by, the first gperation pracessing jn-the first aperaion
section as data for collation; a sécond operajflon section which ’

perfarms,seeond eperation precassingrearrespondingds the first operation
processing by the first operation section on external data received by the
rrerdack sectionyfrom ¢he exterdladevicecand theedata foncelkation storednd
in the second memory section; a collation section which collates the

H5fa Gitainel By theSetont opetatich Brodéssing irf e Setohdoperatich < -
sectionywith e data far eollation;, and , , atandam numbergenerating, .
section which generates random numbers, wherein the data for
comversionds arandemdnimberwhichds gpnerated by the: randpsy i c
number generating section every time external data to be collated with the
fiterhal datasis applied from the outside. 2. The IC card according to claim

1, furthfr M%?eu

the

%87card according to claim 3, wherein the
first and the second operation processing are exclusive OR.

5. The IC card according to claim 1, wherein the data
for conversion is set to a different value every time
external data to be collated with the internal data is
applied from the outside.

6. The IC card according to claim 1, further
comprising a collation unit determining section which
determines a unit of collation for dividing each of the
external data and the internal data, and wherein the first
operation section, the second operation section and the
collation section perform the processing on each of pairs
of divided internal data and divided external data obtained
by combining each divided internal data, obtained by
dividing the internal data in the unit of collation, and
each divided internal data, obtained by dividing the
external data in the unit of collation, in order.

7. The IC card according to claim 1, further
comprising an order determining section which determines

the order of collation for pairs of divided internal data



comprising an IC module having the interface section, the first memory

section, the first operation section, the second memory section, the MCSLLP
second operation section, and the collation section, and a body containing

the IC card. 3. The IC card according to claim 1, wherein the first and

the second operation processing are logig operations. 4. The IC card
according to claim 3, wherein the first and the second operation

processing are exclusive OR. 5. The IC card according to _clai

ve\i/ﬁlf-:-gre%lriL E#egggtae%# 8&?\%5%%% 58%) t%aziL Hﬁérer\i{[ v%?ﬁ%bg/nelri}%img;a o

external data,to-he, gallated withdhe intemal datasis.applied from thenternal
outside. 6. The IC card according to claim. 1, further comprising a

chilation wnit deterdsinimgrsection which déterminestd anit ofodllationtfodivided
dividing each of the external data and the internal data, and wherein the

frétEpEration 3betior? thé SBEGh P 8peralibh sagtisn and the Eoiftion= =2 11
ction perform t ssing gn e airs of divided.int

e Qo Soernel et abtnsd by combiniog each anvidod mernal "

data rebtaneddardiviging thesintasnaldataie thecunih obeallation, andi the

each divided internal data, obtained by dividing the external data in the

unitlafedollation sifitorger. Pe r o MhetCec e b Fding toBlamd 2 furthepairs

comprising an order determining section which d terngnes thle order of

Sotlatlon t5155hirs dfHivided ftitéat data MO 58 SRAYVIdST Sttermalthe
datg optajned. by combining each,divided infemal data, obtaiped by ning
dividing the internal data in a predetermined unit of collation, and each
divided &xternal data, obtained by dividing the external data in the unit of
collation, in order, and wherein the first operation section, the second
operatich sedtivh drtd fhercbIRGER Seétich perfernd #fe procésdihg dh

each of paijrs of divid%(;{ ir]ttercg\gl d%tla argiegie\sqidrgflnelxﬁerngleg%taoin trvlq%lo(r:qler
of €oiiation détetmine Bjy the order aetermlnlng s&ction, 8. The IC
card acranding to ¢laim 1ofurther campgsing-a callationiunit determising: he
section which determines a unit of collation for dividing each of the
exteraahddtacadethenidterhal datd,cardean deder, detexdniaingsettion

which determines the order of collation for pairs of divided internal data

SHRIGYBeE EXerPardataoBtained by ConBinitgTedchdivifgd mtgiaf o1 tation
d@é@ﬁ %%ggggab% diyi dwet@eiiﬁt,@é Hatain the ynit of collation.and. ., ;1

eac ternal data, obtained by dividing the external data in the
unit:of collation,da orderc ang whereindbe firstiopesatipn sectionathedata,
second operation section and the collation section perform the processing
orbeachefthespaitsof divided Interhat datacandldividetrexiépardata inf
the order of collation determined %}/ the order determining seogéifon, 9b
Y

AP ddthehiiCatich rotasding methsd e e man (Ceard SmpHing’

N@E§Eging the external data in the unit of collation, in
order, and wherein the first operatidn section, the second
operation section and the collation section perform the
processing on each of the pairs of divided internal data
and divided external data in the order of collation
determined by the order determining section.

9. An authentication processing method for use in an

IC card comprising:



29 performing first operation processing on internal data stored in a
first memory section and data for conversion; storing the result of
operations on the internal data and the data for conversion obtained by
the first operation processing in a second memory section as data for
collation; performing second operation processing on external data
received from an external device and the data for collation stored in the
secondpemary, SRENon, e Sepand operatop pLocessing EaIresAODENG data
to the first operation processing; collating data obtained by the second
eperatian processingswiththe datafor conversion; anda fegeneyatingrsion;
random numbers, wherein the data for conversion is a random number

which i§ genéraied everctitie externakbdata té bescollateehwith tHeeifterhaflata

data is applied from the outside.
and thgpéata ?Er cé%%ersion obtained by the first operation

MCSLLP

processing in a second memory section as data for
collation;

performing second operation processing on external
data received from an external device and the data for
collation stored in the second memory section, the second
operation processing corresponding to the first operation
processin@;

collating data obtained by the second operation
processing with the data for conversion; and

generating random numbers, wherein the data for
conversion is a random number which is generated every time
external data to be collated with the internal data is

applied from the outside.



