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METHOD OF | DENTI FYI NG AN | NDI VI DUAL USI NG BI OVETRI CS

wo bh&/digention generally relates to a nethod of

i dentifying an individual using his/her bi om®CH{SG2004/060235
features. The bionetrics features include but not
limted to fingerprint, DNA iris, retina, tissue 10
and other features unique to an individual. A pe
can be identified using hls/her bi onetrics featugiggANgmﬁ
The bionetrics features are! generally unique to an
i ndi vi dual and presence of two persons with simlar
bi onet Mﬁﬁoﬁ?ﬁtlﬁ%ﬁlﬁﬁﬁﬂaﬁq L1034 h'ﬂaﬁgs Eg‘n Egoﬁf%mb' ﬂorre;gt rics
features Ts rare and not unkno arTt i
process of identifying an individual includes a
verification algorithmthat verifies the known

bi onetrics features with the presented or to be

The IVAEAT Pensrally 'eatesnte fr method of ddentifeiag pefndivides ubiog ais/her biometrics
fedtiresv @hd Biametrie” febtlret McRiddl B Glot Pthite@Neo Akl dr@\e‘ﬂs te\ﬁhapgissue

Abnbd] known bi omettics 'feature
anp?é%eq&%%ﬂ#%u@to?qmiw$@ to be rmintained. The Ilst of

known ‘bionetrics features is also referred to as "the
dat abase”. There are prior art nethods currently
ava|Ia l e entlfylng an indi vi dual using

r
A RS Rerri %e 'de?t‘oﬁe? 510G rftdher fice deatyrehethei piomgiricsMeptams are
gengfallp nuiquerte ab ageiduad Bndpre@nTEndi Inyo Bdﬁsbwwﬁle S8R toioRletrics features or

a cé(rﬁtgtt'\afttb@é\‘tdzo‘?r{&rkg ﬁ'ﬂ&l anle%n(\.f\h&t%nknown pogt Ye f eatures are

conpar ed nomn 51 OBt T C8 6s stored in
t he database as shown in Figure 6. If a natch is found

Thad prbieagoftitkti PRI RA idhRMal u‘ichl@eé 4 V&if caft@r@Echngﬁré )"{(‘lfag v%nf‘llesn thtehlmown

I ed ed on the information t
ool e B R B s e SLBTBTIS Bt ol Bt e as
“Livg dratw timthisidesdriptios. f eat ures in a sequential manner. 30
There are also prior arts nethods referred to as
. %@ & B' in this docunent, currently available for
orjigeaYNg gf H’d“'idiiﬂh 3 54 @b knowrr piogetriplenyres. apreregirisficl wil tae to be
maititteed bk ISt ofimbwi tistheBd (@turésut hisCORPAd (05QRhe dRassial
conparison is carried out so as to reduce tine for
conparison. 35 The two prior art and existent nethods
Thegs greaBtipl aft fledihadp chrsgndy aprdleliey foa pdestifyii @ni imfidduaB tdien bibretrics

featise r@&fr&bﬁﬁﬁer&rh% “Methikd R ad P hrel et & f X'chQmﬁﬂ] known sequential
erred to as "ldentificatl % :

veri cgg qg%:n qrhc% the liye giéeisla& fogwared mih pl Epeminfhicaetrics fratures
storpdhip (!;I]rermtabam as showlnun Figote 4. 11 thetdh istf@ind during the comparison, the live

features are identified based on the information that exists in the database.  In Method A full

comparison will be carried out with the Live features in a sequential manner.

There are also prior arts methods referred to as “Method B in this document, currently available
for identifying individual. These methods are similar to “Méthod A” but instead of full comgparison,
partial comparison is carried out so as to reduce time for comparison.

The two prior art and existent methods are explained in later paragraphs.

The information in the database that is used for identifying an individual is referred to as

“IQentiﬁ_cation Information” in this description. The Identification Information is, but not limited

to:
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WO ﬁ@{}ﬁg[ Nationality (If exists) G tizenshiPperisG200400023s
The

dentlflcatlon Nunber (if.any) Photograph 710 T

above individual information will have to be present
in the database and should be related to the

bi onetrics features using a uni que identificatigﬁ JAN 2007
nunber, referred to in this description as "ID

Nunber" that is automaticaljy generated or specified
by the database maintainer. The autonmatic generation
wi |l be sequential nunbers generated fromthe starting
nunber speei fReesdnieyNaniee 15 dat abase mmi ntai ner. The
rel ation begtvween the Identification Information and
the biometrics Teatures will have to be created by

i dentifying thasonaliy (Hiexids)l s a) |dentification

I nformati on amdeRhipBicdmmbndnainfbeaifwhgs using the sane
I D Nunber. ngUCh a relation, sane | D Nunber say
"1001" can'be"0%&8™ o 20 extract the Identification

I nformati on of an individual and his/her bionetrics

Thd ﬁﬂ&éﬁﬁ@ﬁdxfaf RAHhA8n wﬂ abahsse preg_é?@ |nI tme Mugred addh@bud §e related to

used wll have to be uni gue and ? efforts will hav
hegbmSIcE P oA e i HeleRALp Bt fRsribton s 10
Nurelbpt ihetait estomalahly gedRatéboraspentiap by Seatbtdbyseah@nthinerg Theh@itomatic
gen&ragonn WVY';?% g g%nﬁlglorﬁ}lrlggltst ggeﬂ%ré e«tj C} ggf]tﬁ}es%ﬁ%rg{i%engmtgép BEHFES rby the
daWM$®mwﬂ®mQh and by denying using the exi-stent ID

Nurmber for . new Personnel . thhod A perfornms well wth

smal | or 1 ted f eat in the datab
o gy o T sl ieodus BTl IR fove o be
crettak by Biestifyily e dwo dekbilsaf) Identicatiéronfamatinpl ad b riiommtrics igatures
usna;(J’gOthg %?rﬂ@‘ilﬁ)l\lumge?‘egi K2 r@l)amonTQaﬁné ﬁf LB ek t‘i/Ot:ﬁ)’f can be used to

can fined as the nhunbe _
extraéta% Aqestificpan Tplaenation Pfe?ﬂ mﬁ%f%agd Blgfhes @?m?ty%?thﬁeﬁ from the
dat@ge.0r two seconds is referred to herein as "capable
nunbers” and’it will normally be within the range of

one hundred (100) to one thousand
The ID Number that is used will have to be unique and all efforts will have to be carried out to

make sure that they are not duplicated. This can be accomplished by alerting the users when
they attempt to use existent ID Number during creation of Personnel Identification Information

and by denying using the existent ID Number for new Personnel.

Method A performs well with small or limited number of features in the database; to identify an
individual the current methods will take bearable amount of time (for example, one or two
seconds). (See Fig. 6). The term quantity of "small, “limited” can be defined as the number of
features that the cuirent methods can verify within one or two seconds is referred to herein as

“capable numbers” and it will normally be within the range of one hundred (100) to one thousand

(1000).

It should be highlighted that the number of features in the database directly impacts the
performance and the time in the current methods because in the current method the live features
are compared in full with each and every feature in the database. As a result with smaller
number of features in the database, the current method will complete faster than compared with

targer number of features in the database.
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(1000). 35 it should be highlighted that the nunber of
features in the database directly inpacts the perfor
odifoG3@Rd the time in the current nethods because in )
e current nethod the live features are cofpar&drqdfoo23s

full wth each and every feature in the database. As a

result with smaller nunber of features in the
dat abase, the current nmethod will conplete: faste$1rhgh2mn

conpared with |arger nunber of features in the

dat abase. SUBSTI TUTE SHEET SRULE 26) -- -
______________ TS

2005/ 013187 PCT/ S&2004/ 000235 81 JAN 2007 3 5 The
conparison includes the verification algorithm for

_ﬂyerlf i ng whether any two bionetrics are simlar and
F 5O t§°nl’r%qlﬁ|8ﬂth@WF@C@@WQPT'@@HOT( \pafying ivhatheoarly tivg biometrics are

singiar andeid tasithethiad fruld kornrﬁiﬁ@ﬁl(b’@lf aitabn tib @arrié LM ih @Ql rneanln all the
carrled out W t hout

f ficati
e@ﬁgwﬁ%&ﬂﬁgﬁeﬁﬁ%f tl%e v%nfv c?tltoln arecgarrég é’”%‘f’”t O’f"i s[lfﬁlglp%r fl:oﬁf:)?mpfeh@ case of
f"%ﬁ’fl é@ Yeﬁﬁcaémrp@mmr@ willl ibchidadindioe tie siditany theve two feature

poﬁitsm' Hrﬁéxial‘hyle prrb\h@dtls\’tg eﬁ;ﬁﬁr‘i HeSnehPnP o Al nsI.li‘ 'ar?‘d &ﬁg—@mponents
t he neani ng ?

o BB By o1 Dk Oupled it AR S: Bt e i
they are not explalned in this description as they are

ThP f én%'l’fera{u‘nberﬂ%gn be 'E@Meg \AHHJB%r fga%uresb %ltl’g %vfh% etﬁeo Girrent method

nber of features W t he carrent
CO’EFB%? BEheshorepst %éepﬁq?lﬁrtweend gec emenbimbet icarbandinedhas the number

of fehtreg @iith UM Be"cuG @i nRoll edrh Rk IR B YR YWIRES withli®s Re taken is
noﬁtcg&teugng%na\%ephabm gh the current nmethod conpletes in
St its time taken is noticeable
and unacceptable by the user. 20 There are prior art
nmet hods that currently exist .that performfaster than
the prior art method A but the result of the Method B
Is not accurate and is expl ained below. ( See Fig. 7)
Thefhere peiod 2ot avetheds thavjparedntly exist lﬂeaft Metohe sty tinThd oy afWRthod A
t or, e a
ot AR RURSERDY B L TR B R Pl R aR LS P
| arger nunber of features in the database 25 the

Th\letrb@tindd t&\fﬁéﬁ‘& th@fﬂ@ﬁfd Ak H‘Emﬂ@iﬁé Qdnd og@m t‘?rh@ta%' 1GMeakiPand

ation, prior

eveﬁeétowg% gsgnec)x(fl(gté ﬁgat}trgf é‘?‘:; C(gar%gseu WEIE le‘-@ar ’B'mtleﬁ%{tfeWrF? in the database
the diatrid de takess lohges timecteribdist enmptidommwhicvist b oichitétidautro Wvdrbome this

imita88S pAGTTHELREY exists referred as “Method B that wil provide results much faster than
Method A but with less accuracy.

In Method B, the time taken for comparison of each and every feature in the database is
reduced, by using a partial comparison instead of full comparison. The partial comparison means
that some of the verification components will be skipped based on the constant preset or based
on the live features. The criteria used for skipping the components may be based on time taken

for the component as they help in reducing the total time taken for identification.

During partiat comparisen, many of the verification components that decide the identification

result iay be skipped resutting in less accurate resuit.

SUBSTITUTE SHEET (RULE 26)
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In Method B, the tinme taken for conparison of each and
every feature in the database is 30 reduced, by using

wo Rofdiigal conparison instead of full corrpar|]s;@lnsGi{,t]@lmm:h

partial conparison nmeans that sone of the
verification conponents will be skipped based on the
constant preset or based on the live features. Tha)AN 2007
criteria used for skipping the conponents nay be based
on time taken for the conponent as they help in
reducing the total tine taken for identification. 35
During partial conparison, many of the verification
conmponents that decide the identification result

The VBY¥R&Rio8 kbRRBENE 65 Inki BYstigped @SGsAGaHE ﬁﬁgérﬁrﬁSbHe,t but not limited
SUBSTI TUTE SHEET (RULE 26) - ------- IR WO

to: 2005/ 013187 PCT/ SG2004/ 000235 81 JAN 2007 4 5 The
vera) f Erbatcementctbapen et sniiahas threaljiorirtrics kivp peiticel therglavsiecredsing
the f r d to: a)
EnhanﬂggrgfgaﬁgOk%é%&egwifg?%nﬁg%g} the bionmetrics raw
source thereby increasing the quality of the source,
fi th) f emidatisd bra:rals@ IFOf68 Satges, 1 dp hi elivratdsahe oforfeal seilar
Feat u e Vat t he ste
i ncor{eggi "%a%%e? fgpwes éréetl'ﬁgreg %%cﬁd thg]{)égf &%Z#hlg%ata?ﬁ%e
features and the features in the database. The

The CONPMRREiSted Al e GreabRY %f e Qe BTN RbmbdiRnty Qi’résferhtGratHeoﬁhor art
onents presen or art

metiR AP BT GO S L RTa's HAP T E g R spareon
during the conparison. 15 When the skipping of the :

Wh%netélh%{ip&:ﬂ%io? H'Ige\lepﬁcﬁﬂ l .h@k?.éléaiaiﬁd aﬁ'&‘%alﬁl‘t@m lhlatt%n%tncg Qi‘éntnf cation

e reduced resulting
will bfhred\hraﬂ reaiddting|if, I’PP%‘@G"'T"@C'&‘) I ncr ease of Fal se Acceptance

manné&%k of Eh& At@é;izﬁl&dm& &Ang&m@dgemge ﬂagc(; liﬂ&lesufuaj @e rate
at | C e Met s .t he i,ndi vi dua
i ncor"f'té'tl]“f‘f{&7 %hog '?Eﬁ'g}?eé *"J:B”?G% éTcggecﬂéJ ection Rate

(FRR), the perforrrance rati o measuring the rate at

whi i) hy RGP ERQR R A d?’d F%Eét ($R Jhﬁne 'p@rﬂirr\‘lhﬁi@ tiol REQIING Eiel Mt at
The present prior art s al so_does not i nclude

addi t MoiFsihe MatherhR é‘*‘ﬁ?éﬁtthedPFH”q}’élr'?cPf Y on

The present prior art methods also does not include additional enhancement and verification

steps resulting in increase of False Acceptance Rate (FAR) and False Rejection Rate {FRR).

The invention disclosed herein includes methods that do not skip the verification components.
The sequential verification of the biometrics features is also eliminated in the method providing a

stabie, viable and reliable solution.

In the invention the biometrics features are classified based on the Global Characteristics. The
classification is carried using the-Classification Code generated for the biometrics features’ Global
Characteristics. The generation of the classification code is explained under Figure 2, part of

Detailed Description of Preferred Embodiments.

with the-classification on the biometrics features using the dlassification code, in the invention,
sequential comparison of all the biometrics features in the database is eliminated as explained
under Figure 4, part of Detailed Description of Preferred Embodiments. This is accomplished by

classifying the features in the database using Classification Code.

SUBSTITUTE SHEET (RULE 26)
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25 steps resulting in increase of Fal se Acceptance
Rate (FAR) and Fal se Rejection Rate (FRR). The
n di scl osed herein includes nethods that do

‘VOE&M&Q&kQ the verification conponents. The sBHUEREI0A[000235

verlflcatlon of the bionetrics features is also

elimnated in the nethod providing a stable, viable

and reliable solution. 30 In the invention the 3% JAN 2607

bi ometrics features are classified based on the G oba

Characteristics. The classjification is carried using

the C assification Code gen%rated for the bionetrics

features' G obal Characteristics. The generation of

In thB ‘ﬁw@rlt@ﬁ e rétQ@Jn'bgﬂveﬁ%% AufIp& R Ed?&q? %dcﬁgabgéega% Cheltotal time

%h% Det ai | Descri tl0n0
tak b*&?‘ﬁ*&??f'%" is genoypq Wit the elg'r aalien pfi the sqagentigh verification or comparing
all the B trasi ic e fdamabase 08 mmgthb Fettol assé fiveabh QA ;ﬁ%@ wresul® much

fas%h%dlllmﬁ%ﬁtt }n?_g:modstﬁﬁl'{ﬁg Eurr nta a{qg%“ Srr?e@ of all the

lonetrics atures I nt F44N0% i i nated as
expl ai ned under Figure 4 part of Detailed

OndErShé Inﬂfoh@fﬂ cRdrad¥refic@ lof ﬁ‘:@ :rﬁ@fﬁ’c%ﬂhﬁrﬁﬁ& o thENesnd dat$on components are

t
s A N e s R T e 4o s PTUTE
SHEET (RULE 26) WD 2005/013187 PCT/ SG2004/ 000235 31
The] Iﬁb\ént?igpglso %C@dﬁlr&;est&gefo!’ %@B&L% I‘t-'ahs@ &c@%}%atncg rbt Eag{i%g)[egrlld False

t he nunmber of atures in the databas and
RejecfiproRate 4iREH aF 71t PUBAETTictiRE iStsR SxelaipeshnderFigire 1 peheol Detailed
Deserpition ofrdf@red@mbbdi@ergaequent i al verification or
conparing all the features.in the database. As a
result, the nmethod in the invention will provide
result nuch faster and in short tine period than the
current and prior art nethods. 10 One of the inportant
. characteristics of the invention is none of the
verification conponents are skipped during the
identification, providing nore accurate result in
shortest tine. The invention also includes steps for
reduci ng the Fal se Acceptance Rate (FAR) and Fal se
Rejection Rate (FRR) as part of the verification step
expl ai ned under Figure 4 part of Detailed 15
Description of Preferred Enbodi nents. SUBSTI TUTE SHEET
(RULE 26)
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‘ features

----------------------------- - -- WD 2005/ 013187
PCT/ SG2004/ 000235 31 JAN 2007 6 5 The summary of the

WO &g@ﬁ““} the invention as in Figure 8 (ref erfE'P/PngOO-‘fOOOBS

'ed Description of Preferred Enbodi nen
details): 1. In this step, the live features are
extracted fromthe bionmetrics acquisition deV|ce§ %?
(Fingerprint scanners in case of Fingerprints i1sIAN 2007
scanners in case of Iris, réetina scanners in case of
Retina) 2. In this step, the O assification Code 'S
generated fromthe Live features from step

TheesuBImENN ldtha rigees IEitiguingention a%in Figre Betrefp @d%é&%ﬂ?%ffrpaﬂ' of
preRfred¥rffcainerd rdebaakynents. 15 3. In this step, the

generated C assification Code fromstep 2 is searched
in the database of C assification Codes. The
criterion for the search is the exact match of the

1. O agshki &Rt Nive GOSl6res 2R AaraMid homﬁe %%@&&sfae&u.s&%ardéhces

of the classification code in % e dat abase

f ea&Fﬂﬁ%%““f‘ FRNeTRn e s EN9TRGE B @8R 'i“§a%5e‘?fé%5f Ene FGRers
t heindatabmsiea)and verified as expl ai ned under Figure 5,
part of Detailed Description of Preferred Enbodi nents.

5. Upon successful verification at step 4, the ID

. nunipdhis ste, dhedilaseiniceton Gode isigenpEtted frag the Sive featuresJony stemd as

t heggdRinab@ue: figurdIs @6kt bODetSIbd DEY@LbME Prederidi dnitoairens.
informati on fromthe database. The ldentification

Information is also displayed as output for manual

. ver infthig sikp, dire. geBatad Aessificrdion Fodedremtstainya ingrapahed indhadatabase of

usi agssjﬁj:a%ﬁfttjd'dh§ THALRerdor LR GLRSEE tHe QRRE n8RA oPthe dassification
sequence of steps. First the bionetric data of the

i ndtdtdual is enrolled, said bionetric data selected

fron1one or nnre of the follow ng: finger print, palm
rin iris o h

p |th the'su ﬁ%ss u h thé {ias?iﬁ)dag%%ﬁé if ﬁl%ﬁa%gﬁ% gg&ﬁl}?@' for the

ar eclassifieation dofeid selemaé framdhrodatabaserang é%“ﬁé‘éﬁﬁs?@ia'“é‘f under Figure 5,

CeNgLY of PRIaM deberiblidA@e plfeled SmiRineaksm prints, 35 optic

discs in retina image or |lens section in iris image.

The other identifiable significant --features

.i ncUmudeUccedsmgernfcetxw qnetiepm ghe 1D e dllprated el Fhegpnfetsics features

finggs tl@rdlaﬂgﬁe fr, S&P[l’) 3 fi)e{vé Ehtaﬁde(aﬁr caltRAGMb R 80 ME B2@latabase.

enS|ty|n retina, ens and i1ris ortlonlnlrls
| ma@@ Iderpyicapien la{o[rgqttpg,as also displayed as output for manual verification.

A method of identifying an individual using biometric data is disclosed comprises of a
sequence of steps. First the biometric data of the individuat is enrolled, said biometric
data selected from one or more of the following: finger print, palm print, iris or any other
‘biometric data. The anchor features and other identifiable significant features are
identified. The anchor features consist of: center point in fingerprints or palm prints,
optic discs in retina image or lens section in iris image. The other identifiable significant
—features include: ridge join points, ridge line endings for finger prints or palm prints of
macula and vessel density in retina, and lens and iris portion in iris image. The relativity
of each significant feature in relation to the other feature is computed. The relativity
includes distance or direction or both. The relativity is combined to obtain a classification

code. The diassification code and the biometric data obtained are encrypted. Then the
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of each significant feature in relation to the other
feature is conputed. The relativity includes distance
wOOQGos@iisgeti on or both. The relativity is conb .
obtg]: nﬁg classification 40 code. The cl assi f?[éigcgﬁomoozsa
code and the bionetric data obtained are encrypted.
Then the SUBSTI TUTE SHEET (RULE 26) WO 2005/ 01338 7JAN 2007
PCT/ S&G2004/ 000235 31 JAN 2007 7 5 encrypted data is
stored. Sone of the above steps are repeated in the
process of capturing the bionetric data of a person

to &@wbtg@r&gﬂa :E% red, Iggmglo??? %15099 t#e N Ceogeﬁeaé%dd glnﬁifhfgocess of

agai nst the earlier "sto assi
bi dRELTd e igmetiicsdaje of #irsgon é@é’?n@qﬂ“ﬁdﬁe Thaclapsfication code is

St onigchel iaQaTR: the éarldzatsﬁbre@f cldsBifcab@ B dk nﬁevblgH&LIG JaQa -Eh\%nﬁed
be omtted In

| ast tioned ve at on
cer g'ﬁ%ﬁera glﬁrrr% ran%%rg r'ﬁstdaﬁa§§g'F§?5"e 'ﬁ@%‘f%l e to verify
nore than one type of bionetric data such as

fi naeir ﬁnéﬁtm%ﬁ@nfﬁ%n s[e%tcblgéllbe b (_rert%lﬁ irrp mstanceBglz is also

and iris e and i ke.
to P°fﬁ*P&eo$°p\@P t'BOE ﬁ'@na%\s\;@wrhlqn@ﬁgod%mdas-vanaqunnt data and
pﬁrrstmablmagdentrethataabgeomdnidﬁbﬁig@ anll Nthe iﬁké UBihONR nWB@s.rsﬁre to
t t t ear S
%(B}pgrgf‘e ’Eﬂe ﬁlgo% %ght%ngcp e FI w:& {)ers?rﬁa 'd(,epté@gth]l Elg?l?&&n In

to restrict ver|
C oééua&%n‘éhmsrtheeblomets«@ rdrdq@t :p gt _cyf:ry Dileani ihgs p@BibEI Gurestridt the
| s variffchtnsliha gk aim4ibn tdie aBrOCcess of enrol [ ment of
bi onetrics features to be used for identification.
Figure 2 is a flow diagram of the process of
generating a classification code fromthe bionetri cs
features. 25 Figure 3 is a flow diagramof the process
B"%Pe%‘i’l?F‘PﬁﬁfPfﬂé‘“Bﬁlsorretrl cs features in the database.
F| gure 4 is a flow diagram of the process of
. é{éﬂggthe personnel with |ive bionetrics
‘9“fee‘aﬁﬁ BB His RISz Saroinensioh Rieeiries feplueas ip ds usgifor
idenfiicgtione 5 is a fl ow di agram of the process of
i ndi vidual verification of bionetrics features with
the live bionetrics features.
Figure 2 is a flow diagram of the process of generating a classification code from the biometrics

features.
Figure 3 is a flow diagram of the process of storing the biometrics features in the database.

Figure 4 is a flow diagram of the pracess of identifying the personnel with live biometrics features
from the database of biometrics features.

Figure 5 is a flow diagram of the process of individual verification of biometrics features with the
live biometrics features. )

Figure 6 shows a segmental verification of the biometrics data with full comparison,

- Figure 7 shows a segmental verification of the biometrics data with partial comparison.

Figure 8 shows a process diagram of identification of an individual usmg biometrics data and
classification code :
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Figure 6 shows a segnmental verification of the
bi onetrics data with full conparison. 35 Figure 7

WO Z%HQ%EI@ segnental verification of the bi onetgdgscRoldoss

partial conparison. Figure 8 shows a process

di agram of identification of an individual using

bi ometrics data and classification code. SUBSTI 5?@1\1 2007

SHEET (RULE 26) WD 2005/013187 PCT/ SG2004/ 000235

JAN 2007 8 5 Figure 9A to QF shows in sequence the

identification of the core points and the auxiliary

points of a fingerprint image. Figure |OA to 10D

shows in sequence the identification of the core

igat T LS, . .

o AR Ml PN Foot bt Ry bR poits of
aff@qfﬂ%‘f {"28¢-0n of the verification and identification

using fi ngerprl nt will be descrl bed now. 15 The

riglyl A1 BB hGh LB MR AER, of Y B Pglaciptl 46 Aty points

aine romt
of '&%'"ﬁgﬁger prl nt Scanner for F| ngerprint, lIris scanners
for IRIS and Retina Scanners for Retina bionetrics.
20 The acquisition devices nust provide high quality
Defaipd Beeaipsige R e Rietgied Egdlodiniams i mages for  hi gh
performance of the verification and identification. In
i dent i tion and verification of the

A BURGUTE MV 5RO BT 1S g BT ) eiqroed now

identification and verification based on the invention

Tht,df?a@@i'l (I)neIqu ids E%%n‘n@ﬁ%@falﬂ%ta%%rfb 6f%a fobta?n%d fnroﬁflﬁg Ec%grsmon

s section. The nmethods fo rprint
ot SUedE PRSI SoAE GO FIRE StOPerd (TS Pd ABEe Sogmers
for Rytme diogwatibs.as  but not limted to Iris, Retina, and

DNA. 30 This section, explains the Identification and
Verification process with the live fingerprint. The

Th%?CSE'EE‘%' %ef"&ffst'gus&mpf"ﬁ‘d% high ety "smtdabBnsugh at h@hfﬁﬂlg@npmmﬂs for
high pafpandnsé sfghd Jeafiatdpling identfitatideVvi ces such as

In this section, identification and verification of the fingerprint is detailed for illustrating the
identification and verification based on the invention detalled in the Detailed Description of

Preferred Embodiments section.

The methods for fingerprint in this section are also applicable for other biometrics types such as
but not limited to Iris, Retina, and DNA.

This section, explains the Identification and Verification process with the live fi ingerprint. The
process starts with the acquisition of the fingerprint image using the acqu:smon devices such as

fingerprint scanners.

The fingerprint scanners with a minimum of 500 dpi (dots per inch) are used for obtaining the
high quality fingerprint images. However scanners of fower resolution can be still used in the

process..

Upon successful extraction of the fingerprint image from the acquisition device, the fingerprint
features are extracted from the fingerprint image. The features include the following, but not
limited to: '
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fingerprint scanners. The fingerprint scanners with a
m ni mum of 500 dpi (dots per inch) are used for

wooksRifyshg the 35 high quality fingerprint ima

es.
However scanners of |ower resolution can be EF?@FZ%@@BS
in the process.. Upon successful extraction of the
fingerprint image fromthe acquisition device, t ‘ .
fingerprint features are exttacted fromthe %% JAN 2007
fingerprint imge. The features include the foll ow ng,

but not, A bil besliti s ShBSTTHTE SHEET (RULE 26) WO
2005/ 013187 PCI/ SG2004/ 0002 1 JAN 2007 5 Core

Poi nt, *al 893N Raitsa duxtaTRgIntsPB case of Migdgeintloi n poi nt s,
auxi | i ar yRriggel ifeSentilgLas@Bar boihis ROGEPEA fiberprid®l dge Li ne

endi ngs iliary.points in case of fingerprint
O her @?@ﬁgo(%oﬁ? és(c’"g'ﬁ iy Pginks 4 Frse of fipgekeet of
fingerprint 10 The extraction of above-listed

i c ' Low. Anchor Point (Core
i e SR N T

i ntersection point, or bifurcation point within the
ridges that effect excessive change to the ridgeline
Aflow A ljst of core points are selected and the
GPhPOt (Gare Ko ect the maxi mum change, is assumed as
the anchor point. For exanple, for the scanned inmge

LN Ei anchor. points d the assunmed anchor
Copdic ] 6 e B REAKOR T &r BRFcoli rete Wi dpriges hat
effeR @xcgprvecshangeitmthe ridgading freti. ddisiedt covie tphinbl sac seladtlisna i point,
whAh SHER heARGRAm BRREY, id kpdi gated w th the bl ack

rectangle. It nE:an éln%%uir%ggkt aat%algﬁgolxawssurred anchor

point indicated with the black rectangle affects the

Fong@xsinpidfoothe tdaandd iAB& ih RRurElgRVhe 3R:hE ;ﬂgﬁsp ?}r)iﬂe e F%iull%é arRor

iIliﬂ'].d\g&?e] JOiF‘ %oi nt can be defined as t ocat1 on
OIS R (eI ePles separate or join. The Figure 9C
has the Ri dge Join points highlighted with bl ack
rect angl es.

In the Figure 9B, the anchor points are indicated with black dots and assumed anchor point is
indicated with the black rectangle.

It can be noticed that the assumed anchor point indicated with the black rectangie affects the

maximum of the ridgeline flow.

Ridge Join points

Ridge Join point can be defined as the pixel location in which the ridges separate or join. The

Figure SC has the Ridge Join points highlighted with black rectangles,

Ridge Line endings
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woﬁ@@<7131§70 5 Ridge Line ending point can be dejipegr@dsneoss

he pi xel location that has the last pixel of a ridge.
The Figure 9D has the Ridge Line endings point
i ndicated with bl ack rectangles. O her Core Point
Ot her core point can be defined as the anchor poi ﬁJiOJAN 2007
sel ected apart fromthe assumed,anchor point selected
as "Anchor Point". The FigdPe 9E has the OQther Core
poi nt i ndicat ed in the bl ack dots. Upon extraction of

Rldﬁ Lénse;e?a L%é%el %%e rbe%safsghge el egon th%'%%theij)aesgi:%el oaa ridge. The

FlgumﬁehaSFﬁh@&ﬁ@e Lfmec&fﬂdimmint edicdrsiowith Yitck cagtaodlesPr ef err ed
Enbodi nents. The generation of the classification code
for the live fingerprint is explained as foll ows:

OR&|C8EE R™of t he Anchor point and the Ridge Join
points: 20 In figure 9C and Figure 9F, the relation

OthQneJOY%% t%znlg’e%%"eg Q'a%o%mtstsla@ctgi! ﬁr 9\' tne QSQ;L«Q dsan%{‘\o?

a lon IS estab usi n
PO SIFGH e TSPRSEIT | HIS- 9905 1P T8 " GPREP S biack
dotbet ween anchor point and ridge join point Angl e:

Angl e between the anchor point and the ridge join

poi nt 25 ExanPIes Feature Di stance An 1 10 10

quaegtract@ of 3!l feglugps Grom the inaqrgring dpRgeithe C’éb" Grtio £pdrds Saessted as
speSfdtinger \FRlike&Sof BRENIdITREMpIA of Mefeabdmtboddeias, t he

classification code is 30 generated as:

The generation of the classification code for the live fingerprint is explained as follows:
Relation of the Anchor point and the Ridge Join points:
In figure 9C and Figure 9F, the relation between the anchor point and the Ridge Join points are
established. The relation is established using the following properties:

+ Distance in pixels: Disfance between anchor point and ridge join point

o Angle: Angle between the anchor point and the ridge join point

Examples:

Feature Distance Angle
10 A A 10 deg.
15 20 deq.
S 10 deg.

The above values are sample values and based on the above values, the classification code is

generated as:

SUBSTITUTE SHEET (RULE 26)




110 10 2 15 20 3 5 10 SUBSTI TUTE SHEET (RULE 26) WO
2005/ 013187 PCT/ S62004/ 000231 31 JAN 2M? u 5 In the

wo ahRN§3164 assi fication code, the conponents arg,; al ue
Nunber Description 1 1: Feature nunber 2 1nsgy§fv’6°r°é‘°§023°

distance 3 In Feature's angle 4 2nd Feature nunber 5
2" Feature's distance 6 2" Feature's angle 7 3
Feature nunber 8 3d Feature's distance 9 3° 31 JAN 2007
Feature's angle 10 The cl assilfication is al so padded
with zeros to get:

5 00010001000010000200015000200003000500010 15 Steps
for generation of the classification renmains the sane
for all other type of features such as Ridge Line

In decbogslaadiftatidnhede, Qo @mponditser&UBSTI TUTE SHEET (RULE

26) WD 2005/013187 PCT/ SG2004/ 000235 1 JAN 20-67 12 5
Next an illustration of the verification and

i denti fi caMadue dfumbér na Whesciipgtiosescr i bed now. The
process starts with the aqquisition of the retinal
i mage using the acquisitign devices such as '
retinal s¢gnners. The TINyeR it nShElmers wth—=a
m ni mum of 500 dpi (dots per inch) are used for
obt ai ni ng(t he

2 1% Feature’s distance

3 1* Feature's angle

4 2" Feature number

5 2™ Feature’s distance

6 2" Feature's angle

7 3 Feature number

8 3" Feature's distance

9 39 Feature’s angle

10 The classification is also padded with zeros to get:

06010001000010000200015000200003000500010

15 Steps for generation of the classification remains the same for ali other type of features such as

Ridge Line endings and Other Core points
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10 high quality retina imges. Upon successful
extraction of the retinal image fromthe acquisition

wo %6¥41Sf7 the retinal features are extracted g¢R§gio0f000235

retinal imge. The features include the follow ng, but
not limted to: Optic Disc (Anchor Point) 15 Macul a
Vessel Density The extraction of above-listed features

are expl ai ned below. 20 Optic Disc The visible %1 JAN 2007

portion of the optic nervelis called the optic disc
and can be detected with the followng criteria: 25

g e T
proaces skeits wigr thgi avatisition df temetived image; ysiab frageispon Aevige such as
retinkh @¥hatRe pi xel |ocation where the maxi mum col or
difference exists will have to be narked to get the
30 Optic Disc. For exanple, for the obtained retinal
Thel fmgererint tshemn@p it aDhigiguinsof iSB@ drti (ote deri inchFguesed oo Abtamipe the

hig}g%}gﬁg,edng%tgg@n of the maxi num color difference is
r

d and a circle is obtained as a result. 35 Macul a
The macula is the central point of the retina. The
Updneidcksaful @@iattion of tht Petinal @bdgh froinshodatasitimdiedse, theaetinpl frahres

are _|Cé>?t§’_alctteIgr 3@@%&‘;&% lxél\n?g% ﬁ-h%attﬁﬁé (n"éfﬁg% !ef‘nsa %El lo%i?& fhf{%@ ﬁr)]ite(d tg)
SUBST TUHEC SISEEATICHORBRIEL) 26) - - - - - - - - - - - - -

et EERT -t e WO 2005/ 013187
PCT/ SG2004/ 000235 13 2 1 JAN 2007 5 The w dth and
hei ght ofeshB*¥hage i s obtai ned from the bionetrics
acqui sition device such as

The extraction of above-listed features are explained befow:

Optic Disc

The visible portion of the optic nerve is called the optic disc and can be detected with the

foliowing criteria:

The optic disc has the maximum color difference when compared to all regions

An area where the biood vessels originate ~ from the retinal image point of view

The pixel location where the maximum color difference exists will have {0 be marked to get the

Optic Disc.

For example, for the obtained retinal image, the Optic Disc is identified in Figure 10A. The pixel

location of the maximum color difference is marked and a circle is obtained as a result.

Macula

The macula i5 the central point of the retina. The central point of the retina is obtained as the
pixel position Cx, Cy where

Cx = ((width of the Image) / 2) + 1

Cy = ((height of the Image)} / 2) + 1

SUBSTITUTE SHEET (RULE 26)




Retina Scanners. Apart fromthe central point, the

macul a region is also obtained in the formof square.
woAhshY3lghBgi nary square around the pixel position Cx, _

Cy\ﬁs formed using the fol | owing co-or di nat eZCT/SEHk0m23s

Top Left Position = (cx-10, Cy-10) Square Bottom Ri ght

Position = (Cx+10, Cy+10) Square width = 20 15 ,}

t he co-ordi nates above are pixel values within t JAN 2007
retina image. In the figure 10B, the macula is

i ndi cated using the circle and the macula region is

hnd: . US| a square. 20 The figure 108-D, shows
TR i ordfle Bl PioRd Grmceb e ecs e desics such s
Refiee yvangrsa region within figure 10B. The actua

macul a region is obtained by renoving the overl appi ng
region with the optical disc. 25 In Figure I1OC, the

Aaef? (retp theeretirak ppislg thermacslamegideaisl alsrsottanedi iR g Taim GTak & Mn
inviefrasl sl Sicli¥d RO pi i el density the
reti tr?AaIq i mage, tﬁg&gleﬁtaighgi &l'gpgif%rﬁ' eg‘s’f’%ﬁsif%ﬁwg co-ordinates:
regions. The division is based on the constant w dth

derived from t beuafeidp 1dit PBsMEInGNQf10! BR1dyet | nal i mage.
i age of 5f2 X 512

For exanple, for .t retinal ir
pi xel s, the fo%f”a?elc;%%wg'%?I‘)‘Ps'tl‘i’ﬁ\?e(ct‘ﬁg" & t¥%si on and
the start posi bquemswvids f20 | ows: 35 1. Regi on #1 a.

Size: 256 x 256 b. Start: 0, O (top-left x,y position
in the full retinal inmage) SUBSTITUTE SHEET (RULE 26)

Al 200TNGESABTe PETHE62004 MINA 23T ethf iSidqel AN. 2007 5 2.
Regi on #2

In the figure 10B, the macula is indicated using the circle and the macula region is indicated

using a square.

The figure 10B-D, shows the detailed representation of the macuia point and the macula region
within figure 10B. |

The actual macula region is obtained by removing the overlapping region with the optical disc.

In Figure 10C, the actual macula region is marked using diagonal pattern.
Vessel Density

To obtain the vessel density the retinal image, the retinal is divided into four regions. The division

is based on the constant width derived from the full dimension of the retinal image.

For example, for the retinal image of 512 x 512 pixels, the four regions will have the dimension
and the start positions as follows: '

1. Region #1

a. Size: 256 x 256
b. Start: 0, O (top-left x,y position in the full retinal image)

SUBSTWUTESHEET(RULEZQ
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a. Size: 256 x 256 b. Start: 257, 0 3. Region #3 10
a. Size: 256 x 256 b. Start: 0, 257 4. Region #4 a.
hgFisi@56 X 256 15 b. Start: 257, 257 In thecFkaUingomass
OD, the retinal inmage divided into four regions s
shown. The nunber of blood vessels pass through or
originate or end in every region is obtained. FHedAN 2007
nunber of bl ood vessels in ery region is the
density of the blood vessels in the region. 20 The
generatign ofé%h%n%%assification code for the live
retinal ihage "9 @%pl ai ned as fol lows: The

cl assificati om obizs@BexR® the retinal inmage contains
the foll ow ngy n§grati gn: 25 1. Location of the optic
disc in the four regions 2. Location of the Macula in
the four regions 3. Density of the Blood vessels in
the four 3regi @agion 39 I n this exanple, the :
classification cgde 11 l_be: 1. Location of the optic
disc in the f8ur'?%§§%ﬁ§$503 (the region that has the
maxi mum opt i c bdi Qert:apy@sy t he four regions) 35 2.
Location of the Macula: 04 3. Density of the Bl ood
vessel s in the regi ons 01020104 (01 for Region #1, 02
for Regiton #Begigi#4or Regi on #3, 04 for Region #4) 40
C assificatiop Gpgdersd38401020104 SUBSTI TUTE SHEET -
(RULE 26) - ------- ------ - WD 2005/ 013187

PCT/ SG2004/ 00823428 253.48%7 2007 |

In the Figure 10D, the retinal image divided into four regions is shown. The number of blood
vessels pass through or originate or end in every region is obtained. The number of blood vessels .
in every region is the density of the blood vessels in the region.

The generation of the classification code for the live retinal image is explained as follows:

The classification of code for the retinal image contains the following information:

1. Location of the optic disc in the four regions
2. Location of the Macula in the four regions
3. Density of the Blood vessels in the four regions

In this example, the classification code will be;

1. Location of the optic disc-in the four regions: 03 (the region that has the

maximuin optic disc among the four regions)
2. Location of the Macula: 04

3. Density of the Blood vessels in the regions 01020104 (01 for Region #1, 02 for
Region #2, 01 for Region #3, 04 for Region #4)

Classification Code: 030401020104

'SUBSTITUTE SHEET (RULE 26)



15

20

25

30

35

40

15 5 Figure 1, is a flow diagram of the process of
enrol Il nent of bionetrics features to be used for 10

\vohaﬁmkhgycatlon The process of enrollnent is_an
i nportant step for identifying an individual PGYSERW4000235

step registers the bionmetrics features of the
i ndividual to the database. An |ID Nunber for every
i ndividual is created before this process and ddl HAN 2007
necessary steps are to be aken to avoid duplication
of the identifier. The biometrics features and the
personnel records 15 are referred with this
identifier so as to establish a relation between the
i ndi vidual and the bionetrics features. The
identifier can be al pha, nuneric or al phanuneric code.
The process starts with the retrieval of Bionetrics
Source also called as "raw data"” in the step 101 i.e.
Flngerprl %.Ina e in case of Fingerprint, Retina
FaYerdgl 4 fev F e tr9eess 2harPimest phiigmetrigOiestnres bk ded for
iderltififagora tle plotess sf. enAMmastqulirbiripbi@dht G@Y il BdehryiH§ 84 indRidld LS the
e

RS S BRIE oP S T, o,

qual ity of e raw data I's also Vv
appropriate criterion for every type of Bionetrics.

An I'ﬁh&mfbafWoﬂatE@ ir@m(ﬁblﬂfﬁéﬂedté@ He‘%ha&h@ hRPeds Snd mgés%n?!;t%)s are to be
q£ect§9 ou | ow 25 quality as Known
taken avai uphca{ron cifhtE He%tggrs Swoq;ﬂmeﬁrlfé deafurespndpke 8eregynd perords
are Ir¢fe'T€|deWiqU§'F5| itentiffr sohes to aaatabidButaarefeibrc bﬁ&ednh&]e individual and the

biorsdtrick ?eraiu%sTheTJéﬁtlf%F Ldn®e! afaﬂ% Wa5did a!é inn %r?cactold on 1s

obtai ned fromthe nanua ionetric j cat’i on
met hods that are prior art. 30 The step 102
The iptheeds i starte svith hiee fe@@UAN DR BIoHELOR Etohaee diad enlic@We QB MM B step

o120 TR BT B, L OSE bl Py G0 0858 e

in cape sy diit prgn@hesnd Ap tekasition deviagub asddtin alsis diep dorctiie retidvel of the

Biontc@at Bope. are careful ly extracted and filtering through
the predefined criteria elimnates false features. 35
The criterion used in filtering is obtained fromthe

The maplidabf theoaetdelacis alse niefified atithomne rpfrbds: bi@lon fad @veﬁ[ typd of

Bum%firta T-F(Q Qa\.]: %% %ﬁﬁxe@ )ﬁwt {héc‘s-& gqs fnpméat}s?elf ¥ cte%gﬁgthre sglfrce (?f fow

val i dated for the presenc re U|re
qualingag KRPwR; INFREPT At g PIERSERNFIIUES w@tw@ step 10Ref SteepallbE the rew
datatniechvadhe chagricas) st ep 103, the presence of

The criterion used in verification is obtained from the manua! biometrics verification methods that

are prior art.

The step 102 identifies the features from the data raw obtained at step 101. The features are
taken from the raw data and due to the inevitable presencé of ‘noises, distortions and other
irreqularities do occur. The features are carefully extracted and filtering through the predefined
criteria eliminates false features,

The criterion used in filtering is obtained from the manual biometrics verification methods that

are prior art.

The features extracted in the step 102 are validated for the presence of required number of
features for every biometrics type in the step 103. In the validation step 103, the presence of
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WO ﬁb%ﬁt\@cked and the process restarts from t hecpt€ivoltoh2ss

when the validation fails. The user will be notified

by displaying a nessage at step 104. Wen the

successful validation results, the process contigége

to the step 105, where a cl assification code Ié@fJ%N?MW

generated based on the extracted features at step 102.

The process of 10 generatifn of classification code

is explained in Figure 2. The process continues to the

step 106, where the classification code generated at
requirpdd [Fal(FS 2t Ehecker] nfl gy RIPESS @i@%é’?‘@&“‘aftegt‘%‘p whegpthg Validation
fails Sthetued willbetrdagficdaly allspisengad aesgagai at kted b®. uni que _

identifier for the individual. The detail ed process

of storing at step 106 is explained in the Figure 3.
Whensthehaicaessif e@lidatien restlts dhe ipsocaissepniiier dat '8 #ep tfe where a

cIass‘?ftc@tﬂmlr.Qae &@n%@ﬂ Hagb@ dhadhb Girdc0 eatlides aPERE QDS The process of
ure Ureate upon notifying the

ge“ﬂgtE’P g‘ﬁasgfcé’ﬁori@ge 'S‘Fﬁ%amefjc')%e LE® Eonpl etes with the

success state (109) mhen t he validation succeeds at

The %Fo%&s L0fin ues 30 ufe S Be 2whe|n§th@ chabtaedh %géead'éh@rfateﬁ tE?Step 105 and

grocess of generating a classification code fromthe
the {gplyipe exiacied a'f et H2ese storsd ke fptahass alonrwithdfig F%l@tierféenf‘ﬁf‘é for

the iadiagsi. The ddriilan peade of storiig Wekap T0FRAKpIaNd ip tecRfs: 1. hat
helps in reducing the total tinme taken for
identification with large bionmetrics. The

The slossisinfoingation Snaloatidatedonttlze Hep 70wl wheh ghe galidation tfalls process

termfiated with FRbilulCRate LW nB@iRg the Liber 3PRE 10dat abase

environnments the <classification code al one can be
used for verification, as they are uni que in nost

The pasess condetdsrwithahgvicatat Sdiatie9)emhan tignvatidation $uaeseds at step 167.
classification codes are used for filtering the
bi onetrics features in the database for verification.
This totally avoids sequentially verifying all the
bi onetrics features in the database. 35 This process

netr i cS Source

Figu&:g islar g%délggﬁargb E\e {opas%ﬁ %?neraténé; a fga%siﬁcaalkl)nec%dg ?ro:la rthae.-\’\faiometrics

features.

The process of generating the classification code is a very important ‘process that helps in
reducing the total time taken for identification with large biometrics. The classification code
contains global characteristics of a biometrics “raw data”. In small database environments the

classification code alone can be used for verification, as they are unique in most cases.

in large database environments the classification codes are used for filtering the biometrics
features in the database for verification. This totally avoids sequentially verifying all the

hiometrics features in the database.

This process requires the Biometrics Source also called as “raw data” and an acquisition device is
used for its retrieval (in the step 201). The features are extracted from the raw data in the step

201.
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used for its retrieval (in the step 201). The features
are extracted fromthe raw data in the step 201

| TUTE SHEET(RULE 26) WD 2005/ 013187
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features are validated in the step 203 and if the
validation fails the process will termnate with the
failure state (step 204). \Wen the validation 37 JAN 2007
succeeds, the process continues fromthe step 205. In
the step 205, the type of tlfe biometrics feature is
identified based on the placenent of the 10 features

Theo&tliaagj fedtVie! g%eﬂ\éaha%l& %Xpee%eba?(% %‘I SP]; basﬁgg%n fawtfmﬁ pfcﬁ%ss will

direction o acemnen
terBingaefth thedaiupattate é'%eﬁ 3k Whee fhei vblidstion sunesegn; degs®ess continues
frots Giatstepes. from t he step 206 where an anchor feature
(described later) is identified anong the bionetrics
features fromthe step 202. 15 The anchor feature is
in ting e 263, dlk s efdthe hiomesicplestoent kientdiad bases op rtm;ét@m&& of the

featOes Rn Qﬁ@%ﬂv aRAtWE s Wel dkot e A0CH2 rdlr{aﬁaﬁ lét ﬁm placemenrt] of the

step 206, the relati ve properties of
feaitelt ures with the anchor feature are obtained at step

207. The properties include but not Iinited to

t [ ec | ast
wifl Ith%sm Fnc(,‘:gﬁg %Jﬁ‘gltg% %’én? kg %géj mc%srs}ec?nt{" 8@ 81& g‘ﬁ %%é"here an
a“CF%gﬁﬁtLﬁ% (Fereihed Reer)sie é%%“feQ @'50"92@6 biOQ@G’inafazdtUtds dropr the eep 202.

TheloBEr REURSs MbrtNeSBIEERMSts Phaddn®nt AHD&s GRAReALBLth other fqatures
identifier will be called as "classification code

25 Figure 3 is a Flow diagram of the process of
Witis theranghigr fetterelficomibt siep 306, Swtrelpbs prapeitibecfdhd ahasteaturbNwith the

ancl‘icjﬂ'fe,%tlpé %%ém@@ St Qéppfﬂ?t il p?odemeg’ ERkd @ﬂ n'olFEnl\ l’égltggrst?nce and

not limted to blOﬂEtrICS features an assi fica
direetiofe are stored in the database in a secure method.
This process ensures the integrity of the information

abase. .Th thod 3
At ;X& }iél\t}*é@nstésmfog c?ﬂ?ﬁcfa I?E%?ftIEf 5 qupera S%E%SE@ op ﬁ\gtre%]gﬁfr% gﬁrsteps
ZOSW?QGh PH Indethe atoa@ag@mmzmq@ withh g¢resss sotea The gevietated identifier will be

caliddde Pdidsdiics@nicoge of the features fromthe "raw data" in
the step 301. In the step 302, the classification
code is generated for the "raw data". The data from
Figuteh® is30bwadiadrdnin ef the process of storing the biometrics features in the database. In

this process the biometrics information including but not limited to biometrics features and

classification code are stored in the database in a secure method.

This process ensures the integrity of the information within the biometrics database. The method

prevents identity thefts, feplacements that can occur within the database.

The process starts with identification of the features from the “raw data” in the step 301. In the
step 302, the classification code is generated for the “raw data”. The data from the 301 and the

302 can aiso be the inputs from the other processes.

1n the step 303, the personnel identifier {unique identifier for the personnel} is encrypted with
the classification code (from the step 302) and as a result a “Security Key” is generated. The
encryption is carried out using the personnel identiﬁér as a key. The cipher strepgth of the
encryption is automatically setected based on the computing power of the environment. \

SUBSTITUTE SHEET (RULE 26)
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302 can also be the inputs fromthe other processes.
35 In the step 303, the personnel identifier (unique
47 er for the personnel) is encrypted

“K)*}ggé#flcatlon code (fromthe step 302) and“ggﬂschﬁimmnss

result a "Security Key" is generated. The encryption

is carried out using the personnel identifier as a

key. The ci pher strength of the encryptionis &% JAN 2007

automatically sel ected based on the conputing power of

t he environnment. 40 SUBSTITQTE SHEET (RULE 26) -----
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PCT/ SG2004/ 000235 3 JAN 2007 1Is 5 In the step 304,

In thB %mbla@«meﬁétr &.&ﬁetﬁea&ame@fr&ﬁ @m &é]ﬁB(ﬁta%B t20da3Aehibh Eode from the
ficatio are enc

r
Steaé?zr@e ?‘P?@’pteéé’é'uﬁif ys%é';}“ K‘F’ir rr‘?i“t ‘h‘“ég@i’ 8?;3 go9ting es%’F’tYPtﬁ% data”.
Theentgpon ppthads draitaato. the Jibye308rvathypdardsno Hie tideiagd i cphen duaiigth.
to the step 303 with regards to the type and the
ﬁ?er strength. After the encryption, the process
AT 3PR $RBENE e SIosRFs SoMMuskHe PP Bhe Whéﬁ'féf“;‘/ prevptghdata” i stored in

datShaeé 86hgl the ddsorlad) waﬁﬁthatﬁmdth}ﬁ cBﬁ &G ih EheamRebohREID. The
t he P sonnel I D. The

G assifi
o8 o Rerdi aana of P PTE f e BBt ™o T he surtix of
t he personnel ID. The stored encrypted information is

Thé’ %Jealeﬁgy@éd mfﬁnﬁroﬁns Sé?ﬁe@ad tHe stédﬂgoa/eﬁd i ith@bbPRathoR i hif the
process termnates wt failure state in the

pfoé‘iséli?”g'Bafes Wie théﬁ"? ﬁéte\/“e'thFtie‘&a‘h on at the step 306

succeeds, the process stops with the success state in

‘ Whenl;] Fne vgﬁf%?t %?the%k%bgog sélt[ %e‘as elhef Ei%(\%sg F@% \thEﬂ ﬁfe \?Eéggss state in the

cess of i dent onne
Smbﬁ%hetrlcs features 20 fron1the dat abase of ,
bionetrics features. This process identifies the

Fig@ PNy n@ dlalé?filénngf &{;E‘It %/Bfggsr f 5%{!0 {E g intarfﬁt?ngt Wi t%ﬁlﬁ%gtometn@efeatures .

frofpitlendatabase of igadtinséxtugst h t he cl assification code in an
encrypted form Upon successful match of the

bi onetrics features, the unique identifier for the
Tmﬁ@fog%ﬁ fleptfies thezvgrsaraehucﬂquwlsl'&eé&;aom[;rncb&a%r{&m the database The
dathighed batballg adntai3. the biometrics features with the classification code n an encrypted

form. Upon successful match of the biometrics features, the unique identifier for the personnel is

actually used for personnel identification.

The process starts with the retrieval of the biometrics source (“raw data”) in the step 401. As in
the previous processes the features are identified from the raw data in the step 402. The
identified features are also validated in the step 403 and the process restarts from the step 401

after notifying the user (in the step 404) when the vaiidation fails.

The process continues from the step 405 when the validation succeeds at step 403. In the step

405, the classification code is generated for the biometrics features extracted at 402.
With the dassification code from the step 405, a fist of biometrics features is generated from the

database’in the step 406. In the step 407, it is checked for the generated list is empty and when

the list is empty the process terminates with the reject status (in step 408).
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The process starts with the retrieval of the
bi onetrics source ("raw data") in the step 401. As in

i ous processes the features are identified
WO%(IBW E%é raw data in the step 402. The i denPfT/Pey04/000235

features are also validated in the step 403 and the
process restarts fromthe step 401 30 after notifying
the user (in the step 404) when the validation f&f IJAN 9007
The process continues fromthe step 405 when the
val i dation succeeds at step 403. In the step 405, the
classification code is gené?ated for the bionetrics
features extracted at 402. 35 Wth the classification

The‘bﬂﬁ@ss bminuds hu%mstﬁ@ﬁeﬁl%’ w@ertj: %agyeﬁ?{mepllmg ?%EL{resCig’ Hﬁ%&tgﬁﬁerated at

o ﬁ]g %te fhromt e
Sl Ss‘feé‘ﬁe ZivhiR FP‘O%tr'%féétk@él froRirtng Hep 6@n é‘rfa«'!teldwm L fiusd (as
cheasppinyheaategh Abjp the prdessliérBitnaies wiBieYejbdd SaiRk QR @ég 411).
termnates with the reject status (in step 408).
SUBSTI TUTE SHEET (RULE 26) WD 20051013187
It a peth seploend G025 $120g AvIOGOTE idet@ied WiEh ehepmae sBntifier tagged

with@NbtaUBSmdti@ Taoties b &R A88ss thiRhE:s %Mﬁ Er)é g%c%%la"té €S
features in the list generated at st '
verified with the bionetrics features fron1the step

Figueedhis a igw diagrarh ofidis prootss bioniidtiupbgrificatieck edmeiicd BRuSE &Rh the

five SidReticsrdxqurdar ocess term nates with the reject status

(in step 411). If a match was found, in the step 412

the individual is identified with the unique
This i amtsi ferigs thadgedtricsl Battds hstdrbe ik C‘cfétal%ﬁnﬁw tHeSive biometrics
featJri@sagieHérgéd ﬁ"glg etﬁtggotglqe%cr]ae\; %atta e‘Fh”s‘g;?rg«%?ss?cwtaﬁy mbtlcg%zgegl%g;rses and
plays "ﬁ‘di“?fi'fﬁ‘ﬂta'lo'e\}‘b‘ih? P'ioﬁ‘a‘lﬂfsoﬁﬁnbﬁcamro metrics features wth

the live bionmetrics features. 15 This process

ics features stored in the

rifies
The %fg%es{a %“"E&FF r?“’frﬁg%‘f efareh Pldhe vei e datp agnthg inpyt #estarts frew the
stepf@lom t he obtai ned raw data. This process actually

natches the features and plays an inportant role in
; bionetrics identification. The process requires
n ‘“? ﬁté” BP ot vt efsinilanieaibiss beyreqniibe pipmetrigsdaptaat i ths ddthiese and

the I%S ium;lznﬂiesﬁf?é tls?gécné@féut h&‘zf simfr ?ég&’e@bs\z?é-\édeehﬂ“ etjl'lﬁ thd ERperties

such lac g Iﬁtc SAde eug on tha & ﬁ%léo?cgg#%%%j %Hue ’Pf"eOfI Rigpeetrics. The

thfesb‘?“b\‘?é}{eraﬁéé“yfe@amj?fetbe faé?e geivefetiees. The sinilar features
are identified by the properties such as placenent

™ p ? &gctlon wth a threshold val ue based on the type
e FPiop GHED (TomSe FvE SO e el e v ke aredadatd giteron in e

step B12i TermedeBnetikutefiats aee cbtaiiel] Alridoeadt WS Sf the verification process and
varies based on the type of biometrics. The test runs are manual process of the verification of the

biometrics features

In the step 502, the false similar features and also least similar features are eliminated. This step

actually reduces the false rejection rate (FRR) and false acceptance rate (FAR).

The process continues from the step 503, when the anchor features are obtained from the
biometrics features in the database and also the blometncs features of the raw data. The similar
anchor features are also identified in this step and in the step 504, the similar anchor features

are filtered with predefined critefions obtained from the manual biometrics verification.
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The simlar features fromthe step 501 are actually

filtered with the predefined criterion in the step
WOT?#Q% 13 43,e predefined criterions are obtained gélflbegummoozsx

runs of the verification process and varies

based on the type of bionmetrics. The test runs are

manual process of the verification of the 30

bi ometrics features In the step 502, the falsesgén

features and al so least similar features are 3T JAN 2007

elimnated. This step ‘actzslly reduces the fal se

rejection rate (FRR) and false acceptance rate (FAR)

35 The process continues fromthe step 503, when the

f i n imilar feature
In t?&;%%bﬂ%@gg t‘ﬁ?h%&ﬂ@ttﬁé{?h%m&@ﬁ EQ&T}E rb9 mletclaﬁg thgI Q%Err df §§n| features

( ase and al so the” bionetric
andfsiipgansior deatyrRe with ihequpiier of feptwehin e detabrepd P'quét.ﬁ*ﬁ?%%and
the a&rﬁbeabsahcmdd edatdrdsi reghedtRely. N the alirdRer @Ndmildn fédngessit alpvd &, half of
its ’b‘?‘gfﬁf%f '?1 g%umﬁr*cp t?lgtre? lg%tgﬁt lflru%ﬁ anaa {h? rprocestse{o%éj w\% Er\e success state {in
the Bep MS) phecthe pwress itettlamﬂt@ﬁW1USﬁ]B§]'¢CT nyrﬁatslaEEThe( m@?ze)

------------------- --- WD 2005/013187

PCT/ SG2004/ 000235 7 JAN 2007 20 5 In the step 506,
the probability of the match is found by checking the
nunber of simlar features and simlar anchor
features with the nunber of features in the databases'
bi ometrics data and the nunber of anchor features
respectively. If the nunber of simlar features is
above the half of its nunbers, it is assuned that a
match is found and the process stops with the success
state (in the step S08) else the process terni nates
with the rejection state as in the step 507. 10 1S
20 25 30 35 40 SUBSTITUTE SHEET (RULE 26) 21
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CLAI M5 31 JAN 2007 1. A nethod of identifying an

i ndi vi dual using bionetric data conprising the steps
of: 5 (i) enrolling bionetric data of the individual,
said bionetric data sel&tted from nore than one of
the followng: finger print, palmprint, iris or. n¥
other bionetric data; of hjims | denti fying anchor f eBtupAN 2007
wher ei n anchor feature consists of: 10 (a) center
point or at |east one auxiliary point in finger prints
ar palametipd diiaentifiky aropdiviguatisigSidnibticiata @ ph8gEihe OF

Steﬁ{s((‘% | ens section in iris imge, and all other

ntifiable significant features wherein the
si ol f ieBEHipg biemeie dota ptibe bgiigha saigfbion(e)c datapeciedifm
POi Nt S, mdré BHR ohd TenIbwMgs for finger prints or palm
prints;. or _(b) macul.a and vessel density in retina,
and | er’i‘é‘g%iﬁa’q‘i ‘%"’}"2 *’B@T'P"? YRy Htﬁ?rﬁq’%“e‘ﬁ'ﬁé&e; 20 (iii)
computing relativity in position of each significant
f eafur eaenfiryin@bRdhbOBatli@ wheleench R A€ MR kN the

relativity includes distance or direction or both and
wher ei n @h&F SPRHY S PAY PYREIFRIPRIT Difger prds o1 RSHn
bet ween t heridmichor feature and the significant

featureg doicldickd inGAMRIM At he relativity as conputed
in st ep%b()i i}%c tlso lgbt al r'1 adéi: "assi fication code; (V)

encr ypt {Ag'ePhesEPHBaisinaas i on code obtained in step
(iv) anrddtdiecteromehifiable s@iiRambicaiuRRdwhéreint @B §dnificamO

(vi) stf&mr&gwihg&ogncrypt ed data obtained in step (v);
(vii) repeat steps (i), (ii), (iii), (iv), (v) and

(vi) i n(@e8faedein peintg rigpeinstanpivogiat finoef prinjser saim priotsbe
i dent i f ppdmabed gidvebdti 88y it koting Bh@lehb BSl i pérbdl iRged

with 35 ca,cr)ga%g_i ng;

(i} computing relativity in position of each significant feature in relation to
other feature wherein the relativity includes distance or direction or both
and wherein the distance includes relativity position between the anchor

feature and the significant features;

(v} combining the relativity as computed in step (iii) to obtain a classification
code;

(v)  encrypting the classification code obtained in step (iv) and the biometric
data obtained in step (§);

(vi)  storing the encrypted data obtained in step (v);

(vii) repeat steps (i), (ii), (iii}, (iv), {v) and (vi} in respect of a biometric data of
person to be identified wherein in step (i) enrolling is replaced with
capturing;

(viii) match classification code obtained in step (vii) against classification code
obtained in step (iv), wherein matching include checking the absolute
equality of the classification code; and
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(viii) match classification code obtained in step
(vii) against classification code obtained in step
(iv), wherein matchi ng #2hcl ude checking the absolute

equality of the classification code; and 40 87 JAN 2007

------------ mme mmmmmeee aeeeee-a-- - 22 81 JAN
2007 (vpsiying Beboyiefly detaebigingfin sterdvip #e2in< Bicatekie daten
step (\tbianedgadidpst). bi ometric data obtained in step
(i). 5 2. Anmethod of identifying an individual using
bionetric data as clained in claim1l wherein step
(ix) is omtted. 3. A nethod of identifying an

Izndl ViaGihodlts Id@&lf)t?rhgpé'mﬁd}\h&adlﬁr% Hsn et didimddincl ai m
claim 2 wherein the neth further includes

C'a'mdé(ﬁ'tefef"ﬁ % K€M vi dual using a personal

identification nunber. 4. A system of bionetric
verification of an individual incorporating t he net hod
15 as clalne inclainms 1 to 3. An el ectronic

Syst e PRSI A (ORETYRAA PHYILA ‘r‘stfﬂ’i’ %’“%ﬁ‘? JaERsA0Ed Mwhi ch
clai @k dees2 @hersie tHeotktias fethar ineldddsndeptifginghe Individu3l using a

personal identification number.

4. A system of biometric verification of an individual incorporating the method

as claimed in claims 1 to 3.

5. An electronic system requiring identification of an individual which includes a
method as claimed in claims 1 to 3.



