23/ 11/ 2005 WO 02/ 1019 PCT/ US02/ 17753 METHOD FOR@MNAGI NG ACCE Mo
. OF RES%W&MFH FYP'RNG CONDI TI ONS AND CONDI Tl FOR USE,G

COPYRI GH 0001] A portion of the disclosure of this patent docunent
contains material which is subject to copyright protection. The copyri ght
owner has no objection. to the facsimle reproduction by anyone of the

pat ent docunent or the patent disclosure, as it¢§§ ears in _the Patent and -

Trademark Office patent METHODr FORMAMNAGING AGi iAND USE ves al |

copyright rights what so®FRESRPUURGESRY VERIEYINGCONRIREONSt i nport ant

i ssues inpeding the w desANERGONDETIONSIFOR USE THEREWKIb ks (i . e.
~docunents or other content in fornms readable by conputers), via :

el ectronic, neans, and the Internet in particular, is the current |ack of

“ability to enforce the intellectual (ﬁ)r?_izgﬁ rights of content owners
~during the distribution and us&QFY '6':1 Efforts to resolve this
probl em have been terned "Intellectual Property R ghts Managenent"

_ ("I'PRV'), [0004] t alA Podioarafihadisisicsure of ghismatent dasument contains matarizh)

Property nagenent. (.1 PM *Righ Va Y G Y ) . stronic
" Copyri ght %ﬁgdﬁﬁ‘ﬂhﬁ:{tﬂ%ﬁrpht BB‘?‘?%@WV@%%&L‘PPQ%%} Qg@.’i‘% %tﬂegﬁ& i ght s
- Managenentty thERibsintier Ripfodubiieh ypaRyend oliles pateritxiitamdint dretheopateder ed

in effecting. a DRM System For exarr_gl e, authenticati &Eﬁ@ aut horization,:

account i nglisglaguien tasaftdappanss dn shedratent nd Tradamadooifice patertyfiter Phht s

siddr essed robpe, Bl B eCETBEes ALCIRRTEBRPRBRRORYER | 35°0,5 000G
/5,629, 940, the disclosures of which are incorporate herein by reference,

di'scl ose DRM systens addressi ng tBAGKGROWND [0003] For exanple, U. S
patent. 5;634,012, discloses a systemfor controlling the distribution of

RIS T S A A AL S

~ distribution of digital works (i.e. documents or other content in forms readable -
by computers), vié electrohic, means, and the Internet in particular, is the
current lack of ability to enforce the. intellectual property righté of content
‘owners during the distribution and use of digital works. Efforts to resolve this
problem have been termed “Intellectual Property Rights Management’
| (“IPRM"), -“-Digitai_ Property Rights Management” (“DPRM"), “Intellectual
Property Management” (“IiPM"), “Rights Ma'nagemént" (f‘RM"), and “Electronic
'Copyright_ M.anagement" ("ECM™), collecfively referred to as “Digital Rights
) . Management (DRM)" herein. There are a number of issues to be considered
_in effecting a DRM System. " For example, authentication, authorization,
accounting, payment ahd financial clearing, rights specification, rights
| -verification, rights enforcement, and -document protebt_ion issues should be
‘addressed. U.S. patents 5,530,235, 5,634,012, 5,715,403, 5,638,443, and

, 5,629,94.0, the disclosufés of which are incorporate herein by reference, -

. | disclose DRM systems addressing these issues.

- [0003] For example, U.S. patent 5,634,012, discloses a system for
~ controlling the distribution of digital documents. Each rendering device has a
" repository associated therewith. A predetermined sef of usage transaction
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I5CT/’U'801/ 2005 steps defi ja pr ot ocol used by t.he re’itori es f '
@ Foyleh( 2005

. enforci nga‘;@@gﬁnﬁsghts associated with a docunent. Usage HQIF
wi th the docunent content. The usage rights specify various nmanners of use

of the content such as, viewing only, use once, distribution, and the
like. Pre-conditions, such as paynent of a fee, proof of identity or other

~conditions can be _required prior .t¢ r ok b L b Pfre anfdréingh@sdgentights 1 n
accor dance SiPkH dlelﬁﬂeﬂ%z?@‘étqo%ﬁ{s?ﬁ %’léﬁg rghéé%dr}& condlétﬁilr onsbar e sat |st-i ed

- access to the comt elknis 86aMent: UBAgeaiyms persistwithiiie dosumenicoatanti s
wel | known in-access control applications also,. For exar’rﬁt{%g %ﬁ? iasknown ”
to grant achiwsushge nighisrspeciyovarels mﬂﬂﬂeéﬁtquU% q;fomehco - c'? e

password. '10004] The concept of. |t I 2SS | 'Wﬁg; gqbhfay both --
access coer‘?Wl“gaﬁB'yDNﬁfas?E‘F%ng'.sgrw(?brc %ﬁﬁg%ndﬁ?%gﬁgi“:e a condition. ,

for granti W nq&ﬁ%?gif (?E}mﬁdbhmy drfotiett donditiens mbeeteqnigednpflﬁf@ set
of access rights and conditions to a given resoL{écE. Pre-cog st e -
“associ at ed pertiittiaggiooess todbearéentdn areomanGeWINeNAAG BINS: < 6215 ed

with certai.p users. This is " . v emted. 0Mhe@oncept

- Pre-condit itbﬁ@%ﬁngi{'gasﬁefé%ﬂég %;esgrt%}@gb ?ér\'ﬂgn%%ggess known as’ ° .
"rul e-basegy fhat @etess is Rslhkhowedn alccpse-contnad iapplieationsalseprEQGed as

~an access control lTist, which is a set of resaurces Trule ' in
. some | anguagampledibiskeown dogrant aeass) todsiy] 5‘?&9”@%&&@?% émﬂ@%fu @gﬁy

i mpl emrent ed by nost systegs as an authorization process in which a
princi pal ('@"é@,ana H?é‘"’%g’(?ﬁa:sa systemor a process) is allowed access to a

~ .pnot ected ft. t ai it cbhes.
Sy cr 19941 NvEheicancapbab el S B ffadifboliBobess’,
et hod f or giRgng DRA SstemsDAdypletbgra-eomditiond.eva bondition fer ¢iantng
resources. € netno

corpri ses granting. .access to rot ect ed rce
~by a pri ncigmessaefinmsea bstof autbﬁgze%%%l@i %{PBE‘W?T?\ S@ﬁQPﬁ%s%%ﬁé?}g;%z@gur ce
and the principal are satisfi ) £ 4] ' LiBfddPaith Eogivemt | nue to
access the qqrwftms EFQgsﬂrrgggafﬁq??@d%%drﬂ@?g%ggﬂd]condi_‘tﬂi-ltc?r)\gsl associ at ed
with the pratggictdrPeedbfifiedns resourqesiassopitedwithseartainiusers.ahlis is.

term nating access to the protected resource by.2 . _
' _gkn0wn as ,“role-baseg" access contrcﬁ. %re—con%mons can also be defined by

rules in a process known as “rule-based” access control. Both types of pre- .
.conditions are expressed as an access control list, which is a set of resources

or rules defined in some language or data structure. | N
[0005] —7 Con'ditiohal access is typically imfﬁleh*_uented by most systems as an

7 . authorization process in which a principal (e.g., a person, a system ora

) ‘ process) is allowed access fo a protected resource after certain conditions are
met and/or verified. |

o SUMMARY OF THE INVENTION

- [0006] A first aspect of the invention is a method for managing pse of
protected resb’urqes within a system of resources. The method conjprises
granting access to a p’r_otected resource by aAprincipal _when _p_re_—conditions
. associated with the protected resource and the principal are satisfied,
befmiﬁihg the prihcipal to continue to access the protected resource while
. during-access conditions associated with the protected resource and the
- bfiricipal are sétisﬁed, and terminating access to the protected resource by-
. B | 0




. occurs. The terrpﬂ ati oh event can be either the satisfactpPonu
condi ti on¥OfFRPRt from the duri ng-access conditions or a failure to
continue satisfaction of the during-access .conditions. [0007] A second -
aspect of the inventionis a method for managi ng use of = protected -
resources within a systemof resources, The ne 'S@' i R i ng
pr e- condi t thengrindipal whesn apermigafion evgnt Bc%ﬁgﬁhggg@@gf?g a F?rt g’? gct ed
resource, apd preparti ng.duringe (a:&qgi fihtoremtthatdurmgt-ateessat i sfied to
conti nue a@E'é%‘gt%Pc?aélﬁf 'gﬁ&#@g?g T eggﬂ?ge.l When said protected,resource is .
_inactive, gph@tichsr adkiliretecontinte catisfaction of eidyiRgGRaPes SRRAINPRS
sati sfied,; and rendering said protected resource active and enf o;&i ng said
- duri ng- acﬁ@ﬁgr]c'onﬂisbb&?‘@awéﬁcﬁﬂhé ientionridia metiod iy ananagind #8e S ed..
. [0008] A tATrd*aspect of the invention is a condition a_goglﬁ#éhﬁﬁ%%gn adapted
to associ prateetedomedourices within asystemyregoyreedur &€ 1§ POf the .
. protected resource within a far i gbiin beetes ts agwotectsl The
speci fi cat marmﬁr%@'@%@éﬁﬁgté’%ﬁ%@?‘?g@n “i'ndi cati ng t_hg rotected
“resource ”Pééon.[rﬁé ar&Pg@P@rﬁﬁ@ dusingsaceasatanditiaris, that siust beveatisiel &
indicating @ status of the “resource wth re‘?\&%ct t.{]) i‘g\?gféﬁwsﬁ’“ﬁ% isd '
met hod spegohtinue aocessrcissid prefeatediasREICEyy IRNAR'TE B e o0 e state
‘variabl e can be obtained f ' : oERSib RS bfdselisfild: DRAW NG
[ 0009] The-'ﬁE}?S'Xﬁt?B‘ﬁrq"%gEgﬁ:ﬂeﬁgﬂdﬁ@rﬁgﬁ'@ﬁﬂgﬁgﬁgferregl. embodi ment and t he
attached dr-aﬁw',.Pgd'ﬁfhg\@éiarﬁroié&é@]‘eﬁmceEcti\se anglepdrrcing §2i8BiNgs conput er
. qanchitecture of the preferred  enbodi ngpt ﬁ.IOOéb]g_ Ei&ﬁsﬁ js a schematic
Yl ustr at | aocess corditions wheprsaid PERrGeREIBRS PaVE LEERSAISIPY o1 nodel ; [0012]
Fig. 3 is. a schematic illustration of the states of the. '
| em?)o di ment [0OWBID2/ AGhiEY Aspent ajdhe invention Is a con ftion spemﬁcé’trlcﬁ'( 5i45Ed to

associate a condition with a prqtected resource to control the protected

(i~ PCT/ US02/ 17753 2/101975 the principal wilf) a terninat ;%%fd;fVZOOS-

-

resource within a system for managing protected resources. The speciﬁcation. '
corhprises a resource designafion indicating the protected resource that the
condition is associated with, a state variable indicating a status of the |

resource with respect to the condition,_a method specification indicating a
manner by which the value of the. state variable can be obtained form a

device. -

) | o BRIEF DESCRIPTION OF THEDRAWING .
| . [1000.9]' " The invention is described thro,dgh"a preferred embodiment and the |
attached drawing in which: |
[0010]  Fig. 1is a block diagrém of a computer architecture of the prefe_rreq
Ca embodiment; -

__ ' 00111 Fig. 2 is a écherﬁatic ilustration of the states of a conventic_)nall
o~ access control model; | |
| o [0012] Fig. 3 is a schematic illUé_tration_ of the states of the preferred

~ embodiment,;




['001'3]' . Fig. 4is a flom.‘uart of the authorization ,ocess of t
. preferredweobeodbrsent, 10014] Fig. 5 is a schematic |IIustrB€T’Hﬁ%‘&?/2005

condition of the preferred enbodinent; and 1001.51 Fig. 6 is a schematic
illustration of a condition state of t he preferred enbodi ment; DETAILED
DESCRI PTI ON [0016] Different types of resources require different types of

condi ti ons gy di ELereQl TREPARLAT MePEGiRHALEATIOESS Wrans hrsfored use.

Appl i cant ventTon pro-conditions to include
- condi tions godiRRing Protection and commtnent to thereby obtain a :
f1 exi bl e mechani smto express and enforce such conditions. 10017] In the

pfefe”ed fj‘frm??fg ndi & Ukenfite MR¥siratibnt 6 acobdition| of tuy erefesed
protect ed eso ces |s means that conditions are not just evaluated

prior to aldmimdrgtem,cmut but are, also evaluated during the actual
consunptien of the resource. Additionally, conditions are associated wit
both the Jp@iSF! eFig. @sisua schemdtic Mustiation affa cordifippsiatecef the fuelered
-Assocr ating- conditions with various states of a protected resource

provi des c@embkodimesiiners or service providers a flexible way to protect
~different types of resources. Resource Sgéggéélgrtal content, hardware,
.. software pro grans, nmenory. sgl | (including web

. services),; tinme, fees, usage ri ghts or a license. [0018] Usaﬁﬁ %Hés

~ specify maog16] of oufﬁaensmpesmmesmrcesmmee differeq wpear?frcﬁe gas

ability to e ap itemin a,s f d time.
Fulrt Iher/ ugéiug@ | ae%m%&@t&ﬁ*ﬁ%ﬁﬁé Qé?‘g‘ﬁéﬁggds&%ﬁ Aé'ﬂﬁ g? ﬁsl?rﬁut : on

dgght s and SSEhRA R et cHivatibRE! Sre-etsiiioris @Winslude corditinoofortieth |

_ i vation. usage el ghts. [00191 The, pref erreg errbo i nent,ver % s and
val i dat es qoatgiction@mdmsoromitment o Heprehy obtaigra flexble BP' &‘bFPs‘tRFﬁJP n of

protected resour .0ns can be represented as a condition state

so that th@ﬂdc%n Eﬁﬁs‘é&?%“‘ihﬂn% story of 4 0 rcTrUS&4-AA /2005 WO
o '201975, [0017] In the preferred embodiment conditions are part of the entire
I'rfecycle of protected reSources This means that conditions are not just
evaluated prior to allowmg access, but are also evaluated during the actual
consumption of the resource. Additionally, condrtrons are assoclated with both - -
the protected resource and the state of the protected resource. Assocratmg
conditions with various states of a. protected resource provides content
owners or service providers a flexible way to protect different types of
_ resources Resources can be drgltal content hardware, software programs,.
) : ' 'memory space, goods services (mcludrng web serwces) trme, fees, usage \

rights or a license.

[0018] Usage nghts, speclfy manners of use. For example, a manner of
o 'use can include the ability to use an item in a specified way for a specified

-period of trme Further usage rights can specify transfer rights, such as |

d:stnbutron rlghts and can permit grantmg of usage rrghts to others or the =

, denvatton of usage rrghts

-[0019] The preferred embod:ment vent" es and validates condlttons pnor,

~ during and aﬂer the usage or consumptron of protected resources Conditions

. canbe represented asa condltron state so that the: current state and history of
4




each condition can be.)gged and | ater used. " Sta.varr abl es” ;%%c '
. potenti al‘lﬁ) klnam c conditions. State variables are vari abpesus rﬂiﬁ-'(/gp@e%
-that repr O3t us of a resource or ot her dynamic conditions.-. State
“variables can be tracked, and the value of state variables can be used in a
~condi tion. For exanple, a usage right, as a resource can be the right to

view content and a condition can be that no ot S I nt o
t he net wor gaciwheondiion wean e ilgaged sa"t&g?tﬁrse’ﬁe in ﬁ%ﬁe e\f%g'rgrg oS Qﬁﬂcl&n t he

value of 1 o&erfoh 3 Fr{aﬁﬁg &%%?Lﬁ)n???%@t‘% Sfarfobis A a/ariabRisshaving Ialussd in

the content can not be &%@F
viewing is Haerﬁ@g?@éé?ﬂ stat@9 ¥ 1a Fregourt:ei bt u)ihelatfh@a@’diﬁpm {Qﬂschr t ‘?Ure 10

"of the pre erred enbodi nent. Condjtions 8 taid bel ow.
- and can bevanpahiparcan hettfﬁ%eép@ﬂﬂttl‘ﬁrva&fﬁ) ﬁ&i@l gsocr a évr“?h the
_distributor of..an 0 | Mr@ér canmeetheergmtttselemanager '
or any ot he®h tieey Flo\sﬂn%g%’nﬂ)igt%hggg?ﬁngﬁgg t 0 resources @] ch as dr gr t al
.content. Acaﬁteﬁtfahdeedherﬂoﬁ(whﬂmnammetwwers aspdegged Bl RIHOTS |

" However, conditions 80 can _be s ecr es
i R el | aiencivel worgmAENt isexerasadaiinghB SRR When thel vl eéfé'ié

associ at ed vu th th {’éﬁgrmdigﬁté oﬂ%?ﬁ]de.@gtaréﬂoéged smr,cﬂheacmmiltmnﬁelo ng‘ :
engi ne or 8 lgb%lsr cation, canab Installed in client gvr r.on

Access mnﬁﬂ@eréanmﬁ antshecontent can not be sfiewedOr Yigwing Sdeaning and '
derived. resource(s) 100a in the nmanner.set forth below._ 10021 Ac

manager 40yqg Gt]orrgqber-;dqmgtmte@ tdvapptezt architectareodd mehit they
gpec s of "access to resource, 10Q I n

t
L Cul ar emborimentranGgediinnd) B8 HSADAHen ?rﬁeéigﬂe'f"@i%‘é?? ym and
| i dat t distribot rOtD
Gent 11y nBrAPA G poch St fpplARCR0 Bkepistod NI T OTIC Aecsss

manager 40 bpel 41¢oRtdrtOserviceproviderpan egnterplisss SiprrRge@hagy r°
condi ti-on val i'dator 44.. Resource. manager

registrati wrshmgstomf‘-’t‘ rﬂﬁ%ﬁ%ﬂ%ﬁ?%ce 'nﬁUéiggu@g gﬁeﬁg teﬁlc ﬁfarﬁﬁ‘@@ur ce
100" o "B SHIETS R dE 16 sy ehretims b0 acuepseNomRce
whi ch WO 0861g3kBé spedifiednn/anyasanner. A user operates within client environ t©
30, including a computer or other device associated with the user. Software
| application 20, such as a rendering engine or other application, can be
installed in client envrronment 30. Access manager 40 controls access fo. o

: protected resource(s) 100 and derrved resource(s) 100a in the manner set
forth below

- [0021] - Access. manager 40, a computer device in the preferred
embodrment addresses security aspects of access 10 resource 100 and
derived resource 100a. In particutar, access manager 40 may authentrcate
messages by verifying and validating signatures, such as a cryptographic

:* o signature, or other identifying characteristics of the messages in a known

| 'manner Access manager 40 includes two primary components, resource -
| “manager 42 and condrtlon validator 44. Resource manager 42 i is responsrble | '
~ for resource registration, resource transformation, and resource termination. |

" “Transformation” refers to deriving derrved resource 100a from: resource 100. .

For example, in the case where the resource is an encrypted file which

5




represents

- the cl eayg gRfgesst sel f and the address of the menory that
During ‘resource registration the menory address that holds the image is-

recorded b
access to
addition,
i-mage, so
- 44 npnltor
system Co
descri bed
the curren
requests r
resources-
resour ces
- [0023] Acc
type of co

- However,
- resource 1

'~ stages du
.1s granted
resource 1
aSSOCIated
expr essed
a langu
t he | angua
condi tions
resour ces
make up an
enV|ronnen
02/ 101975.

y resource repository 46 of resource manager 42, so that any

that nenory, i.e. derived resource 140a, can be tracked. In

an .| mage or th. | ke, the derived resource.lOOa cou!g 1 gg‘l(#g&;

LLacking. oMROKEe (160 @S, @e"\@érﬁfé@fésbpgﬁszwoa eoald Idiudstthet he

any tine

dé mede l'f“se'gﬂhﬁd Prsaddréssal dyemarhery that helds thedmades DUFBY
t 44 6
resoprearregisiatian the aemor, aiest toat holds 58 BHpEE is FEEA6E] b1
eStiiee TebhEliG d6f JeR0HR, pinader 220 Ud i arg) adasey 5"3@"‘“
{%%%r@rl é.0daaved Yespnfoec 400a can benatraoklod Upeadditign, trpeting
a

] Condition val, dator

as
When

moadspose waarERar) s9n bodneoii o TmdE; BF gk pee o

onditions with both resource 100 and the state of

1ongal ; SChnpany igatol B oo st Rdtich Y Hlanepne™ wser

n,i rred to as an access condition or "pre-conditionsa
pyrassed ts?wt@‘@ - atr

bﬁ%‘?%&teﬂﬂﬁﬂe %ﬁ@ﬁﬁ C@naitlant\@didatdmrdmmeraetsautthr5!1\9 [pROURRe
after t

f 100, Co
mansgardS, asrdovaabesiingrester dpia Helpnole coatord b Rshlfe,c ©
b t tlidatof 44 ul

F0% Gofen dne SRERF Sy BR HEREE Ad 1T ol o e T

Qgshé’sts PESHREE managér 4Dt d@leeéza:}r dtsatpiebalw!e fledved FRSOLEees -
can be inposed on resouyrce tself S ggwa@%ﬁ
108a ordp nqnwasp&catronzﬂﬁwéﬂa%ls ﬁ"& 9583 PieS8e Tesources

oGAES lrg@ Wsiuétsil Belowep! i cation 20 of client
#k%&gh§$§ﬁge egf% resdﬁ?ce 100 is - accessed and used. WO

8 EﬁT/ (():%t/esls? g ?prgt%%?ed resource 100 is based on conditions 80. This
type of condition is referred to as an access condition or “pre-condition.”

t hat

However, by associating conditions with both resource 100 and the state of

resource 100, it becomes. possible fo protect resource 100 at various stages

B during its life cycle. Resource 100 can be protected before a user is granted

aceess, when access is granted, during the actual use of resource 100 and
- after the use of resource 100. Conditions 80 that are. associated with the

entire ilfecycle of the protected resource can be expressed by use of a
grammar including data ‘structures, sets of rules or a |anguage such as
XrML™,. The preferred embodiment uses of XrML™ as the language to

© express condlt_lons.

[0024] To protect resource 100, conditions 80 can be imposed on resource.

| 100 itself, or any other resources — eijther tangible or mtangrble - including

~those resSources that make up any executing environments, such as a
apphcatxon 20 of dlient environment 30, from which protected resource 100 i is

' accessed and used




['002‘5] Condi t.| ons 80 be the identit
y of a use r agro
. islare grant ed accessg principals and who use pgect eg e Ofﬁj‘]&% 2005

Exanpl es O ¥ T ons 80 are set for

| th bel ow as expressed |nthe

| IggguageWhExarrpl e A expresses a condition associ at eg with a princi ;(;:VLTM
gar ois granted the:right to "view" the protected digital content

"XrM. Book". Exanple B. expres
princi pal 5[002$] aCbndElDBSﬁB Q&ﬁégg fhe I'd@% %@g%gq? %Q?@M%?ﬁ?ﬁ dﬂgadef
errpl oyee" o are r ant ed t$§4~f{l§&ﬂ§ oIl Oa it 'Wﬁo bl protbeiede testiugte aA00wor k

"Xr M. Booléfar Q ACCeS) <rnventory> <digi taI Wor

| i censePar g, Oz MEM Bogifiditions B0 i st rfotthcbeloeras axpEessesh XrMLTM
<linventory> <d3iant> <key Hol der IlcengeP;rtUDRef 8 d &9

:Id: gg;ggzbiéngumsEmTplmmr@Sﬂgﬁo& gonditign, taﬁﬁf’g %ac{l cense> Ex i
</ i nvent oryéggé r\g{ﬁ%;s org %ﬁ?@ lfléﬁf\é(fd\n%&ﬁb%ﬁ{r&&?ﬁ%ﬁﬁ%ﬁaﬁgggﬂeﬁt XrM

.<pri nci pal efExarfflét gltéapaést;d;‘g“rm ogerdition ap$¢¢i@ Mﬂbl 2 9T of

I | censePart Book" 1>
principals, i.e. all persons that fall under the category “ContentGuard

_ -employee who are granted the right to prmt the protected dlglta_l work “XrML

B:

| Bookn

- .- Example A:
J - <license>
<inventory> .
<digitalWork licensePartlD="XrMLBook"/>

<keyHolder licensePartiD="Edgar’/>
<finventory>

<grant>
<keyHolder hcensePartiDRef-"Edgar"b

<view/>
<digitalWork hcenseParﬂDRef—”XrMLBook"l>

“<fgrant>
<flicense>

Example B:
<license> .

<inventory> - | '
<digitalWork IlcensePartID-'”XrMLBook"/? .

) . .. ‘<finventory>
: I <grant> . |

<forAll varName""ContentGuard Employee”™/>

<principal varRef" ContentGuard Employee’/>

~<print/>
<d|g|talWork hcensePartlDRef""XrMLBook”b

</grant>
- <flicense>

- 'Joo26] Conditions 80 can be conditions on principals who must possess -
certain properties, such as.a certain title, or rights, such as a security
clearance. Example C expresses the condition that principals must possess a -

manager's badge.




</grant> </license> 10026':ond|t|ons 80 can be condl.ons on
- who nust mmg-;scertal n properties, such as a certain titRC s?ﬁvﬁsgﬁ@o-’)
such as a security clearance. Exanpl e C expresses the condition that
princi pal s nust possess a nmanager's badge. WD 021101975 PCT/USOJh-5i / 2 0
0 5 Example C'. <l cense> <inventory> <digitai Wrk

l'i censePart! D=" %_Eﬁg <keyHol der iicensePart|.D=" Edgar "
</ nvent ory> <g orAI | var Nane="anyone" 1> <pri nci paI
- var Ref = anyone sseisPr operty/ > <badge> <title>Manager</tit I e>

</ badge> <vi ew >  <diYMEANMHK Ilcei‘lsePar Q\% E k"1> </grant>
<Il'icense? [0027] Conditi Seigital time interval for
‘access to the protected |<tl@rﬂ'|oi®rd!$§ﬂ§efl?ﬁ6@'o %g?sses condi tions that

key hol der "Edgar", <dsventorynci pal, can view the content "XrM. book" not
before 0512912002. asmglami>t after 0512912003, Exanmple D. <license> . :
<i nventory> <di gital Wrk |dfeeaibedtName="akybh&dek"” 1> <keyHol der
- iicensePart| D="Edgar! <principal varRef="anyone"/> o

o ' <possessProperty/> '

<badge> = =
‘<title>Manager<f/iitle>

</badge>

<view/>
. _ _ <digitalWork lrcensePartIDRef-””XrMLBook”b
) - <[grant>
) - <flicense>

| [0027] Conditions 80 can be conditions on the time interval for access to
fhe protected item. Example D below expresses conditions that key holder
“Edgar”, as a principal, can view the content “XrML book” not before
05/20/2002 and not after 05/29/2003. SR

Example D:
_ <license>
<mventory> ]
. <digitalWork licensePartiD="XrMLBook"/>
<keyHolder !acensePartlD—”Edgar"b
- : </inventory> |
1 T <grant> ,
- - - <keyHolder llcensePartlDRef-”Edgar"I>

<view/> )
<digitalWork licensePartlDRef=“XrMLBook > -

<validitylnterval> _
' <n0tBefore>2002—05—29T00 00; 00<lnotBefore>

<notAfter>2003-05-29T00:00:00</notAfter>.
- <jvaliditylnterval>
| .<[grant>
~ <ficense> | o
[0028] Condrt:ons 80 can be re!ated to the physical Iocatlon of the prmclpal
- or resource used to access content Example E below expresses the

" -cond:tlon that anyone currentiy in US can print the content “XrML Book™
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</i nventory> <grant > eyHol der | i censePart| DRef dgar <V e\y’

. <digitaiWrk |icensePalt| DRef ="Xr M.Book"/> <validity] nt eﬁqrp/hg&ﬁ 715}/2005
<not Bef or WOMBH81%E- 29T00: 00: 00<I not Before>

- <not Af t er >2003- 05- 29T00: 00: 00<lnot After>. </validitylnterval > </gr ant >
</license> [0028] Conditions 80 can be related to the physical |ocation of
- the principal or resource used. to access content. Exanple E bel ow
expresses the Eaxadiple Bn that anyone currently in US can print the. content
"Xr M. Book" WD -02/ 101 75_ Exanpl e E: <license> <inventory> .<digitaiWrk

| i censePart| D="% ‘Rﬁ_@@ k'l > <Iij nventory> <grant> <for Al l -

_var Nane="anyone"/> SBMeRQYZ I > <digital Wrk.
i censePartI>/d " Xr l\/LBook /§c;’pg&aé%ﬂf ‘F ep%ﬂﬁf&%@?%@fﬂ%t Ty> g<| territory>
-</grant> </|icense><HuNeMSWF47; 3/ 2005 [ 0029] Conditions 80 can specify a .
.fee that the principsggranist pay for access. Exanple F beI OW expresses the -
condition that anyone can <forAiitvarName="anyone"/> . ,

<principal varRef="anyone"/>

<print/> ,

<digitalWork licensePartld="XrM LBook'/>

<territory> ‘

<country>US<lcountry>
<I_terr|tory>
</grant>

) . <flicense>

[0029] ‘Condltlons 80 can specify a fee that the principal must pay for
access. Example F below expresses the condition that anyone can prlnt the
content “XrML book” upon payment of a fee of $3.10. Example G below
expresses the condition that anyone can prmt the content “XrML book” upon

- payment of a fee of $3.10 for each prmt Example H below expresses the
condition that anyone can view the content “XrML book upon payment of a fee

of $10.00 per hour of viewing time.

Example F:
, <license>" . |
. ' <inventory>
) <digitalWork llcensePartlD""XrMLBook“l>
\ S " <finventory> 7
<grant>
<forAll varName=' anyone"l>
<principal varRef="anyone I>
- <print/> ' :
<digitalWork |lcensePartld-”XrMLBook”l>
- <fee>-
<paymentFlat>
- <rate currency="USD">3.10</rate>
<lpaymmentFlat> :
<io> _
<aba>
<|nst|tution>123456789><!|nstltut|on>
<account>987654321</account>
. </aba> '




content "Xr M. book" upon ./rrent of a fee of $3 10. I*rrpl e G b /
- expr esseswdeymasmsi ti on that anyone can print the content P% E?g)gﬁ} 88(915
paynent of a fee of $3.10 for each print. Exanple H bel ow expresses t he

condition that anyone can view the content "XrM book upon paynent of a fee
of $10.00 per hour of viewing tinme. Exanple F. <license> <lnventory> <di g.
i'tal Work |icenseParti D="Xr M.B :

var Name=" anyone' i > <prin
i censePart | d="Xr MLBogk" I >élP%

09k > </i nventory> <grant> <forAll
var Ref ="anyone"/> <print!> <d| gi tal Work

ee> <paynentFlat> <rate

currency="USD' >3. 10</YaEW </ paymment Fl at > <t o> <aba> <institution>

123456789></ i nstSHeaANSST>
02/ 101975 <It o>

G

<license> <iExernplerG>

<license>
<inventory> -

<account >987654321 </account> </aba> WO .
<Ifee> </grant> <lIlicense> PCT/USR33115 / 2005 Exanpl e

<digitaiWork licensePartl D="XrMLBook"/>-

<finventory>
<grant> -
<forAll

varName—"anyone"b

<principal varRef="anyone"/>

<print/> )
<d|g|taIWork licensePartiDRef="XrMLBook I> '

<fee>

' <paymentPerUse>

" </fee>
</grant>
- <flicense>

Example H:
<Jicense>
<inventory>

<rate currency="USD">3, 10</rate> -
</paymentPerUse>

<digitalWork hcensePartlD-”XrMLBook"l>
<finventory>

<grant>

<forAll varNanﬁe— anyone™/>
<principal varRef=' anyone”l>

<view/>

<digitalWork IicensePartIDRef-"XrMLBook”l> _.

- <fee>

_ <paymentMetered> ' .
- <rate currency="USD">10. 00<lrate>

<per>PT1H</per>

- -<phase>PT10M<lphase>

</paymementMetered>

<to>

<aha>

<institution>123456789></institution>

<ffee>

<Igi'ant>

<account>987654321</accou nt>
<faba>
<fto>
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<di gital Y‘t)r K. li censeP_.I D="Xr M_Book" /> </i nven. y> <grant> <forAll
. var Nare= w%%g,,g <principal varRef="anyone"/> <print/>PeaugRdud/R005
| i censePart| DRef =" Xr MLBook"/ > <fee> <paynent PerUse> <rate ' - |
~ currency="USD'>3. 10</rate> <lI paynentPerUse> . </fee> </grant> <I|i cense>
Exanpl e H. <license> <inventory> <digital Wr k 1icensePartl D= "XrM.Book" 1>
"</I nvent ory> <.g(r§?ynt> <for Al |l varNanme= "anyone"1> <principal varRef= '
anyone"/> <vi &WICSNE/Tgi t al Work | i censePart | DRef =" Xr ML.Book"/ > <f ee>
<payrnent Metered> <rate currency="USD'>10.00</rate> <per>PTl. H<Iper>
<phase> PT10Mk/ phase> .</paynenent Met ered> <}0> <ali>a> <i nskidt hpn>
.123456789>F0030ist | Example! below expresses the condition tha Anyont 8ah gkt 1Y’

content but the exercise of the print right will be tracked by a tracking service

N ' before printing.

Example I:
<license> ‘
<inventory> :
<digitalWork licensePartlD="XrMLBook/>
<keyHolder licensePartiD="Edgar’/>
~ <finventory> o
' o <grant> ' _
» | - <forAll varName="anyone"/>
) ' ' <principal varRef="anyone"/>
<print/> , _ ‘
<digitalWork licensePartiDRef="XrMLBook"/>
<trackReport> .
<stateReference>
- <uddi> '
<serviceKey>
<uuid>...</uuid>.
<[serviceKey>
</uddi>
<serviceParam>
</serviceParam>
_ </stateReference>
~ <ftrackReport>
o _ o </grant>
. ) o - <llicense>

[0031] Conditions 80 ‘may also be conditions on the systém ih which
resource 100 is consumed. For example, condition 80 may require that the

system has an authorized security mechanism or other specific hardware or
software, or only a specific maximum number of users are logged on.

. , [O032] Conditions 80 can specify the repository or other device in -whicb

T _resource 100, éuch as content, residés. Conditions 80 can relate to the 7

| | approval notice that the principal must obtain before us.ing the protected

g ~ resources 100. Conditions 80 can require notification before or after using
resource 100. Conditions 80 can specify the previous rights related to the
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<account >987654321 </ acco’> <l aba> <lto> </fee'><’ant> I
bel o

. 02/ 101975 PCTLUS 1/2005 <™ cense> [0030] Exanple | w WM&HQOW

condi t i on W81 K Pone can print the content but the exercise of the print
right will be tracked by a tracking service before printing. Example I:

<l i cense> <invent ory> <di gi tai Wrk licensePart| D="Xr M_LBook" 1> <keyHoI der
i censePartI D="Edgar"J> </inventory> <grant> -<forAll varNane="anyone"1>

- princi pal * yasRated AARES 100 orpifistrésoudegi Cantiions 80 can also be
~l'i censePar |DRef— Xr MLBook" 1> <trackReport> <st Ify %&ﬁaﬁgﬁw <uddi >
<servi ceKe}mposedmmthekpmﬁhﬂans &Q§HP‘0| er vi cePar anp
</ servi cePar ant <l st at eRef erence> moles. but
[0033] Of course, conditions 80 are not l:mrted to the above exampies,

can be any restriction, obligation or requirement that is associated with
| protected resource 100 as pre-conditions, durrng-access conditicns and post-
, oondltrons Also, even though the examples above are expressed using
XrML.™ conditions are not limited to or by XrML and can be expressed inany

manner.

[0034] Fig. 5 schematically lustrates condition 80 in accordance with the -
) - preferred embodiment. Condition 80 includes resource designarion 42 w_hich
L can be expressed gither implicitly or explicitly. For example, in Example A
above, resource designation 42 is indicated by the attribute “licensePartiD” of
| the “dlgrtaIWork” elements . Condition 80 aiso includes state variables 44,
and method specxﬁcatlon 46 indicating how values of state variables 44 can
be obtained. Method specification 46 can include the location(s) where
values of state variables 44 are stored (such asa remote server that manages
a condrtron) the comrnunlcatlon protocol to communicate with the server ‘
‘where the condition is managed, and any parameters needed to obtain the
| value (such as service parameters, etc). Alternatively, the method can be
hard-coded in the system and method specification 46 can be omitted.

) S {0035]  As noted above, state varrables 44 represent the status of
| condition 80. The collection of all state variables 44 for a given rlght is

referred to herein and a “state of rights”. Each state variable 44 hasa
rcorrespondrng value at any moment in time for the pnncrpal right; and
resource The collection of all state variables 44 of a condition 80 is referred -
to srmply as a “condition state” herein. Frg 6 illustrates condition state 50
whrch mcludes condition 80, and current values 52 for state variables 44 of
condition 80. Method specification 56 indicates the method used to obtain
current values 52 of state vanab!es 44, rncludrng potentially a source from

| .which the value is obtained, the digital signature of a credential, the session

. ID of the request and any other appropriate lnfon'natlon Note that method
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</'trackReport> </grant. </license>[0031] Condi t.1s 80 may al e
.condi ti ona,ég&ﬂtgliu@ﬁsyst emin which resource 100 is consurreqlcq-ﬁ_;s§§ ?9,05
condi tion may require that the system has an authorized security
mechani sm or other specific hardware or software, or only a specific
maxi mum nunber of users ‘are 1ogged on. [0032] Conditions 80 can specify

the repository or other device in which resource l‘ﬁo suc?. ats Ifﬁgtent,

resi des. Cspetificatinn 86 cenrbe epnsidered redundaippiiey Mmethgtspectiation:

princi pal nust_obt ai f | r i SRIEERS, iihodondi ti ons
80 can reqﬁpaé;aﬁd%'s*élgg?i%Leq%gé%ér]gt%eﬁg%ﬁ?tlgéﬁﬁg?pﬁén é?eso_urce, 100. Conditions
.80 can speghbuifitMo66yusestd agtablly obtai edlues Gheanbardfiopenidhons o

23/ 11/ 2005 " PCT/ US02/ 17753 Br ot ect ed resourcfe 100.o0r o'ah.er' sour ces. '
“Condi ti ons nesthed sperifisatien 4Bnwhichds sHogeaied 105 MSR IR SRBIRENGR L as how t o
~verify a condition. [0033] O course, conditions 80 arﬁfnot limted to the
above examjp@86] bubsingaoonisitiomstate60to sepresenbePnditien 88 1BF afidhi r enent t hat

-is associated wt pr.ot ect r ' = i b inng- access
~ conditions Sm}ﬁ?ﬁg{"@ RIBAEHS Sgﬁﬁﬁﬁscg’%dﬁ??g’ﬁ@%gﬂfﬁgﬂ 3@@3?’3?{ ?g(n)v__e are -
expressed wsbagd taUdklyY condifisdo is paslilgratcessible. nConditioa siaten§0 & M. and.
can be expressed i n an manner. [0034] Fig. 5 schematicgl ll’{ﬁ‘jﬁl'l ustrates
‘condition gonstrucied anddhes uﬁednwhwvemt@#eprr@ap@ﬂ%imk@ §tion 80

i ncl udes resource, desi if O - ' Y - ' inRpl i citl
or expl 1 evgitas 463 YRt Bt cidlon, S, 36 cBRRGMARaIRIIRator  Cn Vs
o ol b o B e . At o o 35
idi cat i ngstates 6aIfora abrerstigntassaciaes sdthen aihenicafi aficiga %é{' hod

speci ficat| i.ncl : | ‘of stat

peci fi hﬁoqgéf%dﬁgP‘éﬁb%(l‘?ﬁ#%ie@%% Lo BYsthifStcV ALHAS, O state

~variabl es renote server that manages
- [0037] An authenticated principal is a user that has been p‘rocessec_i by a

system which validates the authenticity of tha"c user, for example when a user
successfully Iégs-in with a usef name and a péssword, the user becomes an -
authenticated principal or just "principél". Using the “system sfate” concept,
condition 80 for a given set of rights is defined as a set of required system

-~ states under which a principal is allowed to access to protected resource 100.
When an authenticated principal wishes to access protected resource 100,
the system state changes from an “original state” to an “authorized state”.

' ) -~ J0038] Once the systemis in an authorized state the principal is then able
to access the protected resource 100 for an authorized operation. In many
cases, it is not the authenticated principal itself that actually accesses
protected resource 100. For example, the access can be delegated to

. another authenticatédi principal such as a rendering application, service, or
~ the like. While protected resource 100 is being accessed and consumed, the
. éét of pre- access conditibns 80 for granting the initial access may no longer
.be applicable for authorizing continued access. Also, consuming protected
s resource 100 may transform the resource into a set of temporary, de.,
o derived, resources 100a from which the access conditions 80 imposed on the

original resources are also not applicable. In order to protect resource 100
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a condition), the cormuni.tion protocol to communi c! wth th%s%izéoma
- wher e t hewgooiolo?sn i s managed, and any paraneters needed PET/OB '

val ue (such as service paraneters, etc). Alternatively, the method can be
har d-coded in the system and nst hod specification 46 can be onmtted. 00351

- As noted above, state variables 44 represent the status of condition 80.

The col l ectign of all : ) 1o | ' rred to
norei n andonasaregSpRyfel TOORM(iRe iy &b sl HECsSeqd g PrefEMba. Lol ne
val ue at agpselifReht Used & wBntept foh authorizatioalandrprgtectionraalledédwing-e. The
collection of all state variables 44 of a condition 80 is referred to }
sinply as accessmepnditionssihieh isdessribeddngletal belos: r at es condition state 50
whi ch includes condition 80, and current values 52 for _state variables 44

of condi t [(08940. INta borventionat sSystemp resBircesipeneene pEtwe skles-.u88d to

bt ai | y 2 of l~abl. + $He Lng:hateatial |y
Cource {r olstatatin TiacZoufen M fo¥ Jonaa nidte e Wateipg i pgla T Y @

credent | al sta&f@ﬂ??ﬁﬁﬁ Fo-chhdifbns Bfc asRe. AMabtimeprdssurepO0pri at e
information. Note that nethod 12 WD 02/ 101975 PCT/ US02 M /

- Nb /200 o
* -speci f i cat becories astive anddhs isysiesa entera te authgrized aracdive stale f% al®on 46

and can nerely be a. eiterati r 20f ' : , method -
_speci fi cat 1"8ng,la§@, oqfﬁté‘ﬁ qvgra%stq(i&p%}ethgg?&ﬁ? al%@éog%@?ﬁwgﬁferent t han
- method spegiditionall statedfn adaitioh tostheustigitiabstate and tauthorized statelh A9.

[0036] Using condition state 50 to represent condition 80 for I ght
si npl i fi esillusteateddo &ig. dfdusing theiyse @W@i@f%f@Ciﬁcgéﬁﬁoélfﬁ? ﬂoﬁh{?e,

Pare B0 et bR RANH HeRBatseerg o skae e N on

80 is . evalthatiesd atsteVied (isade stateh 06 endstate #108. S0ondiions B00am al |
I nformation needed to verify values 52 of state vari_ ables 44 . A n '
col | ect i onbefefaadi for gach stafeethat gnystbemgt uorder i MONETOS KRR an

‘aut hent i Caél[teér&wu@%mh t@%%?rﬁg QfRS! ﬁ%n SRS YUHGE vﬂiﬁpré:s‘bglbﬁfc?i:fg?d. to as a

"system st erern. [ An aut | cated princi is a user that has

been procesasiititnys 80 capdicedefined bnd preparedusingpeapanation epplicaion At user,

esunr P! el any Begrssan oo mtertbos SHA adiing tdpabittidy. EBRABIBAS &

that heed to be satisfied to enter the Authorized State are called “pre-

" conditions”. . Conditions 80 that need to be satisfied during the use of resource
100 ére called “during-accéss conditions” and conditions 80 that are required
at the end of the ,usé are called “post-conditions”. Condition vali_dator_44 can

invoke the requisite conditions 80 for each state.

[0040]. - During-access conditions are. conditions 80 that are transferred
~ from the original resource 100 to itself and any of derived resources 100a
while they are being accessed and consumed by an authenticated principal. |
For example, if resource 100 is a document which is displayed on a screen of
client environment 30 during the authorized operation “view,” then derived
~ resources 100a may include the memory that contains the data from the
_ documeﬁt, the presentation format of the document, and the displayed
windows respectively. Derived resources 100a will all be protected by the set )
of duﬁng-—access conditions. In other words, the principal will only have'- '
access to derived resources 100a as iong as the during-access conditions are
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aut henti cated pri nci p_. or just “"principal". Usi n. he "system gﬁ? e"
. concept, wﬁ%%fﬂ‘lﬁm 80 for a given set of rights is definepcaws &3 H2005
requi red system” states under which a principal is allowed to access to
protected resource 100. Wen an authenticated principal w shes to access
protected resource 100, the systemstate changes froman "original state"

to an "authorized state". [0038]. . Once the tem. i,s i ' Lzed state
t he princi paﬁSﬂQs‘J-thQIBP@eS&@'Kk@%@%cﬁﬂ@edf%ﬁgﬁt@ﬁ? 8@5@?‘5@“&%@5 or an
aut hori zed rati lgp many cases, it is not the authenticated principal
itself tha?ﬁ%gtq%hpﬁ@ngggésses protected resource 100. For exanple, the

. I t.ed t i : Cad.ed ) gl :
Fender i ng. IIcarRarhog efamils sfhedat BRRACLR pcH B o2bplRaton T Ze 100
s bel NG ape gRRa%senfduety ARGibE thatista ploteuted resaurss 100 @noedhe 80 f or

granting the i1nitral access may no | onger be applicabl.e for t hori zi ng
continued peguesstis alithorized tbardpplicphion gﬁt&% CF@%&]P(?@W@B rﬁ@flggr ansformthe
.resource into g set of tenpqr el : : | frfPacédssm whi ch
t he acC'essGEBﬂanqc{)?%aé?rﬂﬂﬁg(@%%mgn ﬁdels %ﬁ%#ﬁd;fo Fﬁ%ﬁ%@ aﬁ[bg al so not .
" appl i cabl ecohditiohs While Ah@sehies iy beingrexectial. DRIMQ-aXess 1MBlitaos USO

A--A-/2005 and i1ts derived resources, 100a whi,le they are ' accessed,

t he pref er centinunushtchange th@e’%’sie'@oﬂ@@p‘t'mﬁme derYRA I quﬁQ?rrlgdHBr ot ecti on.
cal | ed "duying- L1 . ' i idgie Dhbe tieé aedudstedw.
[0039] In '@ﬁ\ygﬁﬁagmggg%ﬁde%ﬁ?ggggﬁ%gs&\g?gﬁ??egﬁe gf two sd% ates. As

i 11 ustrat egpbfhtiohds cBmpléted, ekiserumandatiy ios volatarly.ell dedved EasOpeas | n
orjginal state 102 until pre-conditions are satisfied. MarsH ‘
"i*e)sour ce 1000a@reiesteddey ﬁU@%ﬁSc?%CQQ@QW amt g?llg§%¢1g&a 'g%%l%!a;‘éaagﬁ@act ive

state 104. _TqQ I : I , e detoifeosbdceadsndi nent

defi nes tmﬁygggh%ieg%;ﬁe@?%g&?%%mﬁﬁ Sﬁétbrﬁth"ori gi (r?;l state" and

- "aut hori zegpoaditibRs. As illustrated in Fig. 3, during the use or access of

protected resource 100, the systemstate will change through the follow.ng
states: or g4l st anditidhS 80 afterioyduring theatse ar@eceas of @ resRUECeI®E@Yand end

Thorder t or manelshengenghpse Sapaiogs wiHETHIBCRA TP 1rt0BE St ace. A -
note above“s\qﬂe{erfeéseécﬁ'féqttioﬁéa, while cbnditions that change after or during the use ef
the resource are called “stateful conditions”. Pre-conditions 80 are usually
stateless conditions 80 and are used to control the access to the protected
document. During-access conditions and post-conditions are usually siateful
‘conditions 80. They are used to confrol the lifetime of protected resource 100.
5 ) . (For exemple, protected resource 100 .can no longer be accessed once a
e speciﬁc number of users log_'ged into a network has been exceeded.) With
~ these expanded types of conditions 80 associated with different Stages_of'
protected resource 100, the preferred embodiment provides a mechanism o
authorize the use of protected resource 100 and to protect and track resource
100 while itis being used, |
: '[0.043] As illustrated in Fig. 3 and with reference to elements of Fig.. 1,a
system in accordance with the preferred embodiment progresses through
three stages. Access Authorization stage 302 is a stage in which access
: manager 40 authorizes an authenticated principal to access protected
resource 100 for an authorized operation through verifying that pre-conditions
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conditions 80 can be defi.j and prepared using prep‘tion appli.c ?a 70
-1 ncl udi ngya@¥naeassary user interface and editing capabil iptimggz?fgtgii AR
80 that need to be satisfied to enter the Authorized State are called

“pre- conditions". Conditions 80 that need to be satisfied during the use

of resource 100 are called "during-access conditions" and conditions 80

that are required t the end of {he use .cal]ed . post-conditions".

Condi ti on ## §§H§M4ﬁeﬁ%{-ﬂceiﬂﬁ9@ﬁh"f‘ ﬁgageegéflﬁ.?é Hi\{?ﬁiﬁhsacéﬁs"?or- each
state. [00 iﬁ{ﬁﬁp’ FECES Podcfih b i €46l idsBlfcdid1fiivibthey
transferreé%l?ér%gra e'%orl glﬁena_ ?%gggi%leﬁi%géto Itsel f and any of de¥i ved
resour ces Hp@aeinghised bynesrifzing thet the dudrg-aedesncbreliticnseamainedn _
aut henti cated pringipal, For, exanple, if _resource, 100.is a docunment which

i s displ ay§§t'6fl?ﬁ @ﬁ?éwn&ermmﬂeﬂtst%%ﬁbém a%%'"d‘ﬁgichgaci"r?ésaut hari zed
operation. [vi y L h STte 100! astPdbfgedenory t hat -
cont ai ns tH‘éér?gearﬁ%ﬂ?ﬁ%&éy@%&%ﬁ??&?ﬁc&%?@em%t ion format of the :

~docunent, aesburbes dDBp fanyadivenraperatior symot postagcese conditiongssér ces 100a
will all be protected.by the set .of during-access,.conditiqns, |n other
words. t hesahiefied reuripa acossecangitions albendist £eass bellE peliiies 100a as

| ong as the during-access conditions are 14 WO 02/ 101975 PCT/ USQ1/ 447 3/
2005 sati sfQQ4HH DUnireguREiie-IBIationa; In Whishdaultiple acaesaes are AVRD OLERe nanner

s other copdckanine o WOk AORAIEH SHUEPHE oks 48R0 B RRALIER | o

such as a i'catran user requests a service that 1s a
protected oftruied cioR. Isuehtzhease, anesstatic parametérzeah behssegipldrdart i on

t hat executes the seryice magy be cqnsidered as.a derived resoyrce and is
‘sﬁ%j ect ed %PEY@“E@%“E@ fqmﬂﬁbﬁq@@ée?&f %@H&lﬁ? ime-%qe@%snéceeﬁmen s

bei ng exec adur Lo i A ' hangant he system
state unti #tct%ﬂglt@gr#@grgégggﬁpéggagyeﬁngme%tﬁggwﬁggg é(;sr t hensyst em state

becones unimbgrventiad. Once the requested operation is conpleted, either
mandatory or voluntarily, all derived resources 100a protected by

during-ac C?Fmsqond&cdesmu&irﬁiz%batgﬁdn(@an dutreniticafedaprindipal theyrightfs)state i s
then transterred to the fi-nal st abs b}/ t he, set 8f 0s). acgess, conditions.
to access protected resource 100 for a operation. Fig. 4
illustrates an access authorization procedure in accordance with the preferred
embodiment which includes collecting the current system state based on the
list of conditions 80 associated with the authenticated principal, operation, and
protected resource 100 in step 400. Each state condition 50 can be obtained

' either from the local system or remote system, from a device, an appﬁcation,

n authorize

' ) -~ arepository or a service by access manager 40. The resutt of sfep 400 is the
' original state. [n step 402, current values 52 of each state variab!e 44 in the
pre-conditions are collected by access manager 40. Current values 52 can be
assembled into a record, én_ XML document for example. Information used to
. construct the record can be authenticated (for example, authentication of the
~ principal or the resource 100). In step 404, the pre-conditions are evaluated,
i.e., enforced, against the record. For example, the information sfored in the
_ récord, which contains current value 52 for each state variable 44 of the pre-
 conditions, can be accepted and/or subjected to various processing, such as
‘verifying a sighature of the record or reevaluating all pre-condition_valués. If
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'0042' .Cond't'ons 80 er or during the use or ess of are
[0042] i tions 80 (@ ~during the u g /2005

- or may n 095} ge Those conditions wi th unchang st at e @r9U
"statel ess conditions, while conditions that change after or during the use -

~of the resource are called "stateful conditions”. Pre-conditions 80 are

‘usually stateless conditions 80 and are used to control the access to the
protected document. During:ac 3 CONCh L qig 4 are
usually s %@&mef@&ﬂf%ﬁeég@?éégg%é%y@ %ﬁ'@ o'\%gmers %Pﬂ%hst @?eu me of
pr ot ect ed gifsOecRitiozed(Stafe PtBpl406. prot ect ed resource 100 can no | onger
be accessed once.a specific nunber of users |ogged into a network has been

- exceeded. WP Hit@ﬂaléﬂi@ A% iret ed with
kswgts E%E pro?ecte 5 uQédﬁ W : '

_different resource 10 the preferred enbodi nent
provi des watidatiegtrensdatof pael-taleoesszeoncﬂlélous;eti‘@ralﬁh@m%aimwr%%ﬁ@é‘ b&0 and to

PP et ar Spssifad o8 RRNHES o mablal Gt e plodfisfiat S6Gpt g b of |
-'in accordgq é%@%%géb@smeétefé@m ﬁ@h%b?@&kcﬁé@&éb@%lébﬁl%h three

. stages. Access Authorization stage is a stage in which a g manager
40 aut hori“szdsmtary’hpmlcess andtaewaiemrtbﬂbahaﬂ@gﬁﬁdg%eﬁﬂbﬁédﬁ &ource 100

for an authori eration thr | VO

02/ 101975 'ﬁﬂéﬂf’zew&?"??sz 5%‘9%8&?@k‘?éléégqﬁé%%herﬁéﬁﬁ‘g@ggtbpﬁmmst age 304

is a Stagﬁs'déﬂﬁ@ﬂ?@s@\ﬁ@éﬂooweqﬁéamadmscémas anycondmoham and'its

derived resources 100a while they are being used verlﬂé t hat .t he

duri ng- ac ireshadiog pae-cooditions n@uiiRgraceass sen oneﬁépgﬁ eond AN st age
;3 . . . ) d
Fource Deiorban it AspEages 10 HhuPq resslial Fooefe gaBibatop! cct ¢

~ post - accepaceRRAhvaIR)applieaticR0 3 hedongerdablerg-cecess pratenttid fesoures her wi se’
cease bei nggsat i sfie 0044] In recurS| ve, Si t1+at| mul tiple

accesses 4P8. dnwevpluriary pecesanapplication ) isgept @ﬁf@%\é@ﬁ‘éﬁﬁ@ﬂ n can be
S i i e oty 1 et

non- st at i I'n or to prevent infinite |oop
si t uat i onfor digablirpprotected resmirde 1O0damd detived résauroes 18080d1€ i on rodi f i ed
or | nposegeg%élo%nor? )ﬁh%mearlto sablg cou\]cf geadsone artmtomattcally or with human '
intervention. Enforcement step 404 will change the system from its orlglnal
state to either an authonzed state (step 406) or a rejected state (step 404). In
an authorized state, protected resource 100 is released to either the
' requested principal or its delegated principal and during conditions begin to be
enforced. Note that during access condlttons can be distinct from pre-

| ) o COI'IdlthFIS to provide ﬂemble control of resources 100.

- [0047] As noted,above, resource protection protects both the initial
| protected resource 100 and ite derived resources, 100a by enforcing the set

of during-eccess conditions. The authorized state returned from the access
authorization state eontai_ns-the list of during-access conditions to be enforced

" during the authorized operation. In a mandatory system all detived resources
100a can be registered with resource repository 46 of resource manager 42
when derived resources 100a are generated and used. if any during-access
‘condition becomes invalid resource manager 42 will disable access to .
protected resource 100‘ and derived resources 100a by application 20. -
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i ntervention. [ 0045] Acc. aut hori zation grants an . hent i catgg%d%ig?:ogﬂj)

- the ri ghft‘(, o2n1bfd78ccess protect ed resource 100 for an aut hggi/g

Fig. 4 illuStrates an access authorization procedure in accordance wth
the preferred enbodi ment which includes collecting the current system
state based on the |ist of conditions 80 associated with the authenticated

principal, operation, and protected fesource 100 ip. step,400. Each state
~condi ti on [0048hn e clhariyprsof systenas, %qrd:-'rﬁ qa&%{:ﬂ&@&%&ﬁ? r % enpt e .

system fr, o] a’%g; t r- rfegidtoderivetitiosb0fceddy access

manager 4695%91?@?&&8 oﬁ St g%dbgﬁksorti?é *§gﬁ§6€eg_aitl st%te. In step 402,

current vajofesdudidy tHe raobrcet migistrationadmd transfonmation. Phis-ef@hles i ons are -
col |l ected by access manager 40. Current val ues. 52 can be . into a .
record, artrmngj@f:mwﬁﬁogmes 6| r@.SOFFﬁeoPrﬁ’g?C?tm c{%—%on?%nt. i@%iﬁ%@ Mt he -
record ca ' dahibh gdtipBcedsdsithe princi pal ™ -
or the reg‘(}%ﬁ%@ﬂgg?ﬁ bﬁﬁhﬁ%e%é%ﬁéﬁﬂg @Fe%lggi tions pgrg esval uated, i.e.,

enf or ced, digivedsesbber Hila, Traciing eysigphecan be eitiiesmandaians®ored in the
~record, which contains current value 52 for each state variable 44 of the

- pre- condiolwHary M- accepted and/ or subjected to various processing,
a signature of the record or, reeval

such as verifyin nat, ating all . '
. pre-condi 1{0%9f;al %@@Ieﬂ'ﬂm@@omf en/aiihorize @@g/ez@(:}lgqu)@e%ﬁ%af POSEnt is
successful ,_r r } D iy t he
aut hori ze&bgggﬁ)&gi(ﬁ%g&g%e%%é‘?%oggf b@&?@?ﬁgﬁﬁﬂ?ﬁgwﬁ uysed by ,
condi tion chahpdahe sydem btate ahtdiffectetiicrextaequestioe aacessto @5AUrAT ons, the
 Pocess 11180, Rrepeaniedl o aoseoBion keihe;tere el B bBfdes BmeTBRaR ;..
record di S | ek rwh Bt igrdached/Hieem t hat -
chal | enge?ﬁtﬁh‘%@i éag%ée‘rgtsiésm@ghﬁggégnw@#gﬁ%%t%b?ﬁIﬂ?))éf:o_ces's_. In a mandatory
process prescauced00dsaeleted bhGoarsiothiar adtiop isléakerewhichglisakles of0oa are

dur | ng- acBERETIB AT EPbnORraRsLErEaRan Gt et BisSf e Brkli¥ony ey
ot cary e ARt et cen (M Mepaaiiug s el 1)
operation is being terminated, whether or not the operation is forced to .
terminate, or the application is voluntarily terminating the operation. Deletion
| -(or disabling) of derived resource 100a is important in the process of

hroteé:ﬁdn of resource 100. Condition validator 44 commits the use of

protected resource 100 and enforce the set of post-conditions. Con‘dit_ibn

validator 44 will invalidate (disable) protééted resource 100 if resource 100

*’) o becomes invalid as a result of the change in the system state.

[0050] The preferréd embodiment can utilize various devices, such as a
: personal-computers, sehkers, ,workstatidn's, PDA's, thin clients and the like.
For example, the client environment can be a handheld device such as a

" mobile phone or a PDA. Various channels for communication can be used.
Further, the various functions can be integrated in one device. The disclosed

| fu'nction"all devices and mod'_ules are segregated by function for clarity.
However, the various functions can be cOmbih_ed or segregated as hardware _'
andlor software modules and devices in any manner. The various functions
modﬁles'and devices have 'utility separately or in combination.
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100. In a voluntary p ess, application 20 is n fied if any ggggtig% %g
. cannot bﬁ‘f(? t'.o é,} ed and becones invalid. Application 20 i %c‘rh,%ﬂz% A iU

- for disa ﬁﬁlz Bt ect ed resource 100 and derived resources 100a ..The -
deci sion on whether ‘to disable could be done automatically or with human
intervention. Enforcenent step 404 will change the systemfromits origina
state to either an authorized state (step 406) or a rejecte staﬁe éstep‘
404) . | n [6054ut hthe vadogs reeordp, Beseages. Jsmanie andParions NEIERLCRY o t her

the. requeste rincipal or it | eqat ed Wafod! sand dygi C j tions
begin to BE S&{Bgr E’Bd.&!e NG t%é(?ceedﬁgi %’E‘ g@iéerggt (F:&gér\llg'l%{gi' ongélc.:lgﬁs blgﬂ%:'sti nct
- from pre- rgopsiddsoRpetifications] 8ad the ik candenused toodssosiaterthe eleroents 0047]

As noted above, resource protection protects both th init%ﬁ% EPrq_tggcted
" resource AsoOes:idoi apydypevefdressises <& beogengipliads o ABYnqahaneIy 10

§3£ hor :a rﬁ%ﬁﬁ@ﬁé‘@?@é%§ﬂ§a¥%€§4%i%‘?é@ BEUHPl ng. access condi ti Qﬁsaf':é‘?ii N
Gor rved r MASAC oS TS gipndan ha hesl ey B i TR BHRREEY SHEOTRH, . o

- resource gRaYemés. WY VEE N YRS TRSAMEARGNS 69 barmade wthaued and used. | f
any during-access  condition becones invalid resource nanager 42 w | |

di sabl e adepartingdromrtbe écopelof theoloveatianesaaiingdy then @MHoa by
application.fo. 17 PCT/ flP7 /-2 005 WD 02/101975 [00481 In other types
of syst en@BNd Al SOUNAIGN. » {  acking systent, a tracking object, such as

- special mark or ID, is inserted into derived resource 100a during the
{gpource registrhation and transformation. This enables. - tracking of the
résources by the resource protection conponent. The insertion mark can be
in a format transparent to the application that processes the derived '
- resource 100a. Tracking systens can be .either nmandatory or voluntary
systenms. [0049] The term nation of an authorized operation executes the set
of post <conditions (if any are present). Executing post-conditions '
permanently change the system state and affects the next request for
“access to resource 100. For example, if a post condition is the renoval of
access to the resource ' : : ' e
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100 after an exercise |imt has been reached, when the Iimt is reached
the. resource 100 is deleted or sone other action is taken whi 23/ 5ABOES
or prevents access. Operation term nation can include resource

term nation. Resource nmanager 42 can delete (disable) derived resources
100a when the operation is being term nated, whether or not the operation
is forced to termnate, or the application is voluntarily termnating the
operati LAIDES eti on . (or disabling) of derived resource 100a is inportant
in the process of protection of resource 100. Condition valldator 44
commts the use of protected. resource 100 and enforce the set of
post-condi ti pns. Landhdd @A mavadihg ade0st dtetted kesbited wHEh systemad¥r@dources,
protected, resouyrce 100 if resource 10 becones invalid as a result of the
change FHd pthod Gemphsiagiat e. [ 0050) The preferred enmbodi ment can utilize
vari ous dEViégﬁﬁn ] Smp]k_r r : r i: :

PDA' s, thin cli er%g%ﬁgé%}%gﬁﬁg. Sfrég{gggér?g?%? b?%&@f@?ﬁﬂ%ﬁ?%@éﬂﬁﬂ% can
be a ha#dbeated wethithepretgethd sesowrce amslthé pripdipnt eresatisfie®DA.  Vari ous channel s for
conmuni cat i on be used. , Further, the various f tiops can be .

i nt egr at ed i%eng‘?\tgm%@\? PLECIpah te contingie (o 8%?63%%ﬁ8?t?r8ﬁaq%e%° e&?ﬁé?fa“%a‘{hﬂgs are
segr egadethghi¢cdss roidionsf BEoctdtal withl the plovwRedresoult® andrth® peindipil Gid eaiBfiehn be
conbi ned, (E segregated,as hardware and/ or software mpdul es and devices in
any R duripg oty coditions Rene drUnCt S FLPESRPHOPS B have UF i | ty
separatel Y. Qe HebB bl HioNDOP Ml GHALRAT CIBIE0EI ML, BASALH 2005,
[00511 The various records, nessages, elenments and portions thereof can be
sgr ed tomipdiionsevent gewireesal tamintibh eaventt categwisings eithearthe retisfagtion, of post
refere » ! i.ons,...and.the |i.ke can used to associ ate the

oi enentoitigi RS} 80 NrRE S D confon® BEn PluHSB b SrR SRR R st Midni s
for trdmeikglaccevadondiions. state vari abl es can be used. [00521 The invention
has been described through a preferred enbodi nrent and exanpl es. However,
various nodifications can be made wi thout departing fromthe scope of the
i nvention ag. def Anmethyd bhecaghmrolidnh I wdiersin sa#idh fird- @gditioas)arie\asdoeiated. with a

usage right and wherein said protected resource comprises a primary resource associated with the

usage right and derived resources for exercising the usage right in connection with the primary

resource.

3. A method as recited in claim 2, wherein said primary resource is digital content

and said derived resources are resources for rendering said protected content.

:) 4. A method as recited in claim 1, where said during-access conditions specify state

variables indicating a state of the protected resource and wherein values of said state variables

are evaluated against said during-access conditions to determine if said during-access conditions

are satisfied.

5. A method as recited in claim 2 wherein said during-access conditions are applied

to said primary resource and said derived resources.

6. A method as recited in claim 1, wherein said during-access conditions include

conditions on the state of the system in which the protected resource is accessed.

20




19 23/11/2005 CLAIMS 1. A nmethod for managi ng use of protected resources
within a systemof resources, said nethod conprising: granting2d/cCebé2085
the entirety of a protected resource by a principal when pre-conditions
associated wth the protected resource and the principal are satisfied;
permtting the principal to continue to access the entirety of the
protected resource while during-access conditions associated with the
protected resource and the principal are satisfied, said during-access
conditions being di.std .. pre kL o term i ess
o the entir ity of TRAOE ke (LA BF SR PSRN bAE SuiiRlccs S SRRl e

t er mi nacemkiticeas enttheotowice &1 whiah thetprotetiaditdsaurcenegides, conpri si ng ei t her the
satisfaction of post conditions distinct fromsaid during-access
conditions or a failure to continue satisfaction of said during-access
conditions. &. A Awidiad 28 Secite€int @8m 1) vHeRihiald proh@feR irésosrRt ¢ difitd eortelitt i ons
are associated with a wusage right and wherein said protected resource
conprises a primary resource associated with the wusage right and derived
resources fog, exek Gioddhof AtndtHA8Ge JtHltedilh ROADESNIA Wich ek BloLARL Y
resource. 3. A nethod as recited in claim 2, erein saia primary resdurce
i s di gi $2&d metbod eemprisingd sai d derived resources are resources for rendering

sai d protect ntent. 4. A netho s recited in.claim where sa

duri ng- accespg%cagiﬁﬁiRIF"S%d%éQﬂléctH%ymél%aﬁee S‘ﬁ*fﬁ?ﬁ& zﬁl‘}é’g‘m? r‘?ﬁ‘feé%l%‘? iRy Snigely; %tdﬁf t he

pr ot ectyedtetied eagomee;and wherei n val ues of said state variables are

eval uated agai nst sai d during-access conditions to deternmine if said

dupi ng- acceé’éepé‘ﬁﬁﬁliq%flﬁﬁ@“eésr gongditionss thay must ba satisfirddtonsontimae taserss fo chej m 2
er ei Nt H9eaed Rssyeondi tions are applied to said prinmary resource

and said ggf?ved]?egourcesf 6. A method as recited in claim1, wherein said

dur i ng- accesdenosaid tirotsted mesamde i amattive, omsforming lsaids pmtenditions hentdy stiém i n

which t 0f ect respurce i s accessed. 20 23/11/2005 7. A nethod as

recite&Q%ﬁR@ﬁé§ﬁ¥§g“ﬁﬁgféP sai d during-access conditions include

condi tions eshdbhigg 98 gretetidd doaftet AEive r2al esFRSing SRR HEEnd- e bdiCSonditioné

nmet hod as reﬁited in. claiml1, wherein said protected resource is digital
cont eniWhen said pre-conditions have been satisfied.

10. A method as recited in claim 9, further comprising the step of terminating access
to the protected resource by the principal when a termination event occurs, said termination
event comprising either the satisfaction of post conditions distinct from said during-access

conditions or a failure to continue satisfaction of said during-access conditions.

11. A method as recited in claim 10, wherein said pre-conditions are associated with a
usage right and wherein said protected resource comprises a primary resource associated with the
usage right and derived resources for exercising the usage right in connection with the primary

resource.

12. A method as recited in claim 11, wherein said primary resource is digital content

and said derived resources are resources for rendering said protected content.
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9. A nethod for managi ng use of protected resources wthin a system of
resources, said method conprising; preparing pre-conditions tha3/mukf 2085
satisfied to obtain access to the entirety of a protected resource;
preparing during-access conditions that nust be satisfied to continue
access to the entirety of said protected resource; when said protected
resource is inactive, enforcing said preconditions until said

precondi t i ond3.ar eAsmethad jag drecitaddiny eladerliOngvhseei shighrdutingcontlitiasowecily awts ve
and enf qQrgj Sal d. i.ng- e di.tions n.sal [e- it have .
been" sat M Ao Ll cBUELHO(CERN MR S WERT e CRERRG VelfHls e
step of ateeavaiuatad againshsaié dering-eonditnptoodessingtt if etddurie-dyditias e sakfiphl when
a termnation event occurs, said termnation event conprising either the
satisfaction of post conditions distinct fromsaid during-access

condi tions oy4.a fARindMdAA ettt dAbigh PRVhEERGhIIMNriA-28RkScddltioFaRGBFIRR
conditions, 11. A nethod as recited in claim10, erein said

pr e- con¥ idoimagy gesqurse andisaididexived resourgesage ri ght and wherein said
protected resource conprises a primary resource associated with the usage
right and derived resources for exercising the usage right in connection
with the prilary Ammhnsiras;tccilﬁéﬁnkiaimt Hy dvigesein eaiﬂtdgﬂg'g—acaebs;bandilﬁbns wivhidei n
said primary resqur i igjt ontent and sai erived,resources are
s out caidspt SR el o s lenr SRtk e pen i So TS et 00505, A met hod
as recited in claim 10, where said during-conditions specify state
variables indicating a state of the protected resource and wherein val ues
of )sai d st atl®- var® Histhed asgpeiteg\in|clpmeld, adhareins said dpengteccesscanditions inshilet o
det er M AGaiubnSa de difibd RO bAASIA RsqBld fij&d- 14. A method as recited
inclaimll ereln sal uring-access conditions are applied to said
primary resource and said derived resources. 15. A nethod as recited in

cl aim 10, rein said,during-access conditions include condi.jion n the
State of thdlsysAuRERRd feeHARETERS, BBPEN FEliBelefEd fSSust Bifiuld CBietn
method as recited in claim10, wherein said during-access conditions
include conditions on the device in which the protected resource resides.

| T A et hod 18s r écieordition specficetion adpptedith assgciptpraorerditen Mathoarpetertsd
| glog:j;[ ?:r%sg)%ﬂa ?{ﬂ&cgmgc):?tcl)lteér: o g&ggd Tk QRS Rt SaEMIr ARG rbReRE SAGhREE sild
specification comprising:
a resource designation indicating the protected resource that the condition is associated
 with;
a state variable indicating a status of the resource with respect to the condition; and
E:) a method specification indicating a manner by which the value of the state variable can

be obtained form a device,

19. A condition specification as recited in claim 18, wherein said method

specification includes a location of a device on which the value of the state variable is stored.

20. A condition specification as recited in claim 18, wherein said method

specification includes a communication protocol for obtaining the value of the state variable.
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resource to control the protected resource wthin a systemfor nmanagin
protected resources, said specification conprising: a resource Zd%éfé#f%q(bﬁ
indicating the protected resource that the condition is associated with; a
state variable indicating a status of the resource with respect to the
condition; and a nethod specification indicating a manner by which the
value of the state varjable can_ be obtained forma device. 19. A condition
speci fi cati odlas Ackangditignispecificefipn agrecifgrbinglaimsts, further horprisipece fage sighbn

i ncl udegg ge bRcaAtdg eﬂfth@coﬂﬁl‘{iioﬁ?s QAsifyi ch the value of the state variable is
stored. 20. A condition specification as recited in claim18, wherein said
nmet hod specification includes a communi cation protocol for obtaining the

val ue of the,state vari.able..22.23/11/.2005 21. ondi t.i on ecj figcation as
recited in c?g‘i m %f,on lh?? F@FI%SW?%?ﬂéQ&‘ ﬂ@%@éﬂ Fﬁ‘ntt'lecﬁ:oﬁ‘gg‘é‘kléra&cug@%r when
t he condedesOsonidBionakdt $hiseBe satidfiedtoCRinid 128 o BeEdoli G AlePALcaS t6 B deQfhrde)
claim 13, wherein the condition is a during- access condition that nust be
sati sfi &8 ¥sne&Miednue use of a resource after access to the resource has
been granted. 23. A device for use by a principal and adapted to use

protected resources within a systemof resources nmanaged by an access
manager, the2devisdleviombor userhy: a pabanips:] faod adaptediutoi uwsatpratected tesoweos widipandi ng

to an a ted to grant access to the.entirety of a

pr ot ect%%%g%%%%@gc%g %ﬁ efig’-yc?gﬁa‘%ﬁl&ﬁ%agg gﬁc‘%&cgﬁowl?ﬂn%he pr ot ect ed
resource andmedne fpir cortmpsicatigewhRahs réspelidifENsn hESHOMEhIer hduptddo A EASS
ranager for E%mtli ng.t he pr%{}ci pal to continue to access the entirety of
@ pr ofSEI D ety 8f amratecter s ogcawbas RrecoRdfipRORsodated with thaprpfected he

prot ect REor&SAd thSpridthal A€ sMdrag pal are satisfied, the during-access

condi tions being distinct fromthe pre-conditions; and neans responsive to
the access ria¢aagasponsivette thei avaess nynagee éwpetmittingthe ptingipd] yo odnticheto grasect ed

resour by, .- rhncinal en a term nati on event curs, the .tet ation
event Cﬁﬂ%c‘%ﬁgwgﬁoégg ﬂorB %gte@"; RS ?aect“lrhbr?ﬁ '*“nﬁbagquﬁoﬁ?l}ﬁ‘f‘ﬁo%?kﬁﬂc’é‘%dngftﬁ} &’Sm t he
duri ng-porend resonde tandrihe paifcipaloart ablidfied, the ERiREIa0sRs 2ahdifdRChdigdifindthe

during-accegss conditions. 24. The device of claim23, wherein the
pr e- corfei™ fspee-conditipns:andat ed with a usage right, and the protected

resource i NGhddfeFespoive ol the M4SN rdhaft SOF Gtttk tddedsh §o WRAGRirbly WH the 2N

protected resource by the principal when a termination event occurs, the termination event
including one of a satisfaction of post-conditions distinct from the during-access conditions, and

a failure to continue satisfaction of the during-access conditions.

24, The device of claim 23, wherein the pre-conditions are associated with a usage

right, and the protected resource includes a primary resource associated with the usage right, and

~ derived resources for exercising the usage right in connection with the primary resource.

25.  The device of claim 24, wherein the primary resource includes digital content, and

the derived resources include resources for rendering the digital content.
26.  The device of claim 23, where the during-access conditions specify state variables

indicating a state of the protected resource, and values of the state variables are evaluated against

the during-access conditions to determine if the during-access conditions are satisfied.
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derived resources for exercising the usage right in connection with the
primary resource. 25. The device of claim24, wherein the prina2g/Es/R00S5
includes digital content, and the derived resources include resources for
rendering the digital content. 26. The device of claim 23, where the
during-access conditions specify state variables indicating a state of the
protected resource, and values of the state variables are eval uated agai nst
t he during-access conditions to determne if the during-access conditions

are satisfie 23.-234L11[ 2 .27,, The devi ce of claim?24.  wherein the
duri ng- accesg”'conrgllg% fi%vrllése %?cgalg‘pﬁ’ iwg’ﬁr%ﬁleh‘g‘mnﬁﬁcﬁcé? gonditiang lﬁﬁeea‘pal’rlllt‘i‘E {hhe
deri vedprisanuesmsce a8 theldegivebrb@rcedf cl ai m 23, wherein the during-access

conditions include conditions as to a state of the systemin which the
protected resource is accessed. 29. The device of claim 23, wherein the

duri ng- accessg. conplid 4R dfeditd8, GRABRIH e Mrin®RcRsANhlfBnd el @ang\!?&m

protected resource resides. 30. The device of clalm23, wherein th

pr ot ect auforasitrieithe syt ineshich tie pedtectesiresavrce igaccesied devi ce of cl ai m 23,
further conprising the access nmanager included as a neans within the
device. 32. The device of claim 31, wherein the access manager further
includes: ne2fhs f{The deeveiod ichim LBpwhetein e dogassccegndnlitionsinthdé conditiorke
satisfied %o.conti ncgﬁ access . to the protected resource; neans for

enf or ci T2 fREcedp &hichiby Profigled geropice f95lesy - condi ti ons are satisfied, when
the protected resource is inactive; and neans for rendering the protected

resource active and enforcing the during-access conditions when the
pr-g- condi t i s hdlie dpdenokaaimsd3, wheretnrtlic protectddresonecedeciudse digitakanisohsi ve to
tHe access nmnager authorizing the use of the protected resource based on
the received conditions. 33. The device of claim31, wherein the access
manager fur Bher iTheldedies of mbxms2Y, durthec@impiri3thgathe escdss aeanags iigeladddoss a
i ndi catin tt{D. R o@ect ed resource that a condition is associated wth;
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YI%tate variable for indicating a status of the
resource with respect to a condition; and 24 23/11/ 2005

32.  The device of claim 31, wherein the access manager further includes:
means for receiving the dun'ng-acces_s conditions that must be satisfied to continue access
to the protected resource; '
means for enforcing the pre-conditions until the pre-conditions are satisfied, when the
protected resource is inactive; and '
means for rendering the protected resource active and enforcing the during-access
) conditions when the pre-conditions have been satisfied, and |

wherein the device is responsive to the access manager authorizing the use of the

protected resource based on the received conditions.

33.  The device of claim 31, wherein the access manager further includes:
means for receiving a resource designation indicating the protected resource that a
condition is associated with;

means responsive o a state variable for indicating a status of the resource with respect to

‘a condition; and
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means for receiving a nmethod specification indicating a manner by which a
value of the state variable can be obtained fromthe device, a2d®/Ahk/a005
the device is responsive to the access nmanager authorizing the use of the
protected resource based on the received conditions. 34. The device of
claim 33, wherein the method specification includes a |location of a device
on which the value of the state variable is stored. 35. The device of claim
33, wherei n fsan o Feseivingecmethed spesiication indivsting a ownmarbiycehicloa vpluebdsl f or
obt ai ni QtﬂtetJ&ﬁaMélc&i?beOJbt&iH@ T dé@fcie%lde' 36. The device of claim 33,
further conprising nmeans tTor exercising a usage right when a correspondi ng
condi ti on i swhetinsflieedkvic@7is fElymnsiewito ethefaccdsaimander mhieorizing theeuszoofliiel on

is a during:access condition that st be satisfied to continue use of a
r esour cBmé%fegrresé’&'Ec@g’ S%d’“ttﬁeer‘??eé%ﬁﬁogamﬂﬁ% been granted. 25
34.  The device of claim 33, wherein the method specification includes a location of a

device on which the value of the state variable is stored.

35. The device of claim 33, wherein the method specification includes a

communication protocol for obtaining the value of the state variable.

36.  The device of claim 33, further comprising means for exercising a usage right

when a corresponding condition is satisfied.

37.  The device of claim 33, wherein the condition is a during-access condition that

must be satisfied to continue use of a resource after access to the resource has been granted.
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