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BACKGROUND OF THE INVENTION
[0002] Financial institutions, unlike any other service industry, require utmost trust and
confidence as it deals with customer’s money. As a result, financial institutions need to have
internal controls and checks with respect to both financial and non-financial transactions. During
any such transaction processing, an event may occur which encounters pre-defined instances in
the system. An event is used to denote an occurrence of one or more pre-defined busin¢ss rules.
For several transactions in a financial institution, a user handling the request of a customer
cannot process a transaction, due to non-overridable events encounteréd by the system. In such a
situation, the financial institution’s rules may require the assistance of a second person who will
be the authorizer to address the exception raised by the system. Exceptions to these events need
to be handled by the financial institution at the earliest as customers may need their transactions

to be processed the same day to manage their finances.

[0003] At present, there exists a workflow kind of functionality by which activities can be

queued to users. However, intermediate exception authorization cannot be queued using the
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[ 0005] Disclosed herein are systens and nethods for a referral

i nfrastructure which provides a nmechanismto handl e the escal ati on,

aut hori zation and approval process for financial and nonfinancial

t r ansg@04)"With the increasing importance being given to compliance and internal controls, there is a

need to have an automated referral infrastructure which provides a mechanism to handle the
approval, authorization and escalation process for financial and non-financial transactions in a
financial institution, for exceptional events. This would eliminate delays and errors that may
happen with manual referrals and escalations, along with transfer of related documents. Further it

also helps prioritize work and increase flexibility in the business processes

[0005] Disclosed herein are systems and methods for a referral infrastructure which provides a
mechanism to handle the escalation, authorization and approval process for financial and non-

financial transactions.

SUMMARY OF THE INVENTION
[0006] Aspects of the disclosure relate to a system and method for managing referral workflows

within a financial institution.

[0007] It is therefore one object of the present disclosure to provide systems and methods for

automatically controlling and handling the exceptions encountered in a financial institution.



SUMVARY OF THE | NVENTI ON [ 0006] Aspects of the disclosure relate to a
system and net hod for nmanaging referral workflows within a financi al

i nstitutiwo.20{30Q0AF It is therefore one object of the pPresantold@edosure to
provi de systens and nethods for automatically controlling and handling the
exceptions encountered in a financial institution. WO .

2013/ 140415PCT/ 1N2012/ 000195 [0008] It is another object of the present

di scl osure to provide a predefined authorization nmatrix, to set up controls
based on user roles [0009] It is yet another object of the present

di scl osure to provide systens and net hods which trigger escal ation
mechani0808].1t is another object of the present disclosure to provide a predefined authorization matrix,

to set up controls based on user roles

[0009] It is yet another object of the present disclosure to provide systems and methods which

trigger escalation mechanisms.

[0010] The above as well as additional aspects and advantages of the disclosure will become

apparent in the following detailed written description

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The aspects of the disclosure will be better understood with the accompanying drawings.

[0012] FIGURE 1 is a block diagram of a computing device to which the present disclosure

may be applied.

[0013] FIGURE 2 shows an exemplary architecture of a referral management infrastructure.

[0014] FIGURE 3 shows an exemplary authorization matrix accordingly to the present

disclosure.

[0015] FIGURE 4 shows an exemplary process with the flow of steps for managing referrals.

[0016] FIGURE 5 shows an exemplary process with the flow of steps for managing escalations,

in particular.
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di sclosure will be better understood with the acconpanying draw ngs. [0012]

FIGURE 1 is a block diagramof a conputing device to which the present

di scl osure may be applied. [0013] FIGURE 2 shows an exenplary architecture

of a referral nmanagenment infrastructure. [0014] FI GURE 3 shows an exenpl ary

aut hori zation matrix accordingly to the present disclosure. [0015] FlIGURE 4

shows an exenplary process with the flow of steps for nmanaging referrals.
[0017] While systems and methods are described herein by way of example and embodiments,

those skilled in the art recognize that systems and methods disclosed herein are not limited to the
embodiments or drawings described. It should be understood that the drawings and description
are not intended to be limitingbto the particular form disclosed. Rather, the intention is to cover
all modifications, equivalents and alternatives falling within the spirit and scope of the appended
claims. Any headings used herein are for organizational purposés only and are not meant to limit
the scope of the description or the claims. As used herein, the word “may” is used in a
permissive sense (i.e., meaning having the potential to) rather than the mandatory sense (i.e.,

meaning must). Similarly, the words “include”, “including”, and “includes” mean including, but

not limited to.

DETAILED DESCRIPTION
[0018] Disclosed embodiments provide computer-implemented methods, systems, and
computer-readable media for managing referrals in a financial institution. The embodiments
described herein are related to financial referrals, and therefore certain pairs of terms
("transaction originator" or "originator" or> “user”) are used somewhat interchangeably. However,
such usage is not intended to limit the present invention to the financial institution. While the
particular embodiments described herein to illustrate the invention support financial referrals, the
broad principles behind theée embodiments could be applied within referral management
systems in other fields of endeavor. To facilitate a clear understanding of the present disclosure,

illustrative examples are provided herein which describe certain aspects of the disclosure.
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Preferably, the present invention is implemented in software as a program tangibly embodied on
a program storage device. The program may be uploaded to, and executed by, a machine

comprising any suitable architecture.

[0020] FIG. 1 is a block diagram of a computing devic¢ 100 to which the present disclosure
may be applied according to an embodiment of the present disclosure. The system includes at
least one processor 102, designed to process instructions, for example computer readable
insﬁuctions (i.e., code) stored on a storage device 112. By processing instructions, processing
device 102 may perform the steps and functions disclosed herein. Storage device 112 may be any
type of storage device (e.g., an optical storage device, a magnetic storage device, a solid state
storage device, etc.), for example a non-transitory storage device. Alternatively, instructions
‘may be stored in one or more remote storage devices, for example storage devices accessed over
a network or the internet. The computing device also includes an operating system and
microinstruction code. The various processes and functions described herein may either be part
of the microinstruction code or part of the program (or combination thereof) which is executed
via the operating system. Computing device 100 additionally may have memory 104, an input
controller 108, and an output controller 110. A bus (not shown) may operatively couple

components of computing device 100, including processor 102, memory 104, storage device 112,



described herein are related to financial referrals, and therefore certain
pairs of terns ("transaction originator"” or "originator" or "user") are
used sonawbabidmvdaschangeably. However, such usage i s n®CTiINtawd@d9t o |imt
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exanpl es are provided herein which describe certain aspects of the
di scl @sutidecontrollers, etc.). Output controller 110 may be operatively coupled (e.g., via a wired or
wireless connection) to a display device (e.g., a monitor, television, mobile device screen, touch-
display, etc.) in such a fashion that output controller 110 can transform the display on display
device (e.g., in response to modules executed). Input controller 108 may be operatively coupled
(e.g., via a wired or wireless connection) to input device (e.g., mouse, keyboard, touch-f)ad,
scroll-ball, touch-display, etc.) in such a fashion that input can be received from a user. Of
course, FIG. 1 illustrates computing device 100 with all components as separate devices for ease
of identification only. Each of the components may be separate devices (e.g., a personal
computer connected by wires to a monitor and mouse), may be integrated in a single device (e.g.,
a mobile device with a touch-display, such as a smartphone or a tablet), or any combination of
devices (e.g., a computing device operatively coupled to a touch-screen display device, a
plurality of computing devices attached to a single display device and input device, etc.).

Computing device 100 may be one or more servers, for example a farm of networked servers, a

clustered server environment, or a cloud network of computing devices.

[0021] When a transaction is being processed by a financial institution the system may raise an
event which has resolved in order to proceed with the completion of the transaction. The
occurrence of these evénts is notified in the form of alert imessages, to a user who is processing
the transaction on behalf of the financial institution. System can be customized to have the
facility to define custom alerts based on any parameter, for example, product properties,
customer segment, account properties, transaction properties (such as amount, currency, date

etc.), the user properties etc. According to one embodiment of the disclosure, alert messages can
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device 100 additionally may have nenory 104, an input controller 108, and
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st orage devi 112,
Yonditions’énvitoniment conditions (like back dated transaction /value dated transaction)/scheme

parameters/user parameters etc. These exception conditions are pre-defined by the financial
| institution. The generation of an exception condition will be used by the system to initiate a
referral by forwarding it to the valid authorizers. As used herein, the term ‘referral’ means
generating information regarding the transaction with other necessary information between a
transaction originator and one or more transaction authorizers. For security purposes,
administrators can restrict what excepﬁon instances an authorizer receives. Exception instances
are associated with certain types. For example, a bank can setup limits and approval mechanisrh
for the user processing the transaction on behalf of the financial institution when he grants a
temporary overdraft to a customer. The approval setup can be done based on differént amount
slabs thereby helping the bank to setup multiple approvers for high value transactions. Whenever
the temporary overdraft is granted, then the overdraft amount is checked with the predefined
limit setup for that particular user role and the currency. If the amount is more than the limit,

then exception is raised and the user is forced to get approvals. The entire approval process is
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aut hori zation step requires designated individuals to take acti on the
exceptYHFM BERES ARSI b1k B e arorigerdkespigdbe AetgrRlomessAgs WBKIES i ons
that are linked to a particular authorization matrix 206. The referral

i nf r agttierchasrheen takencai escalatiothisgegistorrdhimdesan essaletiomprogeam R0 iretherrefgrrel t hat
are lying with an authorizer or a role to another role after a specified
per i ognMhgdrhétie systr. Aetssdiareinphagemedcalalish dendiecdsiean daiotifing & nbe staken
by the authorizer keeping the referral nessage. Wiere no action has been
taken, an escalation is registered under an escal ation program 210 in the
referral nmanagenent system As used herein, the term Escal ati on denotes a
means of notifying a new set 9




WO 2013/ 140415PCT/ 1N2012/ 000195 of aut horizers of an escal ati on action
nmessage, generated by the nessage generator nodul e. The nessage generator
nodul e, iwoppidai4al , generates al ert action nessages amdTasmdb/adoigm acti on
nmessage. The nature of the two types of action nessages is sonmewhat
simlar, with the escal ation action nessage bearing additional information
regardi ng the escal ation details. [0023] A transaction origi nator nmay
alternately act as a custonmer imtating the transaction on their own or an
aut hoof awhorizens off 41f escalation aciivnanessages genkratod by g message generatat module hTlse
systemis typically operable to both send and receive referral nessages,
Whi ¢h nieBgigt @neraioe hodddd, iR priveipaR genéaratts eda e haionomesagdsoid 1@ aRN6S actdils,
the characterizations used herein of a term nal being either a transaction

ori gi H?cts&;ge.orhe%tt&emﬁrm@ws_ f*a@tim]ggsagéggg?@ﬁemt Rfnifle SEith }ﬂ’ié- MY 1N

respect of particular transactions perforied fromthe termnal 1nvolVving

ei ther .t he sendi,ng .or el yi of.a referral nessage, .r.espectively. In

ot her “FsPRSSPgRSedifie a9 dHinal intomtrioR rpeerding Me CEPROM et e or r or
conputer in one transaction but as a referee conmputer in another. [0024]
FIG 3 shows an exenplary authorization matrix accordingly to the present
di scl osure. There are a nunber of inputs to the authorization process,

whi ch[0023] édtransdetiangetiginator may ealiconhtdly aches aahistomgt imiating theOsansygtionion t he
busi ness rules, the designated individuals may be identified in what is
ref er fedk 6wn @8 admushorizer, iid aiff@dnteddshotiod® 0AcARding B ahterginal int ths §y8fem is
authorization matrix is a matrix of individuals and busi ness events. It

i ncl U@ﬁﬁcaﬁysgﬁerﬁjle 46 Obtth S%RY SRACK cENE Al aRdisd R whl N thotde afert QLG
exceptions. This could include, for exanple, a hierarchy of a financial

i nsti [.on. r f] I 1Nt val I-dat L ransact and
rai seis]ﬂlé%#ha%ee)?ltr:1 e pg #Egéé%g o& ('{ai‘é? 6?&3%%%?%"‘5&% %}%Ezli%éer%{ﬁgrgsd&&fi f}}%}}(neu}l tO?vr"]“\LA tﬂ%lfn | ow
t he aythorization matrix. 300. Mappi ng o usi ness event. wifh the

aut ho Flfﬁte}té‘ﬁ FiknsachoR AR gstoT AL aﬁ@‘@&%ﬁf %t"ﬂ‘aﬂfiﬁ%e@gﬁ%’,"%i@ é’?ln&éeﬁ%}ﬂtli’atopb’n WO
2013/ 140415PCT/ 1N2012/ 000195 matrix wll be directly nmapped to exception
codes imregpsst of prsiculpetansaetionsyperfappechomi thp termenal papealvipg gihendbe periding event s
conditions, predefined by the financial institution. In the exenplary
enbodrereiving efch réferdalvindssape, orespgotivglyofln | othérvivdrds] sheofsarmy steminals cadd i lgned

to one or nore roles. As used herein, the termrole describes a perm ssion
t 0 pechRhdtedtd a93eeffrePcd@itétan of€traNactidiShids & r&éRBIcOmpERS h &fJuger! NCl udes

a set of designated privileges. An authority matrix 300 is created and
managed by an adm ni strator whose operation causes the term nal and server
to cooperate to permit a user, transaction originator or an authorizer, to
take action for an exception. The exception is validated against a |list of
rul es JORALFI6. 3hpys apsxemplary aytherizntionanatyxtaseordimby foathejmpisnt digglosyecopy
of which goes to the transaction originator and an authorizer. A financi al

i nst i fThtieane aninbéreofabpus tootha esthgrizationgurodess,iwhichchides ddegdtioneinfedi on
codes (to forman associated authority matrix). The associated authority

mat i thel refrati Rt t204 RS thi0he basihberrules) tha desigihtakiadiiduals magbe idenfifedindl ed
by the designated authorizers. If an individual designated by the -authority

mat i % nheRVERrES%o Qsl Y& ahorPAtioh hdkrix B60.VALHRH HERYy, qﬁé ROABRPRAGHPInatrg an

avai l able individual. An authorization matrix wll have referral routing

i nf ion.) ike,. [ ' I ls . lati |
that o PRl Rgh RS RaGuiaed ALor Both R aiofin FRVET

Aut hori zations _are carried out _opnly in a serjal manner |.e. only after

aut hoFe%APRWith afish el gxceptions Tﬁmuli] jnelpde, ﬁy exqapley p Merggehy oha fwangiak o
the next level (Rn-F1). Preferably, one individual should not be allowed to
aut homisititiohe Waheneves tbe pinansialainstitute validates camy teansagsionzandi watses @nedxseptionr

i nstance, consider that the role R2 (Manager) is defined as authorizer at
escal abddeofor sthégh dmafrixais lipked, Zigsn it ek lfollovatheviRitHoriastici mhtiix 300t Mapbihgtdfan

l evel 2 in the associated authorization matrix 300. In this case if a
managefsih@b eV Qkiwite thePHIHAASS nlddix B6GERE ibRMheBle®RCRlsBEAsON. S bihofiz&{on! €Vel
1, then the sanme manager, when he receives nessage to authorize the sane
exception at authorization level 2 (since R2 is also defined as authori zer
at level 2), s/he

10



WO 2013/ 140415PCT/ 1N2012/ 000195 shoul d not be all owed to authorize that
exception. It is to be understood by one of ordinary skill in the art that
the rol e we2p1xamisake nultiple roles in each step. [O00P&/INt0@&/0GDIShOWs an
exenpl ary process with the flow of steps for managing referrals. Consider,
for exanple, a transaction originator) initiating a transaction 402 with a
bank for issuing a demand draft. In the backend, the bank nay have setup
limts and approval nechani sm (based on the business events) for a _
parti cudtex witlaresdictcitlyrmappieditoaogptinherodey hmd whlhmgt sequire agy shappingweth: the
charges & conm ssion setup for a custoner. The approval setup has been done
based vadertljinf excptionsvents caldatuns] fredetned bgl the figaridid ikaitltidno Iis tleldkempldry pl e
approvers for high value transactions. \Wenever the charge amount is

ol ickbodhle B ifd?AEER TR of S RAGISSHE YL, it BRIBIAUS bhoS nlokTidigsset up

for that particular transactio originator's role an currency.

the transact. on opi gi nato ubm ts the.transacti-on to the sys 04 he
syst erfenigacieran T et (Pl ie e P HET B PR oy op€ iRl e of or
then the transaction orjigi nator exami nhes the error 408 and rectifies the
error DYINRBAEVEYSndachaoleriBeiudistd ¥ o fgsigpated RHYGEES o MICaRhRAtY peatey 390 dt ed
unl ess the encountered errors are rectified. Once rectified, the

t r ans actateshamt nginagedoby earadmasistpatpt whiose pperaiert causes the temminay andsen@n to |
the alert type is a warning, then the warning will pop up as warnings al ong
Wit h tdaepdratd @s pérnit 4 0$e8, trahBsctioh dRigi@atdr @ an huhoriadrpto takesiction ¢efdn dxaeptivml Ni Ng
412, override the alert and proceed to submt the transaction 414 on behal f
of a epRtEEStion! ik valigatéd Q%aﬁns@ RORYBF fl18¢ ahd iAPalRK GE Rk P d¥iBe td iRl
system can be configured 1o check whether the transaction ofigi nator can
revi ew £ he,exceptio . R f adm ni strat peraltt t he
tr ansdRt oA BhaRt MRich: £yed ¥ i Santacib SpRR Al i RcPAl Mt
transactjon orjginator has the responsibility of review t he transaction
and t dR%lt'éthS’rW&ﬁ?%ﬁ%ie ASPI8H 4N 24 9“%%8“(‘?‘&?1 g&a@?}woaﬁog%@c? frmy an assopdated o
alert action nessagﬁlto either WO 2013/140415PCT/ 1N2012/ 000195 approve the
r ef er reatthogify meaitx). t Theh asspeigted aruithasity t matrire inplugdes rat 4east genedawthorizer sand an
accordingly nodify the transaction 420 and submit the transaction to the
Syst eraxdéption Idode ap pe haadlediby ithe desigrmatestt attherizersd[€ ad imdivitiied tdesigrated bgphe on
represented has been approved for by the transaction originator. If the

t r ansagiHosify audk Naved férSa RatatidH! HAf idRHdLA may 'd%l@gétbtd;?%v@n to kA& afable
referral nessage (alert action nessage) is generated 4 by the referral
message;; r I e T i . ! -put h
the adbHomngh A Bt Bn B WL B torBiin AR SORRRaIch, R4, Aty
identifies _the person-to-person.sequence. %Pe referral. inbox 208 . wil|

di spl d§Vels & g3calsfion stspriang UsriarAek DT AP ARPEHES AR FECPLGR LT (G ARYRIN 24 B
nmessage/ escal ati on acti on nessage) for which the action has to be taken or
has bewthosizatian lgysh. Aytherizations e  cofriesk oyt @aboin @aperial iagneyiiey anhe after
referral nessage fromhis referral inbox rather than saving a copy on the

| ocal amietizaticor isTdémengt dinstelevar flevied 13avefemalcwpl bensenhdo demmnes levelc &R.i+0n.
The actions taken by the authorizers will also be visible to the

t r ans FGtfeidlyY bhe indaiial isRodl nst HEallowddas adihbtzd the 3RRe eREPebMBNtwoOdiffefeat
di scl osure, the referral inbox is divided into two sections nanely,

refer ra%ﬁxoh‘\%ﬁtlmgﬂ]@ s "Eok Ghdtide %nﬁtﬁﬁr etﬁ%tftﬁé r51d Fezgh}f%aﬁ%)}?ygsd%@d Li §\?t}8§1f1 er at

referrals are referred to esl gna aut I zers and IS

action. Referred.b sectio hows..the |ist of .referral igh are.

o e S L AR BRI T 4P B e hE pBpurieR R A RE%inied abi o
to store the referral status information, and to set the referral responses
to a Aatheszation mairn30Q.ndn thipcase e managohgelerBd) #ihorizss thoe¥ceptiehstl by
the transaction originator or the authorizer, as the case maybe. A referral
r esporesealationtsiepetl ob levehé, thet thermntcakamgby whee herrecavesnessageutormmtharize shas

per the associated authority matrix 300. The actions represent the status
assoCisaime x¥éptidntdd Quihefigdtionl level DS@gre RAlsedlio detinearsnRtpagey £96wdl &) ke
action nmessage). These response types drive the referral nmessages tfrom one
state to another in the authority matrix 300. The system automati.cally
sends the referral nessage (alert action nessage/escal ati on acti on nessage)
to the first authorizer as per the associ ated



WO 2013/ 140415PCT/ 1N2012/ 000195 aut hority matrix 300. Once the referral
nmessage reaches the authorizer, the designated authorizer has to take an
action 420 20tse14eu5hori zer can take the foll ow ng acti oreTfiNzo12/D@195
transaction: (a) Hold: a status indicating that the exception represented
by the referral is on hold, for further verification 426a. Wen a referral
is on hold then it is not allowed to escalate to other levels after a fixed
duration of time. No other authorizer will be able to view the referral as
it is swoukdolad be laHowed teeaehgrizzrthateaxbeptiomelitis of be iededstead b aneof oddeary skill
adm ni strator can release the referral kept on hold. If the authorizer
vant s inahé &t @asthelrble (RQ) chrtdedmultipbdroidstin emdlsitep. ake an action 424 accept,
decline or forward the referral. By selecting forward as an option (not
shown), the designated authorizer reroutes the referral to a particular
aut hori zer. The forwarded to authorizer will now be able to view the

referr i Ls,ihbox and can take action ondt: (b) Decline: a statu

| coDney ity 4 RS e frchlilny S5 PeBE Wi B9 s of apSriet fnebacrefistie
declined and the transaction has heen cancel] ed. No other authorizer wll
be abl €onsifcyi K XAEPIce e HARIACHAR ANINGPN BB tragtstion 40 awith gnbank for
originator can now withdraw the referral or w thdraw and nodify the

t r ans aissuinga d@8and3jraftelni the hackeod whe hankamay have sshar limits andhapprovah seecharosm
originator is essentially deleting the referral 430 and the transaction

Wi || n®@asedn@e thedbusivss lexbihts) fodl 4 pamiztilay @layisactibe drigaias@Civhen shiei Giaf@dsOtheCan
w t hdraw and nodify the transaction deleting the referral 432 and nodifyi ng

the {r3aacic et & onfRLiBN Sorup 19t 3'diSionisl 8 Lol dlalonly as HERRIGNEN.

represénted by the referral nessage has been approved by the designate

aut hory . Atter t t i IO, L. S el onging.to _the role in the
ot 108 oG @SB HERE o B B SRIP RS abPiPyF i bl
associ ated authority matrix does not have a yalid authorizer (i.e. Rn+l)
434, tYRYF wansactiong, Fn%@%éﬁ@g?fgﬁlaﬁ}?g‘“wsﬂﬂo‘ilﬁ%& t %”pé‘@tcg%rge PE@BB%@QC%‘]H he
desi gnated authorizers is sent to the transaction_ authorizer. The

t r ansawith ghe pradéfneil dismit setnp forethat prstienlardsansantion driginaterfreroleard thel curmabey .

The transaction originator can now take three types of actions 436. The

or i gi nwher tleatransadtion torigiratdr sabraits thearansadfor Od Sels4é ] theNy &ty MHOhIGSw When
the referral has been approved. Wen all the authorization in the referral

IS conplRttpsbsidTaldris 08 A thPdle® iy 198k froMithdn thE BrahdRtiSd SfisiRatds e BRARSVEE-
The transaction originator can now submt the transaction fromreferral

i nbox. i t t ion e t

transae (?o‘ﬁ)s\cl)\?ljitﬁg?encg 1?);? lﬂgeagrrzr)llgg vlvllrl ?ﬂ@%ﬂ&gﬁ%{sﬁ: @?“r g:lé'oén@h&fshéé}ogwp%ﬁat rl%%di fy
the transaction, By deciding,to withdraw the refer. aé(, the transactjon

ori gi riedaHeted Ualest e CREPYRIEIES SPRATE e HisHloDPST Terdged e fRasaco CHERISK
will no |onger be available. Alternatively, the transaction originator can
wi t hdreal raspbthieftyansasdion te theaststen 40tk | 16 thengjext eper léfaewmmaﬁzenatgq wasing yi ng
the transaction 410 [0026] FIG 5 illustrates an escal ati on node of a

r ef er radll popnagasTeahingy stoamwith their destaiptionsyiTihie tansaetibo diigimator adust iezeptrthe ent
di scl osure. Considering the sanme exanple taken for the referral workflow, a

transagirmig 912,06 RaidY tHeOhled &dShRIFBED td RubmAt thd ArahshdtRASALE bAMbeAAR o 4h a
bank for issuing a demand draft. Wen the transaction originator submts

the t r&g%g&fr'l @P{e]gle‘é{&lc%ﬁﬁ&{%ﬁ‘ iS4 excBRi %?%ﬁﬁ‘%ﬂ?}ée Eggs?é% L BE do¥RESre@fio

alerts ert type is an error, ransactton ofigi nator

exam nes th rr 08 and rectifies the.error b di fying the saction
510, ek e e THEPP GTUERATS Romh P A bt S eene R i pvinate. TS
transaction to the system504. If the alert type is a warning, then the

t r ans ARAMIBIStrator anhperBritied, the transaghion aRigingers Fic to1 handls, spgh yeexgsption eede, and
proceed to conplete the transaction 514 on behalf of a custoner. If the

al ert thewdhmtensdtion ofigirekoelpsi te teypumsibilitgnoft teyisyiag ehe dransdztion cantli e ed
to check whether the transaction originator can review the exception on
this oprdpHate adtiohb@18dThéinahdadlie ofigMaervibwedhd BRrtl 4080A aRESsAR to either
originator's role to handl e such an exception code, then the transaction
originator has the responsibility of review ng the transaction and take
appropriate actions 518. The transaction originator reviews the alert
action nmessage to either approve the neferral and submt the transaction to
the system or decline and accordingly nodify the transaction and




WO 2013/ 140415PCT/ 1N2012/ 000195 submt the transaction to the system The

approval action is a status indicating that the exception represented in

t he ref erwelwismodisen approved for by the transacti on opcgiinatione1df the

transaction originator is not authorized to review situation, then a

referral nessage (alert action nessage) is generated 520 by the referral

nmessage generator nodul e 202. The alert action nessage is routed through

t he aut hori zation process according to a referral router 204 that 4

i dent i 4ppesvet the rpferreband eplanit dhe Sraugactiore (G AR. syAtetre dibditor \detline and gécoadinglycan

then forward the referral to a specific authorizer. If the designated

aut horiaéify thakessatibh 420 whd Ribmiathetedsictbnitdtd syitem 408! Thdappdval dasinisat ed

aut hori zer belonging to the role in the next |evel 526 will be able to view

the r N i f i SQe] deau it I X
i Eihdlbﬁhrfghlﬁiag thefe&t&tlon &?;ﬁ?&g}t&%ﬂ ﬁf?)el?&tﬁhgﬁrﬁe‘a £t Bf?g% tYandRHioh

does not have a valid authorizer e refe nmessage,

along wt.h the.respective respopnses of the designat.ed authorizers is sent
ot heSHanbiadr e Bafiarlith SERBANY 5 rE Asfostar A EViERihen heh s vl
desi gnat ed a&;qhori,zers as eger the a g&gi ated authority matrix, the status
of t heMPERRH (2Tt actionTBeskpgen 13 a@eraé%% BY thy referenl messprestaceraton sl 2% i s
reflected in the in the referral inbox of the transaction originator. The

t r ans aths alert aetiayi message iaroutéd drqughribe aftherization procassrataordihgto atrefeerabroutert i on
to submt the transaction, withdraw the transaction, wthdraw and nodify

t he t rx0asthat identifi@stht fpersonse peByh sequehcd. Mthedefor@b aritost 208t Wil Higplay Golest oot
respond within a predetermned tine period 524, then the escal ati on program
210 i SingstidgBlddCAltsding Retbhal Rlssadd: (afde sct%%kﬁaggescmeﬁoﬁaa?éxﬁme%a & Rgram
is initiated and an escal ation action nessage i s generated 530. hg

escal af .- Cti j ‘ e firs hori.zati.on rol e

corr eg&lp%lgg iﬂr?]egl1 tlg)chﬁgt% § gg? Sﬁ i°§ 21? % 8%16 éec\tt;ee URS ggggé:aflgatcg 8&‘?‘#8{"? 740 ial(%’ys
matrix.SOOh F?r xample, if a ?r;ef r.rgl i g sent for authori atior] to users
of - r ol ieYehegeteral Fiss 1228 froghhie sl inbererafher ipn SAENg 3ICORY PR e locH sy EeRer
authorizes the referral, then after specified tine, the referral gets

escal angking an effed|tasiera eapygn 1hq)¢enrrel/§pat10mme actiens takendyrbe athatizdromilter .
During this escalation, referral will be renoved fromall the Rl users'

i nbox asedbevivisible WOtIRO G Rishetivh] driiiadtaNROH2d ©aP1Abcdrdingi to pineyeztbddimendt! oftthe R2
users' inbox. The escalation node is automatically triggered by the system

based digriesute, UgS REFH A tbotU HividedrifitoStwohsedforls nieBE réfeffed fPhe B1@ TR Red BiE
period for a given escalation is nonitored by the systemusing tinmer tasks,

AL 8 DS A A B
Lol G RSN O FCITI R RO T AU RLEN. -

is returned back to the transaction originator 518. The transaction

ori gi riEangsctign origiagor; hhesreferral inkox 308 is jeperablede stote ths referabstatus informatin,
referral inbox. The transaction originator can now forward this to a

speci fand tasefrthavefetralolespdnees tappvavaindicating hat taer teifertdll aessage dlas nbf ydthheemext
role is avail able as per the associated authority matrix, then the

desi gnaéwell By theafdng&itioniHgthabd\e? th®aiktBl@zeRCds! thE cse thizde! AfreferAl ré3ense 191 S
woul d continue again fromb522 till all approvals required are obtai ned.

[ 0027]pdhese e rRadhaRkdSh J?lg dr € 'Eﬁ{%ﬁgerw’iag Sl bR Rited ﬁ&ho%gﬁ%#r%h G

nodul es executed on conputing devices such as conputing device

3. O urse, dul es descpibed herein.illustrate yarious ftnciiopalj.ties
and doﬁ)ﬁbt € m{)‘mts hrgp%els?lﬁc{}ﬁr%ta%'f ?fﬁ?/m%tﬁ%o ﬁl?retﬁ? sr.e}leﬁ'ﬁ{l HBFSSE8td éatlfrfgtaic Mality
of various nodyles myy be divided differently and perforned by nore or
fewer TAEFSRACASCHREQY Jting Messags).i Hhese Feponss tesisSirtye the refersal messages from one

state to another in the authority matrix 300. The system automatically sends the referral message

(alert action message/escalation action message) to the first authorizer as per the associated

13



[ 0028] Having described and illustrated the principles of the disclosure
with reference to described enbodi nents and acconpanying drawings, it wll
be recogmveeadidpoasperson skilled in the art that the destnNbaco@risodi nent s
may be nodified in arrangenment w thout departing fromthe principles
descri bed herein. WO 2013/ 140415PCT/ 1N2012/ 000195 CLAI M5 Wat is cl ai ned
Is: 1. A conputer-inplenented nmethod for nmanaging referral workflows in a
financial institution, the method conpri sing: recei ving, an inbound
comunntetityomatix 300uOace thetrefegiahmessage rdachesdhe anthomier ahe desigmagt agkbsizdat a
pertaining to the user's transaction with the financial institution;
has to take an action 424. The authorizer can take the following actions for the transaction: (a)
Hold: a status indicating that the exception represented by the referral is on hold, for further
verification 426a. When a referral is on hold then it is not allowed to escalate to other levels after
a fixed duration of time. No other authorizer will be able to view the referral as it is on hold. In
one exemplary embodiment of the disclosure, the administrator can release the referral kept on
hold. If the authorizer wants to release the hold 426b, then s/he must take an action 424 accept,
decline or forward the referral. By selecting forward as an option (not shown), the designated
authorizer reroutes the referral to a particular authorizer. The forwarded to authorizer will now
be able to view the referral in his inbox and can take action on it; (b) Decline: a status indicating
that the exception represented by referral message has been declined and the transaction has been
cancelled. No other authorizer will be able to view the referral in his or her inbox. The
transaction originator can now withdraw the referral or withdraw and modify the transaction 428.
By deciding to withdraw the referral, the transaction originator is essentially deleting the referral
430 and the transaction will no longer be available. Alternatively, the transaction originator can
withdraw and modify the transaction deleting the refefral 432 and modifying the transaction 410;
(c) Approve: a status indicating that the exception, represented by the referral message has been
approved by the designated authorizer. After the authorization the users belonging to the role in
the next level will be able to view the referral in their inbox. If the associated authority matrix
does not have a valid authorizer (i.e. Ry+1) 434, then the referral message, along with the
respective responses of the designated authorizers is sent to the transaction authorizer. The

transaction authorizer can view these responses from the referral inbox. The transaction

originator can now take three types of actions 436. The originator can submit the transaction

14



generating a referral alert action nessage on the event the processing of
t he i nbound conmuni cation | eads to a non-overriding alert, wherein the
referral wbent3/mesasage i s generated by a transacti on or iPGIrms20a2/p00195
automatically routing the referral alert nessage to a first alert

aut hori zer identified fromone or nore authorizers of an associ ated
authority matrix, wherein the one or nore authorizers are financial

assi stance providers of the financial institution; automatical ly
rout i mehehhise redéreal has bedreapiproneds $dentall the sutheszatntinahereferealtihoompleted the
identified fromthe one or nore authorizers of the associated authority on

t he ev@RdacBor B6PRARGE Wil SedBRBtat@CA! AppEbvied OThd fgnshéticit orddifdtr el db bukit and
routing the response fromeach of the one or nore authorizers to the

transagd ﬁ%a&fcjngg&ﬂflrﬁferxfap intoRKTHY nvg(fhl@EB&g%té)ﬂ{ettgﬁgQ%c?xgxclfcgcl%hgltleﬁﬁfeé?’}gﬁ%e t he

conmuni cat 1 on. e conputer-i enent nmet h I'm 1,

referral al.ert .nessage is routed t.o a.referral ,i nbox of..th ne or. e

it oAU RHETART Lo, PN BER S PR Rt Witaratald rodit Be PPRsclint i o

met hod of claim 1, wherein the non-overrjiding alert_ is a predefined

busi ndsgidingde vithdraw the referral, the transaction originator is essentially deleting the referral 430
and the transaction will no longer be available. Alternatively, the transaction originator can

withdraw and modify the transaction deleting the referral 432 and modifying the transaction 410

[0026] FIG. 5 illustrates an escalation mode of a referral management system in accordance with
an embodiment of the present disclosure. Considering the same example taken for the referral
workflow, a transaction originator (or a customer) initiating a transaction 502 with a bank for
issuing a demand draft. When the transaction originator submits the transaction to the system
504, the system may throw three types of alerts 506. If the alert type is an error, then the
transaction originator examines the error 508 and rectifies the error by modifying the transaction
510. Once rectified, the transaction originator can resubmit the transaction to the system 504. If
the alert type is a warning, then the transaction originator must accept the warning 512, override
the alert and proceed to complete the transaction 5i4 on behalf of a customer. If the alert
encountered is an exception type, then the system can be configured to check whether the
transaction originator can review the exception on this own 516. If the administrator has
permitted the transaction originator’s role to handle such an exception code, then the transaction
originator has the responsibility of reviewing the transaction and take appropriate actions 518.
The transaction originator reviews the alert action message to either approve the referral and

submit the transaction to the system or decline and accordingly modify the transaction and
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WD 2013/ 140415PCT/ 1N2012/ 000195 4. The conputer-i npl enented net hod of cl aim
1, wherein a referral escalation nessage is generated in the event the one
or nore anbhorimens fail to take action on the referral palrantoipeasege in a
predeterm ned tine period. 5. The computer-inplenented nmethod of claimi4,
wherein the referral escal ation nmessage is routed to a first escal ation
aut hori zer identified fromthe one or nore authorizers of the associ ated
authority matrix. 6. A systemfor managing referral workflows in a

f i nancbhmitithe transatticonto théeystgns.t Bre appnpal gdtiog:is a status indicatingathat thp ekcepeioni nal
for receiving an inbound conmuni cation of a user, wherein the inbound
comMuiraéentdd i6AhPrdf&es hdabeerPaipréved fog by ehd finsbGiin SridifacS ChE @anictibn t he

financial institution; a computing system comrunicating with the input

term eSS hef ABhorized to review situation, then a referral message (alert action message) is
generated 520 by the referral message generator module 202. The alert action message is routed
through the authorization process according to a referral router 204 that identifies the person—fo-
person sequence S522. Alternatively, originator can then forward the referral to a specific
authorizer. If the designated authorizer takes action within a predetermined time period 524,
designated authorizer belonging to the role in the next level 526 will be able to view the referral
in their referral inbox. If the associated authority matrix does not have a valid authorizer (i.e.
Rp+1), then the referral message, along with the respective responses of the designated
authorizers is sent to the transaction authorizer. If the approval has been obtained from all
designated authorizers as per the associated authority matrix, the status of the referral, along with
the responses of the respective authorizers is reflected in the in the referral inbox of the
transaction originator. The transaction originator at this point of time, is mandated to take an
action to submit the transaction, withdraw the transaction, withdraw and modify the transaction, |
as the case maybe_. If the designated authorizer does not respond within a predetermined time
period 524, then the escalation program 210 is automatically initiated 528. Once escalated, the
escalation program is initiated and an escalation action message is generated 530. The escalation
action message is sent to the first authorization role corresponding to that authorization level of
associated authorization matrix 300. For example, if a referral is sent for authorization to users of
role R1 at authorization level 1 and if no one belonging to role R1 authorizes the referral, then

after specified time, the referral gets escalated to escalation step 1 of level 1 which has role R2 as

authorizer. During this escalation, referral will be removed from all the R1 users’ inbox and will
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a referral nmessage generator nodule for generating a referral alert nessage
on the event the processing of the inbound comrunication |leads to a

non- over rvoiatp/@beast , wherein the referral alert nmessag®CirgNygagerased by a
transaction origi nator; an associ ated authority matrix
nodul e, wherein the associated authority matri x conpri ses one or nore

aut horizers eligible to receive the referral alert nessage; and

a nmessage router nodule to automatically route the referral alert nessage

to t hebeadispipredimoalhthe B3 s6ers atnbex-wlhessalation madedaeriomatisgpetiggeredihy the
non-overriding alert; and WO 2013/140415PCT/ 1N2012/ 000195 a referral inbox
modul esysemdbasetl ay prafdetenmiried muahfiets sush as tiseoperiade foredxampdd. Theegperiodefos age.

given escalation is monitored by the system using timer tasks, for example. The length of pre-
determined time duration Referrals that are on hold will not be escalated. Based on the level,
escalation step in which the referral is lying; it will be escalated to the role in the next escalation
step 526. If there is no next role available, then the referral is returned back to the transaction
originator 518. The transaction originator will see this referral in the referred to me section in the
referral inbox. The transaction originator can now forward this to a specific user available for
approval in that particular level. If the next role is available as per the associated authority
matrix, then the designated authorizer would have to take action on the referral 532. This would

continue again from 522 till all approvals required are obtained.

[0027] These embodiments may be implemented with software, for example modules executed
on computing devices such as computing device 300 of FIG. 3. Of course, modules described
herein illustrate various functionalities and do not limit the structure of any embodiments. Rather
the functionality of various modules may be divided differently and performed by more or fewer

modules according to various design considerations.

[0028] Having described and illustrated the principles of the disclosure with reference to
described embodiments and accompanying drawings, it will be recognized by a person skilled in
the art that the described embodiments may be modified in arrangement without departing from

the principles described herein.
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7. The systemof claim®6, wherein the referral alert nessage is
automatically routed to a first alert authorizer identified fromthe

associ at edoaotdnaoiisy matri x. 8. The system of cl ai m 7, pelmaNsiizodohes
referral alert message is routed to a subsequent al ert authorizer of the
associated authority matrix on the event a response has been received from
the first authorizer. 9. The systemof claim@8, wherein the referral
nmessage nodule is further adapted to generate a referral escal ati on nessage
in theCBAEMES t he one or nore authorizers fail to take action on the
referral escalation nessage in a predetermned tinme period. 10. The system
of cl awimaGis clvaed®isn the referral escalation nessage is routed to a first
escal ation authorizer identified in a predefined order fromthe one or nore

aut horj zer s oo, et ﬁgﬁ&h@ﬂt%’ Iﬁ&hb@rfo}ymgﬁ’égriﬁ%(-refeﬁ%l J(#Rﬂé%?tilﬁnhofin cm 6,

wherein the referr ert nessage is routed to the referra nbox of the

one or, %&ﬁ a tehr%rtirt}zgrsmal[llqnt,he transaction originator. 12. The system of
claim'® &P & 8% RORPOVER i di ng alert is a predefined business event.

receiving an inbound communication of a user, wherein the inbound communication
comprises data pertaining to the user’s transaction with the financial institution;

generating a referral alert action message on the event the processing of the inbound
communication leads to a non-overriding alert, wherein the referral alert message is generated by
a transaction originator;

automatically routing the referral alert message to a first alert authorizer identified from
one or more authorizers of an associated authority matrix, wherein the one or more authorizers
are financial assistance providers of the financial institution;

automatically routing the referral alert message to a subsequent alert authorizer identified
from the one or more authorizers of the associated authority on the event a response has been
received from the first alert authorizer; and ,

routing the response from each of the one or more authorizers to the transaction

originator for taking an action pertaining to the inbound communication.

2. The computer-implemented method of claim 1, wherein the referral alert message is

routed to a referral inbox of the one or more authorizers and the transaction originator.

3. The computer-implemented method of claim 1, wherein the non-overriding alert is a

predefined business event.
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WO 2013/ 140415PCT/ 1N2012/ 000195 13. A conput er readabl e nmedi um havi ng a set
of instructions for execution on a conputing device, the set of

I NSt ruct WO TOIPFISST NQ: a referral nessagePCoOON2MZ060095
generating a referral alert nessage on the event the processing of an

I nbound communi cation of a user leads to a non-overriding alert, wherein
the referral alert nmessage is generated by a transaction ori gi nator,
wherein the i nbound commruni cati on conprises data pertaining to the user's
transaction with the financial institution; an associ at ed
authority matrix routine, wherein the associated authority matrix conprises

one or 4nor eRWoRiputet8npledhdn@idohethbd of eReh Vg vitleeein afrefetal e®hRikibn HRSSRES
a nmessage router routine to automatically route the referral alert nessage

tot hgaeaa-ﬁfeaiim&%v@wth%hé ¥r 3B duthor2Bd 18l Ef{aﬁf hétton GHPRX rdTBGA fert Mellagp! aY

informati on on the status of the referral aler

in a predetermined time period.

5. The computer-implemented method of claim 4, wherein the referral escalation message is
routed to a first escalation authorizer identified from the one or more authorizers of the

associated authority matrix.

v6». A system for managing referral workflows in a financial institution, the system
comprising:

an input terminal for receiving an inbound communication of a user, wherein the
inbound communication comprises data pertaining to the user’s transaction with the financial

institution;

a computing system communicating with the input terminal comprising:
| a referral message generator module for generating a referral alert message
on the event the processing of | the inbound communication leads to a non-overriding alert,
wherein the referral alert message is generated by a transaction originator;
an associated authority matrix module, wherein the associated authority
matrix comprises one or more authorizers eligible to receive the referral alert message; and
a message router module to automatically route the referral alert message

to the actors who are associated with authority matrix mapped to the non-overriding alert; and
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message.
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a referral inbox module to display information on the status of the referral alert

message.

7. The system of claim 6, wherein the referral alert message is automatically routed to a first

alert authorizer identified from the associated authority matrix.

8. The system of claim 7, wherein the referral alert message is routed to a subsequent alert
authorizer of the associated authority matrix on the event a response has been received from the

first authorizer.

9. The system of claim 8, wherein the referral message module is further adapted to
generate a referral escalation message in the event the one or more authorizers fail to take action

on the referral escalation message in a predetermined time period.
10.  The system of claim 9, wherein the referral escalation message is routed to a first
escalation authorizer identified in a predefined order from the one or more authorizers of the

associated authority matrix.

11.  The system of claim 6, wherein the referral alert message is routed to the referral inbox of

the one or more authorizers and the transaction originator.

12.  The system of claim 6, wherein the non-overriding alert is a predefined business event.
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13. A computer readable medium having a set of instructions for execution on a computing
device, the set of instructions comprising:

a referral message routine for generating a referral alert message on the event the
processing of an inbound communication of a user leads to a non-overriding alert, wherein the
referral alert message is generated by a transaction originator, wherein the inbound
communication comprises data pertaining to the user’s transaction w1th the financial institution;

an associated authority matrix routine, wherein the associated authority matrix
comprises one or more authorizers eligible to receive the referral alert message;

a message router routine to automatically route the referral alert message tb the
associated authority matrix; and

a referral inbox module to display information on the status of the referral alert

message.
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