- 1 - Title: ENTERI NG CONTACTS I N A COVWWUNI CATI ON MESSAGE ON A MBI LE
DEVICE Field [0002] The enbodi nents descri bed herein relate to nessage
comuni cation for a wireless comuni cation device. 5 Backuround [0003]Wen
a user conposes a nmessage, such as an e-mail nessage, for exanple, on a

wi rel ess communi cation device, the user conposes the body of the nessage
and may attach one or nore rel evant attachnment docunents. The user then
enters header information, which 10 includes entering information into the
subject field and adding one or nore recipient e-nmail addresses in one of
the "TO', "CC' or "BCC' address 'fields!~In some wirel ess communication
devices, these address fields are structured as free-formfields in which

the user can enpar. ARMERNG GENPACTIINFCEOMMUNICATION MESSAGE ONJK t he
nmessage to the “OME-OT TOTE TEC! Pl QGRILEBEVIBEENt S Wi 11 15 hereafter be
referred to as contacts and reci pient addresses will hereafter be referred
to as contact addresses. [0004] I n certain nessage applications, the user

may be pronpt gfefgo enter an e-mail address by selecting the contact address

fromthe devicCe.s |ocal_address,.bogk. Jf th L re ntac ggéyeess I s not
in the | ocal 4889%ss 20MGodRmbedige eldefﬁ%fegaﬁgiéwgm%lj%% ;t/@eh"teers t he

cont act addr es®pafuricalioe fdr aViretssls icpmmidoicetiorr devideer e i s no provi sion for
allowing the user to select a contact address that is not in the |ocal

addr ess bool, Bawkgrouridhere a way to check if a manually entered contact

address is a valigd addr Ofi X |4 HESRGEESuAYas2 Al eandil ons, one
may enter any @b#ﬂng ofﬁﬁﬁ%rgc séar?s a oge?:ont ac%li?S,adg{ ess, ,such _as the

string "XXYYZZhessage, foreexaraplagenappwireless sammunicalih AyEr: 9 #¥6 be an
TP o RehieshE 4By O eranite sanhay starowor kbanan 0c o
atfachment documents. The user then enters header information, which
10 includes entering information info the subject field and adding one or more
recipient e-mail addresses in one of the “TO", *CC" or "BCC" address fields. In
some wireless communication devices, these address fields are structured as
free-form fields in which the user can enter any string of characters. The user
then sends the message to the one or more recipients. Recipients will
15 hereafter be referred to as contacts and recipient addresses will hereafter be

referred to as contact addresses.

[o004] In certain message appfications, the user may be prompted to
enter an e-mail address by selecting the contact address from the device's
local address book. If the desired contact address is not in the local address

20 book, the user typically manually enters the contact address as a one-time
entry. However, there is no provision for allowing the user to select a contact
address that is not in the local address book, nor is there a way to checkif a
manually entered contact address is a valid address. For example, in some
message applications, one may enter any sfring of characters as a contact

25 address, such as the string "XXYYZZ", and the message application will
consider this to be an acceptable contact address. The message application
can then provide a confirmation box asking the user o confirm that the



- 2 - nessage is to be sent, but these nessage applications do not provide
a validity check to ensure that each contact address is correct. Summary

[ 0005] I n one aspect, at |east one enbodi ment described herein 5 provides a
met hod of contact address entry for nessages conposed by a user on a nobile

conmmuni cati on device. The nmethod conpri ses: a) allow ng the
user to enter at |east one contact address in an address field in the
nessage; b) checking for at |east one potentially incorrect

contact 10 address by identifying at |east one nanually entered contact
address that does not have a matching enpry in a | ocal contact address data
store; and, c) validating the at |east one potentially

i ncorrect contact address. [0006]1n at |east sonme cases, step (c¢) includes
al | owi ng the ugdBessege isstabecsenh hubdbese menrsage: anplieations deapat %’P‘GCF%af or a

mat ching ent ry yaditytch8ckdfo enSafith&Ack 8biRadtiaalifeys isneRBEECt contact address.
[0007] I n at | east sorre cases, step (c) includes allowi ng the user to

manual | y correcsurmlnmat | east one potentially incorrect contact address

[0008] I'n at (2SEs, | east one_ of i n des 20

provi di ng the @@qﬁw th 'é cfrlestasB?Gt'sP Pt %Pﬁpgﬁﬁgfé??@@eﬂo 8" n t he

| ocal contact auovidessa tadtitods bb centast rgaidresd dntrytibe messdgeadomposedby ent i al |y

i ncorrect cont d g the user with a

list of siml a?[%%oﬁl %h%gi%ﬁ?%ﬂg’géé&%% nﬁ{eﬁgsﬁog@}e%%ggt act address data

store conpared to the at, Ieagﬁovﬁ gﬁo &ltéryatdéh%%l@ nt&ﬁ’%ﬂ\% s gddr ess.
es

25 [0009] I n at | east so cases, I'nclu checking t | east
one entered corﬂl‘mﬂdmﬁa(ﬂﬂémﬂmﬂeﬁ?ﬁ%er syntax. [0010]In at |east sone

cases, step (a) includes contacting a renote
b) checking for aft Ieast one potentially incorrect confact

10 address by identifying at least one manually entered contact address that
does not have a matching entry in a local contact address data store; and,

c) validating the at least one potentially incorrect contact
address.

[0006] In at least some cases, step (c) includes allowing the user to
15 check a remote contact address data store for a maiching eniry for the at
least one potentially incorrect contact address.

[0007] In at least some cases, step (c) includes allowing the user to
manually correct the at least one potentially incorrect contact address.

[0008] In at least some cases, at least one of step (b) includes

20 providing the user with a list of similar contact addresses found In the local
contact address data store compared to the at least one potentially incorrect
contact address, and step (c) includes providing the user with a list of similar
contact addresses found in the remote contact address data store compared
to the at least one potentially incorrect contact address.

25 [0009] In at least some cases, step (b) includes checking the at least
one entered contact address for proper syntax,

[0010] In at least some cases, step (a) includes contacting a remote
contact service to allow the user to hrowse a remote contact address store to
enter the at least one contact address.



contact service to allow the user to browse a renpte contact address store
to-enter the at | east one contact address. - 3 - [0011]In at |east sone
cases, step (a) includes allowing the user to enter a few characters of one
of a desired contact address and a nanme associated with the desired contact
address and providing the user with a list of matching contact addresses
found in the renote contact address data 5 store. [00121In at |east sone
cases, step (c) includes providing a validation nmeans for allow ng the user
to either accept the at |east one potentially Incorrect contact address as
a correct contact address, correct the .a3-1east one potentially incorrect
contact address or renotely | ookup a correct contact 10 address for the at

| east one potentially incorrect contact address 013l 1 n anot her .aspect, at
| east one enbod®Widht ~ deltAl [58%f 0% LRSS & Pd@im&hgswh?wg &%ﬁeéﬁ?pr oduct

for allow ng aeueela fw eharbibiscoflane ©f a Gesihati cdontzeh bddresadedd es asrme when
conposi ng a nessage.on th bj | e devi,c the co er..progra roduct
conprising a c@ﬁﬁiaé‘?m‘ﬂghg’&g‘)eém?émr&%tfgd%%@P@}éhgotagé' C eaIO ans
execut abl e by af piefss ebntaét addeesyedifbund v theerehmite icoptasimaddréssgdatar i ous
enbodi nent s gf S%ré:ont act address entry nmethod as specified above.

[oo12] In at least some cases, step (c) includes providing a validation

means for allowing the user to either accept the at least one potentially

incorrect contact address as a correct contact address, correct the at least

one potentially incorrect contact address or remotely lookup a correct contact
10 address for the at least one potentially incorrect contact address.

{0013} In another aspect, at least one embodiment described herein
provides a computer program product for allowing a user of a mobile device to
entar contact addresses when composing a message on the mobile device,
the computer program product comprising a computer readable medium

15 embodying program code means executable by a processor of the mobile
device for implementing various embodiments of a contact address entry
method as specified above.

[0014] In yet another aspect, at least one embodiment described herein
provides a mobile communication device comprising a main processor for

20 confrolling the operaion of the mobile communication device; - a
communication subsystem connected fo the main processor, the
communication subsystem being adapted for wirelessly sending and receiving
date; a message application that interfaces with the communication
subsystem to send and receive messages, and to receive contact data from a

25 femote contact service; a local contact address data store; and, a contact
lookup module for allowing a user to enter at least one contact address in an
address field in a message composed using the message application, check
for at least one potentially incorrect contact address by identifying at least one
manually entered contact address that does not have a matching entry in the

30 local contact address data store; and, validate the at least one potentially
incorrect contact address.



[0014] I n yet another aspect, at |east one enbodi nent described herein
provi des a nobil e comruni cati on device conprising a nmain processor for 20
controlling the operation of the nobile comunication device;, a

comuni cati on subsystem connected to the main processor, the conmmunication
subsystem bei ng adapted for wirelessly sending and receiving data; a
nmessage application that interfaces with the comuni cati on subsystemto
send and receive nessages, and to receive contact data froma 25 renote
contact service; a local contact address data store; and, a contact | ookup
nodul e for allowing a user to enter at 44ast one contact address in an
address field in a nmessage conposed using the nmessage application, check

| east one manuBYB ent e/bal BB SIS AttrFeds PR HBEEs T OB0E 6 07 g

entry in the 3Qsérd6ahedkanichnte cuhthict addreas data storeefor amotchig éntanfer thee at

| east one potentjally incorrect contac d S - 4 - [0016]1In at |east

sonme cases, th@E%8?&%’8@0&5%@@6"%'-88{%oni\qcl%ggmcg ne user to check a renpte
tact add t | f

contact addr oS TagiH1 2, > g A bRy Gy i ol AR e

potentially in ct c addr ess n a east sonme cases, the
cont act | ookiip userduimenabliysesretttbe Bt legetronepoteaiially|insprestsastact agdeesst | east

one potentially incorrect contact address. [0017%%% at Ife st,.sone ,cases,
during at |easl00Td of d&metlaastsame ARPF.IITINg At IBARt Y5 PlEteckipg nodul e

i s adapted to REMEIES thdBora®lodklp Pcdiuld is hdaftedioprovide thenisacwitteddstesses
found in a contact _address data store gorrparggg tqQ th t lea éwg{:é

potential |y i n®bpimilat centagt addregsns fauad im@cp @Fﬁﬁsﬁga%e%%r cg’ ?ases, t he
contact | ookup @it eashssotddtianenterss comtadtaddreasidr esses for proper
syntax. [0019]In at |east sone cases, the contact |ookup nodule is adapted

to contact @orqowis} contlaat leael some chsesqltheoventant leokup magiulsr desks ter enpt e

contact address store to.enter t one contact address. 15

[0020] I n yet ar‘?&?qﬁ%(ﬁ C%%égéméﬁesﬁgﬁé}%’p%%gﬁ%ﬁbodi ment descri bed herein
[0019] In at least some cases, the contact lookup module is adapted fo

contact a remote contact service {o allow the user to browse a remote contact
address store to enter the at least one contact address.

16 [0020] In yet another aspect, at least one embodiment described herein
provides a system comprising a mobile device including: a main processor for
controlling the operation of the mobile device; a communication subsystem
connected to the main processor, the communication subsystem being
adapted for wirelessly sending and receiving data; a message application that

20 interfaces with the communication subsystem to send and receive messages,
and to receive contact data; a local contact address data store; and, a contact
jookup module for allowing a user fo enter at least one contact address in an
addreés field in a message composed on the mobile device, check for at least
one potentially incorrect contact address by identifying at least one manually

o5 entered coniact address that doss not have a matching entry in the local
contact address data store; and, validate the at least one potentially incorrect
contact address. The sysiem further includes a remote contact service for
providing the contact data fo the mobile device, the contact data including at
least one contact address; and, a wireless network for providing

30 communication between the mobile device and the remote contact service.



provi des a system conprising a nobile device including: a main processor
for controlling the operation of the nobile device; a conmunication
subsystem connected to the nain processor, the conmunication subsystem
bei ng adapted for wirelessly sending and receiving data;, a nessage
application that 20 interfaces with the comuni cati on subsystemto send and
recei ve nessages, and to receive contact data; a |local contact address data
store; and, a contact |ookup nodule for allowing a user to enter at |east
one contact address in an address field in a nessage conposed on the nobile
device, check for at |east one potentialsl-y i ncorrect contact address by
identifying at | east one manually 25 entered contact address that does not

have a matching entry in the |l ocal contact address,da e, ,

validate the al00RBhst oWeteR< Mg T'%Feﬁ'?lﬁ‘Sr@@%tc?io(?h?%h}%d‘g%c#@gg.qﬁl he system

further includgser@ sRagenoR ddtacs addréssadadtostor fova dialpingteaty denttbet data to

t he nobil e device, .the co&%asﬁct dat in%ydd' Eegﬁ'ﬁat | east one contact address;

and, a wirel es8 I3t R8¢ ROt W'l?\?fragr?@" ddIS®8ni cati on bet ween the nobil e

device and the te cpntact .servi-ce - el SIR%L (RENe cases,
Eﬂrgggj F’leat P;Ias& sts%n.f &hses fhesconta{?gc 1!}5 thodbile

the contact |o modu e user to check a renote contact address
data store for usertminahially comectihd atleast onepoteatially inpraey soetactaddrassi ncorr ect
contact address. [0022]In at |east sone cases, .the cont % IookuaB nodul e

al lows the 5 uf®23}o naiual lepsteeme ceses:ugng @d@%stme@ RS 3G

I ncorrect cont ggiy, rtﬁest%mtél:@%% odlile i€ asHptsupreadeie usemiithos ist | east
one of checking and validation, the contact al(fgog rrgc%l Eo i s?}ﬁg&%ﬁed to
provi de t he usef similarcantact addrasses;Tayndip &-eantaet g %gﬁ? LR EOF GEMETR a
contact addresg, glgkeicabing p@:{éma!geiﬁcdrﬂacthﬁntaiaﬂdmﬁ. one potentially
incorrect contact address. 10 [0024]In at |east sone cases, the contact

| ookup nodujge ks the anleestesbned chseasthecrontach knokup medule ehgcksothepr oper
syntax. [0025]In, at, |.east sonme.cas ntact service is

provi ded by a EBiFetR %ﬂéﬁ@"éerc%@%%éﬁ‘iﬁea%%&l“@ﬁgg%@‘o a corporate enterprise
and a websi te. e 0026} ThPRGsPlling LA, IBFeHIORS odHtadtderviahe Srovitds

provi ded herei ]
by a contact server associated with one of a corporate enterprise and a

website.
15 [0026] These and other features of the embodiments provided herein
are described in more detail below.

Brief description of the drawings
[0027] For a better understanding of the embodiments described herein

and to show more clearly how it may be carried into effect, reference will now
20 be made, by way of example only, to the accompanying drawings which show
at least one exemplary embodiment in which:
"FIG. 1 is a block diagram of an exemplary embodiment of a
mobile communication device;
FIG. 2 is a block diagram of a communication subsystem
25 component of the mobile communication device of FIG. 1;
FIG. 3 is a block diagram of an exemplary embodiment of a
node of a wireless network that the mobile communicafion device of FIG. 1

may communicate with;



are described in nore detail below Brief description of the draw ngs
[ 0027] For a better understandi ng of the enbodi nents descri bed herein and

to show nore clearly howit nay be carried into effect, reference will now
20 be nmade, by way of exanple only, to the acconpanying draw ngs whi ch show
at | east one exenplary enbodi nent in which: FIG 1 is a block

di agram of an exenpl ary enbodi nent of a nobile comuni cati on devi ce;
FIG 2 is a block diagram of a conmunication subsystem 25 conponent of the

nobi | e communi cati on device of FIG 1; FIG 3 is a block
di agram of an-exenplary enbodi rent of a&ode of a wireless network that the
nobi | e conmuni cati on device of FIG 1 may communicate with; - 6 -

FIG 4 is a block diagr of. an,exenpl ary enbodi t of tem t hat
t he nobil e comruni cati oﬁ[%e‘{/'?é’gh%“fyk‘ggﬁmffﬁﬁﬁx%ﬂﬂ%@rﬁr@gggn%??ﬁa; st

FIG 5 is a di agstem thét te maisikptomimurdedtioniderice aifFl@. fresajagemBusigitedat i on
w ndow for validating contact addresses in a nessage; and, FI G

6 is a flow ch rdiagramillustrating an exenplary embodi nent of a contact

entry method for enteri Sﬂ?gﬁ%ﬁﬁ%b%ﬁﬁ% SQ eﬁﬂg&.ﬁ‘t& €6t 4 MedsdgBSSage.

Detail ed description 1 1T e appreciate at for sinplicity
and clarity ®f validation windowrior welidating corieticgdesssapifraipessase, adef er ence

nunmeral s may be repeated anong the figures to indjcate correspondi ng or
anal ogous el enents or stéps8 % adgwt icHAT WB&'@%U@‘S iﬁ"ceﬁ‘gp&\aﬁys are set

forth in order gyholintht &€ adcdiadt HEtASd Sdroatenty afd VaRiatng editaent
descri bed herein. However, it will be 15 understood by those of ordinary

skill in the a@ddfassgs it @dNeSFA8%i nent s descri bed herein may be practiced
w t hout these cific details. In other instances, well-known nethods,
procedur es andﬁ@#@m%e not been described in detail so as not to
obscure t hei@nijosi2sfent s lideill bei dppdedistedthat foF simpliciynandeglarityiiof ildelsation.pt i on i s
-not to be considered Lim.Ling. LfRNSodescr i bed
herein, but rat © %%iﬂ?f%béfgg%ért?’gﬁeﬁég&ﬁeﬂmnp gﬁtw ther‘évari ous
enbodi ment s dedhe ifiges Heriadicate corresponding or analogous elements or steps. In
addition, numerous specific details are set forth in order to provide a thorough
understanding of the embodiments described herein. However, it will be
15 understood by those of ordinary skill in the art that the embodiments
described herein may be practiced without these specific defails. In other
instances, well-known methods, procedures and components have not been
described in detail so as not to obscure the embodiments described herein.
Furthermore, this description is not to be considered as limiting the scope of
20 the embodiments described herein, but rather as merely describing the
implementation of the various embodiments described herein.

' [002¢] The embodiments described herein generally relate to contact
address validation for a message. To facilitate an understanding of the
embodiments provided herein, the embodiments will be described in terms of

25 contact address validation for e-mail messages on a mobile wireless
communication device, hereafter referred to as a mobile device, that can send
and receive wireless messages. Examples of applicable communication
devices include pagers, cellular phones, cellular smari-phones, wireless
organizers, pérsona! digital assistants, computers, laptops, handheld wireless

30 communication devices, wirelessly enabled notebook computers and the like.



[ 0029] The enbodi nents described herein generally relate to contact address
val idation for a nessage. To facilitate an understandi ng of the enbodi nents
provi ded herein, the enbodi nents will be described in terns of 25 contact
address validation for e-nmail nessages on a nobile wrel ess conmuni cation
device, hereafter referred to as a nobile device, that can send and receive
W rel ess nessages. Exanpl es of applicable communi cation devices include
pagers, cellular phones, cellular snmart-phones, wreless organi zers,
personal digital assistants, conputers, |aptops, handheld w reless 30
comuni cati on devices, wirelessly enabLgd notebook conmputers and the |ike.

- 7 - [0030] The nobile device is a two-way connunication device mﬁth

advanced data conmuni cation capabi|ities includi th Jcapcfl l’:
comuni cat e wi [093@ her FishimadilySpviceds 7 t‘ﬁ’%l‘?ﬁﬁt%’?'“@ FHRR 9IS LY a netvvork

Co a1 | ow vol ce™aanead Ueta Tﬁﬁnmﬁ‘&‘%gﬁwﬁ“?ﬁ?““‘m““‘1%“"““5““325' by’
the nobile devP‘E‘Em”"'?atWﬂ'bé’ﬂ'feéfrB? 3%6 o cﬂ%ﬁ%} 5 és.{agg'nﬁg;'mgléf\;lé(:e
L wo- way p?gter a%wﬁﬂt' b |tt%hsc§éi!\}es?pé‘t@ﬁmdsxt/\ﬂhb thobie rdews@gngg ataxp@fm ithd es, a
W rel ess nerne ar ata.c n
wit hout tel & @&pgbﬂq?"ﬁ’l Wse c?gmyinﬁ:aﬁ @%&e@ﬁingl R Eﬂré g‘rﬁgt }gh%ll‘%g the 10
structure of t bftwiﬂé@lbhfahdemwe devide hivwmayt be oefewed toaed dite iesBAYRd devi ces
and host syste reference nQw I Lt rRetg B
[0031] Ref er ri n§e¥i¢% s MFP-PRG pé&er.s%o cgﬁ?'%@?‘%‘?hﬁbng é%g ck di ag?%ﬁng of a

capabilities, a wireless Intemet appliance, or 2 data commumcatxon device

{with or without felephony capabilities). To aid the reader in understanding the

10 structure of the mobile device and how it communicates with other devices
and host systems, reference will now be made to FIGS. 1 through 4.

[0031} Referring first fo FIG. 1, shown therein is a block diagram of a
mobile device 100 in one exemplary implementation. The mobile device 100
comprises a number of components, the controlling component being a main
15 processor 102 that controls the overall opetation of the mobile device 100.
Communication functions, including data and voice communications, are
performed through a communication subsystem 104. The communication
subsystem 104 receives messages from and sends messages to a wireless
nefwork 200. In this exemplary implementation of the mobile device 100, the
20 communication subsystem 104 is configured in accordance with the Global
System for Mobile Communication (GSM) and General Packet Radio Services
(GPRS) standards. The GSM/GPRS wireless network is used worldwide and
it is expected that these standards will be superseded eventually by
Enhanced Data GSM Environment (EDGE) and Universal Mobile
25 Telacommunications Service (UMTS). New standards are still being defined,
but it is believed that they will have similarities to the network behaviour
described herein, and it will also be understood by persons skilled in the art
that the embodiments described herein are intended to use any other suitable
standards that are developed in the future. The wireless link connecting the
30 communication subsystern 104 with the wireless network 200 represents one
or more different Radio Frequency (RF) channels, operating according fo
defined protocols specified for GSM/GPRS communications. With newer



nobi | e device 100 in one exenplary inplenentation. The nobile device 100
conpri ses a nunber of conponents, the controlling conponent being a main 15
processor 102 that controls the overall operation of the nobile device 100.
Comuni cation functions, including data and voi ce comruni cations, are
performed through a conmuni cati on subsystem 104. The conmuni cati on
subsystem 104 recei ves nessages from and sends nessages to a wrel ess
network 200. In this exenplary inplenmentation of the nobile device 1001 the
20 conmuni cati on subsystem 104 is configured in accordance with the @ obal
System for Mobile Conmuni cation (GSM argl General Packet Radi o Services
(GPRS) standards. The GSM GPRS wirel ess network is used worldwide and it is
expected that these standards will be superseded geventual | y .Enhanced

Dat a GSM Envi r oslmerit prawsos. therd channelesgle W@giee°§ “?ﬂ%ﬂr@l% nT'edt i ons

Servi ce (UMS) g higwasbRE BMARnRERLrEtHndlpablkit agitsheliidatdcontutnications bel i eved
that they will have simlarities to the network behavi our descri bed herein,
and it will al gspsbp undarRdGRAChS wirtsss aretwark i200 essotiatot ovithr the tiebile t he

enbodi nents descr.i bed_herein are,.l nd . Ot i e

st andlar ds fhat %EY‘I%"" dg%l 5p:a%l %ﬁ@ﬁgksut@?j%&%ﬁ%wggI“gsgﬁ%i %’tarﬂéonkecti ng
the 30 conmmi gaglementatidts yethamitddsswhetivotksemay risioebs asm@ﬁieqk Vﬁboth?eprgsent s
Gt i ned o ot oc S1eEiS Aeus 1o in (e e icha R fereRDGhel afidieRBE Or d NG 1O

defi ned protocSt nications. th newer - 8 -
net wor k pr ot oc abiworkshiat mayarenethploped inchidabfos esamplgp gafarseAlicytElrsg r cui t

swi t ched voice ¢ ni i : ] _Hade nciidthatadahons.
£0032] Al t hough ERE ! Va8 A8 GKhloriiaht BRAHEAS nerET mobi | e devi ce

100 is a GSM GREgpoxi bethemicenandidath domrasnicalivampyes tye SamepPyiicat Bisfon, ot her
W rel ess neh Yol ol RYCdhtiflod ud MRAS IrBhAgHinkhdd, it ERDhotlinthed g, Cate0 | 1
vari ant inpléementations. e dal

erent types. of rel ess n t hat may
be enpl oyed i ndlidslen MuliplexApgsse (CRAIA) (%n@PM@‘zm eqeé\ggri e%ﬁé,ﬁs
voi ce-centric ‘Mgh@drﬁ‘égaé‘ﬁieﬂﬁérl&%’ab%ﬂg),%'fufﬂ@'mirﬂaj,emrdﬁsnt(taej neorisuppor t
ata c

bot h vpi ce and nmuni cations gver the s hysi.cal stations.
Conbi ned dual - riisel EDGRE anst WMTSnSpma othep gramples aﬁatgf%?ipﬁﬁe?@ﬁé&%gjeu vi si on
Mil tipl e AccessyfCRlA)i10MdBRMZA DataMaCKS nefifdik @@REuitation leysi¢ms.

menti oned above), and fufure third-generatjon ne S gl DGE and
UMTS. Some. 4Bhdismplitol 86 Bihetalton SRITE o G Wbt citRhe ) pethg 0T,
Mobi t exTM and RegnarhdsiddinnSizstemk (RESIUnebarksolike F8Meapd TiBeElaifiies of

ot her voice-centr,]. at a ks, ncl ude Personal Conmunication Systens
(PCS) networ ks%?'h@e&ﬁﬁ'&ém}b%’vl&si on Miltiple Access (TDVA) systens.

[ 0033] The main eSS0ryl0 %JPS ' @ Widd" intdehadid owRth additianal ens such
as a Random Acc@égﬁ%mr?ge(éﬂ %6%‘%&géfﬁash WEM 200&10&}', a_display 110,
an auxiliary i rqubsysternpeuch( a9 ®RapdesAncass Nepory )al U8 Atfash MO, oy hoar d
116, a speakgr k8 ' 3G ‘]ﬁ?’g braditot (ROY SulssysIHNG tRaidatspd2 and
ot her devi céﬁsu sygtoisr?ig@@?g 00’:‘%‘4 8“&"3‘ olf@t h(e gub ste;@ of, the éTeDbi |l e
devi ce 100 perftidma keyboard 116, a speaker 118, a microphone 1290, short-ran

communications 122 and other device subsystems 124.

[0034] Some of the subsystems of the mobile device 100 perform
communication-related functions, whereas ofher subsystems may provide
25 ‘“resident” or on-device functions. 'By way of example, the display 110 and the
keyboard 116 may be used for both communication-related functions, such as
entering a text message for fransmission over the wireless network 200, and
device-resident functions such as a calculator or task list. Operating system
software used by the main processor 102 is fypically stored in a persistent
30 store such as the flash memory 108, which may alternatively be a read-only
memory {(ROM) or similar storage element (not shown). Those skilled in the



communi cation-rel ated functions, whereas other subsystens may provide 25
"resident"” or on-device functions. By way of exanple, the display 110 and
t he keyboard 116 nay be used for both comunication-related functions, such
as entering a text nessage for transm ssion over the wreless netwrk 200,
and devi ce-resident functions such as a calculator or task list. Operating
system software used by the main processor 102 is typically stored in a
persistent 30 store such as the flash nenory 108, which may alternatively
be a read-only nmenory (ROM or simlar storage el enent (not shown). Those
skilled in the - 9 - art wll appreciatge that the operating system
specific device applications, or parts thereof, may be tenporarily | oaded
into a volatile store such as the RAM 106. [0035] The nobil e device 100 may
send and r ecei aé wibappretietatthairthe oppiating SY¥RIB, SRaFHC\Hevise SRRICRIONS Pk 200

after required i LeRiriEAbbARy6adea ity abRllemtas edtl Asthb R been
conpl et ed. Netexﬂ‘ﬁtwg%éésr@gi S asis)oci gt ed with a subscriber or user of the

mobi I e device 1. To identify a subscriber, the nobile device 100 requires
a SSMRUMcard 126 (i.g, Subscrjber ldentit dul e or e User

| dentity Modul 803fb be .Th%mgi%i JFH'F% 138§PM %}%‘1‘8‘?%?’&%3@2‘%@9% or der
to comuni cat esighild cengic\Wirdiess Tietwoik\20Daattbr oequitel Meh2@k iregigirationyobe of a
conventional "smpri card" . that can b O i [ :hdber of the
mobi | e devi ce 3@#y2 %Pf%e%‘éf?%g?ﬁ!’ﬁ ib?ESt‘%%'S%Be}Sr |N§%ﬁigc°§e%o%%§%%%&ot her

t hi ngs. W t houivith hesubsblibzand udsttof thé enabik dévicad #90. Je idenify g spbscripar | y
operational fop co ni cat i L tht b tD Idtib & kgserting
15 the SIM carﬁwwel |c|en1@§ r%dégglaﬁ%ﬁ{ﬂ ﬁ%gr"?gc(}églé% aeg%gt(‘:t?i ber can
access al | subModileant ssRemovable, Usse ldantitydvodaie) o be ingerteduale 1 8BHRUN and
messagi ng sych, - MRl Lee bl NReSSHEETIRES M 6&8d 0PMBIM and

Mul timedi a sggglfa?i’ger@gr%P@gg&’(ﬁ@'#mﬁgggﬁtggvgnced servi géle_s r&ragx I ncl ude:
poi nt of sal e, 126dd dnslypeiofe caneentianaldsmat sarda thab AR P8 yseerinidetily 3o

card/ RU M 126 | ;2.5 Bd HllizS tiRrrhotgie idedios nao,i on. Once
he. SI M car o/ ROPQICHORE o REBRAEiec 00 AR Rl eidsi

. into the %IM&UIMi,nt r.faq 128tit i's
coupl ed to theamong gihesdhings MVilhept the S ersd 126, Béﬂ?qﬂ?feef"ﬁ% gﬂﬁssﬁ?i ber, the
SI M card/ RU M %ﬁ? oﬁgmﬁ@ﬁﬂ%r%ﬂ%dﬁ&%ﬁo@%ﬁﬂﬁtvﬂfe%ssmmmZW Byritsertingt i onal

Mobil e Subscriber faent Ly Yo into he VM ARG Rless 198, 4 Wosdhblcahd/ RIM

access all subscribed services. Semvices may include: web browsing and
messaging such as e-mail, voice mafl, Short Message Service (SMS), and
Mulfimedia Messaging Setvices (MMS). More advanced services may
include: point of sale, field service and sales force autornation. The SIM
296 card/RUIM 126 includes a processor and memory for storing information.
Once the SIM card/RUIM 126 is inserted into the SIM/RUIM interface 128, itis
coupled to the main processor 102. In order to identify the subscriber, the SiM
card/RUIM 126 contains some user parameters such as an International
Mobile Subscriber Identity (IMSI). An advantage of using the SIM card/RUIM
o5 126 is that a subscriber is not necessarily bound by any single physical mobile
device. The SIM card/RUIM 126 may store additional subscriber information
for a mobile device as well, including datebook (or calendar) information and
recent call information. Alternatively, user identification information can aiso

be programmed Into the flash memory 108.

30 [0036] The mobile device 100 is a battery-powered device and includes
a batiery interface 132 for receiving one or more rechargeable batteries 130.



25 126 is that a subscriber is not necessarily bound by any single physical
nobi | e device. The SIMcard/ RU M 126 may store additional subscriber
information for a nobile device as well, including datebook (or cal endar)
informati on and recent call information. Alternatively, user identification
i nformation can al so be programmed into the flash nenory 108. 30 [0036] The
nobi | e device 100 is a battery-powered device and includes a battery
interface 132 for receiving one or nore rechargeable batteries 130. - 10 -
In sonme enbodi ments, the battery 130 nay be a smart battery with an
enbedded m croprocessor. The battery i.nfperface 132 is coupled to a

regul ator (not shown), which assists the battery 130 in providing power V+

to the nobile device 100. Al though curr,ﬁ:{btC t echnol o% ggaqlﬁgs u§§ of a
battery, futurle sreeembediggnis the datigy Ys B @ SReft ¥ 5*3\Ae the
pover to the raRbddied BVér6srodRor. TREBEierh interfdce 13RI cmplar td B2egulatoaddi ti on
to its operating systemfunctjon

, . enabl es. execut i on_ of,, sof re:
appl i cations 138t %??Whé‘"h‘ﬁ?tﬁsfs@ts&gﬁpﬁi@e%a)%&mﬁ{gw g RRYEr tgélﬁ%/@g?iée
appl i cations 1@4idehado.camiough daasht tethndlegy hihkeparsat ofoadiattery (fultieng dat a
and voi ce cgnmuni cati.on applications, wll . ' PN the
nobi | e devi Be tfgw' P W&ﬁ%?‘ﬁfifﬁ'ﬁe@a{ %’8%#}% ‘g)g'fek \i\’g%@ g%g‘h?cat i ons
134 include a degad®. application 136. The nessage application 136 can be

any suitable software programthat allows a user of the nobile device 100
to send and ref00BYE nmesHwyewmin poceasarod2, i eddiian itods peradingryEtahe nessage
application 13 LS Opft QfSEIreS ebblicEond 184 ®n2iHe nidBBsages t hat
have been sentﬁg?a’t?ornébeeﬁ%del%ﬁ %38%@85&{& ar.éé't%)gilcaloé% storgd ,ig the flash
menory 108 of deéwicentiifi The auhset of saftvass anpiraliaperief tadticonti basie 9PUER el enent

in the mobijhe gﬁéf fns linBudi anlilyBicB ebimkRinREBOTApPlGitions Wiltn@allhe sent
and recei vélg ssggg;é%ﬂgg:ﬁ%d?taored 20 rem)telré fr%the nobi | e devi ce 100
an

such as in a dee s mgbilg deviee 10Qdurgdts EMThat the nobile device
devi e 100 1 5 D038ht act THoaRLPRHIEESS aApo D P ERehs Philch TP 0N ¢
the message  138. The message application 136 can be any suitable software program that
allows a user of the mobile device 100 to send and receive messages.
15 Varlous aliernatives exist for the message application 136 as is well known to
those skilled in the art. Messages that have been sent or received by the user
are typically stored in the flash memory 108 of the mobile device 100 or some
other suitable storage elemnent in the mobile device 100. In an alternative
embodiment, some of the sent and received messages may be stored
20 remotely from the mobile device 100 such as in a data store of an associated
host system that the mobile device 100 communicates with.

[0039] Another program that is executed by the moblle device 100 is a
contact lookup module 138 that operates in combination with the message
application 136 for aiding with entry and validation of one or more contact
25 addresses in a message before the message is transmitied by the mobile
device 100. Aiding with contact address entry includes providing the user with
the ability fo lookup a contact address. Validation includes checking the
accuracy of a contact address that has been entered by the user while
composing the message. Validation can further include correcting an

30 inaccurate contact address.



application 136 for aiding with entry and validation of one or nore contact
25 addresses in a nessage before the nessage is transmtted by the nobile
device 100. Aiding with contact address entry includes providing the user
with the ability to | ookup a contact address. Validation includes checking
the accuracy of a contact address that has been entered by the user while
conposi ng the nessage. Validation can further include correcting an 30

i naccurate contact address. [0040] The contact | ookup nodule 138 aids with
entry of a contact address by allow ng the user of the nobile device 100 to
| ook up a contact address by checking at1ieast one of a |ocal contact
address data store and a renpte contact address data store. The contact

| ookup nodul e 138 can 5 validate an entered, contact.  address b hecki ng
with the | ocal [94Pk act EwiFertactsiogiup mp “'@oﬁ@ aldp N g s?fs?h%mgat?ﬁt act

| ookup nodul e 3@Gesaby BRMRY Reviader datheomobife dévicent(r ledodionp actontadtlr ess by
checking with the user. In so enbodi_nent s, the ¢ C dul e 138
can perform vafiyass ’%Ctl?f’%aﬂ agfﬁaétr‘@& cg(rir’nelf“é%tco %&%ﬁ%f%‘%@%ﬁg rH\/)vl th a
renpt e cont act ratis aphtadinhadrées ate etord. OThel kaitactiniobkipe mddulect88L0@1 f ur t her

i ncludes a device state nodyle 140, an a : e I

| nf or mat i on SvakalE emq@terfaélcfoniqu a&?ﬁg?d&%ﬁé%@%iﬁlg&%ﬁeﬁﬁgv@{eﬁgt ate
modul e 140 progiidless pieresils tsemeeembodimenthetheesdntast dockup mastiie @38 880 ensur es
that inportant device.data i ' L sk SHGh as the
fl ash menory 18%,°rg'o"a3‘%a§%mt°ﬁ§"%h%ée%h%gié?agg%é%en tlg rmii)l?(_ai%_ devi ce 100
is turned of f eomé embsadiments; theldoataot hekupmadile 938 £8n pejormyialidation of
configuration ngr K\gﬁl,li #0ENehoRadntRE addiads g be used
i n conj unction%%ﬁ#%%% I ?‘2tcer a"cgg\'%'%g& [8042] The address book 142
provi des i nflor gre.on for a |list of contacts 20 for the user. For a given
contact in the address book, the informaf,tion ,c&n I ncl,.ude th phone

na
nunber, work aleMddls andhemgbile devige 90 Tutherjpciudss, a devigs sigte @8@%0t
address), anmongatiehddrefsObdbit 1420 a Persorad tHieasation Manadar (Pild) 4 andn exanpl e

Che mobi e devPler Tiuighelfocditp oy saie Eion MiEP RS BERRERGe ¥ 05T
contact | ookup Egavice sk3R riledule 9468 endures tradl impartant devige datavastorkatinon.
15 persistent memory, such as the flash memory 108, so that the data is not lost
when the mobile device 100 is turned off or loses power. The other modules
146 may include a configuration module (not shown) as welt as other modules
that can be used in conjunction with the SIM/RUIM interface 128,

[0042] The address book 142 provides information for a list of contacts
20 for the user. For a given contact in the address book, the information can
include the name, phone number, work address and e-mail address of the
contact (i.e. contact address), among other information. The address book
142 provides an example of a local data store of contact addresses that can
be used by the user of the mobile device 100 when composing an e-mail
25 message as well as the contact lookup module 138 during contact address

entry or validation.

[0043] The PIM 144 has functionality for organizing and managing data
items of interest to a subscriber, such as, but not limited to, e-mail, calendar
events, voice mails, appointments, and task items. A PIM application has the
30 ability to send and receive data items via the wireless network 200. PIM data
items may be seamlessly integrated, synchronized, and updated via the



[ 0043] The PIM 144 has functionality for organi zing and nanagi ng data itens
of interest to a subscriber, such as, but not limted to, e-mail, cal endar
events, voice nails, appointnments, and task itens. A RIM application has
the 30 ability to send and receive data itens via the wirel ess network 200.
PIMdata itens may be seam essly integrated, synchroni zed, and updated via
the - 12 - wireless network 200 with the nobil e device subscribers
correspondi ng data itens stored and/ or associated with a host conputer
system This functionality creates a mrrored host conputer on the nobile
device 100 with respect to such itens. -filzi-s can be particularly
advantageous when the host conputer 5 systemis the nobile device

b b ff t 0044] Addi t i | |icati |
e | oaded. ont o WiRESRIBMG 409 PR Wentpoblr deitgs stboeats ofliEenild 448, 1Y oos ™
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sof tware downl oa mobi | e devi ce 100 ot her than tﬂB‘“?H%‘E\E’é{ W rel ess
conmuni cati on risbsystam 13 or any sihes suitadinfevinesupsysie 'ﬁa @p'l"e be 20
used to Ioadoarhpﬁr&ﬁwmmahay iRRiaded ife mt.dnm}eaﬂ ®e rﬁ&ﬁletdvmugimoa di r ect
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ncirys: Hat
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enabl es data functions, or both. For example, secure communication applications may
enable electronic commerce functions and other such financial transactions to
be performed using the mobile device 100.

15 [0045] The data port 114 enables a subscriber fo set pi-eferences
through an external device or software application and extends the
capabilities of the mobile device 100 by providing for information or sofiware
downloads to the mobile device 100 other than through a wireless
communication network. The altemate download path may, for example, be

20 used to load an encryption key onto the mobile device 100 through a direct
and thus reliable and frusited connection to provide secure device
communication.

{0046] The data port 114 can be any suitable port that enables data

communication between the mobile device 100 and another computing

25 device. The data port can be a serial or a parallel port. In some instances, the

data port 114 can be a USB port that includes data lines for data transfer and

a supply line that can provide a charging current to charge the battery 130 of
the mobile device 100.

[0047] The short-range communications subsystem 122 provides for
30 communication befween the mobile device 100 and different systems or
devices, without the use of the wireless natwork 200. For example, the



conmuni cati on between the nobil e device 100 and anot her conputing 25
device. The data port can be a serial or a parallel port. In sone

i nstances, the data port 114 can be a USB port that includes data |ines for
data transfer and a supply line that can provide a charging current to
charge the battery 130 of the nobile device 100. [0047] The short-range
communi cati ons subsystem 122 provides for 30 comruni cati on between the
nobi | e device 100 and different systens or devices, w thout the use of the
wi rel ess network 200. For exanple, the - 13 - subsystem 122 may include an
I nfrared device and associ ated circuitsi®and conponents for short-range
communi cati on. Exanpl es of short-range communi cati on standards include

standards devel oped by the Infrared Data Association (JrDA), | oot h, and
the 802.11 fansubgysiemstZzneray doiuge\an ke Wﬁ%@éﬁ%ﬁ‘iﬁgﬁ"ﬁ”‘%g’%} a
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auxiliary I/O subsystem 112. A subscri ber may al so conpose data itens, such
as e-mail mdss ~—for exanple, using the keyboard 116 in conjunction with

9
the display 11 possi I e ] sleRBagkldn dhRiauxiliary
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the wireless network 200 through the communication subsystem 104.

{0049] For voice communications, the overall operation of the mobile

20 device 100 is substantially similar, except that the received signals are output
to the speaker 118, and signals for transmission are generated by the
microphone 120. Alternative voice or audio /O subsystems, such as a voice
message recording subsystem, can also be implemented on the mobile
device 100. Although voice or audio signal output is accomplished primarily

25 through the speaker 118, the display 110 can also be used fo provide
additional information such as the ideniity of a calling party, duration of a
voice call, or other voice call related information.

[0050] Referring now to FIG. 2, a block diagram of the communication

subsystem component 104 of FIG. 1 is shown. The communication -
30 subsystem 104 comprises a receiver 150 and a transmiitter 152, as well as

associated components such as one or more embedded or internal antenna



subsystem conponent 104 of FIG 1 is shown. The comruni cation 30 subsystem
104 conprises a receiver 150 and a transmtter 152, as well as associ ated
conponents such as one or nore enbedded or internal antenna - 14 -

el ements 154, 156, Local Gscillators (W) 158, and a processing nodul e such
as a Digital Signal Processor (DSP) 160. As will be apparent to those
skilled in the field of communications, the particular design of the
comuni cati on subsystem 104 i s dependent upon the comruni cation 5 network
with which the nobile device 100 is intended to operate. Thus, it should be
understood that the design illustrated-ha-FIG 2 serves only as one
exanpl e. [0051] Signals received by the antenna 154 through the w rel ess

network 200 are input to the receiver 15%%9'§h recei ver 150 can @erform
such 10 cormonelemeats, 454,115 c Loeal Osaliatars 10) 16 APH @aPiogersng: M8H¥Rcy down

conversion, fikh&f ba DigkRSRfal PRIRSSdr qDSPRNED. Aahillgod appaiiegit talthgshiD)
conversion. AlD conversl 03_ ﬁif a§ recei ved,si gr&ﬁl al I.%ﬂ/s L£,CQ éhgx
communi cati on Sihed iBndhes Jie gempwicaionsn 1R qPHERE % ¥8 Bt P&rforned
by the DSP 160 communicatidhi Isabsystmmet04 6 gdepleadérd bport rthe scumrhenication
processed, includi ul.ation.and .en L. N t 1 hese
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di gi t al - t 0- analsheuld BsAndereioee tisit dine désigillasiegeduip RIGN2 eevepanlyfasianer i ng,

anplification ang transm ssion over the wirel ess network 200 via the
antenna 156. T8 'BQB‘ 160 not only processes comuni cation signals, but also

provi des Tor T S66Cr . 28l Raivakehy A8 dntinna2fal rodge I Swrdid 02l NS

applied to co ation-si I'n the receiver 150 and transmitter 152
can be adapti veeiwatoR0? aeliarit tntheugeeivsiishathecesaiver 158/58P BETOIMYBHTY his
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Accordi ngly, whgp. fnhg simiai henflé@y isials to be transmitted are processed, including

16 modulation and encoding, by the DSP 160. These DSP-processed signals are
input to the transmitter 152 for digital-to-analog (D/A) conversion, frequency
up conversion, filtlering, amplification and transmission over the wiret_ess
network 200 via the antenna 156. The DSP 160 not only processes
communication signals, but also provides for receiver and transmiiter control.

20 For example, the gains applied to communication signals in the receiver 150
and transmitter 152 can be adaptively conirolled through automatic gain
control algorithms implemented in the DSP 160.

[0052] The wircless link befween the mobile device 100 and the
wireless network 200 can contain one or more different channels, typically
25 different RF channels, and associated profocols used between the mobile
device 100 and the wireless network 200. An RF channel is a limited resource
that must be conserved, typically due o limits in overall bandwidth and limited
battery power of the mobile device 100. Accordingly, when the mobile device
100 is fully operational, the transmitter 152 is typically keyed or turned on only
30 when it is transmitting to the wireless network 200 and is otherwise turned off
to conserve resources. Similarly, the receiver 150 is periodically furned off to



100 is fully operational, the transmtter 152 is typically keyed or turned
on only 30 when it is transmtting to the wreless network 200 and is

ot herwi se turned off to conserve resources. Simlarly, the receiver 150 is
periodically turned off to - 15 - conserve power until it is needed to
receive signals or information (if at all) during designated tine periods.
[ 0053] Referring nowto FIG 3, a block diagramof an exenplary

i npl ementation of a node of the wireless network 200 is shown as 202. In 5
practice, the wireless network 200 conprises one or nore nodes 202. The
nobi | e devi ce 100 communi cates wi th thegsnode 202. In the exenplary

I npl ementation of FIG 3, the node 202 is configured in accordance with
Ceneral Packet Radio Service (GPRS) and d.obal S ste Z&b (GSM

t echnol ogi es. cmeem@aewmm ficp G'Gé@edatob@ﬁ%"’%ts!i’f‘? P d ﬂ‘t"?ag‘f’f‘ t@@C) 204

with 10 an assffhguedgri-mims batidan 206, a Packet Control Unit (PCU) 208
added for GPRS su In GSM a Mbile Switching Center (MSC) 210, a Hone

Locati on Regi 50053 ( HLR)R&;;ang anovi 30 tRIG. Bpaablook ditepns tofyar( ex@yplna, a

S GPRS t Node_ (B de (GGS

516, and & DydmeF‘”qq@g?n%s%f o of i wiles SEben A0y SRR R 2R (5D | o

conponents 5s pakticaEMetwitdledsenatwosodifusiniprises iope asfmaracodesBBAeMs of every
de 202 with ot 1,0f t hat

e conmont y 'u@aﬁ!e?ﬁ Slcian; cop Rleatty R IR ot 202, 1P e AIRARARY 7 ( ha

[0064] I n a GSNhipurvantdtion tdfeFIBEG, 210 node @HAPE cwnfigirethdn BSwOrdMEeWi to a

| andl | ne net wo éﬁn%rallst\;ﬂck%%eﬂdéfggllﬂcg (BPRSF RS GIIaPB{LRAR RR bk (CSTN) 20 222

to satisfy cir requi renmen he connect i qn théougr PCU 208,
SGSN 216 and Geshhdiifest The hedepam includes @ basastationseanelier (BRELLMYHN 224 (al so

referred tqashere 1 Fdf Unitf(peg .D.u@hddiai)forepresents
the data pgph % %ﬁ%ﬁ %?tgﬁmﬁ @@ﬁ%\l}?ﬁ%ﬁ& n ( a%worﬁ ext ended
with GPRS capaBPRSt $l@90l‘ttlﬁeG§MC 2 Blipbjig s‘%""&@ﬁga??fge

Location Register (HLR) 212, a Visitor Location Registry (VLR) 214, a Serving
GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node (GGSN)
218, and a Dynamic Host Configuration Protocol (DHCP) 220. This list of

16 components is hot meant o be an exhaustive list of the components of every
node 202 within a GSM/GPRS network, but rather a fist of components that
are commonly used in communications through the wireless nefwork 200.

J0054] In 2 GSM network, the MSC 210 is coupled to the BSC 204 and
to a landline network, such as a Public Switched Telephone Network (PSTN)
20 222 to satisfy circuit-switching requirements. The connection through PCU
208, SGSN 216 and GGSN 218 to the public or private network (Internef) 224
(also referred to herein generally as a shared network infrastructure)
represents the data path for GPRS capable mobile devices. In a GSM
network extended with GPRS capabilities, the BSC 204 also contains a
25 Packet Contro! Unit (PCU) 208 that connects to the SGSN 216 fo control
segmenfaﬁon, radio channel allocation and to safisfy packet switched
requirements, To track mobile device location and availability for both circuit
switched and packet switched management, the HLR 212 is shared between
the MSC 210 and the SGSN 216. Access fo the VLR 214 is controlied by the
30 MSC 210.



25 Packet Control Unit (PCU 208 that connects to the SGSN 216 to control
segnentati on, radi o channel allocation and to satisfy packet swtched
requirenents. To track nobil e device |ocation and availability for both
circuit switched and packet sw tched managenent, the HLR 212 is shared
bet ween the MSC 210 and the SGSN 216. Access to the VLR 214 is controlled
by the 30 MsC 210. - 16 - [0055] The station 206 is a fixed transceiver
station. The station 206 and BSC 204 together formthe fixed transceiver
equi pnent. The fixed transceiver equi pnent provides wrel ess network
coverage for a particul ar coverage areaigommonly referred to as a ucell".
The fixed transceiver 5 equipnent transmts communi cation signals to and

recei ves conmuni cation signals from nobile devi.ces within ifs ¢ via the

Ceation 200 THROSE yoq ThENRIEN AR T dupHIRTSIE g, 0% Stie’ 20t 1

Iun(t:)t [ ?ns as {T’?ﬂghtm(j‘, ?ﬁg;awggp@ssgm yh@mggit@sm%qtmmp?herﬁxed_ Si Ignal S
o be transmitted to e nobi | e device i n_accordance wi i cul ar,

usual |y predet SPRFFNET e%“’%ﬁ*rﬁf‘ﬁ"@ﬁ? i“ﬁﬁ‘?}‘?ﬁr‘go‘feg‘g?fﬁsmgﬁ@g%:f?%ﬁe%ﬁcg,fa}under :

control of itscomddeolates coffitonly xefdréd dasaxiav &l oTheiized teinscdher| y
denodul at es ,and _possi bl y decodes and..decr | S :
communi cat i ?FE‘H’EP@ 'F%E&'R?e‘ﬁ’"?fPWﬂ'é sf'%'%\tsﬁg a&évrlggéé\?e%oﬁﬁel(mm%uﬁ%o?t s cell.
The communi cat istynalp rfano codbileadeliqes rwithint dis scalfayia e ptation @06n Thief fixed ent
nodes. For exapple,. ' my) schene

1 pﬂeg?@%g&?%%n%m%ﬂb? or%sd% cﬁ?ﬁrﬂég g%.és Fﬁ%}aﬂéﬁ%h M

and operate at requenci an ot he . For all nobile
devi ces 100 r egiosily encogirgharal/asaciypiian efcsianaisido bp denamitied te thermefiieat i on

data such as adiasl o' e dososbReecyi] HHAilE ThdayThrobbmthe, 2! 50

contains location information Tor eac | stere |
10 communication protocols and parameters, under confrol of its controller. The

fixed transceiver equiptment similarly demodulates and possibly decodes and

decrypts, if necessary, any communication signals received from the mobile

device 100 within its cell. The communication protocols and parameters may

vary between different nodes. For example, one node may employ a diiferent
15 modulation scheme and operate at different frequencies than other nodes.

[0056] For all mobile devices 100 registered with a specific network,
permanent configuration data such as a user profile is stored in the HLR 212,
The HLR 212 also contains location information for each registered mobile
device and can be queried to defermine the current location of a mobile

20 device. The MSC 210 is responsible for a group of location areas and siores
the data of the mobile devices currently in its area of responsibility in the VLR
214. Further, the VLR 214 also contains information on mobile devices that
are visiting other natworks, The information in the VLR 214 includes part of
the permanent mobile device data transmitted from the HLR 212 to the VIR

265 214 for faster access. By moving additional information from a remote HLR
node to the VLR 214, the amount of fraffic between these nodes can be
reduced so that voice and data services can be provided with faster response
times and at the same time require less use of computing resources.

[0057] The SGSN 216 and GGSN 218 are elements added for GPRS
30 support; namely packet switched data suppori, within GSM..The SGSN 216
and MSC 210 have similar responsibilities within the wireless network 200 by



device and can be queried to determine the current |ocation of a nobile 20
devi ce. The MSC 210 is responsible for a group of |ocation areas and stores
the data of the nobile devices currently in its area of responsibility in
the VLR 214. Further, the VLR 214 also contains information on nobile
devices that are visiting other networks. The information in the VLR 214

i ncl udes part of the permanent nobile device data transmtted fromthe HLR
212 to the VLR 25 214 for faster access. By noving additional information
froma renote HLR node to the VLR 214, the anmount of traffic between these
nodes can be reduced so that voice and gata services can be provided with
faster response tines and at the sane tine require | ess use of corrputi ng
resources [0057] The SGSN 216 and GGSN 218 are el ements ggl%éfe GPRS 30
support; namel keeping keck ofithedbestion of %WB@letde"Wt"HpﬂT'E%gg &N 216 and

MBC 210 have sim SRR H:I%%oé@sté&hﬁoltf&\edém{raﬁ'e%a thetineleds 200 by -
17 - keeping tracbﬁéfé gglgjtnlglgn of each npbil e fdw ce 1 SGSN 216

al so perforns sateorki 290.f The (GOPN i Prvides sinegiaivy “90?0"&5%}9”?9% ic on the

W rel ess net woLj rﬁ&% %mﬁa%a @éﬁo&é%ﬁﬂ%ﬁn&tﬁtﬁ@b\mmra@mtﬁions wi th
ext er nal packet svmt

net wor ks and connect s 216 5
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network 200. Dyduybisk 56, NBYrirP Rbritial @psr,atiangla/glvenuboblle dmm&éﬂolwshust
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]PHCPdS er ver1o|2%ﬁhcbrﬁmbeamb {m&;blr@dcalls CuereatisNalp GPRST igapabl %ﬂ\?ﬁ“{'\'ﬁi‘ﬁﬁ/ ”ﬁ%;: hani sns
or dynamic a nen n Bampt e

g iz, HpREloay SRR diilstes’ 1hEEaaRhy S DICP

Aut hent i cat i onPH server and server. 15
Once the GPRS 220 4 hei sonnedpd do dhe SGINYIZI8I ToIA ASe (MW ﬁ@c%%wsglﬂ %hed from

the nobile d 100,,, t h > NP 12 Remgin &
bont Nodo (i\léhﬁew i %ﬁ@“&%ﬁu Iguiigﬁﬂ-ﬂ% Qﬁn aé‘dcdrﬁtﬁn% oR1H Remete Access

Nre ese tséﬁﬁﬁ)lcal end of
an | P tunnel t Aatheotivation tDiglhln ddsse Herviee éB'P*DN$c ée S1¥8Y vi ces or
Ironreiz\r/\gtmesrr;e;%?r ngqu\}nibreg ess&trtlectjﬁ\}/]\f)rc&IR o, %Qo@gﬂrceﬁﬁiilﬁng’e eaahgisheoyfrdml ce 100
nust be assi gnéis mebie slevice 106 thipugh g’fﬁi"@ 5{% ﬁff gGgg bjﬁggg}énnot
boon aut hor | seqeran ba Wep@pw‘”““gg“? fo?mam%mmm"‘?at an
| nt ernet donai frdirahend GERNJE tu cfésf eqs‘g&(t:on?'%g%dnﬁ%a‘g %] Once the
GPtRﬁ At t tac hdl Sg@lﬁzpfaabeir@nvﬁemnmt omhectimst Ftle ARM also ranr:éﬁems@ s@u{z(fgghang?g
wi thi n standar usi ng_a c SERRRT in
packets. Th?d imMRANAHEE Pﬁﬁ}? 'fer\%rsr@ﬂ%%gug'#épg% B&&P Sile> as in the case
with some | PSeguist by a(slsiﬁﬁe@lo oenaerbieoABNa sed the mebils F’@‘G%ﬁs Wﬁl cARpe Net wor ks
(VPN). These tunnels g{ aga L{t ﬁ%ﬁﬁéﬁ%ﬁlﬁ%?@i’@ﬁﬁ% fPdrpaBN tiitatieol  (PDP)

contexts and t K& these available._.in
~ been authonzed to use. The APN may be considered to be similar to an

internet domain name such as “myconnection.wireless.cont’.

25 [0058] - Once the GPRS Attach is complete, a tunnel is created and all
traffic is exchanged within standard IP packets using any protocol that can be
supported in IP packets. This includes funneling methods such as IP over IP
as in the case with some [PSecurity (IPsec) connections used with Virtual
Private Networks (VPN). These tunnels are also referred to as Packet Data

30 Protocol (PDP) contexts and there are a limited number of ihese available in
the wireless network 200, To maximize use of the PDP Contexts, the wireless
network 200 will run an idte timer for each PDP Context to determine if there



the wirel ess network 200. To nmaxim ze use of the PDP Contexts, the wreless
network 200 will run an idle tinmer for each PDP Context to determne if
there - 18 - is a lack of activity. Wen the nobile device 100 is not
using its PDP Context, the PDP Context can be de-allocated and the IP
address returned to the | P address pool managed by the DHCP server 220.

[ 0059] Referring nowto FIG 4, shown therein is a block diagram5
illustrating conponents of an exenplary configuration of a host system 250.
In one instance, the host system 250 can be a corporate enterprise. The
host system 250 will typically be a corpgrate office or other |ocal area
network (LAN), but may al so be a hone office conputer system or sone ot her

private system for exanple, in variant inple | ons, exanpl e
P hown 010 Fisa lagk ofsactiib Whep she oD iRl e ParH I s URCReR:

organi zati on t&g%ﬁ*tcﬁté*%%én Bt dbhlosmbd bed d@wmm feinenigts. tha ¥pi cal |y, a
plurality of nobile devices can co%cate relessly wth the host system

250 t hr ough onaddesspral mapaged byjbe BTV ESS networ k 200. [0060] The

host tem 250 conpr a. nunber, o e [ e tedto
Gach otner by MOBRDY K o BRI BAE. togeIC sy Talny RefidTE X Btk SBREt

conput er 262a Wubtfating gaﬁ-@ommgﬂalmmnwmoﬂﬁgurfamn Dmahmw%emﬂﬁﬂllé deV| ce
100 can be S|tuated on a,l bile

devi ce 100 can®Be MEtRRseele %sf%@e?ﬁ%ﬁ&gp%&%@g}ﬁe S%gt?alrﬂarféé Tﬁ%hﬂ% ver sal
Serial Bus (USBysterarasecwillotypicdllyrberasqberateaificsr ougtber $agalk giep LREENAK262b- 262n

can al so be si Bt fae

equi pped with ZWC@B%%*@?%E c\r%m% 3@%4 t até%l S sﬂ???aéglfne forrmar‘mbl | e

devi ce. The cr agitem26x# dxavipls, imvesantieplengniaignsorinithe sHaRplesthond . P m
data, prl v ﬁtﬁ“@éﬁé ﬁo&%%%ﬂﬂtzsﬁﬁs it Bs LAPIN bf & @rgaﬁaﬁatroa t6 auliidhni cat i ons

bet ween the host system 250, ﬁ)’ 0tr t he user
25 conput er 262auses efhtbenmpbilecdeiics é@o Rsipnogn hymiealy » 8 QMF‘ c‘ﬁl'ﬁ?ni‘? usef ul

for bulk infor Sniedtd WireRQSI) Witk hdstsmémeﬂsozmmqgrtm orobi | e
devi ce 100 forla%g%&]%ﬂg If‘o‘?‘m&ttlon dog\nl %ﬁged to the nobile device 100 may

i ncl ude certif m%.’@@@d%l%w Qfﬁhet‘ﬁ’éﬁ%&ﬂ?éwgré nessages. [0061] 1t vm Il be
under st ood by persons S led jn t t ; S

262a-262n will 9988 cal | b'lhﬁl %Stbesyégﬂhgﬁoea"%ﬁ%’"%ﬁ g g'g"r‘?& g?gﬁ eV| ces,

such as pri mg ergdmpehénts Wdtinedcted do nedcheriiier divt ne;twgrkomnn CIWISG2601- For. 19 -
Furt her nor e, onl a subse t t {:Gg\.@% ywsSigm 250 are
shown in FIG 4% ﬁs@eijﬁ 8%%!%%% 8;0%8%3%{& é’n? 1Frsa':éiood by
persons skil | edoi tmetuser'ambﬂmdevméﬂ@n@gn besifuatas PHA M-NICOE Pp-skhe

addi ti onal Comﬁ?gﬁpg%&%e ﬁle’@vm@‘mo'déhtbb)boﬁﬁﬁd‘ﬁb iR oEInﬁuteﬂZéZHb\ﬁ hi s

exenplary 5 co eneral | ost, syste
represent a smil ‘smal paatUmﬁerﬁl s@ﬁ@@us pRNNegEeN. SR o%/ﬁ}“ %}?Ifﬁ user

organi zat i ogy, ﬁ'ﬁﬁl éynfd(lﬁ ENEiteRAVATRS hetwardi260, akeauhimaaged in
o e et B oS el 11O
or may not be equipped w;th an accompanying ¢

mobile device. The cradle 264 facllitates the oading of information (e.g. PIM

data, private symmetric encryption keys fo facilitate secure communications

between the moblle device 100 and the host system 250, efc.) from the user
25 computer 262a to the mobile device 100, and may be particularly useful for

pbulk information updates often performed in initializing the mobile device 100

for use. The information downloaded to the mobile device 100 may include

certificates used in the exchange of messages.
[0061] it will be understood by persons skilled in the art that the user

30 computers 262a-262n will typically also be connected to other peripheral
devices, such as printers, etc. which are not explicitly shown in FIG. 4.



[0062] To facilitate the wirel ess conmunicati on of nessages and 10
nmessage-rel at ed data between the nobile device 100 and conponents of the
host system 250, a number of wirel ess comruni cation support conponents 270
may be provided. In sone inplenentations, the wirel ess conmuni cation
support conponents 270 can include a nessage nanagenent server 272, a
nobi | e data server 274, a contact server 276, a global address |ist data
store 15 278, and the like. 100631lIn this exenplary enbodi nent, the nobile
devi ce 100 conmuni cates with the host system 250 through node 202 of the

w rel ess network 200 and a shared netwotge i nfrastructure 224 such as a
service provider network or the public Internet. Access to the host system

250 may be 20 provided through one_or nore routers 0 ho d
conput i ng devi Ew&aﬂnomhenhﬂ&w@?&p‘eﬁwg@ W%B{Sa&féﬁ? F‘Bﬁisﬁ\éﬁﬁh%&g firewal l
or proxy fserveérezéﬁzwnTiﬂeFl]fUi O For SRS @@&m:cz\zlérd!en 1\3&!1 beamderstmﬂebsangtsg
wireless intenet gateway for the host syste he prax f
intelligently peyaersssidleddn the @Héhebﬁwﬁfaﬁg‘%m%%"i ‘8‘“ oglped o, {he nost
syst em.250. 25.4Q0G4hisNtnze e | WAl explitiyatshows , int FES. hasibr dlyis texenPidy can
include a wireless VPN router (nqQt sh ) to faghli nge
bet ween t he 5ho§'?”ﬁ§9?§"é‘?n%9 g&qéraﬂhetﬁﬁﬁ\é\%sgS% v?@%%%&‘f‘%% ?ﬁ%‘eégs VPN
router allows garyRNaCRIYe tlelvistk t(aotbshoas) ablthe ioeghniriation; tang gar e a
specific wrel network to th i .ol | PN rout er
can be used wi S%a’ﬁ'i‘g °§'@p?'?ﬁ“gsr ﬁ"B?"’g&‘ t%@é‘ggyllﬁ’)d' e'rgrsﬁi %ﬂagﬁﬂﬁ g*/%f%?\r{d
| P-based wi r el ghawrmintt®etemplarpiembodinteatofiFiGaé provi de enough | P addresses
so that each nobile device has a - 20 - dedicated |IP address, making it
possi bl e to pufgoszhf or nfiei favilitate dherpwrelessdevmernigation pf (19A89%, Afvant age
of uSing a i I GRS e RidA U betwieh i mbbiledulidac1 MbrlidomipbRertéioy the VPN

0es’ no

conponent, and require a separate wreless gateway and separate
wirel ess i nfrabpstaysiene250) amuneesRiadieiess qogpnunication Support compo

270 may be provided. In some implementations, the wireless communication

suppori components 270 can include a message management server 272, a

mobile data setver 274, a contact server 276, a global address list data store
15 278, and the like.

{0063] in this exemplary embodiment, the mobile device 100
communicates with the host system 250 through node 202 of the wireless
network 200 and a shared network infrastructure 224 such as a service
provider network or the public Internet. Access @o the host system 250 may be

20 provided through one or more routers (not shown), and computing devices of
the host system 250 may operate from behind a firewall or proxy server 266.
The proxy server 266 provides a secure node and a wireless internet gateway
for the host system 250, The proxy server 266 intelligently routes data to the
correct destination server within the host system 250.

25 [0064] in some implementations, the host system 250 can include a
wireless VPN router (not shown) to facilitate data exchange between the host
systemn 250 and the mobile device 100. The wireless VPN router allows a
VPN connection {o be estabiished directly through a specific wireless network
fo the mobile device 100. The wireless VPN router can be used with the

30 internet Protocol (IP) Version 6 (IPV6) and IP-based wireless networks. This
protocol can provide enough IP addresses so that each mobile device has a



5 preferably be a Transm ssion Control Protocol (TCP)/IP or User Datagram
Prot ocol (UDP)/ 1P connection for delivering the nessages directly to the
nobil e device 100 in this alternative inplenmentation. [0065] Messages
intended for a user of the nobile device 100 are initially received by a
nmessage server 268 of the host system 250. Such 10 nessages may origi nate
fromany nunber of sources. For instance, a nessage nmay have been sent by a
sender fromthe conmputer 262b within the host system 250, froma different
nobi | e device (not shown) connected to the wireless network 200 or a
different wireless network, or froma .gferent conputing device or other
devi ce capabl e of sendi ng nessages, via the 15 shared network
infrastructure 224, possibly through an application service proyvider (ASP)
or Internet sedad!zaéecg%aﬂ@res&(mgws ity WPSS@‘%FH)PH?I’ ! ‘?’?130 r?g?gg%ee server

268 typically gk @&%ny ifePih BBYantdgRIE UERE @ WiRslesshPNerutaigibaf caressages,
particularly e-mail _nmessages i t hi

within the qrganization and e shared
network i nfr ase¢ ae eifthe-shell VAN, comprigpt, ?Hdgﬂ% e eI S %ezftafag%&éfﬁ% has been
set up to send%agﬂay el \48pdBfRs dgeRss Sinfriigthuwhlrey Aa38Bt i @neectiont tara user
of "the. noes JycPRY bgh TAETIRRENCRIE SLePe sl Ehiye’ Use, DRGART 7, (one
Doni nom sewer , peotdéeY UbPAFOupwicstor faredeliwering theamessagessditeciblte thmi | server
installed in a corporate enviro Nk:. i npl enent ati ons, the host
syst em 250 rray"]c’ﬁ“,fp%d'é’eﬁ?ﬁt"i‘B\‘%&éﬁ?&"é@@%ﬁ%@%. The message sewer 268
may al so be ad to provi . L i
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managenent, in e agenen data assoclated w E%I}’Of%lgendars and

task lists, foinitelpmeieved[lyoe7neisene Peaeage8 of behasksysiem Chessage
sewer 268, f&eﬁlzeggag%%em}:\%%r%ﬂl & J[%hpraﬁ? hiBerdat 8owbey, eFaismehed,eal With the
. n sone e odl

nmessage server nments, the daga storee#% b{?‘at separat e
hardware unit (messagemayhavedheemPEnthya sender FrRUINR COMRYIGIAO2BMMNIR, ni cat es
with. Messages hﬁé%g%mségﬁ.sﬁ&%@&iﬁyreﬁﬁhéﬁiﬁwioar(dot@abivn)emmded:ted tsibe s by

accessing the nessage server 268. For instance, an e-mail cli

appl i cati on op&firgleps dietiyprly 200epr @ @8%@& @'Fg‘g%szé'e%ﬁr%gﬁé@tét St i |
nmessages associcahﬁﬁhﬁgi ddviddhatk otisesdesich capablentf séralirgd messagdes, diatthest or e
associated with t

From the dait ShBS TEHPROFETCFOI ATy BTPSEC O, PPR L SR or e

associ ated Wi t préviter (RSP ag ntempysarvi@oprovidar §8R), respnple. of each nessage
that is locally stored on the nobile device 100. Alternati vel_|¥, t he data
store associ at 00881t h t ibe meassage seven2h8 tBGalarcts oS deoPEnaly Intgfaceh e

messages for t Bgr %ﬁ%eﬁﬁtané%eof %Q%éa?e&ﬁﬂérﬁ@ul eihsl Ri¥s¥agess Wthinethenunber  of
messages can be“storéd on”the nobi e device 100 to cg&sg@ve mem){hé. For
i nstance, the roganizatioeand e dhgyeiared petvRE ipfastructiee ¢45 ERPL USSR s for
exanpl e) Cagy D&y sdiiafith #¢ haS pERPLUAIR dchE shAGeclifheliges ionpalli ng L he
mobi | e devite 10 : ahe user may wsh to
associated with a user account managed by the message server 268. Some
exemplary implementations of the message server 268 include a -Microsoft
Exchange™ server, a Lotus Domino™ server, a Novell GroupwiseTM server, or
another suitable mail server instalied in a corporate environment. In some
25 implementations, the host system 250 may include mulfiple message servers

268. The message server 268 may also be adapted fo provide additional

functions beyond message management, including the management of data

associated with calendars and task lists, for example.

[0067] When messages are received by the message server 268, they
30 are typically stored in a data store associated with the message server 268. In
some embodiments, the data store may be a separate hardware unit (not



15 have e-mail nessages retrieved for delivery to the nobile device 100. An
e- mail client application operating on the nobile device 100 may al so
- request nmessages associated with the users account fromthe nessage sewer

268. The e-mail client may be configured (either by the user or by an
adm ni strator, possibly in accordance with an organization's information
technology (I D 20 policy) to nake this request at the direction of the
user, at some pre-defined time interval, or upon the occurrence of some
ggg;gﬁghneg event . In_fongdlnplenentations, the nobile device 100 is

_ its own e-mail address, and nessages addressed specifi

nobi | e device 100 are automatically red?fegted to the nDbPIe deS?LLylgg ;26
they are received by the 25 nessage server 268. [0069] The nessage
managenent ser gleowr TRatdhe rimesegeeskrvey 268ceimmunieatss Wil Mersagept Pe for t he

managenent of gﬁ%éﬁ@?ﬁ'h@”&?ﬁ??g@'Mémmmgw hBadssmgethk nésafigndl ed by

nobi | e devi ces:? nmessages are still stored on the nes
server 268, theemwes2eh;doBdnstensagamermal iené @ppliestion, Aperating oy atlff‘eE%nt ri?ge

\Angﬁgg elrrfeh ) aggr ggéﬂpg%ﬁﬁgéggaﬁ?&mé&%e EOndinResRBbd SssdoitctowiliDBat (Hees Tessage

5 account stored on the data store associated with the message server 268.

These messages are then retrieved from the data store and stored locally on

the computer 262a. The data store associated with the message server 268

can store coples of each message that is locally stored on the mobile device

100. Alternatively, the data store associated with the message server 268 can

10 store alf of the messages for the user of the mobile device 100 and only a

smaller number of messages can be stored on the- mobile device 100 to

conserve memory. For instance, the most recent messages (in the past fwo to

three months for example) can be stored on the mobile device 100.

[0068] When operating the mobile device 100, the user may wish to
15 have e-mail messages refrieved for delivery to the mobile device 100. An e-
mail client application operating on the mobile device 100 may also request
messages associated with the user's account from the message server 268,
The e-mail client may be configured (either by the user or by an administrator,
possibly in accordance with an organization’s information technology (IT)
20 policy) to make this request at the direction of the user, at some pre-defined
time interval, or upon the occurrence of some pre-defined event. In some
implementations, the mobile device 100 is assigned ifs own e-mail addreés,
and messages addressed specifically to the mobile device 100 are
automatically redirected to the mobile device 100 as they are received by the
25 message server 268.

[0069] The message management server 272 can be used to
specifically provide support for the management of messages, such as e-mall
messages, that are to be handled by mobile devices. Generally, while
messages are sfill stored on the message server 268, the message
30 management server 272 can be used to confrol when, if, and how messages
are sent fo the mobile device 100. The message management server 272 also



- 22 - facilitates the handling of nessages conposed on the nobile device
100, which are sent to the nessage server 268 for subsequent delivery.

[ 0070] For exanpl e, the nessage nanagenent server 272 nay nonitor the user's
"mai | box" (e.g. the message store associated with the 5 users account on

t he nessage server 268) for new e-mail nessages, and apply user-definable
filters to new nessages to determne if and how the nessages are relayed to
the user's nobil e device 100. The nessage managenent server 272 may al so
conpress and encrypt new nessages (e.g. using an encryption techni que such
as Data Encryption Standard (DES) or 1Q093ci ple DES) and push themto the
nobi | e device 100 via the shared network infrastructure 224 and the

wirel ess network 200. The nessage managenent server 272 may al so receive
messages conpodasiitaies theehasting of trassages) enmpaesey, onether Mkl ?Yﬂenggol'ri pl e

DES), decrypt ahindes QaRASHS ridiSato siascaasaBenpent dsilay mat the composed

messages If desired so that they will 15 appear to have originated fromthe
user's conput efpg¥efa, amrdr réxaimplél ethbhmeeﬁyeomagﬁmeragesrveroZFhemaessage

268 f del 00Q71] Cer,t t
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nobi | e devi c& Lgérscasconnt deihenadss{agegsenmy 268) fod mewi s-Mmeditrozssagesa@pdr dance
LT oLy CY LR BRhORRE, el b pd EAR0° TRERARRE N alp it T2, These

may include whé&P recerve encr d/ or
si gned nessagesesshgdsmare eeleyedpto dhe Iaispr'smdsie dﬂmﬁé‘ﬁ%%@dﬁﬁ@ﬁﬁéssages

t b
Sent Trom the MPERngieRlcagtmel Ao MaFpRES o Bhigptiioitoceagil(dhy THssages
address, for eusmnplas emtcmteqhnmemb@g@aﬁara@mm %dﬁ'é’r(‘)gﬁé Qay al so
be_adapt ed i@ H’rn?l%'[g@S)oé%eﬁuge |ne3$ t}{e‘%?xﬁfslleoﬁb?nceﬁ%m&ﬂweoéﬂakdm&ﬁbrﬂg certain

nmessage i nformatfon or ortlons bl ocks") of a nessage
de

stored on the mﬁ%ﬁg@u@eﬁaﬁeﬁﬂdﬁg virg Glsﬁé‘eh%’ic %0 85SPgH mqaese'eﬁfa}nm e, in

one instance, WogR: o7AREIUD foBeld idsdhdas doftihbay o taymbbie dfekl modevi ce
100 fromthe 30 nessage Server_ 268 the rressaagad’racgn‘!g Bt sewer 72 may

push only the fe8sengupted yeing Triple RES). dearvmt th the
part being of @essages, re-format the composed messages if desired so that they will

15 appear to have originated from the user's computer 262a, and re-route the
composed messages to the message server 268 for delivery.

{0071) Certaih properties or resfrictions associated with messages that
are to be sent from and/or received by the mobile device 100 can be defined
(e.g. by an administrator in accordance with IT policy) and enforced by the

20 message management server 272. These may include whether the mobile
device 100 may recsive encrypted and/or signed messages, minimum
encryption key sizes, whether outgoing messages must be encrypted and/or
signed, and whether copies of all secure messages sent from the mobile
device 100 are o be sent to a pre-defined copy address, for example.

256 [0072] The message management server 272 may also be adapted to
provide other control functions, such as only pushing certain message
information or pre-defined portions {e.g. “blocks”) of a message stored on the
message server 268 to the mobile device 100. For example, in one instance,
when a message is initially refrieved by the mobile device 100 from the

30 message server 268, the message management server 272 may push only
the first part of a message to the mobile device 100, with the part being of a



- 23 - pre-defined size (e.g. 2 KB). The user can then request nore of the
nmessage, to be delivered in simlar-sized blocks by the nessage managenent
server 272 to the nobile device 100, possibly up to a maxi num pre-defined
nmessage si ze. Accordingly, the nessage managenent server 272 facilitates
better 6 control over the type of data and the anount of data that is
comuni cated to the nobile device 100, and can help to mnimze potenti al
wast e of bandwi dth or other resources. [0073] The nobile data server 274
enconpasses any ot her server that stores information that is relevant to
the corporation. The nobile data servec2d40 274 may include, but is not
limted to, databases, online data docunent repositories, custoner

rel ati onshi p nmanagenent. (CRM_systens, or enter e resgurce planning
(ERP) appl i cat P(ﬂfgeﬁ"%é'?@f}%ez Kéhffaew%reqaoéfﬂeﬂz’?gﬂ%% %faﬁ‘ﬁé‘elsgﬁ'% mat i on
for a list of gPpé dehiverddin énlhﬁar!-‘éiﬁd blbcka by the Imésség@maaagémedtrsemddress
book 142 on the_15 b| I @egsevl c,ie B‘?Sétghe cont act servg 1_.276 can obtain
this informati g-ﬁzF’r 00\ RSl UR (o MPARHM RISASIEAIPESS598 — The AL
data store 2783@&”A§&dﬁﬂ!ﬁgi¢0ﬂfeaﬁbs$agfeoﬁﬁaégmn{ @ervyee TR dfadilitatpsobggerwi t hi n a
corporation. The GALd a, stor n_al i . | mat i on
for other cdhtSeHO!OYRY %prﬁé’éﬁﬁ '\dgﬁ?gwai'ﬁi(’{%ﬂ%ﬂgt lg%@%{%@\%&t h the
corporation, sthmalsilesiepiot 160 sand2ndielreiotrsinimizecpotential waste obbarsiwidiact s t hat

are commonly accessed [.a given contact, the contact server 276 can
general ly prov%ﬁl@ﬁ?m@s%{%é phone nunber, work address and e-mail address

of L, CONt 2t (o3P0 OTRETrokiil BAHch Y 27 BiefSHeBsd oA echih 1Etd the CAL

data store 278%are” an exa enpte data store that the contact

| ookup nodul e a@aesaaformatw@cfbe%@ refleyanido qusatl%ﬂhamqb%deﬁa SNt act
address _on %d“ezf?l?héﬁ ﬁMbCSutlﬁ)sOnot[ RATR] i) BeBasesbatiharIals dotiter®AL dat a
S

store 278 can o I'nc a separate list of con z¢ for each user that
uses a robile m@%ﬂe&ss@}ﬂ%@d Waf'ﬂnﬁhﬁ:é 'ﬁﬁ@@g%@ @gb CPHi Tf ashi on,
the GAL data sRfefpridéfeditePainind(ERP) appliRalione. of contact lists or the
| ocal address books that are stored on the plurality of nobile devices

associ ated wi t jppg7ap hosiThe yingit 86rer (276 smmeprovide information for a list of
contacts for the user in a similar fashion to the address book 142 on the
15 mobile device 100. The contact server 276 can obtain this information from
the Global Address List (GAL) data store 278. The GAL data store 278 can
store contact information for people or groups within a corporation. The GAL
data store 278 can also include contact information for other contacts such as
people from organizations associated with the corporation, such as suppliers,
20 clients, etc., as well as contacts that are commonly accessed. For a given
contact, the contact server 276 can generally provide the name, phone
number, work address and e-mail address of the contact, among other
information. The confact server 276 and the GAL data store 278 are an
example of a remote data store that the contact lookup module 138 can
25 access during entry or validation of a contact address on the mobile device
100.

[0075] in some embodiments, the GAL data store 278 can also include
a separate list of contacts for each user that uses a mobile device associated
with the host system 250. In this fashion, the GAL data store 278 can provide
30 a backup of contact lisis or the local address books that are stored on the
plurality of mobile devices associated with the host system 250. In some



- 24 - alternative enbodi nents, the host system 250 may have a centralized
server that can access the contact information. [0076]1t will be understood
by persons skilled in the art that the nmessage managenent server 272, the
nobi |l e data server 274 and the 5 contact server 276 need not be inplenented
on separate physical servers within the host system 250. For exanple, sone
or all of the functions associated with the nessage nmanagenent server 272
may be integrated with the nessage server 268, or some other server in the
host system 250. Furthernore, the host system 250 may conprise multiple
message 10 managenent servers 272, partBédlarly in variant inplenmentations
where a | arge nunber of nobile devices need to be supported. Furthernore,

i mbodi t he f b
or ovi ded by andiReRve s peraeih HE i Rbrl D RREhAR S AffBled T O 1o

message server ti2fi8an devessithietdootact information. enbodi nents, the functionality of
the contact 15 server 276 can be provided by another corporate server that
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contact Server nikladd hdeadthai! ddePyrt B! indbiRAGEY. sdrersomie shashs. ! he
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25 does not have a match in a remote confact address data store. Contact data
can also include a list of contact addresses found In a remote contact address

data store that are similar to a potentially incorrect contact address.

[0077] When the user of the mobile device 100 composes a message,
the user may enter a contact address by using the local address book 142
30 that is stored on the mobile device 100, For instance, the contact lookup
module 138 can provide the user with an option to look up a contact address



15 selection. In some cases, the contact |ookup nodule 138 can be
configured to automatically provide the list of matching contact addresses.
[0078] I n sone enbodi nents, if no matching addresses are found that
correspond to the first few characters that are entered by the user in an
address field, the user can select a renote | ookup option provided by the
20 contact | ookup nodule 138 to select a contact address froma renote data
store such as the GAL data store 278. |f the user chooses the renote | ookup
option, the contact |ookup nodule 138 can contact the contact server 276,
whi ch then provides the user with the aBstity to search for a contact
address in the GAL data store 278. In sone inplenentations t he cont act

server 276 can 25 provide, the user | i st [

through to | oc!ﬂ‘?‘%“ g'?ﬁi“?’é’l @c?‘? e aaeigdf%saa‘@oﬁ? { &@!sé%é]?\%s %Qhécr >

ll' hrrpl erretnt at | lonmlfsﬁdge mmleﬁ:aﬁaa dend eﬁerahé asercslelmam@ the eddaewf&ldécy Wi ndow.
e contac 00 ule 13 n [ t th

cont act server ﬁgt ‘A" Pﬂgﬁcﬁ' Jse %Pe{lrsgg teér.|s O&E@g:}%iﬁ?ﬁ tl:"?nat Cel ng

cont act addr esaddresy bmmn@zwlaqﬂamntaﬁhb%@f) owdulect3ss dn semexases dhe t hen

o Ehon &P AYLReR B9 e Ry el A e it o 150
user choose to use the contact lookup medule 138 to aocess the address
book 142 to enter a contact address. In some cases, the contact lookup
module 138 can provide this "local" lookup option by displaying a dialog
window or by interfacing with the message application 136 to provide a

10 selection button in the message window within which the user composes the
message. In some embodiments, the user may enter the first few characters
of a contact address in an address field and then use a local lookup option
provided by the contact lookup module 138 to obtain a list of matching
addresses from the local address book 142 from which the user can make a

15 selection. In some cases, the contact lookup module 138 can be configured o
automatically provide the fist of matching contact addresses.

[0078] In some embodiments, if no matching addresses are found that
comespond to the first few characters that are entered by the user in an
address field, the user can select a remote lookup option provided by the
20 contact lookup module 138 to select a contact address from a remote data
store such as the GAL data store 278. If the user chooses the remote lookup
option, the contact lookup module 138 can contact the contact server 276,
which then provides the user with the ability to search for a contact address in
the GAL data store 278. In some implementations, the contact server 276 can
25 provide the user with a list that the user can scroll through to locate and select
the desired contact address. In some implementations, the user can enter a
few characters via a dialog window. The contact fookup module 138 can then
provide these characters to the contact server 276, which then uses the
characters to search for matching contact addresses or contact names, The
30 contact server 276 can then provide the matching contact entres fo the
contact lookup module 138, which then displays the entries to the user. The



user can then scroll through the Iist of matching contact entries to see if
a desired contact address is in the list. [0079] 1 n sone enbodi nents, the
user is provided with the option of manually entering the contact address.
In sone cases, the user can nmanually 5 enter the contact address w thout
searching through the I ocal and renote address stores (i.e. wthout using
the local or renote | ookup option provided by the contact | ookup nodul e
138). In sone cases, the user can manually enter the contact address after
the desired contact has not been found in the | ocal address store. In some
cases, the user can manually enter the.gentact 10 address after the desired
contact has not been found in the renote address store. [0080] After the

user has entered the contact addresses for the nmessage, . pri.or {q sending
the message, tHeercasnttien spigbirpugibie @tég’%@fqu‘éqri%&teﬁg%ﬁéﬁts%% %ddr esses.

Val i dation i nclsges cehlekddatess ieindpdfisact 15 addresses for accuracy and
correcting any potentially incorrect contact addresses. FIG 5 provides a

di agram of an poogep! ar y Iresdmeliembotiinentsy the ssage pravidedawitio thevriianwf 300 f or
val i dating contact address in,.a RIS | ' W ndow
300 i s one exaf@ud! ferﬁewgé%ﬁogtﬁgﬁg%g?'gﬂs%gns thg%%ééﬁ%@ﬁ%ﬂr‘%\wded by
t he contact § oektep tp dortact1RRirdss Bithout searghing dhrough &ha Iqsat and remots

incorrect contact addresses. | : erbad! doiien BRNidagt | ookup
nodul e 138 canaé‘%r?gmd‘?r Sﬁ%’e‘?’ﬁ%&éﬁh@%ﬁﬁ%l Y egﬁ%@pcggt agt address in
any of the "TOby HeCEbntact bB@P modide 438). fin spwe capes, HHae WELSEAIMBYUFYY ndi ng

et ching cont agh PR GAREF aldteddid Hitkie gl cBBoIRRIck fen fokndl e ¢ he

manual |y enter tac sses match wth a co&resepo di[:%g ﬁgtry in
the address bodcalladtiresshaiore; h‘eS@Qrﬁﬁlﬁesnﬁ@sl&Qéc%‘hﬂ"aBEal At rd{)]e Aessage
appl i cat i onyd 36400 8AbHAYRILETed ddntddi ial HRE Bétn foaRtk tPtheTrdmbie su@Bessannot

find matching contact addresses In the address book 142 for at |east one of
the manual |y efta¥®.ed contact addresses, then there is at |east one
potentially | n(I::é)Drsro?ct After the user has entered the contact addresses for the
message, prior to sending the message, the contact {ookup module 138
validates the contact addresses. Validation includes checking the contact
15 addresses for accuracy and correcting any potentially incorrect contact
addresses. FIG. 5 provides a diagram of an exempiary embodiment of a
message validation window 300 for validating contact addresses in a
message. The message validation window 300 is one example of a message
validation means that can be provided by the contact lookup module 138 to

20 verify and correct potentially incorrect contact addresses.

[0081] In some embodiments, the contact lookup module 138 can
attempt to verify each manually entered contact address in any of the “TO",
“CC™ or "BCC” address fields of the message by finding matching contact
addresses in the local address book 142. If all of the manually entered contact

25 addresses match with a comresponding entry in the address book 142, then
the e-mail message can be sent by the message application 136.

[0082] However, if the contact lookup module 138 cannot find maiching
contact addresses in the address book 142 for at least cne of the manually
entered contact addresses, then there is at least one potentially incorrect
30 contact address in the one of the address fields of the message. In the
example shown in FIG. 5, the string "XXXX" is an example of a potentially



30 contact address in the one of the address fields of the nessage. In the
exanple shown in FIG 5, the string "XXXX" is an exanple of a potentially

- 27 - incorrect contact address. The contact | ookup nodul e 138 can then
search the address book 142 for contact addresses that are simlar to the
potentially incorrect contact address(es). If simlar contact addresses are
found, then the contact |ookup nodul e 138 can display a |list of the simlar
contact addresses 5 to the user. The user can then select one of the
simlar contact addresses if it is the correct contact address that the
user actually intended to enter in one-87-the address fields of the
nmessage. For instance, the user may have m sspell ed or transposed a few

ot enti al 1y 1 nSPREa con e afPosdnedentert Bokiir el B G hPastath, oo
address can t hte dusressizbk 142 def cootact addrgsste ket ard glmliaicbrth%potec’aaﬁv act
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decl i ne opti onfdngsyon 3@b6 sdme emblodinhentseif ubere eex odilli suse tunmsolved

tentially i | d t
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- 28 - [0084] | fcasmenmllsﬁnwﬁ)scam@trb@mtﬁhéatpédwﬁbﬂ@p?ﬂfa?ﬁ Buiheolecdlos, t hen

the contact | oglyisEBOsH f12'ed S8 peenBalyditonett RRticeaddr¥st TRRIneesageequest to
the validation window 300 includes a dialog message 302 and option buttons 304,
306 and 308. The dialog message 302 indicates that an entered contact
20 address is unfecognized and can be a potentially incorrect contact address.
The user is then provided with several options. In this exemplary embodiment,
there can be an accept option bufton 304 in which the user chooses to
confinue to send the message thereby accepting that the potentially incorect
contact address is actually correct. There can be a decline option button 306
25 in which the user recognizes that the potentially incorrect contact address is
actually incorrect and decides not to proceed with sending the message.
There can also be a remote lookup option button 308 in which the user is not
sure about the accuracy of the potentially incorrect contact address and
wishes to check the accuracy of the potentially incorrect contact address with
30 the contact server 276.



contact server 276. The contact address validation request includes the
potentially incorrect contact address. The contact server 276 then checks
the 5 GAL data store 278 to determine if there is a correspondi ng matchi ng
contact address for the potentially incorrect contact address. If a

mat chi ng contact address is found in the GAL data store 278, the contact
sewer 276 sends an approval response to the contact | ookup nodule 138.

QO herwise, if a matching contact address is not found in the GAL data store
278, the contact server 10 276 sends a di sapproval response to the contact

| ookup nodul e 138. [0085)In sonme enbodiggnts, when a direct matching
address cannot be found in the GAL data store 278 for the potentially

i ncorrect contact address, the contact server, 276 .cag r%)eazg)(th thei GAL dat a
store 278 for K98fhct alithesusessslentathesemots lopkun ontign pHoT 3% fandne

i ncorrect cont gelia@qslikas todlife 198 Sentid habnBeNédréssatikiation eequesttoftbeind, t he
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Is actual |y the desir. cantact addr kn, this
can be a cade %Amt%ﬁtOquq;gaetwenﬁggr% arﬁogrgf%qq'fig@?%art%iﬁ%g%dsted a few
cpa{ ﬁcters V\head@;ﬁselfdrlrtaetphmmm iﬁectrradd?mast ad;lresselfoa maméﬂrmji%rﬁg@ fields
o e nessage. e selected s r 43en,
substi tut ed fot"‘darﬁés EJP@H{'PQW ﬁ%ﬁ%@%fﬁ%ﬁaﬁfﬁéﬁgi n thg_an
iggr?ﬁrl atﬁ aggp?@s%{fmsﬁodgémthémmmp m@m{:ﬁh@tf@?ﬁszfgb 'E\;E’Rlﬁﬂ m)du![e

en checks to deternine . r drgor r ec
cont act addr es%ng%aidﬁ%ssr}%ggggoe"’%élnﬁ hﬁ%ﬁg c{ja\la'rté[e)tsnﬁé g?sﬁ’etﬁ@pot entiall y

i ncorrect ctnt 276 sentiivadisapprovahrespoiseito the contast lglunBedyls #38-i on screen can
be di splayed, as is commonly known to those skilled. in t%]d?'; ar t ask the

t
user if the nmed@RRfE shodln some embediments, when asdirect Mgtrling r%sé‘rf‘@“[‘ﬁe e-mail,
then the e-mi lo ,NRSSAGS tRAGAC da@N kol b8 Her thy hbentsd) indregesontaet 29 -

Gonerat e a mossegsae e Repier 378 o BEATER dhretiaER THE 218 St ur ned
to the sender ighnfabadundsans trak hie difRais @w patentially incardett esniadtaiddeseaal | y
neorrect. 36\55 If similar contact addresses are found, the contact server 276 can send a list
of the similar contact addresses io the contact lookup module 138. The
contact lookup module 138 can then display the list fo the user, The user can |
then select one of the similar contact addresses if it is actually the desired
contact address. Once again, this can be a case in which the user may have
20 misspelled or transposed a few characters when entering the contact address
in one of the address fields of the message. The selected simiiar contact
address can then be substituted for the potentially incorrect contact address in
the appropriate address field in the message.

[0086] The contact lookup module 138 then checks to determine if
95 there are other potentially incorrect contact addresses in the message. If there
are no other potentially incorrect contact addresses, an additional message
confirmation screen can be displayed, as is commonly known to those skilled
in the art, to ask the user if the message should be sent. If the user chooses
to send the e-mail, then the e-mail message can be sent with no further

30 changes.



such, it is generally not recomrended for the user to send an e-nai

nmessage 5 in which potentially incorrect contact addresses have not been
val i dated. [0088]in sonme enbodi nents, the contact |ookup nodul e 138 can
validate all contact addresses which includes addresses that have been
selected fromentries in the | ocal address book 142 and the GAL data store
278 since sone entries in either the address book 142 and the GAL data 10
store 278 may have been inproperly entered. The contact | ookup nodul e 138
can acconplish this by determning if the contact addresses have the proper
syntax for an acceptable e-mail address294in the case of e-nmail nessages.
For ot her enbodi nents in which other types of nessages are to be sent, the

tact | ook 8 hec t.h that 15
cor esponds t oIRE par Eerears capan el DeRiect SEhHS el BiE Cont act
addr ess. [ 0089jérersthe memaages délivetysrioh er 8 Semmnded tmessagetthanieretumwad tnui ng with

di th J,..0. | N 6 th
SR L e Rl o B3R O iRl ARl RBra g e user
can 20 edit or suohdit isygenbrally oorecanahendeidiforthe gger to sendan e-a@ﬁirfmgm) in any
f the add f t t tact
T e e S

address, in’ sone ess | s assuned to be

correct and t hpoggymai nlmgs&ﬂaté}ﬁsodﬁﬁaﬁ@smsc&%bttm beoatiecksad car N soe
cases, the nodified contact address nmay be c ecagﬂ_ﬁto ensure that th

proper 25 addr¥idatgyall gantast Eg@ésseﬁnwg'éﬂé"@ﬁ%eés $5e5 alhply heys Regn ocess may
be repeat ed Onséiaﬁecp%:ﬁr&dn?éslMth@rb@élrmeéamcmmrmém ddtastorave been

corrected or npdifjed. Once all, of th nti correc a
addr esses have? B%éﬁc?rﬁamﬁl%ﬁ‘esaﬁoe“ﬁﬁéa%iaéﬁer 6%%1%3"@&? éﬁ@e‘g’ttaa nmessage
confirmati on SsoREIVAAdy ﬁéxm&éena:a#maem ditteredeThe eontanbfobkup medulé N8B t he 30
nessage. - - [ 0090 ssage, vV w ndow
may contain anc%é‘ l'?rbtrlf' g‘@'ﬁﬁ?\ﬂﬁ%ﬁ@" gtrar{@[ﬁ?s P%V th?%t,pp%gl t option
when syntax for an acoeptable e-mail address, in the case of e-mail messages. For

other embodiments in which other types of messages are to be sent, the

contact lookup module 138 can check fo determine whether the syntax that

15 corresponds to the particular type of message has been used for the contact
address,

[0089] If the user selects the second choice of not continuing with
sending the message, (i.e., selecting the “No” option button 306), the user can
be refurned to the message composition window. At this fime, the user can
20 edit or modify the potentially incorrect contact address(es) in any of the
address fields. After modifying the potentially incorrect contact address, in
some embodiments, the modified contact address is assumed {o be correct
and the remaining contact addresses can then be checked. In some cases,
the modified contact address may be checked fo ensure that the proper
25 address synfax is used. In some cases, the validation process may be
repeated on the potentially incorrect contact addresses that have been
corrected or modified. Once all of the potentially incorrect contact addresses
have been modified, and possibly checked and validated, a message
confirmation screen can appear asking the user to confirm sending the
30 message.



t he user recognizes that a potentially incorrect contact address is
“actually incorrect. In sone cases, when the edit option is selected an edit
wi ndow can 5 be displayed which allows the user to edit the potentially
i ncorrect contact address rather than having to go back to the nessage
conposition window At this point, it can be assuned that the user has
properly corrected the potentially incorrect contact address. However, in
sone i npl enentations, the contact | ookup nodul e 138 can check the contact
address to ensure that the 10 proper address syntax has been used. In sone
I mpl enent ations, the contact | ookup nmodige 138 can al so search at |east one
of the address book 142 and the GAL data store 278 for a match for the

corrected contact address. In sone, i nt ations I% a{y okup
eorT &6t

modul e 138 carl08%8ry wHetsmsne eRdodiEEn swt é'geﬁsag%p{g lf’ﬂew d contact -
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been found to e YSEE EFCPRIERS fh%ﬁ@o{’?tsqu"y "?1°°§ %eé@%& ? P giFt?'{e‘%dnessage

vaIt | d?t | Ioln Wi nﬁmg?n gaﬂe@amaghemﬂ-tel qﬂrtenptmnm%lacted aroemtemndnwh@ai;: ht )
otentia i ncorrec adqr ess e

Bot ential § 5 n'&%ﬂPB@Ve‘g?ﬂ’ﬁlcgc?ﬂoﬂﬁqé%cﬁ'Pg{s can 'g IQW g \?rme%tﬁc%ontag nessage

val ![ dat i ogdvvl Nguess Trathet fhen [evimgttbhego I@ﬂ!:ktth rtimgn;aas@ @m@ﬁ‘ﬁ'ﬁ’fal’lﬂ?;gcor rect

cont act addres one by, one i ons

(i e %ﬁ@ﬁ REING JtyFqN bg &Sﬁtthélgthgqﬁe a§t ggoﬁrl fkradted

accept, ermte | ookup eferri n% now t o
FIG 6, shown pdstemtmllynncerrectfdonmm@r@staya‘éﬁh inssome) implaraantaigns e xenpl ary

enbodi ment of Sl idbkbo idult 158!d3AeneB0trlonet Ridréth BrEhsivd thatahs ng

contact addres¥ nessage nmet ho begi ns. when the %1
conposes aniCe- pwpkr adsssmEyniaxdan degn used. émsemeamafsmeﬂ?aO%

one of the addjggs, fHb&lidss8%ah Bt YBERAGLIA orloSf B address book 142 and
the GAL data store 278 for a match for the corrected contact address. In
some implementations, the contact lookup module 138 can query whether the
user wishes to check the corrected contact address with the GAL data store
15 278 since this can result in perceptible delay to the user in some cases.

dress in

[0091]} If more than one contact address has been found to be
potentially incorrect, in some embodiments, the message validation window
300 can appear multiple times, i.e. once for each potentially incorrect contact
address. In some embodiments, all of the potentially incorrect contact

20 addresses can be listed within a message validation window. The user can
then go through the potentially incorrect contact addresses one by one by
selecting one of the different options (i.e. accept, decline, edit, and remoie
lookup).

[0092] Referring now to FIG. 6, shown therein is a flow chart diagram
25 illustrating an exemplary embodiment of a contact entry method 400 for
entering and validating contact addresses in a message. The method 400
begins when the user composes an e-mall message and needs to enter a
desired contact address in one of the address fields of the message but is not
sure of the exact contact address or does not want to manually enter the
30 entire contact address. At step 402, the user uses the local iookup option to
search a local contact address data store fo enter the desired contact



sure of the exact contact address or does not want to nmanually enter the 30
entire contact address. At step 402, the user uses the | ocal | ookup option
to search a local contact address data store to enter the desired contact

- 31 - address. This option can be provided by an input means on the
nmessage conposition w ndow, such as an input button, tab, drop down nenu
and the like. Alternatively, this |ocal |ookup option can be automatic once
~the user begins to enter a few characters of the desired contact address or
a few 5 characters of the nanme that corresponds to the desired contact
address into one of the address fields_gf.-the nessage. In sone cases, the
contact | ookup nodule 138 can display a list of the contact addresses in
the | ocal contact address data store that the user can scyroll through. In
sone cases, thaddresst dhis dpiioR uennsl prayideddovcam ik gieaps é?“ftF‘% MEEABNnt act

addresses T oUNGomgbsiidf v&Rdde‘sﬁng 60 Hhafbu e b, G dokPrenumd thalt ch t he

characters tha aVve é % t he 'ré% rL ,%131If t he user
does not find tkee Affernatiealy, d ﬁtlaQ,Eﬂ l%Ql@Pe@%'O'ﬁlé’f’ é)etzﬁgom PIGeBRUEOpt i on, or

does not Choosﬁegﬁﬁs '{bsﬁnfep% foRCHarh @KUt BBldedifed thittactbddiesdsAdi0a faves to
step 404 at whi

olnt the user can use the, repote, 15 | on to
find a desi r%dcww@@tOféhﬁjﬂiiﬂg tha C'&rr?%‘?ﬁ?fiét(bg‘ﬁt Fe%ﬁ?fﬁ(g?ég'%tsg%{)or e. Once
agai n, :h' S Opu&@efﬁa%%s@mms 6ed1ebryieﬁ??erlnlsbm&mesdmc¢mmled .
conposi ti on wi ndow, such as on n e
like. Alternat M@gpip 1 3%%?@%3%?% chqﬂcgaﬁ‘glﬁ%% oo up op on can be
zgut Oﬂm : c i r Tﬁéiﬁﬁﬁa@%rdﬁﬂiat 16¢ asbr a:aly mfolitthmugbniraaomad@ﬁ;ﬁ%sfé?s 20 1;) ound
y the local | ookup option e can be

made with a reﬁB‘i‘@ rovi des access he renote

cont act addT@S&cdaé@tﬁdtQiderea@diataaatom #pit anateh thes@hatﬁﬁ'ﬁ%féﬁh@idla"ﬁchﬁe@sses I n
sone cases, this n. be.d Vi an I nternet or other network interface.
The cont act |08{P&§?'H§'H Faé%!%e cs%n create a contact |ookup request that is

then 25 sent agsaap the iy SLeshAciathk (ROMedieqdmeeoniagls mtig/oe 276, or

anot her suitab rver Interfaces with 6\1 ﬁ{c@\[, con?ﬁac @\edress
data store. | nlanahisokvipbptinenpadpemaot phoospdo ysethe, looklip; RHOPHBPact er s of
ei ther the desiydhoan) fichedRkiSs H00%attiiemngdiv thé ublecarnmiontbi remble 1 enot e

Femt e cont Bt IakuB ol e & IS EHELoORF SUTESS REP LY 5N ERCHEE ¢ devi ce
100. The cont a% 4 QU BNBD AHIR, tﬂn@%pﬁ&ﬂc&ﬂlﬁmpﬂvﬂpﬂ ay ahlirput msens on tﬂﬁe user.
¢ hgz - [0094]1 mésgggéj ggrapgs%oﬁ%lgdo%esugﬂ ab 08 inpob b, MIEREHoRm théh B! t her
and the like. Alternatively, in some embodiments this remole lookup option
can be automatic if the user does not select any of the contact addresses
20 found by the local lookup option. In some implementations, a connection can
be made with a remote contact server that provides access to the remote
contact address data store and can display a list of contact addresses. In
some cases, this can be done via an Internet or other network interface. The
contact lookup module 138 can create a contact lookup request that is then
25 sent across the wireless network 200 to the contact server 276, or another
suitable server, which interfaces with a remote contact address data sfore. In
some implementafions, if the user enters a few characters of either the
desired contact address or the name of the contact, the remote contact server
can produce a list of matching contact addresses from the remote contact
30 address data store and send the list to the mobile device 100. The contact
lookup module 138 can then display the listto the user.



| ocal | ookup option or the renote | ookup option, the nethod 400 then goes
to step 406 to ensure that the syntax of the selected contact address is in
the proper format for the type of nessage that the user will be sending. If
the 5 syntax is correct, The nmethod 400 noves to step 408 at which point
the user can send the nessage or enter further contact addresses. lithe
syntax is not correct, the nethod 400 noves to step 410 at which point the
user can choose to edit the selected contact address. |If the user chooses
to edit the selected contact address, the nethod 400 noves to step 412
where the user 10 then edits the contacgz-address or enters an alternate
contact address and the nethod 400 then noves to step 408. If the user

chooses not to edit the selected contact ddre ves to
step 414 and t[ﬁ@9ﬂessadfetﬁesuﬁ%tse§§ﬁt°“e[?de%fPF afhﬁé‘{]%sg?ng&% %tsh;ég%}légg to use
O e Tl g g ity

er can
manual |y ent erSt?iPléoﬁé?l?%FeMrﬂ%%y“t%gp@ﬁrﬁeﬁ?%egwbp%& dirﬁ%%ﬁ {Syﬁé[lr(ﬁser ed
cont acél addr es&cb%rd%hﬁﬂ fengrkype iof m?ése@geddrl;&t tief usdrovib hatserdiog. ¥ e nanual |y
entered contact address is. not .c t vies,t 0 step
410. O her wPseSYN{a¥s ﬁﬁ??fa&hﬁéﬁﬁtﬂ%{/é@m"%ﬁ @%t%ﬁggg{ Qﬁ%‘ ?ﬁﬂ ﬁrr%ndljsg
entered cont acgarpekhidens meSsapenpantst farther bmta@tmweém Hdke ﬁ)ﬂlﬁ‘i"e@sﬂo&t ore to
determine if there | t ac ne "tfe IBeP chRt Chi ng
contact addr es®Me%e ﬁé‘f’%@?ﬁgbg gg%s%t%te Rt %%ghﬁgogg 'I%? Lft%ﬁere is no
mat chi ng cont aglicosd do edis thet MMeommamutesadtﬁmgsthOwSé%%'ﬂ dheial Iy

I ncorrect conta t .a AKA 419 wiife titeiisepr OVi des
several vali da??%ﬁeggﬁ%q‘?%C%adaggf'&QQE@ dIat stgve?sA%SZr%éThe er ca r%r ej ect the
pot enti al | yi0i nthenrecits tanmtaMseﬂfﬂsﬂﬁlﬂW?s‘@"ftaﬁﬁa ® noves to

step 414 and t&%ﬂﬁ‘aséﬁﬂﬁnehsmaﬁs £E8kp Ayt qrmgtmgéelcmoogebmdﬂ&eredﬁtamechoose to
edit the potenti

y 1 ncorrect contact addr ess and s to step
412. In this ca@eg:’ted reentack addessg He, Bethoga 09 aoves {9 ?tgﬁt‘ligo aS'?‘ql)t)gl%orrect
contact addres Eﬁec,g;,|5ilsje}gt_|ncorrect knows the correct contact address
and corrects the contact address. Alternatively, the user can

[0095] If the user chooses not to use the remote lookup option, or if the
15 remote lookup option was not successful, the method 400 moves fo siep 416
at which point the user can manually enter the contact address. The syntax of
the manually entered contact address is then checked in step 418. If the
syntax of the manually entered contact address is not correct, then the
method 400 moves to step 410. Otherwise, the method 400 moves to step
20 420 and the manually entered contact address is compared fo the local
contact address store to determine if there is a matching contact address. if
there is a matching contact address, the method 400 moves to step 408.

[0096] if there is no maftching contact address, then the contact
address can be a potentially incorrect contact address. The contact lookup
25 module 138 then provides several validation options to the user at step 422.
‘The user can reject the potentially incorrect contact address in which case the
method 400 moves fo step 414 and the message Is not sent. Alternatively, the
user can choose to edit the potentially incorrect contact address and the
method moves to step 412. In this case, the user recognizes that the
30 potentially incorrect contact address is actually incorrect, knows the correct
contact address and comrects the contact address. Alternatively, the user can



-33 - select the renote | ookup option. The results obtained by the renote
contact server are viewed in step 424. At step 426, if the user selects one
of the results, the method 400 noves to step 408. Alternatively, if the
user does not accept any of the results at step 426, then the nethod 400
noves to step 428. 5 At step 428, it is determ ned whether there are any
val id contact addresses in the address fields of the nessage, and if so the
met hod 400 then noves to step 408. Oherwise, if there are no valid contact
addresses in the address fields of the nessage, then the nethod 400 noves
to step 414 and the nessage is not sent3310 [0097] The above-descri bed
enbodi nents are provided for exenplary purposes Accordingly, there can be
simlar enbodi ments that d ot include all t sed
herein or that SRgHdN %Ir?r@W?quﬁ'Boqpf'?'égﬁ‘le rgﬂ}}s btég%drﬁfﬁ‘gwgﬁ%ééjbﬁ% er than
there being a Géhreldarfeawéw@almatka 424h &t stapad26) 6f aneluSet selacls dne efutse oni zed
for particul ar t he v a accordi ng
to the departmg‘?‘ﬁ ﬁ%ﬁl’g% t"ﬂ%{‘ﬁrﬁésgtger v@r%kélt& lg‘n"-ﬁ-%qj%@ J:"?Q)S'[eﬁocigustom zed
| i sts based on albept dmypafithe multmattstenﬁ&.lﬁantMmethﬁé w@pmvewmtemﬁzﬂm n which
t he user wor usu Vi an

>t A]t F@P %Eg |Ef§ rﬁie?%@ﬁeﬁ éWeHér idrd gle Qﬁf\%ﬁ&‘@&r&t&&%d&%&éﬁﬁ

onli ne cont cust om zed an i nstant messagi ng
list of contactise addréssrfieds of thatrasssgen eaddl sptheosethed 400 fen E6S iPhe renvt e

| 00kup aspect ol I, SIRARISES Htflerd SRS hbIad R8BI adAFQNLE PR UG RE

benefits. For. tance one tan assune he renote contact address
store is al vvays"eldp qfdhelan@ssagesrﬂlﬁerthe l!ﬁﬁib@.d dpotweﬁéﬁn‘{tﬁp &dfiand M5adr ess
store frees upnggﬂsg%{) nobi | e device 100. In addition, the nmenory
conmponents of the |Ie evice 100 may not be |arge enough 25 to contain

the entire gpnieedr;fi st Tab db%bé}ﬂés@iﬁméﬁibeﬂlmelﬁw arhq:rovrdddefonemem;btaWhe renot e
cont act address dag

a store n| m zes | ocal da es one
get the entire PUEIPESE ACERRing Yaf*feé‘? °‘t"§/é ﬁﬁnqaﬁ hééé' tp}%onc% r?#i l%?‘le cont act
(or even just allppite f@étutdsejlmd oereiraot thaf havecslighilytraifiedfaaturss. BT t he
contact), but t erraor i ch, can_b c r @k entering
that same 30 i B?r}'fgt &5%"“’31%1’?#39 gdé Aﬁ)l?r&%]%ﬁ% %ﬁ ttﬂé?eﬁ%g %ﬁt act
addr ess | ookup tiatris bestomized for particular users, or there may be several customized

15 lists accofding fo the department within which the user works. There may also
be customized lists based on third parties that the user, or the department
within which the user works, usually interacts with. Other alternatives include
an online contact list, a user-defined customized list or an instant messaging

list of contacts. Other alternatives are also possible.

20 [0098] The remoie lookup aspect of the embodiments described herein
provides several benefits. For instance, one can assume that the remote
contact address store is always up to date. Further, usage of the remote
contact address store frees up memory on the mobile device 100. in addition,
the memory components of the mobile device 100 may not be large enough

25 {o contain the entire contact list of larger companies. Further, the use of the
remote contact address data store minimizes local data entry. Not only does
one get the entire contact entry after typing in just the name of the contact (or
even just a part of the name or part of the contact address of the contact), but
typing errors which can be expected in the course of entering that same

30 information are eliminated. Further, the remote contact address lookup can be



-34 - perforned wirelessly which neans that the user does not need to be in
the office to retrieve contact information or contact data. [0099]1t should
be understood that various nodifications can be made to the enbodi ments
described and illustrated herein, without departing from5 the enbodi nents,
t he general scope of which is defined in the appended clains. It should

al so be understood that while the enbodi mrents were described for a nobile
devi ce, the enbodinents are generally applicable to any conmuni cation or
conputing device that allows a user to conpose a nessage that requires
contact addresses for delivery. 10 -3534CLAIMS 1. A conputer inplenented
nmet hod (400) of contact address entry for nessages conposed on a nobile

comuni cati on device (100), wherein th t hod conprises; tectdng (416)
entry of a conPefarmgd dyirelassly which '&‘86’?‘%&@ S %ﬂggnf’f& %eéig@?oeaiﬁgh%al i dati ng
the entered copfiacto raeRyE eontadtifomeadiibnlat congact datpr i si ng: checki ng (420) a

| ocal contact address data store (142) for a stored contact address that
mat ches the enfoseep conttahbulddenaderstcad dnativaritus sodifications et kaimadmit act

addr ess that tches .t he entered. ; hggﬁh' i t ent ered
contact addres @? eé""d’&f“&%’ﬂ??ﬁ%@'b?%h??ﬂé’é co(r?l‘t%geé?' a r_teggédﬁgﬁldmg%ner ating
a list of str ¢g eabédinentsdtheegaresal sicape of whicht isedefiged in ithg POPSNIEdr r ect
contact addres 29t nBuki8isB U Bniidtitobd | MEC WheS 6 AhBedimarlsl vese
conprises at | one of "a msspelling or a transposing of chﬁr%cters of
at | east one cdescibed fatcx swbile devier thea@mboemw@cmaafd%ﬁg'g agRicgP’8tBr e; and
providing in a I : St 4R Roved At gk taddmpesea sim | ar
to the potenti gW%ﬁnhguhr%r%{e'c %Etgﬁiﬁg%q@a%%{lcgg@f ,QZ. The nethod of claim1,
wherei n t he valmedsaderthatranwirasrconigrtaddeassesighdaliVelY-correcting (412) the
potentially incorrect contact address. 3. The nethod of clains 1 or claim
2, wherein ¥hid checking conprises checking (418) the entered contact
address for proper syntax. 4. The method of -any one of clains 1 to 3,
wherein said detecting conprises contacting a renbte contact service (276)
to all ow browsing of the renote contact address store (278) and entering of
the contact address. 5. The nethod of claim4, further conprising: prior
to said detecting, allowing entering of a few characters of one of a
desired contact address and a nane associated with the desired contact
address, and providing in the user interface a |ist of matching contact
addresses found in the renpte contact address data store (278).



6. The nethod of any one of clains 1 to 5 wherein the validating (422)
conpri ses accepting (408) the potentially incorrect contact address as a
correct contact address, or -36- nan ally correcting (412) the potentially
incorrect contact address, or renotely”l ooking up a correct contact address
for the potentially incorrect contagj iggress 7. The nethod of claima1,
further conprising performng a sea the renote contact address data
store to |l ocate contact addresses simlar to the potentiaIIy i ncorrect

cont act, addr ess af entifying that ma |1y, enter ont act address
does not have CQ”WH e(Eh' reenie %h %349@ ‘ctéo'rc]’@f?ttt dresy Fﬁlat‘%s S8g%t e,
and pr @ohfhosed 61434=holﬂe|obﬁﬁmﬁfcdttbﬁ deviod p00), aedtbrein sesmetndtllcamptised: he
potentially incorrect contact address located in said search of the renote

contact address data store, wherein the potentially incorrect contact

addr ess conpietédtifg #416) @Aty o%@oméct%dm&@mhﬂt bagresd fielll il £ amlssayee apodnt act
address in the renopte contact addr ata store or a._transposition of

characters i'RIdatingdhe entgred %tﬁ%@gfsaw*é%ga'tdﬁ“%@r?%rmge contact address

data store. 8. A corrput er program product corrprl sing a conputer readable

medi um enbodyi ng de, neans. exe b ssor 0 t he

nobi | e device (1 @%@&%'ﬁéﬂt@ﬁ&%aﬁﬁﬁﬁ%@?m %Gﬁee(gég)eﬁf tﬂ%%’rf&%ﬁ?&@

?Eggi) fied in any aﬂ’(’!%s@fthﬁﬂ mhtéﬁeétﬁé)erﬁeredicooznﬁadfﬂﬁbdﬂegs cmmmmerats At stbesd ce

conpri si ng: a nmain proce r cont r i ng ration
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E) 104) anneczje]g tehtdrbe lcamaet dudmd%&ca" pdtgﬂ%)ly iricbfreGt@dRiaRt Sdiresy) apgbsyst em
eing adapted for wireless sendi,ng and receivin messa

appl i cation (136)9eR85ad 'tstv)Of Herer capiactf e*ﬁésdﬁﬁ&n@’@&?f%ﬁg@dﬂwaggm

g 104) to se ??42?%dnﬁ§€ha@re§¢ NHeRSIA tﬁ?%&%ﬁﬁﬂy 1géﬁlrre%t Egcstatt aaamsagdomdgaess
ata store an contact | ooku u a t 0. detect

(416) "entry of & 2 iehere slpirusofine o KARRRESEOT Shaageres FLIESHI ang

val i date the ent Qfoafhctzeauraﬁmaﬁ@Iro@alscontdwau@rbssiaétamrccuﬁdri sing: checking

(420) the local cont, act addr ess ta store (14 tored c nt a
address that mat JHe¥dipgdn @W@t@@%&ﬁﬁ%'ﬂs"gﬁé'f’@% re???ér%m tth%tored

contact address tdidntialy mb6Sedtieentabt fidesbscont act address identifying the
entered contact address as a potentially incorrect contact address; and

generating a list of stored contact addresses simlar to the potentially

i ncorrext COrHeambthad Gf eRim IWABERIMtHehRIIBAINTUHBer dompriees hemualhostriseting
addr ess COTTBI’I ses at |least one of a msspelling or a transposing of

char act(@1® tge rgtentiglydpcasiest Qe @fdre8str ess in the | ocal contact address
data store; and -37- prow ding in a user interface the list of stored

contact_ addresses simlar to the paotentially incorrect contact add .
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conpri g@s emﬁ;@édmadfgaa,@gg for@rdpet dyntkdpe at | east one potentially incorrect
contact address. 11. The nobil e comunication device of claim9 or claim

10, wherein the cont act | ookup nmodul e (138) is adapted to check (418) the
ent er edq,cont il maghdl @ B8P ohPbf QAIRHRET 1053 Rh¥ein said detecting comprises contacting

a remote contact service (276) o allow browsing of the remote contact address store (278}

and entering of the contact address.

5. The method of claim 4, further comprising: prior to said detecting, allowing entering of
a few characters of one of a desired contact address and a name associated with the
desired contact address, and providing in the user interface a list of matching contact

addresses found in the remote contact address data store (278).

6. The method of any one of claims 1 to 5, wherein the validating (422) comprises
accepting (408) the potentially incorrect contact address as a correct contact address, or



12. The nobil e comuni cation device of any one of clains 9 to 11, wherein
the contact | ookup nodule (138) is adapted to contact a renote contact

service (276) to allow browsing of thg renote contact address store (278)
and entering of the contact address. 93. The nobile comunication device

of claim wherein t ont act .1 ooku dul e i urther c red t

per { or B PaFERo (A2 T bREM A PRt A A gPofel loBkhS dpcbt act
addr es sefrest gointat addresdvor thet fndrtally hcomen costatt aaindsact address after
identifying that the manually entered contact address does not have a
matching entry in the renote contact address data store, and to provide
(424) a.li stThefméthed ebdbiact, fafbsrastgsisthigndrarming dé&r@oﬁf&hé rerhbtg contzeot r ect

tact add d f.t t ad t
o o gt ety BRELT gqffﬁpea?%i}a?f?&%f@%e? I 4b 12 pgrenbah BT eontel [ east
033 of aaidréstsrs]aﬁérl idegtifaing atthhtr fl’fééngm’lulmj @fnte;ré@:mtaet sacudresat ddeanbt daee eont act
a ress | e enotl,e cont ac a r ore rISIn
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connect to in ces the co atl on ubs 104)

ber g s G Ae TN RS T8 A R MsTE LE RN Deiapaed SRR, GHites

?ppl |) C&bh@ﬁséslaazaadaétoed nigspeliing rof at leawi drie ctdntaoc amrem methé wnstetmmagtem

104) to sen nd receive Wwreless, ness ece ntact .data; a
| ocal  COHTERS: el 506 O axanbpalia B AB5racRain & TeasanetSoPiati apoimsa f 415 138)

adapt edemote ddataetbddrddddatentory, of a contact address in an address field of

a nessage; and validate the potentially incorrect contact address, the

val i dating conprising; checking (420) the local -38- contact address data
sg gr e (@8l42) Oft edsmpl;]tst profiart Qbaet cgdtrbnaag 4 bahpursi ﬁé‘ﬁl&hbkmeﬁﬂﬁﬁémﬁom act .
address, and if there is no stored contact ess, t hat _.mat ches entere
cont acPedifiNeEase MiFeE SoPtaBnEY dhnPORERStof 0L o1 i Beeateviben {0 fPE 1y

i ncor r epplefAting & cﬁﬁidbt@ﬁlres&%trgmn@d adgpeifiedsn aof osd of dslmedntbact

addresses simlar to the potentially incorrect contact address, wherein the
potentially incorrect contact address conprises at | east one of a

m sspeld. i Ng Mmobild tohiaOGiGatH dy‘wcehaimw)aj‘oﬁf;ﬁisng at | east one contact address

in the | ocal .contact addr ea;ah&)ta Stq@ff%hﬁaﬂp %I%%l It'g%f'\?ﬁ{[‘? au’ﬁge?r Pfﬁg{tﬁ{ggfe

the |ist of XA 2l ROHRSRL % SORIO
contact; b)dedice¢rom)e contact service (276) for providing the contact data
L e oD et O subiSerTIES ofalatod U i, Bk SR B0 i 2
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subsystem (104) to send and receive wireless messages,

d}) a local contact address data store (142); and,

e} a contact lookup module (138) adapted to: detect (416) entry of a contact address

in an address field of a message; and validate the entered contact address, the

validating comprising: checking (420) the local contact address data store (142) for a

stored contact address that matches the entered contact address, and if there is no

stored contact address that matches the entered contact address, identifying the

entered contact address as a potentially incorrect contact address; and

generating a list of stored contact addresses similar to the potentially incorrect

contact address, wherein the potentially incorrect contact address comprises at least

one of a misspelling or a transposing of characters of at least one contact address in

the local contact address data store; and



16. The system of any claim 14 or 15, wherein the contact |ookup nodul e
(138) is adapted to check (418) the entered contact address for proper
syntax. 17. The systemof any one of clains 14 to 16, wherein the renote
contact service (276) is provided by a’ cont act server associated with one

of a corporate enterprise and a websjte. The system of cl aim 14,
wher ei n t he RFQVIdIAG tin | & oReH INtertaseethes list ﬁ@ﬁdcﬁwt?ﬁu?%eﬁﬁ?sp%?‘f@r iR Pesear ch

of the remt&t%gnﬁﬁgor?&qlegﬁgct%gaesgtore to | ocate contact addresses
simlar to the potientially incorrect contact address after identifying that

the manual |y entered contact address does not have a matching entry in the

local gent aelthea%bﬁé%oﬁ'ﬁﬁﬁtcﬁilgﬁ €devtiddof @laith /i Wiertih2the Ralldatiig Gonipfiges
contact addresses simlar to the potentially incorrect contact address

| ocat ednanviaiyrerrecting ¢ 2 the #deast ppe potethllydtcorggt e¥dai 38dress-or e, wherein
the potentially incorrect contact address conprises at |east one of a

m sspelling or a transposi ng of characters in at | east one contac ddr ess
int ﬁe 11 engt@edaﬁwgcqongaml ion ggvige of glan 9 or claim 10, wherein the contact }oo up

module (138) is adapted to check (418) the entered contact addresses for proper syntax.

12. The mobile communication device of any one of claims 9 to 11, wherein the contact
lookup module (138) is adapted to contact a remote contact service (276) to allow browsing
of the remote contact address store (278) and entering of the contact address.

13. The mobile communication device of claim 9, wherein the contact lookup module is
further configured to perform a search of the remote contact address data store to locate
contact addresses similar to the potentially incorrect contact address after identifying that the
manually entered contact address does not have a matching entry in the remote contact
address data store, and to provide (424) a list of the contact addresses similar to the
potentially incorrect contact address located in said search of the remote contact address
data store, wherein the potentially incorrect contact address comprises at least one of a
misspelling or a transposing of characters in at least one contact address in the remote

contact address data store.

14. A system comprising:
a) a mobile device (100) comprising:

a main processor (102) for controlling the operation of the mobile device (100);
a communication subsystem (104) connected to the main processor (102),
the communication subsystem (104) being adapted for wirelessly sending and
receiving data;
a message application (136) adapted to interface with the communication
subsystem (104) to send and receive wireless messages, and to receive
contact data;
a local contact address data store (142); and,
a contact lookup module (138) adapted to: detect (416) entry of a contact
address in an address field of a message; and validate the potentially
incorrect contact address, the validating comprising; checking (420} the local
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contact address data store (142) for a stored contact address that matches
the entered contact address, and if there is no stored contact address that
matches the entered contact address, identifying the entered contact address
as a potentially incorrect contact address; and

generating a list of stored contact addresses similar to the potentially incorrect
contact address, wherein the potentially incorrect contact address comprises
at least one of a misspelling or a transposing of characters of at least one
contact address in the local contact address data store; and

providing in a user interface the list of stored contact addresses similar to the

potentially incorrect contact;

b) a remote contact service (276) for providing the contact data to the mobile device
(100}, the contact data including at least one contact address; and,

c) a wireless network (200) for providing communication between the mobile device
(100) and the remote contact service (276).

15. The system of claim 14, wherein the validating comprises manually correcting (412)

the at least one potentially incorrect contact address.

16. The system of any claim 14 or 15, wherein the contact lookup module (138) is
adapted to check (418) the entered contact address for proper syntax.

17. The system of any one of claims 14 to 16, wherein the remote contact service (276)

is provided by a contact server associated with one of a corporate enterprise and a website.

18. The system of claim 14, wherein the contact lookup module is further configured to
perform a search of the remote contact address data store to locate contact addresses
similar to the potentially incorrect contact address after identifying that the manually entered
contact address does not have a matching entry in the local contact address data store, and
to provide (424) a list of the contact addresses similar to the potentially incorrect contact
address located in said search of the remote contact address data store, wherein the
potentially incorrect contact address comprises at least one of a misspelling or a transposing
of characters in at least one contact address in the remote contact address data store.



