; €3e8( 6T8SY) APPARATUS, AND ASSOCI ATED METHOD, FOR LOCKI NG AND | DENTI FYI NG A
CHANGE LI ST USED PURSUANT TO DATABASE SYNCHRONI ZATI ON OPERATIONS IN A RADI O
COVMUNI CATI ON SYSTEM 5 The present invention relates generally to a manner
by which to synchroni ze dat abase copies, maintained at separate |ocations,
by way of a radio air interface. More particularly, the present invention
rel ates to apparatus, and an associ ated nethod, by which to facilitate
synchroni zati on of the database copies. A change list is created,
associated wth a selected one of the database copies. Wien 10 a decision
is made to perf APPARATUSOANRASSOCIATER METHOB FORIOCKING®ANDANgE | i st

i s |ocked, prevEDENTOMBING ICEENEHN ISTOUSEDIRURE UANT T DATEBASEL er at i on
to the ChaggSCHRONIZATION OFHIBRIFONSIN A RADRO COMMUNIEATION SeSiih o

uniquely to identify the change |i1st. hocking an yi ng the change
list assures the integrity of the contents of the change |ist and better
assur e§ appr opflihatpeesciatiavention aclats o paneehilyi to g nidnacisyynehich o sakhonize detabiseons

by 15 which to synchronjze the dat abase copjes, BACK ND OF THE ENTI ON
Mhiny  aspeCPReMAARE SLHBREtS oF s, _W%yeo%%\faﬁhpa?mlpﬁef%?&_ fﬁpéét}éuﬁﬁ Ya
noder n - CORRAMRYCEAL {RBnifoRSeBRsitH LAMERuRLE Bn Lo CRAWHEAL ]@y ki@ (3Bhdi@tet O

ef fectuate a conmuni cation service. Many varied types of  comunication
syst ens hayechheuzative wé thepkithbag: apitsdepl oyed, used to pernit the

ffectuati f i f.f t f. i cati j ces. Addjtional
Cechnol ogi cal - Aubimee it Segid iRl i g reriat ot SDuF RrEbRE FPepel gt
conmung cata deiskyiSé fidBe I RRIARYRIRHA ARG AR RSk cdpgtneiRlchingenRwist ypes of

conmmuni cation systens permit information to be conmuni cated at increased,
at i npr ovéerkedsireveatiag subseqranpidditiony, doletianasirroghey ablenation ft thashange list.

[ ' ' be. fec: d. Al i [
el uge, AtAtRRAER SedR i GO R el RO R PBndlB oa by

way of a deckiupiagdideatifyédpoheehangbllisi £8gts MREntOfrityRE tHOIVMERtCHthOFhagE@LidtoNs
fornms a sending station, and another of the conmmunication stations fornms a

recei vi ng 28¢ SelIE ASSUrGHrapPFARO RISy Gaganaaisens daring dhe nplepniZaionPrsateasby o, t he
sendi stat: ] SO erefrom upon the comuni cati on
channg?, tol%}fe% ?lggl}lg(g to %aﬁgstefcggfeﬁg\/i ng station. The receiving station
operates to recover the informational content of the detected infornmation.
Some conmuni cati on syst ens BAGKGROWVND OB THRINYBENNIQGY st ens i n which data
is comrunicated in a single direction, i.e., froma sending station to a
recei ving st at iMmy sSpeoes ot hedert doidth i Gt BMEANE, PidVdeder 4 Modémo- way
comuni cations in which the comrunjcation stations operable therein are

each capalSPEYICAHAY SYHEm HHovgivwhigh fycomprigele irfarmaticagmedigetaaieifon st ati on

operabl e i : j L i : |

b e s S R e R L T S

r ecepDon aad deplhged; esgdo pemet demffcoiueiddn ofmatyadifferat tyfes eftiomnawtizatiohcat i on
systemis an.exenplary type of . c nication systemand is exenplary of a
comuni cafF%’}Fe_éygBéﬁogﬂégﬁmﬁjg&@ﬁ ROl UK P PAEVAREE BEIPs. 10
A radi 0 CoIEMMiRldatsn SHERATLIbS d%%l@ﬁerdeﬂd_tdg?]l% e Ugthdfily, hBF (Reepn that the

communi cati on channel upon which informatioh I's comunicated i s defined
upon a r adpanpinatipp sysanbptruaniosmatidmy rrdmmaoedaiédag istredsedes iroprovédk

di l-cat | tem Us f di Lcati '
Cont rast eI, BT AR AP BRI AT SR STV (R ftes var i ous

advantagesffett@siteinst ance, the costs associated with initial installnent and
15 depl oynment of a radi o comuni cation systemare generally |ess than the
correspondi ng ddbeammpgigatiasysigmsiiaglnde, ala infnmam, ageldbfdepoynicatioo satiaes, onal
wireline ¢ i i e radio.c i cati.gn system.is

anenabl e fc[ Igtr@iq;lH %lp%gége%@%ftna é%n@%g%%%gﬁg%nﬁ%%%%}i%ﬁ Ogy%setce RN obi | e
communi catstationsfosme msembiy sthtigh, abhd eoothaif gat dogfifuniSatiohQvitdad fdrtis@ne, or
nore, of the.conmunication stations. 20 Technaol ogi cal advancenents that are

i ncor por at &F 1% Fagghnaireatien Arigpaed A of plrides ravidsd éovdbr senflmgsiatienasi ng
t echngh ogicghminitaRiNfeRfromiipoh AR %ﬁ%icﬁﬁ;‘ﬁ%@%@ e 'ﬂ@fi%%(?{o fo tRcivi
processi ng technol ogies permt increasingly l'arge anounts of data £6 He

pr ocessed stitioinFhesskivglgstajivnalperaidsas recvbetahaindamatipnalcessnngf the dametadies
permt Iar.lgf anounts of data to be stored and to be processed. Radio
communi cat P& ens, as wel | as 25 others, are regul arly used through
which to transport data that is subsequently processed through the use of
data processing techni ques. Various conmuni cation devices, and systens in
whi ch the comuni cati on devices are used, are available by which to perform
vari ous data processing operations and conmuni cati on services. Personal
digital assistants (PDAs) are exenplary of conmunication devices that are
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One, or nore, databases are created and maintai ned at a personal digital
assistant. The data stored thereat is selectably retrievable at the
instruction of a user of the personal 5 digital assistant. The database is
formed of data that is, typically, formatted into a series of data records.
Each data record contains one or nore data fields populated with data. Upon
instruction by the user, such as through actuation of a user actuator of

t he personal digital assistant, the datazis retrieved fromthe database and
di spl ayed on a user display, or otherw se nmade avail able to the user.
Typical 'y, the S8@f comrfignitRioall&eh® atetinkividyeoRMAGRSHH0N GystémoREKRIh @ag is such
as operations to sort, or otherwise to process, the data of the one or

dat abases.compnicated in agingle dirgptionsiey, fogm plsendieg sefingl todi rgeeiwing s9EPGL 3010 | S

able to a L& i se. al t L Rur : dat abases.
Back- up p?)g%%gﬁr es acrafeigrﬁ) S?e gé%éﬁ% f(é)rgtfzvlgf u% ‘gﬁ]‘a a%agfogl or egltcgt? het he personal
di gi tal assisihaitationstadbiesperabdd hgais ad@udicepalle of agidirig Aaldeedepdayery of the

data in the_event of |oss of .15 the data_at the personal digital assistant.

Dat a bac k-lﬁﬁmﬁﬁ% FRRmMycation ?t_P‘é‘EF @%ﬁr‘f‘b&% I%MW%CQW\?&W@ ¥8itthat an
up- t o- dat gn QR Hath febGve et P i RAR %ﬁts%ﬁé € cb af¥8 B in®6mla858 £k, e
data at the device. Conventional ‘personal digital assistants, for instance,
sonet i nes godosdegeoif gy thibaicdpectpreafontnmmnisttion ethtiond. or nat i on at a conput er work

station, or the,like. Conventional back-u erations between a personal
digital assistdhfEnEPATUBTHIATYSEBIR A eX ey obggmpaunigation YRR kb e
that i nt er&enpRey Sf 4 EndaNicafondYetetNBaGRT Bl ed RbH t&hAblo8tal fVaRcehidfrdat a
i's backed-up, the back-up copy i's available, if subsequenfly needed. Wen
t he ddfa i4 ragioeadmanicationesysieamis oeferrtbiveasisoeh fon dwaeason thallseepmemunication

alteration,of the daia at.any.of. the |ocation ayses the.back-u opy not
fo be a oongie debRh iR i baBmeR iRl ey houa s BRK fef; her
al ter at i orbebfeeangndiag tndfectifirgdadiané of ik palié BenRAnkalidPASRNE AUSES alrigioCOPY

no longer to be .a conplete copy of the database. Such alterations are
asynchr on FOEAYUEFHEN Sy AP N| CORBash 2 ptveplegTabWiredna eAnmppicsticat syaem, of t he

dat abases. - i sal.m.laridi h ack-up o i ot, a
rue copy Tare Brriofl S8gHlachl S-SRl oo el P EpR OO 1R PGB0 R

i nt o dénpldepbynenf ef avatly cvininurgedtion aidian arsyonefally Midsg @anahe Orrdspendiiat akase
and its copy.is .required. Synchragnization operations, for 30 instance,_ are
per f or med raé#r%n%la ¥ iyinetat! apd drploy 2 spmsrentionsh evirclipg corgmunication sistsae qivetht
back-up o i : i: j ared
Foget hor - B e P P P B B P T
one anot hewystem. fln agnobileicdmmitinidagidn siE@n, mehiBrywaficomngunigenad ispnevidedeo one,
performed upon tqlﬁ appr o r. a,fte data portions to place the database and its
back-up cdByPPEH he %‘H‘Bﬂ“@?é"%ﬁ‘tlﬂﬁlsvmth each other. Some portabl e devices
meke ype of a V’Pééhﬁb@%ibai' A b ACRLs Par W iﬁEbrg&'af%ﬁriﬁt&S OHIm BACHIR s¢ins
synchroni zation operations upon the data stored at the databaseS. Data
back- up opee¢ladé aveneambntuingresessing teaizdogion logenatl, trobndlhgitaladeapemtuis med

by way of io air interface are generall e probl i cal .t han

oper at i onsp%%&%d%tﬁ@ao %?Sle\%%cgrfﬁ%gl%ﬁ%@h IP‘gﬁ%ﬁYngr}T\)}) Lﬁ@gﬁpﬂgoygﬁﬁq JES’H’.G

Bandwi dt h gro@8séctdt @tssasingly dbdik% RAREE MERALAA bdocdsMgtted MR ed PBIL addd ON
capacity that is available which to performthe back-up and

synchr oni ZBRUEH fsatade ib@ﬁgn.re%wv@ (PeiPsRrEFsera Radiosontiunication sseems,as petlfasr m
such er gl } i efo) i) ahi | 4 f.nreline
conneds ot ettty RS ELERLR RO (0N PP R AN P ene s
bandwi dt h thongh theatst ofidath pravessael clatqmey N VeabiDdonsshieaion\EviceblSmp SRS
associ ated wi ”1} %ynchroni zatign procedures by way of a radio air interface
are, as a Ip&diigh the gpmppiicapipn d?\f}ﬁﬁé@%ﬁeﬁaﬂﬁé@abi} Banwiegh frperform WigEsvi de

for the 13tbackedtRingdfeadBisiNbaRhifish 3@, Dy way of a radio air

interface would therefore be advantageous. Isinlight of this
background i nf dtemsnalodigitallastisteints (PR Amicne exdnzanyad cpmacmibatios dedcesithat apat
upon dat abas | ogat ed .at arate.| ocations and,interconpected way of a
oo D T RRT B pl b SREPLR R SO np O itan (LRGeS bimng

i nvention dpmioY Mal@bus EDthetdMNRYmEE by e JNWEA i Ehh1 hEGthHte SP&kordMULRLS ON,
accordi ngly, advantageously provi des apparatus, anhd an associ ated net hod,
by which to synchroni ze dat abase copi es maintai ned at separate |ocations,
by way of a radio air interface. Through operation of an enbodi nent of the
present invention, a manner is provided 25 by which to facilitate
synchroni zati on of the database copies. Synchronization is perfornmed to

pl ace the database copies in conplete match with one another such that the
data records form ng each copy of the database are exact copies of one
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integrity of the contents of the change |ist and better assures appropriate
data conpari sons during the synchronization operations by which to
synchroni ze t he dat abase copies. |In another aspect of the present

i nvention, a change list creator is utilized by which to create, and
update, a change list prior to initiation of synchronization operations.
The 5 change list contains a |listing of every change to a database with
whi ch the change list is associated. ThaB is to say, each additional data
record added to the database that is indicated in the database is al so
listed in dssiganbanggpicalt of shizdl, digieh£énsamnd aef pRigedrie bodisesahattpdmid albase
are correspondingly also listed in the change list. Additionally, any
change to,ca’éﬂ’(gPP?B’l‘?W@Pn@rdlﬁaléﬁsﬂ%ﬁltﬁ)‘?ﬁhﬁ“F“i’réﬁtff@lﬁ a data record of the
dat abase i s al ' i | 10 ' . -

i nstance, cr eat%ehdé ’ gfllglg%é?%ta %af&%se ,%g%gegc%ngﬁ%%ﬂtwn% eaﬁﬁgd&% I ?lﬁgalﬁdgfl\%\%lﬁtk copy
and nobi | éltealate sbdred HerchaissbrsmblySetrreetblont the instiitiat & asysechi thapaadriadbn

operations..i.s.made at_geither the.net or at the nohile node. Once
synchr oni 24§12 ﬁSSb*ﬁaéP-aFﬁ%ﬁ@a%wﬁeﬁqe@?xgﬁfgf%mh@ém@% R 7@ a spres of
synchr oni zgd Rgordat BRASALBPHAToMal? 0RD6r AAR! S fieldS Bo1ABG I AR gd on

t
the change list are used to conpare and, selectably, to 15 overwite a data
recor d, . oringimctipwhy theasen sychoshmiigeactiation of atuatrastatopy tlespeasonelsdigital of t he

conparison _of, th a i ndici In a her aspect of the pr.esent invention,
NP Pl TR P L kg R Ry ey S it A ST
change |i sfthdr@ed rhaicksaildhe: ©haOGR: ] il“?ﬁilcﬁgf, tRalseddlel fsiapRab liﬁﬂat%ip%&eksﬁﬁgJ the

change |ist are prohibited. And, once |ocked, the change |ist, or
i ndi cdfi ormperahonh eneduts opgratiosdiorar enatherwise tagyocsss, thealataefi the ang o1 nt er f ace

h ' [ [ . ) . f
vent 1 on, SDERET TSPAR, RA P kel ARherne e NS RS Pl MR aPGo e

i denti fi esothdrerisehitaode dbatstorddha thelembbdseer sel ected by the change i st
identifier is, for instance, a nunerical value that, at the device at which
the database arfRCKiW preccydutes @repeagrupdingeackiuptthe date fierrd athe pessanal ¢eidal | n
one inple i i I WO i i t he
dat abase. g ank St SfEfleBhd douicd, PRI DR iy bl SR I U T e
wi t h dSvalthedath atthp pensbxd sl gitalissattdnd eDitatbiaelt-up baiceddenire ichieidd @upitiselecietiange
l'ist used.in gl#pri gr synchr oni zat i@?g_&ocfer ati on. Wen a subsequent

synchr oni ZBETGT S 87tA W0 laeapy a7 RS RYallable i the gyrpe of josg of the
ocked, angd 49nd &I DonvenRAGFEEMHal Bl QLAY foPfiskb SonObabbPe! he
registry. The retrieved value 1Is |ncren§nte , such as by an i1 nteger anount,
and t he vdbubacksipusfabie steretiefochatingeat [aicompiutbe mior stetior, or itatdikei {Gonvérional

new yl ocked change l.i st,. . Such val ue t.hereby uniqgyely identifjes.the change

ottt HEchug Ceralits baipor Rt Lt A o e sk S5t Baked

and t e valsyefh fix®ethiélitat MerédiResy M ek 288 HRLARRER WRR Stalion | éﬁﬂitﬂléy the
e

change list. Because the change list is |locked, the integrity of t
content s ofata iy dagkedritpe theibark-un cepleld availabis il subsdgaentiyheeedghchr oni zat i on

operations are i rect | i s assured. And, through .

Ddenti fication Wigh *@%@%‘%5@8@ ¥ iy thap ong Forabion, Fﬁoé”te"‘f‘rss‘ﬂ’ﬁ?‘a%& 3Jrergfionoft i ed
and provi dies dataat am of tRObestitnk lchasas Mediabk-IBROEF ndiYo WO h ebmbtd eitdrine t he
change list. In these and other aspects, therefore, apparatus, and an

associ at e g0y addiany, deleton, oF other dlipraianhron perof the daiasioaningthe radi o

conmunjiscat j ' [ se is
i nt o mod R/ SER REGR RAHRLE L BEE bolthiciNehy of tRThRE, KRN iBkASH

mai nt ai nedire Myacleneats afthddtesattne aethoaperdormeideniferniyrae abbf tHeelandhswar K copy
dat abase d nohil e copy database i ynchroni zati on wi th_one anot her

pur suant_ ﬁO%E@%ﬁWWéaﬁ%ﬁ angd g Baekiup qoRy iy nat ateg copy pf therothas datghase; st
creator is enbogy ﬁgc@ﬁleh%bés‘élaﬁgtitgg%%gl%lcﬁfintk nggfetté’\w&oﬁﬁgzwfgﬁ%@éﬁa&ﬁerand

nobi | e copy dat abase. The first cha I st creator creat irst change
list that sSyherenigiizongd thaditahiase afd daoipydhmqueedraiiectumnidationd bparetiest fd one
of the,netwark co t abase. and_nobi | 0 dat abas uring a selected -
er 1 0a0 A TPl R EsgRRRCRE R S PafirlP piiies” ud ik Srbbedifinges
to the fingtkopapaatibnshe &4teaford RYhdBebiivelocARMIYR donSlarsd B4R The
first change list lock locks the first change |list, thereby to prohibit
changes t dRaspensiyetottheepmppsispnss data dpund te bameshelmetsh vath enveansthec kvt zat i on
session. 20 A nore conplete appreciation of the present invention and the
scope thereof can be obtained fromthe acconpanyi ng drawi ngs that are
briefly sumrmari zed bel ow, the follow ng detail ed description of the

presentl|y-preferred enbodi nents of the invention, and the appended cl ai ns.
BRI EF DESCRI PTI ON OF THE DRAWNGS 25 Figure 1 illustrates a functional
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part by sending data upon radi o channel s defined upon the radio air

i nterface extendi ng between the nobile node and the network part. Two-way
comuni cation of data is provided, permtting data to be sourced at the
network part, and comunicated to the nobile node as well as at the nobile
node for conmunication to the network part. Data sourced at 15 the nobile
node i s communi cated by way of one or nore uplink channels defined upon a
radio uplink of the radio air interface. 4And, data originated, or otherw se
provided to, the network part of the communication systemis comunicated
by way of idamified. Mhes odemittinglopergionehs pdbintRicipaAdiic @piaptiate doapdrtioks of
the radio air jnterface to the nobile node. In the Figure, the arrow 14

r epr esent 91495dh¢ datnhssapnd itspask fupcoPy hack Reomplatnmaighvithoeagb@iier-nk channel s
defined thereo ]@nﬂéﬁ t ' staat i : : rk
part of the conrsr?un% cat | loen({eg{/%%gf%}{gg\sec%@eﬂ?&a}lggﬁg?%gaﬁbyg‘gﬁcﬁg‘%c%{}??'ﬂga%gse

t ranscei verp silsyndmoniZiienopeatiagesanahe data swraetadt thrsdatabhessr Etd ieacksipa cel | .
And, V\gen a nobile node, such as the npbile node 12, s posifi oned at a

| ocatidn EWEBHBASLMIaR SRRropization epszatipgs that arqeeformedanwar Pl y T A t o 25
comuni catiichicdVa¥ gBferslRAhOreGaMBGhG Al ﬁIag %?graﬂmerrﬁﬁné@?& Qadbfal Nterface

with the base tranScei vér station. Due t he 1ty of” the nobile node,

t he nobi | eonvetdiontlghirelingtcosurction.s Bemdwidthdemitdtmnk dontnetnes) gemdrhldy breftiteed by

successi ve _base.transceiver. stati f the network _part of the

communi catqogﬁn%%atugﬁc_a@?m# bsaatviaﬁ%ﬁﬁg}ﬁa’&?f ORfF m&@g’@@%‘lug}éngnes of the
base transgathehizaichi dpeRgioas. ECERchiiSith fidhndr® tHE hi¥hscd RIPRHINGaLEIPHSeritBns
continue with the 30 nobil e node as the nobile node travels through the
succed¥i vergprefdicated upon edady agslabidisy ¢Bwatlins doonentiopain whith bredwidthwor k part

of the co L.cati The rel ay device is coupled to a connect.ivity
server, narunbFaiadX S (el el SUiear it i e o e FRIRGHRY |
t he base tgymascei ver station 16. A synchronization server 24 that al so
forns part of the network part of the comrunication systemis coupled to
the relay devi cRarnaspredlemeassetiaiod waklhsyrchapnization psoqediaies By rayioda radie 9isr ar e
[ epr esent G AscoRBALA AN bE LS, TpARRY HIBhETRONAUP el REbE@Y Ry ! e
and server are embodied of a cORmDN Gevica or plrattorm &n mnrstrati on
(Admi 1Y séragkeup26d ajwhrdniwaion pAdita 0f wahef aeidie b iftarficeofould ehegafommbai cat i on
system Th%ﬁadm ni stration server is coupled to the synchronization server.
10 The adfA%PEP8RS-0on server operates, amongst other things, to provide
adm ni stration pariyij ﬁoﬁtﬁis%ﬁ&gﬁ&ﬁfﬁ"iﬂfo‘f@%ﬁﬂﬁeﬁﬁ &ﬁgﬁ%ionyiace'dﬂl%gance’
adm ni strative control over operation of the synchronization server.

Exenpl ar y,carregdomt kphradaabadest labaisb st separate idwatbedandt inteoronacaed bynwhy ohatadio
coupled to, the.s roni.zat.ion.server. In.the Figure, three ex | ary

dat abases dérrlélpeé:%fi%ﬁﬁaqﬁlef Jigruficad igproxpmenss 9fthe pres Eveﬂﬂoﬁé’@%%e@g‘g%base, is
coupled to the synchronization server 24. A second dat abase 32, an Exchange

TM Corpoect or for an ExchangesUasad K GIemR: ISVENTYON/NCctional |y coupled to
the synchroni zation server. And, a third database 34, a third-party

dat abase, is al'g@ Jrbd6t in ' ' rver .

Addi tional dat abasﬁes canQgﬁg&gygﬁg%%g’s#ga%?ggﬁg?gﬁ (tﬂ%osza? %éergiglg’ncd\rﬁgni zation
server andssgssitetymgiiod, byl whick hosymchion2e detabasEicgpies mafifiginedbiaiepses shown in
the Fi gurg are 1 eoxt‘{[forfmt{l.edi 'u%iﬁ%i Zing here an Extensible Mrk-up
Language (%ﬂﬂ_l) Pormat. SHAFAPRE R ?eary i npl enentati on, each of the

dat abases 28, 3fhrogditopdfatioartiah BnbalitdnesOihe %resa_rgfin%ﬁan I LRRS I1 Bvided
S are

formatted to jnclude one or nore data fields. And, the data fie
sel ectZabl yoXpuigh & Bgilipte pynghroniaptipy efthe datebatersopies.t Rmaimmzaftiosligserfirmed f or m
key field r. ihg to t.he databases 32...and 34 are
50 enbodP s PRSI SRR il B8R Shn i i Rl e
Lot us TM Notreimgdatladigsef tle dadbabose edat thsibs §fgngemathelxchange- based

dat abase, and third database 44 that forns_a third-party database are

enbodi ed at t heNPBpRFReCHdRe PfFﬁ@téF&te%%ésCh%ed%lS%?atgg agsegiatgl Wilhel 34 and
44 are cop f , p J i g

28- 38, 32E§ Egézétegr?élgggtl%% gaer ggeccgéﬁg'sqgieh\éﬁdgx %Stlnogi? %}e%% goa}é%?ocg& as{yﬁgﬁégltz a é‘s"?s IS
async#londhs istabasd avmal e chdhenlismns laskets prevaming supskauentiadditivds detetians, or

dat abase, the dat abase.pajrs are no.longer. . in.conplete mtch with one

oot her - T OBRE Rt HE L G derlSE s arrabi et Ay ¢
one anot her, synchroni zation of the databases of the database pairs nust be
performed to place all of the data records of the databases of the
respecti ve dat abase pairs back in match with one another. Care nust be
exerci sed pursuant to the synchronization procedure that the data changes
to a database be properly identified, and that such changes be tinely
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10 Correspondi ng apparatus is al so enbodied at the network part of the
communi cation system such as at the synchronization server thereof. The
apparatus is functionally represented and is formed of functional entities
that are inplenmented in any desired manner, such as, for instance, by

al gorithns executable by processing circuitry. The apparatus 48 facilitates
synchroni zati on operations by causing creation of a change |ist that

i ndi cates changes to a 15 database with #hich the change list is

associ at ed. When synchroni zati on operations are selected to commence, the
appar at us ifRusgo tiecobRaRgE the StankeliRemaBetrQeiReh apprshriate datesdrhiarieéns S
assigned to the change |ist to define uniquely the change |ist.,

Accor di ngldpring fe %ﬁl&pa@@t@wem@wbwhﬁgh ayshranizerthe database capies. The change
i st creator opgr r.eat - ' t. LISt ] ndi ci a
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the bl ock 86, that the synchronization operations have been selected to be
initiated. Then, and as indicated by the block 92, the change list is

| ocked, and the change list is identified by a unique identifier.
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First, and as indicated by the block 114, a first list is created that
lists change indicia of each change nade to a sel ected one of the network
copy dat abase and the nobile copy database. Then, and as indicated by the
bl ock 116, the first change list is selectably |ocked, 10 thereby to
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to the prigppendglatiimsed val ue. 13 The apparatus of claim5 wherein said
change list indicator increnents the prior-associated val ue by an integer
value to formthe identity value. 7. The ?ﬁ? aratus of claim1l wherein the
synchroni zati on session ARESCRARTIANLOF LHE DRAWINGS st | ock | ocks the
first change |list when selection is made to send the first change |i st
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wherein s i | i P H@{h' d between the nobile node
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embodiment of the present invention in the radio communication system shown in Figure 1.
Figure 3 illustrates a method {low diagram listing the method steps of the method of

30  operation of an embodiment of the present invention.



session state information. 9. The apparatus of claim1l wherein, once | ocked
by said first change-list lock, the first change |ist created by said first
change list creator remains |ocked while at | east one 15 change indicia is
contained in the first change list. 10. The apparatus of claim1l wherein
the change indicia contained in the first change list created by said
change list creator conprises newrecord indicia representative of at | east
a first record added to the sel ected one7of the network-copy database and
nobi | e 20 copy dat abase. 11. The apparatus of claim 1l wherein the change

indicia contained in the first pEpagacb DSCREBETRINDY sai d change |i st
creator conprises altered record indicia representative of at |least a first
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of selectably | ocking. 10 14. The nethod m 13 wnerein t ntity
val ue assgpirtdiyesnging datalupof radsd cleinaclg defitesitupdu thargdoadidinepfacaex temiiod
im 14 wherein

aseoct i 1g, COMEL SS52 mrl el walue, 19, The et hod ol Shalm1s wercl
the first Ghaaee pehitit AR Be odRRE b theRefdBk hirt, Sha chRARARidatedlito the mobile
node as well as at the mobile node for communication to the network part. Data sourced at
15  the mobile node is communicated by way of one or more uplink channels defined upon a
radio uplink of the radio air interface. And, data originated, or otherwise provided to, the
network part of the communication system is communicated by way of one or more
downlink channels defined upon a radio downlink of the radio air interface to the mobile
node. In the Figure, the arrow 14 represents the radio air interface and the uplink and
20  downlink channels defined thereon.

A base transceiver station 16 forms part of the network part of the communication
system. A coverage area is defined by the base transceiver station. The coverage area is
sometimes referred to as a cell. And, when a mobile node, such as the mobile node 12, is
positioned at a location encompassed by the cell, the mobile node is generally able to

25  communicate by way of radio channels defined upon the radio air interface with the base
transceiver station. Due to the mobility of the mobile node, the mobile node might, at
successive times, be located in cells defined by successive base transceiver stations of the
network part of the communication system. Communication handoffs with successive ones
of the base transceiver stations are carried out to permit communications to continue with the

30 mobile node as the mobile node travels through the successive cells.



16. The method of claim 13 further conprising the operation of storing at a
register at |east a prior-associated val ue previously associated with a
previ ousl y-used change list fornmed prior to a prior synchronization
session, and wherein the identity value used 20 during said operation of
associating is increnmentally related to the prior-associated value. 17. The
nmet hod of claim 16 wherein said operation of associating conprises

i ncrenenting the prior-associated value By an integer value to formthe
identity value. 25 18. The nethod of claim 12 wherein | ocking of the change
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second database 32, an Exchange ™ Connector for an Exchange-based database is also

functionally coupled to the synchronization server. And, a third database 34, a third-party
database, is also functionally coupled to the synchronization server. Additional databases
can also analogously be coupled to the synchronization server and analogously also shown in

20 the Figure. The databases shown in the Figure are text-formatted, utilizing here an
Extensible Mark-up Language (XML) format. In the exemplary implementation, each of the
databases 28, 32, and 34 contain data records. The data records are formatted to include one
or more data fields. And, the data fields are selectably populated with data values. Certain
of the data fields also form key fields.

25 Databases corresponding to the databases 28, 32, and 34 are also embodied at the
mobile node. Namely, a first database 38 that forms a Lotus ™ Notes database, a database
42 that forms an Exchange-based database, and third database 44 that forms a third-party
database are embodied at the mobile node. The databases 28 and 38, 32 and 42, and 34 and
44 are copies of one another, respectively.

30 While the database pairs 28-38, 32-42, and 34-44 are copies of one another, each of
the databases is asynchronously updateable. When an asynchronous update is made to a

database, the database pairs are no longer in complete match with one another. To place the
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databases of the database pairs back in match with one another, synchronization of the

databases of the database pairs must be performed to place all of the data records of the

databases of the respective database pairs back in match with one another.

Care must be exercised pursuant to the synchronization procedure that the data

5  changes to a database be properly identified, and that such changes be timely identified to
the other database of the database pair so that the same changes can be made to the other
database, placing the databases of the database pairs back in match with one another.

To facilitate the synchronization of the data records of the respective databases, the
mobile node includes apparatus, shown at 48, of an embodiment of the present invention.

10 Corresponding apparatus is also embodied at the network part of the communication system,
such as at the synchronization server thercof. The apparatus is functionally represented and
1s formed of functional entities that are implemented in any desired manner, such as, for
instance, by algorithms executable by processing circuitry. The apparatus 48 facilitates
synchronization operatiéns by causing creation of a change list that indicates changes to a

15  database with which the change list is associated. When synchronization operations are
selected to commence, the apparatus causes the change list to become locked, and an
1dentifier is assigned to the change list to define uniquely the change list.

Accordingly, the apparatus 48 includes a change list creator 52. The change list
creator operates to create the change list that lists change indicia associated with changes

20 made to the database, such as the database 38, 42, and 44 with which the change list creator
is associated. Additions to the database, deletions from the database, and alterations to any
field of any data record of the database also forms part of the change list created by the
change list creator. The change list that is created by the change list creator is indicated by
the block 54. Entries on the change list identify change indicia associated with any data

25  record, or field thereof.

Additions to the change list are made, as needed, pending the selection of initiation
of synchronization operations. When selection to initiate synchronization operations is
made, an indication of the selection of the initiation is provided to the apparatus, here
tndicated by way of the line 58. The indication is provided to a change list lock 62 that

30  operates to lock the change list to prohibit subsequent alteration of the change list. Thereby,
the integrity of the change list at the instant at which the synchronization initiation is

selected 1s assured.
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The apparatus further includes a change list identifier 66. The change list identifier is

also operable responsive to delivery of the apparatus of the indication of the selection to

perform synchronization operations to provide an identificr that identiﬁes uniquely the

.change list with respect to its associated database. Here, the identifier accesses a register 68

5  that stores a value of an identifier that had been used previously to identify a previously

formed change list, used pursuant to a prior synchronization operation. In the exemplary

implementation, the identifier selected by the identifier to identify the change list is an

integer value, such as the value retrieved from the register, incremented by a unitary value.

The identifier that identifies the change list, in one implementation, is communicated over

10 the radio air interface pursuant to synchronization operations, at times separate from the
change indicia contained in the change list, thereby to identify the change list by a single
value, rather than requiring the entire change list to be communicated repeatedly.

Thereby, the apparatus 48 performs, or otherwise provides, functions that facilitate
subsequent synchronization operations to be performed between database copies embodied

15 at the mobile node and at the network part of the communication system. The change list is
locked when the synchronization procedures are to be initiated, and the change list is
identified with an identification value. The integrity of the contents of the change list is
thereby assured, and the change list is uniquely identified pursuant to the synchronization
operations.

20 Figure 2 illustrates a message sequence diagram, shown generally at 78,
representative of operation of the communication system 10, shown in Figure 1, to facilitate
subsequent synchronization operations to be performed between database copies embodied
at the mobile node and network part of the communication system. Operations shall be
described with respect to the apparatus 48 embodied at the mobile node 12. Analogous

25  description of operations can alternately, be made with respect to operation of the
corresponding apparatus 48 embodied at the network part of the communication system.

Operations are therefore shown first to be performed at the mobile node at which
changes to a database are monitored, as indicated by the block 82, and the change list is
created, as indicated by the block 84. Monitoring continues until detection is made,

30  indicated by the block 86, that the synchronization operations have been selected to be
initiated. Then, and as indicated by the block 92, the change list is locked, and the change
list is identified by a unique identifier. Thereafter, and as indicated by the segment 94, a
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the method of operation of the method of an embodiment of the present invention by which
5  to facilitate synchronization of network-copy and mobile-copy databases in synchronization
with one another pursuant to a synchronization session.

First, and as indicated by the block 114, a first list is created that lists change indicia
of cach change made to a selected one of the network copy database and the mobile copy
database. Then, and as indicated by the block 116, the first change list is selectably locked,

10 thereby to prohibit changes to the first change list upon commencement of the
synchronization session.

Thereafter, and as indicated by the block 118, an identity value is associated with the
change list created during the operation of creating. The identity value that is associated
with the change list uniquely identifies the change list and, for instance, is obtained by

15  incrementing a prior-used value used in a prior synchronization operation.

Thereby, through operation, the integrity of the change list is assured, and the change
list is uniquely identified. Improved synchronization operations are thereby possible.

The previous descriptions are of preferred examples for implementing the invention,
and the scope of the invention should not necessarily be limited by this description. The

20 scope of the present invention is defined by the following claims:
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In the claims:

1. In a radio communication system having a network part at which a network-
copy database is maintained and a mobile node at which a mobile-copy database is
maintained, an improvement of apparatus for facilitating placement of data stored at a
selected one of the network-copy database and mobile-copy database in synchronization
with one another pursuant to a synchronization session, said apparatus comprising:

a first change list creator embodied at the selected one of the network-copy database
and mobile-copy database, said first change list creator for creating a first change list that
lists change indicia of each change made to the selected one of the network-copy database
and mobﬂe-copy database during a selected period,;

A first change-list lock that selectably permits and prohibits changes to the first
change list created by said first change list creator, said first change list lock for locking the
first change list, thereby to prohibit changes to the first change list, upon commencement of

the synchronization session,

2. The apparatus of claim 1 further comprising a change list identifier for
associating an identity value with the change list created by said first change list creator, the
identity value associated with the change list subséquent to locking thereof by said first

change list lock.

3. The apparatus of claim 2 wherein the identity value associated by said change
list indicator with the first change list created by said first change list creator comprises a

numerical value.

4. 'The apparatus of claim 3 wherein the numerical value associated by said

change list indicator with the first change list uniquely identifies the first change lList.

5. The apparatus of claim 3 further comprising a register for storing at least a
prior-associated value previously associated with a previously-used change list formed prior
to a prior synchronization session, and wherein the identity value used by said change list

indicator is incrementally related to the prior-associated value.
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7. The apparatus of claim 1 wherein the synchronization session commences

-5 and said first change-list lock locks the first change list when selection is made to send the

first change list between the mobile node and the network part.

8. The apparatus of claim 2 wherein session state information is communicated
between the mobile node and the network part upon commencement of the synchronization
10 session and wherein the identity value formed by said change list identifier forms part of the

session state information.

9. The apparatus of claim 1 wherein, once locked by said first change-list lock,
the first change list created by said first change list creator remains locked while at least one

15 change indicia is contained in the first change list.

10. The apparatus of claim 1 wherein the change indicia contained in the first
change list created by said change list creator comprises new-record indicia representative of
at least a first record added to the selected one of the network-copy database and mobile-

20  copy database.

11.  The apparatus of claim I wherein the change indicia contained in the first
change list created by said change list creator comprises altered record indicia representative
of at least a first change.

25

12, Inamethod of communicating in a radio communication system having a
network part at which a network-copy database is maintained and a mobile node at which a
mobile-copy database is maintained, an improvement of method for facilitating placement of
data stored at a selected one of the network-copy database and mobile-copy database in

30 synchronization with one another pursuant to a synchronization session, said method

comprising:
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selectably locking the first change list, thereby to prohibit changes to the first change

list, upon commencement of the synchronization session.

5
13. The method of claim 12 further comprising the operation of associating an
identity value with the change list created during said operation of creating, the identity -
value associated with the change list subsequent to locking of the change list during said
operation of selectably locking.
10

14. The method of claim 13 wherein the identity value associated with the first

change list during said operation of associating comprises a numerical value.

15.  The method of claim 14 wherein the numerical value associated during said

15 operation of associating with the first change list uniquely identifies the first change list.

16.  The method of claim 13 further comprising the operation of storing at a
register at least a prior-associated value previously associated with a previously-used change
list formed prior to a prior synchronization session, and wherein the identity value used

20  during said operation of associating is incrementally related to the prior-associated value.

17.  The method of claim 16 wherein said operation of associating comprises

incrementing the prior-associated value by an integer value to form the identity value.

25 18.  The method of claim 12 wherein locking of the change list performed during
said operation of locking is performed when selection is made to send the first change list

between the mobile node and the network part.

19.  The method of claim 18 further comprising the operation, prior to said
30  operation of selectably locking, of selecting to send the first change list between the mobile

node and the network part.
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