1 LDAP TO SQ. DATABASE PROXY SYSTEM AND METHOD [ 00011 The present matter
rel ates generally to conputer systemintegration and particularly to
facilitating database activity between otherw se i nconpatible conputer
system conponents. 5 100021 Configuring a conmputer systemto perform
specific functions (for exanple, electronic conmerce, web services,

busi ness transacti on processing, electronic data conmunications, etc.)
often includes the integration of disparate hardware and software from
vari ous sources. A particular conponent fbr such a system may be confi gured
for operation with one or nore other conponents in accordance with a first

protocol . 10 HoweverLDAP JPLYQEPATARGSRFBOXMG YR EM MDH‘QE@HQIE particul ar

conponent opefgab g ™e bleséht nBREGEALSALAB ot support
that first pr{)t o@ol b 8 Ct) For exgarrpl §m%q?)g£g§gtem |re n?o integrate a

data store coPRSdENK t‘éfﬁ‘ﬁ%‘i‘ﬁ*@z Agabpse ft‘ﬁ“F'@c@%‘ﬁgﬁﬂ@ﬁheﬁmh@mlcmablagemwttrh anot her

conponent of @S@ﬁqs&@%m%ta stores are typically defined in accordance
W th speceg schemas and protocols for accessing information in 15 the
data store® O8N ferlighenerceomputer ﬁbﬁ@mSPP@éqm%’aclgn@wwmaffgwg@pkesq_) for

accessing reélaﬁmﬁeaémﬂl&b@m%eme@%%@&tréﬁ%%ﬁf}a&@ﬁl\@)d&%;ﬂ?@ﬁ?s and
anot her is Llcg)htV\Bl ht Directo Access Protoco LDA for@grow di ng
access to dir At ftendipliges fhééﬂt?g)?atimﬁfﬁ@ﬂﬁf%%%@lwﬁw ©fiMgreser vi ces

opti ni zed forfmneadldngsou&ﬁarAbhﬂﬁgutmﬂabﬁsﬁsfdagudhrafs%éfﬂtﬂa%e ccﬁmgbreh
particul ar advant.a haracteristics IC make its 20 use

or other
desirable in 56@5?‘?%\3’?‘% Vﬂoé?ﬁtg?fﬁPméﬁﬁﬁll%a“E@A’Fﬁe %médéﬁtpéﬁo% a network

prot ocol 10f orH@esesskysgmisiftegramf i m@;nwlsn t@hatb BRGaAICKIaPdtehpeAdht BSerRa5¥th kO
or_accessing_information stored renotely.

i npl enent in a,ch
It is often USEC &Heréﬂlgi%)"e tItFaéﬁlf’%s opSUPRE (G ins ety y information (e.g.
an address bd@pr] F&‘r@xaxbais,ed:s d&éxahmﬁastoamegrw aidualioe: compd@elnyccfnli&mr@laf ferent
vendors and Qﬁ Al c&np{Lgﬁ ] | onality incl {}ﬂl ngpt ransact i onal
support and ro i rlg b a“?&?f)r CHPPYFOf BTt PeROREsdrs 'é’E’tC61113i es.
[ 00041 So rret idetrsdan dabalasteorit slpémﬁc @bmtaﬁdi pANEEb B MiriaScckfnddiafosakadn by
mul tipleqs QiPeodl Nk Se & re con u different protocols. Thus
there ar e t %n e d.'n% u‘% 6?{8% tﬁ dé %?%Qg‘?% anelpss (gﬂgb AR for
exanple, wt hel_@tmaldmaaasstm:mgmntf dygpem €RDBMEY) dSGhasayped atdties isarightvarzht
conponent CO@j(ixlegtUFye}gccfsﬁrPr&tpé%IID(Iﬂf)Efs)%ll SOviding access to directory services, specifically,
X.500-based directory services optimized for reading, searching and browsing
information. Each has particular advantages or other characteristics which may make its
20 use desirable in a computer system. For example, LDAP is adapted as a network protocol
for accessing information in a directory and can be easy to implement in a client
component for accessing information stored remotely. It is often used for email clients to
access directory information (e.g. an address book). SQL-based databases are available
widely from different vendors and provide complex functionality including transactional
25 support and roll-back schemes not typically found with LDAP directories.
(0004] Sometimes a data store in a computer system is to be shared by multiple
components that are configured for different protocols. Thus there are times when a
component and a data store are incompatible, for example, with the data store configured
for SQL operation and the component configured for LDAP operation.
30 {0005] One implementation of LDAP is OpenLDAP, an open source community
developed software data store coordinated by the OpenLDAP Foundation. One
component of this software is a LDAP server for providing LDAP access to data stored in

one or more backends. OpenLDAP provides access to various backends or storage types



30 [00051 One inplenentation of LDAP is QpenLDAP, an open source conmunity
devel oped software data store coordinated by the OQpenLDAP Foundation. One
conponent of this software is a LDAP server for providing LDAP access to
data stored in one or nore backends. OQpenLDAP provi des access to various
backends or storage types 2 (i.e. types of databases) through specific
nodul es. QpenLDAP is configured to provide backends of three general
categories, nanely those that 1) store data, 2) proxy otherw se stored
data or 3) generate data on the fly. One roxy backend is back-sqgl for
mappi ng an SQ.-based RDBMS to a directory service agent (DSA). Exanples of
supported 5 ROBMSes ddeaiRBS) flrogh bisMficMy@Gles f OpmLIAASGE coaBgamd tPastige e SQL
from Postgre ] i 6 e as ck-sql
proxi es an SQL- g@é%ﬁ@tec%gﬁ:%%?o%%sé%ﬁgg&oég%gtn’é S{a‘%\é@a&s (E:Wer%y &genﬁlﬁsgdefi ned
by the needs #ofreddeinbDARendrete g bothmilynoPee paonibatfrad isiagk-Bg formeppmgany and

| ncur's mor e oyg head is98 A0LAANREPLARL. L EROHSSPS) L IAD, MRy, e desi red 10

such that its perfornmance characteristic notsu Ck-sqgl is
conf i gur ed® t oRRBSes gre RiEnfree HPYi My @Y fvat Mb$le ABGiné Restgra$ e frotthan an

external dat apagR. FHNEMRaI8YRBlobie® BroXl StiNng SQL database is defined in

accordance with Tts respective database schema. (00071 Accordingly, there
is a need forl 0406 Hestexen pARCKk-an! sQKied an 8Qhsbiabsse sy mulBOREPoskBMASYst ens
Journal , Vol ZQemhR2rede rRkd ' Ly t | ) 15 by
Shi et al, di sCT%Se?reaé@%gﬁgnﬁbrgéﬁ?gﬂ%?é%fpégf?a glsoggfv\é@gd(g?tﬁﬁéa}?ethr ough
t he dat abase negesseprand Byurs erq aheaidptoeage pit ghaningsewrcdst thas mpy bgdested .
Sim | ar! vio US2OREL0LAommant] Sak08ASI8 245! SIBMDIERD. IRRShRAR] Blueat s 1 nto

DA dat abase responses and conmunicates the %A response i nt :

conpati bl e re¥Pbrieeictarpduareserisheran jathepthat ar esirgel griahvpaislioramevepafant o SQL
proxy to adapisting 8QBId@RRL isUREAAAS Bccodldn@Swith it EHEIRE YaBBkY ihEmi.Or One or
nore LDAP cli Qts t ypi cal I% served by an LDAP server. The proxy conprises
LDAP to SQL dﬁ 1Y AsherdingypBrre & nieshidgsimriebBARKP §Qbdetahnse Projecessari |y for

a reduced setjoai7al BANP SOREHAILEAS Vol BE nBE XY eABMriSOMRE B MtIdR GHADEM to

mai nt ai n plurality of persistent database connectigns to reduce query
processi n% k{?’esﬁ'ﬁﬁta‘%.d‘ foges gregsism PH&V’ BiGa ap GRAfsfabasg teBted: Bireneh Mhegiambase
plurality of splemsi b el D2P eosnaetikiasitispiegaeh sehilal, UsSamt/oiwrsal ternative

dat abases f Ordis%i(o%gsuat sjy&gm%v%?ghi rgasps LBAR’rrgc\{Jegt(sa into DA database responses and

comrunicates the DA response into an LDAP compatible response.
[0008] There is preferably provided an LDAP to SQL proxy to adapt a relational database

20 asadirectory service for one or more LIDAP clients typically served by an LDAP server.
The proxy comprises LDAP to SQL query and response mappings preferably but not
necessarily for a reduced set of LDAP operations. The proxy may comprise a mechanism
to maintain a plurality of persistent database connections to reduce query processing
overhead. The proxy may be further adapted to maintain a plurality of persistent

25 connections to each of at least two alternative databases for executing queries to provide
enhanced failsafe operation. A plurality of LDAP to SQL proxied databases may be
configured for sharing query loads to enhance scalability and performance. The proxy
may be configured as a module for providing a backend relational database to an LDAP
server. Advantageously, the database may be defined in accordance with a database

30  schema that is external to the LDAP server to facilitate integration of an existing database

to an LDAP environment and avoid duplication.



enhanced failsafe operation. A plurality of LDAP to SQ proxied databases
may be configured for sharing query |oads to enhance scalability and
performance. The proxy may be configured as a nodule for providing a
backend rel ati onal database to an LDAP server. Advantageously, the

dat abase may be defined in accordance with a database 30 schema that is
external to the LDAP server to facilitate integration of an existing

dat abase to an LDAP environnment and avoid duplication. 3 [00091 In
accordance with a first aspect, there is preferably provided a nethod of
providing directory services in accordance with an |ightwei ght data access

protocol  (LDA§A09f 1@ aBddrdaARvie] d BB asGRERdSis BebteriblPMbANRG, RBnbWP server for
receiving and responding to directory service requests in accordance with

LDAP, the LDAP¥iingelireory seRyicrssii AgrostFo it 4n0ieliy it 448256 Br¥@Ef i ned to
map LDAP ser ViGBAPREUECEDAPLRent SdhprBHRF hBSidin@ MR TN sthEr (S decUBE RS agai nst
a database to obtgin S uery results and map the S% query results to
LDAP r esponse&PURHEWhEFEIH Théredetisya tercradyss WHREPAR haltba e with a
dat abase sshepan@isingnabaPac BOE pkdh&R IR ined I @aPL.DAY selildkeuedyto be

configured to p.a. reduced s of types of LDAP servi requests to
i ni i ze. LoapSb e e Bt ok S Bl birtes s SRl oM 5 e
suf fici ent tombatielSameryirtsiny WAt AdNrespoabas] @dadhefeinaha ddubackat défasé in

Preferably, t P server. | onfi gur S enlLDAP serve The LDAP
Lo SaL pr oky. BEaieE BT ol nfh AU, R A RSB R medF Vs
connect i ons t be anfifieabic nope rettabase spes b LRAP strhiee comisect indnsipldifde

access togxe . i¢£S,. [ LN, ACEA e M her
aspect t hé?e %gegﬁee(%%%a%%n%ﬁ%ifﬁe%aéa 8’0%%? %Jr Qr%gggﬁgga%%n%%\? %@"%ggr%ri si ng
i nstructi ons, refisvehronyhe fatebeec Breéadatthy the oM sarvands cdefifueed asad &penidmd P LDAP

server for prQV\:}egi'ﬂQL@AleﬁFSQ}’Lypr&%”ﬁb&ﬁémgp?fg@ﬁE% @&ﬁﬁ@,@@&%@ﬁgﬁ&&ured

for SQL operation to a client” configure DAP oper at i on.

i nstructi ons tERTFPLS AL leataplsidalghase sudhrthm SesemeEiDRPPEIde aessy e giasdes to SQL
queries and Sgkspegnaises to 20 LDAP responses and the database is defined
i n accordance with a database schenma which is external to the LDAP server.
10011 In yet a further aspect there is preferably a conmputer system

conpri si ny alf0Ll0DAPaccsmance with@notperavpedi theye i prefetably yroveled b cempiter readablDAP

client; an L DA AR ccﬁ'%rismg%(s)[mctions, which, when executed by a computing device, adapt an
LDAP server for providing directory services to connect a database configured for SQL
operation to a client configured for LDAP operation. The instructions comprising
mappings to transform LDAP service requests to SQL queries and SQL responses to
20 LDAP responses and the database is defined in accordance with a database schema which

is external to the LIDAP server.

[0011] in yet a further aspect there is preferably a computer system comprising: an LDAP
server for providing directory services to an LDAP client; an LDAP to SQL proxy
adapting the LDAP server to connect a database accessible by SQL to the LDAP client,

25 the proxy transforming LDAP service requests to SQL queries and SQL responses to
LDAP responses; and a database accessible using SQL, said database defined in

accordance with a database schema external to the LDAF server.

[6012] In one cmbodiment, the computer system preferably comprises a like plurality of
each of the LDAP servers, LDAP to SQL. proxies and databases, one of each server, proxy

30 and database associated to define a cell; and said computer system further comprising a



adapting the LDAP server to connect a database accessible by SQ to the
LDAP client, 25 the proxy transform ng LDAP service requests to SQ queries
and SQ. responses to LDAP responses; and a database accessible using SQ.,
sai d dat abase defined in accordance with a database schema external to the
LDAP server. 121 In one enbodi ment, the conputer system preferably
conprises a like plurality of each of the LDAP servers, LDAP to SQL

proxi es and dat abases, one of each server, proxy 30 and database
associated to define a cell; and said camputer system further conprising a
.4 master database accessible by each cell. The conputer system may
further conpringecadatabediat @60 bﬁ&fekt e¢ll. rhe s Siste@OhDl HirtheR eyinpiscequest s
anmong the cel lredr (I:% ach gt li éSgart,i cul ar cel | f’ls grgﬁ{i&b&% confi gured
to execute directory serVieee ‘5:&[? TEILFEIHEE PHE HEEE SACHRIPEDESe i f the
dat abase of t betipdartcelt islpaaferatgl bonf@umﬂwadcbm&ie:cto@ £RI1<EE¢@E&£RaBIﬂ N OF THE

DRAW NGS [ 001 nbodi nent s,,w | be descri bed by way
of exanpl e on aSAnd Fah sFeftFepra%atrtl%)éqetogﬂfer*PemFBlla'i ki %‘5’3&}1&9\” ngs in which: Figure

1 is a block d| agram of an -LDAP server with an LDAP to SQ. proxy nodule in

accordancesw BRignDesORGTIENOF T BrAWGs | s a bl ock di agram of nessage
processi ng inll%gilordance wth an enbodipent; Figure 3 is a block diagram

of an conpute A BIRROAIRNE EmbedingERE VY Py b%ldesfﬂ’tlﬁij 8y pey obampie oglyt abases

to an LDAP cl wehteitime kAP0 wHRldrition i@ SvhicR: accordance with an
enbodi ment; and 15 Figure 4 is a flow chart of operations in accordance

with the enbodlrre 0 conven e nunerals in
t he description re %‘Bjell@f Edel?%rﬁ%tgréel%[)'lgﬁset%crmgrag\%g%%sms SEPTI ON OF -

PREFERRED EMVBCDI MEMEuR(R 21@04@BdceRFihamenbodieust rat es a representati ve
conputer sgystem 1%%41‘@ 2W0U GBS ek b m ds%;&%po%gstsu%%%\ %Qﬂpﬁceﬁr}éﬁ LDAP Cl ent

for accessing directory services provi Brserver over
communi cati on coupPlbAgMEE. However, the backend data store

Figure 3 is a block diagram of an computer system architecture providing 2
plurality of SQL databases to an LDAP client via LDAP to SQL. proxies in
accordance with an embodiment; and

15 Figure 4 is a flow chart of operations in accordance with the embodiment of

Figure 3.

[0014] For convenience, like numerals in the description refer to like structures in the

drawings.

DESCRIPTION OF PREFERRED EMBODIMENT

20 [6015] Figure 1 illustrates a representative computer system 100 in which a first
component 102 comprises a LDAP client for accessing directory services provided by a
LDAP server 104 over a communication coupling 106. However, the backend data store
(second component) is an RDBMS 118 accessible via SQL. In the present embodiment,
the LDAP server is configured as an OpenLDAP server (slapd daemon) for a LINUX

25  operating system environment having a plurality of standard modules for various backends
such as but not limited to bdb 108, sgl 112 and monitor 114. LDAP server 104 is adapted
with a backend proxy module 110 for communicating SQL queries via communication
coupling 116 to database 118, which in this embediment is an exemplary PostgreSQL
database defined in accordance with a database schema maintained externally of the

30 LDAP server 104. Couplings 106 and 116 may be public or private networks, local or



(second conponent) is an RDBMS 118 accessible via SQ. In the present
enbodi nent, the LDAP server is configured as an QpenLDAP server (sl apd
daenon) for a LINUX 25 operating system environnent having a plurality of
standard nodul es for various backends such as but not limted to bdb 108,
sql 112 and nonitor 114. LDAP server 104 is adapted w th a backend proxy
nodule 1 10 for conmunicating SQ.L queries via conmunication coupling 116
to database 118, which in this enbodinent is an exenpl ary PostgreSQL

dat abase defined in accordance with a database schema naintained externally
of the 30 LDAP server 104. Couplings 106 and 116 may be public or private
net wor ks, | ocal i r : C,. 0L, _other ni,cation
channels. O thrlde%1r aﬁggﬁ}ﬂer%eeégtoggtg%gé%&Klgfﬁkﬁh?gél\‘c’/e{)@ﬂnsa 'g%gﬂcsi%a WSt her
than those shddhPastredesayrbicved ratBoisnOpea bR anddculites. AeedOpotl ke

provi si oned | boiats Aeedete Rk ¥ MG RACKT ShpiRE ~£s@gllgglgﬁl§ ete. [ 0016]

Requests from LDAP cl I ent or directory servrces y queries for
5 obtai ni ng in‘Lﬁr tion togﬁd t? t he. backend 118) are conmuni cated in
accor dance wi (H1SRCEBEETYR GPAE sHent §0T BABrCty sV a0 4YPigH nAveriesdar i nvokes

proxy 110 $hi obtaibingisboratitn stbed (dRARCRMEIT 8Bar ConSdnida@t i€ QIPMCALithg t O
dat abase 118. B(I?@po ses 118 are receiv i,n accordance with

fr dat a e ]
the SQL prot otor &hde} g)nlélgg}r, ed" E@f EPIHW%MF“@ ey “gdv N AP PERsIRD |
responses f or LBaRdjueipshadRL tfo chibAlnicdtingmd dalDdsevila. Respuses 64 datdbhisd 171

Figure 2 illugtr | e..0f '“pessage’ operatio bet ween s er 104,
proxy modul e%{%gglfg]%%gﬁ?%@a&%wﬂ@?S plra%g(i%%dl'tgaflg%‘a“egﬁéf’mxﬁé@gﬁlﬁg'li her ei n
means i nf or mato [dMA P pomeolrepatesifoosendinh backits EDpdsdied 162 onsane 104nmponent to

anot her and need not be restricted to data communicated in a defined

nessage f ogm wody)ariGROTURLEALI QR DSHVG ngzessag@%@tgﬁorﬁs b;étg«rcm{ dRRS 16, Eﬁgfl y of

credentials for server 104 and client 1 roxy nodule 15 110 transtorns
the nessage tB°Hovil@ddradEr | Bndlt & pedsetnod ahas “messigehatein alsassdnorgrtiones sage
2) and aut hengdngal@sidide oSerNRpaGEEHEN bhacsnpoR&R k] MothBl AY ihHidNQ: g ' esul t
(nmessage 3). Ug)on JLecel pt of t hg. SC% result of the authentication request
(message 4), 5ro%s! tslR @mmgicatsd B4 dgbigedinessagh S By iercnPApiGeieragtwetfessage
5) ':1 0 server M@Aagd\lbc&ﬂ@@eegi stiply biltSedeflQDeBQnier Oy atnggli&mﬁmﬂht’ﬁ:x?fmoﬁbﬁf t wo g
aut henti cati ons. sa conprises an LDAP quer ich jis transforne
and sent gsts aﬂé(if ‘%‘8}335? RESELJePrryIde %ﬁéh rea"é'élf% fafBe fambaselldé (massages
recei ved (e. q?)aad sebenotatesabosetier fredemidlhpcsit promiadlng dadsab as@)aganyl Upoansf or ned
to an receipt of the SQL result of the authentication request (message 4), proxy module 110
provides a transformed LDAP result (inessage 5) to server 104, Message 5 is thus
dependent on the results of the two authentications. Message 6 comprises an LDAP query
20 which is transformed and sent as a SQL query (message 7). The SQL response (message
8) is received (e.g. a set of records from the external database) and transformed to an

LDAP response (message 9).

[6018] Proxy module 110 may be configured with knowledge of the requirements of the
LDAP client and the specific directory services to be provided to it. As a result, a specific

25 set of LDAP to SQL and vice versa transformations may be determined and implemented
to provide reduced LDAP directory services and operations. Proxy module 110 thus maps
incoming message formats to outgoing formats efficiently without necessarily
implementing maps for all types of LDAP service requests and SQL queries and
responses. For example, if LDAP client 102 is limited to retrieving (i.c. searching and

30 reading) information from a directory, LDAP to SQL proxy madule 110 need not be

configured to facilitate LDAP requests to modify or store information. As such, the proxy



LDAP response (nessage 9). 100181 Proxy nodule 110 may be configured with
know edge of the requirenents of the LDAP client and the specific
directory services to be provided to it. As a result, a specific 25 set of
LDAP to SQ. and vice versa transformations may be determ ned and

i npl enented to provide reduced LDAP directory services and operations.
Proxy nodul e 110 thus maps incom ng nessage formats to outgoing formats
efficiently without necessarily inplenenting maps for all types of LDAP
service requests and SQ. queries and responses. For exanple, if LDAP
client 102 is limted to retrieving (i.e.®searching and 30 readi ng)
information froma directory, LDAP to SQ proxy nodule 110 need not be
confi gured t otfogdel il eqneumDAPenresquest thart ofutocidlyprory ispreniatifroseang on As

oy | B Okl MGb RPhd inORSUTEAL PSS phBROWE GPRichBR Br Il fils ST

proxy inplenmentation such i ona
proxy per ni t sdgjatesopariagy F‘é}f«‘f‘l bt dotirable nekioshingg thedaltstaiga@@ab@sn(u rolafisrd y Wnen

it is desirabhgy m@mgomn@ﬂg@ﬂ(ﬁ@abggglvﬁm lggxgaﬁgasla%ﬁa e efﬂ?gdﬂgf a2 new

schema) . Thus an da tabase with its existin ently 5
i nt egr at ed®wi {8 iHervrporanicpefiguesd ff"b‘ﬁ“\&éﬁfd’ meatﬂﬂ?il?&i datneed abbes et c.

need not be @réﬁad@,ds%rdsﬂt&mlnF§§wohd KheMS tRGhcBameGeNd schema for the sane
data. (00191 In a preferred inplenmentation, proxy module 110 (back-prox) is

configured in ro n an e for as set forth in Table 1:
Fe Ranre. pur [0 h S B R B Bl a0 CapliPre s e ar e
requi red by al)lbgrafnntﬂlma‘ang‘uagee"sr(D;reuLnaPmsdeulfmh iffeblst:ruct ures are used to
pass information between functions. connecti onpool . h This is a header file

for the connecti ofpfioRkme CONPREJQEPOOI . CTTHIS grcontarns thefungti ons -

for initializing, [g& ing ME 10N ' |
extemal . h This headerk q;ég‘t?nes Eﬁgﬁiﬁfgl%w%g’?ﬁ%ﬁf& t&a%’é%‘?%ﬁd byéi%fft%e ce to
Header

the rest of OpenLDAP, This fil grmafiGibnk&d fi¥i&aCh no uI e. | ni t
file used to initialdnd@ichPHoLNPFRE & a Hedlidr e for the conmection pool.
connectionpool.c | This file contains the functions for initializing, maintaining
and cleaning up the connection pool.

external.h This header defines the functions for the external interface to
the rest of OpenL.LDAP. This file is required by each modute.

init.h Header file used to initialize the module.

mnit.c

search.h Header file for the scarching functions. Also defines structs
for converting LDAP attribute names to SQL column names.

search.c When a search is performed the functions defined in this file

are used 1o translate the incoming query, send it to a Postgres
backend, and then package the result into an LDAP response.
bind.c This file contains the functions that are used when a user
attempts to bind to a node in OpenL.DAP. This is where the
authentication against both the server and user credentiais
takes place.

Table 1

10 [06026] To reduce transactional overhead for handling queries, a pool of persistent
connections is maintained for reusably connecting to the external database. The
connections may be shared in a round robin or other sharing fashion as is known to those
of ordinary skill in the art. Further operations are described herein below with reference to
Figure 4 wherein a preferred proxy maintains a connection pool for each of two

15 alternative databases (a local copy and a remote master) to query.

[0021] The following functions map the function pointers from OpenLDAP 102 to the

actual implementation in the proxy module 110 (i.e. back-prox in the preferred



search. h Header file for the searching functions. Al so defines structs for
converting LDAP attribute nanmes to SQ. col um nanes. search.c Wen a search
is perforned the functions defined in this file are used to translate the
incomng query, send it to a Postgres backend, and then package the result
into an LDAP response. bind.c This file contains the functions that are
used when a user attenpts to bind to a node in OQpenLDAP. This is where the
aut henti cati on agai nst both the server and user credentials takes place.
Table I 10 100201 To reduce transactional overhead for handling queries, a
pool of persistent connections is maintained for reusably connecting to
t he external database. The connections nmay be shared in a round robin or
ot her shar i ngembghing). danétionkhanere ebtotdiggenc gipleorediaierr 3ndshd ¢ Is thavefqel art .
Further operatd@Rsaad € i8St/ bed herein below with reference to Figure 4
wherein a preferred proxy maintains a connection pool for each of two 15
alternative databases (a |ocal copy and a renote naster) to query. [00211
The follow ng functions map the bi-ubicbpean: @oi nters from QpenLDAP 102 to the
actual inplenentation in the proxybimodiiige-0110 (i.e. back-prox in the
preferred ¥ enbodi nent). Functibonsi_tihat=@re set to 0 have no
i npl ementation and the 0 is the bilebiaddstroy +€f urn value to indicate success.
bi - >bi _open = 0; bi->bi confi g bE>Bidb_ il baekprox|dbsieit= 0; bi ->bi _destroy =
0; bi->bi db_init = backprox_db bi-rbit ¢b_chafig>bhackiivoc dinfdogfis
backprox_db_config; bi->bi_db_dbpem_db_bpakprokpreh dopeen, 10 bi - >bi db_cl ose
= backprox9db _cl ose; bi->bi _db bdesi dpylose Howkproxibdilosdest r oy;

bi->bi_db_destroy = backprox_db_destroy;

bi->bi_op_abandon = 0;

bi->bi_op_compare = (;

bi->bi_op_bind = backprox_bind;

I5 bi->bi_op_unbind = backprox_unbind;

bi->bi_op_search = backprox_search;

bi->bi_op_modify = 0;

bi->bi_op_modrdn = 0;

bi->bi_op_add=0;

20 bi->bi_op_delete = 0;

bi->bi chik referrals = 0;

bi->bi_operational = 0;

bi->bi_connection_init = 0;

bi->bi_connection_destroy = 0;

25 {0022] Functions that do not have an implementation were either not necessary or were
redundant and not used because the implementation was done in a different function. The
corresponding functions can be found throughout the rest of the module. The
BackendInfo structure that is being referred to by the variable bi is defined in slap.h and is
used to pass information, function pointers and semaphores between the various functions

30 inthe module. A brief description of the implementations of the functions in the modules

follows in Table 2. Each of the *_db_* descriptions comes from the slap.h file.

‘Fanction | 'Description R
bi_db_init Called to initialize each database, caIled upon readmg 'database
<type>' called only from backend db init()

bi_db_config | Called to configure each database, called per database to handle
per database options called only from read _config()
bi_db_open Called to open each database called once per database
immediately AFTER bi_open() calls but before daemon startup.
Calied only by backend startup(}




bi - >bi _op_abandon = 0; bi->bi_op_conpare = 0; bi->bi_op_bind =
backprox_bind; 15 bi->bi op unbind = backprox_unbind; bi->bi_op_search =
backprox _search; bi->bi _op nodify = 0; bi->bi_op_nodrdn = O;

bi ->bi _op_add = 0; 20 bi->bi_op_delete = 0; bi->bi chk referrals = 0;

bi - >bi _operational = 0; bi->bi connection init=0;

bi - >bi _connection_destroy = 0; 25 [0022) Functions that do not have an

i npl ement ati on were either not necessary or were redundant and not used
because the inplenentation was done in a different function. The
correspondi ng functions can be found throughout the rest of the nodule. The
Backendl nfo structure that is being referred to by the variable bi is
defined in slap.h [andbi doscusiethlivcdtopdss eichfdanbme tlad oddd pet dacbaspduniger s |and
semaphor es between the vari ousuttionecbit BEFOBE anp bi_hiesemiuleledAnbriyef
description of the_inplenentdariond sbitdévrd) f unctions in the nmodules foll ows
in Table 2. Each dfbitdhedesrgh Calldéocicitplyicarisiacbaesalfad onvd Redsitag: durkig| €.
Function Descriptijon bi _db_i|mshttd@ed AETER ell binflbseadalizlpit befole bilgtabasd)s. cal | ed
upon readi ng ' dat dhase <t ypeGille¢aily bybashing dasom(backend db _init
bi _db_config Cal |l ediop Wighf i idintled emahingl @se. called per database to
handl e per databgdeoppinbdg (ded emerombipd opeaatianead confi_bi _db_open Cal |l ed
to open each dat ah@sepogitied Glekopeicadhvpdig®e. | medi ately AFTER bi _open(
cal | s but bef gpg. daenon startup. Called only by backend startu 8

bi _db_close Called to cl ose each dat abase call ed once per database during

{0023} The standard configuration file for Openl.LDAP is called the slapd.conf file and can

often be found at /etc/openldap on a Linux machine for a standard instaliation. The back-
prox module comprises additional parameters that are read on startup from the

5 backprox_db_config() function in the init.c file. Table 3 lists the new parameters and their

roles.

‘Parameter o ‘Description S

cell dbuser The login name of the cell database user.

cell dbpasswd The password of the cell database user.

cell dbname The name of the database instance to log into,

cell dbhost The host machine of the cell database.

primary dbuser The login name of the primary database user.

primary dbpasswd The password of the primary database user.

primary_dbname The name of the database instance to log into.

_primary_dbhost The host machine of the primary database.

connection_pool_size | The number of persistent connections in each of the
connection pools. There is one pool for the local copy
and one for the master database.

reconnect_interval When a database goes down, this is the poliing frequency
that the reconnection thread will use.

Table 3

[0024] Mapping of LDAP attributes to SQL and vice versa may be performed in a variety
10 of ways including table fook-ups etc. as will be understood to persons of ordinary skill in
the art.

[8025] Figure 3 illustrates a block diagram of a computer system 300 for providing

scalable and redundant directory services to an LDAP client. In system 300, there is a

master database 324 which is replicated to a plurality of cells 306, 308 and 310 each cell
15 comprising a cell database (318, 320 and 322) fronted by a respective LDAP 10 SQL



shut down but BEFORE any bi_close call. Called only by backend shutdown

bi db_destroy Called to destroy each database call ed once per database
during shutdown AFTER all bi _close calls but before bi_destory calls.

Call ed only by backend destoryO bi o bind Called on a bind operation. bi op
unbind Called on an unbind operation. bi o search Called on a search
operation. Table 2 [0023) The standard configuration file for OpenLDAP is
called the slapd.conf file and can often be found at /etc/openldap on a
Li nux machi ne for a standard installation. The back- prox nodul e conprises
additional paraneters that are read on startup fromthe 5
backprox_db_configQ function in the init.c file. Table 3 lists the new

par anet er s androkheimpongrg (B2, 3 Pand AED dor. prdedicgthkidiveate) berdbussethe THeAH ogi n

name of the cgldy ¢ipt %b%éﬁem%ﬁfm L Jl @%?Wc%@?eapp%ﬁi%m@{ cq“: o? t};[e Lcﬁ el l

dat abase user. cell € nane o |ns ance to )
cel | dbhost TBR Bfsanddae hy mesdisctariserpesicht ﬁ?&t(albszslé/ a orvien@ntiparsefor Wlhé I ogl n

nane of the Pr{.ARHYo Qﬁ?eﬂ@ﬁﬁa@ndﬂ &le- cellsOJng (IR -PASSNPEL,Qf the r ma

dat abase user, $Er|na bname The nane a ase instance to log into.
primary dbhostDARE Hek promsevimprects (2. h’»éﬁ@qu hl&rryayomvaba@e OpenL.DAP server

connect i onj ookt h ZBAPhE SQUIFRE andulI@%& §1‘e$§o§é?§ dé‘s@:%ﬁ%ﬁd QRBerldBscRBG beRw.t he
connection pools. There is one pool the local copy and one for the

mast er dat abase. reconnect-interval V%en a database goes down, this is the
pol I'i ng frequdf2g A kehast ohdirecegorneat i:ma‘mdrﬂ’ha‘u@ade[il\ﬁnh}l bels8®iced 8binahad cd109241

\I\//gﬂme?g of LDﬁ%bgstetz{ fopﬂggfy gf?hcs ter ank\ilalsé: %r %1% rﬁ?‘s%r Qa%abgse s oulgﬁie lclJcrr]ll a
copy database not be available. Figure 4 illustrates a flow chart of operations 400 for a

10 connection pool of a cell (e.g. of the LDAP to SQL proxy) to determine which of the cell
database and master database to direct the transformed LDAP to SQL query. In order to
decrease processing, a flag may be set to indicate to the proxy not to attempt to use any of
its connections in the cell connection pool. A background thread may be executed to re-
establish connections to the cell database when it becomes available, periodically retrying

15 as necessary until successful. The thread can rebuild the connections and reset the flag

before terminating,

[0627] Operations 400 commence following receipt of a query to service at start step 402.
The cell down flag is checked at step 404. If it is not down, via No branch to step 406, the
cell connection is tested and a result determined (step 408). If the cell connection is OK,

20 via Yes branch to step 410, the transformed LDAP to SQL query is executed against the
cell’s local database. The connection is returned to the pool (step 411) and operations for
that query end (step 412). if the connection did not test OK at step 408 or the cell flag was
set at step 404, via respective branches to step 414, cell reconnection is spawned and

operations attempt to query the master database.

25 [0028] Steps 416-423 are performed relative to the master databasc and are similar to
steps 404-4 10 as performed relative to the cell database. Ifa query cannot be completed
against either the cell database or the master database, at step 424 an error is returned and

operations finish {step 412).



10 of ways including table | ook-ups etc. as will be understood to persons
of ordinary skill in the art. [00251 Figure 3 illustrates a bl ock di agram
of a conputer system 300 for providing scalable and redundant directory
services to an LDAP client. In system 300, there is a naster database 324
which is replicated to a plurality of cells 306, 308 and 310 each cell 15
conprising a cell database (318, 320 and 322) fronted by a respective LDAP
to SQL 9 proxy conponent (312, 314 and 316) for providing the directory
services to the LDAP client 302. A query fromthe LDAP client 302 is
directed to a particular one of then cel '8 306, 308 and 310 by a

redi rector conponent 304 ypically a server configured for |oad sharing)
to share |oadn§%ﬁ'gapﬁéeﬁ€ I"P%‘e‘a‘?ﬂﬂatﬁflowfﬁ@ 308 max e2PRISE @ PaTian & e pleripic
service. 5 LDAR t@ted LDAPXMicaOBPORBN coRphse ahldeDfic 36 BVer GOMPolRifgan
OpenLDAP serég with a LDAP to SSL proxy nodul e as previously. descrlbed
and further deSEPHBEEAHERRGD 2oeR 36 PSUS PEGfe B PEVICHPIE ol 23S Fed to a
particul ar ceMirapoay, e S@h\ise€er 060 hhtatatedtlilh' other ARF ARBASRNing skORS et€ 0Py Of
t he master database, or fron1t% n&gter dat abase %hou d the [ocal copy
dat abase not B8 TEVEF PTRISEC SRR FHaRDPSE RriEsAT TP IRARCR AlSr t of oper ati ons
400 for a 10 connection pool of a cell (e.g. of the LDAP to SQ proxy) to
det er i ne Wh'[ﬁéhg?hlthé’%l%ﬁ'elnbodii%&:ﬂ%ﬁéﬁb%ﬂaﬂ?%&ﬁ&mﬁé@%ﬁ%@ Hade flfect the
transforned LDAP : rease processing, a flag may
be set to i ndietaibed hasein, htewwrhswdm@octby theseshied in theustghat ygriasfons g be
connecti ons ighgth L I K may be
executed to re-Egg%ﬁﬁ Fg%&%gﬁﬁg%?ﬁgﬂgﬂ?%dtr%@%%@ %ggggﬁgggﬂﬂhen it beconmes
avai l abl e, periodically retrying 15 as necessary until successful. The
thread can rebuild the connections and reset the flag before termnating.
(00271 Operations 400 commence follow ng receipt of a query to service at
start step 402. The cell down flag is checked at step 404. If it is not
down, via No branch to step 406, the «cell connection is tested and a
result determned (step 408). If the cell connection is OK, 20 via Yes
branch to step 410, the transfornmed LDAP to SQ query is executed agai nst
the cell's | ocal database. The connection is returned to the pool (step
411) and operations for that query end (step 412). If the connection did
not test OK at step 408 or the cell flag was set at step 404, via
respective branches to step 414, cell reconnection is spawned and



operations attenpt to query the master database. 25 (0028) Steps 416-423
are perforned relative to the nmaster database and are simlar to steps
404-4 10 as performed relative to the cell database. If a query cannot be
conpl eted against either the cell database or the nmaster database, at step
424 an error is returned and operations finish (step 412). 10 [00291 In a
preferred inplenentation, system 300 nay conprise a portion of an

el ectronic nmail system LDAP client 3021may conprise an el ectronic mail
server for providing electronic mail via web access to users of the nai
service such as is available from Mrapoint, Inc. Such a server may be
integrated with other user provisioning services etc. and require access
to external databgggf ;torlng such user information etc. [00291 Although an
enbodi ment or enb |nents sonetimes preferred, have been described
herein, it wll be understood by those skilled in the art that variations
may be made t.-her et method biprgodipe divéctdrh eervipasémidcomdancs witd faitigbavelinht ddwe

appended cl ai ms. ja%ces%x%‘tc%lh(t% t)r’gegnllqutheta{c %44 gmﬁg directory services in

accordance with a a access (LDAP) to an LDAP
client conprising Pﬂpfrldﬂﬁ étilf“ﬁg‘- car Lpédservonier tsmmgerrd\,reqpmﬁcbmg !loehﬂeuwyng and

responding to dir o) r each
LDAP server conpr?grfv Equués% Hp &%daﬁ&%ﬁ{%%fg&%odg$&§%e%rh@ to nap LDAP

service réquests W’%’g@ S@!ﬂé?’fi”@/sm‘ém}f@ o lfep SOAPfgeidessuagalonsil a dat abase

to obtain SQ quewerree%uéctuse th@BdL. qB& ek B imd-dMbSeto boSHISGE. §R
responses, wherein a databhase schema, Wwhich is nmaintained externally to

and separate fromPEh@ BAP é‘é%“@*é’rresuit‘s‘O&MPa‘[?F@nseﬁvowh?ﬁléérdé&aEasﬁ rc@at abase
of SQL queries and/mcasuhmtamraaextsﬂaawaél?d SBENMR iromkfle EDAPREvERIRBgamecor di ng
to claiml wherein each %A%t@roe\ﬁ/ gﬂ?ule Is.configured to only map a
reduced set of typeegre! BFALOQL Rt apd reswts i he JRARTYECor di ng to
claim2 wlerein the LDAP to SQL proxy nodule maps 15 LDAP service requests
sufficient “ﬁ.faC‘rké §d gcrc]:mydmgqg glg{rrna E %Qrelrneegcrhl sg%agroxfyrmodu}qu configured to

only map a reduced set of types of LDAP service requests.

3. The method according to ctaim 2 wherein the LDAP to SQL proxy module maps
18 LDAP service requests sufficient to facilitate only information retrieval from the

database,

4. The method according to any one of ¢laims 1 to 3 wherein the LDAP server is
configured as an OpenLDAP server.
20
5. The method of any one of claims | to 4 wherein the each group of LDAP server,
proxy and database defines a cell, the method further comprising the provision of a

master database accessible to each cell.

25 6. The method according to any one of claims 1 to 5§ wherein the LDAP to SQL
proxy module maintains a pool of persistent connections to at least one database,

said connections providing access to execute said SQL queries.

7. The method of any one of claims [ to 6 further comprising the provision of a

30 redirector server for sharing directory service requests among the cells.



dat abase. 4. The nethod according to any one of clains | to 3 wherein the
LDAP server is configured as an QpenLDAP server. 20 5. The nethod of any
one of clainms 1 to 4 wherein the each group of LDAP server, proxy and

dat abase defines a cell, the nmethod further conprising the provision of a
mast er dat abase accessible to each cell. 25 6. The nethod according to any
one of clains Ito 5 wherein the LDAP to SQ. proxy nodul e nai ntains a pool
of persistent connections to at | east one database, said connections

provi di ng access to execute said SQL querjes. 7. The nethod of any one of
claims | to 6 further conprising the proﬂl?sion of a 30 redirector server
for sharing djrectory service requests anpng the cells. 12 8. The nethod
of any one of Sl aih§ ™ethod oranyfee &f Heimad fo praiyn; APy in i eatig cstlis i s
configured to execdh@uedeetRity dFaioH 6aviIECRYESTsS AR MR MasleNEtdPas iBthe

dat abase if the dat gﬁbaﬁf of the particular cell is unavailable. 5 9. A
conput er readabl e HWEESHAT EBRYHS ?rﬁg'lisﬁf‘fadéttl?'ons, whi ch, when executed by a
conputing device, adapt an LDAP server for providing directory services to
connect a database confi gur for, SQL operation to a client configured for
TDAP: operit 1 Bt o SR BT RO S oS g SRS 10 S0,
g\ conput er syst emcempiingslivigs, a(aafpt AEIASAP Mﬁerlf&]f}sl?oﬁtﬁhg/@ifelcfo@rseﬁﬁ&vit@i ng
irectory services to an AP cl.ient; of, the at | east on ryers
Conmpr i 51 hg- an LDAR TR T G ¢ S St M5 A N e R el B Eofbect a
dat abase accessi bbaatyn tSGhpiéroert e nlddAR of hiyedte of tlagnsartofy being arranged to
map LDAP 15 service requests to SQ. queries and SQ responses to LDAP
responses; and a dat abase accessible using SQ., wherein a database schens,
whi ch i s ai nitfai nédcomputeesyahl oputpasiagnd separate fromthe LDAP server, is
operable to integr ase of .S .qgueries.and r es..into the
LDAP server. 20 ﬁa&%ﬁé&gbi)npu%%‘%rio;gﬁoevﬁ%% 2 %%rc%fynsﬁﬂ?-%scq aé‘ﬁ%p 0N mére %clhn t he
proxy is arrangedof e at least one servers comprising

an LDAP to SQL proxy for adapting the LDAP server to connect a database

accessible by SQL to the LDAP client, the proxy being arranged to map LDAP
15 service requests to SQL queries and SQL responses to LDAP responses; and

a database accessibie using SQL, wherein a database schema, which is maintained

externally to and separate from the LDAP server, is operabie to integrate the

database of SQL queries and responses into the LDAP server.

20 11 The computer system according to claim 10 wherein the proxy is arranged to

transform a reduced set of types of LDAP service requests.

12. The system according to claims 10 or 11 wherein the LDAP server is an
OpenLDAP server.
25
13. The computer system according to any one of the previous claims wherein each
group of LDAP server, LDAP to SQL proxy and database defines a cell and said
computer system further comprising a master database accessible by each cell.
30 14, The computer system according to claim [3 further comprising a redirector server

for sharing directory service requests among the cells.



transforma reduced set of types of LDAP service requests. 12. The system
according to clains 10 or 1 1 wherein the LDAP server is an QpenLDAP
server. 25 13. The conputer system according to any one of the previous
clainms wherein each group of LDAP server, LDAP to SQL proxy and database
defines a cell and said conputer systemfurther conprising a nmaster

dat abase accessi ble by each cell. 30 14. The conputer system according to
claim13 further conprising a redirector server for sharing directory
service requests anong the cells. 13 155 The conputer system according to
claim 13 or |4 wherein each proxy in a partlcular cell is configured to
execut e diregtory if the

dat abase of ?Ee p§§§%¥ﬁﬁ§¥S%@#fé%gd%ggt§?+lL la&a%%ﬁ”mﬂ@&?gﬁ%ﬁ}er system
according to any o#écsfr cgll &iogsf @@dtt@e%uﬁﬂﬁéﬁ@w seraichregrasiypgaing ther mapted t o
maintain a plural i .fraﬁercﬁaaggs%hh@gmaﬁ&r A% h8fagh Of the database of
the proxy's cell and the master database, sald connections providing access
to execute said SQ queries to enhance fail safe operations. 10

5 16 The computer system: according to any one of claims 13 to 16 wherein each proxy
is arranged to maintain a plurality of persistent connections to each of the database
of the proxy’s cell and the master database, said connections providing access to

execute said SQL. queries to enhance failsafe operations.

10



