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METHOD FOR ENCODED OR ENCRYPTED BI T STREAM
SYNCHRONI ZATI ON The present disclosure rel ates

wgenriagdzy to frequency hoppi ng conmmuni cati on BYTUSHE7/005588
and nore particularly, to a robust technique for
identifying a synchronization pattern within an
incomng bit stream A frequency hopping
comuni cations systemutilizes many frequency channel s
to send information froma transmtter to a receiver.
The information is sent in the formof a series of
codes havi ng redundant information. Each code sequence
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or exanple, a codewor
"0100110001110000" may be used to transmt a logic
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may be used to transmt a |ogic state of, zero. In this
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is the first bit,of each code I n_ot er
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uﬂa@smnéﬁﬁﬁng BP¥ 3w & codeword of “0100110001110000”

may be used to transmit a logic state of one; whereas, a
codeword of “1011001110001111” may be -used to transmit a logic
state of zero. In this example, sixteen bits are used to
represent a single information bit such that the redundancy is
fifteen bits.

In operation, a transmitter transmits the codeword
rather than the bit itself. On the receiver side, codewords
must be decoded by a decoder. To properly decode each
codeword, the decoder must know which bit is the first bit of
each codeword. In other words, the operation of the decoder
must be synchronized with the incoming bit stream. One
readily employed technique is to identify a known
synchronization pattern of repeated codewords within the
incoming bit stream.

While it is possible to achieve modem acquisition
under very high bit error rate conditions (e.g., exceeding
20%) in a frequency hopping communication system, current
decoder synchronization methods require synchronization
information to have bit error rates in the range of 10% or
less for reliable synchronization. However, synchronization
should occur with a much higher error tolerance in the

synchronization information. Therefore, it is desirable to
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VWiile it is possible to achieve nodem acqui sition

under very high bit error rate conditions (e.g.,
wexewadsng 2099 in a frequency hoppi ng comruni eariusen07/005588

system current decoder synchronization methods

requi re synchronization information to have bit error

rates in the range of 10%or less for reliable

synchroni zati on. However, synchronization should occur

with a nmuch higher error tolerance in the

synchroni zation information. Therefore, it is

desirabl e toprovide a nore robust technique for

i dent.i fyi ng the.synchraonizatio atternd n.ipcom ng
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i nmet hod is provided for_.identifying a
e
metihddnanthudese seceindmig an thtensagtixn msnedynrprovide
t{g%\ﬁnégs}%ugﬂ eXPEEhSH; SRR o eBeahgdy Ao SUHIE(: Hfiosure and

etermning whether a group of incom ng data
iyt SroforcPapatE4te oP¥HeEr fect ed codeword, where each

of the incap Dgpedéad lidthddnikhprgrDikd for identifying a
repeated codeword in an incoming bit stream. The method
includes: receiving an incoming bit stream having an expected
codeword repeated a number of times; determining whether a
group of incoming data bits correlates to the expected
codeword, where each of the incoming data bits in the group
need not match the corresponding data bit of the expected
codeword; and determining whether the expected code word is
repeated over a sequence of incoming data bits.

Further areas of applicability will become apparent
,from the description provided herein. It should be understood
that the description and specific examples are intended for
purposes of illustration only and are not intended to limit
the scope of the present disclosure.

Figure 1 depicts an improved method for identifying
a synchronization pattern in an incoming bit stream.

The drawings described herein are for illustration
purposes only and are not intended to limit the scope of the
present disclosure in any way.

Figure 1 depicts an improved method 10 for
identifying a synchronization pattern in an incoming bit

stream. For illustration purposes, the synchronization
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need not match the corresponding data bit of the

expected codeword; and determ ni ng whet her the
wexpeaned4 code word i s repeated over a sequenceCofus2007/005588

incom ng data bits. Further areas of applicability

wi || becone apparent ifrorn the description provided

herein. It should be understood that the description

and specific exanples are intended for purposes of.

illustration only and are not intended to limt the

scope o f the present disclosure. Figure 1 depicts an

i mproved nethod for identifying a synchronization
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Prpedsea hbt ashdid tHeheogir-espondiing data bit of the

expected codeword. In other words, bit errors are tolerated
in the synchronization information.

To ensure reliable synchronization in a noisy signal
environment, a further assessment is conducted to determine if
the codeword is properly repeated over a larger sequence of
incoming bits. To do so, a designation is maintained at 16 as
to when preceding groups of incoming data bits correlated to
the expected codeword. The designation is maintained over a
sequence of data bits which equals the expected number of
times the codeword is repeated in the synch pattern. The
designations are then used at 17 to determine when the
expected codeword is repeated in the incoming bit stream.

An exemplary implementation of this synchronization
method is further described below. Assume a synchronization
pattern of four repeated codewords followed by one inverted
codeword. In this example, the codeword is 11010 and the
inverted codeword is 00101 such that the synchronization

pattern is as follows:

111101110/1111Ol11Ollllrorlrollrlropllororolllorl
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incomng data bits is designated at 14 as the expected

codeword. It is notewrthy that each of the data bits
wonod7hesgs oup need not nmatch the correspondi ngPdata2dmin05588

of the expected codeword. In other words, bit errors

are tolerated in the synchronization information. To

ensure reliable synchronization in a noisy signha

environment, a further assessnent is conducted to

determine if the codeword is properly repeated over a

| arger sequence of incomng bits. To do so, a

designation is maintained at 16 as to when precedi ng

gr oups of |ncon1ng data bits corr t
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ern. desi gnations are then used
paesmn Pt sihdn P herespeet B W&lzgtﬁeﬁe%%fe%eﬁ‘h
thbgebpcpmangidy:t stream An exenplary inplenmentation

of this synchronization nethod is further described

bel ow, oAssape, &, 8yhchrdorii,fatli.3m Opat © ek M ./ ¥, GuP,0,1,0,1

repeat ed codewords foll owed bg one inverted codeword.
TEnishrsadkhnpinsie nseogodbabr Bhs SumPhFoRtdabhen pattern is

mbgﬁggt?giC£EEWMHﬂidl%n09&9ﬁo§H§h that the
syncnr oni zat i On#)attern.is

s, fol.l ows: .
1'1,0,1,0.5% BF 0rroti¥0bt B 56, BO5E 115 RS E
1&¢mnbﬁog|za¢|@wnmaﬂ1eﬁm,ierpre@mmﬁmPQnPQménanFh?a?&?ected
%%%%gngf EQ@?&fﬁleﬂfi twg|k§ffﬂebfﬂ”ﬂ¥ﬂé QErBBa§£6@b of
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iSHERheNbIati D dddadleld, to the corresponding bit in the

expected codeword (i.e., 11010) . In this case, only three of
the five bits from the incoming bit stream match the expected
codewoxrd.

To determine if the first group of bits closely
correlates to the expected codeword, the number of matching
bits is then compared to an individual codeword correlation
threshold. Assume a correlation threshold of four. When the
number of matching bits equals or exceeds this threshold, the
group of incoming bits closely correlates to the expected
codeword. When the number of matching bits is less than this
threshold, the group of incoming bits is assumed not to
correlate to the expected codeword. Conversely, the number of
mismatched bits may be used to determine the correlation of
the incoming bits. In either case, the incoming bits need not
exactly match the bits of the expected codeword. Moreover, it
is envisioned that the individual codeword correlation
threshold may be set and adjusted based on system performance
objectives.

To ensure reliable alignment in a noisy signal

environment, a further assessment is conducted to determine if
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t her eby yi el di ng:

1,0,2,2,0,1,0,12,12,0,12,0,1,1,0,2,0,1,1,0,1,0,0,0,1,0,1
worod7si0seadi | y under stood that this synchroni zaCTms2007/005588

pattern is nerely for illustration purposes. For each

incomng bit, the five nost recent bits, including the

current bit, are conpared agai nst the expected

codeword. Starting with the fifth bit, the first group

of incomng bits is 1,0,1,1,0. Each bit in this first

group of incomng bits is conpared to the

corresponding bit in the expected codeword (i.
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correlates to the expected.
f@@d&‘mp deXW-t hé%&ﬁﬁé#ymt’ﬁ%tf&%ﬁw gist 4nfgipkkzed with

ailapetBES threshold, the group of |ncon1ng bits is

assuned not to correlat Lo the. expe Sodew
r bset
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e bits of e expected codeword reqver is
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this cell entry indicates the current bit to be the last bit
of an expected codeword in the synch pattern. When the group
of incoming bits does not correlate to the expected codeword,
a zero is the cell entry. Starting with the fifth bit, an
entry in the upper left cell of the matrix is updated.
Continuing with the example set forth above, the upper left

cell remains a zero.

Bit 5 Col 1 Col 2 Col 3 Col 4 Col 5

Row 1 0 0 0 0 0

Row 2 0 0 0 0 0

Row 3 0 0 0 0 0

Row 4 0 0 0 0 0
Sum=0

This process is repeated for each incoming bit as further
described below.

The next incoming bit (i.e., sixth bit) is appended
to the preceding four bits to form the second group of
incoming bits 0,1,1,0,1. The second group of bits is then
correlated to the expected codeword in the manner described
above. This repetitive process is further illustrated by the

chart below:
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For each group of incoming bits, an entry is updated in the

matrix.

Moving from left to right and then top to bottom,

entries in the matrix are updated as shown below.

Bit 6 Col 1 Col 2 Col 3 Col 4 Col 5
Row 1 0 0 0 0 0
Row 2 0 0 0 0 0]
Row 3 0 0 0] 0 0
Row 4 0 0 0 0 0
Sum=0
Bit 7 Col 1 Col 2 Col 3 Col 4 Col 5
Row 1 0 0 1 0 0
Row 2 0 0 0 0 0
Row 3 0 0 0 0 0
Row 4 0 0 0 0 0
Sum=1
Bit 8 Col 1 Col 2 Col 3 Col 4 Col 5
Row 1 0 0 1 0 0
Row 2 0 0 0 0 0
Row 3 0] 0 0 8] 0
Row 4 0 0 0 0 0
Sum=0
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Bit 17

Col 1

Col 2

Col 3

Col 4

Col 5

Row 1

0

0

1

0

0

Row

1

Row

1

2
3
Row 4

0
0
0

0
0
0

0

0
0
0

0
0
0

Sum=3

In other words,

each incoming bit.

Once the column

, in
hi s

t he
ment
| s or

the column index is incremented by one for

index reaches K, the

column index is reset to zero and the row index is incremented

by one.

Once the row index reaches M,

the row index is also

reset to zero and the process continues with the upper left

cell.

In this way.,

the matrix contains an individual codeword

correlation indicator for the MxK most recent groups of

incoming data bits.

Following each cell update in the matrix,

the bits

in the current column are summed and then compared against a

codeword repetition threshold.
code repetition threshold of four.

is less than this threshold,

For this example,

deemed insufficient for reliable synchronization.

-7

assume a
If the current column sum
repetition of the codeword is

For
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For instance, upon updating the matrix for the
seventeenth bit, the sumfor the third colum is
wohowaosdm this case, the codeword has been repeatusgno7/005588
three tinmes in the preceding three groups of fifteen
bits. In sone instances, one of four repeated
codewords in the synch pattern nmay not have been
identified as shown bel ow. Nonet hel ess, the current
col um sum equal s the code repetition threshold,
thereby indicating reliable word alignnment. In other
mords, t he code repetition threshold nay be set so
not all e _co a r
TESARES’ b BTV et T h. LA SeRerEhdst €Y Ene
augpébrttbﬁ tmwmﬁﬂﬂﬂlymmaySbEHSet Hgrpvedj-udted pasey dipgnal
esm&%%gf%f qmepdgal%q@ ¥R8t NCE il ast 1hbbmi)1ﬁg bits
| ast _repeated codeword has been. | de tlfled £
CERREREEL b1 LT RO, Bit 67t REPSy Hh S on SPBtesere:
ﬂﬁlﬁaﬁmblﬁﬁﬁalylﬂgﬁméqm tilse aphésead eorofy twhen mherbedrent
demord. t n
pgt er i |sggu?|aﬁf d%ntlfkﬂ% %é%%tﬁgp%ﬂﬁifﬁﬁ gﬂrg?hOld
t he decodeF°¥nﬁﬁ$ﬁ?ﬁ§$hcWP@ﬁl?@@aﬁﬁébﬁthgpfreﬁAFﬁB'ﬁhe
&J@t@%ﬂtgobltﬂeﬂﬁéféﬂnﬂ&o& rapeak £l casdawer dsi mhaee In
i.ncom n it str sing:. receiyi J:ngam ng
his GaPEam Hﬁv?ﬁgé%ﬁfijgg %88“05%%eate H%%%a SGmgs inTthe
pradeeringf thirmesgroaperad Miifgerhebhes. a gr aypeofinstances,
[,nco a C S3ihO €s ?&Q@ ern may not
Tod eo\r/\?o|rr%gm(lj:\/\/%glrjgbE e (g%&eeljgfyd % lhaitcggbl |‘r?1§atecﬁe ar ou%
kajiralbe orhé dRBRBELSBf 22 ah0Bi PSLRMi ch form

Bit 22 Col 1 Col 2 Col 3 Col 4 Col 5

Row 1 0 0 1 0 0

Row 2 0 0 0 0 0

Row 3 0 0 1 0 0

Row 4 0 0 1 0 0

Sum=3

Nonetheless, the current column sum equals the code repetition
threshold, thereby indicating reliable word alignment. In

other words, the code repetition threshold may be set so that
not all of the codewords in the repeated pattern need to be
positively identified. Again, the code repetition threshold
may be set and adjusfed based on system performance
objectives. Once the last bit of the last repeated codeword
has been identified in the sequence of incoming bits, the
synchronization process may optionally verify the presence of
the inverted codeword. In any case, the last bit of the synch
pattern is reliably identified and the operation of the

decoder may be synchronized accordingly.
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t he expected codeword and each of the data bits in the
group need not match the corresponding data bit of the

wexpeaned4 codewor d; and det erm ni ng whet her t heCT/US2007/005588

expected codeword is repeated over a sequence of
incomng data bits . 2 . The nethod of Caim1l wherein
determ ning whether a group of incomng data bits
correlates further conprises conparing each data bit
fromthe group of incomng data bits to a
corresponding bit in the expected codeword; and
designating the group of incomng data bits as the
expected codeword when the &gy of incom ng data
bits that match correspondimg data bits in the
expected codeword exceeds a threshold. 3 . The nethod
of Caim 2afHethed £RMdeses Fgess gatdgh ddie cgteuprafin an
|ncon1ng data bits as n1snatched with the expected
TEPERGEd Pihie Rt AR U Y6 "Friconi ng data bits that

mat ch corr espeihding shatiacomtisgi hit het megre dtavd ngodawexplected
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aim fier conpri ses mal ntai ni ng, t he
deS|gnatloﬁeF%Fm%%%n%ﬂﬂﬁﬁhﬁF Pn@éﬂﬁ?mf?k&QFQHHﬁg gokp bits
émei%%@n@e ehei aepst g ddldavbirtis, whdres etﬁd’l&nﬁrﬂb@lﬂ&‘ﬁﬁedata

i nco ngdata bits aV|n ngt 1.0 a w3
%thﬁl rre%tehg go8edrd d{]I s regpr)léla E g&l‘% et %Hb%orm
Qeaignpbdtedt hedeconpracbseacht Plfthﬁgd%lt?netXJttSblltn ftnhsm;roup

24183 I REOWRGRbkLe SEE LA pIRIIFGNBaRaSHDE ESiHOMe expected
codewoxrd; and
determining whether the expected codeword is

repeated over a sequence of incoming data bits.

2. The method of Claim 1 wherein determining whether a
group of incoming data bits correlates further comprises
comparing each data bit from the group of incoming
data bits to a corresponding bit in the expected
codeword; and
designating the group of incoming data bits as the
expected codeword when the number of incoming data bits
that match corresponding data bits in the expected

codeword exceeds a threshold.

3. The method of Claim 2 further comprises designating
the group of incoming data bits as mismatched with the

expected codeword when the number of incoming data bits that

match corresponding data bits in the expected codeword is less

than or equal to the threshold.

4. The method of Claim 2 further comprises maintaining
the designation for the group of incoming data bits over the

sequence of incoming data bits, where the sequence of incoming

e
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group of data bits; and determ ning whether the
subsequent group of incomng data bits correlates to

woheo7emgeet ed codeword. 6 . The net hod of C ai RCT/US2007/005588

wher ei n determ ni ng whet her the expected codeword is
repeated further conprises naintaining a designation
as to when preceding groups of incomng data bits
correlated to the expected codeword and using the
desi gnations to determ ne when the expected codeword
is repeated. 7 . A nethod for identifying a repeated
codeword in an incomng bit stream conprising:
tyl r es$si Q0 whed

%%%ect gggﬁ&%?ﬁ §§%?égé3 %8 EI% thépSﬁigﬁﬁﬁS EP?

eadenpnd WieFEPRRESYa nunber of tlnes the codeword is
repeated in the bit stream Kis the nunber of data

bits in the expect e ward.a trles

mut 11 5 nates: BEGRSS reF Gaa aatsf itk Stiidatn sppteving
et stiredmogorthel abheoting hetexpeetmed Eodeivwy ¢y subsequent
%J.etﬁ%lavdfqgia%ac Bﬁfi-_gnt aH&tdé{éyHlth%gl Qﬁ@@l@ﬂ @Aé s%tbrs%@lment

rin recent data bits fromthe i ncom n
@musstoffe&mcornﬁepueﬁﬁ@ PHes qaTretetErt tot Bhe RERSGSE
soasysrg; designating the K nbst recent data bits as
t he expected codeword when the nunber of K nost recent
data bits that match corresponding data bits in the
expected cdtewsetihescetdslain Hr wbkokin vwie edrnigingsyhether

Eﬁ@%&ecw%'d%g,okaelgaééﬂa%e@d Rukhgedesbapatdan for

maintaining a designation as to when preceding groups of

v

incoming data bits correlated to the expected codeword and
using the designations to determine when the expected codeword

is repeated.

7. A method for identifying a repeated codeword in an

incoming bit stream, comprising:

defining a MxK matrix for assessing whether an expected
codeword is repeated within the incoming bit stream, where M
is a number of times the codeword is repeated in the bit
stream, K is the number of data bits in the expected codeword
and entries in the matrix indicate whether a subset of data
bits in the bit stream correlate to the expected codeword;

receiving a current bit from the incoming bit stream;

comparing K most recent data bits from the incoming bit
stream, including the current bit, to the expected codeword;

designating the K most recent data bits as the expected
codeword when the number of K most recent data bits that match
corresponding data bits in the expected codeword exceeds a
threshold which is less than K;

updating the matrix with the designation for the K most
recent data bits; and
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recent data bits ; anddeterm ni ng whet her the expected
codeword is repeated in the incomng bit stream based

wonodhesarmtri x. 8 . The nmethod of d aim 7 furt ReT/US2007/005588

conpri ses designating the K nost recent data bits as

m smat ched when the nunber of K npbst recent data bits
that match corresponding data bits in the expected
codeword is less than or equal to the threshold. 9 .

The nmethod of Cl aim8 wherein updating the matrix

further conprises updating entries noving fromleft to
right in the matrix and then top to bottomin matri x.

10. T ] f [ [ rel :
apdat T e e e R et i
thre ikaepdngr PéEnbtaatm ises °8 8BS BuatEH as the

expected code word and a zero when the K nbst recent

data bits are desjgnat m.smat ched with the expected :
codeword. 11 *ﬁghﬁgt%%3”6?“%?a%ﬁ$ﬁ%ﬁﬁw&ﬁ%ﬁﬁ%ses Ge5Tgnating
tHet Rrmo st ngeosTet Wertat bétexpectisthadoiedortensthepuatest of K

migoFtPeecéI{"e mﬂt% Leam {4 theh SPPRAE RESASLITENG n the

%
um 1 n the rix &aV|ng the current en r%$and
edpsERAL FIREIHE dufr L BREP £F 19 dladP bPe Berrefheld.
expected codeword when the colum sum exceeds a code
repetbtlonTagr%%Qng'of Claim 8 wherein updating the matrix

further comprises updating entries moving from left to right

in the matrix and then top to bottom in matrix.

10. The method of Claim 9 further comprises wherein
updating a current entry in the matrix with a one when the K
most recent data bits is designated as the expected code word
and a zero when the K most recent data bits are designated

mismatched with the expected codeword.

11. The method of Claim 10 wherein determining whether
the expected codeword is repeated in the incoming bit stream
further comprises summing a column in the matrix having the
current entry and designating the current bit as the last bit
of the expected codeword when the column sum exceeds a code

repetition threshold.
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