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[0011} Embodiments of the invention in question may be implemented in
numerous ways including as a method, a system, a process, a device, a stand-alone
cryptographic algorithm, or a mode of an existing cryptographic algorithm. Several

inventive embodiments of the present invention are described below.
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output of the first pseudorandom permutation.

[0015] In one further embodiment of the present invention, the method may
generate an authenfication tag using the final plaintext block's state variables. The
generation of the authentication tag may be accompiished by either concatenating the

final state variables or
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ABCD permutations. Communication from the server to the client may be

accomplished by first decrypting the plamtext message (has the same effect as
encrypting). The client may then recover the message by encrypting the ciphertext (has the
same effect as decrypting). Communication from the client to the server may be done in
the normal fashion i.e. client encrypts message, server decrypts message.

[0020] In one further embodiment of the present invention, a data decryption
method that is the inverse of the multi-stage data encryption and authentication method is
defined. The method comprises the steps of: receiving ciphertext data, partitioning the
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plaintext message to facilitate the equal sized plaintext blocks.

[0021b}] In another aspect of the present invention, there 1s provided a method for
encrypting a plaintext message. comprising: recetving at least one plaintext message,
wherein the plaintext message forms at least one plaintext block; encrypting said plaintext
block by applying 2 or more pseudorandom permutations to each block; and modifying
an input to each said pseudorandom permutation by at least one state variable which is
modified for each plaintext block by at least one of previously generated permutation
outputs, previously generated permutation inputs, ciphertext, and plaintext, wherein the

modification of the state variables comprises at least one of: modifying the state variable
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plaifS8 l{ﬁ’@k%dﬁiﬂﬁ@g Dr 3hdre Hsduderintibia ﬂéﬁﬁlﬁt@t‘iﬂns kb @&df: b188ld and
nodi fying thHe State variables for_all other

modifymg b AR snsask said mafmd@f@d%p PERIBHHOPIYY abfeagiiqge state variable

o AR G RACOATASLIL B 130 o e

pcnmwwHHMQuqnnstﬁmnauﬁyggpﬁ@&ﬂd@dn%ﬁMHnﬂnmds<ﬁ@mﬂ@ﬂcaw¢NMMﬁpﬂ
wheléeﬁtg tlbel | 8 eéxcgfe Ssaagosra c%m%m%tta‘l%n? i cw; u%{wlesn - ex{j rr%eg‘sof state
varidtd¢sirs at | east one plalntext bl ock; encryptlng sald

pl 36¢2% Epdh ahbﬁ&kaspyct AP ﬂie)ﬁrék@nt%n%nﬁ&? lifer® SOHSANANWIRMhod for
pernmutations to each bl ock nodi fying an input to

.

encrypting e plainiesd psergd opmpTENG: peachingatilent oy pdainteeanessaggewherein

e BT ARL S BRrBEb L Shy PSR Dt e o

applyingd @ ohétt ipefdtihoth Srert@Nd R Us ledctd Blroat ane dncﬂﬁﬁfmgt @t indtit to

I nputs, ciphertext,

each said pseudorandom permutation by at least one state variable which is modified for each

plaintext block by at least one of previously generated permutation outputs, previously

generated permutation inputs, ciphertext, and plaintext, wherein each pseudorandom

permutation 1s keyed by at least one different key.

[00211] In another aspect of the present invention, there 1s provided a method for
encrypting a plaintext message, comprising: receiving at least one plaintext message forms
at least one plaintext block; encrypting said plamtext block by applying 2 or more

pseudorandom permutations to each block; and modifying an input to each said
6a



and plaintext; and initializing the state variabl es
before encrypting the first plaintext block by
random zi ng a nonce. [0021d] In another aspect of the
present invention, there is provided a nethod for
encrypting a plaintext nessage conprising: receiving

pselﬂlbrah&ﬁﬁtpeﬂm) ﬁatb;lna]bmflﬁlﬁastrmﬁssiﬁge,vaﬁwie ﬁr&liicﬂn Ishﬁodjﬁek:)cll forkeach
.pl ai.nt ext ssage rme. at. | east one al nt ext ock;

plaiig Soski Wi g0 O, PEPTYIGRY SRR PTRAR Riptsg previously

gendfRER REBMERIANGNE, REpH¥ER! | MASphRRBCHhREACK; pddish of the
nodi fying an input to each said pseudorandom_ . )

pse B PETERLahpnenay kgsbs@ied dorgheinygapesL agemgiRingportipn of

the SR A8 REmBRAaHLP! ai ntext bl ock by at |east one of

reviousfr1 generated pernutation outputs, previously

gei¥2dgkln apethausptdt o therpetes] ngenplonr thenetts praniie a method for

eneShhT} St S e B U sy S PSR msse
whexwdn ithb pksntedOf2keie fomanat kest aspekintof Hibdk; phayptivg said
.invention, there i.s provided .a thod for. encr i
plaigy; Blprly B PRBAGageo', BINET PO PR dIPTHGIU Teoep Dloek
mod@dfhglihahpl @XéacHesis dgedomines:a ipBrmititeonPyait Ma&dne FRESAGAble
fornms at. | east one plaintext bIo&ﬁ; encrypting said

which &5 modsfied gpp sachpplainigxh Nack ooy ab feastoons 9fs BiGHSHER Rsherated
t kil errigki AV i ; .
P D e e PR Rl B
and gengrading gn putbeatioghdrcae fronmpeimbiagl theadtfe vpriahilest ext
bl f ' r
et BY ool EFhe@ 8P R prRE ALY (DR Rl a method for
encryptiogu b gidigtoxt mpsshge, comphieingevetsivinpdt pdaai oteeripintext message

wherei n_eagh pseudor andom pernut at | | s keyed hy at
formf L LG PATPR AR REPITB69d P Bt e P B orpore
pseuddogmis@s @Bﬁrmitz[t}(ﬁ@t tooreactt histoek;i fodifpivip dedl @paetioghchokaid

encrypting a plajntext nmessage, conprising: receiving
pseugiorg %@tpeaﬁ%w&%bﬁ@éhash@?sﬁ%@‘fa&ﬁ Whigh Feme figgh dor Gach
plaiftbR Blb&X by R 186K on@BCHéRblflY goftrsted betikA%h obtpR&EK pR¥iously

applying 2 or nore ﬁseudorandon1pernutat[ons to each

gengpled permalierioRolpRlyi eighatext mpatrlaiatesaend swiddyigs the input to a
pselﬂ%ﬁiﬁg%ﬁ?@%%tﬁ&{ Wétqg(:ﬁsfgn@é’mﬁ{er.l east one state

vari a IS nD Ied for each plaintext block
by at | east one of previously generated pernutation

. ut.s,. previ qusl v enerated pernutation inputs,
.,uwmm3@@&%&&&£ﬁﬂﬁﬁ&ﬁlu%MMianj4mﬂiMLdJhe&R&.g#)%

pS §06Y| Fad anmnper Gathplkicontierandhe stuids tirésshethvb@iont figl for
i nverses of renaini?g portion of th&ig§?udora dom .
Furthd ibEe BRSPS RICE S RET Madp i tiedplieide description
takeRlif SOR tmdtiM SR OB acd A ying diPMbEen vhit hod for
[0023] FIG. 1 is a first flowchart in accordance with a preferred embodiment of
the present invention,
[0024] FIG. 2 is a second flowchart in accordance with a preferred embodiment
of the present invention;
[0025] FIG 3 illustrates an encryption system in accordance with a preferred

embodiment of the present invention;
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encrypting a plaintext nessage, conprising: receiving
at | east one plaintext nessage, wherein the
pl ai nt ext nessage forns at | east one plaintext bl ock;
w8360 %BhkNg said - plaintext block by applyi nEC%Ugf(){IGIOZQ'I%
nore pseudorandom pernutations to each bl ock;
modi f ing an input to each said pseudorandom
per K&t FBn byllustraies asdecoméion tsustem vinracedsiance whitlc . preferred
enﬁB%hEEﬁﬁ%ﬂ@:e ggﬁygﬁghntext bl ock by at | east one of
previously %enerate permut ati on out puts, previously
gen¢r0af pHi(h erifutiatds Guitialiving wrialsiepibiig £xdnce &ngbcordance with a
Iaintq%}; aqugeneratin .an authentication tag from
PreferE GBS R ThOoPe PIEEE {PRPar i abl es. [0021h] In
ano{dues] BEpest iligfirddie ofePSRBt ar AUABIHS on (L0l Sinal state
provided a nmethod for~ encrypting a plaintext
vanighlas 41 acCordgRes With prefaried embpeigeritof thegseserfinveption: nt ext
nes I gB; Pl ai t Ko
enclar] T T AR Sho el s nt ahffaion tog from
copbisaichar afi diominsigal mndafind ngate ovadales bl ecdordamed wfithi & gprefiarred
knput t ach said .npseudorandom permutation by at
empldittiont R e B8R, o whi ch s modi f1ed for each
pl aj0sBeXFIth| oitksttesafiechypaiag aod eetiyingriay :ilﬁ@ity of the mgssage
.generated pernutation outputs, previously ., generate
usife PR R oD U Bhedridics ke B tedRoden of the
pred@flidvshitgn t he input to a pseudorandom pernutation by '
at | east_one counter. Brief Description of the

Dr alfi®AblFiCo @abysimiss the ansretien methed Eounidér Stvathuiha gddtion of
cotiEs, Ri E&gmanéeq’}ﬁﬁm 2fndl Qmﬁ)%ime%%m%%s@ﬁ?ﬁ‘#ﬁﬁ&; and
ad e e tothe fo

vant ages, reference is now na ow’ng

desd9432{ Flon 10 ilhigries e desryptivatmasbpdfrann Fithet with the addition of
] ] r.aw I N .ch: 023] FILG IS

oo TP Rt R iR el g, o R Bl g 2o
enbWeBIEFIG. dfl illddwetep iesamndnting cemttéro iy adcOfddde WitlSa pReferred
|s,.a secand flowchart in accordance with a preferred

mnbﬂ%@ﬁﬁﬁ&ﬂ?””ﬁ?mﬂﬁgmﬁP%sent i nvention; [0025] FIG 3
illustrates an encryption systemin accordance with a

referred _enmbodi nent of the present invention; 6b WO

Degigiee PesiptipnpEthe zfrdobybodimenho2e] FIG 4
il esaaties. RaslPE FPRLER S YSiBM o AFHP EANGE1aM Adtn8 steps

preferred enbodi ment of the present invention;
of grguppn Far¢he Fejent gentigre FIGN whalhe eiigigalvizagrampeean be found

in tHe in%gisﬁ)nm%ﬁt !)ﬂh@ﬁl%%ng RN Wil maintaining the essential core of

the invention, FIG. 2 is the revised encryption diagram with & more clear representation

and the elimination of unneeded steps. Before explaining the details of the revised
diagram, it 1s good to note the difference between the two diagrams.

[0035] The original diagram uses the term Variable Exchange Table (VET) which
15 now referred to as the more generally used and understood term, pseudorandom
permutation. Furthermore, what was originaily denoted as a VET Setting (VS) is now
referred to as a state variable (SV), and the Output of a VET is now referred to as an



preferred enbodi nent of the present invention; [0028]
FIG 6 illustrates generating an authentication tag
fromfinal state variables in accordance with a

‘Nggaﬁﬁﬁ&gp enbodi ment of the present inventi @y dsSeHe7os
FIG 7 illustrates generating a nmasked aut hentication

~tag froma conbination of the initial and fina
intsitmeedénte; anyplalgtagkic i varialele (EWaN dde vigrnts favp bedrempdified for ease of
ment of the present invention; [0030] FIG 8
‘Hﬁ?ng+m%tes decrypting and verlfylng the integrity of
t he [o3SFEIE 1 cuitdigs gl o€ dRi 488 steph et eailsbd it bfvept the

d f d t
geg‘?%%%‘@rﬂcor %:ene “EB%IO%{tg@%ﬁr & fgen?lgt%l%n oifa’t{lfégtafqa,‘@nables 500.

AIORE AR O REBRCLE B OB rlsChna ok it f&%;p@&gaghhco Brchfih of the
counters, in accordance wt pre erred enbodi nent

presenitineenip Sea il npdetemened. | bvogiﬁ?r ol @mpepsatq fagghe wrasgainty,
adﬁipSnaQ SRhY Pid 9@0 TRk Red e OmaEd & tﬁé Mﬁo&%e@%{otfaamate the
a preferre

cou ters, 1I’n accordance Wt
comhimanbrmfmhe cnlftpu't lo& therfas Epstudonandnmipenyutativg ‘{dﬁﬂﬁ&]&EEk@stream

ey AT N T T M-

thduae Bd ifgrther Eﬁbtactl et B@E@felxptﬁto@:n aﬁﬁck& heFﬁlﬁm e¢dnsideration and
nbodi ment [003 FI GS %g%ﬁé resent two

evefugton diee GHmiog %we%garts ah@dsﬂﬂsfﬁ@re bhey bave
be& fdrYdRbd Gonf Sle Ifé%:;e@ rRaeh. 10Me Fﬂﬁdt od@)rrefﬂogﬁm Yas ik h.ﬁ‘e two

original diagramas can be found in th ﬁﬁffOVlSlona
diageamsrhavebeen mumpered Eietsama (@2 sprresppndséo At ai ni ng

t he[ § | 3l ﬁfa‘?esgil gbemkrSW gll ﬁlnencg{:p 1 2mbSdik3f of the

revise encryp I on nore “cl ear
prasepneseitmt from the sierts hkesedndmowabn won lefleddMeipdeder to initialize

re ex | ai.qi t he t he revi se
g sEfforandSiber SRR F pOhsw TR 21D o i s B s fzes che
statdvarikivles aiidaugmagls m{heiﬂﬁﬁhceTm viidhgik ﬂedcnnledag rﬁﬁmeu g&sil in FIG.
term Variabl e ng VET i.C ow.
et (P PlageR s taﬁ@nwg‘ ik glw 3 5951 Elogﬁds Gomaped wah the
mlﬁﬁfzm ASEUIDTBRAORNG PREIME ahiRBr FUSHBET SO FSur Pealorandom
nal |y denoted as a VET Settin i S now

was ori
pernpigiong 339@4%6%11@%%% thieq i sh iRbertEasy) bk’%‘n §5€ heBeiepthe nest

pladfte:® bMell ch bb ‘é}i\‘:rgﬁfe@ M08 GaleyaBiSbi8Nare X@e@gﬁﬂ fi2 Ahelmediate
PCT/ US2006/ 0297 I'ntermedi at e crprogra

crypiagrapbiceraidgs 26fh eThiecnde henisudscddh amd di2f |fferdalf plringexs blocks.
Op?gnallljl,n&ilg rﬂ%&zﬂng RWtiables can be combined to form an authentication tag 270.

The details of the embodied encryption method are described to a greater extent in the
next diagram.

[0038] FIG. 3 represents an encryption embodiment of the present invention
wherein m plaintext blocks P; 301 are each passed through a sequence of four
pseudorandom permutations 303 resulting in m ciphertexi: blocks 304. 1In this
embodiment each of the four permutations 303 are keyed with different keys k1, k2, k3,
and k4. The embodied method includes the step of initializing the state variables 302 bj}

passing an nonce 310 through a randomization function 500 that is discussed in detail



[0036] FIG 1 contains all of the sanme steps as the
revi sed di agram except the generation of the
aut hentication tag 270 and the initialization of the

wﬁb@&fizﬁi%{' ables 500. At the tine of subm s$iemsRsiozeres
the provisional patent, the cryptographic strength of

the present invention was still undeterm ned. In )
belowd e Onto thxospienvaizkles are intealaed d:he dirsit plaintegid otk Fhalbla is

st e 0, and 1 e e
cofePRba D dns R ek o ehle “VAEAERE bR roH T iR Hhere o
s Efe stz@eoffa ﬁl@in;ﬁs Eldﬁi@r dhel @éﬁ}mejf Buitl &bmmammif?. mﬁseé\EEt&o the first

eystrean1 throu an_excl usli ve Qr X unctio
PSHIBRNLEn PPHERaEKE 3833 arodueins 2B ﬁ‘&P&%%%% %caﬁogfapﬁc variable
cHl ?Hﬂé‘&wbﬁﬁ ?ﬁﬁ: R&fiabM BdrREdn thdBrse p@ﬁ@&h@f@h der@Masion Fk; 303a

acks: Further consideration and eval uation have.
an@the weqoad &4 303b) whish vild be &di farveadiiar soemval the pesp plaimprd block Pr

30%]?I e [thf_ltﬁ'[u %}EP{ tl%:a%ﬁgggggl? Br PESHY @Vflﬁ o CTDHIEH{?E %ﬂetﬂe second

I'agr am Frespondi Ny steps in
initlilagd ammee haiebicb&en mﬁoé}rcmghtmﬁim% a(dd»tloﬁ%d passed into the

corresponds to 225 37
se Pl SRR otg pEfistiol g VAP ofesufinh df FeTE R TR cehcrypion
coﬁ{r@&lﬁ‘i@t fgﬂdéw gléﬁosﬂé alf‘dgﬁlnfof he tﬁz_baﬁﬁlamﬁg logatdaradden peingiiations
are | oade in order to initialize the
PO st B 483 pheRiftedenig g F;«vf?’“ﬁé &é@% é!fsy m@@%‘%ﬂ@%‘é 304a.

The ey rsiEp eﬁc?ﬂfﬂti'oﬁldf RSk mn%@ﬁl@cﬁ’?{ :1 91% s@éf@v&nabies
counters w th an ‘nonce 500 is described

30F gusthles untlatedi ysingra fepdback Blecmes@ phwilbbadereaed. ﬂéhe first state
va&%gﬁgé{(ﬁdso%zg Egedlft,n&%% Eﬂtee BBt ‘%}Jtﬂecffrs’é mﬁ&%e;@@bl 301a

zed s es an ste
is gelnerated Ibyaomémnn@:h@ﬁreﬁmus stfs et brat2 p@nthmheamutm $rom the

230- resultin st ci ock. .2
RS % S g 5o G B G P
sizk Bfa §Ihﬁ1tdﬁ£ Bl@ﬁll: abﬂl@&c@fd&talg@ﬁﬁiabli Slﬁl BOSH i generalgced by conllbmmg

internmediate . cry [ ari ables 260. This ,e

e BRI e G52 P S OB 1 B Comt fipugigals ki i
pefaRkdRAAV 12, HBEsH hbdliarSt addtivar $iaheP thehird %ca%)mme &Vv3,

to forman authentication tag 270. ‘he details of

303is sentraier & combipg thsrPravdeurotiate veriabls BY Pudpcrithythe output
ﬁo%ﬁ@%ﬁe&mﬁﬂfd@k s s@c&nﬁ%enﬂﬁﬁon%@ﬂﬁQmou%}p&g@iaﬁ’@ddﬁon The

repr sents an encryptlon enbodi nent of the present
fomihv@m iveriablevi¥deBeSdrispgeatmated Xty tsindaking Fe Boviony gateaghable

GESERY AL PRIl AL SERAIEIAETY o
cu13é314 blokl’ s tinst Statevdrabtliertiit, 39%; hhrofigh hedfla®” addition. It should be
nofS {1 ilfdanan oFhE T fGTEHI Rt D AP RO CEEREH of SV

305d. ePurfHerthdve] WHillé Fle H@sdribed ShBdBmYRIJf AR BesedDdvBition stores the
assi ng an nonce 310 through a random zation function

staporighlgs Svd, §VacG¥3ecend BV Heteaivpd epgbodiments could entail the same

spirit of the present embodiments without actually storing the state variables. The step of
storing state variables is disclosed in the present invention for ease of understanding.
[0040] The encryption of all further plamtext blocks P, 301b through Py, 301c are

conducted in the same manner as the encryption of Py 301a. For example, the second



WO 2007/ 120172 PCT/-US2006/ 029796 bel ow. Once the
state variables are initialized, the first plaintext
block PI 30la is conbined with the initial state

wi36ohak:s, SV10 302a through nodul ar 2 additi eprER660 9796
IS the size of a plaintext block. The result of said

conbi nation is passed into the first pseudorandom

plaigisrinbioek Poadikis odistedrigdbeopaep BanAch ek ieearapron of the first
plax‘ﬁfe%lg eﬂpﬁlg syt Lﬁxkﬂ!g%x rx@ﬁt@& stateNBrigl ISR GLARP! gfewous state

vari a betvveen t “pseudorandom permutation
vanEladésmSa and the second Fk2 303b) which will be fed

r ncr t t he .nex Ialntext bl.ock P2 30
rﬁ%‘hﬂ F&G FR%S é‘né?%%lo e E}Od}ﬁ%eﬂgdlf ke € RS | mventmn
. whéfih ORSertdxt Biotciasecm%a cachabded|thratgh 5kﬁﬁlaac‘¢ajflf@iﬁhﬁverse
SV20 302b through_npdul ar 2 addition and %@E)Ped intIo .
PS@?W@@C%@%@%E? art® Fespitingup o indrnteroble 401 In this

emﬁo%ﬁﬂéﬂt b drthe PP hver i SerBRGHYRIF O 03 GRK LR SN R same keys

[ ow the sanme pattern for the two remaining
useqb getldcﬂnawygmn meFigus. a”fheow@odmrdsngb@emahéesmbﬂ S@g@é initializing

o B 5, el R 40, b o
thatplk alissteud ibiagk bEBW3 OCEime thh stabt wtrigblea i bleagitiaB@8, the first

cioREt s 48 1t PRsr aP e 5 Hvinf PERag RS e tidioR Fu
403! quhd e&dlt bokdi@wivege %\E@d@@ﬁdﬂwmrﬁiﬁt&f)n Fhe 40Bd stcombined with
pl.ai nt ext bl ock PI

01
the fiGal ey 7SI e AOAB A angh Lo 6 SR RP CTperL He size of
%M/feﬂgﬁt blogm 1%11531101 Q¥ %@m@a@@k c@pfedy@ﬂmpeﬁmateataml (the

341 throu ar addltlop wherée n is the size

crypherapipt atmabbxbetypacks” ik @@c%@ d4%3da tvehichayitles fed forward to

cec¥E PR ARR. HRPRRERBNPE, B ORPDE sl B RIS Cu 04,

Cvmlazv passsi fotcoibk sescohd frsbrse p@lﬁﬁmmaim@ldomemaudmrﬁw g#H3c. The

2" addition. mlarly heth t
rosfEi ] £eB poraiion B GUR oo L ST Bl procular 2
subfhdtioh Psdusingt@VIAT i Hiel def:@pﬁs’ﬁ‘l &ﬁﬁﬂuem tb lfolldvet}mmmpattem for

fromthe previous bl ock's secand r gu i on_CV2
the ¢ SR HBAIIERE PooHBGEPD Ao St (190t & A where
the taltadH 16, S¥dda R0RAHiSe0RIIR SIS oY usioeRiddiNag 2t Bebtraction to
previ ous state variable Sv40 302d w Th the out put

proglycs e firet pirigieridileckiicties first pernutation Cvi21 and
t he{(}(}@% rFrO?QF dg!:ﬁgtlfons%f‘ thd Sdxt & Fﬁér?exyﬁﬁél»ﬁ@ S4BVl st%%@@nabies
hr'ou ul ar

ition. [t shoul not ed
49:t hleSTC‘af‘r opdeatd umg)fa fedbucis @B ghahonlag ol che d@élflbﬁde tTh% state

t d.. Fur N
vt B SRR g H BT iy R el B plock
404ahi g(jeﬁi&:&fed_ byacfdnjﬁigmﬁg ti&\/ilbrc\tnﬁi)& statB\Vi@riatde § VIY402deith \tmjmput

empodi nents . _¢co ent ali esa i
ﬁorﬁ"@fs’ SHEV N, SChSNtSoN (HELE RETHAIPY AWErS ﬁ&%’ﬂ ghodular 27
addRlcatvBheYed isahd 88e ofl@pisdren Midck. Sithekdéddad sh@tveriads SWbl4esh is

is disclosed in the present invention for, ease of
the puenet §f Hisdireigous block’s third inverse permutation Fia~ 403b. Sunﬂarly, the

\

el

state variable SV3; 405c¢ is the output of the previous block’s second inverse permutation

Fa! 403¢c. The state variable SV4, 405d is generated by combining the previous state

10



[ 0040] The encryption. of all further plaintext

bl ocks P2 301b through P. 301c are conducted in the
same manner as the encryption of PI 301x. For
é&&ﬁﬁhﬁv the second 9 WO 20071120172 PCT/US2006/029796
CT/ US2006/ 029796 pl ai ntext block P2 301b is

conducted in the sane manner as the encryption of the
varfablest V4o #02d miithsthe inpuiciomithesprevows etk §eFrg permutation

VB PR SRR e i g PR AR Y el iiion

shoamﬁmhd‘mll’ﬂ}ataﬁe tdeulpioaoE SV 1 n&Eamhpdd ocqun defvirethe walculatlon of

N N L

thefelstelvaAaBies 88U SVNF VNS, @bmambbam@m dBisld4ffail thersame
this enbodi nent each of the four. i

spificafiin BEIBHERIRCIorOS WK RSV SArioh e s Bblesy The step of
stoﬂl‘?%?atg Qaﬁa!% s %E&i&%ﬁ ¥né ?regéng inventioh e+ LED&ding&siaRdihod

estep Initializing the state

var jﬁaﬂﬁlé@le@@ypyorpa%él fugthemciphspies Madys tqqﬁg@@ ghrgugh Cy 404c
on fu (Y Y

e ROt Aol Rt RE R Brof 5 484 S SR8 o sccond

ciphétteii Blotiz €l 4&4613 cbndhﬁ:ted in itizhemteadnntyl ascke GroryiBivn of dhe first
asse into

cipBegtest, Plock &n 4'(}2%{ spbstl a Ve?-hi %#{:j Q%I?a%gegl |fr?\r/ g}e %revmus
stafeSaMENEafadom pernut ati on Fk41l 4034 is conbined with

the initial state variable SV40 402d th

o BTG § dlnstiaies e fincHon phgersraiing Jpiti vagl?eﬁ (4 rrq:@g{mzmg a
nofe Q6 Efﬁ% eif?ié%% Ng 438 ahMNY €' ’@%&ﬁ&e G4 PIRA6RRA Gritialize the state

vari a “(the crypt og hi c vari abl e between
varfiibles land G@urten do 18iyua and ggerpdigiable valwes | The npas oW tg th

ﬁméé?ﬁ declb% %trazt;cp%m Erﬁﬁeac&pﬁn%feﬁzﬁaﬁﬁt%é)&%% 4.:% aéig)%}:ue as 1ong as it

ecryption
haspﬁﬁts’cﬁdn umid)efdre i dteoamdtepm vbe gefep &Gﬁ@orﬁn:b@ﬂé el @med that the

nm%g chg :bg Eec%:l}: "ﬂP %aghz The %;ﬁa}seso z{ H& oﬂ%\sllgﬁ]oszﬁ blocks
N; B0 UhPpasees e‘éctlbﬁib&@ﬂlh‘@fgh prﬁqhmcengf xﬁ)gﬁeﬁﬂioraiiﬁmn permutatlons 503
decryption conti nu o.foll ow th E%ﬁﬁ ern ??e tion
resul§ias ERveRlyes 1Bat AT Y SUtY SER ST A “6‘ PRETORE TP
meﬁ%s 1 #0338 and, E@neées dn \WRRF Qo fidiiRateesublt siedd blstksl The
3a is corrbl ned with Svlo 402a usi ng nodul ar 2"

Iluslb@t ofddedkem erd themymbeeok W@“‘%qri‘@f)mﬁ?eém“?@%s B TRk 2fpfays be
the s %%}%ﬁﬁ%ﬁe {(mﬁgzaﬁn&@ Of R tkiRRAford i’&ﬁctftﬁ%kl is equal to 4. The

the state vari ables 405
raxmumtzaben fupdmne‘ld:ym sach g>f theffowsdisaronainae Fa f03 mith sliffrent kgws k1,
scr d r §
5 e bR R gt At i

501?) |th£ Bor@:ant O as zer S @mhmterd vhxyabm 15B2 mengltlt:ﬂhwd the first block

revious state varia SVl o 40 n
NlpSOIa is com%med with the g&ﬂeal state vaﬂa%ﬁle éoﬁ olagh modular 2

addition where 1 is the size of a block. The result of said combination is passed into the
first pseudorandom permutation Fig 5032 producing an intermediate cryptographic
variable CV12; (the cryptographic variable between the first pseudorandom permutation
F,; 503a and the second Fy, 503b) which will be fed forward to encrypt the nexi block Ny
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fromthe previous block's second inverse pernutation

Cv341 through nodular 2" addition where n is the

size of a ciphertext block. The second state variable
woYorAOnk, i s the output of the previous blo KT&ISEJGJ;/&:%%

ﬁnverse pernutation Fk21 403b. Simlarly, ﬁ

vari abl e SV31405c is the output of_ the previou s

504 dentisuias authdhe m@@@atwrmwmé Az Sekgy OV 12p Becompipied with
I

ou S48 A U ST B e

into gthé adebmndSydda@adbmy pemuthgon rfpeitS08b oresultieg pneGValis  The

| ock'.s fourth inpvers rmut.ati 121 and ¢t
rangoruiZalign GoRERYEs £0 Eolﬁ éﬁ%gﬂn} Smégfi fhe emat“}%‘?%ﬁsgﬁd‘m“‘om
perfRfibay FiQ 588€lbid BN 503d whedeatid ebstile oNBl esdsd Bathe ﬁhae CTR vale
cal cul ation of SVI1 405a shoqugl occur befor 4
CTRA¢ $iza i $hauigrbe ngipd thai serge SRIERERHBRE ROWHFF &EH%ate CIR
sodeseki bed enbodi nent of the present invention stores
the state variables SvVlI, SV2, SV3, and SV4, derived
enbi®8#Fidior sheosert ﬂo@hﬂaﬁﬁlm bhe steagreariaBlss 93 myst befypdated using
a fé%%@ 2k %ecﬁﬁsg:? dé@érﬂgﬁjt ﬁecﬁlg?é&tx vacﬁagfe' S\ﬂnzt gt%a foduced
e Varia storing state varia
followingi the Imsbdnzanon ko€ ﬂmﬁ:sehbck Meﬁﬂﬂa ongdneratesiadyecafbining the

el 54091 965 PYBY, PRl bR v

perGRfEoE (B 4; Rhibbigh &@ﬁﬁmﬁhm@ﬁn@smhe nde ahy pilze 0ft adflock. The
Cl404a. For exanple t he second Bhertext .bl ock C2

secaus et agiehlel S Lad 0P it ARPCEkHED ng dhey gvious state variable
SvEE BYR AL bufplerbih B preCioRh Blobe tird lpeskutddon 40¢@, through

substituting the updated state variables 405 for the.

mogiian, 25 additien. atSamijenty, 4be surdieizte yavehle]S\EH.GI03s 1s generated by
coﬁg%/ihlﬂ tggf%?e?m;ug es*;zftéJ QGLIRN s 98, 9anE rxfaﬁ%:ﬁl%sdu%ﬁ | Y}ﬁl M@\ﬁous

nonce as Use
blolfs sEh:mdpperpmmos U3 uthoigb rmpdularo2”i additica) | z'i‘életﬂ:t@‘th State

varih 8 Syt 303 B Rl o HRbERe ki@ OGN B e V4w 620
with dRcdutni fisaythd refiotabidctis ﬁtsrrbﬁm,utmnn Gﬁ’dﬁﬁmﬁnha agrent block’s

count er r..any_val ye | ang_ | L. h s .not. bee
* fie g BEAF SVin 056 CEMERROCE: & yidvion § iﬁ(ﬁgﬁd beipled that the
cal&fiidnd obes ViRt esbsk hgouldh @ccu?OBsmBren e chledlati: 3ECTWL, 505d.
The initialization function parses a unique, val ue

Fusthermosen While dhesdessiibed embepianesh 95 e aReRt BIvetion YR state

varthbRE @‘Nﬁn §9206v1, rhn@%%dgérﬁa@g Qﬂ%@&ﬁf&lﬁs b@BHan & same spirit of
resulting in values that are used in the initial

thegetsem anfboldundmtst Wighomh eatyadlyi seaingrible sale vygablasn Therstep gfigroring
Paddi equal

stagN3 %Prl‘%l 1§T§ Qse.r[i Lgﬁl%ﬁ)’?e%r%%nrlﬁ o 8%:?%? ﬁﬁsg o%%e%a'ta%n%éﬁ.nu e
of [soesidTiecanddompationibRbll dushem maistxidblogky SNHEO1H Heough Ny

Sﬁfﬁg lcp%;ﬂm% En ! esz%gtgfa%{ln%oagltgmeﬁ%nt dc?nfuzetmrg)% olf [M té(}? c?rt éxgrrr}ple

the second plaintext block N, 501b is conducted in the same manner as the randomization

of the first plaintext block Ny 501a substituting the updated state variables 5035 for the
previous state variables 502. After the four blocks 561 are each randomized, the resulting

state variables SV1g, SV2¢, SV30, and SV4; 508 can be used as initial state varmables for

12



random zati on function keys each of the four
pernmutati ons FK 503 with different keys kI, k2, k3,
and k4. The enbodi ed net hod includes the step of

Wb%(ﬁhgﬂlluzl ng the state variables 502 to a cePTE R 020796
such as zero. Once the state vari abl es 502 are

FIGy e Stlarahe retloE ARORNAE 0o ClMaoal R b o

CTKQB%U&@énl?euse@%&ﬂaP&ukﬂéﬁrfSrMGgsm he size of a bl ock
The result of said conbination is passed into the

f i 1&M7pEER B pinetnth 9@ r%ﬁ)’@@ﬂl lopk ¢ the omathod Jat geprgatiy an
autherrl]t c%{uge ?agali;l S Ty LRGN revz\ﬁﬁ'ﬂ%r %gécfnbéav ety dilol @mbodiment.

I'C vari abl e ween I rst pseudorandom
The piﬁrgmm aicludm anFabbrevRBal wmmmdfélmcwpm$me®06 80bin wikeiceach

o0 PSP O P BGH GHB T8 L ST ChAL Shi g B

601 WTh ikl @nérdpetantud@ion B3, 0w plodades 6fur Nhal50tayarByEe &03 which
conbined wwth the second |n|t|§ i zed st at.e vari abl.e

are SymcaEpatsH AR 1OFE oty AURERIGRIAY B¢ Slfyi A RifiBeh Ry, an
mﬂeaﬁéa 151&1%5%&%@@90 ngaﬁa@lgﬁ afe%am ABESHBH ih@Rdlis. 503b

random zati on contjnues to
folwﬁm} FHe Trapmssenst arcalisriebye erpeodipent b Higi tastheyt for generatmg

o GHISEERSA AT P, oo, B30

diagEARimi Hedan ablbte\mﬂiﬁemdueofnm edryphen mehné 386G blodhipeltrraative

et e o RS SR s Bl Uit APl e
varifide um afherhohl SinNGORa ffiRacth 20K befeh deing nconsatedakdd tveform the
descri bed._ The first st quglﬁva“ abl

auﬂmmew 081 Tth SErEiEs o AR Besks i fnd s frighles from

beug' PNaca@iife s HenabRd Rd hiayC oFod M Mgkrédie thed E@ﬁﬁo@t@hm
tate varlable SVI"1 502a vvlth t he out put from

strewtbvfr@wrd@mi@n&egmrhu rd pernutation CV341 t hr ough
™ g{%‘@lc 16 g%%?!esteh@@n\gﬁlg ecprnbtﬁoé Re peirdi®y arfinRbRG eheck of

ate varla e Sv2*" 85b is generateéd b
a2 meswigt rifteg d@ﬁg?ﬂm&w”fims dsgxaxnemh\dpsabn eﬂbbgy@t%i gergipn of the

dec:argfx%gxgl‘[%] gﬁbt&ptl l? acb L?g(i“l c%vdggtil{%r;@ lé)?&l‘ﬁg%n&érﬁ E)Ermutatmns 1s
depioted Inad Ishgled h&;rjqiﬂoﬁdfuﬁtztam@v &3 alilhe @;3%21 ﬁﬁﬁaga scludes a
predgh STBREH ISB AR BB G AIREon Pl S hE 8eF. gaia
auttRRGQA6N Mﬁ%ﬁ@ﬂsi%@&lat&&ﬁ@ﬁ@hnﬁ@ﬁﬂé@ﬁs ﬁ depﬂcédtm oG, 6.
The fourth state variable SV4" Z%Edls e edhjbﬁ/
Thecmmy@opﬁ@nq@pé@no%@cmﬁ%es\favq gaig\y4Figd sf‘o Which are
conx\itéﬂteﬁqg UL %ﬁfu’cﬁeﬁlﬁ%‘bﬁ CagPA PVI0QUSTHE L QEHKe® abthéBieation tag AT

rmutati on and the current block's first
8053 tdan‘rdiea athe atslginab\ihesgags Otbal, Weh eoatptehowubile thep mewly generated

a,u’chemg:I catuo i tag A’f édlo lc‘iex%lfgg ﬂ{éq*&%jveh I?l?éssa%Qeth the two authentication

tags, an integrity check 806 is performed as follows. If the two authentication tags are
not equal, the message was modified between its encryption and decryption and should
be rejected. Conversely, if the authentication. tags are equal, it can be assured with high

probability that the message has not been tampered with and can be accepted. It should
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cal cul ation of SVI"2 505a should occur before the
cal cul ati on of Sv4"2 50Sd. Furthernore, while the
descri bed enbodi nent of the present invention stores
ng ,ggo%e vari ables SvVI, SV2, SV3, and SV4PC?'/%§20\£@&9796
odinments could entail the same spirit of th
pr esent enbodi nents w thout actually storing the
be nited thav am mgr@s chepheosldegiscobe BETENTIp USIBE Bt Ege‘v%fFSiYaSﬁ“é@ted

i s .discl os f
w0 Ay R S FREOY ALY o] St aune
deckyptibh eouldl raateﬁ B tenbiiyptidosétiod Bl TGt A folingred by anS@egritsicheck
conducted.in the sanme manner as the randon zati on of
as‘NFheEl@%ﬁm t*-exanpl e, the second plaintext block N2
507fa04 RGN dGhdnk A LiHRer 858! ﬁﬁfp?@ént&ﬁvdhﬁen wherem counters
random zation of the first _plaintext blo 06%1(
are g(destt o g segermangnthe gmbedimen g FlEp3 a8 hBi 201

are %%c% a?ééﬁ tﬁ‘rtoﬁé ﬁérﬁ:@ lo? Sou? %geud&fah&fm b&ﬁlﬂﬁ@l‘éﬁs H a3k Ssulting

are eac ran om zed r esul tln state
in manipleibe i@ & 9892 cEacwg@he vty p@waat@gs Fe 883 15e keyed) with

difBaed S kRSB E AT %%ﬂ&%mfé%dg% \?d%??kfe]s%}))]tﬁ%mﬁalmg

the k@K atibbig: 62N ﬂfbﬂrﬁets Bak tppassiGER mncs@ﬂRthu@r Rmdom@hon

CTR40 504 can be used, as.in nters for ElG
Funghlop SO0 b7 beeh r B RS DRCedRe At S p Bl o S are
mﬁlﬁ%ézp G ﬁfst ?ﬁ&@éx@tbww MBB01aus BenbineBtitahé agtifirsm vhble
resul'ts of the preyiously descrlbed encrypti.on

SVEndBai theweh moppler di addiaeR heteJEShe §ze 65 A digipg plock. The
resv}ﬂ\.e LELOR o8 ?ﬁz%neig 3:fa¥§83'1&8 tﬂﬂiﬁ@ sepdOrahdb bﬁﬁh’cﬁﬁﬁmkg 903a
quence of pseuddr andom per nut at| ons is depicted in
producsmmgh entermoedjgd icorptdgmanbid gerigtle C30% (ﬁllh é:frﬁt%ﬁphlc variable
encrypt fu ct | on
oo B TR Pl BLOBSE BB LR i et
wilabé Eﬁ’lﬁirﬂaﬂlto rtntz@:gt ﬁxﬁaxexrﬁglaqut hionle & ;BBBm Glostiguingpyith the

endtR b Byl S5 HoSSt b e s B8 b v
905 ﬂ]ﬁiﬁ@ﬁ?ﬂoﬂﬂaﬁﬂtﬁdkﬁﬁ ’bd pissédr@tonié kednd pﬁeu@;&ﬁmibat pemgutation
an authentication tag fromthe, resul

FSHE8 bt RG] AT RS B, oG edt P ot e

twd faats ﬂgps@xm&&l%ﬁ VeRh@dHoRITs] S03c @hd Ehoosd whyRithORsult of Fry
met In thi's alternative enbodi nent, each '

9034 m@he m%leﬁ@ﬁbmk&?é‘éa is combined with its
S fupERo Mg} 15@ be Hedks: npléﬁ?;{ekﬁﬁb&\ P, /4l bt e QUE b les

ore beil concatenated to form
901 nest baupdat isirtdoontetsagd E@Hedbacﬂm@:h&mm enwil] beedescribed. The

T L Rl R

bioklPP| 961268 §end-Aied BF yRhisiging Ak previsty eaig viriable svma] 902a with the

resent |nvent|
outgut from the previous glock’s third permutation CV34; and a counter CTR1, 906a

through modular 2" addition where n is the size of a plaintext block. The second state
variable S§V2; 905b is generated by combining the previous state variable SV2o 902b
with the output from the previous block’s first permutation CV12: and a counter CTRZg
906b through modular 2° addition. Similarly, the third state variable SV3; 905c¢ is
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[0049] FIG 8 represents an enbodi ed nethod for
performng an integrity check of a message after
decryption. The diagram i ncl udes an abbrevi at ed

wishshiRef the decryption nmethod 400 in Whpgfyugasto20796
sequence of inverse pseudorandom permutations is

‘depicted in a single decryption function D 802.

genemtel yechmtesna e Iradpusdsse Hariablect o PRy W@%r’f@’r ey o the
preg’ﬁ%%fﬁgln%k’g cggdipér%ﬁmz@gn %Q/?ﬁ{ haadiuhdeLRTR, 9&% through modular

entication tag
2" RId&i6ono Thk YOlgmmeatatrMme\Mm §ohis rgy:gﬁrat@bsasomfsm@é peqaresdous

s oie Vo SN FL Ty SE ot R G AT flutaton

CVeON&AL B0 aleg: bRcE® mt%fateaskaha&leiswaapum;ﬂagcoaﬁfer 80R4, 9064
The recei ved aut hentication tag AT. 805 identifies

through wpduirral eddiiosagEhe RepRteRn 206 A  PfR remRade sigefinction
llfn}ev‘ﬁltysh?ﬁﬁ eJea%&éh dabuhentdieabh 9 $vag o63a sBAAd occur before the

dentifires e recei ved nessage. Wth the two
caladtherdfiSoHt 9051 Fagisrmans, Whileege despribtfeerb@pent of the present

. f foll
nsBtion i o b SRS S S S SRR A A ouia
entBiN Ghey Phrhe Bpifin @f dBE pypésit oammdnheatsowitbbut retualy etttipgl the state

Bl S g PR PO PRI £y | Reciton i case
of iR SAMfinpas not been tanpered with and can be

ted. It should 13 WO 2007/
PCTIREA s eozaime Sfsd AEkE ARG TRR T APy gifectiic ar

coffithe iRH3QaRE RREOLRE ¢ ;%nabfm O DUShY AR, Meesheond
entication tag as in the net hod for

: piagme ibixtck Py 94hb aammmtﬁcémhe rsamggnaa%ﬁruaﬁghe eREEYEJI9R j0f he first
C t I

s Ry BAA BRATB Rl fo o e
variDOROp2.FI G 9 r epresents a further aspect the present

I nv %‘L’}g@q\l\ﬂgr %Iﬁjgeg%} unt Ciﬁ'yﬁ)tl%? egn%gtg %%ﬁt !‘3{' ti{ehﬁre%i‘lﬁnvention
Wh}?ﬂeﬁﬁiﬁsclﬁwréc&@ l)iogﬁﬁ € mmrfpw:ﬁ @dssb@ﬂm&h a&eqn&q&enﬁfeunmverse

our pseudor andom ernut tions FL 903 r t i n,.m
 pseuilprIadIane PErBIEITRS sultngn i, o, PlafTpsec (ks Bi f001. "Inthis
emBFJIfHéBtaéch A8 tl{:ekfoﬁp ﬁlV%rsg pKzﬁM@ﬁloﬂé 1403 aﬁ‘b fkfsﬁ’éesﬁith Ke)ame keys
The enbodi ed neth cI udes. t he

usegiug gheo@ncnmﬁpm i} Fzg ﬁg The wabagisd aethgd it Pagfnitializing

thecﬁklc t\,%}&m%oﬁ)ﬁ R38R GoiR RO N 1%993,3&1%5 %U%hc@ 1000 through a
om za unctl on 500 that "has been previously.

randemﬁoh fuBniten Hethst biseboomprealshely dafiepdc dimcethe sigegvariables

n|t|aI|zed blo the first

ond, B e e et B RO b 4 s 20386 af e B
inveRE Qugiiofmdih pérnitaidd 4 A003heTte resultof t4ié isiewe pehiderandom

pl ai ntext bl ock- The It of ald co o
Pt ot DA pSnhSEh i BHAL R BRI o] 5h TgY toush
mod@RR2" subtraction where n is the size of a clphertext block producing an intermediate
cryptographic variable CV34 (the cryptographic variable between Fis™ 1003c and Fis
1003d) which will be fed forward to decrypt the mext ciphertext block C; 1004b.
Continuing with the decryption of C; 1004a, CV34; is passed into the second inverse
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produci ng an internedi ate cryptographic variable
CVv1i21 (the cryptographic variable between the first
pseudor andom pernutation Fk1l 903a and the second Fk2

i ch will be fed forward to encrypt pbbgish@esbomos
W%?éﬁ)ﬁt ext bl ock P2 901h. Continuing with the

encryption of Pi 90la, CVv121 is conbined with the
psugdarangrangom paimusationdicat W03ar Tasresulsobwid iopwss peswwation Fio

L1 0RRUL Rbmbinad didh W% ai%kfﬂl(gﬁ%@&% %%ﬁtz%&ﬁn%ﬁ'&&ﬂgllg CV23;. The

pseudor andom pernu resultin
decBNiPiB4 . coftienes nt:Jr ygitavo rthe omatmienpaernt dof dbd gwot tﬁmm inverse

tt n for t wp g u
el aeomeiro Pt LR 150k P R PUb gl bfo0se
is cEKrﬂme@Qiﬁtﬁ I8, 102 dsirfpl mEddAOr sabtiachibroRkpréducd Bbdirst plaintext
[OO For the encryption of the next plaintext bl “ock

bloghoP B2 the state variables 905 nmust be updat ed

usl #3gs PteL @& beedbagk é!ﬁl@?@ﬁﬂ BINCRSC W![bdzibb%h ta
des@glﬁg{g t'Iﬁ' eeé?lgtﬁst state vari able SV11 2 © state

varjsbigel §@¥um. 4| be opilatgd tisves @ﬁ@ﬂdmurm@h@msm lﬂ-é“fllll b%tiescrlbed The
ajt@ Vgﬁarﬂ)t}e:%qf 1 ul;bl(lseic grt ghf\:/eg%&igqb g 2%&8‘@‘%91 hﬁiﬁ&ﬁ&ﬂﬁeﬁg}d biock

C; 004Ut cenepaned be cpmbmmgjmemrack&ssstxthwadak@e SN at)ﬁz:armth the

. CV. and a cqunter 0 906a

PR AR T e YD IR Pa N7 B b Guer CTR:

. 1006k ehrs@EORs84r 3t eddiad takt @ iSM2 kiz8 0B R ciphergan Eibalt e’ﬂh&héﬁcond
conbj ni ngyt he@% evi ous st at % rjable SV20 9Q2b a/vl

state hgarghle pBlY 2 ARt Fre tisr SViPHL cﬁeﬁk TEMqUpgplock’s third inverse

perﬁﬁfaﬁb’ﬁ 3 Fovedsylad Q%uﬁtef:@mrlﬂﬁa_ﬂﬁ}ougp el ahifar QU Gkdition.

dufar 2 addition. Simlarly, the third state
Slnv@rlygbp gla\a1ialtle 5y i gOGS_[:Lpsm (341114 /ﬁjpgg'gl;agprevmus block’s second

pseg‘?%%dgu %%Q%gg@? \g abﬁﬁr%{c} (%&eg@vg@\ltsﬂ Il?%e out %}h%n.odum z

addﬁtmm Theestatp veniabda S VB bsd s gem)mti pp combiatngahe Q¥RBLs state

sactile DRk BORpt a0 TR Bl PRl pfilaion

- CVeDdidndhe guirdie biockisl @ats vasdlad §Viadeedal @dSi\/d{@m&@m‘R% 1t06a

the output fromth revi-.ous bl ock's firs
thr oy R o S0P 1 TORAOVHES DS di OB RS funcion
ll(ﬁlt aIt%hMﬁc[ babbed SVl 1h9 QFlaulaieh & STUNI®5: GRHAO 386 efore the
nmodul ar 2 addition. The counters 906 are then

Calffu%ﬁ’éhﬂé ﬁé AY&dt¥sin 5 urtpEeTeo hile fsciesoriped prbrdimei ofgegyesent

o 18 Aok gHLBIARY, S0 Syl s

e"mileﬁccr saedsperib ofl ithree ptesant em%pedlmee‘@emthout gty @Wnsg dhfe gtaie
vana %S'h?et Sen' &, slﬁ ?1 %tsaie ana}iﬂgvﬁ ’dxs§1\6§ed 1%% g?%/s%g% igt@%néi&? ‘flor ease

dinent's co e sane sp
of@ﬂ&ﬁﬁﬂim@ﬂbodl msnt S without actually st oring the

s feifBe ronRton e o tehe FrbeRtl BBl ocubdh RS

1004c are conducted in the same manner as the decryption of C; 1004a. For example, the
second cipbertext block C; 1004b is conducted in the same manner as the decryption of
the first ciphertext block C; 1004a substituting the updated state variables 1005 for the

previous state variables 1002,
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of understandi ng. [00521 The encryption of al
further plaintext blocks P2 901b through P. 90le are
conducted in the same manner as the encryption of Pl
Wé%ﬁﬂzﬁ% exanpl e, the second plaintext bl @gkyBzsn29796
Olb I's conducted in the same manner as the

encryption of the first _plaintext block Pl 90la
subl0PelHIGNg! rapeeseissl an embadiot meihay fypnetfyyeshs gpunierprom

one? brelgcm gﬁngh%@én to YL {1&9@' %e od[ tgﬁ)e%g% 15#@ fgﬂ{ocounters CTRYL;

rese ecryption enmbodi nent resent .
thréupk IR T4 and phédrces four nowiigphETR xitthiohge RB T . {0 steps taken in

each sse hrough a .sequence of four. inver .
N P AT SIS CHOLHRL Ry o afigmobile where
CTRE 3 1At &hesbbra&ko¥ nRignib@R@kind CITRE R the hizjidxn didee of megnithdof The

the four inverse pernu

= ) tations 18}(%% are k¥ed V\/Ite(lilrﬁ{]f 5
embosied maijied alvges besing b INSFRERPIRG BIS IPWesErifer §ountg 10
thnﬂ%%cﬁ% welathy ‘Qﬁéré‘g%sthé ige 5t @B cOintdrth bital ¥ZITRY has reset

state variables 1002 and initial counters 1006 b¥
itsepfrmditnegual ioaret 1200De ehbesiirgimehod eatiaies sacment CTR2 1115
. function 500 i ' 1 nd th
in b 864 B IR  SCTRERRDIRL UL LR 10 the
restillifig binmsérs atephieret dut usslio cker@ling0f4ARcivstigmtheawxi pipdk. Each

the first jnverse eudor andom per fut at i Kk
Sob§ESYSH, PG : BTDASE AT R YRPAE LB AbF A order conters
arcRGARAW 2drbon Fk4-1 1003d is combined with the initial
state variable SV40 1002d t hrough nodul ar )
S DI e vbOETRES §F Bt cpreiep oS mine BREEARE cHrBHiee 3
L0 ah ' PbRY 3¢ Makhgablvherein th
pla%i/e%:g ;iﬁé(stg%é: gbrrﬁ p_fs‘éé' YediviicCat CdadtPh Eﬁiﬂﬁé chgablvherein the

tographi ¢ variabl e between FU-', 1003c
platobekt Fieasape faroB 3 feashtnetPlaiRtest ecks erpryringessd Rlggniext block by

ac t he j . n .
o BB LS ol Wil s o
cachasislqgeidotandbh esaaetinh by drasteone SEtaRrable ahicos rwdified for

CT/ US2 [ 02979 uedor.andor 0 Wele
cac IR PG PLot RO oS o aDy NoLTS AR S Kl
preido%ﬁl@ Bendrged prhintiidn Wpﬁhé cﬁil&ﬁ_?_ﬁsmgﬂaimdxﬂ @he Rethod comprises
subfraction producin . e e t1on . 5
onSEEE et S OGN RO RR PP PRy loc s fna
hdWnh GedniR1o8 € parRSEHAEOa MBI R aheRigat inns phikdlityl of equal
p'serilg%&_g%&uangeFkl-f_lgosa where the re u_,I,tgaof kai _100(:)’2161equ
sizp plainoesd birsks, wpddingihe 0loD eyeen i Rlitstesthe paual sized plaintext
ARGk Ofe ¢ Ik Staribi&d RbBises ok OBkt Rhe of:
D R 00 Ay REGENE e i e sk ook B o
" modifping theestate hrindle 02 2 f00Q posudetrpdasy perarutajign by 9k e¥IPEOES: next

to %: %Jﬁb ﬁ%eﬁ_ggrat (ﬁ)gn lﬁaseﬁtgat?onf ﬁ&g qﬁg lﬁré@o‘ﬁg %bé{n rﬁ’oﬁii@{ﬂgl thBGstate

variable for a final permutation by an output of the first pseudorandom permutation from

the previous block and the state variable for the first pseudorandom permutation from the
current block, and modifying the state variables for all other pseudorandom permutations
by an output of the preceding pseudorandom permutation from the previous block,

wherein the state variables are modified using at least one of modular 2° addition and
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state variable SVI1 1005a produced follow ng the
decryption of the first ciphertext block Cl 1004a is
generated by combining the previous state variable
woYdPndfi%2a with the input fromthe previ ouscphQsdss o796
second inverse permutation Cv341 and a counter CITRlo
1006a t hrough nodul ar 2n addition where n is the_ size
modilan2tsybtresttoaxwheéin akrepsratside sizd of gt biedk, wad whpem the siate

SV21 10056.i s the .qut.put fr. Hrevious bl ock's
Varfa)*{fef' & Iﬂ%cg)?%dzusm&ear %‘{1 at %{Slr? S’l?—[gglt 03b and a counter

CTRR®58]0 el éthsDetgtprisexdnikializide tha didiet vadables (Bifork kaarypting the

t he sta variabl e SV31 1005c.i s the.output. fr t he..
Fir P30 S106K D KGOSO CUIBR M RRGHE JLidht arfPply liare
thefikBihii A00R 6f BRGrAe ¢RI whehBa (hel ARG 74d$t0 Shridmg Wr@tnique

2 addition. The state variable Sv4l 1005d is
frogeather anitielizeg sigisrisriphlpginrrrenisFesfiaggeian koyewherginithgypugnber of

4 ' he. i r &V 0 i

poedindht? gl oot Moo 6 A oF (Rl QB RiRrein the
psdobiaakdcen perateativay dralal Ea$\vbe of GlEd cipivrsa keyed sulstituGPRAAbles,

006a .t hrough nodul ar 2n additiaon. . The . t

SRS O PR ST 5 e o Rt PP ome
diff2€end Qé}ﬁ d\;ﬂéfbﬁi edrc]:h @s@ﬁlbfaﬂdlic&h ipeueftion il eyt 0P a ssiekyd wherein
- occur before the, cal culation of, SvV41.10Q5d. .
2 REEHQmhYy 6 mEcuARRmAer (e RReT B e Hﬁ’éHWngn’t%f Ghe ppgses of a
ren%ﬁﬁggbmdn%ﬁé MhdSRAIRS pehfifionl eandakhadth @Be Sdudorandom

SV2,7SV3, and SV4, derlveg enbodi ments could entaijl
perhationsrendspyarse pseydorandon PETRATIBHBEH PRBWIEeHT 895 Grder.

act tari t t €Sy 4] 1 e paef

2t of RSy T, hleBlt | Bkl GrontBide? A St RSB Dagl from &
combinetitin afithé strtecmsieblen wharsiteths tzancfiting. cqneiets B cqueatenating the

de: i on. Il further ci .
resi PR A Catisbies citer 414 MBIRAhREGhe fith R REAS ot et the
geileh@iof @6yt bnaftealing A8 4esulimgrstasanipbies afirehe @enpridn of &

ci phertext block C2 1004b is conducted in the sane .
chih ARG YR TLERYp HeOPGRIoT REVFTT 6 CE BT RO Tooting
stafdl REKLICL 24D AR esiBBioh lafiheNEndl hirintpd aleel, sér@ht@nating the injtial

vari abl es 1005 for the previous state variables

statpQ GEriables, WIS 20BPRHED 1 TPETIESP0 6816 F97e6 Vepalgefiroush an
exc{l_'lhs%e c]r]g{(ggé &?ﬁ%ﬁs@s AR adhaBthRE tﬁ%fo Mglﬁécrﬁékﬂ“ﬂessage,

e cou m one bl ock enci phernent to e next.

witeen thetohotier olkaate yaridbigsuieterpines theuine< $hacuthsntication tag, and
t hr oquagh [4; 0 j i

cob AR L PE S8 8, BOULERS 1P op cuner,

andriziifedidingabketouatery pforl enmybiagbe Gdo pimext blagnbamandomizing a
aut onobil e where CTRL is the | owest order of

ROMEgni t ude and CTR4 is the highest order of magnitude.
The[0o60] In another embodiment of the present invention, an apparatus for

encrypting a plaintext message comprises logic to form at least one nonce block from at
Jeast one nonce, memory to store at least one state variable, an initializer to set the at least
one state variabie to at least one initial value, wherein the logic is coupled to the memory
and to the initializer, wherein the logic includes at least two pseudorandom permutations

to sequentially randomize each nonce block, wherein the logic combines the at least one
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enbodi ed net hod al ways begins by increnenting the
| owest order counter CTRI 1105 through nodul ar 2
addition where n is the size of the counter in bits.
GAR-has reset itself and is equal to nggﬂé%&gnqmﬁ
w%%ml ﬁ%gdled met hod conti nues to i ncrenent CTRQ
in the sane nmanner as CTR If CTRL i.s not, z

state riphie FOth BPREstortha PAeUREER PeFmiaiqhsy aﬁdcés" eié’r 3010%“’
genflafes &Le% Rtf R RS akifbIENES MPlehiWbnos bid@CHyRat REst bR state
next bl ock. Eac subsequent counter is increnented
variableg hef sapmmam rtmnceasblmkn pusmstsalffon ghe rpreyigey nonce block’s
unt.ers ual ero
e L s o
perpliiifisewhersRSbagemonnores espute offinal pgpudorahdsas perowtations as
pl ai nt ext nessa

initial ggesdp UPOREE e%ﬂ@%@ff?'?@%ﬁﬁ@r el P BPRRgC Sy sate

varfabi@l B el IR Korlkke H?@Mnﬁyﬁﬁoﬁoﬁecmﬁ@g p&amangmdds at
pernmutations to each bl ock, and nodj fying

leass 0 b 2 cragsbie iWoha RORSN TP EPHATHE £ SWY gRuce 32%4( Sthsceit the

nur%{ eiatog p%e%ﬁbﬂg%loen Baidoss LAl 8Ghd BEmbeRRERoRlcAiske%hd the

t one of previously generated
nuryier mﬁtsata mab]m puhegqm tier epeidayaidgmopas@pigtiens are at least one of:
e t at.i on e | t
e B2y OB BRICS AL, R ToBoLALEHLy ey o o
pseﬁddaﬁiﬂoﬁfpaﬂmﬁﬁaﬁm@ui@lﬁe sﬁbstﬁaedtfop Irsrerseendta rbinaiokdgpoftionall the
eudor andom per nutation, partitioning the plaintext
Pse WG RHPBRROYS | ural ity of equal  size plai ntext
bl oplssr] 1Radgirier bMBoddhad: ndraks pf@aﬁ&gﬁmhmfzaed)mpdtat adable
t he equal_ sized pl aintext . blocks %ﬁereln th h i
el cPRBREIRS FRsERCtoRE fogt Teviph Pt 15t 6o RGBT Tagsdnig wherein the
pi Enegsgg g;nns AR opk Dehidt g b%c&t &cYﬁﬁxh?@h& piditedt block by

Irst ps orandom perrut ati on by an output of a next
applyong Rer tnaset pqgm@dp@mmtp@cmﬁ@ gich Mpoky Blifirieg an input to the

pseﬁ«?ora:rd%ﬁls ansrg}%lt fogkinge DR Bhidie méﬁﬁ?ing%@atfl&%t Ghe state

by an output of the f
varﬁSELmr amﬁophanmxmbtoak iipendrymwed farhse pp endropisncht ek Rimgtext

blotji RN e BB D e epals K e SRR ermutation by
an biRfutsdfatRxv ey ha @Js&ﬁofaﬁﬂoxﬂlpbmﬁﬁitﬂn frlmeal qimvwmsl (binck, moducymg

per mut ati ons n ut pu t he prece

theelrat BHFQOIpETNATOR. R rREREBYLyY offb JRsLier the firs
psefiGhioh ;Eéil&m&h@é %oﬂ;&ﬁé pf*eh@ﬁs @b&k aacthd ate@hsusﬂer@axabmable for
| east one of nodular 2 addition and

thezf@si?ysm@wﬁom@wmz@%ﬁ%qb@@lﬂ%Hl?ldér&ﬁé %Btfl‘la%ﬁeo%ﬁ least
on V\%féc fnq%bne k ‘?Qailleo%%%?glse&dgﬁnéérﬁ Seutdidal 8¢ kin o@ﬁﬂt \M‘@ b@c&img

var are nodified using a bit
pseadmrhn@mf;mrmuta@éﬁfﬁ))m thops8pustiieckret hod conpri ses

It ngﬂﬂa} ﬂenc%mpu er reagab e \r/nae&luglbéoqﬁpriggsf Qlif RS %P hﬁﬁ‘a@xzmg the

at least one state variable before encrypting a first plaintext block by randomizing a

nonce, modifying the input to a pseudorandom permutation by an internal counter,
generating an authentication tag from a combination of the state variables, generating at

least one ciphertext block from an output of each plaintext block’s final pseadorandom
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first plaintext block by random zing a nonce and

paddi ng the nonce in order to facilitate the

initialization of the state variables, wherein the
wobhahized state variables are unique frogrpibRbsnzeres

Initiallzed state variables in a context of a session

ke wherei.n the nunber of pseudorandom pernutations
DergAioR WRSECIR (b PRGRARIFOOM RTEMENOME 47a Bl least ofip aF dlagk oppbers,

keﬁagt%raﬁﬁgg@megeggggétm%mﬁre at | east one of. bl ock

keyed substitution tables, S-Boxes, and
r ot Bh0§3] Ao]ﬂemeh o ereotplans emuwmmmlmﬁwmf rtlterprfassnt invention

ha,skbeé glurs%atca% in ‘g:?éﬁﬁg*g’f%m a ?}%%5 s%ﬁbem %@ {g)re%omo detailed

demh@:i@.l, it widl lﬁwﬁﬁdemmatfthathﬁe ﬁxsemﬁiﬂr arrdm rlimi)teﬁ ol ttied erBbRsliments

. be substituted for the inverses of . remai,nin

dlsgg%e B b canhle %é@ﬂ%%?‘&n@%@?‘ﬁ?}f pPgfications &ﬂé\ﬁ%bsgmons

withhe Rpaie %rf?dlﬁictﬂé sPRf: MBIt @b | iAASHSN Gs i J3Y E6rBe and deﬁned by the
pseudor andom pernut ati ons nay be arranged in any

follewerer claipg0 597 exprplendbherpalibigsr af bes ingyetion cen g psmormed fully

nagj.Qn
241 PEIBLCES 59, Sl O, SRR okl iRl Ty o
- perfymed tire thet dungnit thanner es i & |dmg“1b$1tedt Ieamsar nabb orafit, @ny device

the encry on_of the final ere
abip R PROTPS Ot 0forpeiy i, kst §ised 1% Susbcntr
mahi®s Ulatibigmsduldser bRickadbebe ﬁaf)bﬁﬂioﬂeli evithoci depattinn from tike scope
ggosen pl ai nte | ock, ere enera{ion
o

o S e ORI IStst p g icaes puner, a greater

or @kt ARMRS ofhb@llest 8 c@ﬂié&ﬂ@ls IcQNbOHtiliRe whth AR priddedd iY&bn in
bl ock, concatenating the initial state variables,

ordghip espBPlhrige PrECTBYaREPS t8fPreti addiinilenarar fealresdo the

preg-{%li f OHOIAEN ! 15 1hRe Ohe (pXCIRe QAR $R%e UARGH Ao, the
e aut entl cati on tag toa ci pne rtext nmessage,

infovmetien sent herwaenmrgous mogdtilst ean/by feab besseeiethe mpdulss viahas least

end e8Pt Wi LR e A S o 1y

at Ieast one counter, and initiaI|Z|ng the counters -~
bef ore encrypting the first plaintext block by
random zing a nonce. [0060] In another enbodi nent of
the present invention, an apparatus for encrypting a
pl ai nt ext message conprises logic to format | east
one nonce block fromat |east one nonce, nenory to
store at | east one state variable, an initializer to
set the at least one state variable to at |east one
initial value, wherein the logic is coupled to the
menory and to the initializer, wherein the |logic

i ncludes at | east two pseudorandom pernutations to
sequential |y random ze each nonce bl ock, wherein the
| ogic conmbines the at | east one 18 WD 2007/120172
PCT/ US2006/ 029796
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state variable with inputs to the pseudorandom
permut ati ons, and wherein the logic generates the at
| east one state variable of a current nonce bl ock
fromat |east one of: state variables of a previous
nonce bl ock, outputs fromthe previous nonce bl ock's
orandom pernutations, and inputs to the previous
m?%(ﬂki?rfelﬁlls?' pseudor andom permutations, wherein the
nmenory stores outputs of final pseudorandom
per mut at iAomsihas forieftriyptilg Aakibest hessaeeomprising:
encryption_qr decryption, wherein the nenory stores
final stieavingatlpashpneslaRtextngssage, YagreiadbeRipimig¥iangsspge forms at

%%ﬁgg%}gglogk decryption, wherein the |ogic adds
at e

st one bit of padding to the nonce to generate
equal sienedyptinnsaéd plhmeksblogiher giplyitdeor monipssudofandom
pseudor andom pernut ations is equal to the nunber of
ﬁ@ﬁ&@ﬂﬁpﬁﬁﬁgdgﬁﬂg%he number of state variables,
wher ei n L h&RRSEMORHARS S4B REE PehiAblaRlsh PEBtioh 8R8f least state
one of Dbl ock ciphers, keyed substitution tables,
Sabkeeshichrdnodifiest o1 eash plagitext lgsk by ablrash png ¢igreviously generated
seudaqr and pernut ati ons y_be substituted for . .
PruIion oot PRkl Bepurtepntiafort et felineiband glginiext
per nut at papifonideAS AhinteRt Medstigd iARNa HHRABG oTRAal SiFe plRRLext blocks;
present i nvention, a conputer readable nedium
rising instructions for: receiving at |east one

L ai Xt b ) o : _

Pafill GF bIBER AR eat RN B AEroy ) SR B FRRREE, |

Pl ah mieshdd fot @rkyphyig a plplisst fgsAge compristngpseudor andom

‘permut ati ons to each bl ock, nodifyi gg an input to the

pseudor aSERAYINS 81 IeeH AR RIpiBtehymesageewasrels e Rugtest message forms at
i ahl.e: ifyxing the at | east one state variable

g%%ﬂe@ggﬁrﬁg%%g{cﬁt ext block is encrypted for use in

encr ypt i aigrypting xtid plaaitaxt otk bphppdking Frodinbae psgudotradart

I@gwast tgpon? gm?]éag@glo\é ‘ralg tbli}cee[:{iltygfo rgagllﬂwfl ! g?% Szﬁ 8§e%99r%’n”30m permutation
RS AR BRIQI: REABI RELR R héRARBOPERM pRitEeRbREK by at least one of
modi fying the at |east one state variable for a
foreviduslyegeneratad permugtion uipuisperevipnsly grunefatadgermutation nputs,
pseudor ando ernmutation fromthe previous bl ock and
tCWile]g?H’laggg{%@% state variable for the first

pseudor aRHebmRRY MudifitatRn of temadderables eiprBbot Ksased of:

nodi fying the at | east _one state variable for al|

ot her ~ ps@adiriemthsritaerarizbletiPom i pseadoudqgs persiutagion by an output
B EEEL P BRHPRIRIOE RErMlah it b AR B oYL 00°

ibhgdkt uctions for initializing the at |east one state

vari abl e befaore encryptin first_ plaintext block by
r andomi zMREITENE fb state W&?@}Ph@ ﬁsfﬁjep?rﬁﬂ‘ﬁf’cﬁoflc}’yaan outpui”of the first

3:5&&&9%&6}9 %&ﬂ%t AohChebD¥e@Bud BloSE DAk thOYRElariable for the first

enerating an authentication tag froma conbi nation
gheitdompdom permvaati calftaas the gement dldckgandt
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| east one ciphertext block froman output of each
pl ai ntext bl ock's final pseudorandom 19 WO
2007/ 120172 PCT/ US2006/ 029796 pernutati on, wherein
t he pseudorandom pernutati ons are at |east one of
bl ock ci phers, keyed substitution tables, S Boxes,
and rotors. [0063] Although an exenpl ary enbodi nent
of hbdfisshesmievatididesioesialier psovdathdom pdastabiesby
illustrated in the acconpani ed draw ngs and descrlbig
.aﬁ opipat ¢idhe psreing Bicaloapiony E%I'EN%PPS% PRFYIpUS

3. %é{’l?o% dr Iagsfm bEhdr slta(fé 'vdrﬁbl@é)% kﬂdﬁ}ﬁeﬁ %Sﬁl aft1BRt one
enbo iments [ osed, I s capabl nune ous
mémbmamgﬁaﬁﬁm@aamhmmdﬁhmzﬁaﬂansud&umwmamh&ﬁmﬁaﬁ$mmsmeof
g%ﬁh ut departing fromthe spirit of the invention as

rth and defined by the follow ng clains. For

4. exafRlfomdd c%ﬁ@bbvhér&!n% fic %}Fableg Xt%@ﬁdcﬁ)ﬂihd(i@ﬁg Ritwise exclusive
performed fully “and/or partially by one or nore of
tonéXeRgnents. Al so, these capabilities may be

5 Dot ARG D L S RRCE Bl 07 P

an d/ or rRea\Ve at Masr dRtpifRtexMEdsheS, whetdih tHéaintext message forms
depicted in a particular manner, various nodul es or
at lpAsbenesplpimiexbbloelsposi t i oned wi t hout departlng fromthe

f th S t
ol hough HERTaEesF PaAFTHER 1 “hhligk 05 g peudorandon

per@futdt®aS 8 cabblblaek; of nodul es and connections can be
utilized with the present invention in order to

acconpl | B8 ﬁﬁég@ﬁ¥%Wﬂﬁh%W%ﬁ@#dﬁmkkﬁmﬁpgvpﬁgmmhmlbyatha“‘“m
stafrédgd/rfabﬁnﬁbchn@% bigalh %le%aéhoﬁfaﬁﬁext R5ESERY dt rl¥£'9toh9 rbf previously
or make ﬂe present vention nore efficient
gendisiel ptimeutation ovtpatsi reviesty betewged peanutetion myoits, e:sphertext and
can be sent between the nodules via at | east one of
plamicytyadass source, and a wired source and via
pl ur al i t i @fii Moot CRliS vartdbld B entigtink Shkiad PRfntkRt block by
1. A nmethod for encrypting a plaintexXxt nessage
nmdommmmgan@umrece|V|ng at | east one plaintext nessage

p| :F]}\Flt gt}sﬁh% gtﬁ nt © tglcgﬁ?r br%s (gimm glaetn{loﬁc:{%al%lt e to facilitate the

qgﬁkﬁbﬁﬁn%fgﬁnﬂﬁéQmﬂﬁﬁgdorand0ﬁ1 permutations to each
bl ock; nDdlfylng an input to each said pseudorandom

7. perﬁhﬁt wethod dbelaam 3. oukereis thy witialized state variables are unique from other

initialized state variables in a context of a session key.

8. A method for encrypting a plaintext message comprising:

receiving at least one plaintext message, wherein the plaintext message forms at
least one plaintext block;

encrypting said plaintext block by applying 2 or more pseudorandom

permutations to each block; and
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vari able which is nodified for each pl ai ntext bl ock
by at | east one of previously generated pernutation
out puts, previously generated pernutation inputs,
ci phertext, and plaintext; partitioning the plaintext
nmessage into.a plurality_of equal size plaintext
bl ocks: meityineAadipyy te pechsridingeuderandpragiegautaigon by at least one state
$acilql: [ laj cks. :
veripBE A P mb el Toch pREHER 00K B B RATE of ey gonerated
permeakon/oungnta hrdvéasly generaipl aemitgation st gphenvdxé raad plafniext,
pl ai nt ext. nessage for at . | east one pl ai ntext,. ‘
bl ock;  SHRETSIB diiier ot pregisradim predtiops deypimistbs number of
statQ%aiBi& pseudorandom pernutations to each bl ock; and
nodiTying an input to each said pseudorandom
9. perAmethbd for enbryptang 4 paistexomessageapmpuisingabl e which is

nodi fied for each plaintext block by at |east one of

o1 evi 0udPSF  AL A R A LF SHE o UPBas e B eipee forms a
leasOReIBh@G WUt ati on i nputs, ciphertext, and

pl aintext, wherein the nodification of the state

vari abl ecryoips | sk rlainteadlocknby ofeplyingdi f ¢ meere heseudorandom
D &%&%m%?%kﬁ%hﬁkfﬁﬁ,a first pseudorandom pernutation

‘by"anToutput of @ next to the |ast pseudorandom

per mut atmedifyieodn inper 1p esshi sidspsbldoedtdommeithiytafivgh Byha least one state

state variable for a final permytation by an output
varighle pyfucly jsr wpditigd dofaench mineseblack BY iabirapt o ehhereviously generated

perBE B A PR s BBl PR, aBforbPEakd Sl
21 nodi fyhagin eivh wtatoeandemipatmhweatichas kel bpatiesst one different key.
pseudor andom per nut ati ons by an output of the
precedi ng pseudorandom pernutation fromthe previous
bl ock. 3. The nethod of claim2, wherein the state
vari ables are nodified using at | east one of nodul ar
2" addition and nodul ar 2" subtraction wherein n
represents the size of a block. 4. The nethod of
claim2, wherein the state variables are nodified
using a bitw se exclusive or (XOR). 5. A nethod for
encrypting a plaintext nessage, conprising: receiving
at | east one pl ai ntext nessage, wherein the plaintext
nessage forns
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at | east one plaintext block; encrypting said

pl ai nt ext bl ock by applying 2 or nore pseudorandom

pernmutati ons to each block; nodifying an input to

each sai d pseudorandom permnutation by at |east one

state variable which is nodified for each pl ai nt ext
10. b| odkmpirodfor carEptingRerlanic messpagasOPPngBEer at ed

Cation. . : |
oot s e e PondAMERR s RO B 60 B fHhBke BEbc
t he st atecwath@bias fahexe bokr ppt apdyibpe2 f or shore pseudorandom

pl ai.ntext bl ock by random zing a nonce. 6. The
perpehey ofach bicka & conpri sing paddi ng the nonce in

order t o > 9 P : ¢
vrt apl a2 AB I AEER Sl fd p iR b BF At one s

variablie twlath meohodifiat o eachafihinsxtableckiby qidesst om of hewviously generated
initialized state variables in.a context of a session

perfRUOTEOURIS DRSSl STt BT RO TS TR < g Bt
Conpr i SiPgkreih @GRV 1B pdeBltthnddRtpindafib®thay RS &BGRuted for the
wherein the plaintext nmessage forns at |east one

inverbesiofia exnaibing ekrtionred thegseusigrasdon petrapatienst bl ock by

ap i ng.,2 ,0r r.e eudor andom nut.ati on . each . .
1 PO, Rea05r R JPmg AT BT BB, B o b e
PSQId A AR PRrRehThAhhPBe Byanatd ie@storafte state

variable which is nodified for each plaintext block
12 py Amethoddor SWBPOHRS pPBIGH §10553gRFERRASHZ: per nut ati on

ci phor ¢ SeEoi L B R oBP BGH RS oG e e message forms

leap aeiplainexdblatiner nut at i ons det erm nes the nunber of
state variables. 9. A neth

od for encrypting a
pl ai nt ex§PchEdEa ggald ohipiniest rigf?ckr e iawl%gg at Pedupreopgeudorandom

pe e o sade, wherein the plaintext nmessage
orns at east one pl ai ntext block; encrypting said

pl ai nt exmodifvak at jnpapipl epengpidpsendorendenppendttion ty at least one state
nmut.ati.ons .to .each bl ack; di fying an jnput to
varBRler W o Bodittear Bh o Meviest BOCBRY iy TabCpihet PRput? gonerated

perlufitiBn outputs, previously generated permutation-inputs, ciphertext, and plaintext; and

generating an authentication tag from a combination of the state variables.

13.  The method of claim 12, wherein the generation consists of concatenating the resulting
state variables after the encryption of the final plaintext block.

4. The method as defined in claim 12, wherein the generation consists of concatenating
the resulting state variables after the encryption of a chosen plaintext block.

15.  The method of claim 12, wherein the generation consists of concatenating the resulting
state variables after the encryption of the final plaintext block, concatenating the initial
state variables, and combining the two sets of concatenated variables through an

exclusive or (XOR)
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vari able which is nodified for each pl ai ntext bl ock
by at | east one of previously generated pernutation
out puts, previously generated pernutation inputs,
ci phertext, and plaintext, wherein each pseudorandom
pernmutation is keyed by at |east one different key.
22a 10. A nethod for encrypting a plaintext nessage,
co [ n s :
16, £ O e B of BEEN {7 Brfbic B tacBNR Rl Bl AR B0 ciphertex
pknw@text bl ock by applying 2 or nore pseudorandom

17. a per etéqut hpcg%fet{} 0o QCF.l?ﬁHLgrtl egﬁg %tfg%é{ggp@g%%leq nésothe size of
%k@hﬁmnﬁaﬁk@Qﬁf mhlch is nodified for each plaintext

bl ock by at |east one of previously generated
18.peﬁhu@&bd@mwmQWpumgapbﬂ@vﬂu@sMgegem@nangd per mut ati on

i nput s, hert nt ext n a portio )

of "t he. pEssitioy sTah e RaMARleRl ot i el B e ook

for the entRyeAS e@l@fpl&nfeﬁﬂ&ﬂ@ﬂkn% pesplyias of of hﬁore pseudorandom

pseudor andom pernutations. 11. The net hod of cl ai m
permotatigisde edoh blork: pseudor andom pernut ati ons and i nverse

pseudor e

or der . 6}59%%?119 {11{% ﬁt&[})%g%csggy sgﬁdo%dgﬂ%%gﬂ?hﬂ?&pyy at least one state

variaBie Salgeh 1§mnmﬁbalmlgeadhqﬁanwmgloat bY aa$dast0d31& off piewbesly generated
nessage, wherein the plaintext nessage forns

PeryEa O GBI KT S BB PR NS, SIRDEGI- o Plsiatext; and
- block b
pe?ﬁuta¥|%ﬂ§hﬁgﬁgn§ﬁeglock&iﬂéggﬁg%%gg%ﬁb?ﬁ atbmﬂonecmﬂmﬂ

each sai d pseudorandom permutati on by at Ieast one
state variable which is nodified for each pl aintext
bl ock by at |east one of previously generated
permut ati on outputs, previously generated pernutation
i nputs, ciphertext, and plaintext; and generating an
aut hentication tag froma conbination of the state
vari ables. 13. The nethod of claim 12, wherein the
generation consists of concatenating the resulting
state variables after the encryption of the fina

pl ai nt ext bl ock. 14. The nethod as defined in claim
12, wherein the generation consists of concatenating
the resulting state variables after the encryption of
a chosen pl ai ntext bl ock. 15. The nethod of claim 12,
wherein the generation consists of concatenating the
resulting state variables after the encryption of
the final plaintext block, concatenating the initia
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19.

20.

21

22,

24.

state variables, and conbining the two sets of

concatenated vari abl es through an exclusive or (XOR)

23 16. The method of claim 12, conprising attaching

the authentication tag to a ciphertext nessage. 17.

The nethod of claim 12, wherein the nunber of state

vari abl es determ nes the size of the authentication

t a0rpel Bethog WA f@rmﬁrrﬁs%aﬁgtihﬁguﬂn%@ Ohisiehs BESRARrypting the
conprising: receiving at [edst one plaintext nessage

fiost phaimtxtl erkt byoaedrhiaing sendnebl ock;  encrypting said

pl ai nt ext bl ock by .applying 2 or nore pseudorandom
ber 1T FETETASEOR OBRIRE BPIBINEN FEHPES FREPISE nput t o
each sai doRSRUIRS ANEAMREIINEL BbéiORorR Yt Bhst b&ARIncONe

state variable which is nodified for each plaintext
bl ock by memdretsttoroatleadt ops etk sursAble; gener at ed

per mut ati on..out put s revi ousl ener.at e er mut.at.i on
PPt oot ortiar Bieettos REfEH 3 e FEREIENCH PR Pk Pl
ARt to a pseudorandom pernutation by at |east one
counter. 23a 19. The nethod of claim 18, conprising
i ni tial i 2vhsepin the legiuiscovpedioftby Beaprappiq thy intpdizer;
first s hl. | Zi .
appar at 18R et LR bt g s £
eeqiRhiisiyngnddmoge eadhandnee Bloak; | east one nonce bl ock

fromat | east one nonce; nenory to store at | east .
one st yhereiathedpeis; combings e aatilsest ope sl vVipRbigivith inputs to the

I L e to at |least one initial
yg@éfﬁaﬁgﬁ%%ﬁtaﬁ%{%%g#c is coupled to the nenory and
t 0o t hewherein thei ipgic; genwtutrsetha o heast ogg statenedriablesofaé current nonce

| east. two pseudorandom pernutatians to equenti al |
Pl ey e IG3LReREAGL Y Beks Orarart 1R Mot
%ﬁfﬁﬁtsrfﬁﬁn {H%%r@Jio&s%ﬁEe 916&'%5%&&0%%!0&1?&1&@%&5&, hiput s

to the pseudorandom permutations; and wherein the
[rpgitscio Germeeacussiontreblogk'd psawdorademgemwaticns abl e of a

O D BBRE hCH, R e Bl SRt

pseudorandom permutations as initial values to use in an encryption or
decryption.

The apparatus of claim 20, wherein the memory stores final state variables as initial
values for use in an encryption or decryption.

The apparatus of claim 20, wherein the logic adds at least one bit of padding to the
nonce to generate equal sized nonce blocks.

The apparatus of claim 20, wherein the number of pseudorandom permutations is equal

to the number of nonce blocks and the number of staie variables.



25.

26.

out puts fromthe previous nonce bl ock's pseudorandom
permutations, and inputs to the previous nonce

bl ock' s pseudorandom pernutations. 21. The apparat us

of claim 20, wherein the nenory stores outputs of

final pseudorandom pernutations as initial values to

use in an encryption or decryption. 22. The

ap pEhadnpsragfs of lckim2@0wherbiarthé psetb@amdenopgrmstativesare at least one of:

n t at.e es |aI Iues for use in
%#Eﬁ lﬁﬁﬁﬁﬂh ?%ﬁﬁ par at us of
cl aipp z%ﬁ))ara%%f Blaftn DO SxlcRGh & p@ﬂi@ﬁ oftthe |p§éiﬁbraﬁﬂ‘(§n Bédmdtions may be
padding to the nonce to generate equal sized nonce
shlestiRited Rrinvatyes odppemaining pofiiop loAihmps@idomhdse permutaiions.
nunber of pseudorandom pernmutations is equal to the
nunber of nonce bl ocks and the nunber of state
vari abl es. 24 25. The apparatus of claim20, wherein
t he pseudorandom pernutati ons are at | east one of.
bl ock ci phers, keyed substitution tables, S-Boxes,
and rotors. 26. The apparatus of claim20, wherein a
portion of the pseudorandom pernutations may be
substituted for inverses of a remmining portion of
t he pseudorandom pernutations. 25
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