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1 DESCRIPTION DATA PROCESSING METHOD AND ITS
APPARATUS 5 TECHNICAL FIELD The present invention relates to a
data processing method, its apparatgs,lits_program, a semiconductor
circuit, and an authentication apparatus useful in the case of conducting
a transaction through a network using an IC 10 (integrated circuit) built
into a card or a mobile terminal Q&ﬁ R EREKGROUND ART At the
present time, communication systems using IC cards etc. for transactions
through the Internet and other 15 networks are being developed. In such

a communica{iop.s a.server receives from for example
reader/writeﬁé 0 %%53833& (BRI mpﬁ?ﬁsfﬁ%&ﬁfﬁﬁ‘
requests using the IC cards and performs user authentication, data
encryption and decryption, 20 and other processing. In the above
explainedfﬁ ' at'k@qslystem, however, itis envisioned that

processing requests for a ane number of IC cards will be received
simultanequsly or in short.time geriods. 25 In this case, the server has to

be able to &Hicianth 2 handls B Brdceiahg feddedts data processing

method, its apparatus, its program, a semiconductor circuit,
and an authentication apparatus useful in the case of |
conducting a transaction through a network using an IC
(integrated circuit) built into a card or a mobile terminal
apparatus.

BACKGROUND ART

At the present time, communication systems using IC
cards etc. for transactions through the Internet and other
networks are being developed.

In such a communication systems, a server rece'ives
from for example reader/writers of IC cards or PCs (perso;lal
computers) processing requests using the IC cards and
performs user authentication, data encryption and decryption,
and other processing.

In the above explained coﬁmunication system, however,
it is envisioned that processing requests for a large number
of IC cards will be received simultaneously or in short time
periods.

In this case, the server has to be able to efficiently
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Further, a server sometimes executes a plurality of application programs

for processing for procedures relating to a plurality of settlement

businesses and performs 5 processing pising selected application

programs in accordance with the processing requests. Such processing
requests a?\?cﬂa}é‘% io.he senf_fxi‘lcier‘l,:tlé/ haensdéed. Further, in the above

explained communication system, the apaibation program executed by

the serv 0 describe codes using key information for accessi

IC c~ards%£1€1§ ggéét%naﬁéc%%erﬁaﬁgg ?o?%‘b%%/atﬁ})éetﬁlé 8Scaé}d§).ﬁ?—‘f(§r%, %‘fg of

kggﬂa@eymw@o%@egﬁ@o%!&%@@@QQ%@ r*%%%ﬂ(?wgcgalyrkyﬁg‘%laung |

manager of the server if expecting security of Transactions using t

- cagds, 15 Therefars. iaéhgge«é&én\%ﬂ@r@gsmfé@s?sse'fg?ﬁd Pg@#&g%gd

customized the application programs upon request from the above _

ﬁ@&_@;&@@e@%{w@m@@sio%fﬂséé%% 5&09&%@93&9 accordance
customizing application programs in this way, however; there 20 is the

b es qareat. Further. in the
g;b%%kg rg)&%aat%%gi%%gg or§ Mé éﬁ)‘ﬁggt%r% %‘r%égsrglén%gitr Y Eiffr}a Ef also

q{%diggargecogmrgg%nqgﬁhq{a%%e ses run. Such application

programs are produced by the individual businesses and downloaded to

the 25 5%{?%%!@9 pﬁ{SQH@ Q%Iyggt%ﬁﬁ%ﬁ\@é %@ggca&@:\l{gh system,

however, when the above explained

the application program executed by the server has to
describe codes using key information for accessing IC cards

and operational commands for operating the IC cards. Here,

‘the key information and operational commands can be known

only by the manAger of the server if expecting security of
transactions using the IC cards.

Therefore, in the past, the manager of the server
produced and customized the application programs upon
request‘ from the above service providers.

With the manager of the server producing and
customizing application programs in this way, however, there
is the problem that the load on the manager becomes great.

Further, in the above explained server, for example,
application p}:ograms of a plurality of credit card companies .
or other businesses run. Such application programs are
produced by the individual businesses and downloaded to the

server using personal computers etc.
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server runs application programs of a plurality of business_es, it is
necessary to ensure that the processing of each application program not
be monitored or tampered with by 5 another application program. On the
other hand, there is a demand for providing diverse serwc_:es_vx_/hlle
transferring data tl:letween application programs. Further, individual .
businessggs downloat thair PSR ﬁ‘%‘?&grdﬁ?fb eseRRyarerrlained
d m in_accordance with need. When individual businesses
d%\%%%)a gblafcgl?&?jﬁ?gg% s 3 B ER e H AdRb g %@aﬁﬁl?&&ﬁdﬁ‘esses :
peqgrams. in this way, however, it is necessary to prevent programs _15 in

S dven saxﬁiﬁ%ﬂf fé?ﬁl&ere Wik, B\‘g’*"a RERRBEEFBLrAfiziRgh

ce
the server fromsbeln

thy . le, there _is the technique of .authentication processing
u%%égk%%éin 68 rmation-WAeh gggzers}%?ngﬁ‘ﬁ%’s%?\’fé?rfiugﬁ al*eRER Rey "“:h: by

infouRation | J\%ngaiuryhe memory of a terminal apparatus 20 (personal

computer), however, sol%%ré’féotﬁea&msibility of illicit use and there is a

roblem ig security. .Further, the LS| forming the ahove explained server
h fha %Jf-"% he §§meﬁ:r%3§%cg§ss%sdae%%r§°dﬂt§’iﬁ€‘6’fdmg

has a built-In

t ip. 25 In such a case data#ows over the bus provided between
E?{[rr%:l%%l chipand éq'xvt'eﬁrﬁgﬁr%rn%& LS HATSRRRBE REReaPPLlication

programs.

Further, individual businesses download their
application programs to the server, then debug them in
accordance with need.

When individqal businesses download application
programs to the server or debug those application programs
in this way, however, it is necessary to prevent programs
in the server from being illicitly tampered with.

As a technique for realizing this, for example, there
is the technique of authentication processing using key
information when accessing the server. Usually, such key
information is stored in the memory of a terminal apparatus
(personal computer), however, so there is the possibility
of illicit use énd there is a problem in security.

Further, the LSI forming the above explained server
has a built-in CPU. The CPU sometimes accesses a memory

outside of the LSI chip.

In such a casé, data flows over the bus provided between
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by probing the bus. When the above explained server performs
e-commercial transactions, personal authentication, and other highly 5
confidential processing, however, as.explained above, there is a problem
in security if the data is probed. Further, the above explained server is

S@H@&.@%%S&'Bpgﬁﬁde%é‘?%l%%'i %Pe@B%tg In thig cgse a%g“ I8, be viewed

computer runs a plurality o programsTélating to a plurality Of Senvices

wovided Dy diffefentiyginesses. When those services handle highly
confidential data such as with settlements, there is the problem that there

' a possiplly afueduahjy copfidanial dag ve . eadh B SNe St i a1

being illicitly 15 acquired or tampered y another business er,

thereavedieriLtheollawing Proflems, when (4sing aéﬁg"%&t{%’%@" highly

general computer aS, the above explained computer. 133 shows

@&J&e@@e@?gmg@% 2Rsqmpager a1, |p the compuler 601 4y cre

shown in FIG. 133, a CPU 602" performs processing using the instructions

K A0 BIPYATYERM (Y 2y peliony 0341 1S, ChpoRdgouiPuts an

address for access in the memory 25 603 to an addre 4.5

Further’ m@ﬁglﬁ,ozt{@dgﬁm t%%(g.fﬂ%r¥£0§eog\y\éqﬂte§.s sometimes

comprised of a single computer.

In this case, a single computer runs a plurality of
programs relating to a plurality of services provided by
different businesses. When those services handle highly
confidential data such as with settlements, there is the
problem that there is a possibiliﬁy of the highly
confidential‘data owned by each business being illicitly
acquired or tampered with by another business.

Further, there have been the following problems when

using a conventional general computer as the above explained

-computer.

FIG. 133 shows the basic configuration of a general
computer 601.

In the computer 601 shown in FIG. 133, a CPU 602
performs processing using the instructions and data of a
program :ead from a memory 603.
| The CPU 602 outputs an address for aécess in the memory

603 to an address bus 604.
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in it according to a control signal S602. The module A, module B, and
module C stored in the memory 603 are processing units of a program
having specific 5 functions. A debugges 605 checks the operation of the
CPU 602 at the time of development of a program. It uses a HALT signal

to tempogasibhakk theperaiosod’ e.GEY 592, £ﬁ%dm£lﬁ%@g' MQ“%“@U&'}tes

of the CPU 602, and inform that 10 information to the progra _ deve oper.
Hereilg RlGedadi ks aesumedthatdhe il AsBgs a basic function

used by the module B or the module C. Here, assume that the routine of

the basicriiactiuinclided indeg nedsle Avg hightyganfidentigl Iysyeh the

15 a case, since the module A is a basic function, it is necessary to

mieiide It eBVEeR s eaablingsthe developes iR Nadie, B

X !‘Fﬁj specific
module C to develop its program. As one means for this, there is the ;
reaediafglistributing a library. This is expressed in an intermediate
language between 20 a higher language and machine language (normally

called an, "aa3anafx FATEHR0SH BklL ARANSIS IS 1RIAVEY 83SY%HORUS 602

a high possibility that the processing routine of a program desired to be

ep N ficiontial 1Vl SReiEpREEAMYIO KO FURN Gl 35 NP NP8 g na 1

the basic module (in this 25 example, the module A) is stored in the

rBeMesBe3 47 2ayanee1€- eRd. RSLIPARS 570 (1S %wa@bél’,‘e read
developer develops
internal information of the CPU 602, and inform that
information to the program developer.
Here, in FIG. 133, it is assumed that the module A
has a basic function used by the module B or the module C.
Here, assume that the routine of the basic function
included in the module A is highly confidential. In such

a case, since themodule A is a basic function, it is necessary

to provide an environment enabling the developer of the

module B or module C to develop its program. As one means

for this, there is the method of distributing a library.
This is expressed in an intermediate l'anguage between
a higher language and machine language (normally called an
"assembly language"), but analysis is relatively easy. There
ié a high possibility that the processing routine of a program
desired to be .kept confidential will end up becoming known.
Further, as another means, the basic module (in this

example, the module A) is stored in the memory 603 in advance



the software assuming that the basic module is present at a specific
location. Even with this means, however, there is the problem that _tis
not that ;hard for the developers of the modules B and C to read the
module A stored in the memory 603.-At this time, the read content is in a
machine language of a level which the CPJ 602 executes, but there are

Ai00ls for. gonverting tﬁ&g@cbmea_@nguwsﬁgzgg, assemhly, JaNGYATE e e 1 ops.

The routine can be analyzéd relatively easily. Further, there is the

tproblent ihatthe gdevelopess ohthe mpdules 8 andnctandtemporaribyshalt at
the execution by the CPU 6C2 in the middle of execution of the module A
aatsifecdévietoprpentstage of their programs so as to learn the data
handled or the content of the same and thereby -earn the entire

processig foutiné ‘of the' Sroffdi of tHe Mottler ACEGftRers anthe problem
-3pplication pragram,.fUnning, on tg‘% %b%% explained server pandles ke, . o
I other i faata set

data, charging data, log data, an igh securit by the
esefvige provider sadhere-hageena gdemanddar protegting dtdrom llieitz . at

tampering or monitoring. Embodiments of the present invention provide a
titdta provessing metked] senticenmductor circuig and@rogram abletege of a
leffi(:ientl perform processin% in accordance with 7 a large number of

6%@é8§7 ?%UUEQ%HCPU 602 executes, but there are tools for
converting this machine language to an assembly language.
The routine can be analyzed relatively easily.

Further, there is the problem that the developers of
. the modules B and C can temporarily halt the execution by
the CPU 602 in the middle of execution of the module A at
the development stage of their programs so as to learn the
data handled or the content of the same and thereby learn
the entire processing routine of the program of the module
A.

Further, an application program running on the above
explained server handles key data, charging data, log data,
and other high security data set by the service provider,
so there has been a demand for protecting it from illicit
tampering or monitoring.

Embodiments of the present invention provide a data

processing method, semiconductor circuit, and program able to

efficiently perform processing in accordance with



Embodiments the present invention provide a data processing method,
semiconductor circuit, and program enabling a user to produce and
customize an application program of the user to be executed by a server
without allowing the user to learn highly cenfidential information.
Embodiments of the present invention provide a data processing method,

2SERIGORAUGERr CIrCU, gggcpéggrﬁqﬁ apleto. prevent each individual
application program from being influenced by another application
programpnben the samecsemicenductayeaircuil riunsha plurality of ide a data
apoplication programs. Embodiments of the present invention provide a

Pdarae pEOCESSING Fhéthod, seRTEenduEBEERéuit, aid prdgram alfsivingProgram
transfer of data between app" cation programs in accordance with need

Sfiffe" preertting' 8ath applicaifon rogran from befl ifcitly tanfbdred “= "
Jwith, monitgeed. glc. Py the user of anather application programpyhien the oy«

same semiconductor circuit runs a plurality of application programs.

Embpditgents-ofiBe presentdavention;proyide a tada nprogessingsnethodon .
semiconductor circuit, authentication apparatus, and program enabling
the contéhtofdicness to @ fserver opotheesemiconduttorcircuiptolde a data .

restricted in accordance with rights to the same. -e- Embodiments o the
q%%g@ﬁﬁﬁﬂ%nﬂﬁﬁ?ﬁgmdééﬁlCOﬂdUCtOf circuit, and program able to

prevent each individual application program from being
influenced by another application program when the same
semiconductor c¢ircuit runs a plurality of application
programs.

Embodiments of the present invention provide a data
processing method, semiconductor circuit, and  program
allowing transfer of data between application programs in
accordance with need while preventing each application
program from being illicitly tampered with, monitored, etc.
by the user of another application program when the same
semiconductor circuit runs a plurality of application
programs.

Embodiments of the present invention provide a data
processing method, semiconductor circuit, authentication
apparatus, and program enabling the content of access to a
server or other semiconductor circuit to be restricted in

accordance with rights to the same.



semiconductor circuit and data processing method enabling the
confidentiality of data to be maintained even when transmitting highly
confidential data between the semiconductor circuit and a semiconductor
storage circuit through an external busg Embodiments of the present
invention provide a data processing apparatus enabling the confidentiality

of instructions.and data to he majntained hetween programs when. s qe -

executing a plurality of programs. Embodiments of the present invention
pravide ad.senteonduetor circuihenabling the:condidentialityrefta qrograabling
to be executed to be improved. Embodiments of the present invention
Pprovidecandatde riroeedding apparatus; itsmethed, aadritsgprogrameven  when
enabling she security of an applicationﬁ@{ggram running on the server to

bedrproved When proviting a serAde: HliC ofditfer infegrategn  the
circuit, DI§CLtOSURE OF THE INVENTION. Disclosed herein is a data_. .
semiconauc r onaucrror .s clrcult

Cerf‘ult daéld d Senl . . tora%e
processing method “performed by a Semiconductor circuit in accordance
with, plurality-ofjrogessing, requests, comprising the steps of:
generating job management data including job execution order data

showing amesdemneh9sexetutidreof arplusality ohjolstformingprocessing data
in accordance with a processing request and. status data showing
processing apparatus enabling the confidentiality of
instructions and data to be maintained between programs
when executing a plurality of programs.

Embodiments of the present invention provide a
semiconductor circuit enabling the confidentiality of a
program tQ be executed to be improved.

Embodiments of the present invention provide a data
processing apparatus, 1its method, and its program enabling
the security of an application program running on the
server to be improved when providing a service using an IC
or other integrated circuit.

DISCLOSURE OF THE INVENTION

Disclosed Therein is a data processing method
performed by a semiconductor circuit 1in accordance with a
plurality of processing requests, comprising the steps of:
generating Jjob management data 1including FJob execution

order data showing an order of



the state of progress of execution of the plurality of jobs for each of the
plurality of processing requests, selecting one job management data from
the generated plurality of job management data based on a predetermined
rule, selecting a job to be executed-next-based on the status data and
the processing order data of the selected or management data, executing

the selected jobs and ypdating; the statusidata ofdberselectediobessing in
management data in accordance with the execution of that job. The
semiconraucton Citcuil may genetate jak qunapagement data:mctisding jolowing
execution order data showing an order of execution of a plurality of jobs

fornifg aprocessingiA aeesrdahce Wit alibcessing fediiest and statbs J00s

gata sh%;ﬁq/in the state o%pr&)sgsress of execution of the Iuralit%/ of job fort .
ath ot the gﬁjr&]ﬁ? Jf processing TeqlestsSTha SemicoRdtictdr cifctn™ "9

may selsct one ioh. managament data fropythe geperated plurality ofjjob,, ¢

management data based on a predetermined rule. The semiconductor

giseuit may sglect the ralstobe exeedtedfiext basedrerdhe status data rule,
and the processing order data of the selected job management data. - 10
Fhesemiconductopirduit may exectite tiik sefectedojsirThen the status

semiconductor circuit may update the status data , o
data and the procéssing order data of the selected job

management data, executing the selected job, and updating
the status data of the selected job management data in
accordance with the execution of that job.

The semiconductor circuit may generate job
management data including job execution order data showing
an order of execution of a plurality of Jjobs forming
processing in accordance with a processing request and status
data showing the state of progress of execution of the
plurality of Jobs for each of the plurality of processing
reqguests.

The semiconductor «c¢ircuit may select one Jjob
management data from the generated plurality of Job
management data based on a predetermined rule.

The semiconductor circuit may select the job to be
executed next based on the status data and the processing

order data of the selected job management data.



of the selected job management data in accordance with execution of that
job. The data processing method may further comprise a step of updating
the status data o" the selected job management data, then selecting one
job management data from the pluralitypof-data modules. The data
processing method may further comprise a step of selecting one job

management dafa it R‘dﬁﬁ'&%gra'&r%fu%ta Fggd“'eéx%fé%rt%od%%%g e ccteq
status data of the selected job management data. The data processing

mathod may further comprise a step of deleting the job management data
when all jobs forming the processing -n accordance with the processing
requestTinishsdeeing exécutedr The data provessingemetizod: nraysfugthes data
comprise a step of -receiving the processing requests from an integrated
Bircuit Havif§ sestoRse UAR stBARG daleto-beded fot pratessiirora  with
'g&oecggyg%pteg?rn%%%)évithc;tge semiconductor circuit-11 ora

communication apparatL% Inputting and outputting data with the

integrat@géi'@é’ga%%%%%Iﬂﬁ{;eiﬂés;@o%erﬂE:Qn%qgﬁgE?L@Jﬁbrise a step
processing data in accordance with a plurality of processing requests,

camprising armintentace fertinputtinga thepluratity o pracessingdiequesisgement

a storage circuit for

data, then selecting one Jjob management data from the
“plurality of data modules.

The data processing method may further comprise a
step of selecting one job management data from the plurality
of data modules after updating the status data of the
selected job management data.

The data processing method may further comprise a
step of deleting the Jjob management data when all Jjobs
forming the processing in accordance with the processing
request finish being executed.

The data processing method may further comprise a
step of receiving the processing requests from an integrated
circuit having a storage unit storing data to be used for
processing for a procedure performed with the semiconductor

circuilt



storing job management data including job execution order data showing
an order of execution of a plurality of jobs forming processing in
accordance with a processing request and status data showing a state of
progress of execution of the plurality of jobs, and a control circuit for
generating the job management data for each of the input plurality of

oprogessing reauests; and storing it inthe storage gireult, Seleelinganeob ¢, - 5
management data from the generated plurality of job management data,
wselectingsand exectdingd the: job {obe executed next based on the status
data and the processing order data of the selected job management
data, an@updatisg the statgs datalsf the selected julrlundanagemenicdata for
in accordance with the execution of -oat job . In the semiconductor circuit,

%%Ciﬁt%ﬁ%a maydfiput &B|ura@iﬁﬁ&rr&rae€§ging%aagst§ Th@%gﬁﬁ6ﬁty of
pgg%t ”é%rge%%fg%els?@sma%a ement,data incly 'E%f%% %:%%‘9‘ order: s ng

ata showing an =12 of executionof a plurality o rming

tprocessing in agcerdancewitha processingsrequest andstatus datacuit for
showing a state of progress of execution of the plurality of jobs in
saccoidance abithnthe phunatitytof pedcessing requests and storesttiemin order
the storage circuit. The con-,.rot circuit may select one job management

Gdta frofPiheplurality BT68 mahagemmentdaa. ©f @ plurality of Jobs

forming processing in accordance with a processing request and
status data showing a state of progress of execution of the
plurality of Jjobs, and a control circuit for generating the
job management data for each of the input plurality of
processing reguests and storing it in the storage circuit,
selecting one Job management data from the generated
plurality of job management data, selecting and exeéuting
the job to be executed next based on the status data and
the processing order data of the selected Job management
data, and updating the status data of the selected 3Jjob
management data 1in accordance with the execution of that
job.

In the semiconductor circuit, the interface may input
a plurality of processing reguests.

The control circuit may generate job management data

including job execution order data showing an order



The control circuit may select and execute the job be executed next based

on the status data and the processing order data the selected job

management data and updates the status data of the selected job

management data'_n accordance withZexecution of that job. Disclosed

herein is a program to he executed by a semiconductor circuit for
oprosessing data inracsorsianee withy a plurality of processing requestssing in

comprising a routine for generating job management data including job
aexecutiorrerder tdata showing anrarderabesécutin of eaplufalitpsfjopgovwing

forming processing in accordance with a processing request and statu

2 datashowity e State ot p?ggr_@??SF&eoébti&f of e PluHHiity of BbS ?orj 0os
igagkggﬁﬁy%ggﬂ%ﬁgkpH%@??TQJ§996§SD§f!%%Eg@g§g§cyg%&@§ts and

Job management data from she generated plurality of job management

s€atae a redtine for selectingdhe jeb toibegxecuted next based on the
status data and the processing order data of the selected job

managément cd3t dafa, & foutinet omexecutingahé seleetedijob, andragement

routine for updating the status data of the selected job management data
ditaccoFddhce itk te exédufion’of 1Re joiF TGSt herkitis a data

processjng method performed.by 3 semicondugtor ceulrunningan, 5o, <o

_applicatlon program for processing rePéting 0 a procedure using an
pidtegrated gircyit, wherein fle.semicopducioe  status data and  the

processing order data of the selected Job management data
and updates the status data of the selected job management
data in accordance with execution of that Jjob.

Disclosed herein 1s a program to be executed by a
semiconductor circuit for processing data in accordance with
a plurality of processing requests, comprising a routine for
generating Jjob management data including job execution order
data showing an order of execution of a plurality of jobs
forming processing in accordance with a processing request
and status data showing the state of progress of execution
of the plurality of Jobs for each of the plurality of
processing reguests, a routine for selecting one job
management data from the generated plurality of job
management data, a routine for selecting the Jjob to be
executed next based on the status data and the processing

order data of the selected job management



circuit can view correspondence instructing data indicating
correspondence between operation codes used for the application
program to operate the integrated circu-t and the names of the
operations, that is, the operation names, having the semiconductor circuit
receive as input an operation describing program describing the

aIgterations of the ap Iicationgr ram sin%th ogegﬂio names, and .
a ﬁ]routlne o% exe u% B%iéﬁﬁ electe CHQO' and’ a routine
aving the semiconductor circuit obtain the operation es

orrespending tothe aperation names described dn the-0peration.anagement
describing program by viewing the correspondence instructing data and
disedheobtained deperation cadesito definertheprocessing: of) thie.

application program. Further, the data processing method may further
compriseHevAmg e cofrespéndenéé inskructitgdata fRiFther Sholgthemethod

coré%s%%n ence between the operation n%mes and, kex irJCformation used
MvHen thes tegrated ciftuit pge o oopreratio%lsr(?orrlesponﬁ}ln%nt%)ng an

21058 cperation names.and-having. the serpiconductonGireuit oblain e, o gy re

Key information corfesponding to the operation names described in the
operation deseribing program by Mewing thercorrespondaace sisstraetingictor

data and use that obtained key information t.. define the process;-no of
the appricationprograve T he date protessitgfraethodimay: furthieng  data
D g e S S ge At ok A e ed for
the application program to operate the integrated circuit
and the names of the operations, tThat 1s, the operation
names, having the semiconductor circuit receive as input
an operation describing program describing the operations
of the application program using the operation names, and
having the semiconductor circuit obtain the operation
codes corresponding to the operation names described 1in
the operation describing program by viewing the
correspondence instructing data and use the obtained
operation codes to define the processing of the
application program.

"Further, the data processing method may further
comprise having the correspondence instructing data further

show the correspondence between the operation names and

key information used when the integrated circuit performs



data including job execution order data showing an order of execu-ion of
a plurality of jobs forming processing of the application program and
status data showing the state of progress of execution of the plurality of
jobs, select the job to be executed nrextsbased on the status data and the
processing order data of the job management data, execute the selected

19h, and; update ihe statys datg of the. iselected,iob. management dataying . ing

accordance with the execution™ of that job. Disclosed herein is a
semiconguctascircuit for rupning.an application pregram fies performingmat ion
processing relating to a procedure using an integrated circuit, comprising
astoragecikcuitfor storingtcorregponeence instilicting datadndieatingin  the
correspondence between operation codes used for the application

PRogram (o operate” the inegratadiciftuft V157 4id iames of thg™ - espondence
operaions.that B.operalion names an NEHacs (Of NG A -macion o

operation describing program describing the operation of the application
program usiag Jhe eperation Ramescang g contrek eircuitferebtaining

the operation codes corresponding to the operation names described in

the inpuf'bperatien @eseritting program by thiewingnthe cofrespordenceomprise
instructing data and using the obtained operation codes to define the
ﬁﬁﬁk%@nﬁ%ﬁﬂ@egﬁﬁgﬁﬁgﬁbﬁﬁnﬁﬁ;curt generate Jjob management

data including Jjob execution order data showing an order
of execution of a plurality of Jjobs forming processing of
the application program and status data showing the state
of progress of execution of the plurality of Jjobs, select
the job to be executed next based on the status data and
the processing order data of the job management data,
execute the selected job, and update the status data of the
selected job management data in accordance with the execution
of that job.

Disclosed herein 1s a semiconductor «circuit for
running an application program for performing processing
relating to a ©procedure using an integrated «circuit,
comprising a storage circuit for storing correspondence
instructing data indicating correspondence between
operation codes used for the application program to operate

the integrated circuit



in the semiconductor circuit, the interface may input the operation
describing program describing the operation of the application program.
using the operation names. The control circuit may obtain the operation
codes corresponding to the operatian ngmes described in the input
operation describing program by Viewing the correspondence instructing

?}?g’l I-lrgll%é: g nt@r%l szlrlgg it Qaé/r%%%ghﬁsgbt%@gg OF grati ne%.oa%eisotlg qﬁeéglggs , an

e processing of the application program. Disclosed heréin is a program
to\be exgeutedeby a sepicondygtorgirclbrnaNg-an applieation progrRAbgramn
for performing processing relating to a procedure using an integrated
ciecuit; Comprisinige a eputirecforinpuftingtan  eperation descrifing pregrams ing
describing an operation of the application program using -16- names of
566rafibis for the infegiated ciretit, that 18 Céperationrrames, roufiré forn 119

iewing correspondence instructing data indicating correspondence
b aRueRR “S5ratin SOO used By TR AR ESion progyam ToF SocraaRg 7omes

thesintegrated QEEC!JiEﬁ@d tpg&pgr@gg hamesto %@_@H‘r i@%ﬁ@er%{f%ﬁam by
codes corresponding to the operation names described in the operation

describing program,randasadtine doriusing thecabtgined operation ¢odes; the
to define processing the application program. Disclosed herein is a data
Qﬁﬁﬁégﬁgnﬂgﬁ@§tion codes to define the processing of the
application program.

In the semiconductor circuit, the interface may input
the operation describing program describing the operation of
the application program using the operation names.

The contrcel circuit may obtain the operation codes
corresponding to the operation names described in the
input operation describing program by viewing the
. correspondence instructing data.

The control circuit may use the obtained operation
codes to define the processing of the application program.

Disclosed herein 1is a program to be executed by a
semiconductor circuit running an application program for
performing processing relating to a procedure using an
integrated circuit, comprising: a routine for inputting an
operation describing program describing an operation of

the application program using



performed by a semiconductor circuit executing an application program,
comprising the steps of: protecting each of a plurality of program modules
forming the application. program by a firewall allocated to the program
module in advance in a plurality of firevi&lls; registering a program module
=inked with firewall identification information for identifying the firewall

aHeeated to the program madile, and e%%%@ﬁé‘@%cﬁ’rqgﬁ@dﬁ@?u'%hat is,
conditional on the registration being performed. The data processing

onethad may funtves spmpriserastepnef alfowing datavtransfecor datgoondence
viewing among a plurality of program modules registered linked with the
sBfer fifdwalPidentification infofmaton-and probibitieg dakd eransfer - Rgtween

or data viewin%(?mon%a I%rali of pro}%{am r@odules re isterzd linked £
(\)/\ﬁt%r&iﬁé?enntcnre\?v%lllil entification “information. THe dataprote ﬁﬁgOpera hd

method may further comprise the, steps,of: registering a program madule, .

further linked with download key information to be used when

townloadingt thenpregrass moduledrars ihie nytside ot the semieendustornames
circuit to the semiconductor circuit and, when receiving a download
PEGUESI6Ctheprogfarnvradlle isifg 1he Jdowalondkessinforaiation routine
registered linked with the praogram module to judge if download: is ,
E8 gﬁﬁﬁﬁﬂjthe obtained” operation codes to define processing
of the application program.

Disclosed herein 1s a data ©processing method
performed by a semiconductor circuit executing an
application program, comprising the steps of: protecting
each of a plurality of program modules forming the
application program by & firewall allocated to the program
module 1in advance in a plurality of firewalls, registering
a program module linked with firewall identification
information for identifying the firewall allocated to the
program module, and executing the program module
conditional on the registration being performed.

The data processing method may further comprise a step
of allowing data transfer or data viewing among a plurality
of program modules registered linked with the same

firewall identification information and prohibiting data

transfer



downloading the program module when jugging that download is

possible. Disclosed herein is a semiconductor circuit for running an
application program, protecting each of a plurality of program modules
forming the application program by-afirewall allocated to each program
module in advance in a plurality of firewalls, registering a program module
tinked with firevallidentification informationsfor dgentifying thegfirewallnodules
allocated to the program module, and executing the program module
cenditioralcn the niegibtration being perfermed. Dissioddd heteintis fication
program to be executed by a semiconductor circuit for - 18 executing an
éﬁﬁgl‘ﬂf"arﬁ%ﬁ]ﬁﬁgram, comprising a routine for protecting each of a plurality

of program mad-,ales forming. .the application_progr m;t?(afir X‘f@ . .
gr)?e % T oce %l Hgt og npar%/gg rtrer §re aﬂlse e

a pr S
allocated 10 each program modufe in advance | plurality of S, a

toutine fog registering-a pragram module dinked withslirewall idertifiation nked
information for identifying the firewall allocated to the program module,

anid a rauvting for @xeeyting: fhe-peogram module corditioméaleon thewnloading
registration being performed. Disclosed herein is a data processing

fletholfl * pEFEIN ey A SemMicBhdtiedr SIFRALRIP exdeufing aryemt conductor

application program, comprising the steps of: independen
J%cu&t o) %e sSem conéhctor %erUlg %n ’

g%en receliving a
download request for the ©program module, using the
download key information registered linked with the
program module to Jjudge 1f download 1s possible and
downloading the program module when Jjudging that download
is possible.

Disclosed herein 1is a semiconductor circuit for
running an application program, protecting each of a
plurality of program modules forming the application program
by a firewall allocated to each program module in advance
in a plurality of firewalls, registering a program module
linked with firewall identification information for
identifying the firewall allocated to the program module,
and executing the program module conditional on the
registration being performed.

Disclosed herein 1is a program to be executed by a

semiconductor circuit for



executing a plurality of application programs protected by firewalls,
registering in advance a condition for allowing communication between
the application programs performed through the firewalls, judging if a
communication request satisfies the regjistered condition when an
application program generates a request for communication with another

ggg%%actﬂpgprgg r:%fgg%‘%g’é‘f{%%'“&%%?%f”%g% PEM%%J” ath"?tout ine for

application progr In accordance with the communication request
whenJudging that-ly satisfiegther segistered conditionbisclesedbereiirming
is a semiconductor circuit which independently executes a plurality of
application i 49t iprogramsgretected by fifewalisalegistersdradeancea each
condition for allowing communication. between the application programs

pEReATEd THGtigHT the firéWaifs! fiidges ifa RoMruricationreqaést =115 @
safisfies th o&e%%tggﬁs%g%%%%‘thgg‘;&“ﬁ%% app! CRLON PIGIAT, ERC A P Rua 11

arequest for com nicatio er application program, an

executes scommynicationetweentherapplicalion Pregrams ifhe firewall
accordance with the communication request when judging that it satisfies

thel registeded conditionr The semicondectorgitcut maytindepénderthecuting
execute a plurality of application programs protected by firewails. The ,
EOMICBRAGERT CIftt iy feisterd radvante e registration being

performed.

Disclosed herein 1s a data processing method
performed by a semiconductor circuit for executing an
application prograﬁ, comprising the steps of: independently
executing a plurality of application programs protected by
firewalls, registering in advance a condition for allowing
communication between the application programs performed
through the firewalls, Jjudging if a communication request
satisfies the registered condition when an application
program generates a request for communication with anocther
application program, and executing communication between
the application programs in accordance with the
communication reguest when Jjudging that it satisfies the
registered condition.

Disclosed herein is a semiconductor circuit which

independently executes a plurality of application



condition for allowing communication between the application programs
performed through the firewails. The semiconductor circuit may judge if a
communication request satisfies the registered condition when an
apple-cation. program generates a-regjtiest for communication with

another application program. The semiconductor circuit may execute
conyRHRicaton, between the application pEograms ins aseerdance withethee a
communication request when judging that it satisfies the registered
condittomDisclosed hereinds aprogramdor nrartiag assemidonduerorication
circuit execute a routine - 20 for independently executing a plurality of
RPPHEATN FregEniE BrbtebitB B\ irewdlRs, afrotifiNé forregistefAgsin 1£ 2
advance a cgndition for aIIowing om unicatit%n between .the a(g)plicatig
%?génr%rr%lscﬁeﬁgrrrlneaﬁﬁr%%% thea%r:é\s/vajﬂg,s a ro&tiné?grljaag?ﬁ% ifa
gRmmunjcation request safisfies -heregistered condition when-aguest  for
application program generates a request for communication with another
applicatien ptegrant, end=a tattine fosexecuting rcommgmicatioartetweenutes
the application programs in accordance with the communication request

ot jutighig Bat itssatisties the registéreéonditivit $219n Hecdrdmcaance

with a first aspect of the Present , ‘ . o
with the communication request when judging that it satisfies

Qtion

the registered condition.

The semiconductor circuit may independently execute
a plurality of application programs protected by
firewalls.

The semiconductor circuit may register in advance a
condition for allowing communication between the
~application programs performed through the firewalls.

The semiconductor circuit may judge if a
communication request satisfies the registered condition
when an application program generates a request for
communication with another application program.

The semiconductor circuit may execute communication
between the application programs in accordance with the
communication reguest when Judging that 1t satisfies the
registered condition.

Disclosed herein 1is a program for meking a

semiconductor cilrcult execute a routine



invention, there is provided a data processing method by which
semiconductor circuit or a semiconductor storage apparatus accessible

by said semiconductor circuit downloads a program running in said
semiconductor circuit, where-In said&emiconductor circuit has a software
structure comprised .._ a plurality of layers and having download

fsignatyre verficatiomkey infermatignycorresponding fe gachs -aygiablede i on
be viewed by said semiconductor circu-t, saild data processing method.
Homprising the stepsof : werifying:hyiseid semiconduetor eiseuiteeyyrioading
signature information. generated in accordance with a download request
Jusingusaid -download signaiire vetificationkeydnfesmation wdenon between
receiving said download request, and a-'..-lowing by said semiconductor
1Gireuis the issuer of-said-dgwaleadgeguestiie ddowiiead a prtogramiekaalls,
layer corresponding to the download signature verification key information
dsed fer nthat srerificatiom gonditienal @msaid dewntoadrsignatute satisfies
information being legitimate. Further, the data processing method o the

first aspectof the inveption may-turtherneempsises teosteps taornhayinggram
an authentication apparatus store access master key information
correspending to a layentswhich@r progratmalloweditobe doiwritoadedother
belongs, having the authenticat-on apparatus transmit the download
feguestde ithe sempiconduetor cirenit, and havingitherauthefiticatiomxecuting
apparatus use that access master key information to

communication between the application programs in accordance

with the communication request when judging that it satisfies

the registered condition.



generate the download signature information and transmit -21a- that
download signature information to the semiconductor circuit. Further, the
data processing method of the first aspect of the invention may further
comprise the steps o_: having an autiéntication apparatus store
identification information of the semiconductor circuit and havin%the

authent ctiort @ppaFatisenclyptusé th_é-:jr&éf'.t_ ficafion information dg-©Sen®
glgj\p '%?xt using élp)ee access master, %fééolngorrgaggn [f? r%%%esrgi%go%%g d by

10T e 13 oy, ;
master Key information ‘and se that download master kev informat-on to

generate ;the downioad signature informatign. - 22 dacesrdaneewiths@orage
second aspect of the present invention, there is provided a
sepicontustos circaiti havinga sefiwarssstiucturbicomprised of atpldrafini oads
of layers, said semiconductor circuit able to view downloac, signature ,
Verificatinrekey Tiforiad iontorféspbndift 16 CBAMT Idfer, efiffing  Wherein
download signature information generated in accordance with a downl

request Uiy S5 88%%oadcs}gr%éltﬁ?e ve%fﬁ%atioﬁ key iformation V"%/Eé%? Geure

regeiving.a dowpload reqyest- and allgwing.the.issuer.af said-dewnleadnioad
rgquest to download a program of a layer corresponding to the download
signature verifieation key iiaformationnseddor that verificationtolthat to each
layer able to be viewed by said semiconductor circuit, said
data processing method comprising the steps of : verifying
by said semiconductor circuit download signature information
generated in accordance with a download request usihg said
download signature  verification key information  when
receiving said download request, and allowing by said
semiconductor circuit the issuer of said download request to
download a program of a layer corresponding to the download
signature verification key information wused for that
verification conditional on said download signature
information being legitimate.

Further, the data processing method of the first
aspect of the invention may further comprises the steps
of: having an authentication apparatus store access master
key information corresponding to a layer to which a
program allowed to be downloaded belongs, having the
authentication apparatus transmit the download request to
the semiconductor circuit, and having the authentication
apparatus use that access master key information to

generate the download signature information and transmit



semiconductor circuit or a semiconductor storage circuit accessible by

said se iconductor circuit conditional on said download signature

information being legitimate. The semiconductor circuit of the second

aspect of the invention, when receivirng 4.download request, verifies the
download signal information generated corresgonding to. that dovv.nloa% for
H@%st%ﬁ%ﬂ%@vnlﬁé@%ﬁrel EfffCitior Key ifformation: Eurthar <
the_semiconductor circuit may allow the issuer of the download request to
download a program of a layer corresponding the download signature
verificatien ykey inforration used fop thataarificationdetthat of the first
semiconductor circuit or a semiconductor storage circuit accessible by the
semigonduttoroircuit venditionalrorythéu dowaloador2g isignatuge steps of:
information being legitimate. In accordance with a third aspect of the

PrREEAL indénti6n, (theFs- s Trbvided amRatHentication apparafii bsed ft ="
quihentication when doynloading a program,runny.pa. i semicandidier e

Gifcuit't8 A sémiconductor circuit aving a software structure comprised a
Rlutality. of layers-or a; semicondyctanstorage apparatus accessibleily cation
that semiconductor circuit, said authentication apparatus: storing access
masterkey informationcdariespansing toailayer thhavhicheeprograpster key
allowed to be downloaded belongs, ‘ ‘
information to generate download master key information

and use that download master key information to generate

the downlocad signature information.



transmitting said download. request to said semiconductor circuit, and.
using that access master key information to generate said download
signature information and transmitting that download signature
information to said semiconductor circit. The authentication apparatus of
the third aspect of the invention nay first transmit the download request
to the semiconductor circuit. The authentication apparatus may use
access master key information to generate download si natuge

ir}format%ﬁ. ?ﬁézaﬁ%%ﬂﬁgati%%bp%atﬁ%?ﬁ&f—ra?r%?ﬁlﬁ he® dowhfoad = 5ent
V%%h@%f}#@gmrmaﬂ?gﬁg the semicondugtar circuits =24 g -aceordance. ; roy: ¢

ourth aspect of the present invention, there is provided a c=g-am
ta beiexecuted by-a, semicopdueton cicuildavinga goftware stpuciuegl ity of
comprised of a plurality of layers, said program comprising: a routine for
verifying download signaturedinfermation genetatedibcactordanee withanload
download request when receiving such a download request using said

doviilead Signaifire-verfiation kefShformatii’eha Yorréspbhaingiagers o
in sa'pi: p@rglig of Ia)(]er%. da rout(:i{rcl)%;lqlroallgwing‘t

downloa re%ure’st to downfoad & program ota Iayelrgc%%rstcisyéeéno(ji%gftgg t %ation
generated in accordance with a download request using said
download signature verification key information when
receiving a download request, and allowing the issuer of
said download request to download a program of a layer
corresponding to the download signature verification key
information used for that verification to that
semiconductor circuit or a semiconductor storage circuit
accessible by said semiconductor circuit conditional on
said download signatufe information being legitimate.

The semiconductor circuit of the second aspect of
the invention, when receiving a download request, verifies
the download signal information generated corresponding to
that download request using download signature
verification key information.

Further, the semiconductor c¢ircuilt may allow the
issuer of the download reguest to download a program of a
layer corresponding the download signature verification
key information wused for that wverification to that
semiconductor circuit or a semiconductor storage circuilt
accessible by the semiconductor circuit conditional on the

download



download signature verification key information used for that verification
to that semiconductor circuit or a semiconductor storage circuit
accessible by said semiconductor circuit cord tional o_ said download
signature information being legitimate2 Bisclosed herein is a
semiconductor circuit having a data processing circuit and data =input;

Qutput pracessing,, circuit, wheyein, the,data procgssing circuit inputs and

outputs data with a bus outside of that semiconductor circuit through the

data input{QUtRIL Proeessing Giroult, and the data inpat/output aiteslit present
encrypts data input from the data processing circuit in units of

predetermined datarlengths andwautputs the samé torthecbus, decepitsaratus
data input from the bus and outputs the same to the data processing

Cifct, S perfornRnBasRinpRm ol tRRTEREABAS troBg P AR BES i unning

units of m nu n;r of data |n ut/oqﬁgut trans?ctlon u\C/:vthen Nc/Nb a%rlen R
th% BUSTIEH S HE SHthe B s 5 andthe dataterc: i is Mo an& the 19

%%h%%m%@eof&ﬁ%m@ds M - §5pm%§9ny90rawctogﬁmyltor a

may input and output data with a bus outside of the semicond-actor _cuit
theaughrihedata inputfeutpyt processingcireuit. At thistime] the data  that
input/output circuit may encrypt the data input from the data processing
cuitdgnductor circuit, saild authentication apparatus: storing
access master key information corresponding to a layer to
which a program allowed to Dbe downloaded belongs,
transmitting said download request to said semiconductor
circuit, and using that access master key information to
generate said download signature information and
transmitting that download signature information to said
semiconductor circuit.

The authentication apparatus of the third aspect
of the invention may first transmit the download request
to the semiconductor circuit.

The authentication apparatus may use access master
key information to generate download signature
information.

The authentication apparatus may tCtransmit the
download signature information to  the semiconductor

circuit.



units of oredetermined data lengths and outputs the same to the bus.

Further, the data input/output circuit may decrypt data input from the has

and outputs it to the data process-ng circuit. At this time, the data
input/output apparatus may perform data-input/output transactions

through the outside bus in units of m number of data input/out ut transac

ions whed NcAdisor Where tHelbls widfiPofthe bushie Nb dnd theSddtassent
length is Nc and the smaiiest wholeﬂngmber of n or more js m.. Inthe .
JemicBhdator EPEGE the dBGEIRPATSUtBU Sredit Whén 2ccedsing a - by a
selpicondiglar storage eiteyit basgd.on, dirst address, inpyg rom thedfac yre
processing circuit, converts '--he first address to a second address so as
toageess the sessiconglucten storage-gircuib in unita pé :storageateas inrogram
which the data of Nc is stored and uses that second address to access
thengemigorgiucter storage s - ircuit. \Bisclosed ferginis adfta signature
processing method performed by a semiconductor circuit when accessin

a-'5ef or SBFEYECiRctit witen & SEfiESHUtCtorEieliit dhd- wiload
cstindmits of gnature  verification key information of @ a
corresponding layer in said plurality of layers, and a
routine for allowing the issuer of said download request
to download a program of a layer corresponding to the
download signature verification key information used for that
verification Lo that semiconductor circuit or a
semiconductor storage circuit accessible by said
semiconductor circuit conditional on said download
signature information being legitimate.

Disclosed herein 1s a semiconductor circuit having a
data processing circuit and data input/output processing
circuit, wherein the data processing circuit inputs and
outputs data with a bus outside of that semiconductor
circuit through the data input/output processing circuit,
and the data input/output circuit encrypts data input from
the data processing circuit in units of predetermined data
lengths and outputs the same to the bus, decrypts data
input from the bus and outputs the same to the data

rocessing clrcuilt, and performs data input/output
transactions through the bus in units of m number of data

input/output transactions when Nc/Nb=n where the bus width



predetermined data lengths and outputting the same to the bus,
decrypting data 'input from the bus, and performing data input/output
transactions through the pus in units of in number of data input/output
transactions when Nc/Nb=n where the dswide-h of the bas is Nb and
the data length is Nc and the smallest whole number of n or more is in..
DiScldded] herdin is% strage treuitor stéridy insie&ions andtatafdra the
plurality of pro rams, a %omlput?tion circuit for accessing the storage
Slte, lgﬁrto'dvg 7afransmission finé and urg(i)nrgethlesinIsntfuctions and data of
the plurality of programs to execute the plurality of programs, a
connection switching circuit interposed between the transmission line and
the storage circuit for setting the transmission line and the storage circuit
to one of a connection. state and disconnection state based on a control
signal, a connectionntrol circuit for generating - 27 the control signal for
control to set the transmission line and the storage circuit to one of a
connection state and disconnection state based. on access range
defining data defining an address range in the storage circ-ait able to be
accessed while the computation circuit is executing the plurality of
programs for each of the plurality of prog-rams, an address in the storage
circuit for which the computation circuit issues an access request, and
executing program



instructing information which which program in a plurality of programs the
computation circuit is executing, and an input./outpu’ interface circuit for
inputting and outputting data with the computation circuit through the
transmission line and inputting and-ogtputting data with the outside of

that data processing apparatus. In the data processing apparatus, the
connectiorhopialiciticui generates theicantral gighapindicatingdotsett data
the transmission line and the storage circuit __. a connection state when
thecaddiesauin thevsteiatie crEuit F6r WITiBH SR8 EBIRpGtatich-&ifctitisstizgouah
an access reques is inside the address range .corresggonding to a program

b&ifg ke uteP it By the’aEest TaRge Gefifing data and. generates
the contro] signg|.indicating to Sa%éhedgegsnﬂégmu@%@ggéheﬁ@@g@t may
i

circuit in a disconnection state when is not inside that address range. -

28 Pisplosedderginds arsemicenducteneireuitfor executing agrogramit in
comprising a first transmission line, a storage circuit for storing

mstructions op datke fereXecuting!tieaprograrh haé cemputaticr éircuitfop same
operating based on the instructions read through the firs- transmission

lirfe from ﬁ:l%%torage circuit, a first connection switching circuit for setting

the firs- transmigsion 'ing.and.fhe sigrage eircuitinone 08 ¢ may decrypt
data input from the bus and outputs 1t to the data
processing circuilt.

At this time, the data input/output apparatus may
perform data input/output transactions through the outside
bus in units of m number of data input/output transactions
when Nc/Nb=n where the bus width of the bus is Nb and the
data length is Nc and the smallest whole number of n or more
is m.

In the semiconductor circuit, the data input/output
circuit, when accessing a semiconductor storage circuit
based on a first address input from the data processing
circuit, converts the first address to a second address so
as to access the semiconductor storage circuit in units of
storage areas in which the data of Nc 1s stored and uses

that second address to access the semiconductor storage



connection state and disconnection state based on a first control signal, a
second connection switching circuit for setting a secono__ transmission

line outside of that semiconductor c--cu--t and ne =first transmission line

in one of a connection state and discéfnection state based or a second
control signal, and a connection control circuit for outputting the second
contral +9 -'a-, Ea 1 instructing disconnection to the second connection
switching ci-cuit when outputting the first control signs-- instructing
connectidiitocthediest conmeetion siitching cirelie ant datpratiig the method
second control signal instructing connection to the second connection

RIERIBEGrcuitivhén o fIlGRG TSR comtroP KignaliRsttuctirgessing @

sdlesfrgfgonr? L’[}Igg@tg t%%(@?%%@”@%%%%qtswvlvt}(%gwgaCIr%%'l‘%f@%&%b@é?? Gircuit
semiconductor c-rcu-t, the second connect-on sw'-tchino - 29 circuit Is

connected throughthe seeend transpaissioncLinge 1o-a sterageapparatiiSugh
at the outside of the semiconductor circuit. Further, in the semiconductor

gircuitswhendher cemputatiore cirstikpeads instructiongfromathedstbpage o be
c'_.r-cuit, the connection control circuit outputs the first control signal
THstiUcting €Bnridetion B HFOTIFSLCESinettion SWRcHg Eirddit ad odtpts ©f

the second
preaetermined data lengths and outputting the same to the

bus, decrypting data input from the bus, and performing
data input/output transactions through the bus in units of
m number of data input/output transactions when Nc/Nb=n
where the bus width of the bus is Nb and the data length is
Nc and the smallest whole number of n or more is m.
Disclosed herein 1s a storage circuit for storing
instructions and data of a plurality of programs, a
computation c¢ircuit for accessing the storage circuit
through a transmission line and using the instructions and
data of the plurality of programs to execute the
plurality of programs, a connection switching circuit
interposed between the transmission line and the storage
circuit for setting the transmission line and the storage
circuit to one of a connection state and disconnection
state Dbased on a control signal, a connection control

circuit for generating



control signal instructinc disconnection to the second connection
switch-ng circuit. pisclosed herein is a semiconductor circuit for executing
a prog-ram, comprising an encryption/decryption circuit for storing
encrypted instructions or data of the- grégram, encrypting data to be
output through a first transmission ' 'ne outside of that semiconductor

1GhalCHIt 1@ @ Stosage apparatus; and-decryptingeencrypted iastsuctionsoar 1ine
data input through the first transmission 'line from the storage apparatus,
sncompugtatiorogiecyst foriperforming computafior using tiss tlécryptedate and
instructions or data, a selection circuit for selecting whether to allow

CoRTRORRATGR Betwedh & sBeSHd ramsmissicitie bitdde Offhgring data

c;‘?ee Ey%g%daucgorg CI%%JﬁJtraegdst?ga%%{r%pult%tlog CeIrC%I% Ob]?lésﬁeg_og iar%%qt{m able to
signal, and a control circuit for putting the select on cirotit the control

isignal for sLastrugt-rro-todisallowcommunication » 30: betweenBguting the
second transmission line and the computation circuit while the
computatlonodirquitds perforfung grotessing-bising instelctionsaor dataofams,
the program. Disclosed herein is a data processing apparatus comprising
asterdjeccifcuitfo- SRriR§ I prsdetéininetl Storagdardasd pluralitpefation

application Ero rams each_comprised of a gléjralitg/ o&lata mod%Ies
clading procedsing Touting ata’ deSEbing processing routines for program

instructing information which which program in a plurality
of programs the computation circuit is executing, and an
input/output interface circuit for inputting and outputting
data wiﬁh the computation circuit through the transmission
line and inputting and outputting data with the outside of
that data processing apparatus.

In the data processing apparatus, the connection
control circuit generates the control signal indicating to
set the transmission line and the storage circult in a
connection state when the address in the storage circuit
for which the computation circult i1ssues an access request
is inside the address range corresponding to a program
being executed defined by the access range defining data
and generates the control signal indicating to set the
transmission line and the storage circuit in a
disconnection state when 1t 1s not inside that address

range.



communicating with an integrated circuit to provide a service and storing
management data showing linked together a data module, first key data
used for using another data module in processing according to that data
module, and second key data used f@Btransferring data with the

Integrated, eleyif @e%ro%eff%acﬁ%rd"ag todhatdata, module and @5+ £or
semiconductor circuit performing processing relating to a service cased

Qa2 data medudes, Hdewingrthe aanagement dada i thaiproeessinghission
using the f'_rst_ key, data corresponding to that data module to use

dnotieer dates modates andl; csiny thersesbnd key datestorespondingto data
that data module to transfer data with the integrated circuit. Fu--her, in the

data processing Apardtts, prereradly the storiyRCiftuitTtores 44 tata FOF

Tmodule at jeas, one.of 109,028,091 placesaingReliarmed pRriotRed (i ¢he
the datha modu e, program data showing a routine for registering the data

madule in astarRges area. I0ragram data-showing AJgutine fordeleting £irst
registration of the dana module from the storage area, and program data

showirig-a toutinesfoi def ininc theistorage aréa for smaringthe the first
app:lication program. Further, in the data processing apparatus,

préTeTatl: SHRER proeBssimy i adéotdahte itfanbtieitadta rodWBSs tF 2

be executed by a semicongueior cireuit, the semiconduglor SIteUit uses ¢, o
the Managemerit data t6 obtain

control signal, a second connection switching circuit for
setting a second transmission line outside of that
semiconductor circuit and the first transmission line in
one of a connection state and disconnection state based
on a second control signal, and a connection control
circuit for outputting the second control signal
instructing disconnection to the second connection
switching circuit when outputting the first control
signal instructing connection to the first connection
switching circuit and outputting the second control
signal dinstructing connection to the second connection
switching c¢ircuit when outputting the £first control
signal instructing disconnection to the first connection
switching circuit.
Further, 1n the semiconductor circuit, the second

connection switching



first key data corresponding to the predetermined. data module and the
first key data corresponding to the ether data nodule and uses the other
data module from the predetermined data module being executed
conditional on the obtained two key-data matching. Disclosed herein is a
data processing method whereby a semiconductor circuit for

commynicating with-an -ategratedugircuitie pesfopmprecessing tsion line
provide a service transfers data with a storage circuit, comprising the

steps. oftwhendhesterage circait stores inipredéternfinéd sstoragecaredsctor
a plurality of application programs each comprised of a plurality of data
medilésincluding processing routine data describing processing routines

for communicating with an integrated circuit.to providing a _service and
stores mr;%ﬁlé:g%rﬁé?ﬁt data sh!%lvﬁng Tinked ggdel%ﬁ%rog da%%éldluﬁé, firvg'?ﬁrely the

dataused:-;32, for{-sin;another data module in pracessingjn aceprdaneg rage
with that data module, and second key data used for transferring data
with-theiintegtated ciseuibintproeessing: astording-toithatdataumedulee first
having the semiconductor circuit perform processing relating to a service
baweeer thesdatsmodules thaing e seificdRdbCtorcirchit viewltie Tirst
management data in the processin%relating to tge serVJ'Cce and use the

frSEREYdata borrelpdiding %o a da the | second

aCH(%&ule A Use %lﬁoﬁ}uegsdata module;

qggd%?@@gt@%&SQYCOQQg%Qﬁcting disconnection to the second

connection switching circuit.

Disclosed herein 1s a semiconductor circuit for
executing a program, comprising an encryption/decryption
circuit for storing encrypted instructions or data of the
program, encrypting data to be output through a first
transmission line outside of that semiconductor circuit to
a storage apparatus, and decrypting encrypted instructions
or data input through the first transmission line from the
storage apparatus, a computation circuit for performing
computation using the decrypted instructions or data, a
selection circuit for selecting whether to allow
communication between a second transmission line outside
of the semiconductor circuit and the computation circuilt
based on a control signal, and a control circuit for
outputting to the selection circuit the control signal for

instructing to disallow communication



circuit use the second key data corresponding to the data module in
processing relating to the service to transfer data wit the integrated
circuit. Disclosed herein is a program to be executed by a semiconductor
circuit for communicating with an int‘eg?rgté“d circuit to perform processing

for providing services and transferring data with a storage circuit,
eampesing,t whes theostoragecirguitstores i predetemhingdestorageutation
areas a plurality of application programs each comprised of a plurality of
FataFodu-eYincading PFocesSig U Fotine dats d&stiding proceB&ihgCr™ind
routines for communicatingtwith an integrategt. ctircuit %o rovide services

&id Stores itanagement data siiowing Tinked “together a%]a?a Fodule, first

key dataused forusing,angther the data mogdule inpraeessing accardingatus
to that data module, and second kev data used for transfer of data with
thenp33 sintegrated circaifdn processing fceording:torthat datap mathie,anined
routine for performing processing relating to the service based on the
datarnodule emutine forviewingthie fhanagémeénrtddtatin proeessing <ach
relating to the service and_using the first key data corr%sggng:-ng to tg

£ > t :
GAEHOAER toUse the offier tdata mbdufe: and a-Foutthe¥or Gsing the Fhaing

geond key data gorrespopding todhatdatamodule in. pracessing relafing £or
o0 the service to transfer data with the integrated. circuit.
communicating with an integrated circuit to provide a
service and storing managemeht data showing linked together
a data module, first key data used for using another data
module in processing according to that data module, and
second key data used for <transferring data with the
integrated circuit in processing according to that data
module and a semiconductor circuit performing processing
relating to a service based on a data modules, viewing the
management data in that processing, using the first key
data corresponding to that data module to use another data
module, and using the second key data corresponding to
that data module to transfer data with the integrated
circuit.

Further, in the data processing apparatus, preferably
the storage circuit stores as a data module at least one of
log data of processing performed performed using the data

module, program data



According to the above disclosures, the following effects can be
achieved. That is, it is possible to provide a data processing method,
semiccriductor circuit, and program able to efficiently perform processing
in accordance with a large number-ofjproeessing requests. According to
the above disclosures, _tis possible to provide a data processing

%mggs%mmorf@@wgﬁ@%ﬂ%?a@@aﬁw UG 0 PROdUCE: orage
and customize an application program of the user to be executed by the
server,. withoutinfarming:the usenhofihighly confidential iefornfation. deleting
According to the above disclosures, it is possible to provide a data

progtssing method SsémrcofidtetoreFedie ahBCProgram=ase 36 prevepe, and

each 34 application program from being influenced by ana-her )
§6ﬁﬁﬁﬁ%n%ﬁgaﬁﬁﬁéaﬁﬁg 0 ged oy Ee storage area

r nnj?ﬁ)gl;l %lfflﬁraii?f o] apﬁ?calﬁ%ntprograms n

tpgrslaér%%§gg{1&cogggc%€girgggtég%orgg@g@gge above disclosures, it is

possible to provide a data processing method, semiconductor circuit, and
program ragiedn consideratier obtherabevesexplaimeda peonart ande ferably
allowing the transfer of data among application programs in accordance
Wﬁ@he@dmﬁﬁéS@@@eﬁ@nﬁ@@ﬂfﬁ@@ﬁ%ﬂ@ﬁbﬂxﬁﬁ@ﬁhﬂﬁtﬁﬂﬁﬁ”@ﬁ@Ule is
tampered -with, monitored, etc. by a user of another , .

to be executed by a semiconductor circult, the
semiconductor circult uses the management data to obtain
first key data corresponding to the predetermined data
module and the first key data corresponding to the other
data module and uses the other data module from the
predetermined data module being executed conditional on the
obtained two first key data matching.

Disclosed herein is a data processing method whereby a
semiconductor circuit for communicating with an integrated
circuit to perform processing to provide a @service
transfers data with a storage circuit, comprising the steps
of: , when the storage circuit stores in predetermined
storage areas a plurality of application programs each
comprised of a plurality of data modules including
processing routine data describing processing routines for
communicating with an integrated circuit to providing a

service and stores management data showing linked together

a data module, first key data used



application. program when running a plurality of application programs on
the same semiconductor circuit. According to the first to fourth aspects of
the invention, it is possible to provide a data processing method,
semiconductor circuit, authentication-apparatus, and program able to
restrict the content of access to a semiconductor circuit of a server etc. in

%Pr%‘fﬁg"v'%é@}f@'dﬁgﬁoﬁgﬁ@g@éh@@bﬁ‘t%d%%%eslﬂ IS ccordance
possible to provide a semiconductor circui” and data processing method
ahle t0 maintain dhe eonfidentiadity ofdata eeeronwvherktransmitting highlg for

confidential data between the semiconductor circuit and semiconductor
StorigeiGreuit thriagh dnidkteinat biis LASEETERTY toltheaboven Processing

dISCC|OS C{e it |s 35 ostsmle Ico prowggf dat rocessm appar%gjgo%b € ctor
t6 “Mmantainthe FSonfidé &ntiality of instructions and data be ween programs

Wﬁfﬁbﬁy%R@QQfB@Hr @%9@@@9ﬁ3n§@ﬁ%xE gicthe ahove: ce pased on

aisclosures, it is possible to provide a semiconductor circuit able to
impeovesthe confidentjality of the programrexesutd:t &ccotding ta thelew the
above disclosures, it is possible to provide a data process;-nc apparatus,
method casd prodam amettbetmpm@eméﬂs@@umlﬁmpm@atw service

rogram running on a server When roviding a se-vice using an |
p % use thegflrst key d g corrgspon ding t§ data module

to use another data module, and having the semiconductor
circuit use the second key data corresponding to the data
module 1in processing relating to the service to transfer
data with the integrated circuit.

Disclosed herein 1s a program to be executed by a
semiconductor circuit for communicating with an integrated
circuit to perform processing for providing services and
transferring data with a storage circuit, comprising,
when the storage circuit stores in predetermined storage
areas a plurality of application programs each comprised
of a plurality of data modules including processing
routine data describing processing routines for
communicating with an integrated «circuit to provide
services and stores management data showing linked
together a data module, first key data used for using another
the data module in processing according to that data module,

and second key data used for transfer of data with the



or other integrated circuit. 31 - ,ESCRI_IION Or SHE DRAWINGS FIG. | is
a view of the overall configuration ¢ a communication system of an
embodiment of the present invention. FIG. 2 is a view for explaining the
software configuration of a SAM chi@3hewn in FIG. 1. FIG. 3is a
functional block diagram of an IC of an I' card shown in =IG. 1. FIG. 4is a

iHew Q_Ea@é%l__@'ﬂﬂgjmo_r@ﬁt'oﬁl%%@gs i3 stgrageunitshowp indlG. 3qata
FIG. 5 is a view for explaining information stored in an external memory

nafdtheSAM unitighiown ific31 GG Grisray viewcfoe explaining sendcey to the
definition table data shown in FIG. 5. - 36 FIG. 7 is a view for explaining
FREProcessing th &NSANECHIP Using e Sorviee Hefinition talsle daigwhby the

script ro%ram shown in FIG. 5. FIG. 8 is a[¥iew,for explain!Pn commands
I%-e

e “scfipt roPank EIE Yis Wrunctidhat bidck diagram of e << 27
AN chip, showin FIG, LEIG. 10s.auisutor explaiging e dal2a moaule

stared in a storage unit'shown in FIG. 9. 10 FIG. I1 is a view for
expladring the tormat obl-eardodule, and a routine for using the
second key data corresponding to that data module in
processing relating to the service to transfer data with
the integrated circuit.

According to the above disclosures, the following
effects can be achieved.

That 1s, it is possible to provide a data processing
method, semiconductor circuilt, and program able to
efficiently perform processing in accordance with a large
number of processing reguests.

According to the above disclosures, it 1s possible to
provide a data processing method, semiconductor circuit, and
program - enabling ’a user to produce and customize an
application program of the user to be executed by the
server without informing the user of highly confidential
information.

According to the above disclosures, it is possible to
provide a data processing method, semiconductor circuit, and

program able to prevent each



entity data generated by the SAM chip. FIG. 12 is a state transition chart

of the IC card entity data shown in FIG. Al. FIG. 13 is a view for

explaining a processing routine 15 of an IC card procedure management

task shown in FIG. 10. FIG. 14 is a viéwfor explaining the overall

operation of the communication system shown in FIG. 1. FIG. 15is a

vipwifor explaining theyeverall operatiore ofithe cemmumication sygtemnother
shown in FIG. 1. 20 FIG. 16 is a view for explaining communication
protddotabetwean ay f@rcard and :SAMichip 2 IGL 474 Bfunefiorralbldgliat ion
diagram showing more specifically the function blocks of the SAM chip

SHOWAT ﬁ’f“wtléﬂg.tﬁs FiG"f8 ?f&%?e%?jdjrce%ﬁifﬁﬁﬁ Fhother mode of use
37 of the 304 ghie, F1G, 19 ip alew.afdhe ayerah cofiguration gtibe. o

cor_nmun_lcatlon s%/%?em of an'embodiment of the present invention. 5 FIG.
20-is.a Miewforexplaining the seftwarnee canfiguration eftheSAM chipi rcuit,

shown in FIG. 19. FIG. 21 is a functional block diagram of an IC of the IC

card showp taFlGeald: FIG. 22iss vienefor explaihinghinfosation stordd ined
10 in the storage unit shown in FIG. 21.

prior art and allowing the transfer of data among
application programs in accordance with need while
preventing each application program from being illicitly
tampered with, monitored, etc. by a wuser of another
application program when running a plurality of application
programs on the same semiconductor circuit.

According to the first to fourth aspects of the
invention, it is possible to provide a data processing
method, semiconductor circuit, authenticatilion apparatus,
and program able to restrict the content of access to a
semiconductor circuit of a server etc. in accordance with
its right.

According to the above disclosures, it is possible to
provide a semiconductor «circuit and data processing
method able to maintain the confidentiality of data even
when transmitting highly confidential data between the
semiconductor circuit and semiconductor storage circuit

through an external bus.

According to the above disclosure, 1t is



FIG. 23 is a view for explaining an external memory of the SAM unit

shown in FIG. 19. FIG. 24 is a view for explaining the format of module
management data shown in FIG. 23. 15 FIG. 25 is a functional block

diagram of the 32414 chip shownin FG: 1. FIG. 26 is a view for

explaining tasks executed by the CPU shown in FIG. 25. FIG. 27 is a flow
chartfios explainingribe operation a2Q: fop dowaloatling smcapplieatien able to
program from the personal computer to an external memory shown in
FIG. IR FIG. P8ds acfiovi EHanr ferexplaining thelogeraton 16fthe SAM data

chip executing an application program shown in .FIG. 19. 25 EIG. 29 i
BTG Bxplainii (e OhErRiG HGHAG - 36 BRSARDRF APl aBHicaion®

brogram.gfea,, 3 isA view for explaining the gueial operalion, gl iple co

communication system shown in FIG. 19. FIG. 31 is a functional block

diagrara showingsmere dnspegaiticallydhe dunctiondnacks afdhe SAMehip the
shown in FIG. 25. FIG. 32 is a view for explaining another mode of use of
therSAMeanhip. &HIG: 83d€ atiewof doe everall configgration of the 10

communication system of an embodiment of the present ,
. According to the above disclosures, it is possible to

provide a data processing apparatus, method, and program
able to improve the security of an application program
running on a server when providing a service using an IC
or other integratéd circuit.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a view of the overall configuration of a
communication system of an embodiment of the present
invention.

FIG. 2 1s a view for explaining the software
configuration of a SAM chip shown in FIG. 1.

FIG. 3 is a functional block diagram of an IC of an
IC card shown in FIG. 1.

FIG. 4 1s a view for explaining information stored
in a storage unit shown in FIG. 3.

FIG. 5 is a view for explaining information stored
in an external memory of the SAM unit shown in FIG. 1.

FIG. 6 is a view for explaining service definition

table data shown in FIG. 5.
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invention. FIG. 34 is a view for explaining the software configuration of
the SAM chip shown in FIG. 33. FIG. 35 is a functional block diagram of
an IC of the 15 IC card shown in FIG. 33. FIG. 36 is a view for explaining
the information stored in the storage @it shown in FIG. 35. FIG. 37 is a
view of the external memory of the SAM unit shown in FIG. 33. 20 FIG.

.38 is a VIEWGTor exphaiking fewsdleetiexpgatei shayn thelGrdeddeing iSn a

a view for explaining inter-AP communication data shown in FIG. 37. FIG.,
AN glivinetionthildckediagiam o tkie 524\ hipn 2b=abberdiatd Grid8.script
39 FIG. 41 is a view for explaining tasks executed by the CPU shown in
B gtk Ghérs anieLidr explaining the functions of the settlement
processing routine task shown in FIG. 41. 5 FIG. 43 is a flow chart for
explainirigfithe Fodessing iciwh€ inte eAPlcobmugicattomtasiisheogednin a
FIG. 41. FIG. 44 is a view for explaining the inter-SAM communication
Bsk Ehbwpiedi@md 1 FIG. 45 is-a view for explaining the overall
operation 10 of the communication system shown in FIG. 33.

FIG. 9 is a functional block diagram of the SAM chip

shown in FIG. 1.

FIG. 10 is a view for explaining the data stored in

~ a storage unit shown in FIG. 9.

FIG. 11 is a view for explaining the format of IC card
entity data generated by the SAM chip.
FIG. 12 is a state transition chart of the IC card
entity data shown in FIG. ,11>.,
FIG. 13 ié a view for explaining a processing routine
of an IC card procedure management task shown in FIG. 10.
FIG. 14 is a view for explaining the overall operation
of the commu;xication system shown in FIG. 1.
’ FIG. 15 is a view for explaining the overall operation

of the communication system shown in FIG. 1.

FIG. 16 is a view for explaining communication protocol

between an IC card and SAM chip.

FIG. 17 is a functional block diagram showing more

specifically the function blocks of the SAM chip shown in

FIG. 9.

FIG. 18 is a view for explaining another mode of use
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FIG. 46 is a functional block diagram showing more specifically the
function blocks of the SAM chip shown in FIG. 40. FIG. 47 is a view for
explaining another mode of use 15 of the SAM chip. FIG. 48 is a view of
the overall configuration of the comrmusitation system of an embodiment
of the present invention. FIG. 49 is a view for explaining the software 20
cofifidivatiGAMf tlei®AM chip shown in FIG. 48. FIG. 50 is a functional
block diagram of an authentication unit of a business using the application
program Ed&vn WP HG. 48vEEw. 6T isheviewdendplainiiihefHrelnn off the
the 25 mutual authentication unit shown in FIG. 50. 40 FIG. 52 is a view
fSoBRpaiAing thefurmyiohei td dowrinho diacessingflinihshqureindrn 6.
50. FIG. 53 is a functional block diagram of an authentication unit of a
sbittrerd-developer of a handler 5 layer shown in FIG. 48. FIG. 54 is a
view for explaining the function of the download processing unit shown in:
FIG. 53. FK& 52218 difsinatiodiawldekediegraba Dhthey atithendiodtiomueit of
the manager of the SAM chip shown 70 in FIG. 48.
configuration of the SAM chip shown in FIG. 19.

FIG. 21 is a functional block diagram of an IC of the
IC card shown in FIG. 19.

FIG. 22 is a view for explaining information stored
in the storage unit shown in FIG. 21.

FIG. 23 is a view for explaining an external memory
of the SAM unit shown in FIG. 19.

FIG. 24 is a view for explaining the format of module
management data shown in FIG. 23.

FIG. 25 is a functional block diagram of the SAM chip
shown in FIG. 1.

FIG. 26 is a view for explaining tasks executed by
the CPU shown in FIG. 25.

FIG. 27 is a flow chart for explaining the operation
for downlcading an application program from the personal
computer to an external memory shown in FIG. 19.

FIG. 28 is a flow chart for explaining the operation

of the SAM chip executing an application program shown in

"FIG. 19.

FIG. 29 is a view for explaining the operation during
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FIG. 56 is a view for explaining the function of the download processing

unit shown in FIG. 55. FIG. 57 is a view for explaining the external

memory of the SAM unit shown in FIG. 48. 15 FIG. 58 is a functional

block diagram of the SAM chip shown3f HG. 48. FIG. 59 is a flow chart

for explaining the operation for downloading an application program from
RESABALROBPUIRT (PN DdarBbMesmYy:sirwn in FIG. 48. 20 FIG. 60

is a view for explaining processing for a transaction using an IC card of

the commruGicaBonisy Hevi Stk ki3 A% G . SdsA-Bwneiionabaleslt i on
diagram showing more specifically the function blocks of the SAM chip
sOWhis 2brafain38at #dnFKy.fReis asyWewnfor axpaiming another mode

of use of the SAM chip. FIG. 63 is a view for explaining a modification of

the commugicaBan sgsteMFshavei snklG . ¥ifo 51681 £410m WL e more
overall configuration of the communication system of an embodiment of -
thpepré SaintalDyntidie FGn6%iva iss LxpRining RAROBNAS shown in
configuration of the SAM chip shown in FIG. 64. 10 FIG. 66 is a view for
&qwainhg .the external memory

FIG. 32 is a view for explaining another mode of use
of the SAM chip.

FIG. 33 is a view of the overall configuration of the

- communication system of an embodiment of the present

invention.

FIG. 34 is a view for explaining the software
configuration of the SAM chip shown in FIG. 33.

FIG. 35 is a functional block diagram of an IC of the
IC card shown in FIG. 33.

FIG. 36 is a view for explaining the information stored
in the storage unit shown in FIG. 35,

FIG. 37 is a view of the external memory of the SAM
unit shown in FIG. 33.

FIG. 38 is a view for explaining AP selection data
shown in FIG. 37.

FIG. 39 is a vigw for explaining inter-AP communication

data shown in FIG. 37.

FIG. 40 is a functional block diagram of the SAM chip

shown in FIG. 33.
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of the SAM unit shown in FIG. 64. FIG. 67 is a functional block diagram of
the SAM chip shown in FIG. 64. FIG. 68 is a view for explaining the
relation between 15 the CPU, bus scramble unit, and external memory
shown in FIG. 66. FIG. 69 is a view fof &xplaining the address space

~ between the CPU and external memory shown in FIG. 68. FIG. 70 is a

functiond& Bockddiagmana of fhewb 20 ergsnalila il sbavkdn &tectted by
FIG. 71 is a view for explaining a write operation of the external memory

i eheQRIE sdramble.uniFsBowddn FIG. 67. FIG. 72 is a flow chart of the
operation'shown in FIG. 25 71. - 42 FIG. 73 is a view for explaining a

read opefdfion 62 the extenal nfiemorxpyl thimhugysthaaHanet ShAWA the
FIG. 67. FIG. 74, is a flow chart of the operation shown in FIG. 5 73. FIG.

- Feistd eeenforerplatisg switchptdcessivgslof alsorambile keydn a4l .

scramble key management unit shown in FIG. 70. FIG. 76 is a view for
explainidgSwitdB piscesdidgwl @baa scfambieckdyaiivea sefatifdekeycessing ‘
management unit shown |

of the inter-AP communication task shown in FIG. 41.

FIG. 44 is a view for explaining the intér—SAM
communication task shown in FIG. 41

FIG. 45 is a view for explaining the overall operation
of the qommunication system shown in FIG. 33.

FIG. 46 is a functional block diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 40.

FIG. 47 is a view for explaining another mode of use
of the SAM chip.

FIG. 48 is a view of the overall configuration of the
communiqation system of an embodiment of the present
invention.

FIG. 49 is a view for_explaining the software
configuration of the SAM chip shown in FIG. 48.

FIG. 50 is a functional block diagram of an
authentication unit of a business using the application
program shown in FIG. 48.

FIG. 51 is a view for explaining the function of the

mutual authentication unit shown in FIG. 50.
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- In FIG. 70. FIG. 77 is a view for explaining switch timing of a scramble

key in the scramble key management unit shown in FIG. 70. 15 FIG. 78 is

a view for explaining switch timing of a scramble key in the scramble key
management unit shown in FIG. 707 Ft8. 79 is a view for explaining

pipeline processing by a pipeline processing control unit shown in FIG.

70. 20 FHEG80 %2 aidew foriew|fininetelavendlhgpdragofiohtieion of the
communication system shown in FIG. 64. FIG. 81 is a functional block
dayrbe aHowmeanrsri sgeuifiddllysthevondtionBA6cksSf the SAM chip
shown in ‘FIG. 67. 25 FIG. 82 is a view for explaining another mode of use

- 43 of tREGAN Bhibs FiG £33 td anseliohdbsibcliddiagran ob & computer
used in electronic settlement forming a related art of the present
iAvERRIt 5 Bl e ivnikew forre)giditingte dofwlrpsructfirea ghandler
computer of FIG. 83 and an embodiment of the present invention. FIG. 85.
isavaswsbeerpldinifglifie td¥es of IC cards handled by the computer

shown in FIG. 83. 10 FIG. 86 is a view for explaining the storage state
FIG. 54 is a view for explaining the function of the

download processing unit shown in FIG. 53.

FIG. 55 is a functional block diagram of the
authentication unit of the manager of the SAM chip shown
in FIG. 48.

FIG. 56 is a view for explaining the function of the
download processing unit shown in FIG. 55.

FIG. 57 is a view for explaining the external memory
of the SAM unit shown iﬁ FIG. 48.

FIG. 58 is a functional block diagram of the SAM chip
shown in FIG. 48.

FIG. 59 is a flow chart for explaining the operation
for downloading an application program from a personal
computer to an external memory shown in FIG. 48.

FIG. 60 is a view for explaining processing for a
transaction using an IC card of the communication system‘
shown in FIG. 48.

FIG. 61 is a functional block diagram showing more
specifically the function blocks of tﬁe SBAM chip shown in

FIG. 58.



10

15

20

25

of the memory shown in F[G. 83 before writing. FIG. 87 is a view for

explaining the storage state of the memory shown in FIG. 83 after writing.
FIG. 88 is a view for explaining the correspondence 15 between the
application programs and types of IC &lrds shown in FIG. 84. FIG. 89 is a
view of the configuration of a computer according to an embodiment of

the pres€AEnvéticns FAGv 88vs Bortew:s Thad sdmnitguratidthefrajudigne® use
20 circuit shown in FIG. 89. FIG. 91 is a view of the configuration of a
fefchthed @Fadhtadwtpit shown in FIG. 90. FIG. 92 is a view for explaining

fetch access range defining data shown in FIG. 91. 25 FIG. 93 is a view

of fetch MI&-AP Zall sclatioridd definiegrata shiovgn in MG DM E4Ei%hisof
a view of the configuration of a read judgment circuit shown in FIG. 90.

El® 3mnuvidwabi oxplaniipemresshacoess mamjes 5 défining data shown

in FIG. 94. FIG. 96 is a view for explaining read inter-AP call relation

defining &€ shdwhsn & 161 4. $fGLBE iswarad bf dom €dgfigradtiomobd the
write judgment circuit shown in FIG. 90. 10 FIG. 98 is a view for
explmimniceatiteoaccegs tengef an embodiment of the present

invention.

FIG. 65 is a view for explaining the software
configuration of the SAM chip shown in FIG. 64.

FIG. 66 is a view for explaining the external memory
of the SAM unit shown in FIG. 64.

FIG. 67 is a functional blodk diagram of the SAM chip
shown in FIG. 64.

FIG. 68 is a view for explainingvthe relation between

the CPU, bus scramble unit, and external memory shown in

FIG. 66.

FIG. 69 is a view for explaining the address space
between the CPU and external memory shown in FIG. 68.

FIG. 70 is a fungtional block diagram of the bus
scramble unit shown in FIG. 67.

FIG. 71 is a view for explaining a write operation
of the external memory by the bus sgramble unit shown in
FIG. 67.

FIG. 72 is a flow chart of the operation shown in FIG.

71.
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defining data shown in FIG. 97. FIG. 99 is a view for explaining write

inter-AP call relation defining data shown in FIG. 97. FIG. 100 is a view

for explaining another embodiment 15 aof the present invention. FIG. 101

is a view for explaining another embodiment of the present invention.

FIG. 102 is a view of the configuration of a_semiconductor chip of a first

embodinfelff of fie preRnYiRYinteriG RPIeinda%k & werdoregrahkinr of

the software configuration of the semiconductor chip shown in FIG. 102.

oS 19% feTnAdwisFeEaih e &SGR RN BrogFasbRBaufen FIG.

shown in FIG. 102. 25 FIG. 105 is a view of the configuration of a 45
=hiconductor chip of a second embodiment of the present invention.

FIG. 106 is a view for explaining the configuration. of a program module

shown irfRfes, 105 G 16Y ishandnabr EhpifRagAtd aRicgrown in FIG.

cryption and decryption performed by the encryption/decryption circuit
shiown in FIG. 105 and parity data. FIG. 108 is a view for explaining key
information table _held by the encryption/decryption circuit shown in FIG.

105. 10 HE: 109is'S vibw 3fifie RE SIRIAHRIHNf: toh processing

of a scramble key in a scramble key management unit shown
in FIG. 70.

FIG. 76 is a view for explaining switch processing
of a scramble key in a scramble key management unit shown
in FIG. 70.

FIG. 77 is a view for explaining switch timing of a

scramble key in the scramble key management unit shown in

"FIG. 70.

FIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key management unit shown in
FIG. 70.

FIG. 79 is a view for explaining pipeline processing
by a pipeline processing control unit shown in FIG.-70.

FIG. 80 is a view for explaining the overall operation
of the communication system shown in FIG. 64.

FIG. 81 is a functional block diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 67.

FIG. 82 is a view for explaining another mode of use
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a communication system of the present embodiment. FIG. 110 is a view

for explaining another SAM chip which the SAM chip shown in FIG. 109
communicates with. FIG. 111 is a view for explaining another SAM chip

15 which the SAM chip shown in FIG. £d9 communicates with. FIG. 112

is a functional block diagram of an IC card shown in FIG. 109. FIG. 113 is
&Fiehfrer E2Martvigthe memory shown in FIG. 112. 20 FIG. 114 is a

view for explaining the software structure of the SAM chip shown in FIG.

109. FIGF165 i$a iy forfasmididinngaie bibrade dicsgrafthefoaemanputer
memory shown in FIG. 109. FIG. 116 is a view for explaining an

apptitadon deplorpahdBehblansmGEo1Bicey RiIGrelZted ek forf the
explaining the types of the application element data APE shown in FIG.

P32 £90 £1 18 e tianfor explaining the processing of the SAM chip

shown in FIG. 109. 5 FIG. 119 is a view for explaining the commands

used in BRFC X d-sprraden e csphaiamtingrifipegfdmahewrtimcture
FIG. 118. FIG. 120 is a view for explaining the AP management storage
&Eazhermin =e. ef5 FIGFIG312nd avearfordipiamihpefietde present

management :
invention.

FIG. 85 is a view for explaining the types of IC cards
handled by the computer shown in FIG. 83.

FIG. 86 is a view for explaining thg storage state
of the memory shown‘in FIG. 83 before writing.

‘FIG. 87 is a view for explaining the storage state
of the memory shown in FIG. 83 after writing.

FIG. 88 is a view for explaining the correspondence
between the application prqgrains and types of IC caxds sﬁown /
in FIG. 84.

‘FIG. 89 is a view of the configuration of a computer
according to an embodiment of the present invention.

FIG. 90 is a view of the configuration of a judgment
circuit shown in FIG. 89.

FIG. 91 is a view of the configuration of a fetch
judgment circuit shown in FIG. 90.

»FIG. 92 is a view for explaining fetch access range
defining data shown in FIG. 91.

FIG. 93 is a view of fetch inter-AP call relation
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table data shown in FIG. 120. FIG. 122 is a view for explaining the'SAM

ID. FIG. 123 is a view for explaining the APP table data shown in FIG.

120. 15 FIG. 124 is functional block diagram of the SAM chip shown in

FIG. 109. FIG. 125 is a view for expl"aiﬁiﬁg'tasks, programs, and data

stored in the memory shown in, FIG. 124. FIG. 126 is a view for explaining
wefamimanidad 2 IO wardiantFL Gata923-x. FIG. 127 is a view for
explaining the state transition of the entity status data shown in FIG. 126.
FIG. 128Fi5G-fldd chart of wieeproeésdihg peciofigu datthen Codard read
procedure management task. 25 FIG. 129 is a view for explaining the
predegsng whiarcud t thb Syt bhiFg&rford®s when accessing processing

or data defined by other application element data APE in accordance

with a rofiiffe d@finddbyp apploatibarlexphadainr Eedrnaegesgingange
job at step ST4 of FIG. 128. 5 FIG. 130 is a view for explaining the ‘
pletéading wiidin tishr sy EmipBkGfordd when accessing processing or
data defined by other application element data APE in accordance with a
routine d&fified $§ dbplicativkesefirent euplARE Ve rexdcdivea jdPatcall

step ST4 of FIG. 128. 10 FIG. 131 is a view for explaining the overall
#sdratiden defining data shown in FIG. 94.

FIG. 97 is a view of the configuration of a write
judgment circuit shown in FIG. 90.

FIG. 98 is a view for expiaining write access range
defining data shown in FIG. 9?.

FIG. 99 is a view for explaining write inter-AP call
relation defining data shown in FIG. 97.

FIG. 100 is a view for explaining another embodiment
of the present invention.

FIG. 101 is a view for explaining another embodiment
of the present invention.

FIG. 102 is a view of the configuration of a
semiconductor chip of a first embodiment of the présent
invention.

FIG. 103 is a view for explaining the software
configuration of the semiconductor chip shown in FIG. 102.

FIG. 104 is a view for explaining the configuration
of a program modulé éhown in FIG. 102.

FIG. 105 is a view of the configuration of a
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of the communication system shown in FIG. 109. FIG. 132 is a view for
explaining the overall operation of the communication system shown in

FIG. 109. FIG. 133 is a view for explaining the prior art. 15 BEST MODE
FOR WORKING THE INVENTION Nekt, émbodiments of the present
invention will be explained with reference to the attached drawings. First
ERfoeandrc s pristnt efbodirennd aemdmbddiarent ofrrédponsirgent
20 to the first to sixth aspects of the invention. FIG. 1 is a view of the

Y&t ebPfiguration of a communication system 1 of the present
embodiment. As shown in FIG. 1, the communication system 1 uses a
server 1€ cald§, derdacydeviviirr Jeppisvimlicgnphier @55 i48Pation
(application service provider) server 6, and SAM - 48 (secure application
Ao ®ATERD Bedmimictheunroligh FEe Infe@fet 10 and perform
settlement processing or processing for other procedures using the IC

card 3 {Ategraftll tRcaivarmdpre somimisriing) tha v SAMURL O pstion
an external memory 7 and a SAM chip (semiconductor circuit of the
preseirarEptisaPBPERE Smedhhvs ths tien sofimdrbanifigoryiohissn
shown in FIG. 2. As shown in FIG, 2, the SAM chip 8 has, from a bottom

4 HSdrtoRReE B 3 |78 -arl ARV gmakdprid)tiny el 8. layer,

FIG. 108 is a view for explaining key information table
held by the encryption/decryption circuit shown in FIG. 105.
FIG. 109 is a view of the overall configuration of
a communication system of the present embodiment.
FIG. 110 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.
FIG. 111 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.
- FIG. 112 is a functional block diagram of an IC card
shown in FIG. 109.
FIG. 113 is a view for explaining the memory shown
in FIG. 112.
FIG. 114 is a view for explaining the software
structure of the SAM chip shown in FIG. 109.
| FIG. 115 is a view for explaining the storage areas
of the external memory shown in FIG. 109.
FIG. 116 is a view for explaining an application

program AP shown in FIG. 115.
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lower handler layer, higher handler layer, and AP layer. The lower handler
layer includes a driver layer. Here, the AP layer includes application
programs AP 1, AP-2, and AP -3 defining procedures for use of the IC

card 15 3 by credit card companies"or465thér businesses 151, 152, and

153 shown in FIG. 1. In the AP layer, the application programs AP 1, AP

2, and APG3 ahtthé figherirmdfatapurdraindridedbetviame shafi the
with firewalls FW. 20 The application program AP-1 is defined by a later
aRpihirreatdervice Hemiaribndabie ARE (edreaspohtleBES indthfcting data)
201 and script program (operation describing program) 211 stored in an

externaFR€moty 8. FHe apphetickasrogramaiming déinelpyaersdng of

- 25 exglained service definition table data (correspondence - 49

ther D 2o gt ProgrhfP(operation describing program)

212 stored in the external memory 7. The application program AP-3is =
defined BYG: lafdrexbraife ¥ $eWidecde i nicgatiieopeapsndacased
5 instructing data) 203 and script program (operation describing program)

1 333tordd iRARE eXRARAGHEM A TE T hecsmendis 84d Bénpeqggam shown
through a SCSI port, the Ethernet, etc. to the ASP server 6. The ASP
nfel@-isiddhnected through the Internet 10 to a plurality of terminal 10

apparatuses including a personal computer 5 of the end user
FIG. 120 is a view for explaining the AP management

storage area shown in FIG. 115.

FIG. 121 is a view for explaining the AP management
table data shown in FIG. 120.

FIG. 122 is a viewkfor explaining the SAM ID.

FIG. 123 is a view for explaining the APP table data
shown in FIG. 120. |

FIG. 124 is functional block diagram of the SAM chip
shown in FIG. 109.

FIG. 125 is a view for explaining tasks, prograns,
and data stored in the memory shown in FIG. 124.

FIG. 126 is a view for explaining the format of the
IC card entity data 73 x.

FIG. 127 is a view for explaining the state transition

of the entity status data shown in FIG. 126.

FIG. 128 is a flow chart of the processing pérformed
by the IC card procedure management task.

FIG. 129 is a view for explaining'théjprocessing'which
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and personal computers. 161, 162, and 163 of the businesses 15(r)1,

152, and 153. The personal computer 5, for example, is connected

through a serial port or USB port to a Dumb type card 15 reader/writer 4.

The card reader/writer 4 realizes for eékample wireless communication
corresponding to the physical level with the IC card 3. Operational
tdhrangisdb ipe e catd-a andheapaitsee paikesfrostiiesineard:s3 ateta
generated and analyzed at 20 the SAM unit 9 side. Therefore, the card
rezflenaditbydo pbesongbplinpates dn anleASR saduar=b AMErAesetbcordance
between them only act to store the commands or response content in
datbhpayload ponkonk: & eelap vheppnecdbbymre hahdavolatin APE when
encryption or decryption of data, authentication, 25 and other actual
epectibas ¢ thejlGocartl 33 &8p THF pecsOrEt Gompaters 161, 162, and

163 can download the later explained script program to the SAM chip 8 -

to custofif£e tligiDapplisatideprégmaspPainAR @, e po3es disxdy tikich
components shown in FIG. 1 will be explained. [IC Card 3] FIG. 3is a
flretioAM bdipdipgraimohanwBeoard c:dhs s heyvip ok B tlee G- cdidta

3 has an IC (integrated 10 circuit) 3a provided with a storage unit 50 and
feftimsilpy other application element data APE in accordance

with a routine defined byvapp‘lication element data APE when
executing a job at step ST4 of FIG. 128.

FIG. 131 is a view for explaining the overall operation
of the communication system shown in FIG. 109.

FIG. 132 is a view for explaining the overall operation
of the communication system shown in FIG. 109.

FIG. 133 is’ a view for explaining the prior art.

BEST MODE FOR WORKING THE INVENTION

Next, embodiments of the present invention will be

bexplained with reference to the attached drawings.

First Embodiment

The present embodiment is an embodiment corresponding
to the first to sixth aspects o‘f the invention.

FIG. 1 is a view of the overall configuration of a
communication system 1 of the presént embodiment.

As shown in FIG. 1, the communication system 1 uses
a server 2, IC card 3, card reader/writer 4, personal computer

5, ASP (application service provider) server 6, and SAM
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unit 51. The storage unit 50, as shown in FIG. 4, has a storage area 551
used by a credit card company or other business 151, a storage area 552
used by a business 152, and a 15 stgrage area 553 used by a business

153. Further, the storage unit 50 stores key information used for judging

{he access right to the storage area 55 1, key information used for judging

RE FRESSREHAG A Woragduded sunstafld key frowmwipalsedtforough
{%dgin the 20 accesz_éi%ht to the storage area storage area 553. That ‘

it HRERGT isl (s r PRk R HeHdamaAn krenpHes shag or

decryption of data, etc. Further, the storage unit 50 stores identification
Pur’ﬂ%?y &R 3t HREICERES Brieserof s imeathe 25 Nexkdhd SAM
{/mittg will be explained in detail. - 51 - [External Memory 7] FIG. 5isa

AR I SGFAn PR Hat e Snd RrodraRRe—oréd FemEiSRdal memory

7 show&l in FIG. 1. As shown in FIG. 5, the external memory 7 stores ‘
service "B TRicPRbI RSB SHERTBAN BSUIAHEN agd a SAM chip

ommand(icri t program 211 of the business 151. Further, the external

hemony 7 H6retsefhits Hefinftibnthprdasnd drmenddanbetation

emory
macro command script program 212 of the business 152. 10 Further, the
externa %e%%% gréli; g@ﬁ/i(%le software configuration as shown

in FIG. 2.

| As shown in FIG. 2, the SAM chip 8 has, from a bottom
layer toward a top layer, én HW (hardware) layer, OS layer,
lower handler layer, higher handler layer, ;nd AP layer.

The lower handler layer includes a driver layer.

Here, the AP layer includes application programs AP 1,
AP_2, and AP 3 defining procedures for use of the IC card
3 by credit card companies or other businesses 15 1, 152,
and 15 3 shown in FIG. 1.

In the AP layer, the application prdgrams AP_1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW.

The application program AP 1 is defined by a later
ekplained service definition table data (correspondence
instructing data) 20_1 and script program (operation
describiné; program) 21 1 stored in an external memory 7.

The application program AP 2 is defined by a later

‘explained service definition table data (correspondence
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definition table data 203 and IC card operation macro command script
program 213 of the business 153. The service definition table data 201,
202, and 203 have the same format. 15 Further, the IC card operation
macro command script programs 213212, and 213 are written using
common macro commands. Further, the service definition table data 201,

P02t ancitIGyad G carboperadian mp@ogmﬁcrmxpéqg@m 20
21 1, 212, and 213 are scrambled to be stored in the external memory 7.
devecsci brivhie dpatete v proyrams ecr steseramied ak e SAM sliRdedn 7.
the present embodiment, the script programs 211, 212, and 213 are
producéthesiagiiid patsbnal paragutans x5 86(Dd, d62inuh16gSRowa #er
FIG. 1 by the businesses 151, - 52 15 2, and 153 and are downloaded

ebplghrted Sdvehies deﬂhafxﬁeasnalmmr;aadéurthﬁb:lik@sgﬁm&ance
definition table data 201, 202, and 203 are produced by the manager of :

ihe BAM it dadm 5 iRstractiondiremzhe bupibegses.l Ybpkhra 808n

15 3. FIG. 6 is a view for explaining the service definition table data 201.
dess shavrd o F 18- 1 the be RIca3definitienitable daja 2@tbasLntiesmiry 7.
service type elements (operation names), 10 addresses, service numbers
(operat®mecéties) chép vBrsisn connected through a SCSI port, the
Ethernet, etc. to the ASP servér 6. The ASP server 6 is
connected through the Internet 10 to a plurality of terminal
apparatuses including a personal computer 5 of the end usei:
and personal computers 16_1, 16 2, and 16_3 of the businesses
15 1, 15 2, and 15 3.

The personal computer 5, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 4. The card reader/writer 4 realizes for
example wireless communication corresponding to the physical
level with the IC card 3.

Operational commands to the IC card 3 and response
packets from the IC card 3 are generated and analyzed at
the SAM unit 9 side. Therefore, the card reader/writer 4,
personal computer 5, and ASP server 6 interposed between
them only act to store the commands or response content in
data payload portions and relay the same. They are not

involved in encryption or decryption of data, authentication,

and other actual operations in the IC card 3.
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information, and key information. The "service type element" shows the

name assigned to the service provided by the application program of the
business 151. The service type element is an identifier 15 viewed instead

of the service number of the service-whi¢h-the application program of the
business 151 can use. In the present embodiment, as shown in FIG. 6,

"Rc", "REhe\yaiy andal/cianpused asthe Serviee ypealemeatss ofthe
service definition table data 201 corresponding to 20 the business 151. In
tHevprdsend erhleodiatant, thepllatareDpRIAlPR NPAGE reaMIARh SCHlM chip
program 21 1 define service content combining a plurality of service type
defrens@itrelleststiisiintarbe laiacexplaiped deomd gotity daie (90 ang
management data) 25 so as to be able to provide a service combining
#dtviges - 53 corresponding to a plurality of service type elements. For
example, a service combining a service for reading data from the IC card -

3 and a Yewwice fdrevitmpdatmitstbdsevar?Eae ba definedbie thedfained.
card entity data. 5 The service number in the service definition table data

201 is arl BfefaivdaBdommand issued to the IC card 3 and analyzable by
the IC card 3 when performing a service provided by the business 151.

The "addlE€s" ib the senfiomdeficitian taile datad 1820 mindicatas the card

address at which data relating to a
3.

As shown in FIG. 3, the IC card 3 has an IC (integrated
circuit) 3a provided with a storage unit 50 and processing
unit 51.

The storage unit 50,.a$ shown in FIG. 4, has a storage
area 55_1 used by a credit card company or other business
15_1, a storage area 55 2 used by a business 15 2, and a
storage area 55 3 used by a business 15_3.

Further, the storage unit 50 stores key information
used forvjudging the access right to the storage area 55;},
key information used for judging the access right to the
storage area 55 2, and key information used for judging the
access right to the storage area storage area 55_3. That
key information is used for mutual authentication;
encryption and decryption of data, etc.

Further, the storage unit 50 stores identification
information of the IC card 3 or the user of the IC card 3.

Next, the SAM unit 9 will be explained in detail.
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procedure relating to the corresponding service type element is stored.
The "key version information” in the service definition table data 201
shows the version of the key 15 information used when providing that
service. The "key information" in the setvice definition table data 201 is
the key information used when providing that service. For example, key
informat{@xtisathwhernansegsing the 20 storage area 551 of the IC 3a of
the IC card 3 shown in FIG. 3 by the service definition table data 201 is

set. Furthes,.inghesservicbedeifivtiorigila fiatn2 2 hkeddataraatop Hegadtams
when accessing the storage area 552 of the IC 3a is set. 25 Further, in

e gerdicerd dfiméicmdbblionddianiito » P4 keyhowrmanoFrneed When
accessing the storage area 553 of the IC 3a is set. Next, the IC card
operatichsndorenamniaed SEriptheregrasrdhll wikibesx M aited:&sThervice
script program 211 is a program for defining the application program of

deL hoditesn 1 5alndmnidg ba tA6@ SAMnchig € arehifieqpecedurerofmacro
processing performed by the IC card 3 when executing that application
progrant s theipresenbgmiondRierlt, ef explairkeddatessas 3iBovin 10 in

FIG. 7, the SAM chip 8 uses the service definition table

Further, the external memory 7 stores service
definition table data 20 2 and IC card operation macro
command script program 21_2 of the business 15 2.

Further, the external memory 7 stores service
definition table data 20_3 and IC card operation macro
command script program 21 3 of the business 15 3.

The service definition table data 20_1, 20 _2, and 20_3
have the same format.

Further, the IC card operation macro command script
programs 21_1, 21_2, and 21_3 are written using common macro
commands .

Further, the service definition table data 20_1, 20 2,
and 20_3 and IC card operation macro command script programs
21_1, 21_2, and 21_3 are scrambled to be stored in the
external memory 7. The scrambled data and programs are
descrambled at the SAM chip 8.

In the present embodiment, the script programs 21 1,

21 2, and 21_3 are produced using the personal computers

16_1, 16 2, and 16_3 shown in FIG. 1 by the businesses 15 1,
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data 20+1 and script program 211 to generate IC card entity template

data 301, an input data block 3 1x1, output data block 32_x2, log data

block 33 x3, and computation definings glata block 34x4 used for the

procedure relating to the 15 business 151. FIG. 8 is a view for explaining
mmands used for, describjng the 1C. card gperation macro command

g?ﬁp%o’p%%(?ariél 1281355 éfg'.nl HRERImT r?d%??&oﬁ’i%n%%b?oﬂh’ep 8

§AI\4: hip 8 itself are given the first letter "S", while commands relating

{0 op%reatfé)}ﬁ ot the C%%F%”é%r?given the first letter "C". Further, the

second [elier s seleciively, %F%%% g ord fen, %r%a %Lfg",t.’g?d‘- F%50 2,

r
example,‘?or an Issuer seﬁlng aration o car ,for‘a

SEIYics,25 tyRe element declaration. itis °S", for a le r %éf 55.
degarat'ron rom %%C)I%&gaeé%gt i%ﬁﬁ'{nﬁ)r?aagsﬁfnp?g write §ec Aration to l;lpcn

e CudddUilh. end (o asevice, s elemeptegmputaion,,

efinition, it is comman scribing the 'script programs

5211, Zg.dgGan 213 include gn SC command, SQ .command, Si e
comman L Sout i S LoE SRR T R e RS Lo et Lk ion
gg@f&ar?aggdzgwlcommand. The SC command is a command declaring

the numbe

rof the-maximum number of IC card entity data which the SAM
chip 10}§scgﬁg&%celsns ?E&J.ltaé],eogﬁlg'service definition table data

20_1 has entries of service type elements (operation names),
addresses, service numbers (operation codes), key version
information, and key information.

The "service type element" shows the name assigned

to the service provided by the application program of the

business 15 1. The service type element is an identifier
viewed instead of the service number of the service which
the application program of the business 15 1 cah use.

In the present embodiment, as shown in FIG. 6, "Rc",‘
"RA", "Wd", and "Wc" are used as the service type elemeﬁts
of the service definition table data 20_1 corresponding to
the business 15 1.

In the present embodiment, the IC card operation macro
command script program 21_1 define sexrvice content combining
a plurality of service type elements and reflects this into
the later explained IC card entity daté {(job management data)

so as to be able to provide a service combining services
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For example, when the SAM chip 8. can simultaneously process 1000 IC
card entity data, "SC:1000" is described. The SO command is a
command for declaring the data block for forming the output data block
32x2 in which the 15 data read from the IC card 3 is stored among the
data blocks provided in the SAM chip 8 when performing processing

Gshye FRase P uilinter @lsncy iCeatypstity ldsanEsr.

example, when the data blocks 1 to 10 are provided, 20 when storing the

data redPFofFAfERtS0ar S&F He gateriider g 0SB Y Heechbedrdhding

Sl command is a command for declaring the data block for forming the

fibtR dhEPBIoERS 156 irdBRhInengh@ tsPevwmeefprthwad bing 3data in

stored among the data 25 blocks provided in the SAM chip 8 when

BRRoARRYSrofe SRy Ps6 defiig et fmchhes BEsarod temkidly data.

explained IC card entity data. For example, when the data blocks 1 to 10°

are provid&d SGFEH FoMytPeatR téhe wirteriAehe/E taits antheable

%%ta blocks 2, 3, "Sl:2,3" is described. The SL command is a command for
EvrihG-the Hatd bIGREBARHINAL IGPERAPS o0& STRTI k3t thE card

%)g data relating to an operation among the data blocks provided in the

S ANTHRB BIWHRER berBimiebtesang dsing ere Reubuard Bhasetratvice

the later explained IC card entity data.
provided by the business 15 1.

The "address" in the service definition table data
20_1 indicates the address at which data relating to a
procedure relating to the corresponding service type elémént
is stored.

The "key version informatioﬁ" in the service
definition table data 20_1 shows the version of the key
information used when providing that service.

The "key information" in the sexrvice definition table
data 20 _1 is the key information used when providing that
service.

For example, key information used when accessing the
storage area 55_1 of the IC 3a of the IC card 3 shown in
FIG. 3 by the service definition table data 20_1 is set.

Further, in the service definition table data 20_2;
key information used when accessing the storage area 55 2
of the IC 3a is set.

Further, in the service definitién table data 20_3,
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For example, when the data blocks 1 to 10 are provided, when storing the

log data in the data block 4, "SL:4" is described. The SF command is a
command for providing the data 15 block forming the computation

defining data block 34x4 describing tReétdéfinition of the relation between

the service type elements relating to the IC card 3. The content of the
&spdmfionmriitiey diedlotke8lastbesoring thhpresprocegeingrea 55_3
information of the IC card .20 entity data. The CI command is a command

of dEbrrikg tAe isstiepedf the IC card 3 (business). The information
specifying the business defined by the CI command becomes the IC card
type infd¥fation hehe Qaarchrepanatiiam. w82 rfhe @Sreordmendiph
command for declaring simultaneous operation of a plurality of services to
Pragréandsn) idgls@sicenppabiadents. The CS command can also
declare a function defining processing among service type elements. 5

For exarhpfe, $G%5 ok shwe araacRie 1CEs'Re L wEtEWEH rBdedd nittige the
content of the CS command, service type element designating
rEShigRRemhercawra afitkbat®usihposectSing ordenibfunatidrhe SAM
are determined. 10 The CR command declares to store data read from the
chip 8 and the procedure of processing performed by the IC
card 3 when executing t_hat application program.

In the present embodiment, as explained later, as shown
in FIG. 7, the SAM chip 8 uses the service definition table
data 20_1 and script program 21 1 to generate IC card entity
template data 30_1, an input data block 31 _x1, output data
block 32 x2, log data block 33 _x3, and computation defining
data block 34 x4 used for the procedure relating to the
business 15 1.

FIG. 8 is a view for explaining the commands used for
describing the IC card operation macro command script
programs 21 1, 21 2, and 21 3.

In the commands, commands for the SAM chip 8 itself
are given the first letter "S", while commands relating to
operation of the IC card 3 are given the first letter "C".

Further, the second letter is selectively used in
accordance with the application. For example, for an issuer

setting declaration of the IC card 3, it is "I", for a service .

type element declaration, it is "S", for a simple read
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IC card 3 in a designated data block when the relation among service

type elements is not defined (when SF command is not described). For
example, when storing the data read from the IC 15 card 3 in the data

block 1, "CR:S0O:1="Rc"" is described: >Yhe CW command declares to

write data stored in a designated data block to the IC card 3 when the
Assictc akicmy SeamedhpdClanedtSis st dsfild. Fépexangiimpditenrite
writing data stored in the data block 20 2 in the IC card 3,

deglopatypa fedEb&idéd. cARrRACR cobtmbad 'HetlaresthE datasblseir vice
describing computation content spanning services. For example, when

SR PESHPuRBRTERIdRnssiafing sdftesi tHe SERIata block 1,
"CF: CBS-FUNC=SF.* I" 25 is described. 58 Further, the SF data block 1
has desTeFRIMIBA SRRt fow derenibing) then SORERID; programs
"Wd"="Wc"*0.08+"Wd")". This formula expresses the operation of
Sdottactty-Bo frarftinelatud BEWERRR tAE soermaRdg Mfnsemsand, ST
services We is larger than 10 and adding a number of points
COMBSIUhdinF ST We oo FRIMANE pditts o MWEISANMEE hipgmand,

FIG. 9 is a functional block diagram of the SAM chip 10 8 shown in FIG.
¢R command, and CW command.

The SC command is a commanAd declaring the number of
the maximum number of IC card entity data which the' SAM chip
8 can process simultaneously.

For example, when the SAM chip 8 can simultaneously
process 1000 IC card entity data, "SC:iOOO" is described.

The SO command is a command for declaring the dat;a
block for forming the ouﬁput data block 32 x2 in which the
data read from the IC card 3 is stored among the data blocks
provided in the SAM chip 8 when performing processing using
the IC card 3 based on the later explained AIC card entity
data.

For example, when the data blocks 1 to 10 are provided,
when storing the data read from the IC card 3 in the data
block 1, "S0:1" is described.

The SI command is a command for declaring the data
block for forming the input data block 31_x1 in which the
data to be written in the IC card 3 is stored among the data

blocks provided in the SAM chip 8 when performing processing
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As shown in FIG. 9, the SAM chip 8 has an ASPS communication
interface unit 60, external memory communication interface unit 61, bus
scramble unit 62, random number g_ergegation unit 63, encryption
/decryption unit 64, 15 storage unit 65, and CPU 66. The SAM chip 8 is a
tamper-resistant module. The ASPS communication interface unit 60 is

e iertddeudsd fiafpdt HresGtpatotdaalatremesaph aigios §C card

shown in FIG. 1. 20 The external memory communication interface unit 61
i€3httéridedsed for input and output of data with the external memory

7. The bus'scramble unit 62 scrambles output data and descrambles

input datd Wh&F ifRthg “herbiatiidaded ok mbubh 4 exemapvided,
memory communication interface unit - 59 - 61. The random number_
JEMRPaOrPEHiPE3 YU atR AR HiHeR dodthendGirast 3 in the
authentication processing. The encryption/decryption unit 64 encrypts
Frxantlegkenmts dncrybletdaa. The SRi5EEHAR 65, as explained

later, stores tasks, programs, and data used by the CPU 66. The CPU 66

executes’a BretetEMBRBragrat GHBBART didle PRIERT BN TS Hata

ecute the later exglained 10 script download task, script interpretation
E@ﬁqﬁuﬁfrmlng he log data block 33 x3 for storing the log

data relating to an operation among the data blocks provided
in the SAM chip 8 when performing processing using the IC
card 3 based on the later explained IC card ehtity déta.

For example, when the data blocks 1 to 10 are provided,
when storing the log data in the data block 4, "SL:4" is
described.

The SF command is a command for providing the data
block forming the computation defining data block 34 x4

describing the definition of the relation between the service

type elements relating to the IC caxrd 3.

The content of the computation defining data block
34 x4 becomes the pre-processing information of the IC card
entity data.

The CI command is a command for declaring the issﬁer
of the IC card 3 (business).

The information specifying the business defined by
the CI command becomes the IC card type information of the

IC card entity data.
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generation task (job management data production task) and IC card
-procedure management task (job management data management task),

and other tasks. Next, the tasks, programs, and data stored in the 15

storage unit 65 will be explained. FIG. 10 is a view for explaining the

tasks, programs, and data stored in the storage unit 65. As shown in FIG.

10, it stofdeaGR rippmmartbad taskosmagdifiomedeetaivingskizo: bhatyeous
generation task 20 71, IC card procedure management task 72, IC card
ARRXFILPRaGE Orhusa Sk mbgreny2ee to Pe3 theviEE defindiod by
tables 201'to 203, IC card entity template data 301 to 303, IC card entity
&MY SAT IR datk 9 ediemsnts oFhetGhiaimsdesosandldsadeclare
block 33-x3, and 25 computation defining data block 34-x4. - 60 The
Sriftasiktindekien aPaesas fipmG ancrgtetichctsmeicelements
definition table data 20 1 to 20 3 from, for example, the computers of
businessESTarRMBERS Stheftinifie 57290 Epke8 B> THe GtAFEInterpretation

task 70 uses the service definition table data and script program to
gériera®ahé "ecdrtiehitity plate data, an input data block, output data

block, log data block, and computation defining data block for each

busines£aderh@RuibRr ePRARMoCKs fhRefifedimand buiarsice type

element designating information of the IC card entity data
and processing order information are determined.

The CR command declares'to store data read from the
IC card 3 in a designated data block when the relation among
service typé elements is not defined (when SF command is
not described);

For example,‘when storing the data read from the IC
card 3 in the data block 1, "CR:SO:1="Rc"" is described.

The CW command declares to write data stored in a

designated data block to the IC card 3 when the relation

among service type elements is not defined.

For example, when writing data stored in the data block
2 in the IC card 3, "CW:SI:2="We"" is described.

The CF command declares the data block describing
computation content spanning services.

For example, when describing COmputa£ion content
spanning services in the SF data block 1, "CF:CES_FUNC=SF:1"

is described.
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is not particularly limited. When the entity generation task 71 receives

from, for example, the ASP server 6 an entity production request, it

conducts polling with the IC card 3, then generates the IC 15 card entity

data used for processing of a proceﬂu?egbétween that IC card 3 and a
business using the IC card entity plate data corresponding to that

businesFwt thisximd&hreIE dathchiinqlale baw sapprddeR dasit, for
and IC card entity data is generated as an instance of that class. 20 The
Beasshey O JEntrdion(OMAE IEVargleptity data by the entity

generation task 71 will be explained in detail later. The IC card procedure
nfdHagerh8nt' BAK 7OHRLERRE BhEWE! MbreTlicarf @vmyida@pxgsses the
present in the storage unit 25 65 to execute processing for a procedure
amEek iee |cEarrbéract dng bleinesses the ty233ane Predtren the
embodiment, a plurality of processing for procedures performed between *
FEPAiRY By | CwaheE PEFaKY itRhEGds1dangern TRty and adding
simultaneously. 5 The IC card procedure management task 72 executes
thenHtPSEy OF pRERER (TBF BRAURORESR Faafd. Phelfe @fgcumulative

procedure management task 72 deletes the IC card entity data 73-x when
tRe@RE8s B pfstedures have been completed. 10 The processing of the

IC card procedure management
[SAM Chip 8]

FIG. 9 is a functional block diagram of the SAM chip
8 shown in FIG. 1.

As shéwn in FIG. 9, the SAMVchip 8 has an ASPS
communication interface unit 60, external memory
communication interface unit 61, bus scramble uhit 62, random
number generation unit 63, encryption/decryption unit 64,
storage unit 65, and CPU 66,

The SBM chip 8 is a tamper-resistant module.

The ASPS communication interface unit 60 is an
interface used for input and output of data with the ASP
server 6 shown in FIG. 1.

The eiternal memory communication interface unit 61
is an interface used for input and output of data with the
external memory 7. |

The bus scramble unit 62 scrambles output data and
idescrambles input data when inputting and outputting data

through the external memory communication interface unit
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task 72 will be explained in detail later. The script programs 211 to 213

are input by the script download task 69 from, for example, the external
memory 7 to the storage unit 65. 15 The service definition table data 201

to 203 are input by the script downloa task 69 from, for example, the
external memory 7 and stored in the storage unit 65. The IC card entity
felnplate data 301 to 303 are generated by the script interpretation task

70 and used as 20 templates (classes) when generating the IC card entity
data 73-Rlut the nrsoe duweb e gieneasatd eospariitetl sisaeea teherndon
card entity data 73-x is generated by the entity generation task 71 using
tharices dustid) mingthe ddmel30f (i Bther tdcatihmpcRERIeS TENH-
instance of the 25 classes. - 62 The input data block 31 x1, output data

block 325 legery bisek/3Be3vaidieompttiof Hefiniayts bfrka and
34x4 are generated by the script interpretation task 70. Next, the IC card °
detity viats 7enxanipeaskpfaitiad. 5 The IC card entity data 73-x is

generated using IC card entity template data of a corresponding business
already Hemersruageenti/tgéheramemzkainndnbaamm cifip @ ahdimsks,
for example the SAM chip 8 receives a processing request for processing
peingtiamiC cantl dataha apglidatiobhso§Rim 680 of a predetermined

business from the ASP server 6. ‘
The CPU 66 executes a predetermined program (program

of the present invention) to execute the later explained
script download task, script interpretation task, entity
generation task (job management data production task) and
IC card procedure management task (job management Qata
management task), and other tasks.

Next, the tasks, programs, and data stored in the
storage unit 65 will be explained.

FIG. 10 is a view for explaining the tasks, programs,

and data stored in the storage unit 65.

As shown in FIG. 10, it stores a script download task
69, script interpretation task 70, entity generation task
71, IC card procedure management task 72, IC card operation
macro command script programs 21 1 to 21_3, service
definition tables 20_1 to 20_3, IC card entity template data
30_1 to 30_3, IC card entity data 73_x, an input data block
31 _x1, output data block 32 _x2, log data block 33 x3, and

computation defining data block 34 x4.
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FIG. 11 is a view for explaining the format of the IC card entity data 73-x.
As shown in FIG. 11, the IC card entity data 73-x has management
pointer information 80, entity ID information 15 81, entity status
information (status data) 82, IC card-type information 83, service type
element designating information 84, processing order information

(prOCGSSH?lSJeOfQéEQ?@)d%%ﬁ@ﬁo%%%ﬁm%@forw“&ﬁo% and grg. 7,

post-processing information 87. 20 The management pointer information

abier bidirectinalfainies forquanading Joe G cawd anlity datp 730X iy 3

the storage unit 65. The entity ID information 81 is used for a request for -

gananation.ef |§x%{9féq;[it%ﬁ@tacaiﬁumién@go@»\éggg'ge%atgno loads

progress, deletion, or the rest of a series - 63 of processing using the IC

aaeheniity dafa 7Sy igignigy 1D information 81 also becomes a return
value given to the end user. The entity ID information 81 corresponds to .

the desafipiorswbep ePeRIRg:Redn aignDeraldile $¥Siall s ThgeilY i ce

status information 82 shows the state of progress of a procedure relating

@i 3 €163 161 Rasia states af thed Grarg cogbadate d 396 clude. the

as shown in FIG. 12, the state of processing for investigating "the services

whichtbe Ieraard 3 pan aedRE), herstalfpl@ AhRICTSElGDY ¥RighPeaata
SAM chip 8 authenticates the IC ‘
block, log data block, and computation defining data block
for each business.

The number of data blocks generated for each business
is not particularly limited.

When the entity generation task 71 receives from, for
example, the ASP server 6 an entity production request, it
conducts polling with the IC card 3, then generates the IC
card entity data used for processing of a procedure between
that IC card 3 and a business using the IC card entity plate
data corresponding to that business. At this time, the IC
card entity plate data becomes the class, and IC card entity
data is generated as an instance of that class.

The processihg for generation of the IC card entity
data by the entity generation task 71 will be explained in
detail later.

The IC card procedure management task 72 uses the one

or more IC card entity data 73_x present in the storage unit

65 to execute processing for a procedure between the IC card
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card 3 (Al), the state of processing by which the IC card 3 authenticates

the SAM chip 8 (A2), the state of processing for reading data from the IC

card 3 (R), and the state of processing for writing data in the IC card 3

(W). 15 In the present embodiment,.thgjprocessing for investigating the
business, the processing for the SAM chip 8 to authenticate the IC card 3,
t@eﬂacgﬁgqugog éh% I Scalrd 3 to a)u_rgenticate the SAM chip 8,_the
processing for ree\da ata from t% ‘card 3, and the processmg for 20
writing d t ed | r respond t jObS ob" xplained later,

isa ualt g?p%%:%ss%%%a?ogr whic acr?%rﬁerg()f ex é‘fjl(:)n is tec%a: ed 8)‘/a ssing

tf'&lc;f @e&f&?ggug =TR02geRenL tﬁ‘Sk £ Notg that gyanfgs {g/l“ ards

mutual authentication 25 processing betweer; tt% 1CCar

§ ahdulerdgdigsac o iodiments cangderad e, ly.
communication time on the Internet ve-ment onedmﬁ)asm SEIE es
re, as ransjtion chart of FIG. 1 managed divided
i?lto pos?fgévr%%] %t%%%sﬂ%%c? 5ot comm%ela?stat%eis a%dalt%)mﬁi ggtes the
on states S eC|f|caI the stateo oroc sing
@Lgﬁcﬂé} il ée(% XIS m%nag 3%y?he Instan el

using the IC cardentity Ata nce generation

(Ic cardﬁrag%ea@f&%{*g%g%@dﬂate il Og%%fetg;ugstievao Betes the

completed state, Al post-startup state,

IC card entity data 73_x when the series of procedures have
been completed.

The processing of the IC card procedure management
tagk 72 will be explained in detéil later.

The script programs 21 1 to 21___3 are input by the script
download task 69 from, for example, the external memory 7
to the storage unit 65.

The service definition table data 20_1 to 20_3 are
input by the script download task 69 from, for example, the
extefnal memory 7 and stored in the storage unit 65.

The IC card entity template data 30_1 to 30_3 are
generated by the script interpretation task 70 and used as
templates (classes) when generating the IC card entity data
73_x of the procedures relating to the respective businesses.

The IC card entity data 73 x is generated by the entity
generation task 71 using the IC card entity template data
30_1 to 30_3 as for example classes as an instance of the

classes.
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A2 post-startup state, A2 completed state, R post-startup state, R
completed state, W post-startup state, W completed state, and instance
(IC card entity data) deletion state. The IC card type information 83 is
information for 15 specifying the busine3s-issuing that IC card 3. The IC
card type information 83 is set with information defined by the CI

commantilie tiepheveratentionsdiscsipt ;M 0gmmphtheiies Biock 32 x2,
generation of the IC card entity data 73-x. 20 The service type element —

desiynidinhg ibibouktian 8435hamsitheapiiicetyem eleatans Rftheata block
service defined in the service definition table data used in processing

uBnge4het@ cgechemtity sltitd ¥ 3 thd hemeryee iypaeisment designating. 70.
information 84 25 is set with one or more service type elements

designatex65 tlydheCSanmmand ty i 8B0vs mertinedbecifttplained.
program at the time of generation of the IC card entity data 73-x. The

processiffherder intordatian Bbyshdssathe Drsterief eyenuiiaitelseI¥iLRy 1C
(jobs) used in the processing using 5 the IC card entity data 73 x, that is,

thethtmtrangiticemphiawe il ol2a i i% $p> AHIGEG IRG: OKILE s already
information 85 uses the service type elements to show the order of

Setatiotedjdhs cardipongingimthedimsiasperationnoking |Sx8ardBip 8
10 Here, the jobs, as.explained earlier, correspond to

when for example the SAM chip 8 receives a processing request
for processing using the IC card 3 and the application program
of a predetermined business from the ASP server 6.

FIG. 11 is a view for explaining the format of the
IC card entity data 73 x.

As shown in FIG. 11, the IC card entity data 73 _x has
management pointer information 80, entity ID information
81, entity status information (status data) 82, IC card type
information 83, service type element designating information
84( processing order information (processing order data)
85, pre-processing information 86, and post-processing
information 87.

The management pointer information 80 is a
bidirectional pointer for manéging the IC card entity data
73_x in the storage unit 65.

The entity ID information 81 is used for a request

for generation of IC card entity data 73 x, confirmation

of the state of progress, deletion, or the rest of a series
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the RS, Al, A2, R, and W shown in FIG. 12. Specific operations on the IC
card 3 are realized by the order of processing designated using the jobs.
For example, for processing using an IC card 3 with only reading with no
mutual authentication, 15 the processig arder information 85 is set with
"RS->R". Further, in the case of reading and writing with mutual

Jeheptcatian 4 PR nd Ofeeé_;fﬁaf@ﬁlﬂ%§5d§é§t M rhe entity

"RS->A1->A2->R-> he processing order information 857s set with t

29 o5darnfiahs showq in TG ﬁé&gmsgpgn@ae&%ah%gﬂ% 3&%5&40_%0 the

elements designated in the CS command in the above-mentioned script

RO§ Y%Qé/@e%ﬂ%”%ﬂi{%y‘eﬂ? fﬁ@o:.exggquﬁ}a g f")&;rr.tlees onds to the

pre-processing information 86 Is set from the-ASP 25 server 6 side with

B2Dagspestdyiadp BEURYRIDIPreGassing, - §6 sLsingLhe 46 card euiiyy

data 73-Xx. For example, the pré-processing information 86 is set with

points ot compuiatipndeyuHIR O Aseicedssignated inthe 58 WA e of

block. 5 Further, whén an inter-service computation function is not

gelingos (e Bie-pragcesIingdionpalq BRds g6t withyhe fguested

processing charge. For example, in the case of settlement, the state

relating 10,{0¢,3MOUNIaf €03'98 RLUMPELILPAINS Giyash 40 9% IS $hk1ude,

as shown in FIG. 12, the state of processing for investigating
the services which the IC card 3 can use (RS), the state
of processing by which the SAM chip 8 authenticates the IC
card 3 (Al), the state of processing by which the IC card
3 authenticates the SAM chip 8 (A2), the state of processing
for reading data from the IC card 3 (R), and the state of
processing for writing data in the IC card 3 (W).

In the present embodiment, the processing for
investigating the business, the processing for the SAM chip
8 to authenticate the IC card 3, the processing for the IC
card 3 to authenticate the SAM chip 8, the processing for
reading data from the IC card 3, and the processing for
writing data in the IC card 3 correspond to jobs.

A "job", as explained later, is a unit of processing
for which an order of execution is determined by the IC card
procedure management task 72.

Note that Al and A2 form the mutual authentication

processing between the IC card 3 and SAM chip 8.
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The post-processing information 87 is set with data of the processing
result of the IC card entity data 73-x required at the ASP server 6 side.
For example, in the case of settlement, it is set with data showing the
existence 15 of a normal end to the selement. Next, a routine for
processing by the IC card procedure management task 72 shown in FIG.

10 relatipg 1@ peplurality eﬁgcgﬁ@ée%usmbaom@meof ICRIALUY, g the

data 73-x will be explalned 20 The IC card procedure ‘management tas

&t fxampls, constantly heingssiaded ue ofgthe yRU 80, 0EhESA oned
chip 8 shown in FIG. 9. FIG. 13 is a flow chart of the processing

psdeuned: bydbe Jccard progesivce m@%nﬁuﬁsk&%&%ﬁp&&art

67 TheIC card procedure management task 72 selects one IC card

SRURIEAA 33-% [ LYEG WD BE N Y G0ESEInd 1 QWi S heEAlity Ol iance

card entity data 73-X present in the storage unit 65. 5 The method of

selestinnohthatd Cqasd enllly dalp 1B3ramaEke 10 SHEEaSSIEY S85bnse)

IC card entity data 73-x present in the storage unit 65 or to assign a
pugrtyorder and select by priority in the order of the highest priority.
Step ST2: 10 The IC card procedure management task 72 judges if

Specifically, the state of processing using the IC
card entity data 73_x is managed by the instance generation
(IC card entity data generation) state, RS post—-startup state,
RS completed state, Al post-startup state, Al completed state,
A2 post-startup state, A2 completed state, R post-startup
state, R completed state, W post-startup state, W completed
state, and instance (IC card entity data) deletion state.

The IC card type information 83 is information for
specifying the business issuing that IC card 3.

The IC card type information 83 is set with information
defined by the CI command in the above-mentioned script
program at the time of generation of the IC card entity data
73_3.

The service type element designating information 84
shows the service type elements of the service defined in
the service definition table data used in processing using
the IC card entity data 73 x.

The service type element designating information 84

is set with one or more service type elements designated
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the job of the IC card entity data 73-x selected at step ST1 has already
been started up. When judging that it has been started up, it proceeds to
the processing of step ST5, while when judging that it has not been
started up, proceeds 15 to the procegsing of step ST3. Step ST3: The IC
card procedure management task 72 judges from the entity status

i’{gnfor ation 82 shown jn FIG. 11 of the IC card_entity data 73 x selected

¥YslehSTT WiiBiratie 20 (e QB ARMOraM: STWR h BROIEA™ at
gl? pr{gcessincﬁt relating to_that entit¥ data is in and decides on_the job _to
BexEEIR dHe I FRART el 57 cREsinl Brd&r iffThafiBh 163 AR tifife.™
the proc%ﬁsin gggr informatig e85 25 defineg,the order fexecgc%on %frd -
jobs using the ESTRES1EY SEAShts ERIFIRTEWicE0TARIGR 5B €
data g explained eatler Step 9T4; The IC card progedure management,
(e AN up the job S&iéc atsgtep g3t he’ﬁ% Eardcproce&?re ‘ g
anagement fask 72 exe utesé@e job ur?in the d% bloc%ks relating to. . .
SR o 1B SPOtb efSRed Tt cHOA BIGH 3T 1 CREALF ot B on
. < . S 10 block
gﬁg‘ihlo&d%t%&lo%l%?fs x3, and computation defining data 10 bloc
-X4.

That is, the processing order information 85 uses the
service type elements to show the order of execution of jobs
corresponding to the basic operations of the IC caxd 3.

Here, the jobs, as explained earlier, correspond to
the RS, Al, A2, R, and W shown in FIG. 12. Specific operations
on the IC card 3 are realized by the order of processing
designated using the jobs. For example, for processing using
an IC card 3 with only reading with no mutual authentication,
the processing order information 85 is set with "RS->R".
Further, in the case of reading and writing with mutual
authentication, the processing order information 85 is set
with "RS->A1-~>A2->R->W".

The processing order information 85 is set with the
order of jobs shown in FIG. 12 corresponding to the order
of service elements designated in the CS command in the
above-mentioned script program when generating the IC card
entity data 73 x.

The pre-processing information 86 is set from the ASP

server 6 side with management data for performing processing
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At this time, the IC card procedure management task 72, when issuing a
command to the IC card 3 in execution of a job, uses the service element
corresponding to that job as a key to search through the service definition
table 15 data to obtain the service number corresponding to that service
element (operational command of IC Q&rd"3 able to be analyzed by the IC
card 3) . Further, the IC card procedure management task 72 uses the
BpidifedBernice ramBermtissie drEemidand to the IC card 3. 20

Further, the IC card procedure management task 72, as explained using
FIG, 4, WRsreRemRistmdtin Ruequred<dr hecedditpamadrige &Baisf set
the IC card 3a, uses the service element corresponding to that job to
waihPaisighothe seried tafriinanfaprudacdh@ obtdiN e dgoiganated
information corresponding to that service element. Further, - 69 the IC
tardpRcelurrfmnadement task 72 uses that key information to perform
mutual authentication with the IC card 3, encryption and decryption of *
data, anftMSthBR Dro¥d&in ¢ Bnd BbRIin AR HigRttoeRERESation function
predetermined 5 storage area of the IC card 3. Step STS: Step ST5 is
perBrfedfHarefe IENGIBPRORIRFE SFARdgdMERIBRKk ONsffesis set
command to the IC card 3 and is waiting for the processing result of the

162 EhrFiel semastird peaassisieduehdifSgement task 72 receives

For example, in the case of settlement, the state
relating to the amount of charge or number of points gi§en
etc. is set.

The post-processing information B7 is set with data
of the processing result of the IC card entity data 73 x
required at the ASP server 6 side. For example, in the case
of settlement, it is set with data showing the existence
of a normal end to the settlement.

Next, a routine for processing by the IC card procedure
management task 72 shown in FIG. 10 relating to a plurality
of IC cards 3 using a plurality of IC card entity data 73 x
will be explained.

The IC card procedure management task 72 is for example
constantly being started up on the CPU 66 of the SAM chip
8 shown in FIG. 9.

FIG. 13 is a flow chart of the processing performed
by the IC card procedure management task 72.

Step ST1:
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the processing result from the IC card 3, it sets this in the IC card entity

data 73-x. Step ST6: The IC card procedure management task 72 updates
the 15 entity status information 82 of the IC card entity data 73-x shown

in FIG. 11. In this way, in the present gmbodiment, the IC card procedure
management task 72 performs processing for a plurality of IC cards 3
present in the SAM chip 8 in parallel 20 while selecting in order the IC

card entiydia PEX P HRSERRIRy BRTC ISR Bistkiohd, fRISAE one
chip 8 can simultaneoustJ:)roceed with the processing even when i
Tecqorg sotddaing?dduests Torrbcatarattiy EPBIRSIE P Carfsing
3. 25 Next, the qverall gperation of the communication - 70 system shown

MWEICEL WiPoBLRpRAI FRE. 15 aremdcenBidrE i@ ior-bxdldmRgent

the overall operation of the communication system 1 shown in FIG. 1.
e 45 25 2 A0 dss®2 151 to 153 or a party requested by those |

businesses prodyce script programs 21 1, 212, and_213 describing ‘
processing fé‘?‘?éﬁ%ﬁcﬁ’ S5 b thEMEINESsEQhdinG e f data

rd 3 for example on the personal computers 161, 162, and 163 shown
TP R Y16 i PR G PRLRS AV G B Fh R L S catR 13

present in the storage unit 65 or to assign a priority oxrder
and select by priority in the order of the highest priority.

Step STZ2:

The IC card procedure management task 72 judges if
the job of the IC card entity data 73 x selected at step
ST1 has already been started up. When judging that it has
been started up, it proceeds to the processing of step STS,
while when judging that it has not been started up, proceeds
to the processing of step ST3.

Step ST3:

The IC card procedure management task 72 judges from
the entity status information 82 shown in FIG. 11 of the
IC card entity data 73 x selected at step ST1 which state
of the state transition chart shown in FIG. 12 thé processing
relating to that entity data is in and decides on the job
to be executed next from the processing order information
85.

At this time, the processing order information 85

defines the order of execution of jobs using the service
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definition table data 201, 202, and 203 corresponding to the businesses
151 to 153. Step ST22: The service definition table data 20_1, 202, and
203 15 produced in step ST21 are stored in the external memory 7.
Further, the script programs 211, 212,gnd 213 produced at step ST21 are
downloaded from the personal computers 161, 162, and 163 through the

Ir‘#lernet g ésg server 6, and SAM chip_8 tq the external memory 7.
That 20 download processing s Aahagel 8 sA6hn WIS, #aynas

gc}:{réiﬁtag&\{\g}éoadat k 6}? in the SAM chip B. Step ST23: The script
interpretation sk 70°ih'the SAM chip shown in FIG. 7 uses the service
definitiog{aebleg,% L and script 25 program to generate the IC card entity

plate data_l, |ﬁ)put_ _ data block, output data b_Iock, log data block, and _
clored 12 10 ST P e RS B SR b R I s Sk o
§t'j;§4:.'<l; e user isé%sciledttheég C 33 As shov_vn in FIQ. 4, the storage

unit 50 of the %ﬁa of the IC card 3 stores key information used for
wansaciigng Wi e pusinesshe.vser contacts i, 0 Notg athe, e
user and a pusiness m also contrac

job using the data blocks relating to that job in the
above-mentioned input data block 31 x1, output‘ data block
32_x2, log data block 33 x3, and computation defining data
block 34 x4. |

At this time, the IC card procedure ma‘nagement task
72, when issuing a command to the IC card 3 in execution
of a job, uses the service element corresponding to that
job as a key to search through the service definition table
data to obtain the service number corresponding to that
service element (operational command of IC card 3 able to
be analyzed by the IC card 3) . Further, the IC card procedure
management task 72 uses the obtained service number to issue
a command to the IC card 3.

Further, tbe IC card procedure management task 72,
as explained using FIG. 4, when key information is required
for accessing a storage area of the IC card 3a, uses the
service element corresponding to that job to search through

the service definition table data and obtain the key

information corresponding to that service element. Further,



10

15

20

25

with each other after issuance of the IC card 3 through the Internet 10
etc. Step ST25: For example, when the user uses the personal computer
15 5 to access the server 2 through the Internet 10 to try to purchase a
product, the server 2 issues a procesgiglg request through the Internet 10
to the ASP server 6. When the ASP server 6 receives a processing

est from the server 2, it accesses the personal computer 5 through

u
‘[Z%%thg(ljnt(éﬁfe T PORARF L FARRATHERG. SRk o/ frotasdnFhadudsey
issgegxgg the card reader/writer 4 for the IC card 3 is transmitted_through

e BERBRAPENTBuRT EE MRSt iR b RPAB R ENE P thEidAwv B IC

8. Step,ST26: 25 The ASP server 6 outputs to the SAM chip 8 an entity - -
c'ﬁr-‘tigrgduc AR HESE 1T e ﬁt?/rﬁ?ggﬁﬁfbn°r%qﬁ§§f‘3to?e'§dmfbﬁﬁﬁon

showing the issuer of the |C card 3. Step ST27: 5 When the SAM chip 8 .
?gge?\?egssir? %nﬁ@éprco)aﬁ&ll&n %&ué%’t?%%sﬁc?wﬁ?ﬁ BRS. foBHESSHteRstned

%Iing with the IC card 3. §Eep ST%S: The entity generation task 71 of the
% vcﬂﬁ) gﬁfﬁ@e% 16| he humber o% the IC card entity data 73-x

present é'lep STS -

Step ST5 is performed when the IC card procedure
management task 72 issues a command to the IC card 3 and
is waiting for thevprocessing result of the IC card 3.

When the IC c’ard procedure management task 72 receives
the‘processing result from the IC card 3, it sets this in
the IC card entity data 73 x.

Step ST6:

The IC card procedure management task 72 updates the
entity status information 82 of the IC card entity data 73 x
shown in FIG. 11.

In this way, in the present embodiment, the IC card
procedure management task 72 performs processing for a
plurality of IC éards 3 present in the SAM chip 8 in parallel
while selecting in order the IC card entity data 73_x for
the plurality of IC cards 3. Thereforg, the SAM chip 8 can
simul taneously proceed with the processing even when
receiving processing requests for procedurés using a
plurality of IC cards 3.

Next, the overall operation of the communication
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the SAM chip 8 after the end of the polling is within the maximum number
defined by the SC command of the script program. If within the maximum
number, it proceeds to the processing of step ST29, while if not, it ends
the processing. 15 Step ST29: The erdfty generation task 71 specifies
which business' IC card entity plate data to use based on the information
shetvery thleassuenofEAE IC tavd 3 ktdredaemptha o). production request
for example and uses that 20 specified IC card entity plate data to
generat€XGe |Clcardl EAlRy dsta¥8-xikhis dorreeppidsiwithg ibbtagoeerall
generation shown in FIG. 12. Step ST30: 25 The SAM chip 8 outputs to
dpe ASPisarverft the entiymizgi ¢B i the K shedredtitpldawn73x FIG. 1.
generated at step ST29. Step ST31: The IC card procedure management
task 72 8tgre SARL chip 8 investigates the services which the IC card 3
can 5 use. This is processing corresponding to the job RS shown in FIG.

12. Ste¥BF3puFhnessasd phockdtre Manhgement rasktr? sedessiad by

10 chip 8 authenticates the legitimacy of the IC card 3.
those businesses produce script programs 21 1, 21 2, and

21 3 describing processing for transactions performed by
the businesses usin§ the IC card 3 for example on the personal
computers 16 1, 16 2, and 16_3 shown in FIG. 1.

Further, the manager of the SAM chip 8 produces service
definition table data 20_1, 20 2, and 20 _3 correspondihg
to the businesses 15 1 to 15 3.

Step ST22:

The service definition table data 20_1, 20_2, and 20_3
éroduced in step ST21 are stored in the external memory 7.

Further, the script programs 21 1, 21 2, and 21 _3
produced at step ST21 are downloaded from the personal
computers 16_1, 16 2, and 16_3 through the Internet 10, ASP

sexrver 6, and SAM chip 8 to the external memory 7. That

- download processing is managed, as shown in FIG. 7, by the

script download task 69 in the SAM chip 8.

Step ST23:

The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the serviceA definition table data and script.

program to generate the IC card entity plate data, input
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This is processing corresponding to the job Al shown in FIG. 12. Step
ST33: The IC card 3 authenticates the legitimacy of the SAM 15 chip 8.
This is processing corresponding to the job A2 shown in FIG. 12. By
steps ST32 and ST33, the IC card-3 gnd SAM chip 8 mutually
authenticate each other. This corresponds to FIG. 20 16C. Step ST34:

Jhed Gaasdiprogrriye MAde N IRsk 720f e SAM Ship 84gads and

writes data necessary for the procedure with the IC card 3. 25 This is

BERERSEING: CRITeRDENGNOL04he JoRs BAndro 14 MihavisinddSs 12 and
FIGS. 16D and 16E. Further, the IC card procedure management task 72

uses agpERAgNfeAulaSReciliedhasedion heRe-RPseaYRunit 65
information 86 of the IC card entity data 73-x to perform 5 predetermined

Hroqassingniar SAMPURLIONJAING the-dafa read from the IC card 3. Step '
ST35: As shown in FIG. 16F, the IC card procedure management task 72
of the SAMghipr® @utputs the processing result of 10 step ST34 to the
ASP server 6.

The user is issued the IC card 3.

As shown in FIG. 4, the storage unit 50 of the IC 3a
of the IC card 3 stores key information used for transactions
with the business the user contracts with.

Note that the user and a business may also contract
with each other after issuance of the IC card 3 through the
Internet 10 etc.

Step ST25:

For example, when the user uses the personal computer
5 to access the server 2 through the Internet 10 to try to
purchase a product, the server 2 issues a processing request
through the Internet 10 to the ASP server 6.

When the ASP server 6 receives a processing request
from the server 2, it accesses the personal computer 5 through
the Internet 10. Further, as shown in FIG. 16A, a processing
request issued by the card reader/writer 4 for the IC card
3 is transmitted through the personal computer 5, Internet
10, and ASP server 6 to the SAM chip 8.

Step ST26:

The ASP server 6 outputs to the SAM chip 8 an entity
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Step ST36: For example, the IC card procedure management task 72
deletes the IC card entity data 73-x. As explained above, according to the
communication 15 system 1, it is possible to generate the IC card entity
data 73Jx for each processing for a p?&:e‘dure occurring with the IC card
3 and to have the IC card procedure management task 72 use the .
ploedisz b th careloprstisit data 73-x to simultaneously proceed with
processing for a plurality of 20 IC cards 3. Further, according to the
authenti®tidn systdrbivl, psinda it tid sufficeqmes Stosd:-theelC sarficamtirion
data 733 actually used for the processing of the IC cards 3 in the storage
ghieBs ngisthsssifieweuse thebwrdge apead 35 of the storage unit 65
efficiently. - 75 Further, according to the authentication system 1, as
shown i FRP. BX&fnce the IC card procedure management task 72
manages the states of execution of the jobs processed divided into ;
post-stalttigBtatls afdomipietel staesiiveds possibleitbwimrgsuction
execution of one job, then start the processing relating to another job in
Fesigrtvhile WwhitHg fandBEGrokfihe CEcarrdiurHereford Lit impyddiblethe
to eliminate the wait time caused by transfer of data with the IC card 3

tHroggtrehe3internet 10. 10 Further, according to the authentication system
b Step ST28:

The entity generation task 71 of the SAM chip 8 judges
if the number of the IC card entity data 73 x present in
the SAM chip 8 after the end of the polling is within the
maximum number defined by the SC command of the script program.
If within the maximum number, it proceeds to the processing
of step ST29, while if not, it ends the processing.

Step ST29:

The entity generation task 71 specifies which
business’ IC card entity plate data to use based on the
information showing the issuer of the IC card 3 stored in
the entity production request for example and uses that
specified IC card entity plate data to generate the IC card
entity data 73_x.

This corresponds to the instance generation shown in
FIG. 12.

Step ST30:

The SAM chip 8 outputs to the ASP server 6 the entity
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the service definition table data describes a name showing the type of
service provided by each business, that is, the service type element, the
number of that service used in the IC card 3, and the key information

used when providing 15 that service. This is held in the external memory

7. Therefore, businesses 151 to 153 not developers of the SAM chip 8
BnHrolhee Heirawt Sipfitiosployrdhsfor ananaed fe SARPCIHB29-
8 by the script programs 21_1, 212, and 213 and download them through
the SAI\ﬁEﬁﬁ) gﬁﬂ& the external 20 memory 7 for customization. That is,
without béing informed of key information, operational commands for
directly TferdfinG e PEaTS Brothe gy Lohfidattal Thidnatbr t52M
the businesses 151 to 153, these businesses can customize their own
Ephcdlichpitg s tdtewheh vhg fushisd cidibmifesiiyd 3 can
application program, it does not 76 need to know the key information or °
Taft operational commands, so the load on the business is lightened.
Further, according to the authentication system 1, since it is possible to .
define cOMpLutdfoR EGRERAEEPINFAGTS BHNBEIBD it fes PR RS shown
possible to provide diverse services combining a plurality of services in a
’r&ngérgf' sthvices executed simultaneously with approval at the IC card 3
side. Further, according to the authentication system 1, 10 by introducing

~ the conB&5RITdRa block, the data input

The IC card procedure management task 72 of the SAM
chip 8 authenticates the legitimacy of the IC card 3.

This is processing corresponding to the job Al shown
in FIG. 12.

Step ST33:

The IC card 3 authenticates the legitimacy of the SAM
chip 8.

This is processing corresponding to the job A2 shown
in FIG. 12.

By steps ST32 and ST33, the IC card 3 and SAM chip
8 mutually authenticate each other. This corresponds to FIG.
lecC.

Step ST34:

The IC card procedure management task 72 of the SAM
chip 8 reads and writes data necessary for the procedure
with the IC dard 3.

This is processing corresponding to the jobs R and
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and output with the IC card 3 and the log data can be easily managed.
FIG. 17 is a functional block diagram showing more specifically the
function blocks of the SAM chip 8 shown 15 in FIG. 9. As shown in FIG.
9, the SAM chip 8 is connected threught an internal bus 90 to an ASPS
communication interface unit 60, external memory communication

wtarhsmunih 6Frleus serapblepidist2, yapdamugher generation unit
63, 20 encryption/decryption unit 64, storage unit 65, and CPU 66. In the

SAM chipg-ehewn isfd Gdl £o/PHE328HIGI 28 SRAWRJRELG ¢ 18, LiS #SQ se s

possible to connect a card I/F unit 91 connected to the internal bus 90 to

QF@EW@BHVM§§@Q;%E@%wggﬁéhgﬁéwgpé—&ﬁps sing

transfer data with the IC card 3 by a noncontact system - 77 through an

anEshabLaef the Rirraqeption ransnissioMyilydeaSe8oRd to perform
Embodiment The present embodiment is an embodiment corresponding .5

frthectavenih gt aspastsPitbe BuRpIYR H:lGn 1% IS RVIaN ARG read
overall configuration of a communication system 101 of the present
ephndipentt Asshewnin FIG. 19, the communication system 101 uses

the server 102, IC card 103 (integrated circuit of the present 10 invention)

, card resgep/wsiteys1:04, personal computer 105,

As shown in FIG. 16F, the IC card procedure management
task 72 of the SAM chip 8 outputs the processing result of -
step ST34 to the ASP server 6.

Step ST36:

For example, the IC card procedure management task

72 deletes the IC card entity data 73 x.

As explained above, according to the communicatién
system 1, it is possible to generate the IC card entity data
73_x for each processing for a procedure occurring with the
IC card 3 and to have the IC card procedure management task
72 use the plurality of IC card entity data 73_x to
simul taneously proceed with processing for a plurality of
IC cards 3.

Further, according to the authentication system 1,
since it is sufficientrto store the IC card entity data 73_3
actually used for the processing of the IC cards 3 in the
storage unit 65, it is possible to use the storage areas

of the storage unit 65 efficiently.
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ASP (application service provider) server 106, SAM (secure application
module) unit 109, personal computers 1161, 1162, and 1163, and
authentication units 117 _1, 1172, a_nd7%17_3 to communicate through the
Internet 110 and perform 15 settlementprocessing or other processing for
a procedure using an IC card 103. The SAM unit 109 has an external
memory 07t i&imicBREGIL 8B i Shauirsttheprésatimrenisaremadl .
SAM chip 108 (semiconductor circuit of the present 20 invention). The
SANFEABLIS hEL Fhe LorwEie EBntlGr &forrafshvRrinTREuDe. Markgpent
in FIG. 20, the SAM chip 108 has, from the bottom layer toward the top
EPEF df IRPRIRRVERS BlBtessbereeH tdnar Pardhe Aok RgRepssed
andler layer, and 78 _ AP layer in that order. The lower handler layer )
MEHESR dftfe? IRRAT Hifra iHen s 1afs e ehrrahs vese, it
AP 2, and AP-3 defining procedures using the IC card 103 by the 5 credit
E5 FURTIANIEs 5PofhE? blisiiREs&X e E8E 1PIs 2 Enane19 eholieR start
FIG. 19. In the AP layer, the application programs AP 1, AP 2, and AP-3
5he RFRGREFFRIIERLIELBE 5oVRRRITBET AL AR PéRiRs Mile

(firewalls of the present invention). 10 The SAM chip 108 is connected
ﬂﬁ»&&dﬁlg §e§ p from the IC card 3. Therefore, it is possible

to eliminate the wait time caused by transfer of data with
the IC card 3 through the Internet 10.

Further, according to the authentication system 1,
the service definition table data describes a name showing
the type of service provided by each business, that is, the
service type element, the number of that service used in
the IC card 3, and the key information used when providing
that service. This is held in the external memory 7. Therefore,
businesses 15 1 to 15 3 not developers of the SAM chip 8
can produce their own application programs for running on
t";he SAM chip 8 by the script programs 21 1, 21 2, and 21 3

and download them through the SAM chip 8 into the external

- memory 7 for customization. That is, without being informed

of key information, operational commands for directly
operating the IC card 3, or other highly confidential
information to the businesses 15 1 to 15_3, these businesses
can customize their own application programs. Further, when

a business customizes its application program, it does not
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the Ethernet, etc. to the ASP server 106. The ASP server 106 is

connected through the Internet 110 to a plurality of terminal apparatus
including a personal computer 105_10f7 n end user and personal

computers 1161, 1162, and 1163 15 of businesses 115 1, 1152, and

1153. The personal computer 105, for example, is connected through a
BERS SOHISIVSE BIES L HRRBRICRPT R AREER th2npicqampands,
reader/writer 104 realizes for example wireless communication

B8 &SRR P he T SRUF PRV el Rith 198 kSRR 103. The

operational commands to the IC card 103 and response packets from the

IC card 183 BP&HenBEeF IRty IR arthEhsali Rt ion sigs tem 1,
Therefore, the card reader/writer 104, personal computer 105, and ASP
SEREP 2541 66 REFEIP I hidAF SRR SRitRIHALIAMSHtaR; spanning
response - 79 content in the data_payload portion and relay the same and

Zr& REERYSITEI T tREERESBTion bF dERrRASHREC iR idsH G, % se
other actual operations in the IC card. 103. 5 The businesses 1151, 1152,
SRE 1831 BB PdtdoRaRbIFAIt Y 196 £a96>°85d 1163 §ange of
produce the application programs AP 1, AP 2, and AP -3 and download

R PR RStatom pPBYYAARIAMGgh it RurRaRkatsh @listhe IC
1171, 1172, and 1173 through the SAM chip 108 to 10 predetermined
SFSye afiSin the external memory 107.

Further, according to the authentication system 1,
by introducing the concept of a data block, the data input
and output with the IC card 3 and the log data can be easily
managed.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown
in FIG. 9.

As shown in FIG. 9, the SAM chip 8 is connected through
an internal bus 90 to an ASPS communication interface unit
60, external memory communication interface unit 61, bus
scramble unit 62, random number generation unit 63,
enéryption/decryption unit 64, storage unit 65, and CPU 66.

In the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18, it is also possible to connect a card I/F
unit 91 connected to the internal bus 90 to an RF
reception/transmission unit 92 oﬁtside.of the SAM chip 8

and transfer data with the IC card 3 by a noncontact system
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At this time, since the businesses 1151, 1152, and 1153 have no relation
with each other, the storage areas in the external memory 107 where the
application programs AP 1, AP 2, angP_-3 can be downloaded to are

decided in 15 advance and whether one has the right to download to such

I rea is,verifie th M chip 108. Further, while the )
g S AT o4, 37, KRB ey eraana agon wnit

Hrewalls FW restrict the transfer and viewing of data among the .
application programs 20 AP 1, AP 2, and AP 3. When downloading the
' P 2, and AP-3 to the SAM chip 108, the

applicati rans AL LA
aﬁ{)hentg)&gd%qg ' éj}%ﬁé 72, and 1173, as explained later, perform
mutual gyibenicalan WG RAMCOR 108 RICIHCE NG dANNIoad 23 ; g

signature verification key information, etc. , the compone

own.in ill.he ined. [IC Card 103] FIG, 21 is a functional
E?oc\g%%aggr%l?ne%%tl\geﬁ% (r:lz?r %1%?%%%%0%% in G?'EY,etWéJ]&nc’ard 103

has an e gintagrated gry0 038 pigyided with 3 storage wit 190 and .
processing unit 151, The storage unit 150, as shown T 22N
SHIAER LR T HERT DY £ YRR ompaY oL Rihel Dusipess

‘ As shown in FIG. 19, the communication system 101 uses
the server 102, IC ;:ard 103 (integrated circuit of the present
invention), card reader/writer 104, personal computer 105,
ASP (application service provider) server 106, SAM (secure
application module) unit 109, personal computers 116 1,
11e_2, and 116_3, and authentication units 117_1, 117_2,
and 117_3 to communicate through the Internet 110 and perform
settlement processing or other processing for a procedure
using an IC card 103.

The SAM unit 109 has an external memory 107
(semiconductor storage circuit of the present invention)
and SAM chip 108 (semiconductor circuit of the present
invention) .

The SAM chip 108 has the software configuration shéwn'
in FIG. 20.

As shown in FIG. 20, the SAM chip 108 has, from the

bottom layer toward the top layer, an HW (hardware) layer,

OS layer, lower handler layer, higher handler layer, and
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115 1, a storage area 1552 used by a business 1152, and a storage area
1553 used by a business 1153. Further, the storage unit 150 stores key
information used for judging the existgnce of the right to the storage 15
area 155 1, key information used for judging the access right to the

jorpge area &5g%é%nd key information used for judging the access right
to the %rage ares 1553 “THat key information is specifically used for
mutual .guthentication, encryptiqn and decryptign of data, etc. 20, Further,
the stor'ghgg %‘l’twl%lb g‘t%?e%s(i%%n%ﬁé%?fénlfﬁ%)ﬁ‘rlﬁgaﬁfﬁ)naoﬁﬁé'ﬁ %ald16% or
IC card, 103 uset. Next,.the SAM unit 109 will be explained in detail
(Exterm e B0 PS5 3 % SRR b T e e-re B8 2

2oofthe external memaory 107..- 81 As shown in FIG, 23, the starag
et 0o AT AP oLy AT TOh b the

areas oft orage area :
cslggrggg area .for storing the application program AP -1 %]_p BUSINGS
1151, ancflgcétgr%m aziquegiZ %%?é%:rir%l %enggaﬁgtig, (alrt)gfrg?i-glz’-2?l nd

f the business 115 storage area 1203 for storing the application
194" %@! APgstorag 9 PP -
prog'rarﬁi%w-ré of thé usme?ss 1153, an AP management storage area

121 useldnbgﬁhe ana eerrof &q‘eeSéAM f!ﬂiga O% andr% kg irgo ation 2
storage area 1825(%[ Ee%pplicatlon ch%ram -T &ored %’}he&%—stbr%’& !
a]h%asi.e@_%zgjhg (i:q{gpg.sx% 81;:al[i)zl~1l’rllrg!it¥rp ff)arg)(grxarg:{:neo%uxl%sﬁided between
them with firewalls FW (firewalls of the present invention) .

The SAM chip 1C8 is connected through a SCSI port,
the Ethernet, etc. to the ASP server 106. The ASP server
106 is connected through the Internet 110 to a plurality
of terminal apparatus including a personal eomputer 105 of
an end user and personal computers 116_1, 116_2, and 116 3
of businesses 115 1, 115 2, and 115 3.

The personal computer 105, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 104. The card reader/writer 104 realizes for
example wireless communication correspondin§ to the physical
level with the IC card 103.

The operational commands to the IC card 103 and
response packets from the IC card 103 are generated and
analyzed at the SAM unit 109 side. Therefore, ‘»;he card

reader/writer 104, personal computer 105, and ASP server

106 between them only act to store the commands and response
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Access to the AP storage area 1201 is restricted by the firewall FW 1.
The application program AP -2 stored in the AP storage area 1202 is
comprised of a plurality of program ules. 15 Access to the AP storage
area 1202 is restricted by the firewall FW 2. The application program AP
-3 stored in the AP storage area 1203 is comprised of a plurality of
SSPRGFHT MBudiBe. AtRsPRY MRPAPRIS AR MR RlisYedhiticirfy 2nd
the 20 firewall EW 3. In the present embodiment, the above program
A8t i HE MR U o FRIGEIBE 16 e i S8 FPorR tHePBuRfdedBf -
the SAM unit 109 to the external memory 107. The number of the :
A EQ M hBHACE forffin G SRET aBFIiARIONIREG AN R I&b& el cavd

1%8 ermined by the corresponding business. 82 Further, the application
programs AP 1, AP 2, and AP -3 stored in the external memory 107 are

scrambled. They are descr %I;e when read into_t e%ég/l chip 108. . °
Furhert S BUNARRES Srod hmeiap I AR 2. ARFADLS 3, Mo (gheir
example, produced by th ]2 sipesses 1151, 1152 1153 using the
pp?e’??orﬁ‘aa}lco?noﬁntﬁgr%e&ﬁ gﬁ%,’aﬁf& BSnOC\?VﬂiFf‘I 59 BfpERce the

downloaded throu%h the SAM cgip 108 to the xterE% meg:%%
[

107.
SRELASI 1S B HERAE e biorAbe Ared 191 P FAEGTBY A the
firewall FW 4.

produced application programs through the authentication
units 117 1, 117 2, and 117 _3 through the SAM chip 108 to
predetermined storage areas in the external memory 107.

At this time, since the businesses 115 1, 115 2, and
115 _3 have no relation with each other, the storage areas
in the external memory 107 where the application programs
AE_I, AP 2, and AP 3 can be downloaded to are decided in
advance and whether one has the right to download to such
a storage area is verified by the SAM chip 108.

Further, while the application programs AP_1, AP 2,
and AP 3 are being executed, the firéwalls FW restrict the
transfer and viewing of data among the application programs
AP_1, AP 2, and AP 3.

When downloading the application programs AP_}, AP 2,
and AP_3 to the SAM chip 108, the authentication units 117_1,
117 2, and 117_3, as explained later, perform mutual
authentication with the SAM chip 108, produce the download

signature verification key information, etc.
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Note that the firewalls FW 1, FW 2, FW 3, and FW 4 correspond to the
firewalls FW shown in FIG. 20. The AP management storage area 121
stores the module management datg 43Q shown in FIG. 24. 15 The
module management data 130 registers the module names of the

program mqdules downloaded from the personal computers 1161, 1162,
and 11%ﬁ%éd\%a%nececa°r¥‘cp PRFohISAS Bé‘lg ﬁé‘tu?eﬁ%rif%%ti‘é’ﬁ]ﬁ%;b €

ég{%}é@gtigﬁ (download key information of the present invention). 20 That
IS, owrxﬂqad of a program module is allowed conditional on the module
_manage[_rPSnEg%tg ]{3§3 a_vi_ng the download signature verification key
information registered 10 it in advance. Further, the module management

data 1 f}ﬁs maodule_25 names of rogram modules.executed b
o SAR Rhim 105 bt cEaRAL el EROAA I 8y HFL P Rara
1igfgrmation registered in it. That is, the right for a program module to be

executed by the SAM chip 108 is obtained conditional on the module 5

managgment daid 130 hapdnd e exgcutipn sianalurgoerificarion ke
information registerecrilin it in advance. The module management data
in.FIG. 24

0, as shpw s the correspondepnce of the firewall .
(eSS S0 BRI £l Il eSS o i i Ain ¢ 150

alrpdldgggfclz%astgg Agfo&rgg@oqgit.he present invention), start

The storage unit 150, as shown in FIG. 22, has a storage
area 155 1 used by a credit card company or other business
115_1, a storage area 155 2 used by a business 115 2, and
a storage area 155 3 used by a business 115 3.

Further, the storaée unit 150 stores key infofmation
used for judging the existence of the right to the storage
area 155 1, key information used for judging the access right
to the storage area 155 2, and key information used for
judging the access right to the storage area 155_3. That
key information is specifically used for mutual
authentication, encryption and decryption of data{ etc.

Further, the storage unit 150 stores identification
information of the IC card 103 or IC card 103 user.

Next, the SAM unit 109 will be explained in detail.

[External Memory 107]

FIG. 23 is a view for explaining the storage areas

of the external memory 107.
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address, address length, download signature verification key information,
execution signature verification key information, and module name for

each program module of the applicafjgn programs AP 1, AP 2, and AP -3
stored in the AP 15 storage areas 1201, 1202, and 1203. Here, the
firewallz{\um er shqws trie numbert f the firewall by which access to that
program modiidts fedifiGed The- B 540R9E shofrtisthragkesnal
mof th% 20 s&c}ra]ge a{e%for which access is restrictedlg that fit[_ewall. The
Sddress f%ngth Bows the*Rddress ?éﬁift‘ﬁ%f JI:ee%toraée ar&a forwhicR © <2
f;E)cceg?:is‘nestrici;‘%d bX thit.fire\gall. The downlo Psiqnac} ret\{l%rifjfc):gtion

ey informatan s thé RBy informaton used for the signature verneaton: - >

performed when-downloadin ogram module throygh the SAM 84 -
T To0tD (6 GURFAPREST 150 it BreR i Qe Re VR es b on
key infor ion is.used for verifyin F}fsi nature_information given to_q
B R B b R Ra e SRR r R0 3

98 I the preseptembadimer, for example, eagh Brogrammoglels
givert signatuie miormation showing i" fegiamacy. When that progran

edie has peen.licity, modiiad or tampered wih. (s goseible fouse . o,

]t g-execuition S|gna?tﬁe verification ?gy iRformation to veri y¥ha fo g

oség@ﬁté”gigoéﬁ]fgofotg ,C Oa{]xfxgnatqceeg? g.{%rgg%gftt{]gltm storage area 122.
The application program AP_1 stored in the AP storage

area 120 1 is comprised of a plurality of program modules.

Access to the AP storage area 120 1 is restricted by the

firewall FW 1.

The application program AP 2 stored in the AP storage
area 120 2 is comprised of a plurality of program modules.
Access to the AP storage area 120 _2 is restricted by the
firewall FW 2.

The application program AP_3 stored in the AP storage

area 120 3 is comprised of a plurality of program modules.

- Access to the AP storage area 120 3 is restricted by the

firewall FW 3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the outside
of the SAM unit 109 to the external memory 107. The number
of the program modules forming each application program can

be freely determined by the corresponding business.
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program module. The module name is the name assigned to that program
module. The key information storage area 122 stores the 15 encrypted

key information K Cl used when accegsing the storage area 1551 of the

IC card 103 shown in FIG. 22 by execution of the application program AP

1, the encrypted key information K -C2 used when accessing the storage
area 1587 ﬁ'lc,t)i}ﬁréliﬁé’s‘l’%wrﬂﬁ PROIF2BY SRclitiohfnf20 gl AP_3
application program AP 2, and the encrypted key information K -C3 used

Ao R sy E 5B hrBg1ess I heatcatautbdfim Ekepare
execution of the application program AP 3. The key information K C1,
STAMPR B 8 RnERFed Wb % REMirFSHRate -X. 85 Access
to the key information storage area 122 is allowed only by the manager of
the sm‘zﬁ&’ﬁ £63. [SAVPERIG T35 16 PRS2 R &onht fifeicdiapshPP_3
of the SAM chip 5,108 shown in FIG. 19, As_shown in FIG. 25, the SAM
hip 168 ﬁa‘saxa'%n)géﬁs RERTGHRSn IeRBs LAR S80S ekibrndi- 115 2.
memory_ communication interface unit 161, bus scramble unit 162,
%’i‘gdna]?& tog8ddldy bR RarsanrhicamarSRtesdihfaburidfef and

encryption/decryption unit 165, storage unit 166,
l{gjg)shown 4% FIG. 19 and gre downloaded through the SAM

chip 108 to the external memory 107.

Access to the AP management storage area 121 is
restricted by the firewall FW 4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 20.

The AP management storage area 121 stores the module
management data 130 shown in FIG. 24.

The module management data 130 registers the module
names of the program modules downloaded from the personal
computers 116_1, 116_2, and 116_3 in advance and the download
signature verification kéy information (download key
information of the present invention).

That is, download of a program module is allowed
conditional on the module management data 130 having the
download signature verification key information registered
in it in advance.

Further, the module management data 130 has the module

names of the program modules executed by the SAM chip 108
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and CPU 167. The SAM chip 108 is a tamper-resistant module. The

ASPS communication interface unit 160 is an interface used for input and
output of data with the ASP 15 servey;106 shown in FIG. 19. The external
memory communication interface unit 161 is an interface used for input
a%rgg output of data with the external memory 107. The bus scramble unit

§8}§m%’|‘§sc8&bﬁ?dﬁt‘agéﬁd:%)edé’s%? bRRGHBE £8X WiRhIRpatAG™

and, outputting data through the external memory communication
’ﬁﬁ%’rf%‘égﬂ%ﬂ 181 Fhe signature processing unit 163 as explained later
produces a signaturg and, verifies a signature when 25 downloading an

application progrant rdugiithet e &% 286 MR tHd 2 xt& RF iRdiRGR Fed
107 and when executing the application program. The authentication
b&oé?sir?@%nﬁiﬁﬂ éls%gixp’fg'lng%qgfé}% o Fh‘g’rﬁdtﬁ’&?&ut‘ﬁ%nﬁ:&‘?ioﬂoéule
with the other party 5 when downloading an application program through
BRI B e DB R (P TR ESatb ORI tion
unit,165 encrypts data and decrypts encrypted data. The storage unit 166
VF LA RRIE Ar e R PE R ARG = SABP Bedpiity Hb RYYance-

information K C1,
The moc}ule management data 130, as shown in FIG. 24,

shows the correspondence of the firewall number of the
firewall restricting access to the program module (firewall
identification information of the present invention), start
address, address length, download signature verification
key information, execution signature verification key
information, and module name for each program module of the
application programs AP_1, AP 2, and AP_3 stored in the AP
sﬁorage areas 120 _1, 120 2, and 120_3.

Here, the firewall number shows the number of the
firewall by ﬁhich access to that program,modﬁle is
restricted. |

The start address shows the start address of the
storage area for which access is restricted by that firewall.

The address length shows the address length of the
stérage area for which access is restricted by that firewall.

The download signature verification key inférmation
is the key information used for the s‘ignature verification

performed when downloading a program module through the SAM
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K C2, and K C3 stored in the key information storage area 122 of the
above-mentioned external memory 107. The CPU 167 executes tasks as
explained later based on a predetermined program (program of the
present invention) 15 and executes @ glesignated application program in
accordance with execution of the tasks. FIG. 26 is a view for explaining

gﬁgrgasl@ae@u&de by.the GRY ],ngggghf)w in FIG. 26, the CPU 167

executes the download 2_0 task 170, system task 171, AP tgsk 172_
(progragy, af fie present, invenion), and,seilement RIAcessiPOQUING A tion

task 173.‘The download _task 170, as ex_plalned later, performs_

FUOGERING QL @M@%ﬁﬂﬁ%t%@gﬁ 0B LrQ9TANEBoRk PRI LEE o
SAM unit 109 through e AM chip 108 to th_e 25 gxternal memory 107.

B bl SR EDIaTE il ds 2dsicI0r ARSOEIUNG HUVeY, IRIRISTEN by the

operations unique to the IC card 103, and other procéssing. The AP task

ki€ CRIEPraNaNsivRly m?@a/&gfééa%gxsﬁ%mn?eafébefmpli&ﬁgm%le, each
programs AP 1, AP 2, and AP -3 performed when the SAM chip 108

PEEGNER ARIQGISING 'RAUSSE MG AnP i‘?&‘@%%@:%ﬁ!sgﬂ’g@&%%its

outside of the SAM chip™108. The settlement processing routine task 1

egides, which hlbs Mﬁa%%@%a%cﬁ\lﬂ' AEL 0GR 13 1401y

use when for example the SA p 108 receives a processing

nodified or tampered with, it is possible to use the execution

signature verification key information to verify that

Asignature information to confirm the legitimacy of that

program module.
The module name is the name assigned to that program
module.
The key information storage area 122 stores the
encrypted key information K Cl used when accessing the

storage area 155 1 of the IC card 103 shown in FIG. 22 by

" execution of the application program AP_1, the encrypted

key information K C2 used when accessing the storage area
155 2 of the IC card 103 shown in FIG. 22 by execution of
the application program AP__2,‘ and the encrypted key
information K _C3 used when accessing the storage area 155_3
of the IC card 103 shown FIG. 22 by execution of the
application program AP 3.

The key information K Cl, K C2, and K C3 are encrypted

by the key information K X.
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request relating to the IC card 103 from the ASP server 106. Next,
examples of the operation of the communication system 101 will be
explained. [Operation for Downloading AP to External Memory] 15 FIG. 27
is a flow chart for explaining the oper tgonﬂ of downloading an application
program AP -1 from the personal computer 1161 shown in FIG. 19 to the
external memory 107. Step ST101: The personal computer 1161 shown
in FIG. defaRgmite 3Bt HRYSARFaTpabhoRdshAkRETeqties 122 is

designating the module name of each program module to be downloaded

HrbagRtherdunbricis g . SteF T 183MTRe iBwhitPid task
170 running on the SAM chip 108 shown 25 in FIG. 26 performs mutual

authentitSfth & 2%k authentication unit 1171 connected to the
personal computer 116(r)1. Further, when each_others legitimacy is )
confirm&d Sy e AfiBaFARAEAERAL R Ioehr LRy brde iR £ iship
erformed. 5 Note that, in the present embodiment, it is possible to use °
{;Qﬁoﬁ?%nﬁhe@%'thé%echnique for that mutual authentication, but for
example the following technique is used. Both of the authentication unit

1171 aftPSARPERp IR0 188 hofPidehhfcAfdh ifftmatiB ot SRMERS
108, .

communication interface unit 160, external memory
communication interface unit 161, bus scramble unit 162,
signature processing unit.163, authentication processing
unit 164, encryption/decryption unit 165, storage unit 166,
and CPU 167.

The SAM chip 108 is a tamper—-resistant module.

The ASPS communication interface unit 160 is an
interface used for input and output of data with the ASP
server 106 shown in FIG. 19.

The external memory communication interface unit 161
is an interface used for inpﬁt and output of data with the
external memory 10?.

Thé bus scramble unit 162 scrambles output data and
descrambles input data when inputting and outéutting data
through the external memory communication interface unit
161.

The signature processing unit 163 as explained later
produces a signature and verifies a signature when

downloading an application program through the Internet 110



10

15

20

25

that is, the SAM ID, and the mutual authentication master key
information. Further, the authentication unit 1171 encrypts the SAM ID by
the mutual authentication master key information 15 and transmits it to
the SAM chip 108. The SAM chip 108@ecrypts the received encrypted
SAM ID by the mutual authentication master key and compares it with the
iSARh EDeik helds dibellenb MATCDNGrtcehémMs:;ibe-lagitigacyohiiplication
authentication unit 1171. Further, reverse to this, the SAM chip 108 20
rergyypis the SAM ID by the mutual authentication master key information
and transmits it to the authentication unit 117-1. The authentication unit
1171 detwgptaithbaatdived iencrypied<SANny hynthe méiahs explained
authentication master key and compares it with the SAM ID it holds itself.
1& t=atcipeg 20t sonfirtus th eale gliierach/cefthe 5 AM thiptlis. o 39%erStepr ty
ST103: The download task 170 judges whether each module name

wesigdatedlnatherdpwnl eagplegresi ahstep G 200 ik vegigictdtkil theerne t
module management data 130 stored in the 5 AP management storage
larea i@ 1tdfeheekternallmarrooe §0710 Btep ST104: The download task
170, when judging at step ST103 that it is not registered, ends the

proces$gihe wbthooyp édfonmidg ctiwpdtwnl cad iprodesSirgp aviyifetwhdata and
judging that it is 10 registered, performs the processing of step ST105.
decrypts encrypted data.

The storage unit 166 for example stores the key
information K X for decrypting the key information K C1,
K C2, and K C3 stored in the key information storage area
122 of the above-mentioned external memory 107.

The CPU 167 executes tasks as explained later based
on a predetermined program (program of the present invention)
and executes a designated application program in accordance
with execution of the tasks.

FIG. 26 is a view for explaining the tasks executed
by the CPU 167.

As shown in FIG. 26, the CPU 167 executes the download
task 170, system task 171, AP task 172 (program of the present
invention) ., and settlement processing routine task 173.

The download task 170, as explained later, performs
processing for downloading tan application program from
outside of the SAM unit 109 through the SAM chip 108 to the

external memory 107.
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Step ST105; The authentication unit 1171 encrypts the SAM ID as plain

text using the AP master key KEY-A to generate the download signature
verification key information. 15 Further, it transmits that download

signature verification key informatior®dr signature information produced
using that download signature verification key information to the SAM

chip 108h&tepySEENG: 2oskha dawhloaal taskk 7E&oxhee raeaivilgdheiriver
download signature verification key information at step ST105, judges if

i@ peesieatid owplead tsigmatuna vqrificatiortkey JnfarmatianoBatehes wither
the download signature verification key information of the corresponding
prrochee mante. in the 25 module management data 130. -- 90 Further, the
download task 170, when receiving the signature information at step

ST105, TsesARe oy |dd@ signpiierbersification keynmdermatien ektheution
corresponding module name in the module management data 130to -

Gl dh theabdgiimadypof thatgigasudinfornfe®iod., Sted SIHL(Y :dédeformed
download task 170 proceeds to the processing of step ST108 when
whdgindhieat3AYY mlaich A08epSElGGer avhengudgingthatthasignatfieom
information is legitimate 10 and ends the processing in other cases.

the ASP server 106 or elsewhere outside of the SAM chip 108.

The settlement processing routine task 173 decides
which of the application programs AP_1, AP 2, and AP 3 to
use when for example the SAM chip 108 receives a processing
request relating to the IC card 103 from the ASP server 106.

Next, examples of the operation of the communication
system 101 will be explained.

[Operation for Downloading AP to External Memory]

FIG. 27 is a flow chart for explaining the operation
of downloading an application program AP 1 from the personal
computer 116_1 shown in FIG. 19 to the external memory 107.

Step ST101:

The personal computer 116 1 shown in FIG. 19 transmits
to the SAM chip 108 a download request designating the module
name of each program module to be downloaded through the
authentication unit 117 1.

Step STi102:

The download task 170 running on the SAM chip 108 shown

in FIG. 26 performs mutual authentication with the
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Step ST108: The download task 170 specifies the address in the external
memory 107 corresponding to the module name designated at step

ST101 by viewing the module management 15 data 130 and downloads

the program module from the person&i® computer 1161 to the specified
address on the external memory 107. (Operation for Execution of
NypieattdreRdgramn F1GL P8 i3 & fowahteddrexplaineg fimapemtins ter
20 by which the SAM chip 108 shown in FIG. 19 executes the application
bk6grhm RePrth&top 8iidnl eaher tiee8AM cljp il8aegeives adefjiiested
for execution of the application program AP -1 for example from the ASP
by éhecnubeaheanthesitiza thonn intGpRoexesiteg thE - 9dep ST103
processing of step ST112. Step ST112: Before the AP task 172 executes
ispegrfarmedule of the application program AP 1, it can obtain

execution 5 signature verification key information corresponding to the
moduleNrtsedbithe groghine mudslerldly miboidgnuetite modules possible
management data 130. Step ST113: The AP task 172 uses the execution
g wtarer ag veficdtiorhiveyaméor neatiothebtheelreit gtep 531 18He verifitual

authentication, but for example the following technique is
used.

Both of the authentication unit 117 1 and SAM chip
108 hold identification information of the SAM chip 108,
that is, the SAM ID, and the mutual authentication master
key information.

Further, the authentication unit 117 1 encrypts t;he
SAM ID by the mutual authentication master key information
and transmits it to the SAM chip 108. The SAM chip 108 decrypts
the received encrypted SAM_ID by the mutual authentication
master key and compares it with the SAM ID it holds itself.b

If matching, it confirms the legitimacy of the authentication

unit 117 1. Further, reverse to this, the SAM chip 108

encrypts the SAM ID by the mutual authentication master key
information and transxﬁits it to the authentication unit 117 1.
The authéntication unit 117 1 decrypts the received

encrypted SAM ID by the mutual authentication master key
and compares it with the SAM ID it holds itself. If matching,

it confirms the legitimacy of the SAM chip 108.



10

15

20

25

the legitimacy of the signal information of that program module. That is,,it
judges if the program module has been illicitly altered or tampered with.

15 Step ST114: When the AP task 172 verifies at step ST113 that the
signature information is legitimate, it Br®ceeds to the processing of step
ST115, while when it judges it is not legitimate, it ends the processing. 20
Step STad&p THEIAR task 172 executes the program module for which

the signature information has been judged to be legitimate. Note that, the
progranThwdidemaad sodiketgautsdyethehRUhlEY shon b &G e?2hame
as a subreutine in the program. 25 [Operation During Execution of

dppligatiorelrdgran 82dbin 120his a-vieusior explainag therqparatien for
execution of an application program Step ST121: When the AP task 172
Bxgistes echdminth @ragranl e aslies petheautgidieaprogessing s8aWirinthe
FIG. 28, it judges whether the code to be executed next is a code .
Arstmotingateda tirartsiengedataasewny with ehathet psegram madols, 107.
Step ST122: When the AP task 172 judges that the code to be executed

10 nextSibep @it Irtstruct data transfer or data viewing with

The download task 170, when judging at step ST103 that
it is not registered, ends the processing without performing
the download processing, while when judging that it is
registered, performs the processing of step ST105.

Step ST105:

The authentication unit 117 1 encrypts the SAM ID as
plain text using the AP master key KEY-A to generate the
download signature verification key information.

Further, it transmits that download signature
verification key information or signature information
produced using that download signature verification key
information to the SAM chip 108.

Step ST106:

The download task 170, when receiving the download
signature verification key information at step ST105, Jjudges
if the received download signature verification key
information matches with the download signature verification

key information of the corresponding module name in the

inodule management data 130.
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another program module, it proceeds to the processing of step ST124,

while when it judges that it does instruct the same, proceeds to the
processing of step ST123. Step ST123: 15 The AP task 172 executes that
code. Step ST124: The AP task 172 S example performs error

processing without executing that code. Next, the overall operation of the
communication 20 system 101 shown in FIG. 19 will be explained. FIG.

30 is a VidW fedpl dhmgdaenlers dgethtidd Gof thHBeBnfrasddtiors the
system 101 shown in FIG. 19. Step ST131: The businesses 1151 to 1153
Srapaiyreqgiededmed bythede Kirgre SO odisesthE pleumdrad
programs AP 1, - 93 AP-2, and AP-3 for enabling the businesses to

f&deRT Processhiremtihgrolipindattiorepkiemet Hirgansreseaading
103 on the personal computers 1161, 1162, and 1163 shown in FIG. 19.
Bedpder RS iRaddcomre S avranigeneprtctate thatnsguidudge the
management data 130 shown in FIG. 23, scrambles it, and stores it in the
éﬁ%ﬁ%ﬁ%&%oﬂfl&%ﬁmﬁ@%@#ﬁe’aﬁfﬁ%%grams AP 1, AP 2,

and AP -3 are 10 downloaded through the authentication units 1171,
1172, Step ST107:

The downloéd task 170 proceeds to the processing of
step ST108 when judging that they match at step ST106 or
when judging that the signature information is legitimate
and ends the processing in other cases.

Step.STlOB:

The download task 170 specifies the address in the
exfernal memory 107 corresponding to the module name
designated at step ST10l1l by viewing the module management
data 130 and downloads the program module from the personal
computer 116 1 to the specified address on the external
memory 107.

[Operation for Execution of Application Program]

FIG. 28 is a flow chart forvexplaining the operation
by which the SAM chip 108 shown in FIG. 19 executes the
application program AP 1.

Step ST111:

When the SAM chip 108 receives a request for execution
of the application program AP 1 for example from the ASP

server 106, the AP task 172 shown in FIG. 26 executes the



10

15

20

25

(e]
se

and 1173 from the personal computers 1161, 1162, and 1163 to the SAM
chip 108. At this time, the processing explained using FIG. 27 is
performed. 15 Step ST133: The user is issued the IC card 103. As shown
in FIG. 22, the storage unit 150 of the}C 103a of the IC card 103 stores
the key information used for transactions by the user with the contracting
brugti:neesss_ %O No e that thg,[;ﬁ?oand a business may also conclude a
Fontract t‘hr&gfh the n?erne etc. after issuance of the IC card 103.
Step ST134 F 1ple, when the user uses the personal computer 25
105 to E:%e s%&g)fslagpver 102 through the Internet 110 to - 94 try to

purchaie rodygct, the seyver, 1 ends a processing_request through
fhe e Sl (5 1R Mo SaKet To6e THE kG b Tob et e of

receiyin lai grggesgn request fﬁ){n {hes rver 102 atccesses the

& .
pe?sor? compu%é)rl g8 rr%lﬁg he (nt&rmet 110 Eur ler?, ﬁ\’éep?r%gé'gsr}n‘g

1SS 0L e JG £ard 103 ispued b the cad readeriuiiel 104 58 0" che
frahsmitied througn the personalcomputer 105, Intemet 1.1o; %5

:é%%fﬂé%%ﬁ%%ﬁ%_Qﬁﬁ§ggéﬁ§%§ﬂﬁgé%5£§§a;gg'Sé%%ﬂéjﬂg%géamodule
ects an application program by
management data 130.

Step ST113:

The AP task 172 uses the execution signature
verification kéy information obtained at step ST112 to verify
the legitimacy of the signal information of that program
module.

That is, it judges if the program module has been
illicitly altered or tampered with.

Step ST114:
. When the AP task 172 verifies at step ST113 that the

signature information is legitimate, it proceeds to the

. proceséing of step ST115, while when it judges it is not

legitimate, it ends the processing.

Step ST115:

The AP task 172 executes the program module for which
the signature information has been judged to be legitimate.

Note that, the program module may also be executed
by the CPU 167 shown in FIG. 25 as a subroutine in the program.

[Operation During Execution of Application Program]
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the settlement processing routine task 173 in accordance with the
processing request received at step ST134 and executes that selected
application program. The processing explained using FIG. 28 and FIG. 29
15 in the execution of that applicatipngnjogram is then performed. Step
ST136: The SAM chip 108 outputs thé Tesult of execution of the
application program to the ASP server 106. 20 As explained above,
accordiﬁ'gtﬁg th%gco\'ﬁmﬁ nicaBbn fEQstEeRPRiRd v plhfe PRSHg Fignafor
since the SAM chip 108 uses the authentication units 117_1, 1172, and
PIFE 18t AR aPRLIRR ISR & STIRERpplication program and
allows the download of the application program only to 25 an authorized
storage%\"ﬁ&é’ir?ﬁ’?e?éx'temal memory 107, it 95 is possible to prevent an
unautharized party from illicitly exchanging or tampering with an
applicatfBHEFrddtan i tRskekittrarreiiay f07o86 thar2 RESHFT B akR Le
communication system 101, S when the SAM chip 108 runs a plurality of
thpradRniiogPhnse sAtR Y AR e sidt Mdatg%n&éod@%ﬁﬁng' ether
among application programs are restricted by the firewalls FW 1, FW 2,
tha 158 JBesBetiRdeAGTbcdssiAy 6PEscH R britstickpg data
rogram from being illicitly interfered with 10 or tampered with by another
%ﬁﬁﬁﬁﬁ;ﬂﬁg ar isying with another program module.

Step ST122:

When the AP task 172 judges that the code to be executed
next does not instruct data transfer or data viewing with
énother program module, it proceeds to the processing of
step ST124, while when it judges that it does instruct the
same, proceeds to the processing of step ST123.

Step ST123:

The AP task 172 executes that code.

Step ST124:

The AP task 172 for example performs error processing
without executing that code.

Next, the overall operation of the communication
system 101 shown in FIG. 19 will be explained.

FIG. 30 is a view for explaining the overall operation
of . the communication system 101 shown in FIG. 19.

Step ST131:

The businesses 115 1 to 115 3 or a party requested

by these businesses produces the application programs AP 1,
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it is possible to improve the confidentiality of each application program.

Further, according to the communication system 101, as explained using

FIG. 28, when executing an applica_ti05|3 15 program, by verifying whether

that application program is being tampered with, it is possible to avoid

identity theft or other illicit acts based on an illicitly tampered with

tiBRPrdGrath T 1R 2RICHREnGhE the edmaniffeaten Berfemol,

20 by comprising each application program by a plurality of program

%%%?e%ﬂtx}g pbedB R SRnbEANS 2R teaem P eRERBRRP 40 $ paitsbe IC
rogram modules. Further, according to the communication system 101,

i R EERRAdIRPER HeemR hlGFidehligL 25 kagd 116_3
information used for operations on an IC card 103 to - 96 encrypt it and
é%b?fﬁﬁ it th&BxtetRal memory 107, it is possible to improve the security
level of that key information. Further, according to the communication
system T0T " BRicehR Hfiededn Bloght® FaberrRishdfiftigenrrates
gﬁcry tign at the time of code access bé/aa bus scramble function, it is
pOSSs] %ﬁ%%’e@%’ﬁﬁﬁlfba‘ﬁ%ﬁ%réa MhQBRedim ft@xtédal frenimples

107 from being illicitly analyzed etc. while halting the processing of the
Eav R 354 1t in” the external memory 107

Step ST132:

The application programs AP 1, AP 2, and AP_3 are
downloaded through the authentication units 117 1, 117 2,
and 117_3 from the personal computers 116 1, 116_2, and 116_3
to the SAM chip 108.

At this time, the processing explained using FIG..27
is performed.

Step ST133:

The user is issued the IC card 103.

As shown in FIG. 22, the storage unit 150 of the IC
103a of the IC card 103 stores the key information used for
transactions by the user with the contracting business.

Note that, the user and a business may also conclude
a contract through the Internet 110 etc.bafter issuance of
the IC card 103.

Step ST134:

For example, when the user uses the personal computer

105 to access the server 102 through the Internet 110 to
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FIG. 31 is a functional block diagram showing more specifically the
function blocks of the SAM chip 108 shown in FIG. 25. As shown in FIG.
31, the SAM chip 108 is connected 15 through an internal bus 190 to the
ASPS communication interface unit @0, external memory communication
interface unit 161, bus scramble unit 162, encryption/decryption unit 165,

%agg u@;é_gg and CPU 67, P rt of the functlf)gé of thl(% %nature

cessihg unit 58 f6§ an au‘t:HenPcatlon processmg un (?VflzesnSlng

‘ﬁ%u 25 ar reallz%d Qié fo‘r[examg)let tIﬁEPU 1@}2 In tQ% Sébél\égg %%
shdwn |n F or example as Shown |n it' IS also possiblé
connectrtge grlgl I/E 9@% ]l%iacon ected to the.internal bus 190.to an RF est

25 reception/iransmission unit 182 outside of the. %mcﬁlp 0887 an

E%ﬁfet data Wlth the l%gé:ard 103 bgeas ngp‘contact s m throu he%n 105
antenna 192a of ﬁﬁe réceptlon ransmissio unlt

S R A S

fo the 10th to 12th aspects of the invention. FIG e oV

i;ggflg;%@tlge of & .gomgynication Syste; 201 of t% present mhotgérge% 4
As shown in FIG. 3 the communication systemrz 1 uses a server

izé) Ztl’cé\x?g‘xrnq.%Qédc%lqgge‘ggmé/ﬂtee%zeor%g ionc%mputer 105, Internet

110, and ASP server 106 to the SAM chip 108.

Step ST135:

The SAM chip 108 selects an application program by
the settlement prdcessing ¥outine task 173 in accordance
with the processing request received at step ST134 and
executes that selected application program.

The processing explained using'FIG. 28 and FIG. 29
in the execution of that application program is then
performed.

Step ST136:

The SAM chip 108 outputs the result of execution of
fhe application program to.the ASP server 106.

As explained above, according to the communication
system 101, as explained usihg FIG. 27, éince the SAM chip
108 uses the authentication units 117_1, 117 2, and 117 3
to authenticate the denloader of the application program

and allows the download of the application program only to

an authorized storage area in the external memory 107, it
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computer 205, ASP (application service provider) server 206, SAM
(secure application module) unit 209, personal computers 2161, 2162,
and 2163, and authentication units %]571_ 2172, and 2173 to communicate
through the Internet 210 15 and perform settlement processing or other
_ processing for a procedure using the IC card 203. The SAM unit 209 has
1%r?@ﬁt%ﬁ‘gl?néﬁlé?yezﬂq“éhdlsmaérﬁb%‘?ﬁe@mﬂﬂbtﬁﬁ%@ﬁé@iﬂfk’ily
software configuration shown 20 in FIG. 34. As shown in FIG. 34, the
exhOaMHR 908 hd2TBRT g boitbh RiycrRBAdraand esp RyegTARHIR the
(hardware) layer, OS layer, lower handler layer, higher handler layer, and
exferRal iPaReBYddrO25 The lower handler layer includes a driver layer. -
98 Here, AP layer includes application programs AP 1, APP2, and AP-3
definifg*ploRedurCFarG g teatd oS WMB traditeard sortismidd L .
or other businesses 2151, 2152, and 2153 shown in FIG. 33. 5 In the AP
whene ERReSAMb &R PRogFifaapl prap Bt v Rl APELisd tHemigHergrams
handler layer are provided between them with firewalls FW. The SAM
s 208 FecdhimRidethratgh 423e@ SPPeit CHECEREREMGcaRPIME ASP

server 206. The ASP server 10 206 is connected through the Internet 210
aRB%ﬁﬂaﬁﬁﬂf programs are restricted by the firewalls FW 1,

FW_2, and FW 3, it is possible to prevent processing of each
application program from being illicitly interfered with
or tampered with by another application program. Further,
it is possible to improve the confidentiality of each
application program.

Furthexr, according to the communication system 101,
as explained using FIG. 28, when execuﬁing an application

program, by verifying whether that application program is

being tampered with, it is possible to avoid identity theft

or other illicit acts based on an illicitly tampered with
application program.
Further, according to the communication system 101,

by comprising each application program by a plurality of

‘program modules, it is possible to download to an external

memory 107 in units of program modules.
Further, according to the communication system 101,

by performing the usual scrambling on the highly confidential

key information used for operations on an IC card 103 to
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of terminal apparatuses including the personal computer 205 of the end
user and personal computers 2161, 2162, and 2163 of the businesses
2151, 2152, and 2153. The personal computer 205; for example, is
connected 15 through the serial poggr US}3 port to a Dumb type card
reader/writer 204. The card reader/writer 204 realizes for example

o UIRIRSS qamIgicapion Golrespordingfa the paysical IRualwgh i1C 5 ¢

card 203. The operational commands to the IC card 203 and the 20

i SeSRAUNSANACKES Ham B dCGard 203.8r¢ ofnetaied apg analyzedgt.
* the SAM unit 209 sidg‘g Therefore, the card grgaderlwriter 204, persongf

15PRier2Qp, and ASP server 206 interposed between them only act to
store the commands or response contents in data payload portions and

relay thg RBraie s AL HVAlYRA IR EREBDEPE0T SesBdiiono ,

99 of data, authentication, or other actual operations in the. IC card 203.

sifePUSIRESSES Pilod £ 2492 a2 ha(NSSEthR PeLsNa ROBRUIEH
2161, 2162, and 2163 to produce the application 5 programs AP 1, AP-2,

a&8ghAR 13.And downipad fe Rrpduced apRlcaligNroGramssthEeUdhifite
authentication units 2171, 2172, and 2173 and through the SAM chip 208

iR Lradsiermipedssiosads Bitas heaxieroah Nepy LOLe Abis H8¥ram

since the businesses 2151, 2152, and 10 2153 have no relation with each
s OhtatheSterRY&3 €88 nal memory 107 from being illicitly

analyzed etc. while halting the processing of the SAM chip
108.

‘FIG. 31 is a functional block diagram showing more
specifically the function blocks of tbe SAM chip 108 shown
in FIG. 25. |

As shown in FIG. 31, the SAM chip 108 is connected
through an internal bus 190 to the ASPS communication
interface unit 160, external memory communication interface
unit 161, bus scramble unit 162, encryption/decryption unit
165, storage unit 166, and CPU 167.

Part of the functions of the signature processing uﬁit

163 and authentication processing unit 164 shown in FIG.

. 25 are realized by, for example, the CPU 167.

In the SAM chip 108 shown in FIG. 31, for example as

shown in FIG. 32, it is also possible to connect the card

I/F unit 191 connected to the internal bus 190 to an RF

A.reception/transmis’sion unit 192 outside of the SAM chip 108"
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in the external memory 207 where the application programs AP 1, APP2,

and AP-3 can be downloaded are predetermined. Whether they have the

right to download to those storage areas is verified by the SAM chip 208.

15 Further, the transfer and viewing ©f data among the application

programs AP 1, AP 2, and AP -3 are restricted by the firewalls Fw. The
aitReINEAHeD Wilts 2L {1424 12 AN 2Ll $03SS Xl%la'r(‘é?xqc!%%%%%%!f%% tem

mutual authentication with the SAM chip 209, produce downloa

sl e 20 VEIHICRHgN Kkey infagmation. seic. when downleading s s s i on
application programs AP-1, APP2, and AP-3 to the SAM chip 208. Next,
adlgcqmponents shown in FIG. 33 will be explained. 25 [IC Card 2031 -

100 FIG. 35 is a functional block diagram of the IC card 203. As shown in

FIG. 3@,@9&0&3@3&@}@ an IC; (intggrated circuit) 203a pr.ovided with
a storage unit 250 5 and processing unit 251. The storage unit 250, as .

| shownyif & '&é@eﬁﬁs&é@@gﬁe@{%@@ %@QX&quE%sponding

company or other business 2151, a storage area 255_2 used by a

£ HUBIIESS 61R2£ANq AHIOLAGRRES 21033 By 8, PESNeSS 2153.

Further, the 10 storage unit 250 stores key information used for judging

FIG. 33 is a view of the overall configuration of a
communication system 201 of the present embodiment.

As shown in FIG. 33, the communication system 201 uses
a server 202, IC card 203, card reader/writer 204, personal

computer 205, ASP (application service provider) server 206,

SAM (secure application module) unit 209, personal computers

216~1, 216 2, and 216 _3, and authentication units 217 1,
217 2, and 217_3 to communicate through the Internet 210
and perform setﬁlement processing or other processing for
a procedure using the IC card 203.

The SAM unit 209 has an external memory 207 and SAM
chip 208.

The SAM chip 208 has the software configuration shown
in FIG. 34.

As shown in FIG. 34, the SAM chip 208 has, from the
bottom layer toward the topblayer; an HW (hardware) layer,
0S layer, lower handigr layer, higher handler layer, and
AP layer in that order..

The lower handler layer includes a driver layer.
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the existence of a right to the storage area 2551, key information used for
judging an access right to the storage area 2552, and key information
used for judging an access right to the storage area 2553. That key
information is 15 specifically used_fog gnutual authentication, encryption
and decryption of data, etc. Further, the storage unit 250 stores the

identification inf rniation of the éC ctl:ard 203 or the user of the IC card 203.
20 Next: the’ Srk UAY 269 WiFHE e88IatRRLh AP Y BRI AR E R -

077 FIG.,37.i iew for_explaining the storage areas, of the external
N o b M A A TP S TR SRR RS of O BS1eAT 2203

ory. . As shown'In e storage are
memor ZOg.i clude,a storage.area 220% in which the - 101 gc tio
oy AT GTAFE BUhete 2ot ToSTBEh 5 SIR3E 308 Sdod In2 152

chi e application pr m AR -2 of the business 2152 is stored, a
a%tor%g'a?ea Sggiﬁ%hlcgthe a3p'plication program AP -3 of the business

21% S LR IS S 2R o

manager of the ghlf):QO : pp ication pr 1 in-—
A R e R A B R Trlad] E e
them with firewalls FW.
The SAM chip 208 is connected through a SCSI port,
the Ethernet, etc. to the ASP server 206. The ASP server
206 is connected through the Internet 210 to a plurality

of terminal apparatuses includiﬁg the personal computei 205

of the end user and personal computers 216 1, 216 2, and

© 216_3 of the businesses 215 1, 215 2, and 215 3.

The personal computer 205, for example, is connected
through the serial port or USB port to a Dumb type card
reader/writer 204. The card reader/writer 204 realizes for
example wireless communication correspondibng to the physical
level with the IC card 203.

The operational commands to the IC card 203 and the

’response packets from the IC card 203 are generated and

analyzed at the SAM unit 209 side. Therefore, the card
reader/writei 204, personal computer 205, and ASP server
206 interposed between them only act to store the commands

or response contents in data payload portions and relay the

‘same.'They'are not involved in the encryption or decryption
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The application program AP -2 stored in the AP storage area 2202 is
comprised of a plurality of program modules. Access to the AP storage
area 2202 is restricted by the firewall FW 2. 15 The application program
AP -3 stored in the AP storage are 03 is comprised of a plurality of
program modules. Access to the AP Storage area 2203 is restricted by
the firewall FW 3. In the present embodiment, the above program module

52 tRe nifiRER thtfolfteaddu RFRSENSIE TR arRes@EtR 8f e the
SAM unit 209 to the external memory 207. The number of the program

I(Fné’cﬁﬁéis_ ?o%ﬁng each application program can be freely determined by
the corresponding business. Further, the application programs AP 1, AP

2, and AV FUSHIGBARFiF -t RS 207 ark LerafbfeBeTFQPaL
are - 102 - descrambied when read into the SAM chip 208, Further, the
CABBHERLN protrdmPABL AP 2 At Rr S ta e TRBIGHM SRS BRIt o

the businesses 2151, 2152, and 2153 using the personal computers

PHIGTINg OF shil 88125 SO AP AESaRE 4P 83 CEACE HIOUGR

the SAM chip 208 to the external memory 207. Access to the AP
2pRdtcRER BePtraR 5P iehthrruARE frabaPrW Y Rt 71 -
that the firewalls FW 1, FW 2, FW 3, and FW 4 10 correspond to the

2]ﬁ?e&augwgﬂe¥%a}ﬁu&|@%aggh the SAM chip 208 to predetermined

storage areas in the external memory 207.

At this time, since the businesses 215 1, 215 2, and
215 3 have no relation with each other, the storage areas
in the external memory 207 where the application programs
AP 1, AP_2, and AP_3 can be downloaded are predetermined.
Whether they have the right to download to those storage
areas is verified by the SAM chip 208.

Further, the transfer and viewing of data among the
application programs AP 1, AP 2, and AP 3 are restricted
by the fireﬁalls FW. The authentication units.217w}, 217 2,
and 217 3, as explained later, perform mutual‘ authentication
with the SAM chip 209, produce download signature
verification key information, etc. when downloading
application programs AP 1, AP 2, and AP 3 to the SAM chip
208. |

Next, the components shown in FIG. 33 will be
expléined.

[IC Card 203}
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The AP management storage area 221 stores the AP selection data 231
and the inter-AP communication data 232 as shown in FIG. 37. Here, AP
selection data 231 and inter-AP communication 15 data 232 are, for
example, registered in advance at thg sime of setting up the SAM chip
208. Further, the AP selection data 231 and inter.-AP communication
data 2 an_only be rewritten.by the manager,of the SAM chip 208, FIG.
38 is a%\%e(gv'v fgorge%pﬁaﬁ]i%l REA ¥.‘s% e&%ﬁc 2313953 RE sﬁ% i card
26@6. 38, the AP selection data 231 shows the IC card type information

and AP identification information linked together. The IC card type

information shows the of the IC card 203.s njn FIG. 33 and,

for exaﬁ‘rﬁplg, pkch ic?é%%fica%dnzi’% c?rrr?a%io%ao %c{):\gechtacsara%girr?pany

e;:formin the settlement f transactian ysing,the 1IC card 203. Th

(%‘ene'fiﬂ(]::gt%ang'ln‘]‘:olrf:ncal'fﬁ)nr,i ag%%%v@]riﬁvﬁ%?% %g,tls identitication unlet. >0

information of.the applicatign. program operating at the AP layer of the -
a Cilﬁf:ﬁl%ef(%l ﬁGggﬁ%s gq%/]lle'w for explaining the inter-AP

comm icatiggrdgta 232. T '@teg@Pﬁ:ommuxqi%q;@n ggtalg32 sho

whether 10° comm %iggtllotn amdng the é)p'gﬁclétlon programs AP ?L,SA

Sﬁage
area 255 1 used by‘a credit card company or other business
215 1, a storage area 255 2 used by a business 215 2, and
a storage area 255 3 used by a business 215 3. Further, the
storage unit 250 stores key information used for judging

the existence of a right to the storage area 255 1, key

information used for judging an access right to the storage

area 255 2, and key information used for judging an access

right to the storage area 255 3. That key information is
specifically used for mutual authentication, encryption and
decryption of data, etc.

Further, the storage unit 250 stores the
identification information of the IC card 203 or the user
of the IC card 203.

Next, the SAM unit 209 will be explained in detail.

[External Memory 207]

FIG. 37 is a view for explaining the storage areas
of the external memory 207.

As shown in FIG. 37, the storage areas of the external

memory 207 include a storage area 220_1 in which the
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and AP-3 shown in FIG. 34 is possible Specifically, this shows if the
communication request to an application program at a row item issued by
an application program at a column item shown in FIG. 39 is 15 allowed
or not. For example, a communicati@n request by the application program
AP -3 to the application program AP1 is allowed, but a communication

a%%&l&ﬂ%%é%ﬁe gg@' 3 iEnaBrogram ARs2ii% teiegted 2q EUithgr, as, oo,

own in FIG. AP management storage area 221 t1as an inter-AP

a CAAPLgIcalion storage Areg 233 usediar cyprwoicalion (FaBYeELR’ ae
data) with an application program. [SAM Chip 208] 25 FIG. 40 iS a -

ofURGIONGL BIpcK diagrad of the SANLCOIP - 104 e SPSRIOMAIR FSe 3. A
shown in FIG. 40, the SAM chip 208 has an ASPS communication ~

wHREHaea 4N 260; 8Xte[aal BedPRinf B NENGRLIGH NteHiace,Wik264 5 3

bus scramble unit 262, S signature processing unit 263, authentication —

i PreGeSing, Ui 264, SREMRIRRIGROMLION LIRS, IR0 3L LEE4 | by
and CPU 267. The SAM chip 208 is a tamper-resistant module. The

SR FOJURUReatigNLINtARAGE, YRt 26@ is an 10 interface used for input
and output of data with the ASP

The application program AP 1 stored in the AP storage
area 220 1 is comprised of a plurality of program modules.
Access to the AP storage area 220 1 is restricted by the
firewall FW 1.

The application program AP 2 stored in the AP storage
area 220 2 is comprised of a plurality of program modules.
Access to the AP storage area 220 2 is restricted by the
firewall Fw_é.

The application program AP_3 stored in the AP storage

area 220 3 is comprised of a plurality of program modules.

.Access to the AP storage area 220 3 is restricted by the

firewall FW 3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the outside
of the SAM unit 209 to the external memory 207. The number

of the program modules forming each application program can

be freely determined by the corresponding business.

Further, the application programs AP 1, AP 2, and AP 3

stored in the external memory 207 are scrambled. They are
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server 206 shown in FIG. 33. The external memory communication

interface unit 261 is an interface used for input and output of data with the

external memory 207. 15 The bus scramble unit 262 scrambles output

data and descrambles input data v@&r)‘} inputting and outputting data

through the external memory communication interface unit 261. That is,

the external memory 207 stores data in a 20 scrambled state. The
depmeineifdcsdwmty HRRI6314L ekbainttMahiprdfiRes a signature

and verifies a signature when downloading an application program

through *ihENRternth e APRY #if SemBrRASKRIAF 258_dnd dheh e REGfHy 3

an application 25 program. -- 105 The authentication processing unit
2584, S8 BXPEATRY TatePTEtsTRI ¥t adtertRadss fithtRe bth&15_2

party when downloading an application program through the Internet 210

2Rt el Sxid s Hisn SR 8P 5 TR FRRI Ry diibh-dnit 265 ererypRd
data and decrypts encrypted data. The storage unit 266 stores the data
21&qutretl R the BrédSsinPofhie CE A7 Hhezdsd 28 wsiehietgerAM

xplained tasks based on 10 a predetermiznoe,;i program (program of the

clg} se%??nvté‘ﬁtigﬁ)e external memory

Access to the AP management storage area 221 is
restricted by the firewall FW 4.

Note that the firewalls FW 1, éw;g, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 34.

The AP management storage area 221 stores the AP
selection data 231 and the inter-AP communication data 232
as shown in FIG. 37.

Here, AP selection data 231 and intexr-AP communication
data 232 are, for example, registered in advance at the time
of setting up thé SAM chip 208. Further, the AP selection
data 231 and inter~AP communication data 232 can onlj be
rewritten by the manager of the SAM chip 208.

FIG.-BB is a view for explaining the AP .selection data
231.

As shown in FIG. 38, the AP selection data 231 shows
the IC card type information and AP identification
information linked together.

The IC qard type information shows the type of the

IC card 203 shown in FIG. 33 and, for example, is
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and executes an application program designated in accordance with
execution of the tasks. FIG. 41 is a view for explaining tasks executed by
the CPU 267. 15 As shown in FIG. 41, the CPU 267 executes a download
task 270, system task 271, AP taslk 842, settlement processing routine .
task 273, inter-AP communication task 274, and inter-SAM

s FamTHDCaon lask 2 e dawnlpadiask 210, 45 xplaned jateh,
- performs processing for d]()wnloading an application program?ron}'

Qutside of the SAM ugjégOQ through the SAM Chi-P Q8 to the. exte@lal I
pememor)} 287. Tﬁe %?steme%%tzti?lcg aatas(f%relﬁorcn%ﬁarari‘\l/g%ng €
«aPanaggment, operations unique to the IC card 203, or other 25

processing. - 106 The AP task 272, for example, comprehensively

managgs, the exgeHianeline ARpliGaton prograrms AL LMD a0l £7¢.

-3 performed when a program request is received by the SAN chip 208

34109 ASE; $9TVE . 206, o QHISL RIRGe QUISIAS, S QEIe: SAVICIP 208 ram

As shown in FIG. 42, when the SAM chip 208 receives a processing

0pr§9$‘%§%r8'34@9€9éh%ﬁc £aULe03 0%@%&?%%&%!%%%@ the

settlement processing routirie task 273 obtains identification information

of the AR coggsRanding, 1040 151G il yme lafornariqnipgludgd in that
processing
communication data 232.

The inter-AP communication data 232 shows whether
communication among the application programs AP 1, AP 2,
and AP_3 shown in FIG. 34 is possible

Specifically, this shows if the communication request
to an application program at a row item issued by an
application program at a column item shown in FIG. 39 is
allowed or not.

For example, a communication request by the
application program AP;B to the application ptogram AP.1
is allowed, but a communication request to the application
program AP 2 is rejected.

Furthér, as shown in FIG. 37, the AP management storage
area 221 has an inter-AP communication storage area 233 used
for communication (transfer of data) with an application
program.

| [SAM Chip 208]

FIG. 40 is a functional block diagram of the SAM chip



10

15

20

25

request based on the AP selection data 231 shown in FIG. 38 and selects
- and executes the application programs AP 1, AP 2, and AP -3
corresponding to that AP identification information. 15 The inter-AP
communication task 274 manages 0 munication among the application
programs. FIG. 43 is a flow chart for explaining the processing of the

inter-AP communication task 274. Here, the explanation will be given
29 sHRANG tHE F0LSxset the application program AP -1 issuing a
commuynication request for writing data in the AP 2. Step ST201: When
an applitafidt HogrBnAS -1 B_ing Bt ARt Rhdes %Ogorﬁﬁnﬁnﬁ%tiﬁﬁps
request for writing, data to AP 2, the 25 processing of step ST202 is
COERRAER HEP- SRiPET 68 T ComfTliniGERTRGde P FREY at step
ST201.is received bé/ the inter-AP_communication task 274. Step ST203:
R T AB oG RiEATSh BBk 2720 enR e RfHaple unit 262,
Slc_:omrril:unication data 232 shown in Fégs 39 and judges if the application
P0G am APPT Q5T B8 AATLINTERE il the AP B EdF 300 WiRsaRging
“inter-AP. communication task 274 judges at 10 step ST203 that .
o A e Y B bR S BLOR SHURYAe T nst 268, storage unit 266,

and CPU 267.

The SAM chip 208 is a taﬁper-resistant module.

The ASPS communication interface unit 260 is an
interface used for input and output of data with the ASP
server 206 shown in FIG. 33.

The external memory communication interface unit 261
is an interface used for input and output of data with the
external memory 207.

The bus scramble unit 26275crambleé outpug data and
descrambles input data when inputting and outputting data

through the external memory communication interface unit

261,

That is, the external memory 207 stores data in a
scrambled state.

The signature processing unit 263, as explained later,
produces a signature and verifies a Signature when
downloading an application program through. the Internet 210
to the external memory 207 and when exeCuting an applicat;ion

program.
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processing of step ST205 while when it does not, it ends the processing.
In this example, from FIG. 39, the application program AP -1 can
communicate with the AP 2, so the processing of 15 step ST205 is
executed. Step ST205: Under the f@éro_l of the inter-AP communication
task 274, the application program AP-1 writes data in the inter-AP
communication storage area 233 shown in FIG. 37. 20 Step ST206: The
inter-APS ARNAR GG LR PEFREFRSING e §f #feddadhsng hriead
to the application program AP 2. Step ST207: The application program
lagpry RegLasnsrBhtabrnidient toatiomcaidhstthage SheroBanty
“accordance with - 108 the notification received at step ST206. Due to

whess dJsteRtingrese AR FR i ared ram drameueb thmd pexnet

relayed through the firewalls is completed. 5 The inter-SAM
210 huhitat te3eats nasivitRIG. 44, in accordance with need,

can for example start up the inter-SAM communication task 275 of an

SAM ERip STETRELRPSARE IR i ¥D8 LRGSR g eRmbte data and
command to the inter-SAM communication task 275 of that SAM chip

desgagP b3 SO AR&ERdte@dfimand is issued by the inter-SAM

The storage unit 266 stores the data required for the
processing of the CPU 267.

The CPU 267 executes later explained tasks based on
a predetermined program (program of the present invention)
and executes an application program designated in accordance
with execution of the tasks.

FIG. 41 is a view for explaining tasks executed by
the CPU 267. |

As shown in FIG. 41, the CPU 267 executes a download
task 270, system task 271, AP task 272, settlement processing
routine task 273, inter-AP communication task 274, and
inter-SAM communication task 275.

The.download task 270, as explained later, performs
processing for downloading an application ptogram from
odtside of the SAM unit 209 through the SAM chip 208 to the
external memory 207.

The system task 271 is a task performing driver
management, operations unique to thé IC card 203, or other

processing.
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communication task 275 of the SAM chip 208 to the inter-SAM
communication task 275 of the SAM chip 208x to request that the SAM
chip 208x execute at least part of the processing assigned to the SAM
chip 208 when for example the progessing 15 load of the SAM chip 208
becomes large and it cannot suitably perform the processing. Next, the
overal oo Ahhe o MEUINERIGH, PUIUB AN NI DG Wl es
be explained. FIG. 45 is a view for explaining the overall operation 20 o
e SOUIUEATONSYSEA0h SN NG IR SIEP RT281 1892, ana
businesses 2151 to 2153 or a party requested Dy these businesses

AP80YCE 2NIFALORREATE Bkl 2o QEAP 13 IRLHOSeYSINESERS

to perform processing for 25 transactions using the IC card 203 on the

| SHETSHIAL PR HELR1A2AEE 2R EP%BL6T ShOuRdD FEadE R iae

ST232: The application programs AP-1, AP-2, and AP-3 are. downloaded

ofhioghdhgauihgntisgigon units 2171, 2172, 5 and 2173 from the
personal computers 2161, 2162, and 216_3 to the SAM chip 208. Step

ST233 Ihends@t 1 Issped e iC caiba03nes shanRii F1Go#, iRl ves

203a of the IC card 203 10 stores the key information used for
at5¥568@¥¥HH“Qéquest relating to the IC card 203 from the
ASP server 206, the settlement processing routine task 273
obtains identification information of the AP corresponding
to the IC card type information included in that processing
request based oﬂ the AP selection data 231 shown in FIG.
38 and selects and executes the application programs AP 1,
AP 2, and AP_3 corresponding to that AP identification
information.

The inter-AP communication task 274 manages
communication among the application programs.

FIG. 43 is a flow chart fér explaiﬁing the processing
of the inter-AP communication task 274.

Here, the explanation will be given illustrating the
case of the application program AP _1 issuing a communication
request for writing data in the AP 2.

Step ST201:

When an application program AP 1 being’ executed issues
a communication request for writing data to AP_Z; the

processing of step ST202 is performed.
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business which the user has contracted with. Note that the contract
between the user and a business may be concluded after issuance of the
IC card 203 through the Internet 210 etc. 15 Step ST234: For example,
when a user desires to use the per | computer 205 to access the
server 202 through the Internet 210 and purchase a product, the server
202 issues a processing request through the Internet 210 to the ASP
serverYeRP 2§’Wﬂ%h the ASP server 206 receives a processing request
from the server 202, it accesses the personal computer 205 throu%h the
Internet?A CCRERIRE & HPoc ettt udse 16itha fe Tard 203 Sstiet®
by the card reader/writer 204 is sent through thfg/fpersonal computer 205,

THABINER21BY J8hend AP s&Ve FOBE IR et SA crﬁﬁ‘%s.z-g £10 - step

ST235; The SAM chip 208, in accordance with the processing request
receivéd“ﬁ?st%ﬁ%%, selects the application program by the settlement
processing routine task 273 and 5 executes the selected application =~
program?‘?nlﬂﬁ'éee&ééﬁtﬁﬂ“ﬁ?ﬁ‘étcaap%’ﬁﬁ’gtiSﬁ%rogﬁa%n‘,’ﬁﬁygcér%?nﬁﬁ%ﬁtlror%\ F
performed between application roc};}rams IS erf%rgned gy the.inter-AP.

B TR SR B 4% RRA I e EBGve-mierinfed B8 STs p the

Step ST236: »
appﬂ%cation program AP _1 can communicate with the AP_2.

Step ST204:

When the inter-AP communication task 274 judges at
step ST203 that communication is possible, it exgcutes the
processing of step ST205 while when it does not, it ends
the processing.

In this example, from FIG. 39, the application program
AP 1 can communicate with the AP_2, so thé processing of
step ST205 is exeéuted.

Step ST205:

Under the control of the inter—AP communication task
274, the application program AP 1 writes data in the inter-—AP
communication storage area 233 shown in FIG. 37.

Step ST206:

The inter—AP communication task 274 notifies the fact
of ﬁhe data being written to the application program AQ_Z.

Step ST207:

The applicatioﬁ program AP 2 reads’data from the

inter-AP communication storage area 233 in accordance with
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The SAM chip 209 outputs the results of execution of the application
program to the ASP server 206. As explained above, according to the
communication system 201, as shown in FIG. 34 and FIG. 37, the
application 15 programs AP(r)1;APOB and AP-3 are restricted from
accessing each other by firewalls, so it is possible to prevent application
tHHOgeEiT reantheing dlicity moniteredsaag t@empesed with. Further, it is
possible to improve the confidentiality of each application program. 20
Furthesnacaasdiegile the cammiricalidhsysienedd , thethappei-Adtion
communication task 274 shown in FIG. 41 using the AP management
pitejaga araz 2210fdha pxterns rageant i207sivwehia MEraddals is
perform the processing shown in FIG. 43, communication between
capplieatwd. programs is allowed 25 in a preallowed range. - 111
Therefore, it is possible to provide diverse services by synchronization .
and canperatior of arplucalitynah Bpatidation pedgraits, Asssbloardiversic .
service, for example, there is the 5 automatic selection of application
4 prodramscky thinsetlemiait preerbsirgroufive tastadpd ehatatFi(p. the
41. That is, while the same level of computation content, for settlement
iprecessing ddtetingiin selitlein eatspr @060b Acoarding tolihe 208t ofitheide
IC card 203, if the type of 10 the IC card 203 is known, the corresponding
ofiphliesin chip 208 and issue a remote command to the inter-SAM

»communication task 275 of that SAM chip 208x.

Such a remote command is issued by the inter-SAM
communication task 275 of the SAM chip 208 to the inter—-SAM
communication task 275 of the SAM chip 208x to request that

the SAM chip 208x execute at least part of the processing

assigned to the SAM chip 208 when for example the processing

load of the SAM chip 208 becomes large and it cannot suitably
perform the processing.

Next, the ovei:all operation of the communication
system 201 shown in FIG.V 33 Will be explained.

FIG. 45 is a view for explaining the overall operation
of the communication system 201 shown in FIG. 33.

Step ST231:

The businesses 215__].» to 215 3 or a pari:y requested
by these businesses produce application programs AP 1, AP 2,

and AP 3 for those businesses to perform processing for

.t'ransactions using the IC card 203 on the personal ¢ompute1;s
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program can be automatically determined. Therefore, by registering the
settlement processing at the level of the settlement processing routine
task 273, the type of the IC card 203 and the corresponding application
program can be i5 automatically-detemdnined. Due to this, the load on the
developer of the application program can be lightened. Further, according

211@ the corgnunicalion sysken 2Glosincedhefiformation stored in the
external memory 207 is scfambled by the bus scramble unit 262 of the
SAM ehipg08728 shown in FIG. 40, there is confidentiality with respect to

analysis from the outside. Further, according to the communication

systerpd ladiyitie Previaiop 4 dhadiernBAM cammunicalignAesks? dre
shown in FIG. 41, it is possible to disperse the processing 25 load of the

dowlYlshi 408 19-gther SAM chipen dhelefare deankileds mounting tha 7 2,

SAM chip 208 in a store server etc. which has to simultaneously handle

arfMOge9Singriesdasiefpesaiiameiopsessisiiam e, piurality pfdadnmeé 3
apparatuses, it is possible to use the function of the inter-SAM

t&£OopHaURIEAtIAH 2Hasiod 5 to improve the settlement processing capability
using a plurality of SAM chips 208. FIG. 46 is a functional block diagram

showirg ggorerepesifically the function blocks of the SAM chip 208 shown
in FIG. 40. 10 As shown in FIG. 46, the SAM chip 208 is connected

The user is issued the IC card 203.

As shown in FIG. 36, the IC 203a of the IC caxrd 203
stores the key information used for transactions with a
business which the user has contracted with.

Note that the contract between the user and a business
may be concluded after issuance of the IC card 203 through
the Internet 210 etc.

Step ST234:

For example, when a user desires to use the personal

computer 205 to access the server 202 through the Internet

210 and purchase a product, the server 202 issues a processing

request through the Internet 210 to the ASP serxrver 206.
When the ASP server 206 receives a processing request
from the server 202, it accesses the personal computer 205
through the Internet 210. Further, the processing request
for the IC card 203 issued by the card reader/writer 204
is sent through the pe‘rsonal computer 205, Internet Zlb,

and ASP server 206 to the SAM chip 208.
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through an internal bus 290 to the ASPS communication interface unit
260, external memory communication interface unit 261, bus scramble
unit 262, encryption/decryption unit 265, storage unit 266, and CPU 267.
15 Part of the functions of the signatyrg processing unit 263 and
authentication processing unit 264 shown in FIG. 40 are for example
realizegtt‘);/ thﬁ&%’g 267. The SAM chip 208 shown in FIG. 46, for
example as shown™in FIG. 47, may also connect the card I/F.unit 291

connegted to the.internal bus 290 to an, RF receptjon/transmission unjt

o ool S D A G P o REREBGF L

by a ngncontact system through enna 292a of the RF ) ]
A AGIoR il 290, EBAr ErEATRER: 25 THPBRAGAER

re e
recepton/transmission uni odiment men

on ‘
communication system 301 of the present embodiment. As shown in FIG.
o Rl ol A PR R E02,  carc 303
(integrated, circuit of the present inye tionzéig d reader/writer 304
pereonitcohe ettt qr Dk R e e, any
éSAM secure a}é)plig%%'on mo&l%e%éw‘iate%% ersona c%mputers ;3?161, is
?ﬁlg% él&]ﬁ 4?an %ng althentication anits a1 J_[, TO%E??, ?f‘ffs,
p 3174, and 311337{5 ﬁl‘uthent{:%aélggpapgaratuses

rformed e in ommunication task 274 as shown

. Is an emhodiment corresponding to the - 113 13th to 16th aspects e
B g B0 c 2 ain e MR eI 8y ana

in the above-mentioned FIG. 43.

Step ST236:

The SAM chip 268 outputs the results of execution of
the app.lication program to the ASP server 206.

As explained above, according to the communication
system 201, as shown in FIG. 34 and FIG. 37, the application
programs AP 1, AP___Z, ‘and AP__3> are restricted from accessing
each other by firewalls, so it is possible to prevent
application programs from being illicitly monitored and

tampered with. Further, it is possible to improve the

confidentiality of each application program.

Further, according to the communication system 201,
by the inter-AP communication task 274 shown in FIG. 41 using

the AP management storage area 221 of the external memory

207 shown in FIG. 37 to perform the processing shown in FIG.

43, communication between application programs is allowed

in a preallowed rangé.
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of the present invention), and the ICE (in-circuit emulator) 318 to
communicate through the Internet 310 and develop or customize software
of the SAM chip 308, perform seﬁttlg[q]fnt~ processing using the IC card

303, etc. 15 The SAM unit 309 has an external memory 307
(semiconductor storage circuit of the present invention) and SAM chip_
308 (S&ARdhateorthclit WS PR rtoiREAtde TheveARrCIfpB0BCes

has a software configuration such 20 as shown in FIG. 49. As shown in

PY Ry IRe SRR 0P SS IRAE A MBweagePtbthe Libb¥r fer,

an HW '(hardware) layer, OS layer, lower handler layer, higher handler
PR ApBREIHBATAP) layer in that order. 25 The lower handler layer
is a layer defining the - 114 processing not dependent on the application
prografh ZRFR A EhBRESE B BRI ot R eP Rk 1afde bfid thadhe
link Iager in the OSI protocol. The lower handler layer includes a driver’
autompta G asREF QR %fa FRRIDEAEHRM I 8gEaMTy R¥Iatiig to the
operation of the LSI. The higher handler Iay{gr is a layer defi,nin%;t'}o(‘s

sehitBBshg RbRAGERISIFtHE A ptR&idR flogtdm dHPEBrégp he'to%?"

Ia%/er. higher than the transport layer in 10 OSI protocal.
That is, while the same level of computation content, for

settlement processing differing in settlement protocol

according to the issuer of the IC caxrd 203, if the type of
the IC card 203 is known, the corresponding application
program can be automatically determined. Therefore, by
registering the settlement processing at the level of the
settlement processing routine task 273, the type of the IC
card 203 and the Corresponding application program can be
automatically determined. Due to this, the load on the
developer of the application program can be lightened.
Further, according to the communication system 201,

since the information stored in the external memory 207 is

scrambled by the bus scramble unit 262 of the SAM chip 208

shown in FiG. 40, there is confidentiality with respect to
analysis ffom the outside.

Further, according to the communication system 201,
by the Qrovisibn of fhe inter-SBM communication task 275
shown in EIG.'41,Ait is possible to disperse the processing

load of the SAM chip 208 to other SAM chips. Therefore, when
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Here, the OS layer corresponds to the first layer of the present invention,
the lower handler layer, driver layer, and higher handler layer correspond
to the second layer of the presentlidvention, and the AP layer
corresponds to the 15 third layer of the present invention. The AP layer
moiiclidey ke FiiMatibl PreamsrAR s tAPe, S88viAR- -2 defingibd has
procedures for use of the IC card 303 by credit card companies and other
to hbinestas edibAR] hAM AL 4 Bodetlhi AR rehgudsitd ko M & aAh:-sihen t
AP layer, the application programs AP--I, AP 2, and AP-3 and the higher
prbeandei layef aom paoyided s ingero thearwiih fevwplsaH\ & Hlikavea]lsiaf is
the present invention). In the software configuration shown in FIG. 49, the
poéPilayer definee prhee Ring: sietifie O sashibisinessplorcdmexAiEa; i on
the content of settlement processing using the IC - 115 card 303. The.
tapkoEESingdolajppectiyeo peiating:thelléneart B@disedafines mathadaydarsy
of the higher handler layer on down. The SAM chip 308 is connected with
us iheyASPrsiarver 306y Sotirargh abGs @08 the Ethernet, etc. The ASP
server 306 is connected through the Internet 310 with the personal
compEters 306, 8264, Fiok; 8il63aBlblloakd 3165 rEie pakswnahy more
computer 3161 is used by the business 10 315 API of the application

sppddffaneARPy] ekeciadbyibe SAMcks of the SAM chip 208 shown

in FIG. 40.

As shown in FIG. 46, the SAM chip 208 is connected
through an internal bus 290 to the ASPS communication
interface unit 260, external memory communication interface
unit 261, bus scramble unit 262, encryption/decryption unit
265, storage unit 266, and CPU 267.

Part of the functions of the signature processing unit

263 and authentication processing unit 264 shown in FIG.

40 are for example realized by the CPU 267.

.The SAM chip 208 shown in FIG. 46, for example as shown

in FIG. 47, may also connect the card I/F unit 291 connected

to the internal bus 290 to an RF reception/transmission unit

292 outside of the SAM chip 208 and transfer data with the
IC card 203 by a noricontact system through an antenna 292a
of the RF reception/transmission unit 292.

Fourth Embodiment

This embodiment is an embodiment corresponding to the
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chip 308. The personal computer 3162 is used by the business 315 AP2
of the application program AP -1 executed by the SAM chip 308. 15 The
personal computer 3163 is used by the business 315 AP3 of the
application program AP -1 executeq by the SAM chip 308. The personal
computer 3164 is used by the software developer 315 MID able to

1 evelop a higher handler layer 20 and lower handler layer including the
thlerRyAPSRoRMTRRETE. 98 oF e SAXFRADCIHS. The personal
computer 3165 is cased by the manufacturer of the SAM chip 308, that is

the softhare Aevadper $1850P HaGify REHoht T M BhEhe BhME the
chips 308 as a whole. 25 The businesses 315AP1, 315 AP2, and 315 AP3
cqmAtRToakion axstem AL of) PRl pelsant enbodinant o

application programs AP 1, AP 2, and AP -3 and download the produced
nplic AR ot FHGaof e HHERREAIAE RIS B9 =S e S0 g n=es

3173 to stor areas allocated 5 jn advance in the external mory 307
e R A L S e S e eesbne

i APZ and 15 AP3.are g%réie ‘\v/\ijthtréo relatjon with each thgr, SO éhe 305
Stotage Afdds firthe &ddmar Moy 3 é)’\/\/ﬁ%ﬁﬁﬁé‘ 3H apﬁ%gﬁorf d
Aé%pqggﬁiéga’fﬁiZég@%fﬁé*%%%@f§é¥nggg¥§i 306, SAM (sngre
applicaﬁion module) unit 309, personal computers 316 1,
316_2, 316_3, 316_4, and 316 _5, authentication units 317_1,
317_2, 317_3, 317_4, and 317_5 (authentication apparatuses
of the present invention), and the ICE (in«cifcuit emulator)
318 to communicate through the Internet 310 and devélop oxr
customize software of the SAM chip 308, perform settlement
processing using the IC card 303, etc.

The SAM unit 309 has an external memory 3Q7
(semiconductor storage circuit of the present invention)
and SAM chib 308 (semiconductor circuit of the present
invention).

The SAM chip 308 has a software configuration such

as shown in FIG. 49.

As shown in FIG. 49, the SAM chip 308 has, from the

lower layer to the upper layer, an HW (hardware) layer, OS
layer, lower handler layer, higher handler layer, and

‘application (AP) layer in that order.

The lower handler layer is a layer defining the
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are determined in advance. Whether or not one has the right to download
to such a storage area is verified by the SAM chip 308. Further, during
execution of the application programs 15 AP-1, AP2, and AP 3, the
irewalls FW restrict the transfer .angpgewing of data between the
application programs AP 1, AP 2, and AP 3. The software developer 315
pflegavnioadse pudeiamioedprogran ig fhe, SaM, chip 08 fraugh
the 20 authentication unit.317 4 in accordance with need 1o customize the

<dl er layer. an d rj ing t rver layar 5. ea
T e e i Ty D aac

1:98ve %gg&@l%Slgﬁéjqyﬂ?%q%@oggp(edetermined program into the

SAM chip 308 through the -117 authentication unit 3175 to customize all

of the4ayers oW d B 4% IP8AUfhenticatian Uniks 334119 3143 as

explained later, mutually authenticate and produce download signature 5

verfieafion Ky iplarmatiptoetes with 16 SANLshipcifhwhen fewnloading

a predetermined program from the perSonal computers 1to 3165 to

rd98 54 Chip 398 Thenareenal campyler 283, for example, is used by
the owner of the IC card 303, that is, the end user. 10 The personal
Comp$@£3ﬂ§dﬁéﬁxﬁgﬂﬁié%03@?é¥eqs a layer defining the
processing dependent on the application program and
corresponds to a layer higher than the transport layer in

OSI protocol.

Here, the OS layer corresponds to the first layer of

~thepmesentinvention,thelowerhandlerlayer,driverlayer,

and higher handler layer correspond to the second layer of
the present invention, and the AP layer corresponds to the
third layer of the present invention.
The AP layer includes the application programs AP 1,
AP 2, and AP 3 defining the procedures for use of the IC
card‘303 by credit card compapies‘and other businesses
315 apl, 315 AP2, and 315 AP3 shown in I;‘I’G. 48.
| in the AP layer, the application programs AP 1, AP_?,
and AE_S and the higher handler layer are provided.beﬁween
them with firewalls FW (firewallé of the present invention) .
In the software configuration shown in FIG. 49, the

AP layer defines processing specific to each business, for

~example, the content of settlement processing using the IC
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through a serial port or USB port to a Dumb type card reader/writer 304.
The card reader/writer 304 realizes for example wireless communication
corresponding to the physical level with the IC card 303. 15 The
operational commands to the IC cargd;303 and the response packets from
the IC card 303 are generated and analyzed at the SAM unit 309 side.
Thgrgf@ e, card reader/writer 304, personal computer, 305, and ASP
caé’érver 06 |nt%r&§s°e%etsf(§t:\7v%%n%[rﬁxe:r§ ﬁﬁ@cacg[% %R)erg?ﬁel e mtrgg‘n&g Z‘E)ard
response contents in the data payloa rtions.and relay the same.
3@% "SPORSE LO0ES i
%ejf/ are ot mvolved in‘ﬂ?e%ﬁgﬁ%gor? grng‘e%ry%lt%?rl\eoﬁ agal‘/ferﬂgier ayer
oufigntication, or other operations in the IC card 303. Further, the ICE
318 is an emulator used when debugging 25 a program running on the

SAM C’.Hpeggﬁbf é(}x%gggézﬂ tges c_) §9§8Q§ds rvli%h: iq:ﬁ!aefgé%\/\g"eg\erer 306

explained. IC Car The IC car 3 stores ey Information etc. 5

el ESRYIAY TR SSlAeIRLosRng o Jie. o/ o 308

Authéentication Units 3171 to 317 5 FI is a functional block diagram
of the ﬂ&ﬁhﬂw@g,@y&'} %]07(9'119 ésoxsxpxgvé, ércliFl:%i:%(t)J’g ethe Internet

authentication unit 3171
310 with the personal computers 305, 316_1, 316 2, 316 3,
316_4, and 316_5.

The personal computer 316_1 is used by the businéss
315~AP; of the application program AP 1 executed by the SAM
chip 308.

The persbnal computer 316 2 is used by the business
315 AP2 of the application program AP_1 executed by the SAM
chip 308.

The personal computer 316_3 is used by the business
315_AP3 of the application program AP 1 executed by the SAM
chip 308.

The personal cémputer 316_4 is used by the software
developer 315 MID able to develop a higher handler layer
and lower handler layer including the driver layer shown
in FIG. 49 of the SAM chip 308.

The personal computer 316 5 is used by the manufacturer
of the SAM chip 308, that is, the software 'dével‘oper 315_sup
having the right to manage the SAM chips 308 as a whole.

The businesses 315 AP1, BIS;APZ; and 315 AP3 use the
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has a storage unit 3501 and processing unit 3511. As shown in FIG. 50,
the storage unit 3501 stores a SAM-ID, mutual authentication master key
information K1, and access master key information KA. 15 The SAM ID is
identification information of the SA £ ip 308. The mutual authentication
master key information Kl is, as explained later, used for generating
mutual iuthentication key information K2. 20 The access master key

P S hation ICRPEE 8% Slaithl-ater’ 1uded Rt YedbhutitgtdvRTiGshice the

Si fatur information used when downloading a program in the external
SBRLTGS CAPP TRECSERRE ket kBF iforrfRtbriRATs K8 IFRIARGH the

necessary for downloading to the external memory 307 a 25 program of
PHE RBIS SER S 2EARAR PEPTRAR AT S $RM AiFhaes theahinrn

ng unit 351 1, as shown in FIG. 50, has a mutual

FIG. 49, T '
- "alithen |c1:a41t'rf)1rf’) Loéfngl aA8Yodhleat! 5cEESRGIGIEISTE FHlecated

irrptggz‘arlaax\luéhentic%'on unit 3521, as shown in FIG. 51, when downloadi%%_
A program to the exfenTAi reEM3ly 367 E¥cApls frsrati-he phifiship

ing the mutual authentication master key information Kl to generate the
mutual authentication key information K2 and uses that mutual 10

authentication key informatjon K2 for mutual authentication
IKE Egls %ime, é%e ﬁuginesses 315_AP1, 315 AP2, and

315_AP3 are parties with no relation with each other, so
the storage areas in the external memory 507 to which the
appliéation.programs AP_1, AP 2, andHAP“} can be downloadéd
are determiﬁed in advance. Whether or not one has the right
to download to such a storage area is Qerified by the SaAM
chip 308.

Further, during execution of thg application programs
AP_1, AP. 2, and AP _3, the firewalls FW restrict the transfer
and viewing of data between the application programs AP 1,
AP_2, and AP 3. |

The software developer 315 MID downloads a
predetermined prdgraﬁ into the SAM chip 308 through the
authentication ﬁnit.311_4 in accordance with need to
-customize the higher handler layer and loﬁer handler layer
_including'the'driver layer shown in FIG. 49 of the SAM chip
308 etc.

Further, the software developer 315_SUP_downloads a

predetermined program into the SAM chip 308 through the
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with the SAM chip 308. The download processing unit 3531, when
downloading a program to the external memory 307, as shown in FIG. 52,
encrypts the SAM ID as plain text using the access master 15 key
information KA to generate the dewnload key information K -DA. Further,
the download processing unit 3531 uses the dow_nload key infor_ma_tion K
adMde gepgigieadowniond Fopgiusg Ifgrmationand wansils §19.... o
the SAM chip 308. The authentication units 317 2 and 317 3 are 20
sReRfigurad the;sanpe as the above explained authentication unit 3171,
However, for example, the content of the access master_key information
KA differssferaacbrauibenticalionn ik BHGr 53 isa funptignablllogk .y 45 nea
diagram of the 25 authentication unit 3174.7120 As shiown in FI(_S. 53,. :
1iheaythantiealtiar, Wi cHdit 1aa 8-S 105R08  th 04 A0 T 8GeP Y Ig lily re
3514. As shown in FIG. 53, the storage unit 3504 stores a SAM ID, ;
vaniyalathentigation nastendey dafumationi ki, é\@@%ﬁceﬁifﬁ%ﬁgrwhen
key information KA and KM. The SAM ID, mutual au_thentlcatlon master
diey IsHuTRGoR Khraibactass Maasipi-key IHOrFmaliondif afg, e, same

as those explained above. The access master key .information KM is key
cdfpunation 3Pdon dewnloading a-gragiamsaihehighes fagndler layer and

The personal computer 305, for example, is used by

the owner of the IC card 303, that is, the end user.

The personal computer 305, for example, is cvonnec‘ted
through a serial port or USB port to a Dumb type card
reader/writer 304. The card reader/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC car-d 303.

ﬁ?he operational commands to the IC card 303 and the
response packets from the IC card 303 are generated and
analyzed .at the SAM unit 309 side. Therefore, the card
reader/writer 304, personal cémputer 305, and ASP server
306 interposed between them only act to store the commands
or response contents in thé data payload portions aﬁd re'lay‘
the same. They are not involved in the encryption or
decryption of data, authentication, or other operations in
the IC card 303.

Further, the ICE 318 is an emulator used when debugging

‘a program running on the SAM chip 308.
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the lower handler layer including the driver layer of the software structure
of the SAM chip 308 shown in FIG. 49 to the external memory 307 or
SAM chip 308. The processing unit 3514, as shown in FIG. 53, has 15 a
mutual authentication unit 3524 and dbl$hload processing unit 3534. The
mutual authentication unit 3524 is the same as the mutual authentication
unit 352N explairngeeindd@pdrinThe sihustoachpreressiag urit Bb3Be
when downloading 20 a program to the external memory 307, as shown in
Bk 1540 nedlrypts the SAM ID as plain text using the access master key
information KA to generate the download key information K __ DA. Next,
the dowdl6a@ardced3thg unit 3534 encrypts the download key
information K -DA as plain text using the access 25 master key
informatitimek MiGoarendrate 3he towetoachle k&3 imfberpatonn Kn RMe .
Next, the download processing unit 3534 uses the download key
méoramenK DM tdlyenesdit tesmatowpload signatureusibngatibe as@M chip
transmits it to the SAM chip 308. 5 FIG. 55 is a functional block diagram
8PCe authentication unit 3175. As shown in FIG. 55, the authentication
unit 3175 has a storage unit 3505 and processing unit 351°5. As shown in
FIG. 55 Ahthenbicahi 9508 sides310 alSAM I1B1 iniual authentication

master key information K1,
FIG. 50 is a functional block diagram of the

'aﬁthentication unit 317 1.

As shown in FIG. 50, the authentication unit 317 1
has a storage unit 350_1 and processing unit 351 1.

As shownAin FIG. 50, the storage unit 350 _1 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA.

The SAM ID is identification information of the SAM
chip 308.

The mutual authentication master key information K1
is, as explained later, used for generating mutual
authentication key information KZ. |

The access master key informatioh KA, as.explained

later, is used for generating download signature information

used when downloading a program in the external memory 307.

The access master key information KA is key idformatic)n
nécessary for downloading to the external memory 307 a

program of the AP layer of the software structure of the
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and access master key information KA, KM, and KS. The SAM ID, mutual
authentication master key information Kl, and access master key

information KA and KM are the same as those explained above. 15 The
access master key information KS is the key information required for
downloading a program of the OS fayk} f the software structure of the

SAM chip 308 shown in FIG. 49 to the external memory 307 or SAM chip
501 THyipr0368simdranit 3BA5FASshawn in FIG. 55, has 20 a mutual
authentication unit 3525 and download processing unit 3535. The mutual
authenti&&tfrences2s imthersains 83 _the mstuahawhenicR#i0B .UMBD, has
3521 shown in the above-mentioned FIG. 51. 25 The download

provetuiad umitt3E35t idrehidownioadings221 aapr@gﬂmmmdaae;xmwssmg
memory 307, as shown in FIG. 56, encrypts the SAM ID as plain text

usihg tR®3cdess master key information KA to generate the download

key information K_DA. Next, the download processing unit 3535 encrypts

the 5 doWhﬂ)adlk@ﬁﬂnf@unhthemmmmtexmsmg the atoe8R in FIG.
master key information KM to generate the download key information K

TIM. wesn tHe dolnrsdingr osepsing vt 3535t leacate theadowelaad kego7,

information K -DM as plain text using the access master key information

fEasYehardtbehSAY dovricad ke imfdrendtiondd RgStNextytitara 1
download processing

- authentication master key information K1 to generate the

mutual authentication key information K2 and uses that mutual
authentication key information K2 for mutual authentication
with the SAM chip 308. |

The download processing unit 353 1, whén downloading

a program to the external mgmdry 307, as shown in FIG. 52,

‘encrypts the SAM ID as plain text using the access master

key information KA to generate the download key information
K DA. Further, the download.pfocess;ng unit 353 1 uses the
download key information K_ﬁA to generate the download

signature infbrmation and transmits it to the SAM chip 308.

The authentication units 317_2 and 317 3 are

configured the same as the above explained authentication

unit 317_1. However, for'exaﬁple, the content of the acéess
master key information KA differs for each authentication
unit.

FiG. 53 is a functional block diaéram of thé

authentication unit 317~4.
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unit 3535 uses the download key information K -DS to generate the
download. signature information and transmits this to the SAM chip 308.

In the present embodiment, the authentication units 15 3171, 317(r)4, and
3175 store information in the storage LAfts 3501, 3504, and 3505 in a

secure state. When these units are destroyed by outside factors or forced
open, thidss sletscted by Eldetestion thieaad theeintarsatiDasioRdeina17 4
the storage units 350_1, 3504, and 3505 is deleted. 20 SAM Unit 309
[Entersal dtomage307l EIGSHY is auidvpioscaplainag tiei fOFRE areas

of the external memory 307. As shown in FIG. 57, the storage areas of the
external 25 mbmory 807HcudS an Amstosagarata Fltin3slich thetores
123 application program AP-1 of the business 3151 is stored, an AP
RORRYE_FPa 300Rualvhivlrbies &iplication preagreer ARy afihehnsivess K1,
3152 is stored, an AP storage area 3203 in which the application program
ARG3 afthesisusiredsed 3k6F isistbrethatnitcan AR madagement storage

area 321 used by the manager of the SAM chip 308_ The application
program Bre- S8l rd®in thetAR storaghcartaS20ida comptieed Rby

plurality of program modules. Access to the AT storage area 3201 is
r%gﬁi@{@%ﬁb:}ﬁ;e KD firapdll #¢dss master key information KA are

the same as those explained abofre.

The access master key informati;)n KM is key information
for downloading a program of the higher handler layer and
the lower handler layer including the driver layer of the
software structure of the SAM ci\xip 308 shown in FIG. 49 to
the external memory 307 or SAM chip 308.

The processiné- unit 351_4, ‘as shown in FIG. 53, has
a mutual authentication unit 352 4 and download processing
unit 353 4.

The mutual authentication unit 352__4 is the same as
‘the mu{:ual authentication unit 352 1 explained in FIG. 51.

The download processing unit 353_4, when downloading
a i)rogram to the external memory 307, .,a_s shown in FIG. 54,
encrypts the SAM__ID as plain text 1('1s:i,ng the accesé master
key informatﬁ.dn KA to generate the dc':mnlbad key infoimation

K___DA. Next, the download processing unit 353_4 encrypts the

‘download key information K DA as plain text using the access

master key information KM to generate the download key
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The application program AP-2 stored in the AP storage area 3202 is
comprised of a plurality of program modules. Access to the AP storage

area 3202 is restricted by the firewall FW 2. 15 The application program
AP-3 stored in the AP storage area 3203 is comprised of a plurality of
program modules. Access. to the AP storage area 1203 is restricted by

ief direwaali B4V B. Mthenpresenta@badivagia theakR@sogipmmedwes 4
20 is the minimum unit downloaded for example from the outside ofthe
Ghdd ubhi . A tntheseki®wgl MeamD07od "R nonhes ofdhe Piearahe
modules forming each application program can be freely determined by

 thavedrsespaniding busisess foirhei be appiication srookamsARd, AR saMm

2, and AP-3 25 stored in the external memory 307 are scrambled. They

ara p2306elescrambled when read into the SAM chip 308. Further, the
application programs AP 1, AP 2, and AP -3 are, for example, produced

by the bBs®essss 345 al Likbet iaitth31h3 U0 die getapnakcamputers
3161, 3162, and S 3163 shown in FIG. 48 and are downloaded through
sheeBaht ol 308 tarthiete@@mat memory 307. Access to the AP
management storage area 321 is restricted by the firewall FW 4. Note

that theZisewhksB\W\i b, FWER, BY 3, tnd RBirhddwdastaspenddaihe 317 5
firewalls FW shown in FIG. 49. v o
has a storage unit 350 5 and processing unit 351 5.

As shown in FIG. 55, the storage unit 350_5 stores
a SAM ID, mutual authentication master key'information Kl;
and access master key information KA, KM, and KS.

The SAM ID, mutual authentication master key

information K1, and access master key information KA and

‘KM are the same as those explained above.

The access master key information KS is the key

information required for downloading a program of the OS

"layer of the software structure of the SAM chip 308 shown

in FIG. 49 to the external memory 307 or SAM chip 308.
The processing unit 351 5, as shown in FIG. 55, has
a mutual authentication unit 352;5‘and.download.processing
uhit 3§3_5,
- The mutual authentication unit 352 5 is the same as
the mutual authentication unit 352_1 shown in the
above-mentioned EIG. 51.

The download processing unit 353 5, when dowhloading



10

15

.20

25

The AP management storage area 321 stores the AP management data

330. The AP management data 330 includes for example the SAM ID,

mutual authentication key information K2 (or mutual 15 authentication

master key information Ki), and download signature verification key

information KDA, KDVM, and KDVS. Hefe,the download signature

verification key information K DVA is key information for verifying the
legitimegy ot the sighatuse teformatiargeperated ysiag thadkawmnlead . se,
key information K DA. The download signature verification key information

le Divhistiee\tinéorgmtionoave rgiagih e dogitiriacngl haeSighalklt® master
information generated using the download key information K -DM. 25 The

dowynldad sigratlirervatilicatiogdiey tafosmetio ndckabl al Vigeis liﬂyformatmn
information for verifying the legitimacy of the signature information

derizhateiiending theddwmioaskiep iolesmsiiany kinR 6. 368 dwieagpts the
signature verification key information 5 is key information used for

signatlireave kftgationfigenter ischn \wh @ dew pldading tbatpingiag KIRdWe cess
through the SAM chip 308 to the external memory 307. [SAM Chip 308]
Fi&s B81is kefuindtivhet btk diadidmtof herEAM chiptH8 Bwsiyaiinkey
FIG. 48.
information K DM. Next, the download processing unit 353 5
encrypts the download key information K DM as plain text
using the access master key information KS to generate the
download key information K DS. Next, the download processing
unit 353 5 uses the download key information K DS to generate
the download signature information and transmits this to
the SAM chip 308.

In the present embodiment, the authentication units

317__1, 317 _4, and 317 _5 store information in the storage

units 350 _1, 350_‘_4, and 350 5 in a secure state. When these

unj.ts are destroyed by outside factors or forced open, this

is detected by a detection unit and the information stored
in the storage units 350_1, 350 4, and 350_5 is deleted.

SAM Unit 309

" [External Memory 307]

" FIG. 57 is a view for explaining the storage areas

of the external memory 307.

As shown in FIG. 57, the storage areas of the external

memory 307 include an AP storage area 320_1 in which ‘the
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As shown in FIG. 58, the SAM chip 308 has an ASPS communication
interface unit 360, external memory communication interface unit 361,

bus scramble unit 362, encryption/decryption unit 363, storage unit 364,

and CPU 15 365. The SAM chip 308 is a tamper-resistant module. The

ASPS communication interface unit 3863 an interface used for input and
output of data with the ASP server 306 shown in FIG. 48. 20 The external
RIPAGF P2 bAMRumEaiDRantdRick Wit 38t ibusintedac8lSed forsnmttored,
and output of data with the external memory 307. The bus scramble unit

352 Afraptisieagatpardataddt 2ddscraimbids ibbet date Wheatinpuottipgrogram
and outputting data 25 through the external memory communication
fkerfacefurihe2dusé nefwe 3a&ryptiddetypech upih 3BB estopigydatarea
and decrypts encrypted data. The storage unit 364 stores data used for

0 5Drbeesbihglbytthe @PDIFEH: thhenCPLrYBHmxadutds vhribhs business
processing including execution of an application program by the SAM
eflip_3dglisasder et pRatkiamiHe dpragemeplogrioreidhearese®21 used
invention) in the form of tasks etc. 10 The CPU 365, for example, .

Byedites mappgtdarfiskhe SAM chip 308.

The application program AP_1 stored in the AP storage
area 320 1 is comprised of a plurality of programrmodules.
Access to the AP storage area 320 _1 is restricted by the
firewall FW_1.

The application program AP 2 stored in the AP storage
area 320_2 is comprised of a plurality of program modules.
Access to the AP storage area 320 2 is restricted by the
firewall FW 2.

The application program AP 3 stored in the AP storage
area 320_3_ig comprised of a plurality of program modules.
Access to the AP storage area 120_3 is restricted by the
firewall FW 3.

In fhe present embodiment, the above program module
is the minimum ﬁnit downloaded fo; example from the outside
of the SAM unit 309 to the external memory 307. The number
of the pro§ram modules férming’ ,gach application program can
be freely determined by the correqunding business.

Further, the application programs AP_1, AP 2, and AP 3

stored in the external memory 307 are scrambled. They are
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365a for performing processing for downloading program modules
through the Internet 310. Next, the download operation of. program
modules by the download task 365a of the CPU 365 will be explained. 15
FIG. 59 is a flow chart for explaining thaidawnload operation. In the
following embodiment, the explanation will be given of the operation when

aduisingss 813 Ankdownlogds é@f)g%r% E@yﬁl?f: af tg% plication

program AP -1 shown in 20 FlI 01: The
personal.computer 3161 shown in FIG. 48 transmits .g download, request
b SR ek A L o kitae 3

designating the mo ac module-to bé dewnloa

gewprialng e apeligation 2apradiam AR Liondh s, autheqiieation Uk 5,

3171, intérnet 127 310,FASP server 306, and chip

308 siep 1300, Fhe iyl authentcalon ypi 2.1 of e mpgeseing .,

unit 3511of the authentica own in

§m%ry§tssw8éﬁwdDﬁ%@'a%teéaasig%h%@ﬁéﬁ%ﬁé@”é'ﬁ%tion Nasler oam
| _ t

keyinformation Kl to generate the mutual authentication key information

&2 51efpaTad3 e @U{%@J@éﬁhm@yﬁq ypit 3521 of the processing

10 unit 3511 of the authentication unit 3 performs mutual

Access to the AP management storage atea 321 is
restricted by the firewall FW 4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 49.

The AP management storage area 321 stores the AP
management data 330.

The AP management data 330 includes for example the
SAM ID, mutual authentication key information K2 (or mutual
authentication master key ihformaﬁion K1), and download
signature verific’ation,key information K_DA, KDVM, and KDVS.

Here, thé download signature verification key
information K;DVA is key information for verifying the
legitimacy of the siénature information generated using the
download key information K DA.

The download signature verification key information
K DVM is key information for verifying the leéitimacy of
the signature information generated using the download key
information K DM.

The download signature verification key information -
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authentication with the download task 365a of the CPU 365 of the SAM

chip 308 using the mutual authentication key information K2 generated at

step ST302. Step ST304: 15 When the mutual legitimacy in the mutual
authentication of step ST303 is confirr’r}ed the unit proceeds to the

processing of step ST305, while when n%? if ends the processing. Step

ST305: 20 The download processing unit 3531 of the processing unit

FE1RYF tHes alie nfidfirmatit 917 £ showie i EXG.n80 thesHewi iRty of
52, encrypts the SAM ID as plain text using the access master key

i8R St R BUBY dritf alenat igswaieRe feyadionshtion ¥hddoxm Sepl key
ST306: 128 The download processing unit 3531 uses the download key
ifBiRZIRFHREA Helerated at step ST305 to generate the download

signature information. Step ST307: 5 The download processing unit 3531
transmitsthe JFRbaadigH-amna tirrmussi firatian akep STBDeRation
the SAM chip 308. Step ST308: The download task 365a of the CPU 365

ot IhEBANPEAFmEF308 rfch fPFieignaseseheepifiertignangetormed

verification . :
when downloading that program module through the SAM chip

308 to the external memory 307.

[SaM Chip 308]

FIG. 58 is a functional block diagram of the SAM chip
308 shown in FIG. 48.

As shown in FIG. 58, the SAM chip 308 has an ASPS
ébmmunication interface unit 360, external memory
communication interface unit 361, bus scramble unit 362,
encryption/decryption unit 363, storage unit 364, and CPU
365.

The SAM chip 308 is a tamper-—resistant module.

The AS?S communication interface unit 360 is>an
interface used for input and output of data with the ASP
server 306 shown in FIG. 48.

The external memory communication interface unit 361
is an interface used for input and output of data with the
external memoxry 307.

The bus scramble unit 362 scrambles output data and

‘descrémbles input data when inputting and outputting data

through the external memory communication interface unit
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key information K DVA shown in FIG. 57 to judge the legitimacy of the
download signature information received at step ST307. At this time, the
download task 365a judges if the download request has been made at
the AP layer based on the 15 module pagnes received at step ST301 and
specifies the download signature verification key information K DVA. Step
SI@P9: If it is judged at step ST308 that the download signature
information is legitimate, the task proceeds to 20 the processing of step

STS10, while LRI YSOS e dLaceiat SeP O T e SO ea and

task 365a of the CPU 365 o chip shown in
sgecifies the gﬂ@m&@e&@gpal 25 memory 307 corresponding to a

module name designated at step 129 ST301 by viewing the module

managerea! dala 230, dqnnieads, e prooram,mogule received from

the personal computer 3161 to that specified a dress on the exteriia

?%egsng,gl\l%tg thatavhaR,thgsoftware developer 315 MID 5

ownloads program modules of the higher handler layer and lower

nandler lanef Sied 1Gxd2ede XEIIRIADRN. J07 8 S8R 1 uas ng

ST305, the download key information K -DM Is generate y%hé routine

lained USIEFIG: 24pY5idhis, BLISR.STR GtH‘é’g 9%, 30¢ pased
signature information is 10 generateog Further, at'step S %8, N the 8?\&?
mip§9§\é8§temined program (program of the present invention)
in the form of tasks etc.

The CPU 365,' for example, executes a download task
365a for performing processing for downloading program
modules through the Internet 310.

Next, the download operation of program modules by
the download task 365a of the CPU 365 will be explained.

FIG. 59 is a flow chart for explaining that download
operation.

In the following embodiment, the explanation will be
given of the operation when a business 315 APl downloads
program modules of the application program AP 1 shown in
FIG. 49 and FIG. 57.

Step ST301:

The pers‘onal computer 316 1 shown in FIG. 48 tfansmi'ts
a download request designating‘ the module name of each
program module to be downloaded comp'risivng the application

program AP 1 through the authentication unit 317___1 , Internet
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download signature verification key information K DVM shown in FIG. 57
is used to verify the download signature information. Further, when the
software developer 315 SUP downloads 15 a program module of the OS
layer shown in FIG. 49 to the externglypemory 307, at step ST305, the
routine explained using FIG. 56 is used to generate the download key
iéjlformation K_DS. Using this, at step ST306, the download siggg:ure

1Srmation i§ GEREREY Furtle, 2&ep LR, e SAISR ﬁ%%&v

the download signature verification key information K -DVS shown in FIG.

57 is us&F v 9% download signature information. Note that the
software developers 315 MID and 315 SUP can use the access master
key informiAtiBi KAt BBWhIAE 28 e Prigrm Indaieodt tHaeapugs&ssing
the external memory - 130 - 307. Further, the software developer 315

Bpbtcalrise tHef abBes SRERRR KEGAHPRalo KA bR BHotHTER 1n
dul f the higher handler | dl handler | 5t
E:o(gra . modules of the, higher handler aéeir an rower andler layer 5 to

e xiBial TREHER S0 F et the Brée EHEnSETBA Uiy Bietuat
SEasE Rl ST SRl nEIC e .
SN kgg@ éﬂ?%iﬁé?%§h€$§”9iﬂ§}§§tion K2.

Step ST303:

The mutual authentication unit 352 1 of the processing
unit 351 1 of the authentication unit 317_1 performs'mutual
authentication with the download task 365a of the CPU 365
of the SAM chip 308 using the mutual authentication key
informatioﬁ K2 generated at step ST302.

Step ST304:

When the mutual legitimacy in the mutual

authentication of step ST303 is confirmed, the unit proceeds

to the processing of step ST305, while when not, it ends

the processing.

Step ST305:

The download processing unit 353 1 of the processing
unit 351 1 of the authentication unit'317_} shown in FIG.
SO, aé shown invFIG. 52, encrypts the SAM ID as pléin text
using the access master key information KA to génerate the
download key information K DA.

Step ST306:
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Step ST331: The businesses 3151 to 3153 or a part requested by these
businesses produce application programs AP 1, AP 2, and AP-3 for those
businesses to perform processing for 15 transactions using the IC card

303 on the personal computers 3161, 3162, and 3163 shown in FIG. 48.

At this time, download processing éxdﬁfﬁed using FIG. 59 is performed.
Step ST332: 20 The application programs AP-1, AP-2, and AP-3 are
downloaBkee thewyhand aprieasicaiiog uwitd 81333 31 7usegndBe7d9momil oad
the personal computers 3161, 3162, and 3163 to the SAM chip 308. At
Hivtidve £oresrbéossilg BRplagrenadieg FiG. 3695 i§Padbrihed get@rate
Step ST333: The user is issued the IC card 303. The IC card 303 stores
tHeskeJanvkerdors Lged fovr eapndctiors wiitina business which the user

has contracted 5 with. Note that the contract between the user and a
busines$ ey 6&3Bdcluded after issuance of the IC card 303 through

the Internet 310 etc. Step ST334: 10 For example, when a user desires to
use the p&@ofgwnload processing unit 353 1 transmits the

download signature information generated at step ST306 to‘
the SAM chip 308.

Step ST308:

The download task 365a of the CPU 365 of the SAM chip
308 shown in FIG. 58 uses the download signature verificati‘ox_x
key information K_DVA shown in FIG. 57 to judge the legitimacy
of the download signature information received at step ST307 .

At this time, the downloéd task 365a judges if the
download:request has been made at the AP layer based on the.

module names received at step ST301 and specifies the

download signature verification key information K DVA.

Step ST309:

If it is judged at step ST308 that the download
signature information is legitimate, the task proceeds to
the processing of’step S$T310, while if not, it'ends the
processing;

Step ST310:

The download task 365a of the CPU 365 of the SAM chip
308 shown in FIG. 58 specifies the address in the external

memory 307 corresponding to a module name designated at step
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computer 305 to access the server 302 through the Internet 310 to
purchase a product, the server 302 issues a processing request through
the Internet 310 to the ASP server 306. When the ASP server 306
receives a processing request 15 from the server 302, it accesses the
personal computer 305 through the Inte¥net 310. Further, the processing
request for the IC card 303 issued by the card reader/writer 304 is sent

Brgeahihe ARGy MR IO WMRIGERa L BREASESENE R ¥hiPoads
the SAM chip 308. 20 Step ST335: The SAM chip 308, in accordance with

HePEACegsing HiBakast IECEEd &l HieRm Eid Raleda 21 aRRlisatien 316 1

program by the settlement processing routine- task and executes the

seleeied@nnication RIP WA &3 SR STRS6e k3 e SAMEHiD 3987 .

outputs the result of execution of the application program to the ASP

server 36+As explaingatbabAvce 256 EiNG0 the FomupWcation wystem
301, by the authentication units 3171, 3172, and 5 317 3 holdingthe

ackasbduasiep key idarmatiania, be authenlication UNER1T4:h0ldiRer and

the access master key information KM, the authentication unit 3175 .
helding thenateass Bpsierdipywafamatinn Kpoand, anexpleigchaloYtemory

performing processing for downloading a program module to 10 the
spternal fneraegy 3B athecaneedpeasiiado BeyNiGdformation K DM is
generated by the routine explained using FIG. 54. Using this,

at step ST306, the download signature information is

generated. Further, at step ST308, in the SAM chip 308, the

‘download signature verification key information K DVM shown

in FIG. 57 is used to vérify the downlocad Signature
infomation,

Further, when the software developer BIS_SUP downloads
a program module of the OS layer shown in FIG. 49 to the
external memory 307, at step ST305, the routine explained
using FIG. 56 is used to generate the download key information
K DS. Using this, at step ST36_6, the download signature
information is generated. Further, at step ST308, in the

SAM chip 308, the download signature verification key

information K___DVS shown in FIG. 57 is used to verify the

- download signature information.

Note that the software developers 315 MID and 315_SUP
can use the access master .'key information KA to download

the program module of the AP layer to the external memory
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a program modules in accordance with rights given in accordance with
the software hierarchy shown in FIG. 49. Therefore, it is possible to
prevent an unauthorized party from illicitly exchanging or tampering with
program modules 15 to be executed Q}ég}e:SAM chip 308. Further,
according to the communication system 301, as explained earlier, the
gg hentication units 317. 1, 3174, and 3175 store information in a secure

tate in the storage units 350-1, 3504, and 3505. When such a unit is
destroyed 20 by an external factor or forced open, this is detected by a
detectioR ThItARI thERSo R AT HERT SR KPR PGS a P U TR SRE 35p], the
and 3505 is deleted. Therefore, illicit use of the key information used for
BSwRDAMRS Tthd SXM thiF 298 taR B at8elM b T drn laadargaran
to the_communication _system 301, - 133 when the SAM chip 308
BshatESa ity B dBsc R bt mee SimRdida rhdansiler layer
viewing of data and codes between application programs is restricted by
{2 firBRafE BRPEIFRER AR AR73, llicit interference or tampering with 5
the processing of each application praggram by another application -
progrant &&h e BR& § PR, i %rpﬁss%ﬁgntﬁ%‘ﬁ%ﬂee e oseiElp IC
of e crb pllg:atiogg&gam. Further, according to the communication

fi

§7&8m 301, PEy BRGNP Ap Rl BrdYyrah oy R plRaty of 19- 48

Briojg{a@emggglfg,ilrtl ésa possmle to download to the external

FIG. 60 is a view for explaining the overall operation
of the communication system 301 shown in FIG. 48.

Step ST331:

The businesses 315 1 to‘315_3 or a part requested by
these businesses produce application programs AP 1, Af_?,
and AP 3 for those businesses to pefform,processing for
trahsactions using the IC card 303 on the personal computers
316 1, 316_2,‘and 316_3 shown in FIG. 48.

At this time, download'processing ekplained using FIG.
59 is performed.

Sﬁep ST332:

Th¢ application programs AP 1, AP 2, and AP 3 are
downloa@ed through the authentication units 317 1, 317_2,
and 317 _3 from the personal computers 316__1», 316__2  and 316 3
to the SAM chip 308.

At this time, the processinQ explained using FIG. 56

is performed.
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memory 307 in program modules units. Further, according to the
communication system 301, by encrypting the highly confidential key
information used for operation of the IC card 303 in addition to the usual

15 scrambling and storing it in the external memory 307, it is possible to
improve the security level of the key I¥¥érmation. Further, according to the
Internet 301, the application program can execute encryption and
decryptigreg0 whepaccessing codes by the bus scramble function, so it -

is possible to prevent an application program stored in the external
memory13{Y fieebeirg jliEheanaljeedetc-yie 3pracessing of the SAM
chip 308 is halted. FIG. 61 is a functional block diagram showing more 25
specificatlydheduaction ogksaldhe SAMSCR908 sFdwhad34n inkéd for
58. As shown in FIG. 61, the SAM chip 308 is connected through an
ipternahlus 386 ta ihh ASRsu saMay G iINtREa6e JRiItISRE, asetidicted
memory communication interface 5 unit 361, bus scramble unit 362,
enRayption/decryption unit 365, storage unit 364, and CPU 366. In the

SAM chip 308 shown in FIG. 61, for example as shown in FIG. 62, it is )
also possite teieeBNERbIR0AHa HE WeitaRkAoBRecieske thadntelddkiness
bus 390 to an RF 10 reception/ transmission unit 392 outside of the SAM

-8B I8 concluded after issuance of the IC card 303 through

the Internet 310 etc.

Step ST334:

For example, when a user desires to use the personal
computer 305 to access the server 302 through the Internet
310 to purchase a product, the server 302 j.-ssﬁes a processing
request throﬁgh the Internet 310 to the ASP server 306.

When the ASP server 306 receives a processing request
from ﬁhe server 302, it accesses the personal computer 305
through the Internet 310. Further, the processing request
for the IC card 303 issued by thé card reader/writer 304

is sent through the pérsonal-computer 305, Internet 310,

- and ASP server 306 to the SAM chip 308.

Step ST335:

The SAM chip 308, in accordance with the processing
request received at step ST334, selects an application
program by the settlement processingvroutine~task and
executes the selected application program.

Step ST336:
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and transfer data with the IF card 303 by a noncontact system through an
antenna 392a of the RF reception/transmission unit 392. The present
invention is not limited to the above 15 explained embodiment. For

example, in the above explained emiogdiment, the case of downloading
program modules from the personal computers 3161 to 3165 through the
SAM chip 308 tq the external memory 307 was illustrated, but the present

20 inventidh SisifiaRy PeLPIERTEhghe isibhtorcthegtRiRtion of
Eﬁplained download task 365a even when downloading program modules
1O I SET A VMBI 6Pt T8 a 2RTRGE it B64 in the

SAM chip 308. Further, in the above explained embodiment, the case 25

of providifig TRE AttHRRT AR Gt SEPE RS8R 188 FRpisaitten

at the per orial omputer 3161 to 3166 sjde was iHustrated, but as shown
RYEKET P 0s b BRSs BB TEY R e tRhtRart s 387 b and

5 _in.the SAM chjp 308 and allow access to the authentication 5_units
315 2 I e Ao R8s SE R kS ey g ke g, The

A L L I N,
2yiewof the overgll copfiguration of the v s on wunit 317 _5 holding the
access master key information KS, and, as explained above,
performing processing for downloading a program module to
the external memory 307, it becomes possible to download.
a program modules in accordance with rights given in
accordance with the software hierarchy shown in FIG. 49.
Therefore, it is possible to prevent an unauthorized party
from illicitly exchanging'or‘tampering’with.programxmodules
to be executed by the SAM chip 308.

Further, according to the communication system 301,

as explained earlier, the authentication units 3171, 317 4,

and 317_5 store information in a secure state in the storage

units 350_1, 350 4, and 350 5. When such a unit is destroyed
by an external factor or forced open, this is detected by
a detection unit and the stored inférmation in the storage
units 350_1, 350_4, and 350_5 is deleted. Therefore; illicit
use of the kéy information uséd for downloading to the SAM
@hip 308 can be avoided.

Furthei, according to the communication system 301,

i
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communication system 401 of the present embodiment. As shown in FIG.

64, the communication system 401 uses the server 402, IC card 403,

card reader/writer 404, personal computer 405, ASP (application service
provider) server 406, 15 SAM (securg ggplication module) unit 409,

personal computers 4161, 4162, and 4163, and authentication units

a7 4 72,5@99 4173 t municate through the Internet 410 and. .
ger?ormt;sigttlemen?}ﬁ%gcé%%o&e(ﬁ%re Sro%egsil Hgf ?oir]lg]brggoa e g%ﬁatlon
f IC card 403. 20 be AM unit 4€9 has an external mem Qlti()?aggd

%?1%340§'.]‘Pﬁee S achf:pl'«fil&s as a software configuration Shown

odes
as a software ¢ A

BSRR LS LINELS, Socie SAM D408 hap o aaton.

o
ayer toward 4 op layer, an ayer, yEr, ToWer

ler , high rEQf ler, ]Igi/er nd. 136 - AP layer. The lower handler .
b e R S R e
ogr P 1. AP 2.and AP -3 defining procedures for use of the |
it i e e

%ggﬂiégébgwg,%g%@“- In fhe ARla srtietﬁ‘? aﬁ?ﬂ%%%%g,e %{%%%ngé%épsible '

can be' prev,
P2, and A nd theahlg efhandler ayer are provi betw

e it frewalls, FYL A% The SAM.EhR 49815 Fonpgeigd throyan a bus
419 using

Further, according to the communication system 301,
by configuring each application program by a plurality of
program modules, it is possible to download to the external
memory 307 in program modules units.

Further, according to the communication system 301,
by encrypting the highly confidential key information used

‘for operation of the IC card 303 in addition to the usual

scrambling and storing it in the external memory 307, it

is possible to improve the security level of the key

information.

Further, accdrdiﬁg to the Interpet 301, the
application program can execute encryption and decryption
when accessing codes by‘the bus scramble function, so it
is possible to prevent an application program stored in the
external memory 307 from being i.llicit'ly analyz'ed etc. while
processing of thé SAM chip 308 is halted.

FIG. 61 is a functioﬁal block diagram showing more

specifically the function blocks of the SAM chip 308 shown
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a SCSI port, the Ethernet, etc. to the ASP server 406. The ASP server

406 is connected through the Internet 410 to a plurality of terminal
apparatuses including a personal computer 405 of the end user and
personal computers 4161, 15 4162, and 4163 of the businesses 415 1,
4152, and 4153. The personal complt&¥ 405, for example, is connected
through a serial port or USE port to a Dumb type card reader/writer 404.
1heead resgler/writer 404 realizes for example wireless communication
corresponding to the physical 20 level with the IC card 403. Operational
commangs toHbadCiGarg463 agd respensanpaskats froms thasl (coarilettSed
are generated and analyzed at the SAM unit 409 side. Therefore, the

eaEegeedwritef t49herpanral Tompederhed, RS\ 2Bae (61 8€ion
interposed 25 between them only act to store the commands or response

ihdénentinida@quaylead eorionsnand rglaydbmaaiea they aiettiface
involved in encryption or decryption of data, authentication, and other

astual speratians indbedbicardn4@3 3% hechusiggasesiidd c44pd anel unit
4153 use the personal computers 4161, 4162, and 4163 to produce the

applicadien rapgrams AR s4APAaaekAP3% and download the produced
application programs through the authentication units 4171, 4172, and

417 3 thraughdéhe SAMEEDp 208 (GhwasSIHNEHIE0 SErage areasdinthee as
external memory 407. '
shown in FIG. 62, it is also possible to connect the card
I/F unit 391 connected to the internal Eus 380 to an RF
réception/transmission unit 392 outside of the SBM chip 308
and transfer data with the IF card 303 by a noncontact system
through an antenna 392a of the RF reception/transmission
unit 392.

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case of downloading program modules from the personal

éomputers»31§~1 to 316 5 through the SAM chip.308 to the

~external memory 307 was illustrated, but the present

invention can similarly be applied using the function of
the abéveb explained download task 365a even when downloading
program modules from the personal computers 316 1 to 316 5
té a sﬁorage unit 364 in the SAM chip 308.

Further, in the above explained embodiment, the case

of providing the authentication units 317 _1 to 317 _5 for
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At this time, since the businesses 4151, 4152, and 4153 have no relation
with each other, the storage areas in the external memory 407 where the
application programs AP 1, AP-2, and AP -3 can be downloaded are
decided in advance 15 and whether one has the right to download to such
a storage area is verified by the SAM-88ip408. Further, the transfer and
viewing of data among the application programs AP 1, AP 2, and AP -3
deaestictachdy BRdirawaihe\W\p20:\bieD dawileadifg fiesapplieatione 6
programs AP |, AP 2, and AP -3 to the SAM chip 408, the authentication
wiitbed Wals 41722 tincbA 4B, dswexplainethdatar, perfeme m@eal it is also
authentication with the SAM chip 408, produce the download signature
yerfisabae key ipiosnpdanthte. AbtiNexit ikea SAVhUGH #08 SOWrLiEbIG17 5
64 will be 138 - explained in detail. External Memory 407 FIG. 66 is a view
fon explairsny tvh siorage aseas Of therextarpalsnemorh40dvhhshdadtion
FIG. 66, the storage areas of the external memory 407 include an AP
siofidge alch 4264 Bt 3idBingthh eapplicedisppiagag pét doafdhecomputers
business 4151, an AP storage area 4202 for storing the application
program P 32 6f the 1' business 4152, an AP storage area 4203 for
storing the

Fifth Embodiment

The present embodiment is an embodiment correspondiﬁg
to the 17th and 18th aspects of the invention.

FIG. 64 is a view of the overall configuration of the
communication system 401 of the present embodiment.

As shown in FIG. 64, the communication system 401 uses
the server 402, IC card 403, card reader/writer 404, personal
computer 405, ASP (application service provider) server 406,
SAM (secure application module) unit 409, personal computers
416_1, 416 2, and 416 3, and authentication units 417 1,
417_2, and 417 _3 to communicate through tﬁe Internet 410
and perform settlement processing orxr other processing for
a procedure using the IC card 403.

The SAM unit 409 has an externall memory 407 and SAM
chip 408.

The SAM chip 408 has a software configuration shown

in FIG. 65. As shown in FIG. 65, the SAM chip 408 has, from

a bottom layer toward a top layer, an HW (hardware) layer,

0OS layer, lower handler layer, higher handler layer, and
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10 application program AP -3 of the business 4153, and an AP

management storage area 421 used by the manager of the SAM chip

408. The application program Al' 1 stored in the AP storage area 4201 is
comprised of a plurality of program modules. 15 Access to the AP storage
area 4201 is restricted by the firewalt¥%V 1. The application program AP

-2 stored in the AP storage area 4202 is comprised of a plurality of
mrodragremodules. Access to the AP storage area 4202 is restricted by

the 20 firewall FW 2. The application program AP -3 stored in the AP

storage Thkeal42a3risicondlrise dlafeepiutalityl objeregrarniodited ayer .
Access to the AP storage area 4203 is restricted by the firewall FW 3. 25

In the preseat ethleodiPdal ¢he Aboledsegapp Miedits o4 Frigytiems AP 1,
minimum unit downloaded for example from the outside of the SAM unit
XDP9oz0 thamaxmpna Mefidni 407 piie-rduber of the prografi mibeul@S card
forming each application program can be freely determined by the

4073 dspendiag. businsis: Supanttiers the applieation prograswssAPLD AR 2152,
and AP -3 are, for example, produced by the businesses 4151, 4152,
“and 4B3 usisdhthenpasoldiccontduters 4161. 4162, and 4163 shown in

- FIG. 64 and are downloaded through the SAM chip 408 to the external

memoryI#0the AP layer, the application programs AP 1, AP 2,
and AP 3 and the higher handler layer are provided between
them with firewalls FW.

The SAM chip 408 is connected through a bus 419 using
a SCSI port, the Ethernet, etc. to the ASP server 406. The
ASP server 406 is connected through the Internet 410 to a
plurality of terminal apparatuses including a pexrsonal
computer 405 of the end user and personal computers 416 1,
416 2, and 416_3 of the businesses 415 1, 415 2, and 415 3.

The personal computer 405, for example, is connected
through a serial port or USB port to a Dumb type ca;d
reader/writer 404. The card reader/writer 404 realizes for
example wireless communication corresponding to the physical
level with the IC card 403.

Operational commands to the IC card 403 and response

packets from the IC card 403 are generated and analyzed at

the SAM unit 409 side. Therefore, the card reade:/writer
404, personal computer 405, and ASP server 406 interposed

between them only act to store the commands or response
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10 Access to the AP management storage area 421a is allowed only by
the manager of the SAM chip 408 by the firewall FW 4. Note that the
firewalls FW 1, FW 2, FW 3, and FW 4 correspond to the firewalls FW
shown in FIG. 65. 15 The AP manz_atg?r:p;:nt_ storage area 421 stores the
module management data 421 shown'in FIG. 66. Here, the AP
management data 421 is used by the SAM chip 408 for managing

gRedinh dthdapplieantrsdgPans iep e Apd nelpXpsheo fimp- They

present embodiment, the application programs APP1, AP-2, and AP-3

ARG AP MhaRYeMErt i 2PEEHRES AT (RE cRAFYRTéPBrPEFOPale as
explained later, scrambled by the bus scramble unit 461 in the SAM
HbhRIstdSAG IR sRaRoREReY keI reRARRHHeSARMPCB20EC card
they are 25 descrambled using the scramble key K. 140 - SAM Chip 408

3 .-67 is a functional block diagram of the SAM chip 408 shown in FIG.

64. As shown in FIG. 67, the SAM Chii) 408 has an ASPS 5
commurliB&iBH FiRREcE trft 26, bdd scampruAt 263, usgrihgersonal
processing unit 462, authentication processing unit 463,

CREBBESH Ik oton BAR462, R5tbSurtt BBEPEaPep FiseRRL igaion

chip 408 is a tamper-resistant module.
programs AP_1, AP 2, and AP_3 and download the produced

application programs through the authentication units 417 1,
417 _2, and 417 3 through the SAM chip 408 to preassigned
storage areas in the external memory 407.

At this time, since the businesses 415 1, 415 2, and
415 3 have no relation with each other, the storage areas
in the external memory 407 where the application programs
AP 1, AP 2, and AP_3 can be downloaded are decided in advance
énd whether one has the right to download to such a storage
area is verifiedbby the SAM chip 408.

Further, the ﬁransfer and viev;ing of data among the
application programs AP 1, AP 2, and AP___B are restricted
by the firewalls FW. -

When downloading the application programs AP 1, AP 2,

and AP_3 to the SAM chip 408, the authentication units 417 1,

’41'7__2,_and 417 3, as explained later, perform mu.tual

authentication with the SAM chip 408, produce the download
signature verification key information, etc.

Next, the SAM unit 408 shown in FIG. 64 will be
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10 Here, the CPU 466 corresponds to the data processing circuit of the
present invention, while the bus scramble unit 461 corresponds to the
data input/output circuit of the present invention. Further, the SAM chip
408 corresponds to the 15 semicanduggor_circuit of the present invention,
while the external memory 407 corresponds to the semiconductor storage
eCirCfﬂiatL ](_)Ifl gga gresgg;:'i_ﬁ/ ntion. The ASPS communication interface unit
48018 an intéface uead for input and output of data with the ASP 20

server %Oﬁcgq:%w i@dFI%r64.4'l(')h]e bus scramble unit 461 scrambles data

to be Wﬁt}-ferr—lﬁigeee’*t“em&l—memory 407 and descrambles data read from
the ext | memary 407. That is, the external mem 407 stores data in
2 25 S ACDISstie & 1A HE0R (KRS A B B RS s S SRERI ST 46T

\@IIP}; epr%ined ig detail later gl?e signature processing unit 462, as
o e erna emoxy .407 o .
exp ained fa er, prodlﬁces ay5|gnature and verifies a signature when 5

downlogdingan pplicgien Pegaramhiaua.tie nialng! 410 A0d Mel )
executing an apﬁ’lication program. The aut entication processing unit 163

BRI, O e e ST e
application program AP_1 of the business 415_1, an AP storagé
area 420 2 for storing the application program AP 2 of the
business 415 2, an AP storage area 420 _3 for storing the
application program AP 3 of the business 415 3, and an AP
management storage area 421 used by the manager of the SAM
chip 408.

The application program AP 1 stored in the AP storage
area 420 _1 is comprised of a plurality of program modules.
Access to the AP storage area 420_1 is restricted by the
firewall FW 1.

The application program AP 2 stored in the AP storage

area 420_2 is comprised of a plurality of program modules.

Access to the AP storage area 420 2 is restricted by the

firewall FW 2.

The application program AP 3 stored in the'APrstorage
area 420 3 is comprised of a plurality of program modules.
Access to the AP storage area 420 _3 is restricted by the
firewall FW~3;

In the present embodiment, the above program module
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10 410 to the external memory 407. The encryption/decryption unit
464.encrypts data and decrypts encrypted data. The storage unit 465 for
example stores the data necessary for the processing of the CPU 466. 15
The CPU 466 executes the application programs AP-1, AP 2, and AP -3
while accessing the external memon®487 -through the bus scramble unit
461 and performs various processing corresponding to the services of the

SAMICHIm 4 At NRXE: thephacessiyg abihahusnparaniidemniidd bwidlside
be explained in detail. Note that, in the present embodiment, the case of

dse toldhsrmisssaambie uss 46davbet 8£6a3SIBGHI-9Xie0A] MBEGi¥imber
407 is illustrated, but the bus scramble unit 461 25 can also be applied in

H1e ense pf ydiingeadsBpEting ikly «lada wihptheutsida yrarpthal can
SAM chip 408 through an 1/O bus etc. The bus scramble unit 461

BacHpethe driadipiifempie €hRU4bbrésipdadiadetsasingds s .
scramble key K, then writes 5 it through the bus 419 in the external
memoryritHirthemheafpbiscsanble ppbgbimieqypts therdala wadlap 3
through the bus 419 from the external memory 407 using the scramble ]
ey K @ad-ogipiip iid) the dRiddd0bjAddreshophtiesses 415 1, 415 2,
and 415 3 using the personal computers 416 1, 416 2, and
416 3 shown in FIG. 64 and are downloaded through the SaM
chip 408 to the external memory 407.

Access to the AP management storage area 42la is
allowed only by the manager of the SAM chip 408 by the firewall
FW 4.

ﬁote that the firewalls FW 1, FW 2, FW_3, and FW 4
correspond to the firewalls FW shown in FIG. 65.

The AP management storage area 421 stores the module
management data 421 shown in FIG. 66.

Here, the AP management data 421 is used by the SAM
chip 408 for managing execution of the application programs
AP 1, AP 2, and AP 3.

In the present embodiment, the application programs
AP_1, AP 2, and AP_3 and AP management data 421 étored in

the external memory 407 are, as explained later, scrambled

by the bus scramble unit 461 in the SAM chip ‘408 using the

scramble key K. When read into the SAM chip 408, they are

descrambled using the scramble key K.
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10 The encryption block length of the encryption algorithm used by the

bus scramble unit 461 is made No, while the data bus width of the bus

419 is made Nb. In the following example, consider the case where No is

a whole multiple of Nb, that is, a whole number n (=Nc/Nb). 15 Note that

the address space of the CPU 466 (ai’d’d?‘es‘s space in SAM chip 408) and

the address space used when the bus scramble unit 461 accesses the
externalShkn{eing @02 0fhereinafter also referred to as the "external

memory address space") differ due to the addition of parity and

scramblifEG 2060f the address tilveralole] drkbdd sgremmble finih46 B4 chip
shown in FIG. 68, converts an address CPU ADR input from the CPU 466
{18t slddrassiaf tié@regeht invention) to an address MEM ADR of the
external memory address space (second address of the 25 present
inventioApusihgwnpredeFaéd nfap, f (BaldredML 48 tpndé8idmaagemthhHPS
The bus scramble unit 461 uses the address MEM ADR to access the
extarval nernbon 407 tExiS aeap hifdrteXifiplebas seowanl F4G ved. s 461,
defined only when the address al, which is an address CPU ADR, is 5 "al
i b= TP desrsthe @tiveridd dtéds a2 ubeaxtdrmalk hirempytoysising
accessed by f (a2-(a2 mod Nc/ Nb)). Here, "x mod y" is the remainder
ahétdifdingenby yr Tharibdeeritdonmipie tift461 sdadsaaed Wrikds 465,

and CPU 466.

The SAM chip 408 is a tamper-resistant module.

Here, the CPU 466 corresponds to the data processing
circuit of the present invention, while the bus scramble
unit 461 corresponds to the data input/output circuit of
the present invention.

Further, the SAM chip 408 corresponds to the
semiconductor circuit of the present invention, while the

external memory 407 corresponds to the semiconductor storage

~circuit of the present invention.

The ASPS communication interface unit 460 is an
interface used for input and output of data with the ASP
server 406 shown in FIG. 64.

The bus scramble unit 461 scrambles data to be written
in the exterﬁal memory 407 and descrambles data read froh
the exterﬁal memory 407.

That is, the external memory 407 stores data in a

scrambled state.
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10 data with the external memory 407 in units of the encryption block
length Nc. Here, when Nc/Nb=n and the smallest whole number of n or
more is m, the bus scramble unit 461 performs transactions accessing
the external memory 407 through the 15 bus 419 (data input/output
transactions of the present inventionj4n units of m number of
transactions. [Configuration of Bus Scramble Unit 461] FIG. 70 is a

functiongj, hlagk diagramof the bR Sy le Lalied - 4R £s FWWRIN1L1 be
FIG. 70, the bus scramble unit 461 has an encryption unit 431, decryption

gg'%fgghggd@Igsd@@gggemggggrjit 433, scramble key management unit
43 [ [

, parity processing unit 435, pipeline processing control unit 436,

work m%Q%f’éZa@@ﬂ:g HQEQ@L%Q %51@% GQ‘EV&@i@J{B&iﬁﬁéd later,
encrypts data input from the 144 CPU 466 using a predetermined

SeanRle key K sthedecrytignunib 432 fecryptsdgtasead fromthe

external memory 407 using the predetermined scramble key K. S The

addiess fnanagement it 438 ConvsHsdbarddiess: diP UriPRnieauhEem 10
the CPU 466 to the address HEM ADR explained above. The scramble

kew managemant #ei d344nanagas thee seraphiekeyd used at the
encryption unit 431 and decryption :

The authentication processing unit 463 as explained
later performs mutual authentication with the other party
when downloading an application program through the Internet
410 to the external memory 407.

The encryption/decryption unit 464 encrypts data and

decrypts encrypted data.

The storage unit 465 for example stores the data

»neéessary for the processing of the CPU 466.

The CPU 466 executes the application programs AP 1,
AP 2, and AP_3 while accessing the external memory 407
through the bus scramble unit 461 and performs various
proce-ssing corresponding to the services of the SAM chip
408.

Next, the processing of the bus scramble unit 461 will
be explained in detail.

Note that, in the present embodiment, the case ofv use
of the bus scramble unit 461 when accessing the external-
memory 40'7- is illustrated, but the bus scramble unit 461

can also be applied in the case of inputting and outputting
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10 unit 432 and suitably switches the scramble key K. The parity

processing unit 435 adds parity data to the data to be written in the

external memory 407 and verifies the parity data added to data read from
the external memory 407. 15 The pipeline processing control unit 436
divides the processing of the bus-sct4rhbfe unit 461 into a plurality of

stages and controls the system so that the pipeline processing is
dettormethin this ofisiaijds. bige avgrkineemoAM Shispusedldotteough an
processing of the 20 bus scramble unit 461. The control unit 438
TbOmprekersively controls the processing of the bus scramble unit 461.
[Write Operation to External Memory 4071 FIG. 71 is a view for explaining
the opeTatom okt 2anbsesoraintbsinidS i ywyten theGRIL4 6Brghow ik rom
in FIG. 67 writes 145 - data in the external memory 407. FIG. 72 is a flow
dharChy dqiaininigthe gperdide hovedis EiamBl SlegySH40dhénle i tes
CPU 466 outputs to the bus scramble unit 461 the data DATA to be
anrittehr dhvaghis, thl82hand4the addréds: CRULDR Lthakise ta38"40Mat data
"d32" is written in the work memory 437 shown in FIG. 70 of the -bus :
scrambiBurtih48],. the bus scramble unit 461 decrypts the data

read through the bus 419 from the external memory 407 using
the scramble key K and outputs it to the CPU 466.
[Address Space]

The encryption block length of the encryption

- algorithm used by the bus scramble unit 461 is made Nc¢, while

the data bus width of the bus 419 is made Nb. In the following
example, consider the case where Nc is a whole multiple of
Nb, that is, a whole number n (=Nc/Nb).

Note that the address space of the CPU 466 (address
space in SAM chip 408) and the address space used when the
bus scramble unit 461 accesses the external memory 407
(hereinafter also referred to as the "external memory addfess
space") differ due to the addition of parity and scrambling
of the address.

| 'fherefore, _the bus scramble unit 461, as shown in FIG.
68, converts an address C?UMADR _inbut from the CPU {16‘6 (first
address of the present invention) to an address MEM ADR of
the external memory address space (second address of the

present invention) using a predefined map £ (address
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10 Step ST402: When Nc>Nb, the address management unit 433 shown.
in FIG. 70 uses the address "a3" to find the map f (a3-(a3 mod Nc/ Nb)) ,
that is, the map f (a3-1) and uses that map f (a3-1) as the address MM
ADR of the external memory address space. 15 Step ST403: The control
unit 438 shown in FIG. 70 uses the atisess MEM ADR f (a3-1) obtained
at step ST402 to read from the external memory 407 the encrypted data

QAEK EUXL K2 P WHISS 10 tHE WAk MemeY 4k OeePuatid4ne
The decryption unit 432 shown in FIG. 70 decrypts the data block e ({X1,

X3Nead framy thework memaA34.l0 gepgrate ihe.dataklogh X1, X2}.
Further, the parity processing unit 435 uses the parity data added to the

data 25piack fAEXE, %) QL RARY PIACeSSHG.IeR Waltes Hi 146 sakdinea
block (X1, X2) again in the work memory 437. Step ST405: The control

SRES3GHEWrigsthed XPe SOMEPPORAINg KO tRe Addiess - 23: Itihe R, is

block (XI, X2} corresponding 5 to the address read from the work ffiemory

431 apd.flieagidecayptesde thewrita data "d3drtngensratahe daldernal
block (X1, d32} and writes this in the work memory 437. Step ST406: The
REKRFOE896ING URL 432381 q59tep the ALY mod Ne/ Nb)) .

Here, “x mod y" is the remainder after dividing x by

That is, the bus scramble unit 461 reads and writes
data with the external.memofy 407 in units of the encryption
block length HNc.

Here, when Nc/Nb=n and the smallest whole number of
n or more is m, the bus scramble unit 461 performs
transactions accessing the external memory 407 through the
bus 419 (data input/output transactions of the present
invention) in units of m number of transactions.

[Configﬁrétion of Bus Scramble Unit 461]

FIG. 70 is a functional block diagram of the bus
scramble unit 461.

As shown in FIG. 70, the bus scramble unit 461 has
an encryption unit 431, decryption unit 432, address
management unit 433, scramble key management unit 434, parity
processing unit 435, pipeline processing control unit 436,
work memory 437, and control unit 438.

The encryption unit 431 encrypts data ihput from the
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10 data of the data block (X1, d32}. Step ST407: The encryption unit 431
encrypts the data block (X1, d32} read from the work memory 437 using

the scramble key K. 15 Step ST408: ,The control unit 438 writes the data
block (X1, d321 at the address MEM ADR f (a3-1) of the external memory
407 and writes parity data generated;atsstep ST406 in a predetermined

area of the external memory 407. 20 Note that the control unit 438 judges
Ethe %%regg .next input from the CPU, 466 is "a3-1" ?efor encrypting the
gata tﬁock at é:Lt!éB Sr E’Orf c%%%%ﬁ??evﬁﬁt’és e Gata %Ig{ck X1 by the

write datfhéhe encrypts -it -and writes it ,in the exter ak:memor 40Q7. 25
Due to this, it(fpserc)éggb 690 rediice tli%amﬁlrﬁ gygfé f4'75]a§ gpsrf?\atéegﬁggof: he
wpting to successive gddresses. Fuyrther, even when.writing data of

data Ienat Nb in the (Sﬁerﬁgllrxﬁgm%trl)? 48 ?%%@é%ﬂ?ﬁ)?ﬁé;tgigg?ﬂ%fe key
gxample, pads data by the data of (Nc-Nb) to obtain data of the data 5

length No, then encrypts it and writes it in the external memory 407. That

is, a storgge areg of a data length Nc in the, external memaory 407 is
assigned even 10 data of a data e%%%h lW%.t &%{ Sonvert) “theadaress

CPU_ADR input from the CPU 466 to the address MEM ADR

explained above.

The scramble key management unit 434 manages the

-scramble key K used at the encryption unit 431 and decryption

unit 432 and suitably switches the scramble key K.

" The parity processing unit 435 adds parity data to
the data to be written in the external memory 407 and verifies
the parity data added to data read from the external memory
407.

The pipeline processing control unit 436 divides the

processing of the bus scramble unit 461 into a plurality

éf stages and controls the system so that the pipeline
processing is performed in units of stages.

The work memory 437 is used for the processing of the

"bus scramble unit 461.

The control unit 438 comprehensively controls the

",processing of the bus scramble unit 461.

‘[Write Operation to External Memory 407]
FIG. 71 is a view for explaining the operation of the

bus scramble unit 461 when the CPU 466 shown in FIG. 67 writes
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10 [Read From External Memory 407] FIG. 73 is a view for explaining a

read operation from the external memory 407 to the bus scramble unit

461. FIG. 74 is a flow chart for explaining that read operation. 15 Step
ST411: The CPU 466 outputs to the bus scramble unit 461 the address

CPU ADR "a3" to be read from. Step¥P412: When Nc>Nb, the address
management unit 433 shown in 20 FIG. 70 uses the address "a3" to find
thetmapd (AB<a oo iNC NiBndkrgt i80the map f (a3-1), and uses that

map f (a3-1) as the address MEM ADR of the external memory address
space. HEp ST 25Te &P dHSH s éxdplGa fiYiuspstihe agskesstion
HEM ADR 148 f (a3-1) obtained at step ST402 to read the encrypted
Eeeambled) 886 bfotk e ({d31, d32}) from the external memory 407 and
writes this in the work memory 437. Step ST414: 5 The decryption unit

432 showhdp G470 decrypts the data block e ({d31, d32}) read from the
work memory 437 to generate (d31, d32}. Further, the parity processing

unit 435rbseSRiE g&Gydatpatideddo the datasblock &nffd 2l ud32}) 4@1 the
parity processing, then writes the data block {d31, )
data DATA to be written, that is, "d32", and the address

CPU_ADR, that is, "a3".

That data "d32"' is written in the work memory 437 shown
in FIG. 70 of the bus scramble unit 461. .

Step ST402:

When Nc>Nb, the address management unit 433 shown in
FIG. 70 uses the address "a3" to find the map £ (a3-(a3 mod
Nc/ Nb) ), that .;Ls, the map £ (a3-1) and uses that map f (a3-1)
as the address MEM ADR of the external memory address space.

Step ST403:

The contrel unit 438 shown in FIG. 70 uses the address

MEM ADR f (a3-1) obtained at step ST402 to read from the

external memory 407 the encrypted data block e ({X1, x2})

and writes this in the work memory 437.

Step ST404:
The decryption unit 432 shown in FIG. 70 decrypts the
data block e ({X1, X2)}) read from the work memory 437 to

generate the data block (X1, X2}. Further, the parity

 processing unit 435 uses the parity data added to the data

block e ({X1, X2}) for parity processing, then writes the
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10 d32} again in the work memory 437. Step ST415: The control unit 438
fetches the data "d32" corresponding to the CPU ADR "a3" in the data
block (d31, d32} read from the work memory 437 and already decrypted.

.15 and outputs the same to the CPU 466. That is, it fetches the "(a3 mod

Nc/ Nb) +1" th data in the data block and. outputs it to the CPU 466_.
[Management of Scramble Key] The sgrggnhle key management unit 434_
shown in FIG. 20 70.manages a scramble key used in the encryption unit

4 ptign unig 432 as follows. 'Ig:/@g scramble key management
u%%%lq}rgg%sg%idi S nt K&y Tor &ver %di"é’gﬁn“lﬁg‘%ﬂérﬁg%emory

407. Theé%@re@'&@d?:cessary to hold a plurality of scramble 25 keys.

One examplepoft e method for this is shown below. - 149 The scramble

; in FIG, 75, stores a plurality of .
™ I o hE R o o iR o g £ BRnding

scramble keys K1, K2, an sSwW

ress.fr e CPH. 466 and outguts the. same to the encryption unit
2‘%? Sﬁ‘}ﬁ@%&%n ﬁﬂig’b. §e§ﬁ§aa||y,%v%% d&essitd tive BgGERENding

LT RN o (.
t@%é%ﬁ K:eé/ kgﬁé write data "d32" to generate the data block ‘
{X1, d32} and writes this in the work memory 437.

Step ST406:

The parity processing unit 435 generates the parity
data of the data block {X1, d32}.

Step ST407:

The encryption unit 431 enérypts the data block (X1,
d32} read from the work memory 437 using the scramble key
K.

Step ST408:

- The control unit 438 writes the data block {X1, d32}
at the'addfess MEM ADR f (a3-1) of the exte:nal memory 407
aﬁd writes pa:ity data generated at step ST406 in a
predetermined area of the external mémory 407.

Note that the control unit 438 judges if the address
néxt input from the CEU 466 is "a3-1" before encrypting the
data block at step ST407. If "a3-1", it rewrites the data
blbék X1 by the write data, then encrypts it and writes it
in the external memory 407.

Due to this, it is possible to reduce the number of



10

15

20

25

10 Further, as shown in FIG. 76, the computation circuit 434a in the

scramble key management unit 434 performs processing using the key

Ks forming the class and the address input from the CPU 466 and

outputs the computation result as the scramble key K to the encryption

unit 431 and 15 decryption unit 432. That computation may include

encryption or decryption of a padding address number by Ks, finding the
exclusive OR (XOR), or other computation. Further, the bus scramble unit

461, may horlld Tﬂ? 20 scramble keys at a predetermined location of the bus

and mput the SABNTAEReY EolELSdmding 0 aitcasdredy msaddriesties .

CPU 466 Ehro%%h that bus. In this case, since the data bus for

transmitting the SoramBiEReyB%Re Caklelag tFebas oftie Waka length Nb
sc_{%n;clglleréc%ntrol bx]a memory controller 25 becomes necessary. The

location Tor hofdhg thBSEbd 750t heysansyed amishdASindide erxample,
outsigg of the %AM chip 408, but if outside of the chip, to ensure the

sécurity ofthe PhtFRSiadRpofheRey M dipprialtinyia tdmbportkeshe data

.afgndequi;ed a%gtle time of arrival at the bus scramble 5 unit 461. The
bus SGrambi€ unit A48T HERFEFRtFarish oty HitkRSoirh of hakdwaresxdrernal

sggvi\t/‘are. In4 bus scramble unit 461, however, even if changing the
scram%fgkey or each address input from the CPU 466, if continually

accessingma1 cgrtain address, the possibility
at 1s, a storage area of a data length Nc in the

external memory 407 is assigned even to data of a data length

Nb.

[Read From External Memory 407]

FIG. 73 is a view for explaining a read operation from
the external memory 407 to the bus scramble unit 461.

FIG. 74 is a flow chart for explaining that read
opération. |

Step ST411:

| The CPU 466 outputs to the bus scramble unit 461 the

address CPU;ADR "a3" to be read from.

Step ST412: |

Wﬁen Nc>Nb, the address management unit 433 shown in
FIG. 70,gses the address "a3" to find the map £ (a3-(a3 mod
Nc/ Nb)), that is, the map f (a3-1), and uses that map £

(a3-1) as the address MEM ADR of the external memory address

space.

Step ST413:

The CPU 466 shown in FIG. 67 uses the address MEM ADR
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10 rises of the scrambling of the address area being analyzed by

spending some time. Therefore, the scramble key is not a constant one. It

is made variable by a technique as shown below for example. The

scramble key management unit 434, for example, 15 causes the

generation of a random number whe%"'ﬁovﬁering up the SAM chip 408 or

the like so as to generate a scramble key. The scramble key basically
fhebaonly belkhawmesy te dhsscRIMBIEr, sp thegtolleen seofaialipdsbf

the key, synchronization, etc. do not arise. 20 Further, the scramble key
tranagdmestunied3y bilitctes tHd ddfhmislé kby uSeddortheerpatesssal

to the external memory 407. In this case, it is necessary that the key for
remeoping Odatanalreadi/tinshdlekternal ribmovry 487 medebry cdddntly

held key not be the same. 25 Therefore, for example, the scramble key is
updatedt&pl SBéshown in FIG. 77 and FIG. 78. [1] : The encryption unit
431 inputs the data "d3" from the CPU 466, while the bus scramble unit

461 inplikethde gathressonl vingrh the TRUE6. 55y HIthe HAsderarvbles the
unit 461 accesses the address "f (al)" of the external memory 407. [3]: :
drrteadmboek(d, d2J3ikreddXiomrheddiras thalwothanerenml 437 to

memory 407 to the decryption unit 432.
generate {d31, d32}. Further, the parity processing unit

435 uses the parity data added to the data block e ({d31,
d32}) for parity processing, then writes the data block {d31,
d32} again in the work memory 437.

Step ST415:

The control unit 438 fetches the data "d32"
corresponding to the CPU ADR "a3" in the data block ({d31,
d32} read from the work memory 437 and already decrypted
and outputs the same to the CPU 466.

That is, it fetches the " (a3 mod Nc¢/ Nb) +1" th data
in the data’ﬁlock and outputs it to the CPU 466.

[Management of Scfémble,Key]

The scramble key management unit 434 shown in FIG.
70 manages a SCbamble key used in the eﬁcryption unit 431
and decrypﬁion uhit 432 as fol%dws.

1Thebscramb1e key mahagement unit 434 may use a

different key for every address in the external memory 407.

- Therefore, it is necessary to hold a plurality of scramble

keys. One example of the method for this is shown below.
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10 [4] : The decryption unit 432 decrypts the data "e ((dl, d2))" to

generate the data "(dl, d2}". At this time, the scramble key management

unit 434 selects the scramble key K1, while the decryption unit 432

performs decryption using the scramble key K1. 15 Further, rewriting is
performed by the data "d311, and “the4Fata "{d3, d2}" is generated. .[5]:

The bus scramble unit 461 changes the scramble key from Kl to K2. The
scrambl@he sk banlrd € kere walnagegfdintersy vhldelistareddichm in FIG.
addresses, or values 20 generated by random number-generation or other
Techniduese 6k Marteadr/bror findGimdricrypistlse Kawri@n datd "B, It
d2}" using the changed. scramble K2 to generate’ the data "e ((d3, d2})".
FHTtehgxtatlee({§8ydaped writemdithe &ddidss 28df 6y dftleer the CPU
external memory 407. - 152 (Parity Processing of Parity Processing Unit
468]) yherwribngsldthnts e ederidienemonyPdA dhe uparity 431 and
processing unit calculates in advance the parity data of the data before
dacwynda emduwdtbs4Rat-parity data 5 in the external memory 407 along

with the encrypted data. Due to this, when some sort of physical trouble :
occurs firgeidiembl membenlaZcdamindabiperrddyids ettalthis i uses
detected at the time of readout, whereby more secure execution of a
Mram@s&ﬁegpyjsﬁye_ when accessing the address "a2", it

uses the scramble key K2, and when accessing the address
"a3", it uses the scramble key K3.

Further, as shown in FIG. 76, the computation circuit
434a in the scramble key management unit 434 performs
processing using the key Ks forming the class and the address
input from -the CPU 466 and outputs the computation result
as the scramble key K to the encryption unit 431 and
decrypt_ion unit 432.

That computation may include encryption or decryption
of a padding address number by Ks, finding the exclusive
OR (XQR) . or other computation.

Further, the bus scramble unit 461 may hold the
s'craﬁblé keys at a predetermined location of the bus and
input the scramble key corresponding to the acidress issued

by the CPU 466 through that bus. In this case, since the

. data bus for transmitting the scramble key is the same as

. the bus of the bus scrambler, control by a memory controller

becomes necesSafy. The location for holding the scramble
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10 Further, due to the addition of the parity data, even if the length of the
plain text and the length of the encrypted text are the same, the address
space of the CPU 466 and address space of the external memory 407 will
never completely match. This is becayge, for example, when writing at
the address 15 "al" the data "lll", at the same time as writing the Nc portion

at f (al), it is necessayy to write the parity "pl" (size Np) of the data "d|"
%%%gévawaé?zqﬁ tﬁg%%erﬁgl rﬁ‘é?nlogé) 7. O'Fl‘fé b, datkS stored Rty 08 -
l§'t ra areq:in.tge ex%ler I memory 407 in for example the following
c%se.g%o The Paiity Fata s %Ia%eﬁl?mmté)digféﬁ}‘ﬁ:&t’fg‘)?nesﬁﬁ’érbﬁt’éir?e% the
by encrypting the corresponding plajn text. In this case, the bus scramble
RAITA6T e 1S 10 MRt "GP FHHorh S IHESES (BN o hESRERRER ey

memary 407, then reads the parity data "pl" from the address 'f (al)
ALNE B

Crypeethi e e B sehniis tithet uddsh ity E g amble

erform 153 any special calcylations gther than the map f of the address.
e i i St AL MErs AEnR AR, U TF SR e
A storage area ex Itglvegly for th% Ipasngc]g]ata. The parity data "pl" is :

. O argware are . .
writtén in I%fnexc usive s?orage aréa, 1 this case, the bus scramble unit

461 has lo,perfpr procesging hased g the pariy addrese mapdo, The .
parity data "pI" Is Writtén 1n the address "fp‘(al)” in the external memory

0L~ When the parity processing,unit & éegesteftzf’p%@a'wom the CPU 466,
if continually accessing a certain address, the possibility

rises of the scrambling of the address area being analyzed

by spending some time. ‘Therefore, the scramble key is not

‘a constant one. It is made variable by a technique as shown

below for example.
The scramble key management unit 434, for example,

causes the generation of a random number when powering up

“the SAM chip 408 or the like so as to generate a scramble

key. The scramble key basically need only be known by the

“bus scrambler, so the problems of delivery of the key,

-éynchronization, etc. do not arise.

Further, the scrémble key management unit 434 switches
the scramble key used for every access to the external memofy
407. In this case, it is necessary that the key for encrypting
data alreédy in the external memory 407 and the currently
held key not be thé same..

Theréfore, for example, the scramble key is updated
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10 error, it halts the processing of the CPU 466 etc. to prevent illicit
processing of the data or program. Note that the content of the parity
processing is not particularly limited. [Pipeline Processing by Pipeline
Processing Control Unit 436] 15 In the iresent embodiment, for example,
under the control of the pipeline pro ing control unit 436, for example,
processing of the bus scramble unit 461 is divided into a plurality of
amgekaenl 4 pipelife is'formed USh&) tA@ stages as units so as to enable

the access time to the 20 external memory 407 as seen from the CPU 466

to be shbiténeBheT lemds ypitdipnotfdrinifgla pipelitrs, shleadathe tiddd' from
required for processing one encryption block is required for one access of

- HhenféRtbrd flom wlelEPUtdes hrthesouembal enamaly 4B 2bnputs the

Forexample, if forming a pipeline for the processing 154 performed by
pddxserenbiie bihitfaeimn HeeofdRIhc®8fith a read instruction of data of the
address "al" issued by the CPU 466, for example, when the CPU 466
requestd data dihehigher setredsleontintibudl9¥rorsarsaddretheglaggiress
program codes 5 etc., if the bus scramble unit 461 reads in advance the
Ubta(®t e addrebs "eptaNarabramerhed@dtress "f (al)", it is possible

to eliminate the overhead of the encryption and decryption processing.

For exathple, ifdensladiing thel E8de wield WwHem head from the address

“f (al)" of the external memory 407 to the decryption unit

. 432.

[4]: The decryption unit 432 decrypts the data "e ({d1,
d2}}" to generate the data "{(dl, d2}.

At this time, the scramble key management unit 434
selects the scramble key Kl; while the decrypti9n unit 432
performs decryption using the scramble key K1.

Further, rewriting is performed by the data "d3", and
the data "{d3, d2}" is generated.

. [51: THe bus scramble unit 461 changes the scrambie
key from K1 to K2. The scramble keys K1 and K2 are values
of ﬁimers, values stored at the addresses, or values |
generated by random number-gengration or other techniques.

[6]: The encryption unit 431 encrypts the rewritten
data "{d3, d2}ﬁ.using the changed scramble K2 to generate
the data "e ({d3, d2})".

[7] The data "e ({d3, d2})" is written at the address

£ (al)" of the external memory 407.
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10 time for the memory access is ignored, encryption of each data is
performed in three rounds such as with triple DES or the like, 1 clock is
required for one round of encryption, and Nc/Nb=1, the CPU 466 issues
instructions designating the addresses "al”, "al+I", and "al+2" for reading
data 15 consecutively from the extedalmemory 407. At this time, three
rounds of decryption become necessary, and three clocks are required

for decrypting egchpdsda J& pipgline precessingps-sebrefoigash 86 435]
shown in 20 FIG. 79A, three clocks after the CPU 466 issues the first

read instrustionrtbe dada ded ddn waddhamdhe extesnameesnsfy 407, the
using the address "al" is decrypted three times to obtain the data "dI"

pisRis fhesdaputitdhenG P &466u Nexb afier arihactrer<lipeks thedata
data "e3 (d2)" read 25 from the external memory 407 using the address
o@ilHhs - dSbadeaypted thrra-ipes émohiadn theidaia "tha'vvhishixihedata
input to the CPU 466. Next, after another three clocks, the data "e3 (d3)"
inadfrenetbecaxianahaesigry 407 usirgtheradaresheabrcisgacyptedta .

three times to obtain the data 5 "d3" which is then input to the CPU 466. A
That is, mileoftibetdaia ;' dihed?'s aind '€i3r ts 8P yihipstheAPtUrdhthli8eccurs
clocks after the CPU 466 issues the first read instruction. As opposed to
ihistindheptesad Pmkodingnd e data is tampered with, etc.,
this is detected at the time of readout, whereby more secure
execution of a program becomes possible.

Further, due to the addition of the parity data, even
if the length of the plain text and the length of the encrypted
text are the same ,' the address space of the CPU 466 and address
space of the external memory 407 will never completely match.
This is because, for example, when writing at the address
"al" the data "dl", at the same time as writing the Nc portion

at £ (al), it is necessary to write the parity "pl" (size

Np} of the data "dl" somewhere in the external memory 407.

- The parity data is stored at any storage area in the éxternal»

~memory 407 in for example the following case.

The parity data is placed immediately next to the data
obtained by encrypting the corresponding plain text. In this

casé,, the bus scramble unit 461 reads the data "e (di)" from

' the address "f (al)" of the external memory 407, then reads
‘the parity data "pl" from the address “f (al) +Nc/Nb". In

- this case, the bus scramble unit 461 does not have to pexrform
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10 pipeline processing control unit 436 converts the decryption

processing of the decryption unit 432 into pipeline processing in three

stages as shown in FIG. 79B using each round as a stage. Due to this, on

the other hand, while it takes three 15 clocks from which the CPU 466

first issues a read instruction for the d4 a corresponding to the address

"al" to be input to the CPU 466, subsequently data corresponding to the
axgufaReEd adlradier latioas rideesuthassitbly mathd cPUUecasidress .

clock. 20 Due to this, all of the data "dI", "d2", and "d3" is input to the CPU

466 fivé elptRe Bite A theadPUUedfirsthss e terenallinmemaiy. O has

that, when the CPU 466 requests data of the address "a2" far from the
sgREssl dn oitbr 14" agheane on. e 2HIpipRise isHctusivvednd frr the

data of the addresses "a2", 156 - "a2+1"... is packed in the pipeline
PRRaH s dstranihie aaddre statan et néatwnitdas) whehakesaiusive

chip 408 repeatedly accesses specific consecutive address areas in the
SEQEREE RSy 407, RiGise omses pddsibleus prsticmt kecatteint edfeht has

that this is a subroutine or array. If an array or other data, it becomes :
tea BABf armtRERSAs THiginRrfcian(chlicaar by opedrng simapr fp.

data by focusing the attack on it. To avoid this, in the present
Téﬁbﬁ&ﬁéﬁf, et giedd' is written in the address "fp (al)"

in the external memoxy 407.

When the parity processing unit 435 detects a parity
érror, it halts the processing of the CPU 466 etc. to prevent
illicit processing of the data or program. Note that the
content of the parity processing is not particularly limited.

[Pipeline Processing by Pipeline Processing Control
Unit 436]

In the present embodiment, for example, under >the
control of the pipeline processing control unit 436, for
example, processing of the bus scramble unit 461 is divided
into a plurality of stages and a pipeline is formed using
the stages as units so as to enable the access time to the
external memory 407 as seen frém fhe CPU 466 to be shortened.

That is, when not forming a pipeline, at least the
tiin‘e required for processing one encryption block is reqtzired
forAvon'e access of the memory from the CPU 466 to the external
memory 407.

For examplé, ‘if forming a pipeline for the processing
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10 bus between the CPU 466 and SAM chip 408 is passed through the
bus scramble unit 461 and the address management unit 433 is made to
scramble the addresses as well so as to make it possible to prevent
access to consecutive areas in the external memory 407. This scrambling
corresponds to the 15 above-mentiohed map f. If not scrambling the
addresses, the map becomes a map of only the areas secured for the v
Pearfip miztd. Byrisxanspie dvb Fe[GRUtaddksaspassp fdahed¢lwpkblla read
Here, p is the alignment size of the parity data. Next, the overall operation
igfitheeonooniofticta 29 syStarhd CdBhosssin'fdG" 64 swithbd axplainted. cpPU
FIG. 80 is a view for explaining the overall operation of the
dcomnfumicaticngyiste Mwd@h shbwnORUF I8 G4 cstep SH43a Theof a higher
businesses 4151 to 4153 or a party requested 25 by these businesses
agiddases theapphcatoalyroframs Bk 1ad8reAR 2\t B Bdogien codes
processing for transactions performed by the businesses using the IC
edard AO3Efdrhexdmslesonr b bersonidt chilputensidl 6] adik6h eadthtSdata
shown in FIG. 64. 5 Further, the manager of the SAM chip 408 generates .
ofPtthenagkinestdatel 4041 sBrambles 1t, afdestorebédt indderesxternéil (al) ",

memory 407. Step ST432: The application programs AP-1, AP-2, and
iAPiZgressible to eliminate the overhead of the encryption

and decryption processing.
For example, if considering the case where when the

time for the memory access is ignored, encryption of each

data is performed in three rounds such as with triple DES

or the like, 1 clock is required for one round of encryptﬁion,

and Nc/Nb=1, the CPU 466 issues instructions designating

the addresses *al", "al+l", and "al+2" for reading data

consecutively from the external memory 407.

At this time, three rounds of decryption become
necessary, and three clécks are required for decrypting each
data.

If pipeline processing is not performed, as shown in

- FIG. 79A, three clocks after the CPU 466 issues the first

read instruction, the data "e3 (d1)" read from the external

| memory 407 using the address "al" is decrypted three times

to obtain the data "dl" which is then input to the CPU 466.
Next, after another three clocks, the data "e3 (d2)" read

from the external memory 407 using the address "al+l" is
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10 downloaded through the authentication units 4171, 4172, and 4173

from the personal computers 4161, 4162, and 416_3 to the SAM chip

408. Step ST433: The user is issued the IC card 403 15 The IC of the IC

card 403 stores the key information used for transactions by the user with
the business contracted with. Note l]n%?, the contract between the user

and a business may also be concluded after issuance of the IC card 403
Irrphgdirdnaerdciugs die. SdpsTigierdatraiph wieihcheigsdrhen

uses the personal computer 405 to access the server 402 through the
inparheta16he GF%h pafchdbext predice thensebhe(hissgeshocks, the

processing 25 request through the Internet 410 to the ASP server 406. -
degg: Wheén (H8 ANSRrsadef 108 rébeives beproedsshapraques? Trops iimg  the

server 402, it accesses the personal computer 405 through the Internet
agiy: asther 14 procdes sitepreypbsthd-hreeingimdse 1© caltb208 isdyeddata

from the card reader/writer 5 404 is transmitted through the personal
“cbHipautei gbs isntehrn 410Pakd RSFEbervEPY0E ifithe SAM chip 408.

Step ST435: The SAM chip 408 selections an application program in :

accorddheevith thelgroeéséihg daybast fctivétFdt'stepnd "d3" is input

to the CPU 466 nine clocks after the CPU 466 issues the first
read instruction.

As opposed to this, in the present embovdimenﬁ, the
pipeline processing control unit 436 converts the decryption
prbcessing of the decryption unit 432 into pipeline
processi'ng in three stages as shown in FiG. 79B using each
round as a stage.

Due to this, on the other hand, while it takes three
clocks from which the CPU 466 first issues a read instruction
for the data corresponding to the address "al'" to be input
to the CPU 466, subsequently data chrespon.ding to the
addresses "al+l" and "al+2" are input successively .to the
CPU 466 évery clock.

- Due to this, all of the data "dl", "d2", and "d3" is

'ihp’ut to the CPU 466 five clocks after the CPU 466 first

issues a read instruction.

Note that, when the CPU 466 requés_ts data of the address

"a2" far from the address "al" after "al", the data on the

pipeiine is discarded and the data of the addresses "a2",
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10 ST434 and executes that selected application program. In the
execution of that application program, the SAM chip 408 and external
memory 407 communicate based on the processing of the
above-mentioned bus scramble unit 461. Step ST436: 15 The SAM chip
408 outputs the execution results of ##% application program to the ASP
server 406. FIG. 81 is a functional block diagram showing more
'spetifitally thesfupstidredlotks théheSAM dhig 408 shown in FIG. 67. 20
As shown in FIG. 81, the SAM chip 408 is connected through an internal
bus 49( teidxarc:|/B emritntdlle ASP ZoddiradBiCHbom Hhiedade Unit46@,33 ]
bus scramble unit 461, encryption/decryption unit 465, storage unit-463,
and CPRth&k66tRE PeaMoidhegudcibnsagidhe sifinaturegpreeessingedii £ic
159 462 and authentication processing unit 463 shown in FIG. 67 are for
cyavrpie téale cadiiriie CRIWaHES . The teMeohie403 Shoemany1@08], it
for example as shown in FIG. 82, may connect the card I/F unit 491
beorwreete dplos Sithéd entémab bad 460 tbaneREsedepitiondraromtissiba tinithi s
492 outside of the SAM chip 408 and transfer data with the 1C card 203
iy A srehcombinsy stera timay g freantenmay4920 ththed®ita, it becomes
reception/transmission unit 492. As explained above, according to the
eggnfimicaiomrttacker to obtain beneficial (critical for the

operating sic_lé)’ data by focusing the attack on it.

To avoid this, in the present embodiment, the address

‘bus between the CPU 466 and SAM chip 408 is passed through

the bus scramble unit 461 and the address management unit

433 is made to scramble the addresses as well so as to make

it possible to prevent access to consecutive areas in the

external memory 407. This scrambling corresponds to the

-above—.-menbt'ioned map £f. If not scrambling the addresses, the
~map f becomes a map of only the areas secured for the parity
_ data. For example "Va € [CPU address space], f(a) = (i+p) a".

" Here, p is the alignment size of the parity data.

Next, the overall operation of the communication

system 401 shown in FIG. 64 will be explained.

FIG. 80 is a view for explaining the overall operation

of the communication system 401 shown in FIG. 64.

Step ST431:
The businesses 415__1 to 415 3 or a party requested

by these businesses produce the application programs AP 1,
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10 system 401, by giving the above-mentioned functions to the bus
scramble unit 461 in the SAM chip 408, the following effects are obtained.
That is, according to the communication system 401, it is possible to
store for example confidential data 15 relating to processing using the IC
card 403 in an external memory 207 W a secure state. Further, according
to the communication system 401, by forming the processing of the bus
AR ramblediPAR fisto thgigetineeis sipasdible fordns SAM ohip P8 formed
access 20 the external memory 407 at a high speed. Further, according
btp thbedpwainieaters systeng4@he by Qivingdhd Bds Seramidemmitel@ing the
parity function, it is possible to improve the reliability of the data read from
paesxerhakcormorg 197426 Sixth4Erhbadinmemi 180 6T 13 plewent in FIG.
embodiment is an embodiment corresponding to the 19th aspect of the
6ivention. [Related Art of Present Embodiment] First, a computer for
executing a transaction business 5 program using an IC card of a related
art of tHeuprelsent, irnventioawvatiée expldilied. FAN. 6Bipa40fctornpkiiadies
diagram of a computer 501 used in electronic settlement of a related art .
At thengreswpnibvdation. 421, scrambles it, and stores it in the
external memory 407.

Step ST432:

The application programs AP 1, AP 2, and AP_3 are
downloaded through the auﬁhentication units 417 1, 417 2,
and 417_3 from the personal computers 416_1, 416_2, and 416_3
to the SAM chip 408.

Step ST433:

The user is issued the IC card 403

The IC of the IC card 403 stores the key information
used for transactions by the user with the business
contracted with.

Note that, the contract between the user and a business
may also be concluded after issuance of the IC card 403
through the Internet 410 etc.

Step ST434:

For example, when the user uses the personal computei
405 to access the server 402 through thé Internet 410 to

f:ry to purchase a product, the server 402 issues a processing

request through the Internet 410 to the ASP server 406.
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10 As shown in FIG. 83, the computer 501 has a CPU 502, memory 503,

and communication circuit 504. The CPU 502, memory 503, and
communication circuit 504 are connected to a CPU data bus 506. The

CPU 502 and communication circuit 504 are connected 15 to a CPU

address bus 507. The CPU 502 compréhensively controls the operation

of the computer 501, operates based on instructions of a program stored

in the NM@raortbe3A8R] secessedtihe menwiy <O hdpring s opetaticnyuest
20 The communication circuit 504 communicates with the 1C card 508 by
finercohtact systear o4 DBncartastsystems|ntliee peataohtypecthedCteard405
508 and the communication circuit 504 are connected by electrical
Wontaxstb. Elithdm Hathe hohtOntaEttypbethe EC pardcs(Ssamditheequesting
communication 25 circuit 504 are connected through electromagnetic
nedvesiorg 16 1thkghCete rhd ¢Rata seveidefifromtthe 2 cdrd 688¢mbugh ter
the communication circuit 504 is processed by the CPU 502 in
4ttoidariceanitma pregrabh sovahintthe memsonsd3. damibret <5 theé0data
obtained by the processing by the CPU 502 is transmitted through the
Isvremuaicafidl ciremid 585 R0 grr vetafAPS08-o-Urtker Sid GiPd 50208 .
writes the results of settlement generated by communication with the IC

card 508taph&Bfethary

The SAM chip 408 selections an application program
in accordance with the processing request received at step
ST434 and executes that selected appliéation program.

In the execution of that application program, the SAM
chip 408 and external memory 407 communicate based on the
processing of the above-mentioned bus scramble unit 461.

Step ST436:

The SAM chip 408 outputs the execution results of the
application program to the ASP server 406.

FIG. 81 is a functional block diagram showing more

specifically the function blocks of the SAM chip 408 shown

in FIG. 67.

As shown in FIG. Ql,Athe SAM chip 408 is connected
through an internal busl490 to a card I/F unit 491, ASP
éommunication interface unit 460; bus scramble unit 461,
encryption/decryptioﬁ unit 465,'storage unit'463, and CPU
466.

Part of the functions of the signature processing unit
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10 503. FIG. 84 is a view for explaining the software configuration of the
CPU 502 shown in FIG. 83. In FIG. 84, the bottommost layer is the
hardware layer, that is, the hardware component of the CPU 502 shown
in FIG. 15 83. Above the hardware laygr is positioned a communication
driver layer. The communication driver layer has positioned in it a

mmunication driver layer for controlling the communication circuit 5
1 g P P T ST FE et et dh o Blc.

layer is usually stored in a ngnvolagile memory, Aho e communication
Gari\%ﬁaf&r‘is ’ﬁaénp%ré”‘tirﬁeas%étze‘r%(gg) %/eer%?%ré\% ihg the program,
forming the foundation for the operation_of the CPU.502. The QS layer 25
providg@ﬁlgﬁlléh%léfgpé & fES %A‘Pﬂa)?eerWiteﬁ ighSr16% aé“o‘r%%p £ shidwn

. services compared with the lowey layers. Far example, later explained
TRAESn “er Bty S E)""?Gr%:a%{‘c?arﬁaﬁé'[:al %a%’al'gvrfi%%aﬁf 3&%\) %ﬁg ko

are examples Fg)rther, 3%0\4? the OS layer is ap AP Ia%er defining .5 the

: it
thce A RIRAINE REISs) FRaf d by fRCSone "he RS Ayer

4%33’J8¥:S)§ egll?f ap %fagm RIR9r Y Méb‘xlu’.'io‘:gkr'ha‘s%r@n a’?‘hgg’w':f]ttﬂethe '
resent empodiment, the explana on will be given lllustrating the
Iengg¥%186§eggngﬂgggggg¥act system through an antenna 492a
of the RF reception/transmission unit 492.

As explained above, according to the communication
system 401, by giving the above-mentioned functions to the
bus scramble unit 461 in the SAM chip 408, the following

effects are obtained.

That is, according to the communication system 401,

it is possible to store for example confidential data

relating to processing using the IC card 403 in an external
memory 407 in a éecure state.

Further, according to the communication system 401,
by forming the processing of the bus scramble unit 461 into
a pipeline, it is possible for the SAM qhip 408 to access
the external memory 407 at a high speed.

Further, according to the communication system 40;,-
by giving the bus scramble unit 46i»a parity function, it
is possible to improve the reliability of the data read from

the external memory 407.

Sixth Embodiment
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10 transactions using the IC card 508 as the application program For
example, in the OS layer and AP layer, the function for determining the

type of the IC card 508 is defined by "get card type O". 15 In the OS layer
and AP layer, the type of the IC cgrdlb5(§)8_can be specified by calling up

this function. For example, assume that there are three types of IC cards

508, that is, Types A, B, and C. The return values of the function for the__

IC cardSEVIRSES I SPRe H RS tod soa - Sestigte s KAFRG IRanAd g
Type B IC card 508 is used, the return value of the result of execution of
te thmclidiyaRee ty o thie cHAve B oBurther, in the OS layer and

AP layer, "read data (*rp) " _is defined as the function for reading data

from théHRbAE L mbntdry D aRe Rt ERPsdd e’ Here, "rp" is

similar in_concept to a pointer in the C language, "*" shows that the
followilgFitab|8 ISFBORT famapleanti e enbfRrgsdmndandness

in the internal memory of the IC card 508. When "*rp" is indicated, this 5
PARITAR LR BT tHE BT &8s n Thd Aetbri§ oF 1 IERAr&EEE St
JAssume now that the internal memaqry stores data as shown in FIG. 86.

IR As¥drhih JIRaPFBL 28394 the return value of the function "read

data (*r}:p " becomes "56H" and it is .
G. 83 is a functional block diagram of a computer

501 used in electronic settlement of a related art of the

- present invention.

As shown in FIG. 83, the computer 501 has a CPU 502,
memory 503, and communication circuit 504.

The CPU 502, memory 503, and communication circuit
504 are connected to a CPU data bus 506.

The CPU 502 and communication circuit 504 are connected
to a CPU address bus 507.
| The CPU 502 comprehensively controls the operation
of the computer 501, operates based on instructions of a
program stored in the memofy 503, and accesses the memory
503 dgring its oéeration.

The communication circuit 504 communicates with the
IC cafd 508 by the contact system or noncontact'system.iln
the-cbntact tYpe, the IC card 508 and the communicaﬁion

circuit 504 are connected by electrical contacts. Further,

-in the noncontact type, the IC card 508 and the communication

‘circuit 504 are connected through electromagnetic waves or
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10 possible to read the data of the "102H address". Further, in the OS

layer and AP layer, "write data (*wp, wdata)" is defined as the function for
writing data at a specific address of the internal memory of the IC card

508. Here, "*wp" is similar to the concept of a pointer in 15 the C

language, "*" indicates that the follbwhélvariable is a pointer variable,

and "wp" indicates a specific address of the internal memory of the IC
¢aghB808: When "*wp" is indicated, the content of the wp address of the
internal memory of the IC card 508 is indicated. "wdata" is a variable 20

in the whleedalatasstare howdhéikthe meendi¢ obted GG d th@dstiieshe
data as shown in FIG. 87. Here, if "wp=102H" and "wdata=73H" and
exsouimydhé fgmctionz'oumid dSR4("wp, prdetay sed shgwhlve FERPUB BGRe in
data of the "102H address" of that memory is rewritten to "73H". 25 The
applioatian proghidrhs A BE dRZmtAP&Shawhhe IEneiy. 843 efiferther,
operations for transactions relating to different types of IC cards 508. The
thee siydrad epbé s sleslvibyin 16 . 88okresiEs.184, the dgbysticaBtn Hyram
MAIN is executed 5 first at the time of startup of the computer 501. The

hpplicatiot pedgrehriviadN Udes themivand sadritioned function 5@et daed the

type ()" to determine the type of the IC card 508 used. The CPU 502
g€lecrahdb@%ecutes the corresponding application program in

accordance with the type of the IC
Further, the CPU 502 writes the results of settlement

generated by communication with the IC card 508 in the memory
503.

FIG. 84 is a view for explaining the software
configuration of the CPU 502 shown in FIG. 83.

In FIG. 84, the bottommost layer is the hardware layer,
that is, the hardware component of the CPU 502 shown in FIG.
83.

Above the hardware layer is positioned a communication

- driver layer. The communication driver layer has positioned

in it a communication driver layer for controlling the
communication circuit 504 connected to the CPU 502. The
program of the communication driver layer is usually stored
in a nonvolatile memory.

Above the communication driver layer is an operating

system (0S) layer for providing the program .forming the

foundation for the operation of the CPU 502. The OS layer

provides the highest application (AP) layer with higher
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10 card 508 determined based on the correspondence table shown in
FIG. 88. If imagining a situation in which IC cards 508 of the Type A,
Type B, and Type C are handled by different businesses, the application
programs AP1, AP2, and AP3 are pqauced by 15 the individual
businesses. Further, the storage areas of the internal memory of the IC
card 508 are shared bg the a cE)Iic,at'&cx)rl:gro rams ?I, AP2, and AP3. Th
concf%gt services C mgar wit e g?w r layers . Forﬁxamp e,
application programs use portions assighed to them i advance. As
the

lained above, the application.programs API, AP2, 20 ang AR3 are
prod%%eg f)yeﬂgl%%ﬁcjﬁ{’/fa ua#%ﬁgiﬁécs’ges%au‘% ggﬁ%tiﬁ@)sethg?e s afi ee?r%r‘fr‘ia £

rogram, an applicatiqn program, of another business is read by a
B i elds vith Al I SRTEy SR Tt rogRs of FaBLaess, o a
storageF%rxe in the IC card *5;](28 f%rswtiich one.is not ng}lll wed ac e%'s.is.

er_is a ining

illicitly accessed."1 Pff':emboﬁlment of the Present Inven |3|:¥ﬁﬁG. 8Yis'a

iew of the confiquration of the computer 551 accordin é}o an
e SR ia] anctions (Selvices] Tealiznd By the computer
1 has a CAPU 52.5 rnemor3é553, commimication flrcui;:5g4, 'udgment
L P Y as -
Sg{?cww 50, and switch circuit 561. Here, the CPUTSS ggrrésp%r#agt e

Ngﬁ;ﬁputgggn gﬁgéu’t oa{%%:e Riesent invention, the memory 553 corresponds

to thé storade circuit of the present invention, the

In the present embodiment, the explanation will be
given illustrating the provision of settlement or other
transactions using the IC card 508 as the application
program.

For example, in the OS layer and AP layer, the function
for determining the type of the IC c'ard 508 is defined by
"get card type ()".

In the 0S layer and AP layer, the type of the IC card
508 bcan be spadified by calling up this function. I?"or example,
assume that there are three types of IC cards 508, that is,
Types A,‘ B, and C. The feturn values of the function for
the IC cards 508 are defined as in FIG. 85.

For example, assuming that the Type B iC card 508 is
used, the return value of the result of exeqution ocf the -
function "get card type ()" becomes "2".

Furti;er, in the OS layer and AP layer, ‘;read data (*rp)"
is defined as the function for reading data from the internal

memory of the IC card 508.
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10 communication circuit 504 corresponds to the communication circuit of
the present invention, the judgment circuit 560 corresponds to the
connection control circuit of the present invention, and the switch circuit
561 corresponds to the connection spdtghing circuit of the present
invention. 15 The CPU data bus 506 has a CPU 552, switch circuit 561,

judgme Sircuit, 56 and communication circuit 5014__1 ggnnectedr}% it. The

0
CPU data bu¢ SOG%rrels%o%]d“sufo e TanSMIsSicn line &f 1’#’1‘(31preés‘ae:'cntln the
jnvention. 20 Fyrther, the switch circuit iS connectedgg ugh a .
e SR R e by et Frals FercPD Mie ppdnter
g%%fggfemem Y22 \%fho%@tﬁagt gg%gggg% i%%&%@é““&'ﬁaﬂﬁg AR na1

Cotinettéd fo it B5 en accesses gmemorygééor
a peripher 1_§§_?d jce ou i% f the. computer 951 etc., the CPU .
Rl e s S SN T C T R LS
the communicatiop circuit andg, IC cargd. 508 gjven the same referenc
A RN 60 KNG L S8l 208 A S G MBS EICNE ene

Further, hgogPL#SSZ has the sgftwarg structire as explained above |~ . -
GG S ThA e T acpleatan prog e AR RBS Yand Apy, 4t
ones i’x‘é%'?rb dlgir}eI%rpcggs.ing for transactions relating to three types of IC

cards 508,

Further, if assuming that "rp=102H", the return value

of the function "read data (*rp)" becomes "56H" and it is

.possible to read the data of the "102H address".

Further, in the OS layer and AP layer, "write data
(*wp, wdata)" is defined as the function for writing data
at a specific address of fhe internal memory of the IC card
508. Here, "*wp" is similar to therconcept of a pointer in
the C language, "*" indicates that the following variable
is a pointer variable, and "wp" indicates a specific address
of the internal memory of the IC card 508. When "*wp" is

indicated, the content of the wp address of the internal

f‘memcry of the IC card 508 is indicated. "wdata" is a variable

in the write data. Assume now that the memory of the IC card
508 stofes data as shown in FIG. 87. Here, if "wp=102H" and

"wdata=T73H" and executing the function "write data (*wp,

.wdata) ", as shown in FIG. 87, the data of the Y102H address"

of that memory is rewritten to "73H"Y.

The application programs APl, AP2, and AP3 shown in



10

15

20

25

10 that is, Types A, B, and C, are used. The data received from an IC card
508 through the communication circuit 504 is processed by the CPU 552
in accordance with a program stored #uthe memory 553. Further, the
data obtained by the processing by the CPU 552 is 15 transmitted to the

Pecare 208dRranghdpie copyRwicaan ciglit 304 FWIeLNeGRY 552

writes the result of settlement generated by communication with the’lC

£PEEQ08NN NG MR 125820 LN cVitah, GIrayt pBL Suiighes g CRl oun

~data bus 506 ‘and memory data bus 562 between the connection state
Andediscoggection state based on a judgment result signal S560 from a
judgment circuit 560 (control signal of the present invention). 25 Further,

the CPY pSgexecyies ednsipaions {¢0e Yy Jfia! SR 0P8 O u ted
the OS layer, program MAIN, and application” programs API, AP2, and

Ah3shawn i1EIGkfetehed Gead), gl thednedigpheed: BriCPhe

552, in accordance with the execution of those 5 instructions, generates

S5 NSEARIOnYPS dastiE il rRionab S55Ra, RXRSMINIARINSHUAING nction

signal S552b, and if necessary a called AP instructing signal S552c and

YIS 2 theseyp dh] judaraegbelestili2R0 - th e s NS HUEHQ BPE&ard 508
instructing signal S552a
used. The CPU 502 selects and executes the corresponding
application program in accordance with the type of the IC
card 508 determined based on the correspondence table shown
in FIG. 88.

1f imagining a situation in which IC cards 508 of the
Type A, Tybe B, and Type C are handled by different businesses,
the application programs APl1, AP2, and AP3 are produced by
the individual businesses. Further, the storage areas of
the internal memory of the»IC card 508 are shared by the
application programs AP1, AEZ, and AP3. The épplication
#rcgrams use portions assigned to them in advance.

As explained above, the application programs APl, AP2,
and AP3 are produced‘by the individual businesses, but
sometimes there is an err¢; in a program, an applicétion

program of another business is read by a business with

malicious intent by an illicit program of that business,

or a storage area in the IC card 508 for which one is not

allowed access is illicitly accessed.
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10 is a signal indicating whether which of the fetch instruction, read
instruction, and write instruction the CPU 552 executed. Here, the fetch
instruction is an instruction for the -CREs552 to fetch the instruction codes
through the CPU data bus 506. 7.5 The read instruction is an instruction

for the G552 ja.feaddata iiropgh the CRU, Jaipdus,306. The write
instruction is an instruction for the CPU 552 to-write data through the

CPU dajabus 996; £ Lé[t'%&reweo%x%ﬁ%“%%éfi@ﬁ@%%ﬁ@ns'gﬁ%ﬁé@!?m&ter
is a signal showing of which program the instruction being executed by

K1, CBU 232 0810ngs inuhepatiugtions of dhe RpICAIALRIOtaNS AR on
AP2, AP3, and MAIN and OS programs shown in FIG. 84. The called AP
instructing signa), $5paC SRRWSyICh,25 RIIYIATLYS the ArRlicationpy 552,
programs API, AP2, AP3,"and MAIN 168 and OS programs the program

maguie,of ¢ cal fesination; HaleNGSWRENsd BTOgRELMAdHIe Peing: « seo,

executed by the CPU 552 calls up another program module. Further, the

- CRY 352 halis the.CRU.dafapus 506 and 5 its operation when as

explained later the switch circuit 561 enters a disconnection state. Next,

the judgpen cirewL,569ilkBS eXBlAINasBndstalloT e LIdgHES EHedbn
560 generates a judgment result
circuit of the present invention, the memory 553 corresponds
to the storage circuit of the present invention, the
communication circuit 504 corresponds to the communication
circuit of the present invention, the judgment circuit 560
corresponds to the connection control circuit of the present
invention, and the switch circuit 561 corresponds to the
connection switching circuit of the present invention.

The CPU data bus 506 has a CPU 552, switch circuit
561, judgment éircuit 560, and communication circuit 504
connected to it.

?he CPU data bus 506 corresponds to the transmission
line of the present invention.

Further, the switch circuit 561 is connected through
a memory data bus 562 to the memory 553._

Furthér, the CPU.address bus 507 has a memory 553,
judgment circuit 560, and communication circauit 504
connected to it.

When the CPU 552 accesses the memory 553 or a peripheral
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1.0 signal S560 based on the instruction type instructing signal S552a
and executing AP instructing signal S552b input from the CPU 552 and
the address CPU ADR input through;thg CPU address bus 507 from the
CPU 552 and outputs this to the switch circuit 561. 15 FIG. 90 is a view of

RS e e, el 00O TR SR ..

?. C .
ment Circul as a “selection circu etc

jud circuit 571, read | t citcuit 572, and write, judgment circuit
%ﬁg.rgg%h{érﬁrl‘é‘;&ﬁ)ﬁscir%w C(%msegc‘: 'the W%PE% ?félgf%eogﬁé terminal
of the termipal 57§5 , 5752, and 5753 based on the instryction type
nstrooti S48 B, ne, Sommirertyon i sl LHRM 1C cara
cificall e selection circuit 570 connects the 25 swit 7458 o the
. y : . th
W RATE s ARG R BB T o6 AT ing Sgtal oAt e e

indicatgg atfgtcsheinst}r(ucj'gionﬁeDu%;[lo %bﬁ; th% etch judgment result signal
bGyal outpu from t%e%eﬁ;hjuggmen circuit' 571 is output through the

terminal 8754 2d syiieh 574 a5hejudorug 185yl Sianal 556016, 1

the judgment circdit 8 to the 3witch cwcwt%ﬁ?FuHﬁer, the selection

é’lﬁé& ié?ﬁ%(?‘)é‘ﬂ%‘%}é{ tQ%.fW%?EI%7.45é5%ZFh‘?ri§£@‘Qa§ 2728 WA G,1 5 cation
INStruction type instructing Signal S552a indicates a read instruction.
programs AP1, AP2, and A}?B‘, ones which define processing
for transactions relating to three types of IC cards 508,
that is, Types A, B, and C, are used.

The data received from an IC card 508 through the
communication circﬁit 504 is processed by the CPU 552 in
accordance with a program stored in the memory 553. Further,
the data obtained by the processing by the CPU 552 is
transmitted to the IC card 508 through the communication
circuit 504.

Further, the CPU 552 writes the result of settlement
generated by communiéation with the IC card 508 in thé memoxry
5‘;53.

The switch‘circﬁit 561 switches the CPU data bus 506
and memory data bus 562 between the connection state and
disconnection state based on a judgment result signal S560°
from a judgment circuit 560 (control signal of the present
invention) .

Further, the CPU 552 executes the instructions (codes)
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10 Due to this, the read judgment result signal S572 output from the read
judgment circuit 572 is output through the terminal 5752 and switch 574
as the judgment result signal 5560 frem the judgment circuit 560 to the
switch circuit 561. 15 Further, the selection circuit 570 connects the

o%’vgﬁlé SéZé&Qéﬁl%t%M% éﬁa Q:n, @%Hﬁ%tmpeawg&g%atlon

signal S552a indicates a write instrucfion. Due to this, the write judgment

PESHESIP0aA B3 73 AQHPUL My 18 WHISJHAGMERT BIrCl S £ {SAURU read)
through 20 the terminal 5753 and switch 574 as the judgment result

fsgggpl %QOJQ{QW ggjg_ment circuit 560 to the switch circuit 561. The
fetch judgment cirCuit 571 uses the executing AP instructing signal

S552b glled AP 4a3irucing SINAE 2R AECw LA AAEIUEPHADR those

input front the CPU 552 to generate the 170 fetch judgment result signal

inad L odipyts His iwards the,teypingl el 0 the, SRIeG AN G ng

570. FIG. 91 is a view of the configuration of the fetch” judgment circuit

sg;g]n%lo%%@?-éoeéﬁaﬁgowaiqﬁﬁx%é% teh JefomeRspisuit and

1 has a storage unit 581 1 and judgment unit 582_1. The storage unit

SBLLatoses ihe fetehacceserangs Aafiping,date,34l enefetahintetffuts
call relation defining data 58.
these to the judgment circuit 560.

Here, the instruction type instructing signal S552a
is a signal indicating whether which of the fetch instruction,
read instruction, and write instruction the CPU 552 executed.

Here, the fetch instruction is an instruction for the
CPU 552 to fetch the instruction codes through the CPU data
bus 506.

The read instruction is an instruction for the CPU
552 to read data through the CPU data bus 506°

The write instruction is an instruction for the CPU
552 to write data through the CPU data bus 506.

Further, the executing AP instructing signal S552b
is a signal showing of which program the instruction being
executed by the CPU 552 belongs in the instructions of the
application programs APl, AP2, AP3, and MAIN and OS programs
shown in FIG. 84.

‘The called AP instructing signal S552c¢ shows which

program of the application programs APl, AP2, AP3, and MAIN
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10 The fetch access range defining data 5841 defines the addresses in

the memory 553 accessible when the CPU 552 is executing the fetch

instruction for each case where the I% 552 is executing programs of

the OS layer and application programs MAIN, AP1, AP2, and AP3 shown

in FIG. 84. 15 FIG. 92 is a view for explaining the fetch access range o

AShiRF datrgsans HhechhrirRRrirefdir @bntheic2d2 HeftiRation
rograms of the OS layer and the application programs MAIN, API, AP2,

g’t‘?cfﬂ%%ﬁ&ﬁf‘irﬁm??&ﬁ% nREER ML RINe¥BFI BB taphe CPU 552

direction shows the start address of the storage area in the memory 553

FRdrES stRage o pREPER IR LS8 &sponding column is allowed.

The "FROM" in the row direction shows the start address_25 of the

address P& 6fthe thR &Y s522vhéttfe Py GRY- ¢rfapie 506 and

corresponding column is allowed access. The "TO" in the row, direction .
Sov ORI 2RERS Toftfie BRI ARG dF fife HRGH BESRifTE 1t
the program of the corresponding column is allowed access. 5 For

6B EREsafhIidafGe PRATEHORPSEAfiBwed access to the range of
the addresses "2000H" to "2FFFH" of the memory 553. The fetch inter-AP |
call relafirrdefintit ddiosEan Eh6kE e EorrBhatibhd oPpr&yrRhatged in

which program modules
detail.

The judgment circuit 560 generates a judgment result
signal S560 based on the instruction type instructing signal
S$552a and executing AP instructing signal S552b input from
the CPU 552 and the address CPU_ADﬁ input through the CPU
address bus 507 from the CPU 552 and outputs this to the
switch circuit 561.

FIG. 90 is a view of the configuration of the judgment
circuit 560 shown in FIG. 89.

As shown in FIG. 90, the judgment circuit 560 has a
selection circuit 570, fetch judgment circuit 571, read
judgment circuit 572, and write judgment circuit 573.

The seleﬁtion circuit 570 connects the switch 574 to
one terminal of the terminals 575 1, 575_2, and 575_3 based
on the instruction type instructing signal S552a input ffom
the CPU 552 shown in FIG. 89.

Specifically,kthe selection circuit 570 connects the

switch 574b to the terminal 575 1 when the instruction type
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10 which may be called from or called belong when a program module is
called up when the CPU 552 is executing a fetch instruction. FIG. 93 is a
view for explaining the fetch inter-AP tail relation defining data 5851. 1S

The column direction of FIG. 93 shows the programs of_the OS layer and
ARPYEAURILRIRYT AT MAINs 52la ADRq 200 BB 3 SheWR R FlGs@4-uth8 on .
row direction of FIG. 93 shows the programs of the Os Iayer and

applicatip eraga@msiMAINGRAP I &R, MRS S89WR N E1Gn84: s571
The intersecting positions of the columns and rows show Whether a

reepan medwepla aedirm hthtereresprendingealuid KalanediQ ough
call up a program module of a program of the co_rre_spondlng row. The "o" ~
indlicates4n Rl caly gpis alipwved, while Bieq Xal0dioates;habtaliP result
172 - is not allowed. For example, a program module of the application
g Aftled afpvrdiALal WBRRIDI TRAGWe 966N O SRQILAM tch
MAIN, and application program AP3, but is not 5 allowed to call up a

Rrogeam marie of the application program AP2_ The judgment unit

582_1 judges if the address CPU ADR is included in the address range of

the memeay-Bha defingd hyithe tkBPM] 2861 €370 heslidpe $HWEWA tch
FIG. 92

574 to the terminal 575_2 when the instruction type
instructing signal S552a indicates a read instruction.

Due to this, the read judgment result signal S572
output from the read judgment circuitv$72 is output through.

the terminal 575 2 and switch 574 as the judgment result

'signal S560 from the judgment circuit 560 to the switch

circuit 561.
Further, the selection circuit 570 connects the switch
574 to the terminal 575_3then the instruction type
instructing signal S552a indicates a write instréction.
Due to this, the write judgment result signal 8573

Oﬁtput.from.the write judgment circuit 573 is output through

the terminal 575_3 and switch 574 as the judgment result

signal S560 from the judgment circuit 560 to the switch

¢ircuit 561.
The fetch judgment circuit 571 uses the executing AP
instructing signal S552b, called AP instructing signal S552¢,

and address CPU_ADR input from the CPU 552 to generate the
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-from the

10 corresponding to the program indicated by the executing AP
instructing signal S552b based on the executing AP instructing signal
S552b and address CPU ADR input f(rjp%thg CPU 552 shown in FIG. 89
and the fetch access range defining data 5841 read from the storage unit
5 1%.31)5 When judging that it is included in_that judgment, the judgment
un 13%?%3‘%51 & §E ¥ g R SaddmBRC UfRIY R EB¥s toward
iril:?ltructin c,onnfction and outputs it toward the terminal 5751 of the
SersttisR TR s 7Y Sadwitin RS G5 LRFGAMme Gierthkd W Aen
judging that it is not included in that judgment, the judgment unit 582 1
generateS15r eXantfe & fERuAIMERE SO EAFRFBSLPIsREicEhe feteh
disconnection (break) and outputs it toward the terminal 5751 of the
s%‘l’e%fﬁﬁ%ﬁcﬁ' 5B showhlin F1€¥80185 Hlithe® When a program
module of a program being 1.73_executed by the CPU 552 callsup a .
programlrxnsocfméq%?aﬁ&h $rogram, Thg jE&FFnafementugissit 571

at callup,is allowed hy the combination shown by the fetch inter-AP call :
trgfé?ioﬁ dgeﬁﬂﬁﬁé@ggatﬁ%bgli%%% A ‘é%%’é%ﬁg oithE 58%eduting
AP instrycting signal S552b an lled AP instructing signal S552c input

' %%rs ‘\?vnuirr‘]laﬁI%%gg-gnﬁtfﬁg?écl’f%eﬁgﬁﬁc&lﬁ%%ﬁﬁ\ range

defiping. data, 5851 read from the storage unit 5811. When judging that it
ig?ea %v’\géﬂ?naqﬁgf’]ucﬁgﬁilnﬁ?ﬁie etc% ngter-AP call relation deflnlx?g

data 58.
The fetch access range defining data 584 1 defines
the addresses in the memory 553 accessible when the CPU 552

is executing the fetch instruction for each case where the

CPU 552 is executing programs of the OS layer and application

programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 92 is a view for explaining the fetch access range
defining data 584 1.

The column (vertical) direction in FIG. 92 shows the
programs of the OS layer and the application programs MAIN,
Apl, AP2, and AP3 shown in FIG. 84.

The "FROM" in thé row (horizontal) direction shows

the start address of the storage area in the memory 553 where

- storage of the program of the corresponding column is

ailowed .

The “"FROM" in the row direction shows the start address

"of the address range of the. mémory 553 where the program
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10 judgment unit 5821 for example generates a fetch judgment result

signal $571 instructing connection and outputs this toward the terminal

5751 of the selection circuit 570 shown, jn FIG. 90. On the other hand,

when judging that it is not allowed 15 in that judgment, the judgment unit

5%2_&‘ enerates for example a fetch judgment result signal S571

fistricing WETRRBEHTInF LS s Wtauate 16FFREI-5751 of the

selection circuit 570 shown in FIG. 90. The read judgment circuit 572 uses

the exectRiig AR 20-RsthgidyPdgAirSSisi R fbE R FRpuERT agdxess

Séi%ﬁ an%‘sddress CPU ADR irgg}l%from the CPU 552 to generate the

feadjlidg ARt FElITERaT 372511 BSPaRhRPRWERE IR e thfnREPITam

5 5%}91‘ the selection circuit-570. FIG. 94 is a view of the configuration of

the redd FBTIFHTREMER Tt S EMWIFin B B9 27£SKE shown in

FIG. 94,Fthe read 'udﬂﬁr:ent circuit 572 has a storage unit 581 2 and

judgmentou’f]iteé?g“ﬁ. e BPagPRit 5812 WorBE frAPEets raddewed

defining d@ta 15:.}5342 and read inter-AP call relation gefin-in%'S data}l5852. . ‘

FREFEAd BRceeS AR IR inF 81 PE8 S Asfites a0 WdrdResIF T " of
emor%/m553 a(‘sc§§sible when the CPU 552 is executing a read

INStruction Tor 4¢h case where the CPU 552 is executing programs of

the OS |ayer an jcation
_ @Wé ge%ggpgnter-AQ call relation defining data 585 1
shows the combinations of programs to which program modules

which may be called from or called belong when a program

module is called up when the CPU 552 is executing a fetch

instruction.

FIG. 93 is a view for explaining the fetch intexr-AP
call relation defining data 585 1.

The column direction of FIG. 93 shows the programs

of the OS layer and application programs MAIN, AP1l, AP2,

and AP3 shown in FIG. 84.

The row direction of FIG. 93 shows the programs of
the OS layer and application programs MAIN, AP1, AP2, and
AP3 shown in FIG. 84.

The intersecting positions of the columns and rows

‘show whether a program module of a program of the

corresponding column is allowed to call up a program module
of a program of the corresponding row. The "o" indicates

that call up is allowed, while the "x" indicates that callup
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10 programs MAIN, AP1, AP2, and AP3 shown in FIG. 84. FIG. 95 is a
view for explaining the read access range defining data 5842. The

column (vertical) direction in FIG. 955shpws the programs of the OS layer
and the application programs MAIN, 15 APi, AP2, and AP3 shown in FIG.
84 Jbe "ggp&\dgi@jhe row .(horizontal) direction shows the start address
of the storage area in the memory 553 where storage of the program of

the corrgspondigg.cobimnis, Blged: F0.A0ecFRENLID tgow diecian
shows the start adgresé ofst%e %}( ress rangeeofcf e memo%l;553 Whére
SRS FIgiamy of te eqriesponding calymings allowed ACCaSSiJdIeLd LN an
the Tow direction shows the end address of the addréss range of the

dBemON23 WhEkeHhe RIeqram, {3 AL B LOTGSPOPANGEIUMAE 55 not

allowed access. 175 The read inter-AP call relation defining data 5852

Sheygdiecombinations gt BOIIAMR RN U P IRU AR MRS MY o g ram

may call from or be called from belong when a program module is calle
Apowhen the CPU 552 is executing a read 5 instruction. FIG. 96 is a view
for explaining the read inter-AP call relation defining data 5852. The

column gyecyan ohELG 3R SRoM-INg PIRARIES 1% PRO24aYeddpy ADR
application programs MAIN, API, AP2, -

is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 92
corresponding to the program indicated by the executing AP

instructing signal S552b based on the executing AP

instructing signal S552b and address CPU_ADR input from the

CPU 552 shown in FIG. 89 and the fetch access range defining

data 584-_1 read from the storage unit 581 1.

" When judging that it is included in that judgment,
the judgment unit 582 1 for example generates a fetch
judgment result signal 8571 instructing connection and

outputs it toward the terminal 575 1 of the selection circuit

570 shown in FIG. 90.

On the other hand, when judging that it is ndt included
in that judgment, the judgment unit 582_1 generates for
example a fetch judgment result signal S571 instrueting
disconnection (break) and outputs it toward .the terminal
575__1 of the selection circuit 570 shown in ‘FIG. 90.

Further, when a program module of a program being
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10 and AP3 shown in FIG. 84. The row direction of FIG. 96 shows the
programs of the OS layer and application programs MAIN, APi, A22, and

AP3 shown in FIG. 84. The intersecting, gositions of the columns and rows

15 show whether a program module of a program of the corresponding

column is allowed to call ug a program module of a program of the ‘
OFRSPERINY rdReTHBY 0° Muicatks St caRFIgEMBWRR iR theaRo ther
indicates that callup is not allowed. 20 The judgment unit 5822 judges if

REWRAEPTs EPY ABRIRCHEIUHRY I 28 addrb88987ge 6f Rfemhlup is
553 defined by the "FROM" and "TQ" of the column shown in FIG: 95
ottt idig (0 the BRIt am ShaRaERPHR thy ekbEHRFRR tRERAT call
signal S552b based on the executing AP 25 instructing signal S552b and
Ffhasd ep drbR ittt imP Pz EPO'SE hEHTm Pl Bewary o the
read access range_ defining data 5842 read from the storage_unit 5812.
WHeRYdddtdg ?I%t’if‘%‘?ﬁ&ﬁ&éb‘% gttt 2 hepidghtht et 3822

for example generates a read judgment S result signal S572 instructing

OHEEHGITARE RHFRE e wATF iRk 875 6t thELeRrfiorf Bret in
570 shovgn in FIG. 90, On the other hand, when juegg%g that it is not,

ih&fided infhdt fRRASTChe REGHEAF LRt B2 khbl@Rs 5t ining data

585 1 read from the storage unit‘581_1.

When judging that it is ailowed.in that judgment, the
judgment unit 582 1 for example generates a fetch judgment
result signal S571 instructing connection and outputs this
toward the terminél 575 1 of the selection circuit 570 shown
in FIG. 90.

On the other hand, when judging that it is not allowed
in that judgment, the judgment unit 582_1 generates for
example a fetch judgment result signal S571 instructing

disconnection and outputs this toward the terminal 575 1

~of the selection circuit 570 shown in FIG. 90.

The read judgment circuit 572 uses the executing AP
instructing signal §552b, called AP instt_ucting signal S552c¢,
and address CPU_ADR‘input'from the CPU 552 to generate the

read judgment xésult signal 8572 and outputs this toward

. the terminal 575 2 of the selection circuit 570.

FIG. 94 is a view of the configuration of the read

judgment circuit 572 shown in FIG. 90.
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10 example a read judgment result signal S572 instructing disconnection
(break) and outputs it toward the terminal 5752 of the selection circuit 570
shown in FIG. 90. Further, when a-prpggam module of a program being
executed by the CPU 552 calls up a program module of another 15

pogramy ey 4 502 e st ok sl b

combination shown by the read intér

RN S0.09580 R e £xeaing ABshucling signa) $552b and

called AP instructing signha c Input P wh in 20

FIG. 89 g.gg tnggela%igt r-AP c iel tion defining data 5852 read from
the storage unit 5812. W en }:u glé?ng-%astql:tolg%lﬁo%egg in tha ju%%‘r:neesn , the 9

iydgment Unit.3822 for example generates aread ju ent, result signal. .
S572 instr%cti%g connerce%:o?qnan o%tpﬁtt'lst s t(%:v?da:?rj(;‘lﬁeeafé%rjﬁ%rél%%inmg
aftbg selaction circuit 570 shown - 177 - in FIG. 90. On the other hand,

when judging that it is not allowed in that judgment, the judgment unit

>822 gengialea lof SXBMPLe AIRAAIMARTROLG W S0P Zicpsnes the

instructing 5 disconnection and odtputs t the termmal

Higheleqlion Gireuay Qe insB15 20w NG WHe iudamept el 635 5 5
uses the executing AP Instructing S|gn§I SfSZ’b, calle %B'lnstructlng
BRI 2RI RN ARENBYLTRR e S WA 8°RRE B ey
552 is executing programs of the OS layer and application
programs MAIN, APl1, AP2, and AP3 shown in FIG. 84.

FIG. 95 is a view for explaining the read access range
defining data 584 2.

The column (vertical) direction in FIG. 95 shows the
programs of the OS layer and the application programs MAIN,
AP1l, AP2, and AP3 shown in FIG. 84.

The “FROM" in the row (horizontal) direction shows
the start.address of the storage area in the memory 553 where
storage of the program of the corresponding column is
allowed.

The "FROM" rin the row direction shows the start address
of the address range éf»the memory 553 where the program
of the corresponding column is allowed access.

The "TO" in the row‘difection shows the end add:ess
of the address range of the memor& 553 where the program

of the corresponding column is allowed access.
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10 write judgment result signal 5573 and outputs this toward the terminal
5753 of the selection circuit 570. FIG. 97 is a view of the configuration of

the write judgment circuit 573 shown in FIG. 90. As shown in FIG. 97, the
write judgment circuit 573 15 has a stlo7r§gé unit 5813 and judgment unit

5823. The storage unit 5813 stores the write access range defining data

5843 andheiteiter-AR Tzl raRtioaldefinéig diten 586X finingyridaacces85 2
range defining data 5843 defines 20 the addresses in the memory 553
FhBLsivib o irmihEreRUGE? o arecytiranthetwrivh instrystion femeackiules
case where the CPU 552 is executing programs of the OS layer and
HhdiratsaypetdmEnem AP AR2 lad fiRSrshedwingFihedd & irogram
98 is a view for explaining the write access range 25 defining data 5843.
regiufiee dojurmiedical) direetiorteFIPWS Sitovisthexprograms of thead
OS layer and the application programs MAIN, API, AP2, and AP3 shown
FIEr8atIae "FROM" in the row (horizontal) direction shows 5 the start
address of the storage area in the memory 553 where storage of the
program®diGhe TBrréspendiigrolfom Expllewed ntheceR@ kK d fhretron-AP
direction shows the start address of the address range of the memory

583 lvreed afelpmgiafiining data 585 2.

The column direction of FIG. 96 shows the programs
of the 0OS layer and application programs MAIN, AP1, AP2,
and AP3 shown in FIG. 84.

The row direction of FIG. 96 shows the programs of
the 0OS layer and application programs MAIN, AP1l, AP2, and
AP3 shown in FIG. 84.

The intersecting positions of the columns and rows
show whether a program module of a progrém of the
corresponding column is éllowed.to call up awprogranimodule
of a program of the corresponding row. The "o" indicates
that callup is allowed, while the "x" iﬁdicates that callup
is not allowed.

The judgment unit 582 2 judges if the address CPU_ADR
is‘included in»the’address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 95
corresponding to thé program indicated by the executing AP
instructing signal'SSSZb based on the executing AP

instructing signal S552b and address CPU_ADR input from the
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10 of the corresponding column is allowed access. The "TO" in the row

direction shows the end address of the address range of the memory 553

where the program of the correspgng[ip% column is allowed access. The

write inter-AP call relation defining data 5853 15 shows the combinations

of programs to which program modules which may call or be called from

SBES hER B otfafitifiodBR 38dalibe pamskrReEP 999 R defining

executing a, read instruction. FIG. 99 is a view for explaining the write

ré&raRYaf rdisnsh demindatstesaam R Sodfindirection of FIG.

99 shows the programs of the OS layer and application programs MAIN,

API, APBhehIAPg SREwWRNA FI&ted sTHEFIW dRdetion GhRIG. Dedamant,

the programs of the OS layer and application programs MAIN, API, AP2,

5ha Psdepsrhoitih BRE. 1L eroerprie eeankaietisnseidnsudgment

columns and rows show whether a program module of a program of the

EBBLSoRiAGRAILT R T etre e prRTAitRoand epgputs it
rogram of the corresponding raw. The "0" indicates 5 that callup is :
feREd, \‘R)h‘ﬁettﬁt‘ém%"iﬂbiéa"[gs%hﬁtfc§m?p seREhiGRea i TR kg 8nshown

unit 582 3 judges if the address CPU_ADR s included in the address

}Endd 6 thd%memory 553 defined by the “FROM" and “TO" of the column

shown in FIG. 98 .
On the other hand, when judging that it is not included

in that judgment, the judgment unit 582 2 generates for
example a read judgment result signal S572 instructing
disconnection (break) and outputs it toward the terminal
575 2 of tﬁe selection circuit 570 shown in FIG. 90.
Further, when a program module of a program being

executed by the CPU 552 calls up a program module of another

program, the judgment unit 582 2 judges if that callup is

allowed by the combination shown by the read inter-AP call
relation defining data 585 2 shown in FIG. 96 based on the

éxecuting AP instructing signal S$552b and called AP

- instructing signal S552c¢ input from the CPU 552 shown in

FIG. 89 and the read inter-AP call relation defining data

© 585_2 read from the storage unit 581 2.

When judging that it is allowed in that judgment, the

judgment unit 582 2 for example generates a read judgment

‘result signal S572 instructing connection and outputs this

f:oward the terminal 575___2 of the selectidn circuit 570 shown
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10 corresponding to the program indicated by the executing AP

instructing signal S552b based on the executing AP instructing signal

S552b and address CPU ADR input fgorg the CPU 552 shown in FIG. 89

and the write access range defining data 5843 read from the storage unit

?%13g§§ ngn judging that it is included in that judgment, the judgment

unit 3 for example generates a write judgment result signal S573

instructing. connection and oytputs it toward the terminal 5753 of the

selectior?gclirg&? g %ﬁ&/ﬁﬁ%ﬂé%.%ﬁd@ﬁ% B Adnd gl allowed

&Jgggt tgat !(gclf n%tnigclu‘d:ﬁd in tgat judgment, the judgment unit 5823

generates for examplé awrte’d 85*%3 et sigiif 58 795enrtRg for

gisg%nrl%ctign x(bre ki a d out%uts it tox‘zvard the terminal 5753 of the

Sselection circurt ASWh i FIG S5t Y5 Ehs lwizd 2 gragidnicting
10odule of agr.ooq{ag"lnt()ieig%‘}Sthxet%ﬂesd b% the CPU 552 calls up a

isconnec £ aﬁ‘!ljéﬁ[ &ﬁ?ng% iP75_2

program module of another -program, the ju

that callup is, allwed by the comb%ion shown_by the write inter-AP call
relationedésfglanllr('fgc ata s gﬁ&vt\?n In ICf.hé@‘BaéLerg on She eéxecuting

AP instr&g}t@q@gggl Sgézq%%%?%%erg:n%ﬁngrmcgg%sig | S552¢ in@fg g AP

from the CPU 552 shawn elwrlte iRter-A _ecaﬁ’.r(éﬁgﬁon '
%?Eﬁ&%%%%%ﬁéﬁ%ﬁ%ﬁﬁ#igg%%g?aégiT@%QGgigﬁ'QQ@EQA%PQT At 00
and address CPU_ADR input from the CPU 552 to generate the
write judgment result signal S573 and outputs this toward
the terminal 575 3 of the selection circuit 570.

FIG. 97 is a view of the configuration of the write
judgment circuit 573 shown in FIG. 90.

'As shown in FIG. 97, the write judgment circuit 573
Ahas a storage unit 581_3 and judgment unit 582 3.

The storage unit 581_3 stores the write access range
defining data 584 3 and write inter-AP cgll relation defining.
data 585_3.

The write access range defining data 584 3 defines

the addresses in the memory 553 accessible when the CPU 552

is executing the write instruction for each case where the

' CPU 552 is executing programs of the OS layer and zipplicatibn

- programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 98 is a view for explaining the write access range

defining data 584 3.
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10 judgment unit 5823 for example generates a write judgment result

signal 5573 instructing connection and outputs this toward the terminal

5753 of the selection circuit 570 shown in FIG. 90. On the other hand,

when judging that it is not allowed “15tif8that judgment, the judgment unit
582_3 generates for example a write judgment result signal 5573
instructifftheliscohmectidnantict4pytsdhisdowndsth thaterminal &§53hefdhet he
selection circuit 570 shown in FIG. 90. Next, the selection circuit 570 will
beegplared £20ldh@sebatien cindit té appietis thitoswichbgrhks MAIN,
one of the terminals 5751, 5752, and 5753 based on the instruction type
MBlruc®REsigaakdSaPZa Fbmhei@PBIES2. Specifically, when the

instruction type instructing signal S552a indicates a fetch instruction, the
selectiofRS CIFROM70loortectsthe Jitah 2ohtaatile @imnatiénl $8bws
and outputs the fetch judgment result signal 5571 as the judgment result
6560 tahet sadidhesirs U5 G heDsiedodhis, athescameti®mdiseeynsstidihere
of-the switch circuit 561 is controlled by the fetch judgment result signal
§52ragBurifertbeh arrtbe nastrusfiohtype instreistrag dipngl Sobdan is
indicates a read instruction, the selection circuit 570 connects the switch
8¥4ewgvb-terminal 5752 and outputs the read judgment result signal

5572 as the judgment result 5560 to the switch circuit 561. Due to this,

the The "FROM" in the row direction shows the start address

of the address range of the memory 553 where the programr
of the corresponding column is allowed access.

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The write inter-AP call relation defining data 585 3

shows the combinations of programs to which program modules

which niay call or be called from belong when a program module

'is called up when the CPU 552 is executing a read instruction.

FIG. 99 is a view for explaining the write inter-AP

call relation defining data 585 3.

The column direction of FIG. 99 shows the programs

of the OS layer and application programs MAIN, APl AP2,

'and AP3 shown in FIG. 84.

‘The row direction of FIG. 99 shows the programs of

 the OS layer_and application programs MAIN, AP1, AP2, and

AP3 shown in FIG. 84.
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10 connection/disconnection of the switch circuit 561 is controlled. by the
read judgment result signal S572. Further, when the instruction type
instructing signal S552a indicates a write instruction, the selection circuit

570 connects the switch 574 to the térffinal 5753 and outputs 15 the

write judgment result signal 5573 as the judgment result 5560 to the

switch c¥beit 56teDeettihg, the cbbhestor/fiisthienestidmmeh theaswlitatows
circuit 561 is controlled by the write judgment result signal 5573. Next,
ghavipithadfiiee operatiogeiihecdniputerf55l Booyitde explaited. [First
Example of Operation] Next, an example of the operation where the
eompaarobEi rgecoibumnfcich aldinratidntin the plocgssaopexesutianmodule
a program module of the application program AP1 and 25 designates the
afldeser2900R" ofthbharidresy arpoogiSER 189 willlse éxplainedilnates
this case, a CPU ADR indicating "2100H" flows on the CPU address bus

b7 tapa hhupstigcidid ypednswhdtiey tdigndbSS52udindictting hfetchcallup
instruction and an executing 5 AP instructing signal S552b indicating API

afe bathuekdawese CPU 552 to the judgment circuit. 560. Further, the
judgment unit 5821 shown in FIG. 91 judges if the address "2100H" is
includedirethzvstioresd: rangt '20Q0B " tudarBFEE oftive atkdnery $33PU_ADR
defined by the

is included in the address range of the memory 553 defined
by the "FROM" and “"TO" of the column shown in FIG. 98

corresponding to the program indicated bj[ the executing AP

~ instructing signal S552b based on the executing AP

instructing signal S552b and address CPU_ADR input from the

CPU 552 shown in FIG. 89 and the write access range defining

data 584 3 read from the storage unit 581 3.

When judging that it is included in that judgment,
the judgment unit 582 3 for example generates a write
Jjudgment result signal S573 instructing connection and

outputs it toward the terminal 575 3 of the selection circuit

‘570 shown in FIG. 90.

On the ot;her hand, when judging that it is not included
in that judgment, the Judgment un:;_t 582 3 generates for
example a write judgment result signal S573 instructing
disconnection (breék) and outputs it toward the terminal
57‘5*__3 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program beihg
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10 "FROM" and "TO" of the column shown in FIG. 92 corresponding to

the API based on the executing AP instructing signal S552b and address.
CPU ADR input from the CPU 552 and fetch access range defining data

5841 shown in FIG. 92 read from the 1§t8ra"ge unit 581 15 Further, the
judgment unit 5821. generates a fetch judgment result signal $571

s RoEtRFcernEbeoF BH IS Bttt Itoward thedgnmamahbdsl of ¢ife another
selection circuit 570 shown in FIG. 90. Further, the selection circuit 570
BN ihechgitchn darsmitiouthé te S8R aB5 TS dwirceitfie thsttuctish lup is
type instructing signal S552a indicates a fetch. Due to this, a fetch

pbeveed feyu by retEisinabitgucihgeonhgctidreisaitpet titegh-ke call
selection circuit 570 as the judgment result signal $560 to the switch 25
ERrdFtIEn sHewh i FiG ded-al §8 5 udthehake sintcHIscul $3iaplaceon the
the CPU data bus 506 and memory data bus 562 in the connection state
fremBkihg ERU 583 touctésgtheimembr 552 etedhet I thd atove
explained case, when the 5 address CPU ADR indicates "3100H", since

et wrardsng  FétgnaldSd Pt eiadtrés S rom e tROCH" fF2HFdWnain
fetch judgment result signal 5571 instructing disconnection is output from
¥HE e REtign diréties va id-thel abehr difcyin b1 rBle td dnisdiabisvited data

circuit 561 sets the CPU data
585_3 read from the storage unit 581 3.

- When judging that it is allowed in that judgment, the
judgment unit 582~3 for example generates a write judgment
result signal S573 instructing connection and outputs this

toward the terminal 575_§ of the selection circuit 570 shown

in FIG. 90.

On the other hand, when judging that it is not allowed
in that judgment, the judgment unit 582 3 generates for
example a write judgment resultvsignal S$573 instructing
disconnection and outputs this toward the terminal 575 3
of the selection circuit 570 shown in FIG. 90.

Next, the selection circuit 570‘will be explained.

The selection circuit 570 connects the switch 574 to

~one of the terminals 575_1, 575_2, and 575_3'based.on the

instruction type instructing signal $552a from the CPU 552.
Specifically, when the instruction type instructing
sigﬁal S$552a indicates a fetch insfructibn, the selection

circuit 570 connects the switch 574 to the terminal 575_1
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10 bus 506 and memory data bus 562 in the disconnection state to

prevent the CPU 552 from accessing the memory 553. [Operation of

Second Example] Next, an example of the operation in the case where a
program module of the application pr gfrém’APZ calls up 15 a program of

the application program API when the computer 551 executes a read
ReueTIPWih-bgplimEahinimitoomset tieerddutingg InstBélings the
signal S552b .showing AP2 and the called AP instructing signal S552¢
NGOIME P FaeddtpBb 8nt thaloP s whbab thérend fudghend R tivctihis,
572. The judgment unit 5822 of the read judgment circuit 572 views the

the) AR Eaprdgiciresmess tam 585 emommihdiGed6amit 561 is
judges if a call from the AP2 to API is allowed. 25 Further, the judgment

tAk 5823 Yedehite Fhge £¢ £ a4 judgmrent ramtsidnal 5672 IngRitting
connection and outputs this toward the terminal 5752 of the selection

circuit ST EAERE invhenobhEUitheETHe ShRrttleyRsrdis320ichrimegts ignal
the switch 5 574 to the terminal 5752 since the instruction type ' ~
fiRbtRtidgShfatsss 2 Frrhtdds Feae kpuctidheD se ket aregdrcuit
%ugdé;ment result signal 5572 instructing connection is output through the

¢RRN&RT bre svthEghdgitfbraddun Sigrmissdo ¥d hiswidhoutputs

the read judgment result signal S572 as the judgment result
S560 to the switch circuit 561. Due to this, the
connection/disconnection of the switch circuit 561 is
controlled by the read judgment result signal S572.

Further, when the instruction type instructing signal
SSSZa indicates a write instruction, the selection circuit
570 connects the switch 574 to the terminal 575_3 and outputs
the write judgment result signal S$573 as the judgment result'
S560 to the switch circuit 561. Due to this, the
connéction/discqnnec’tion of the switch circuit 561 is
controlled by the write judgment result signal S$573.

Next, examples of the operation of the compu'ter 551
will be explained.

[Firét Example of Operation]

Next, an example of the qperation where the computer

551 executes a fetch instruction in the process of execution

- of a program module of the application program APl and

designates the address "2100H" of the address memory 553
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10 circuit 561 shown in FIG. 89. Further, the switch circuit 561 sets the
CPU data bus 506 and memory data bus 562 to the connection state,
whereby the CPU 552 can access the memory 553. On the other hand, in
the above case, when the program 1B&odule of the application program
AP2 calls up a program of the application program AP3, it is judged
donLthedeadpnigmag call relation defining data 5852 shown in FIG. 96
that a call from the AP2 to AP3 is not allowed. Further, the judgment unit

5822 gengrains thesrad, 29 jogamapkresilisioiel Rg72 NSHeEINE10ws on

disconnection and outputs this toward the terminal 5752 of the selection

eleut b Oashoves i) bie. 967Dueda tis 13 adudamentypalli 59pakcting

S572 instructing disconnection is output through the selection 25 circuit

S gresthegsdgment esult aignal L5E0H 01 thetSWIeR £ okB % i GLit é%cuting
shown in FIG. 89. Further, the switch circuit 561 sets the CPU data bus

Hb6ianduramery.gasa s b624e 1he dirgonnestion slfte (O-LreNeRb e from
CPU 552 from accessing the memory 553. 5 As explained above, the )

fidgnoeE civsait 660wl Swidkhnsieuit 6L weteramge the connection
state between the memory 553 and CPU data bus 506 based on data

defined irmadwance thaceerdghes witheaehsuogransitaseoidaneeavitly 1
a program being executed by the CPU 552.
judges if the address "2100H" is included in the address
range "2000H" to "2FFFH" of the memory 553 defined by the
"EFROM" and "TO" of the column shown in FIG. 92 corresponding
to the APl based on the executing AP instructing signé.l S552b
and address CPU_ADR input from the CPU 552 and fetch access
range defining data 584_1 srhown in FIG. 92 read from the
storage unit 581

Further, the judgment unit 582 1 generates a fetch
jﬁdgm‘e’nt result signal S$571 instructing connection and
outputs it toward the terminal 575 1 of the selection circuit
570 shown in FIG. 90.

Furtherb, the selection circuit 570 connects the switch

574 to the terminal 575__1 since the instruction type

* - instructing signal S552a indicates a fetch.

Due to this, a fetch judgment result signal S571
instructing connection is output through the selection

circuit 570 as the judgment result signal S560 to the switch

circuit 561 shown in FIG. 89.
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10 Therefore, an application program being executed by the CPU 552

can be prevented from illicitly accessing instructions and data of another
application program stored in the memory 553 and a high security can be
obtained among application programbs8sen when the CPU 552 is

executing a 15 plurality of application programs. The present invention is

not limitgehiathergbaye: explaingsd embedimen dionaxanale dhdhepy data
above explained embodiment, the case was illustrated where the

ElgnNEd chicditRERcHgregh €8 fBich ansessiangR debining datand4bate to
fetch inter-AP call relation defining data 5851, read access range defining

dahBAna, tmasl ista-AR cabilation definiagdaip 5832, write access
range defining data 5843, and write inter-AP call relation defining data

5853, butcaseshavrtin G g9, 2Bdkis alsgpassiie te-48e andkGardhe
558 storing such data - 186 in a state encrypted using key information K.

ddthis-ease;pioe ABRYraeRi Lifa it 560 Nipidmithe keyniwéorgatiendvandss is
decryption program 590, accesses the IC card 558 through the CPU data .
hus SGtcandiednnuricationiy suit Hiddereado e fatch aceessirfange fe tch
defining data'584 1, fetch inter-AP call relation defining data 585 1, read
adesserangedefiting 0gim384% Tead interAR algelatian Jipfning data; s

5852, write access range defining data 5843, and write inter-AP call
oelapertdetivingtiieiadec3dtdBn circuit 570 to the switch circuit
561. Due to this, the switch circuit 561 sets the CPU data
bus 506 and memory data bus 562 in thé disconnection gtate
to prevent the CPU 552 from accesging the memory 553.

{Operatioh of Second Example]

Next, an example of the operation in the case where
a program module of the application program AP2 calls up
a program of the application program APl when the computer

551 executes a read instruction will be explained.

In this case, the executing AP instructing signal S552b

vshowing AP2 and the called AP instructing signal S552c¢

showing‘APl are output from the CPU 552 to the read judgment
circuit 572.

‘vThe judgment unit 582 2 of the read judgment circuit

572 vie_ws the read inter—AP call relation defining data 585 2

shown in FIG. 96 and judges if a call from the AP2 to APl

is:allowed.

Further, the judgment unit 582 2 geherates a read
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10 the IC card 558, and uses the same decrypted using a predetermined
decryption program 590 and key information K. Further, the present
invention may store the above decryption program in an encrypted state

in the IC card 558, 15 read this thr'ou[l)g%'*thé communication circuit 504

and CPU data bus 506 into the judgment circuit 560, decrypt this by the
Arfgman tirkait 866 usiERFEdERIMidatiteinforrationnresrbithe and
decrypted decryption program in the memory 553, and have the judgment
ehtrrsso Fusarteuradiidhre bovrinmlioh Podranfirbietheshembion
553. Further, in the above explained embodiment, the case was shown of
HeepitssY Buphitmy thth& ifign?ént circuit 560 an executing AP
instructing signal S552band called AP instructing signal S552c¢, but these
signals fiaydierpethrgendredd onsdmith BIO. conngrte flegraeittch
circuit 18 7 560 monitoring the CPU address bus 507. Seventh
EhfodmEReT ke pidsent embadimedmisantdisbddimeruediosp didaty

to .the 20th and 21st aspects of the invention. 5 FIG. 102 is a view of the
toiAffitafdner 3 ismmitoddndsr dmpB31 st antemsadinions brtetion.
present _invention. As shown in FIG. 102, the semiconductor chip 631 has

an interRRSn&MokPésa, Shiktkadrcindaseakitdeenddi signal $572

instructing connection is output through the selection
circuit 570 as the judgment result signal $560 to the switch
circuit 561 shown in FIG. 89.

Further, the switch circuit 561 sets the CPU data bus

506 and memory data bus 562 to the connection state, whereby

the CPU 552 can access the memory 553.

On the othef hand, in the above case, when the program
module of the application program AP2 calls up a program
of the applidation program AP3, it is judged from. the read
interfAP call relation defining data 585_2 shown in FIG.
96 that a call from the AP2 to AP3 is not allowed.

Fu:thér, the judgment unit 582 2 generates the read

judgment result signal S572 instructing disconnection and

'._outputs~this'toward the terminal 575_2 of the selection

circuit 570 shown in FIG. 90.

Due to this, a read judgment result signal S572
instructing disconnection is output through the selection

circuit $70 as the judgment result signal S560 to the switch
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10 634, judgment circuit 635, selection circuit 636, and CPU 637. The

internal memory 632, switch circuit 633, switch circuit 634, judgment

circuit 635, and CPU 637 are conngctféi to a CPU data bus 640. 15 The

internal memory 632, judgment circui ?5, and CPU 637 are connected

to,an address bus 641. The internal memory .632, judgment circuit 635,

ShEF PG SfathrnededibG: si§fal line 642. Further, the internal

memory 632 is further connected .20 to an internal data bus 643. Further,

the switdi &3 L haustiEebnrdédeditb8dn antexisial GBth dasa bus

644 to an external memory 660. Further, the selection circuit 636 is

e RBnREReE ThidagR PuscOfal daaths cisrradebtidger 2sate to

661. - 188 Here, the semiconductor chip 631 corresponds to the

REMYOMHUERS & GPRefFsrusteespiRaIntdirionenna a5 data

bus 640 corresponds to the first transmission line of the first

semicortt PR thaRrds ari tfodtRament digrrihdifl andnswitch

instruction for executing a program of the first aspect of the invention, the .

& mat 'n"\'ér%r?eé’ﬁrﬁﬁﬁﬁsﬁgﬁd‘é%‘fﬁé’E&ﬁ&gé*ﬁ?r‘éaihﬁ‘%ﬁ@fﬁﬁsﬂ:b@@@mry
he invention, the CPU 637 corresponds to the processing circuit of the

%ééagﬁgmﬁﬁthﬁﬁ@hﬁ&itﬁggmmiﬁed on data defined in advance

in accordance with each program in accordance with a program
being executed by the CPU 552.

Therefore, an application program being executed by
the CPU 552 can»be prevented from illicitly accessing
instructions and data of another application program stored

in the memory 553 and a high security can be obtained among

~application programs even when the CPU 552 is executihg a

plurality of application programs.
The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

_caSe was illustrated where the judgment circuit 560 stored

fetch access range defining data 58{_1, fetch inter—-AP call

relation defining data 585 1, read access range defining

data.584;2, read inter-AP call relation<iefining'data.585_2,

. write access range defining data 584 3, and write inter-AP

call relation defining data 585 3, but as shown in FIG. 100,

it is also possible to use an IC card 558 storing such data
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7.0 circuit 633 corresponds to the first connection switching circuit of the
first aspect of the invention, the switch circuit 634 corresponds to the

. second connection switching circuit of the first aspect of the invention, the

judgment circuit 635 corresponds to #&6connection control circuit 15 of
the first aspect of the invention, the selection circuit 636 corresponds to
the third conaeetinnrgpitehing st 10b{he firsbaspact &4 the. invention,
the external memory 660 corresponds to the storage apparatus of the first

aspect ahthetveriione anerbe Jlebyaearoth coiesPyBs RIN8L0the key
external apparatus of the first aspect of the invention. Further, the signal

lineE 64R 2OHEAPENGMI thadhive diansisTignr ine 9bthe tisbaskest Othe 1C
the invention, while the address bus 641 corresponds to the fourth

transmiBSHntlire ofhecivst aspe ot thesnyesinn. 254 WHheiui€cation
judgment result signal S635a corresponds - 189 to the first control signal

of thexfirst S8peckebilie theemicivihedudgipardiemisioniifg38hta 584 1,
corresponds to the second control signal of the first. aspect of the \
fieventioin tancHAR jrelineslresibsiged SH30¢ aaraspepds (0 teaihikdcess
5 control signal of the first aspect of the invention. FIG. 103 is a view for
eapla@inkp fhionsofyvate teorsftirationefdte sepucondicirichin 83k tion
shown in FIG. 1.02. In FIG. 103, the bottommost layer is the hardware
dining data 585 2, write access range defining data 584 3,
and write inter-AP call relation defining data >585__3 from
the IC card 558, and uses the same decrypted using a
predetermined decryption program 590 and key information
K.

Further, the present invention may store the above

decryption program in an encrypted state in the IC card 558,

read this through the communication circuit 504 and CPU data

‘bus 506 into the judgment circuit 560, decrypt this by the

judgment circuit 560 using predetermined key information,

store the decrypted decryption program in the memory 553,

‘and have the judgment circuit 560 read and execute the

decryption program from the memory 553.
Further, in the above explained embodiment, the case

was shown of the CPU 552 outputting to the judgment circuit

- 560 an executing AP instructing signal S$552b-and called AP

instructing signal S552c¢, but these signals may also be

generated,x as shown in FIG. 101, by the judgment circuit
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10 that is, the hardware component of the semiconductor chip 631 shown
in FIG. 102. Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned in it a
communication driver layer for controﬁﬁ]ﬁé the 15 communication. The
grogram of the communication driver layer is usually stored in a
BAvaamé tratbg). B vERHe addwassichion &WEr layer is an operating
system (OS) Iayer for prowdlng the program forming the foundation for
Beetttnen&or chip 631 20 The OS layer provides the
highest appllcatlon (AP) layer with higher concept services compared with
the lowethayerse FhanhbeViagrtObs e rdnhadimEybr definmgptireding
specific functions (services) realized by the semiconductor chip 631. The
2 Bher REthopedmplat Zsanstitatiof pldyrarhs vsPItAPR and AP3
realized. by the - 190 program modules PM 1, PM 2, and PM 3 shown in
FIG. 10FIFhe 392 rid nfeMésr632Estbhes tenfograra ticeul@BMa-| of
the application program AP1 shown in FIG. 103. FIG. 104 is a view for
EPRFRG Rt iR B S stthepraphedhognt PV 1the shoagent
FIG 104, the program module PM -l is comprised of a plurality of function
“P1G. 104 shows the case where it is comprised of n number of

function modules FM1 to FM n.
As shown 1n‘FIG. 102, the semiconductor chip 631 has

an internal memory 632, switch circuit 633, switch circuit
634, judgment circuit 635, selection circuit 636, and CPU
637.

The internal memory 632, switch circuit 633, switch

‘circuit 634, judgment circuit 635, and CPU 637 are connected

to a CPU data bus 640.
The internal memory 632, judgment circuit 635, and
CPU 637 are connected to an address bus 641.

The internal memory 632, judgment circuit 635, and

CPU 637 are connected to a signal line 642,

Further, the inte:nal.memory 632 is further conhected
to an internal data‘bus 643.

Eurthe:, the switch circuit 634 is further connected
through an external datavbus 644 to an external memory 660.
Further, the selection circuit 636 is further
connected through an external data bus 645 to a debugger

661.
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10 As shown in FIG. 104, the instruction (code) at the head of each of the
function modules FM 1 to FM n is an unlock instruction, while the tail
instruction is a lock instruction. Here, a lock instruction is an instruction
instructing 15 a later explained judgmé&fiBcircuit 635 to hold the switch

circuit .633 in the connection state until the next unlock instruction.

Further, &ie nalpckhirsteusing diman étssitiCHRA pngEICtngthe SYEich £iredit the
633 to switch to the 20 disconnection state. The switch circuit 633 is
intergesenkheiveendhe &RlE datadnes 640 andibiedpiersg! ¢al@ hus,643ion,
The switch circuit 633 becomes either the connection state or
dibeorriegtida siatbbased ®ndbe jedgrakrasyittRa siones 568pan i s sion
from the judgment circuit 635. - 191 The switch circuit 634 is interposed
BetweenftheHeP i data bem 40 nadexdernal da@iys 644 phegwilehnodule
circuit 634 becomes either the connection state or disconnection state

FPasetl arotheqspigmént tesulin5isigrahSeabbrnEutirendha f#idgManp rogram
circuit 635. The judgment circuit 635 monitors the address bus 641 and

sifnaitine B4gs Wherptie tadsife ssheignahauipiidy, theh EPLh63 Z it anemory |

address bus 641 indicates the address where the program module PM 1
i 3Roredirdvpimetnatmetiorystorage circuit of the first aspect

of the invention, the CPU 637 corresponds to the processing

circuit of the first aspect of the invention, the switch

circuit 633 corresponds to the first connection switching

circuit of the first aspect of the invention, the switch

circuit 634 corresponds to the second connection switching

circuit of the first aspect of the invention, the judgment

circuit 635 corresponds to the connection control circuit
of the first aspect of the invention, the selection circuit
636 corresponds to the third connection switching circuit
of the first aspect of the invention, the external memory
660 cpireSponds to the storage apparatus of the first aspect
of the invention, and the debugger 661 corresponds to the
external‘apparatus of the first aspect of the invention.

Further, the signal line 642 corresponds to the third
tranbsmission line of the first aspect of the invention, while
the address-bus 641 coiresponds to the fourth transmission
line of the first aspect of the invention.

Further, the judgment result signal S635a corresponds
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10 632, and the instruction type instructing signal S637a output by the

CPU 637 to the signal line 642 indicates a fetch instruction, it generates a
judgment result signal S635a instructing connection. In other cases, it
generates a judgment result signal"S8354 instructing disconnection. 15

The judgment circuit 635 outputs the judgment result signal S635a to the
stotchloirclil 638. Eontitarohehdha judgmeibiccireilk $85 08086468 the
judgment result signal S635a instructing connection, it generatesa
jadgmerttiresylt slgnal G63hbmtstretinh (s digaannedBrRRbwpsish i to
the switch circuit 634. Further, when the judgment circuit 635 generates a
sdgmentoeslit oghabd 63barindiwittitigediSroBREGEPS di: gANCLdEERrention ,
judgment result signal S635b instructing connection and outputs this to
thedvidteh judgtiedd. 2 Sulthesiwhe thejodgment 6kpdh@35to the third
generates a 192 judgment result signal S635a instructing connection, it
gerretated asudgminbiesthisighot 56356 prsttiCbify the invention.
invalidity/disconnection and outputs this to the selection circuit 636. 5

Further, Whén tA® fidgment cirewit 68 gerplaidhaniydghens eesediaignal
S635a instructing disconnection, it generates a judgment result signal
SEsgtiguradtingn valftitfeensestiorwadd ctitputsthiptosthe sshestionin FIG.

circuit 636.
102.

In FIG. 103, the bottommost layer is the hardware layer,
that is, the hardware component of the semiconductor chip
631 shown in FIG. 102.

Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
j.n it a ccmmunicat;ion driver layer for controlling tﬁe
communication. The program of the communication driver layer
is usually stored in a nonvolatile memory .

Above the communication driver layer is an operating

lestem (0S) layer for providing the program forming the

foundation for the operation of the semiconductor chip 631.

‘ The 0S layer provides the highest application (AP) layer

with higher coricep-t services compared with the lower layers.
Further, above the 0OS lé.yer is an AP layer &efining

the specific func'tions ‘(services) realized by the

Semiconductor chip 631. The AP layer has, for example,

application programs AP1l, AP2, and AP3 realized by the
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10 Further, when a function module in the program module PM -1 is

called up by a branch instruction included in another function module

being executed by the CPU 637 du[ingggfegution of the program module

PM 1 shown in FIG. 104 by the CPU.637, the judgment circuit 635

outputs a judgment 15 result signal S635a instructing connection to the

Biirch &R RS Ghditbrbt oRthe msitdtidMasthe SmtHEIGaIcH02 -
function n;lodule first starting a fetch (that is, when a branch instruction
designating e hefiedoRerny SRSy UPERER Afbigdyde PM 1
b%in executed). 20 As explained using FIG. 104, since the head of each
Rihclidie nRRR I FAEAR BINRICRIFAFUADBA (GRE¥etioRIRledd3 -

instruction of the first aspect of the invention) positioned at it, the

judgmentt tfcuit 835 bty AsdrREne I SERsagRafigmgation
C ction to the switch 25 circuit 633 based on the unlock instruction
'ﬁntilq%’éa nBRCE R ATt lisconnection start instruction of the

first aspect of the invention) is executed, At this time, as explained earlier,

the switth cira B4R iEtBd 4 9ddgrbf REGPSRMareEEs inMuttiig
gg,l%onnecti ”6;? Whil(i the selection circuit 636 is issued a judgment result
SigNarsssse st &ingtivalidh fdistBRGEARA, Bedr s p 3P ds shows

%e ogersaéi%?lo&the. %P.U 637 by the debugger 661 or _acc%uisitior_l of the
U Thternal Status informanion - rSm Rt CPEE%RR € fict posdibrn modules

;:Eﬁil'lef%rg, mj}ljpction.

As shown in FIG. 104, the instruction (code) at the
head of each of the function modules FM 1 to FM n is an unlock
instrﬁction, while the tail instruction is ; lock
instruction.

Here, a lock. instruction is an instruction instructing
a later explained judgment circuit 635 to hold the switch
circuit 633 in the connection state until the next unlock
instruction.

Further, an unlock instruction is an instruction
instructing the switch circuit 633 to switch to the
disconnection state.

The switch circuit 633 is interposed between the CPU
data bus 640 and the internal data bus 643.

The switch circuit 633 becomes either the connection

state or disconnection state based on the judgment result

signal $635a input from the judgment circuit 635,
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10 modules FM -l to FM n shown in FIG. 104 cannot be accessed from

the program modules PM -2 and PM -3 present in the external memory

660 or the debugger 661. Further, Wkﬁggfgnction module in the program

module PM 1 is called up by the CP executing a branch 15

instructiQn included in another function module while the CPU 637 is

executingqfﬁe Pradrah FrbtoRisveI Lhdfnin FraspasedvbrEYren the CPU

f%tchin%}an instruction other than the instruction positioned at the head of

fidsan&h Modurndr fiskexmadsirdnbER j@ddment circuit 635

outputs 20 a. judgment result signal S635a instructing disconnection to

the switch'Grites retrerih a4 decergsdgiehe&irthr gasnfmction

example, halts the operation of the CPU 637 or performs predetermined

&8 SroREs G SRMRA TS fugh i baesgnansddne fididaRent result

jud me{n 25 circuit 635 indicates invalidity/disconnection, the - 194

g&dBfon Sftinte IRV LI TR HP AT *iReR SeB1aTIE B3P the

debugger, 661, %o eration halt request of first aspect of the invention) and :

does no?r&?tp% ﬁ?%‘ﬁﬁ‘etdﬁtf%‘ﬁf: Hete, IR EP Y sifhe Scbimegs bus 641

%\i%gal instrugtir}]ga 5 temporary halt to the operation of the CPU 637.
PHERdgmEREr &t g et ¢ ficyhEt leiritfieds by the

@%Ea%sliné/alidg)é/disconnection, the selection circuit 636 invalidates the
Hdrma? stalfs 98 FaqL & sifidl sketisrtep U hrerdfingnss where

gﬂgﬂgrogram module PM 1 is stored in the internal memory
632, and the instruction type instructing signal S637a output.
by the CPU 637> to the signal line 642 indicates a fetch
instruction, it generates a judgment result signal S635a
instructing conﬁection. In other cases, it generates a
judgment result signal S635a instructing disconnection.
The judgment circuit 635 outputs the judgmént result
signal S635a to the switch circuit 633. |

Further, when the judgment circuit 635 generates a

. judgment result signal S635a instructing connection, it

generates a judgment result signal S635b inétructing
disconnection and outputs it to the switch circuit 634.

Further, when the judgment circuit 635 generates a

:judgment result signal $635a instructing disconnection, it

generates a judgment result signal S635b instructing
connection and outputs this to the switch circuit 634.

Further, when the judgment circuit 635 generates a
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10 request signal S661c input from the debugger 661 and does not
output them to the CPU 637. Here, the CPU internal status read request
signal S661b is a signal for requestinggpformation showing the internal
status of the CPU 637. 15 The CPU internal status rewrite request signal

S ' i | ing ite of inf tion showing the .
JRdne MY YRR R e e an e R it

internal status of t

I S635¢,f jud t circuit 635 indicates 20 .
e R GG EO

validity/connecti e selecti utpu

S } f the debugger 661 tq the CPU 637. When the judgment .
SAOIA DOt P D st 2019 8 R LTS L B o
¥3liditylconpgegtion, the selection 25 circuit 636 outputs the CPU internal

status read request - 195 signal S661b and CPU internal status rewrite

request g 61cinput.from the,debugger 661 to th U 637.
RIDeh SO AR %63&?8&3?%%8#{?#&&%?3 RUgHRLPS 2

Further, the selection circuit atus sig

Seadd Ll e ChILGTT i gccoranee wilh he SCPU mtemal,

Status read request signal S661b to the debugger

s e R e e s 01
Ugmy8@%§pgggnection and outputs this to the selection
circuit 636.

Further, when a function module in the program module
PM 1 is called up by a branch instruction included in another
function ﬁodule being executed by the CPU 637 during
execution of the program module PM 1 shown in FIG. 104 by
the CPU 637, the judgment circuit 635 outputs a judgment
result signal S635a instrﬁcting connection to the switch
circuit 633 conditional on the instruction at_the head of
the called function module first starting a fetch (that is,
when a branch instructign designating the instruction at
the head of the called function module is being executed) .

As expiained using. FIG. 104, since the head of each
function module has én unlock instrucﬁioh’(disconnection
release instrﬁction'éf the first aspect of thé invention)
positioned at it, the_b judgment circuit 635 ox'ltpvutsi a judgment

result signal S635a instructing connection to the switch

circuit 633 based on the unlock instruction until the next
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10 executed to the signal line 642 and in accordance with the same

performs processing using the instructions and data of the program

module PM -1 read from the internal memory 632 through the switch

circuit 633 and CPU data bus 640. I":ur]tﬁér, the CPU 637 outputs the
address of the 15 external memory 660 to the address bus 641 and the
itQrletbAsHpegtdrrtifg siproestaan tikdsighalilireteddidn of the
accordance with the same performs processing using the instructions and
dtx strspRgtaninddged PRER tRINN) rdad dronvtiecckiedtl fieitorgime,

-660 through the external data bus 20 644, switch circuit 634, and CPU

Pa BB babnethara Hie T sighe Se6itok indutchrbbgh MMe selettioued a
circuit 636 from the debugger 661, the CPU 637 halts the operation of the
ApaEE EurfeE MiharigeadPO &3 etpivbrus img ad@PLofiBection,
internal status read request signal S661b through the 196 selection circuit

635 6mHnR detirstel 88 1Ck BaMils @6 iiterial sweds Signad $637t result
including information showing the internal status in the CPU 637 :
die‘ﬂd‘r?a%e& by Ratisigiausténgthisygh i sstdcdionashmnit @Bbap theo a
debugger 661. S Further, when the CPU 637 receives as input a CPU
iRz d bRt ddin srsgint Sos Rtk kRl e 33 botidheidalugger
636 from the depugger 661, it rewrites the information showing the

iRl n ALY HEEPY 657 theeRYnidheramhatdertyhai nifpamation

S661c. Due to this, ,
from the CPU 637 are not possible. Therefore, the function

modules FM 1 to FM n shown in FIG. 104 cannot be accessed
from the program modules PM 2 and PM_3 present in the external
memory 660 or the debugger 661.

Further, when a function module in the program module
PM 1 is called up bj the CPU 637 executing a branch
instruction included in another function module while the
CPU 637 is executing the program module PM 1 shown in FIG.
104, when first fetching an instruction ofher than the |

instruction positioned at the head of the fﬁnction module

- of that call destination, the judgment circuit 635 outputs

a judgm’e‘nt result signal S635a instructing disconnection

to the swit_ch circuit 633. Further, in this case, the judgment

‘circuit 635, for example, halts the operation of the CPU

637 or performs predetermined error processing.
When the judgment result signal S635c¢ from the judgment

circuit 635 indicates invalidity/ disconnection, the
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10 the operation of the CPU 637 is controlled by the debugger 661. The
debugger 661 uses the HALT signal S661a in accordance with the
debugging object to control the operatigry of the CPU 637, monitors the
operation of the CPU 637 using 15 the internal status read request signal

1b.and internal stat ignal $637d, and customizes the CPU 637 by
B e Al St S SR NP AL AL A Pt

e9p rﬁtaio %f‘;[hege iggnggcgor %hip 6 1 will be explained. 20 [First
Exam&e of%pergﬁorﬂrgor eSARTPIE CorRifarthe RS fteRf ifd Tst aspect
%%blgggr 66\1,.391'1'}9%?03?&8 S Ieection circuit 636 one of the HALT signal .

61a, Cﬁﬂ Inemal s attis fead” resqu'é%f:s@ﬁg%’é%fo? ahg &EP® PERIn&37
B SRl o e G
AT 00 T e S R
e SR I SR IPIEE S o sument.
BURAVE YAl SOl L PR TR
@ﬁe@%‘%@ﬁ?r&tpg&e@”ﬂ%r ?.Er;x]\'rg Qﬁgtaé:g e_%%xte[]ecg Ui6n3t7e,rnal status
read request signal S661b and CPU internal status rewrite
request signal S66lc input from the debugger 661 and does
not output them to the CPU 637.

Here, the CPU internal status read request signal S661b
is a signal for requesting information showing the internal
status of the CPU 637.

The CPU internal status rewrite request signal S66lc
is a signal for requesﬁing a rewrite of information showing
the internal status of the CPU 637.

On the other -hand, when the judgment result signal
$635c from the judgment circuit 635 indicates
validity/connection; the selection circﬁit 636 outputs the
HALT signal S66la input from the debugger 661 to the CPU
637. |

When the j‘u‘dgr-n'ent, result signal S$635c from the Judgment
circuit 635 indicates validity/connection, the selection

circuit 636 outputs the CPU internal status read request
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10 and cannot. access the internal memory 632 either. On the other hand,
when the CPU 637 is not accessing the internal memory 632, that is,
when the switch circuit 633 is in the djggpnnection state, due to the
judgment result signal S635c from the judgment circuit 635, the selection

15 circujt com validity/connection state, and the selection .
B P B S e e ety sional
I st signal,S661b d CPU internal status rewrite request signal

gggfg tolt%%uép%qségdléé}h%re ore. A6 de ﬁaggé:r%é_f‘?aﬁ%?onqt% antiether .
{ 20 operation of the CPU 6 but since the switch circuit 633 is_in the
£§e sePecqzl T L‘g: ggﬁ tput ér‘r\%m%‘?;‘/%é?tﬁ%'é’&ﬁﬁid status

connection state “eanhot aceass e hterial

Exam ation] For_example, cqnsider the case where the CPU
837 %g- g%?(?s’sﬁl %ﬁ% &% 8%a$lr‘r$er§g?§/§ thtBuGT R SARFCiteLie the

1:%%- 634 and external data bus 644. In this case, due he judgment
resultlsﬁé:r?a rs‘%%fgba%%% 583 crf?&ﬁ?ﬁg iSaghah %ﬁ(%%itjﬁ%é e WkRgger

g[ﬁl:lit 634 and selection circuit 636 become the connection state, 5 but
ue to the judgment result signal S635a, the switch circuit 633 becomes

the discqiertian sigte Therclore fhe Iemal mepay 632 canot ey,

accessed from the externa ta buses s exp ove,
'@ﬂet%'ﬂﬁgng%@égg'%@%lsu and instruction type instructing

signal S637a showing the type of the instruction being
executed to the signal line 642 and in accordance with the
same performs processing using the instructions and data
qf the program module PM 1 read from the internal memory
632 through the switch circuit 633 and CPU data bus 640.

Further, the CPU 637 outputs the address of the
external memory 660 to the address bus 641 and the instruction
type instructing signal 8637a to the signal line 642 and
in accordance with the same pérforms processing using the
instructions and data of the program modules PM 2, PM 3 read
from the external memory 660 through the external data bus
644, switch circuit 634, and CPU data bgs 640.

When a HALT si‘gnal"SGGIa is input through the selection
circuit 636 from the deb‘uggei: 661, the CPU 637 ‘halts the
operation of the CPU 637.

Furthexr, when the CPU 637 receives as input a CPU

'interxial status read request signal S661b through the
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10 when the internal memory 632 and the CPU data bus 640 are in the
connection state, external access from the external data buses 644 and

645 is not allowed. Therefore, accgrd{ to the semiconductor chip 631, it

is possible to reliably protect the program module PM -| 15 stored in the
internal memory 632 from illicit access from outside of the semiconductor
ERPSFIER Herete B3Sibfe B rrhintdekngasticeplality biewdtputs an
program module PM 1. Further, according to the semiconductor chip 631,
prorads pFakucuirsrtheSi3d i medndd Py infpumatpon Xhowing
637 cannot be monitored and analyzed from the outside. Further,

HReoidig itk sémkndrishenFRss B3Tidanime kegrdverkkat signal
confidential program module PM-l from being illicitly accessed from
%?édﬁan#mcﬂtﬂvgg Bir -2 elre PP Sigred ik i3 Exteshmetabryseor 661.
25 Eighth Embodiment 199 The present embodiment is an embodiment
correspbHdifiG e thEBeRh Ehe 4R8Pa&ibtis sARd Yavemisnipm b o5 SRY
view of the configuration of the semiconductor chip 6131 of an
’e?ﬁt?daménf&ﬁﬁaﬁa@&éfﬁl%mﬂaﬁsﬁs ShEWAn BRS Lrpsteugh the
semiconductor chip 6131 has an encryption/decryption circuit 6134,

fFdFREH I Ot eTast Lk ibR U816 HBEPUSSISY . Therewrites

encryption/decryption circuit 6134 and CPU 6137
the information showing the internal status of the CPU 637

by the content designated by that signal S661c. Due to this,
the operation of the CPU 637 is controlled by the debuggef
661.

The debugger 661 uses the HALT signal S66la in
accordance with the debugging object to control the operation
of the CPU 637, monitors the operation of the CPU 637 using
the internal status read request signal $661b and internal

status signal $637d, and customizes the CPU 637 by the CPU

-internal statﬁs rewrite request signal S66lc.

Next, examples of the operation of the semiconductor
chip 631 will be explained.

"[First Example of Opefation]

For example, considér the case where the debugger 661
outputs to the selection circuit 636 one of the HALT signal
Sé6la, CPU.interhél status read requeét signal SGGib, and
CPU inﬁernal status rewrite request signal S66lc.

In this case, whén the CPU 637 accesses the internal
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10 are connected to a CPU data bus 6140. The judgment circuit 6135 and
CPU 6137 are connected to an address bus 6141. The judgment circuit

6135 and CPU 6137 are connected to a signal line 6142. 15 Further, the
encryption/decryption circuit 6134 is ther connected through an

external data bus 6144 to an external memory 6160 Further, the selection
Risali gL B 15 funbethonerstegrelathan extesaal data e H14R 8 frcuit
debugger 20 6161. Note that in the semiconductor chip 6131 as well, the
e3fyaed stucture,akewvrna EiG JO03 isisitiaiyepplied ; BBt nnection
semiconductor chip 6131 corresponds to the semiconductor circuit of the
secaul, asnact ebthelbveBiiRnet theeeXienal daideluss st from the
corresponds to the first 200 transmission line of the first aspect of the

Tvegien thei exieitaleBs My & L601kespaNds 10.tha-Siad8ecomes the
apparatus of the second aspect of the invention, the program module PM

ircesEspORYY Hi BEJARELAINEHOL @XRQIIING AP reREANE 7 QEESECed cui t
aspect of the invention, the encryption/decryption circuit 6134 corresponds

@3thacknchptionideyptieg eifauit of te-Seewshaspesinh hecNgationa tus

the judgment circuit 6135 corresponds to the control circuit of the second
ﬁéﬁ&hﬁfdﬁéw%@ﬂam%GGIb, and CPU internal status rewrite

request signal S66lc to the CPU 637.

Therefore, the debugger 661 cannot access the CPU 637
and cannot access the internal memory 632 either.

On thevother hand, when the CPU 637 is not accessing
the internal memory 632,vthat is, when the switch circuit
633 is in the disconnection state, due to the judgment result
signal S635c from the judgment circuit 635, the selection
circuit 636 becomes the validity/connection state, and the
selection circuit 636 outputs the HALT signal S66la, CPU
internal status reéd request signgl S661b, and CPU internal
status rewrite request signal S66lc to the CPU 637.

Therefoie,-the debugger 661 can monitor and set the
operation of the CPU 637, but since the switch circuit 633
is in the disconnection state, cannot access the internal
memory 632. |

tSecond Example of Operation]

For example, consider the case where the CPU 637 is

accessing the external memory 660 through the switch circuit
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10 selection circuit 6136 corresponds to the selection circuit of the

second aspect of the invention, the CPU 6137 corresponds to the second
computation circuit, and the external data bus 6145 corresponds to the
second transmission line of the secordd®&spect of the invention. 15 First,

the external memory 6160 will be explained. As shown in FIG. 105, the
ddrnahrherrdig 66D steres thesprégram modules PM 1, PM 2, and PM

3. In the present embodiment, the case where the program module PM -|

has confitlerittalisy edlsbe ikustratedtBe Hhrigaefitentiaspograigmadules635b
PM 1 is encrypted and stored in the external memory 6160. The

ot PHidBatifil proditeen incthiesmPMiz-and £M 33 nahbe SRCHEHCS DF cuit
not. FIG. 106 is a view for explaining the configuration of the program

3 dukendVise 12 AsshowinindEE. 686, thecpiegrathenedila&dM 1da - state,
201 comprised of a plurality of function modules. FIG. 106 shows the

tase Wieretioistéom pristginefirtnumbelof fubgticl Mo6iBERs, Fivhd towitch
FM-n. As shown in FIG. 106, the heads of the function modules 5 FM -I to :
Fiauwré $6t3vibedomemidralebigraimgenformatiohatiesigiating:hed®, the
numbers. The ID number designating instructions are not encrypted.
Hefermmab membeyisGaRrmatior forbigertifyag sedofesponding kxttamal

“module. As explained later, when the

data buses 644 and 645.

As explained above, in the semiconductor chip 631,
when the internal memory 632 and the CPU data bus 640 are
in the connection state, external access from the external
data buses 644 and 645 is not allowed.

Therefore, according to the semiconductor chip 631,
it is possible to reliably protect the program module PM 1
stored in the internal memory 632 from illicit access from

outside of the semiconductor chip 631 and therefore possible

- to maintain the confidentiality of the program module PM 1.

Further, according to the semiconductor chip 631, the

process of execution of the program module PM 1 by the CPU

637 cannot be monitored and analyzed from the outside.

Further, according to the semiconductor chip 631, it

"is possible to prevent a confidential program module PM 1

from being illicitly accessed from program modules PM 2 and
PM 3 stored in the external mémory 660 .

Eighth Embodiment
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10 encryption/decryption circuit 613( decrypts the function modules, it is
used for specifying the key information to be used for that decryption..
Further, at the tail ends of the function jpodules FM 1 to FM -n are placed
instructions designating the ID number™ 15 as "#0" (instructions indicating
that the following instructions do not use keys, that is, are not encrypted)
The funciish RESTRAL LAt d sigr seberdéfsrt pasmesonding
block data of predetermined data lengths. The block data 1 to n have

Sty Mg 148 PRl 2b BIReRtFheenERPLSMVRRAHRBN circuit

6134, for example, encrypts the function modules shown in FIG. 106 of

the progfami- n%%le‘*?l\/?—l Yo 6¥ vt tReefbarn atdmandlchas
shown in FIG. 107, in units_of predetermined block data. 25 At this time,
RIS §htieh &k sf3a20=mhrAiReBACIPfUNENSN PRIEREN
ysing any key information and sets at the head of each function block
ﬁﬁé’l%é}figfé‘d‘(plain text) ID number designating instru.ctions'(information)
designating the ID number for identifying the function 5 modules as

explaindtPeSMeFlshy FitS 1068 Furlie, frRIG ARG i Eidh has

6134 generales nd holds the key information table 6190 shown in FIG.

BLHGHRE PR (S RGARF 8B<TGrt¥d ot funtidemaBiufds ey t 6135,

specifyjng information of the second aspect
sg e '¥%n chcuit 6136, and CPU 6137.

The encryption/decryption circuit 6134 and CPU 6137
are connected to a CPU data bus 6140.

The judgment circﬁit 6135 and CPU 6137 are connected
to an address bus 6141.

fhe judgment circuit 6135 and CPU 6137 are connected
to a signal liqe 6142 .

Further, the encryption/decryption circuit 6134 is

further connected through an external data bus 6144 to an

external memory 6160

Further, the selection circuit 6136 is further

connected through an external data bus 6145 to a debugger

6161.

Note that in the semiconduqtdr chip 6131 as weil, the
software structure shown in FIG. 103 is similarly applied.
Here, the semiconductor chip 6131 corresponds to the

semiconductor circuit of the second aspect of the invention,

. the external data bus 6144 corresponds to the first
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10 of the invention) and key information used for encrypting the function
modules linked together. Further, when the encryption/decryption circuit

6134 encrypts the block data, as shown in FIG. 107, it generates parity

data for the block data and stores that Plrity data 15 linked with the
corresponding block data in the external memory 6160. At this time, the
encrypticrdecryplian eirelit thh34 peseralep Hattybdatehso ihatdheSuM, the
total of the block data and parity data becomes a predetermined value.
lexrtieemitie erarppionddeuypiatckpdhak34:30 chtnintkeyaporaitionatus
for the function module input from the external memory 6160 by viewing

e Kelyeintosmatian satpe ol HFShen im ot 108 St sgy-ihe hbdule
number designated by the ID number designating instruction at the head
FMhat dorekorpoordalecd-wheri ke enerypion/deer yptiea i thil 25 13y ran
uses that key information to encrypt that function - 203 module in units of

e dliovesmenteheatsplocik data. thertherygietaraiyptitiddecryption circuit
6134 decrypts the function module, then judges the legitimacy of the
panitydatd couf dspanging tonthat function 6ncduledrAbipetide, ijuddieg

it legitimate, it outputs that decrypted data to the CPU 6137. On the other
Bacd; ybjbilginddé disgptiegitinste cit halte thetdperatovotithesplRd 618 the
or performs predetermined error processing. Note that, in the present
empediment, thehadatddelygtent circuit 6135 corresponds to the

control circuit of the second aspect of the invention, the
selection circuit 6136 corresponds to the selection circuit
of the second aspect of the invention, the CPU 6137
corresponds to the second computation circuit, and the
external data bus 6145 corresponds to the second transmission
line of the second aspect of the invention.

First, the external memory 6160 will be explained.

As shown in FIG. 105, the external memorir 6160 stores
the program modules PM 1, PM 2, and PM 3.

In the’prbesent émbodiment, the case where the program
module PM 1 ha‘s confidentiality will be illustrated.

The confidential program module PM 1 is encrypted and

"stored in the external memory 6160. The nonconfidential

program modules PM 2 and PM 3 may be encrypted or not.
FIG. 106 is a view for explaining the configurat,ioh
of the program module PM 1.

‘As shown in FIG. 106, the program module PM 1 is
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10 of the block data and the data length of the function module may be

the same or different. The judgment circuit 6135 generates a judgment

result signal S6135 instructing invalidity/disconnection and outputs it to

the selection circuit 6136 when the CPU%6137 15 is accessing (for

example, fetching) a confidential program module PM 1. Further,
jGogmEAtart Gfeamlgeintates afudymneticasalosighelsS6FI%. 106 shows
instructing validity/connection and outputs it to the selection circuit 6136
Wish RS EPbears o & AerRediasthg fior Bxahpte, d6tdhingdtiion modules
confidential program module PM 1. The judgment circuit 6135 monitors

A atdkessBE dhd instructions output by the CPU 6137 and flowing over

the address bus 6141 and signal line 6142 and, based on the same, 25
judges ifAfesbrWe 13783 Gect8Singtine prrgamofiddute AMEt204 modules
When the judgment result signal 56135 from the judgment circuit 6135
ifichtdLirfMlfitarcphetish, #He mekeondaeagsassnwaliubtesnation
the HALT signal S6161a input from the debugger 6161 (operation halt

AR 9rGr s B dritead R R BrRRXIAvefieh) Hhditeke ot damigitad ithg

CPU 6137. Here, the HALT signal 56161a is a signal instructing to

RIS AR RRtha TP eRtoredrRER ¥®d - 6137. When the judgment result
signal 56135 from thegudgment

Here, an ID number is information for identifying a
corresponding function module. As explained later, when the
encryption/decryption circuit 6134 decrypts the function
modules, it is used for specifying the key information to
be used for that decryption.

Further, at the tail ends of the function modules FM 1
to FM n are placed instructions designating the ID number
as "#0" (instructions indicating that the following
instructions do not use keys, that is, are not encrypted) .

The function m’oduleg, as shown in FIG. 107, are

encrypted in units of block data of predetermined data

- lengths. The bJ.ock data 1 to n have parity data 1 to n added

to them.

The encryption/decryption circuit 6134, for example,
encrypts the function modules shown in FIG. 106 of the program
module PM 1 to be written in the external memory 6160, as
sho_wn in FIG. 107, in units of pre‘de_.términed block data.

At this time, the encryption/decryption circuit 6134
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10 circuit 6135 indicates invalidity/disconnection, the selection circuit
6136 invalidates the CPU internal status read request signal 86161b and
CPU internal status rewrite request signal S6161c input from the
debugger 6161 and does not output them to the CPU 6137. 15 Here, the

CPU. internal status read request signal 36161b isasignal.requesting_
heRes #lgéfh‘écﬁéﬁ‘ha?éﬁﬁ]% yrtRICPOYs key THeforwation and

information show : o . o
internal status rewrite request signal 56161c is a signal requesting rew .
o?%%sin?t%rr#gi?on SRSt 20he Fertl etbd erlhe:cPucenaTtOh thelain

ofher.hand, when the judgment result signal S6135 from_thejudgmen:[
c%lﬁ: 135 indicates \%ﬁﬁiﬁ?fbﬁﬁhé‘&id’f}?ﬁégé’lééﬁ%’@m&a}nfsllsﬁtlon)
oyfputs the HALT signal 56161a input from the debugger 6161 to the .
C&F% 1%’%%%??2(%‘%\/%& WE R réStapSigitarsen Irorfiwnetion
j nt_ circuit 6135 indicates validity/connection, the selection circuit
&L%qénc?u?guésthg’ai@]m BfhaT 3TtaS FedtFrdtfieEL GignkP 86 161b and

CPU integnal,status rewrite request signgl 5 56161c input from the
debuggslrgnléllrg % theg)g?’lfgi%?’ﬁﬁfrﬁ{é?rfim&ﬁﬁh EitctmupiBe6134

he CPU i tat ignal $6137d input from the CPU 6137
oo With TRL P UF KoY SRR BB o fehal SH981 9hown

in accordance wi

tk]ﬁ ﬂf‘éugﬁ% g%%]ﬁing the ID numbers designated for the function
modules (key specifying information of the second aspect
of the invention) and key information used for encrypting
the function modules linked together.

Further, when the encryption/decryption éircﬁit 6134
encrypts the block data, as shown iﬁ FIG. 107, it generates
parity data for the block data and stores that parity data
linked with the corresponding block data in the external
memory 6160. At this time, the encryption/decryption circuit
6134 generates parity data so that the sum total of the block
data and parity data becomes a predetermined value.

Further, the encryption/decryption circuit 6134
obta;ins key information for the function module input from
the external memory 6160 by viewing the key information table

6190 shown in FIG. 108 using as a key the ID number designated

by the ID number designating instruction at thé head of that

function module. Further, the encryption/decryption circuit

6134 uses that key information to encrypt that function
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10 The CPU 6137 outputs to the address bus 6141 the address of the
external memory 6160 and to the signal line 6142 an instruction type
instructing signal S6137a showing the type of the instruction being

executed and, in accordance with the $8#e; performs processing using
instructions and data 15 of the program modules PM 1, PM 2, and PM -3
reeededm the extétral ofcrbbry GO braghttherdempbaataduis6144

and encryption/decryption circuit 6134. When the CPU 6137 receives as
input the Fivs Bheignalt Bé16ha tirpugb iheiselegiinn sikcwit 6136 fropithe
debugger 20 6161, the operation of the CPU 6137 is halted. Further,
wherGPY6 Idvereeves hsrinpuidie &P Whisieriakifalis taad 1QYES i macy
signal S6161b through the selection circuit 6136 from the debugger 6161,
itoutfite trerintarnastatus sigred 56137 € gnatuding AHoruaaN 23 module .
showing the internal status in the CPU 6137 designated by 206 that

sfyhat-Bé £6 1 swough theiskjéeitpni eirauiigdi3tdacthe dabuggep6itl that

Further, when the CPU 6137 receives the CPU internal status rewrite

TSR hIBE1S et rbeghRNe GEMCliam Shiscuiha 3650 fhes judging

debugger 6161, it rewrites the information showing the internal status of
tﬁéGW-;ggithénwheenﬁdeSigaaiedﬁhyath@aigaﬂHSﬁl&tc.tlﬂée(t@tj 6137
this, the operation of the CPU 6137 is controlled by the debugger 6161.

or performs predetermined error processing.

Note that, in the present’embodiment, the data length
of the block data and the data length of the function module
may be the same or different.

The judgment circuit 6135 generates a judgment result
signal S6135 instructing invalidity/disconnection and
outputs it to the selection circuit 6136 when the CPU 6137
is accessing (for example, fetching) a confidential program
module PM 1.

Further, judgment circuit 6135 geﬁerates a judgment
result signal S6135 instructing validity/conneétion‘andA
outputs it to the selection circuit 6136 when the CPU 6137
is not accessing (for example, fetching) a confidential
program module PM 1.

The judgment circuit 6135 monitors the addresses and
instructions output by the CPU 6137 and fiowing over the

address bus 6141 and signal line 6142 and, based on fhé same,

© judges if the CPU 6137 is accessing the program module PM 1.
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10 The debugger 6161 uses the HALT signal 56161a corresponding to

the debugging object to. control the operation of the CPU 6137, monitors

the operation of the CPU 6137 using the internal status read request

signal S6161b and internal status sig@&l4S6137d, and customizes the

CPU 15 6137 by the CPU internal status rewrite request signal 86161c.

Next, exammalastoidhpudppialion-efshe seniseailustr 3R ShPWRdH S ment

105 will be explained. (First Example of Oper.atio.n] 20 In this example of
operationtthe axsei whekeathesC Rh 8134 igainie himedemnal memuy

6160 data of. the program module PM -1 will be explained. The CPU

6381 eutplsn the writs dacuBEough thei GRbe datnkusi8140 ;8.1 se161a
encryption/decryption circuit 6134. 25 Further, the encryption/decryption

ciropit 6184 @07 thecrypisdbgeriteiia, @pexdainsd epalier, UagKeY of
information corresponding to the function modules in units of block data

anelawnitds dbpeamedhratigh hevaxienehflattnQUasd 44 i thesipinal 5 ¢ to
memory 6160. Further, information relating to the key information used .

- fehearengitivn.is ndded terae kay infargation @bkes 6199 Shawhilgn a1

FIG. 108. At this time, the judgment circuit 6135 outputs a judgment result
Signat 56485 somiNtemporarily halt the operation of the CPU

6137.

When the judgment result signal S6135 from the judgment
circuit 6135 indicates invalidity/disconnection, the
selection circuit 6136 invalidates the CPU internal status
read request signal S6161b and CPU internal status rewrite
request signal S616lc input from the debugger 6161 and does
not output them to the CPU 6137. |

Here, the CPU internal status read request signal
S$6161b is a signal requesting information showing the
internal status of the CPU 6137.

The CPU internal status rewrite request signél S6161lc
is a signal requesting rewrite of the information showing
the internal status of the CPU 6137.

On the other hand, when the judgment result sigﬁal
S6135 from the judgment circuit 6135 indicates
validity/connection, the selection circuit 6136 outputs the
HALT signal S6l6la input from the debugger 6161 to the CPU

6137.
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10 invalidity/disconnection to the selection circuit 6136, and the HALT

signal S6161a, CPU internal status read request signal S6161b, and CPU
internal status rewrite request signal S6161c issued from the selection

circuit 6136 are not output to the CPU28$837. 15 Further, since the write

data is not encrypted on the external data bus 6144, even if the external

data bus Bh44 tshiicitidgrehed rihewdonfidentialityselithe pogrmthen9ddlgnent
PM -l is not lost. [Second Example of operation] 20 In this example of

opérevh ttheldiseiwHéathesCRE1 633 Eygatsinsintaions ofataeitbation
program module PM i from the external memory 6160 will be explained.
Dek1g e abilid Stroctiarritsuddh by CRey CRE6 133 Linstiaelion seadbta &fues t
the program module PM -1 are read 25 from the designated address of

tife gxein 86hE o8l 6P EMth268 rautpatttough thergxierpakgaia busignal
6144 to the encryption/decryption circuit 6134. Further, the encryption

|Gk pdtio i eratitH1on vewsidhegeginforaiation tae@9GIBWNFur ther,
FIG. 108 based on 5 the ID number shown by the ID number designating
indiricliheetdpthechaa bte&dB funotioputsddibénEtanchaletainsl theta tus
key information corresponding to that ID number. Further, the
ertEplidnRietAfstiohranetitFidd. ddoryStBUhé hdfudtonsorcdataead with

from the external
the CPU internal status read request signal S6161b to the

debugger 6161.

The CPU 6137 outputs to the address bus 6141 the address
of the external memory 6160 and to the signal line 6142 an
instruction type instructing signal S6137a showing the type
of the instruction being executed and, in accordarnce with
the same, performs processing using instructions and data
of the program modules PM 1, PM 2, and PM 3 read from the

external memory 6160 through the external data bus 6144 and

~encryption/decryption circuit 6134,

When the CPU 6137 receives as input the HALT Signal
S6l16la through the selection circuit 6136 ftom the debugger
6161, the operation of the CPU 6137 is halted.

Further, when CPU 6137 receives as input the CPU
internal status read request signal S6161b through the
selection circuit 6136 from the debugger 6161, it outputs
the internal status signal S6137d including information

showing the internal status in the CPU 6137 designated by
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10 memory 6160 using that key information in units of block data and

then performs parity processing. Further, the parity processed data or
instructions are output through the CPU data bus 6140 to the CPU 6137.

At this time, the judgment circuit 61.35xugputs a 15 judgment result signal
S6135 indicating invalidity/disconnection to the selection circuit 6136, and

tha AL §anal 3646H, RGN SLAtUs ead tequest S

S6161b, a%ld CPU internal statu%t(r%write reques?és#ﬁr?% é%fé‘%clissgél 6 to
fram the.Belgglion gheuit 6136 are not output 20 to the CPU 6137.

Further, since the write data is not encrypted on the external data bus

614‘_1’ eV?ﬂﬁéﬁSP%tWﬁé‘Ld@@eb lé?pélﬁ:,ﬁ Illlggi\é {r%bsedtltxge CPU internal
confidentiality of the program module PM -1 is not lost. 25 As explameﬁ
ahOYEuaCURINGHO ERRINECRIUHDS - 89 65D B 3L SHEUND a1 ot
storing a confidential prz)ﬁggﬁam mog;ule PM ? ?n an exterﬁg?(‘mem%rﬁ%lgg tion
Qiside Of thea semicoflueiel CuB I, therGonfideqtiglity, of ihepregram
module PM -1 can be held. 5 That iS,"when a confidential program

PRGERN 351Uk RN RXtEIRRIPETOY F1GQ IS B6Cq3580 N8I 37 by
CPU 6137, the selection circuit 6136 prohibits the debugger 6161 from

aHeMuBicaling Wibdhs CRUSHIY. sadl i§£g§§9lest@1r§%e.mntb§ to this,

processing of the program module PM -l being execute
the operation of the CPU 6137 is controlled by the debugger

6161.

The debugger 6161 uses the HALT signal S6l16la
corresponding to the debugging object to control the
operation of the CPU 6137, monitors the operation of the.
CPU 6137 using the internal status read request signal S6161b

and internal status signal S6137d, and customizes the CPU

6137 by the CPU internal status rewrite request signal

S6l6l1c.

Next, examples of the operation of the semiconductor
chip shown in FIG. 105 will be explained.

[First Example of Operation]

In this example of operation, the case where the CPU
6137 writes into the external memory 6i60 data of the program
module PM 1 will be explained.’

The CPU 6137 outputs the write data through the CPU
data bus 6140 to the encryption/decryption circuit 6134.

Further, the encryption/decryption circuit 6134
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10 by the CPU 6137 from being illicitty monitored by the debugger 6161.
Further, since parity processing is performed after decrypting data and
instructions read from the external memory 6160, when unsuitable key
information is used for 15 the decry“ptiaﬂ?or“when the data and instructions

are destroyed or tampered with, this can be detected by the parity
PPOCESEREFaid suatiiy eledh With. Thequpdenrpdentionls aol, limiachip key
the above explained embodiment. 20 For example, in the above
ekplEnfatrédpodinene srerdsegvdsildstratechintuikichitkel4@yes in units
information table 6190 shown in FIG. 108, that is, the key information,

Wi Rérech dietuogmstmireai 0185, damdt ishaisnipbssible toxeaerypl data
the key information table 6190 and store it in the 25 external memory

6169. 5194 AimtiFEmisodisenaTheemesant@hesodiment is an

embodiment corresponding to the 22nd to 24th aspects of the invention.

Next, thi¥ BiiBeiine Andictiaakdsentinteritiorowitio 5 theec kpigintd fivitma tion
reference to the attached drawings. FIG. 109 is a view of the overall :
ifidu ol the eermtdmBatisrpsidednt30ubof theypreséntrmation table
embodiment. As shown in FIG. 109, the communication system 701 uses

thd LRnihomr, io (ﬁ?@?OéP@i’(d reader/writer 704,

At this time, the judgment circuit 6135 outputs a
judgment result signal S6135 showing
invalidity/disconnection to the selection circuit 6136, and
the HALT signal S616la, CPU internal status read request
signa18616na,andCPﬁinternalstatusrewriterequestsignal
S6161c issued from the selection circuit 6136 are not output
to the CPU 6137.

Further, sipge the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of the program
module PM 1 is not lost.

[Second Example of Operation]

In this example of operation, the case whére Ehe CPU
6137 reads iéstructions or data of the program module\PM_l
from the external memory‘6160 will be explained. |

Due to a>read instruction issued by the CPU 6137,
instructions or data of the program module PM 1 are read

from the designated address of the external memory 6160 and
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10 personal computer 705, ASP (application service provider) server 719,
and SAM (secure application module) unit 709 to communicate through
the Internet 710 and perform .settlement processing or other processing
for a procedure using the IC card 703 ¢®tegrated circuit of the present 15
invention). The SAM unit 709 (data processing apparatus of the present
inueption) tiascaryhxteheal saaieona10 448arages Cisauigofile present
invention) and SAM chip 708 (semiconductor circuit of the present

innentignt i 30 TdeAddtalhip 788rifneees3ay, transfers data with
another SAM chip 708a .(other semiconductor circuit of the present

inventiorurite:8AMIchip 168aphor sxpaieAstShaNe iR EISt 140316 views
connected with another ASP server 719a different from the SAM chip 708

dhas lsbpwinifidzita d1dn2%dscenrded indwnsaine ARE. sarver 6L2as on
the SAM chip 708. 211 The configuration of the SRI chip 708a is basically

thesarn enambiver Séthd €hify 06h dlext, Hignbe/P PABSMipnsheOYHY N G A% ion
will be explained. 5 [IC Card 7031 FIG. 112 is a functional block diagram

ofedn K3:catd: MBadsshowarh Hndd2othadédeard Msdias amlf obtains
(integrated circuit) 703a provided with a memory 750 and
the key information corresponding to that ID number.
Further, the encryption/decryption circuit 6134
decrypts the instructions or data read from the external
memory 6160 using that key information in units of block
data and then performs parity processing.
Further, the parity processed data or instructions

are output through the CPU data bus 6140 to the CPU 6137.

At this time, the judgment circuit 6135 outputs a

- Judgment result signal S6135 indicating

invalidity/disconnection to the selection circuit 6136, and-
the HALT signal S616la, CPU internal status read'request
signal S6161b, and CPU internal status rewrite request signal
S6161c issued from the selection circuit 6136 are not output
to the CPU 6137.

Furthe;, since the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, thévconfidentiality of ‘the program
module PM 1 is not lost.

As explained above, according to the semiconductor
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10 CPU 751. The memory 750, as shown in FIG. 113, has a storage area
7551 used by a credit card company or other service business 715(r)1, a
storage area 7552 used by a service business 7152, and a storage area
7553 used by a service 15 business 7093 Further, the memory 750
stores kezl data used for judging an access right to the storage area 7551,
KD iRug 1dded RF S Mg mrsdcretryight cottfui stendgmaram dahmambdule
key data used for judging an access right to the storage 20 area 7553.
THatkebdat redserl meratauticticatios i data £rdiypiemandnductor
decryption, etc. Further, the memory 750 stores identification information
STi@ 16 tald 78hor ettt tCadad T 0BE N, hedBAdnicEAA willeM 1
be explained in detail. 25 The SAM unit 709, as explained earlier, has an
éi&é‘rn‘a?zkzltﬂemory 707 (storage circuit of the present invention) and

SAM chip 708 (semiconductor circuit of the present invention). [Software
Configur ﬁ@ﬁdf%AM‘éﬁi@T@S}%iﬁ%lSAMmm&hamaeb@m@m stored
configuration as shown in FIG. 114. As shown in FIG. 114, the SAM chip

708 F8E fRothr& dotiepmaser (A dithe topdaysedaby W kardrare137,

Iaxer, OS layer, lower handler layer, higher handler layer and AP
the selection circuit 6136 prohibits the debugger 6161 from.

communicating with the CPU 6137, so it is possible to prevent

.the processing of the program module PM 1 being executed

by the CPU 6137 from being illicitly monitored by the debugger
6161.

Further, since parity processing is performed after
decrypting data and instructions read from the external
memory 6160, whén unsuitable key information is used for
t;he decryption or when the data and instructions are
destroyed or tampered with, this can be detected by the parity
p;’:ocessing and suitably dealt with.

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, thev
case was illustrated in which the key information table 6190
shown in FIG. 108, that is, the key inférmation, was held
in the judgment circuit 6135, but it ig also possible to
gndrypt the key infqrmation table 6190 énd store it in the

external memory 6160.
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10 layer. The lower handler layer include a driver layer. Here, in the AP
layer, application programs AP 1, AP 2, and AP-3 (application programs
of the present invention) defining procedures for use of the IC card 703
by credit 15 card companies or other bygnesses 7151, 7152, and 7153
shown in FIG. 109 are read out and run from the external memory 707. In

the AP Ia}yer, eﬁagli tion programs AP 1, AP 2, and AP -3 and the

higher haﬂéqr;fayﬁ%a:%lﬁ%ed between 20 them with firewalls FW.
[ExternalIMemorg 707] FIG. 115 is a view for explaining the storage areas. .

of the exiernal ﬁesmecx)lr%/ ASIERNIS BB .e_[%g,)%ﬁég? o%aﬁg Hr&pgnding

t@g etz_q;lernal2 Zg em 07 include an AP storage area 72201 in which
the 213eappﬁlcatri%ﬁ p?(%:rélrﬁ MEEQ5r RE seRicd BUSREES 151 is

stored, aIQAP st rage are 72202 in which the application program AP-2 .
t
of the service buqsalnegs 7‘@5%‘ Ié‘t%?%d,oa%ﬁ %Eﬁ sfglr%gsee Bfea Hhon will

whic lication ,qrogram AP -3 5 of the service bysiness 7153 is
WQ Qé@% Qgeélwléh géggrence gorgie Eff ég?é;%¥aw1ng§ér

stored, and an AP management storage area 7 ise € man
of the chghlplgg&i;rhg qupggat(#%; Ig;ggr%m AI;— storedn the ion of

storage area 72201 is comprised of a later ex‘f)?a’fne pﬁj?é‘ll ﬁ%?ra
%%HmégmkﬁﬁTﬁﬁﬁfjta§§2 g¥“§6T“%¥e%R£”§¥¥§2%¥ embodiment.

As shown in FIG. 109, the communication system 701
uses the server 702, IC card 703, card reader/writer 704,
personal computer 705, ASP (application service provider)
server 719, and SAM (secure application module) unit 709
to communicate through the Internet 710 and perform
settlement processing or other pro¢essing’for a procedure
using the IC card 703 (integrated circuit of the present
invention) .

The SAM unit 709 (data processing apparatus of the
present invention) has an external memory 707 (storage
circuit of the present invéntion) and SAM chip 708
(semiqonductor circuit of the present invention) .

The SAM chip 708, if necessary, transfers data with
another SAM chip 708a (other semiconductor circuit of the
present invention) . The SAM chip 708a, for example, as shown

in FIG. 110, is connected with another ASP server 719a

‘different from the SAM chip 708 or, as shown in FIG. 111,

is connected to the same ASP server 719 as the SAM chip 708.
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10 invention). Access to the AP storage area 7220 1 is restricted by the
firewall FW 1. The application program AP-2 stored in the AP storage
area 72202 is comprised of a later explained plurality of application
element data APE. Access to the AP stgrage area 15 72202 is restricted
by the firewall FW 1. The application program AP-3 stored in the AP

storage afRa 12sPAigEpaWyised Of alater lained plyrality of .
application element égta APE. Accesast%ethe (s:rtl?)?ggg éa}ée% Y563 Rtcally

regtected Ry the firgualk W &h%B Iy fie present embodiment, the

application element data APE isthe minimum unit downloaded for
example oujside AM, unit 709 to the rn emary 707.
The num{lggegrnc:)f ;?g%caét?i%%}%egrﬁg%? dgt%OKIBElfc?rr?li)%g é:i apb'ﬁc)(a]fiohe
gy ganbe freely determined by the. 25 corresponding service
business. 214 Further, the application programs AP 1, AP 2, and AP -3
stored in fhe-exigpaplypgqory 707 are scrambled. They are descrambled
when read into the SAM chip 708. Further, the application programs AP-1,

AP 2, ang-P-31 §2re fof exampla HOqugsd By the service businesses -
7151, 7152, and 7153 using the personal cor%putecr%"aﬂgiﬁf OBndC caxrd
i3 shown in FIG. 109 and downloaded through the SAM chip 708 to

the external memory 707. Next, the application programs AP 1, AP 2, and
AP -3 As shown in FIG. 112, the IC card 703 has an IC

(ihtegrated circuit) 703a provided with a memory 750 and
CPU 751.

The memory 750, as éhown in FIG. 113, has a storage
area 755_1 used by a credit card company or other service
business 715 1, a storage area 755 2 used by a service
business 715 2, and a storage area 755 3 used by a service
business 715_3.

Further, the memory 750 stores key data used for
judging an access right to the storage area 755 1, key data
used for judging an access right to the storage area 755_2,
and key data used for judging an access right to the storage
area 755 3. That key data is used for ﬁutual authentication,
data'enéryptioh and decryption, etc.

Further, the memory 750 stores identification
information of the IC card 703 or user of the IC card 703.

Next, the SAM unit 709 will be explained in detail.

The SAM unit 709, as explained earlier, has an external
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10 will be explained in detail. There are one or more application programs

for each service business in the SAM. The application programs AP-1,

AP 2, and AP -3 (hereinafter also referred to as AP) are, as shown in FIG.

15 116, each comprised identification’dztta AP 1D for identifying the

application program AP, data APE NUM showing the number of the

5t ador EFen(éMast\F:Eimmcﬁﬁ tHae appieatiot piogrant amd) and
one or more application element data APE. 20 The identification data AP
B <R béirfdenm fsoashicd@viceinumindss o&s shewniie 56 £116,

the application element data APE is comprised of data APE SIZE
ARG IRE Hata size of that application element data APE, identification
data 25 APE-ID for identifying that application element data APE, 215 -

and the §SRESHPES APENBE IMERL Hanidefitifdasophdata 206 ID is
comprised of data APE TYPE showing the type of the application element
data APERSh@PIHE ¢htapn3 AU kRShdWing 30f ideatificationfSigumbeion as
(instance identification number) of the application element data APE
FRAMPhAPYHES The Hhta INS NUM is managed by the end user (service
business) side. For example, when the application element data APE is

the file &3tSRVERML DAL - thbldatatheE SAMPRhépo718§ has, from the

bottom layer toward the top layer, an HW (hardware) layer,
0S layer, 19wer handler layer, higher handler layer and AP
layer.

The lower handler layer include a driver layer.

Here, in the AP layer, applicafion programs AP 1, AP 2,
andiA2~3 (application programs of the present invention)
defining procedures for use of the IC card 703 by credit
card companies or other businesses 715 1, 715_2,vand 715 _3

shown»in FIG. 109 are read out and run from the external

-memory 707.

In the AP layer, the application,programs AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them wifh firewalls FW.

[External Memory 707]

FIG. 115 is a view for éxplaining the storage areas

of the external memory 707.

As shown in FIG. 115, the storage areas of the external

memory 707 include an AP storage area 722Q_1 in which the
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10 "2" and the data INS NUM becomes "1". Due to this, if the same SAM,
it is possible to specify the application element data APE unambiguously
by the identification data APE ID. The external memory 707 shown in
FIG. 115 stores the 15 above explained application programs AP (AP-I,
AP-2, and AP_3) encrypted by the encryption key data K AP outside of

tagSAM ABI SO GRS heAPRBaton, pragiampackags ARRASLE 715 1 is
encryption key data KAP, encryption key data differing for each -

appdicalipn progtensisdisegde2Q Nextyhedypes gf theyappligation slsment ;
data APE explained using FIG. 116 will bé explained. FIG. 117 is a view

shevdraanexample otie application elemnentdatayAPB siqr GQEQ%QS, an

AP area. As shown in FIG. 117, the AP area stores card-access 25 key

datas le-sygiemcanfimsation datanIal piiual2la AHhenlication ke ap 3

data, inter-SAM key package key data, IC card operation macro

@mmwééemtdﬁqgﬁ@nx{%&w& utingdala Pféﬂa %rt?gﬁmmanagement
invention), a memory division key package, area registration key

packegeeatancde|oton Skey PaskagRe SRS ETISAlICN Ky RRCKRZS. 708

service deletion key package, and AP resource key data K APE as the

applica;itm@Ia@@m&@@aﬁﬁp&!@&ﬁewpic%ti%}@&fﬁ‘%ﬂt&?éazé’t’ gtorage
shown in FIG. 117 will be explained. 10 o Card Access Key Data

area 7220 1 is comprised of a later explained plurality of
application element data APE (data modules of the present
invention) . Access to the AP storage area 7220 1 is
restricted by the firewall FW 1.

The application program AP 2 stored in the AP storage.
area 7220_2 is comprised of a later explained plurality of
application element data APE. Access to the AP storage area
7220 _2 is restricted by the firewall FW 1.

The applicatibn program AP 3 stored in the AP storage
area 7220 3 is comprised of a later explained plui:ality of
application element data APE. Access to the AP storage area

7220 _3 is restricted by the firewall FW 1.

In the present embodiment, the application element

data APE is the minimum upit downloaded for example from

outside of the SAM unit 709 to the external memory 707. The

number of application element data APE forming each

application program can be freely determined by the

corresponding service business.
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The card access key data is the key data used for a read or write
operation with respect to the memory 750 of the IC carql 703. Further, key
data to be viewed by the later explained IC card operation macro
command script program 15 is also included in the same type of
application element data APE as the carg access key data. o File System
Configuration Data The file system configuration data, for example,

. . . . - - for
includes leg fais Neqailye gaie, Andiggnie data. 20 - The log data is AP 3
example data of the history of use ofl?ﬁe gﬁ&%ﬁﬁ%ﬁ Bement dats APE —

i j I ration A tion of the_IC card, and
(hexaagaliverdlaihds dexamnls.aiplajos dyormation obihe Coardy and

e s
the genre data is for example the reco execution At

cuampieuiba file sw@mxcggagm@n&%e%%lzhme b 1%)2 of the file

R L
access (record key designation sort ring) and, if a r&Bord ey, sets the

record siz&:heiaher Qfléeggiglfi%%@m#grgecgé% giwtgre Xgrs-on,

’ d AP 3
record signature method type, record data size, and recerd sigratar&® ~F_

keyeFutber.cubanwaling Aoka Jog fhe pyiside Jn the file system, %s 715 1,

designates whether to perform the signature verification etc. ere, I .
"rmrd’ issha mingmyny, Waik of vydtiggireading of file Q%@r%%AM udle 2,
Authentication Key Data 10 This is also used for mutual authentication * — "
b&tﬂeemsg shown in FIG. 109 and downloaded through the SaM
chip 708 to the external memory 707.

Next, the application programs AP 1, AP 2, and AP 3
will be explained in detail.

There are one or more application programs for each
service business in the SAM.

The application programs AP 1, AP 2, and AP 3
(hereinafter also referred to as AP) are, as shown in FIG.

116, each comprised identification data AP _ID for

identifying the application program AP, data APE_NUM showing

~ the number of the application element data APE included in

that application pProgram, and one or more épplication element
data APE.

The :_'Ldentification data AP_ID is set to be different
for each service business._

As shown in FIG. 116, the applicafion element data
APE is comprised of data APE SIZE showing the data size of
that application element data APE, identification data

APE ID for identifying that application element data APE,
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APs in the same SAM. The SAM mutual authentication key data is key
data used when accessing the corresponding application element data
APE from another AP in the same SAM or another SAM. 15 o Inter-SAM
Key Package Key The inter-SAM key package key is encryption key data
used when exchanging card access-kéi data or other data after
inter-SAM mutual authentication. o IC Card Operation Macro Command
Saript Riograra t20 ghsplsr-camspppgiation macro command script program
is generated by the service business itself and describes the order of

processirgeedtinghie thadkraard L08idn ransactans with the é§xﬁp§e£¥%rd of
719, The IC Card operation macro command script program is set’in the

SAtankTe9T2btheshanalyged iy tE%Mﬁh&éO%%eISQYZHL% element

corresponding 218 - IC card entity data is generated. 0 Memory Division

kibytRackegeaihe reaGIy €ivisiap kempaskaus isdatadiseddan fivding ; on

the storage areas of the external meémory 707 or 5 memory of the IC car

MGiiatare(d Sendca-bUSiBEns St G BN AdRPACH USIOME 1G4/ S cation
703. o Area Registration Key Package The area registration key package

istieteeusedahen aEdaLRing oA regiskalipndnua si0mE8 38R I'dNfanaged
memory 10 of the IC card 703 before a service business starts running
by the end user (service business) side.

For example, when the application element data APE
is the file system configuration, the data APE TYPE becomes
"2" and the data INS NUM becomes "1". Due to this, if the

same SAM, it is possible to specify the application element

data APE unambiguously by the identification data APE ID.

The external memory 707 shown in FIG. 115 stores the

above explained application pPrograms AP (AP 1, AP 2, and

. AP_3) encrypted by the encryption key data K AP outside of

the SAM unit 709 as the application program package APP.

‘As the encryption key data K AP, encryption key data
differing for each application program is used.

Next, the types of the application element data APE
explgined using FIG. 116 will be explained.

FIG. 117 is a view showing an example of the application
element data APE stored in one AP area. |

As shown in FIG. 117, the AP area stores card access

key data, file system configuration data, SAM mutual
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a service using the IC card 703. o Area Deletion Key Package (Internal
Generation) The area deletion key package is a package which can be
automatically generated in the SAM from the card access 15 key data. o
Service Registration Key (Internal Generation) The service registration

key package is used for registering appfication element data APE of the
external memory 707 before the service business starts running a 20
sereenisinathitdd dard W08td heiserdce segiskatopkeykpekageys data,
package which can be automatically generated in the SAM from card
décezrrieprats biService-belctinnméeiiPackage:(Ipiesadlfaengalien)s s ing
25 The service deletion key package is used for deleting 219 application
&leriehe datte AR Eoregidierepie det eXBiR@in OESHY 70 Tmehe S§MGR i sion
deletion key package is a package which can be automatically generated
ietiersyaSmm caraceessi 5 key tiaia. k&pyRaiadgAPRETE8 K8¥1etion
data K -APE is used as an encryption key when setting the application
Eremdn dataaP Es Siffdrenat keyilatar KtARE is3s5iaachios setlifgvice

~application element data APE 10 for every AP area.

deletion key package, and AP resource key data K APE as the.
application element data APE.

Next, the application element data APE shown in FIG.
117 will be explained.

o Card Access Key Data

The card access key data is the key data used for a
read or write operation with respect to the memory 750 of
the IC card 703. Further, key data to be viewed by the later
explained IC card operation macro command script program
is also included in the same type of application element
data APE as ﬁhe card access key data.

o File System Configuration Data

The file system configuration data, for example,

»includes log data, negative data, and genre data.

The log data is for example data of the history of

use of the appligation element data APE, the negative.data

'is for example expiration information of the IC card, and

the genre data is for example the record of execution at
the saM.

For example, the file system configuration selects



Next, the above explained IC card operation macro command script

program (hereinafter also referred to as a script program) will be

explained in detail. The script program is a program for defining 15

application programs AP 1, AP-2, and AP -3 of the service business

7151, 7152, and 7153 running on the $AM thip 708 and procedures of

processing performed by the IC card 703 when executing the application

PrBGrai®anabe bhaschi dmbadirent, fsaxpiaindctiatelcas sAAWN020 ¥brt

FIG. 118, the SAM chip 708 performs processing based on the script

Joviiddadask 760 andseustdnicepretationstashe? Hkand-gesaraies omber

the AP management table data and script program the IC card entity

Rfpiseards 730_2, inbadeatarbloekd 3dixipeutpuiedate Gk 32 ¥ ord

log data block 733x3, 25 and computation defining data block 734 x4

Geer b i 22 o qfrbect treaelatmpioiide tervite dusinessesdtals 1452 ture

and 7153 FIG. 119 is a view for explaining the commands used for

58%critiHg e 1o cahepperitibhnaaded-sofimnandiseriph SRMgranshe £ile

the commands, commands for the SAM chip 708 itself are given the first

ftRkesy wikietethanadte feolaiethe opbraticedidie | Gloard 163 attire
iven the first letter "C". Further, the second letter is selectively used in

’%ﬁra’c’ébf‘cf’aﬁ’cﬁ'bviﬁ]tﬂ%e diphicaticn. Feresadipld, fotthe issigimum unit of

writing/reading of file data.

o SAM Mutual Authentication Key Data

This is also used for mutual authentication between
APs in the same SAM.

The SAM mutual authentication key data is key data
used when accessing the corresponding application eiement
data APE from another AP in the same SAM or another SAM.

© Inter-SAM Key Package Key

The inter-SAM key package key is encryption key data
lised when exchanging card access key data or other data after
inter-SAM mutual authentication.

¢ IC Card Operation Macro Command Script Program

‘The IC card operation macro command script program
is generated by the service business itself and describes
. the order of processing relating to the IC card 703 or
transactions with the ASP server 719. The IC ¢ard operation
macro command’script program is set in the SAM unit 709,

‘then analyzed by the SaM chip 708, whereby the corresponding
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setting declaration of the IC card 703, it is "I", for a declaration of the
application element APE (service type element declaration), it is "S", for a
simple read declaration from the IC card 703, it is "R", for a simple 15

write declaration to the IC card 703, it is "W", and for an application

element data APE computation definitidrP it”is "F" The commands used

for describing the script programs 7211, 7212, and 7213 include the SC
Hifiard sotbhimdada 26sSiaommabddsL command, SF command,

Cl command, CS command, CR command, and CW command. - The SC
comman® &8RRI Bi dsdlarngelie BPaskbgeof the maximum number

of IC card entity data which the SAM chip 708 can process
simultan&QFs PRI it Sam dtey 708 deagimilkarbous|yupeae §o
1000 221 sets of IC card entity data, "SC:1000" is described. The SO
GhihdhB % kRentiardas duermnphetduta chitek for fomeing #he 707 or
output data block 732 x2 in which the data read from the IC card 703 will
B8Rt ahorAhEGata st bidstkhsBoidedan siee 820 ChipsAiBwheB tarts
performing processing using the IC card 703 based on the later explained
B AU RinFEARIS Sxainle thiReAShedath 5168ks 1 to 10 are

provided, when storing the data read from the IC card 703 in the data 10
block 1, ®s&Pas Begdifegption Key Package

The area registration key package is data used when

performing area registration in a storage area of the memory

of the ;C card 703 before a service business starts running
a service using the IC card 703.

© Area Deletion Key Package (Internal Generation)

The area deletion key package is a package which can
be automatically generated in the SAM from the éard access
key data.

- © Service Registration Key (Internal Generation)

The service registration key package is used for
registering application element data APE of the éxternal
memory 707 before the service business starts running a
service using the IC card 703.

The service regis tration key package is a package which

can be automatically generated in the SAM from card access

key data.

© Service Deletion Key Package (Internal Generation)

The service deletion key package is used for deleting
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The SI command is a command for declaring the data block for forming
the input data block 731 xI in which the data to be written in the IC card
703 is stored among the data blocks provided in the SAM chip 708 when

performing 15 processing using the_IC,gayd 703 based on the later
explained IC card entity data. For example, when the data blocks 1 to 10

arg.pravided; when storing the data to be written in the IC card 703 in the
i b|ock§g%f’ AP, Gaa P 25 P SeEahridndlen extornal

f}qg“peclaring the data block forming the log data block 733 x3
for storing the log data relating to an operation among the data blocks
provi»ded.ljgetheeSAMé:hip 798 when performing processing using the IC
card 703 based on thedater expratied RY cR B dafa. 25Rstks@mpidiich

{ ObIo ks 11q 10 are provided, 222 when storing the log data
;/r%%%g %ga% %Igcf?i?:'@ If:gi% %%‘égﬁﬁé:&drﬁé‘sﬁ%rﬁmnéwa Hrfapdcess -

fReproyiding the data block forming the computation defining data block
734x4 5 describing the definition of the relation between the application

element datg APE Jggatggg)g?éhe IC card 703. The content of the
computation defining data block 734x4 becomes the pre-processing

‘fg?(;re*‘j;ﬁﬁgO[&E?;&agﬁéd R L e A S Sommand en
setting the applj.cation element data APE. Different key data
K APE is assigned for setting application element data APE
for every AP area.

Next, the above explained IC card operatior; macro
command script program (he_reinafter also referred to as a
script program) will be explained in detail.

The script program is a program for defining

application programs AP 1, AP 2, and AP 3 of the service

busine‘ss 715 1, 715 2, and 715 _3 running‘ on the SAM chip

| 708 and procedures of processing performed by the IC card

703 when executing the application programs.
In the present embodiment, as explained later, as shown

in FIG. 118, the SAM chip 708 performs processing based on

* . the script download task 769 and script interpretation task

25 -

770 and generates from the AP management table data and script
program the IC card entity témplate data 7301, input data
block 731 x1, output data block 732 _x2, lo-é data block 733 x3

4

and computation defining data block 734 x4 used for
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of the IC card 703 (service business). The data specifying the service
business defined by the ClI command becomes the IC card type .
information of the IC card entity data. 15 The CS command is a command

for declaring simultaneous operation og{j;\]()plyrality of services to the IC
card 703 by citing the name APE -N of the application element data APE

(ser\(/)ice ctlylpe elements). The CS command can also declare a function
dBfSNG ProEshfd &fritg SopidiRioteatsimentons tnes APE daSgiatetils 2,

bé trae %@e APE N. For example, it is possible to declare
@89R* W +"Wd™. Based on the content of the CS command, APE

-N designating information of the IC card entity data and 25 processing

order informatiort hfe Hdtdinilri&r 22ar TREER toinTatt deciamesnds used
store délta read from the IC card 703 in a designated data block when the
reiafions EHSAE AP HiiddtRn e fRREd 2BSAPE 19 Romdatie do@wenSF script
command is not described). 5 For example, when storing the data read
ffont fhe 1¢ card 703 in the data block 1, "CR:SO:I="Rc™ is described.

The CW %om and declares to write data stored in a designated data .
block to tfie IE'CaTCRPREn tHeTmanss &eonghefiRMich e ORt itsels

data APE is not defined. 10 For example, when writing data stored in the
(ﬁilt.aebﬂ)léﬁen the first letter "S", while commands relating to

operation of the IC card 703 are given the first letter "Cv.

Further, the second letter is selectively used in
accordance with the application. For example, for an issuer
setting declaration of the IC card 703, it is "I", for a
declaratiop of the application element APE (service type
element declaration) ( it is "S", for a simple read
declaration from the IC card 703, it is "R", for a simple
write declaration to the IC card 703, it is "W", and for
an application element data APE computation definition, it
is “gv,

The commands used for describing the script Programs
721__-_1, 721_2, and 721_3 include the SC command, SO command,
SI command, SL command, SF command, CI command, CS command,
CR command, and CW command.

The SC command is a command declaring the number of
the maximum number of IC card entity data which the SAM chip
708 can process simultaneously. |

When the SAM chip 708 can simultaneéusly process 1000
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2 in the IC card 703, "CW:SI:2="Wc1" is described. The CF command
declares the data block for describing computation content spanning
services. For example, when describing computation content 15 spanning
services in the SF data block 1, CF.CES FUNC=SF:1" is described.

Further, the SF data block 1 has dés@fbkdin it, for example, ""Wc"=If
("Wc">10) then ("Wc"-10; "Wd"="Wc"*0.08+"Wd")". This formula

SPréss the sprrstiom 26 6y sdbtractints o HOADtheivalde sb\Wibalen

the remaining number of services We is larger than 10 and adding a
number Btpoils eemmapending 20 8otmank Focudeltive NointsHe \Wdta
Next, the data stored in the AP management storage 25 area 7221 of the
Blieftal fRembpymonghbhm prtisi 4 thwil B2 cbes@lained nAatESSHOthe
the Al' management storage area 7221 is restricted by the firewall FW 4.

RRteta et EmendihrWg crrbpthtistblthebs firenelid\Ahsheytite data
FIG. 114. FIG. 120 is a view for explaining details of the data stored in the
RbfkfagenEhtiadrdge Aea B TtkisP Hahademe patfagn aiea

7221, as shown in FIG. 120, stores the Al' management table data :
R366SF A9 510 Pe803c@mrshd§8nem eldtemftthe fratent explained

invention) and
card entity data.

For example, when the data blocks 1 to 10 are provided,
when storing the data read from the IC card 703 in the data
block 1, "SO:1" is described.

The SI command is a command for declaring the data
block for forming the input data block 731 _x1 in which the
data to be written in the IC card 703 is stored among the
data blocks provided in the SAM chip 708 when performing

pProcessing using the IC card 703 based on the later explained

- IC caxd entity data.

For example, when the data blocks 1 to 10 are provided,

- when storing the data to be written in the IC card 703 in

the data blocks 2, 3, "sIi:2, '3" is described.

The SL command is a command for declaring‘ Ithe data
block forming the log data block 733 x3 for storing the log
data re’iating ﬁo an operation among the data bi_ocks prqvided
i_.n the SAM chip 708 when performing processing using the
IC card 703 based on the later explained IC cé.rd entity data.

For example, when the data blocks 1 to 10 are provided,
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the APP table data 7310_1, 73102, and 73103 (usage allowing data of
the present invention). Here, the AP management table data 73001,
73002, and 73003 and the APP table data 73101, 73102, and 73103 15
are for example preregistered at the tie of setup of the SAM chip 708.
Further, the AP management table data 7300_1, 7300 2, and 7300 3 and
thgeﬁ\lPPtt:able data 7310Q_1, 7310 2, and 7310-can be rewritten only by
e thanager Slhe BAMCShiglab3. 30 THaeaS a i dokamdnt fabld SRt " is
E!?aooclf J.?3082 , and 73003 are defined for each application program AP.
ur’?’ner, ﬁ]ee APP table data 73101, 73102, and 73103 are defined for
each S I\{j,mutual authentication key data. FIG. 121 is a view for
explaining the AP oAt 75 Coraad £soo1prAviding the data
Efggge?ent table data 73002 and - 225 73003 have the same format as
e

ManageiettShE WRE trstrr mdedionimg datashleekowd4_x4
t gsigerﬁi{lcation}gata APE.ID, internal/external designating data IEI, 5
identitication’data SAMIT: Mddiitrafdn Hags ARLiptkep besreenrbre
gsecg_)ggalfgy data gf the present invention), key data K SAM (first key data :
of the preser?tnln\?erﬁfb%')‘,tdgf’ath‘?‘P,&:Pﬁ?&é‘tﬁlﬁ}_%é‘PP thei dstagnt 703.
STR linked together for each of the name APE --N of the viewed
application elSMaRE Tl d’fa AP SRRt ietafesiaimgn daddoblock

99@_@:@%3&@&%3 the pre-processing information of the IC card
entity data.
The CI command is a command for declaring the issuer
of the IC card 703 (service business) .
The data specifyiﬁg the service business defined by
the CI command becomes the IC card type information of the
IC card entity data.
The CS command is a command for declaring simultaneous

operation of a plurality of services to the IC card 703 by

' citing the name APE N of the application element data APE

(service type elements). The CS command can also declare
a function defining processing among application element
data APEVdesignéted by the name APE N.

For exémple,iit,is possible to declare
"CS:"Re"+"We"+"Wd"" .

Based on the content of the CS command, APE N
designating information of the IC card entity.data and

processing order information are determined.
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program. The name APE -N of the application element data APE is the

name assigned to the service (application element data APE) provided by

the application program of the service 15 businesses 7151, 7152, and

7153. The name APE_N is an identifier viewed instead of the service

number of the service which the ap"pli%gtﬁ‘on‘ program of each service

business can use. Here, the identification data APE ID is identification 20
data of tHe"Sp iR afiemeandestatta nRE thesinternaketernabad from the
designating data IEl is a flag for differentiating between whether the APE
eXistSaEdn’ Batititime fardosighatibia or vidletiedr refesenatis mada tion
from another SAM (external designation). 25 The identification data SAM

B TEe PR AdSinddrre 2d enehd St at MREother pattydrshisfesdngwlaéa SF
when the SAM chip 708 is performing processing relating to that

PPeansh dRnfttt ddessPEREEE - 122 is a view for explaining the SAM

ID. 5 The SAM ID is 4 bytes of data and has a concept of a net mask

similar td"® T CEIFPAR nathaasic sar basethre bitaits rieede)@mplethe IC
that net mask, as shown in FIG. 122, is classified into three types, that is,
SFETIAIS B-Blathe16laka dErak. FurthER beBvder! BAM's iewiichrthibed .

same net
The CW command declares to write data stored in a

designated data block to the IC card 703 when the relation
among application element data APE is not defined.

For example, when writing data stored in the data block
2 in the IC card 703, "CW:SI:2="We"" ig described.

The CF command declares the data block for describing
coniputation content spanning services.

For example, when describixig computation content
spanning services in the SF data block 1, CF:CES_FUNC=SF:1"
is described.

Further, the SF data block 1 has described in it, for

example, ""HWe"=If ("We">10) then ("Wc"-10;

C"RA"="We"*0. 08+"Wd")". This formula expresses the operation

of subtracting 10 from the value of We when the remaining
number of services Wc is larger than 10 and adding a number
of points corresponding to 8%‘ of Wc as cumulative points
to Wd. | |

Next, the data stored in the AP management storage

area 7221 of the external memory 707 shown in FIG. 115 will
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mask is allocated, one type of key data used for mutual authentication is
sufficient. In the present embodiment, for example, the same service
business is allocated the same net mask. 15 In FIG. 122, the A class net
mask is indicated by "255,XX,XX,Xx", the higher 1 byte is assigned a
predetermined value for specifying"tha?‘élaés, and the lower 3 bytes are
assigned values for specifying the individual SAMs belonging to that
é’l’fss‘?is%}é:h')@@ ctan be set to any value. That is, 20 the net mask of. the
A class can be used to define the 16777215 SAM IDs belonging to that A
class. FUMFEE e Boclhbe ndPniaskigamkosted by 9556, 266:6X 700, the
higher 2 bytes are assigned predetermined values for specifying that
CrEsstaha tre IRWertise2 Hirerablassined values for specifying the
individual 227 SAMs belonging to that class. That is, the net mask of the
B class &¥tse Hetio ddimneftneessoBb VM Dsdistengingds that Bhe
class. Further, the C class net mask is indicated by 5 "255,255,255,XX",
the g s Ejtes brwnsdignEd Gredidtbrmined values for specifying that
class, and the lower 1 byte is assigned values for specifying the individual
SAMs bEfRgidd R hatziydeT e anp heinmisy oldhe Bldass ddnbelata

used to define the 255 SAM IDs belonging to that C 10 class.
stored in the AP management storage area 722.

The AP management storage area 7221, as shown in FIG.
120, stqres the AP management table data 7300 1, 7300_2,
and 7300_3 (management data of the bPresent invention) and
the APP table data 7310_1, 7310 2, and 7310_3 (usage allowing
data of the present invention)-.

3ere, the AP management table data 7300_1, 7300_2,
and 7300_3» and the APP table data 7310_1, 7310 _2, and 7310_3
are for exampie pferegistered at the time of setup of the
SAM chip 708. Further, the AP management table data 7300 1,
7300_2, and 7300_3 and the APP table data 7310_1, 7310_2,

and 7310 can be rewritten only by the manager of the SAM

‘chip 708.

The AP management téble data 7300 _1, 7300__2 . and 7300_3
are defined for each applicatioﬁ program AP.

Further, the APP table data 7310_1, 7310 _2, and 7310_3
aré’ defingd for eachv SAM mutual authéntication keyidatav.

FIG. 121 is a view for explaining the AP management

table data 7300_1. The AP management table data 7300 2 and
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The identification data AP ID is identification data of an application
program executed by the SAM of the other party transferring data when
the SAM chip 708 is performing processing relating to that application
element data APE. 15 The key data K,GARDA is key data used for
transfer of data with the memory 750 of the IC card 703 when the SAM

iR 408 er;‘pénkshprocessinig relating to that :ggglication element data

APE. The key data K 8RR s K&V dadiSetfrd i AiRpadsmse akehhf data

anfger SAM when the SAM chip 708 is performing processing relating to
that application element data APE. The data SET APP is data for

specifying_the APP tabl t 101,,73102, and 73103 used (viewed}

when th%gsS,ASi}Alogmp%g%%?fg‘lr?nels’pr%%ess}s‘%‘ésre? fhd tSThat SpFRdton data
apgleppent data AP 228 The data FLAGGIP is flag data showing

whether to l(jn?s%c‘fc’):sr}a%gﬁxrggﬁggéji ee?d’) nyE"t i6"SA ctfﬁ‘p 788 to another
SAM.hip708.tc. T gqat %A STRs fl ata showing whether to

allow 5 data mginggggl ae% y%e’ Sﬁﬁ%ﬁ%%ﬁ‘%ﬁeﬁ hggl%itl?y BRethdr kev

SAM, chip A8 Hic- D FIS, the APE -N_"Service All is the access ke
of the IC-card 703 defing %f/%tﬁg a%%ﬁgatﬁ)fn [:t)%)arfrﬁ T etﬁ%t éR'N/F?dis‘.X“’ ‘

kB kg £a30LRG "PRIICE A i3 SeLip be 10 ppidisclosed, so,cannot be
viewed by an application prograrﬁ{ P ‘
data SET APP, data FLAG_IP, and data FLAG STR linked together
for each of the name APE N of the viewed application element
data APE used in the IC card operation macro command script

program.

The name APE N of the application element data APE

"is the name assigned to the service {(application element

data APE) provided by the application program of the service
businesses 7‘15__1, 715 2, and 715 3. The name A}?E__N is an
identifier viewed instead of ‘ the service number of the
sexrvice which the application p?ogram of each service
business can use.

Here, the identification data APE ID is identification
data of the a_pplication element data APE.

The internal/éxternal designéting data IEI is a flag

for differentiating between whether the APE exists as an

-entity (internal designation), or whether reference is made

- from another SAM (external designation) .

The identification data SAM ID is identification data
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of another SAM or another application program of the same SAM.
Further, the "Service C" is the access key of the IC card 703 defined by
that application program. When that SAM 15 is assigned the net mask of
the later explained C class, the key_d%@(sofwthe "Service C" is disclosed to
an application program on the SAM having the SAM ID "43,17,19,XX". At
this time, the SAM mutual authentication key is "TT1..., TTn", Further,

Rhetts 0P Wit afothe sk esn PRkihc A efiaTisiahdaservideg" the
until the next use is determined. When possible, when. the other SAM

HEXt (ERERN 08 chfcder BATIENGIBIP ReAStiRT essdig th wbtdin tihat
card_access key again from the SAM. The access key of the Service B is
BBRIN HbPRofL BrRESAM AR fARF the SAM having the SAM ID 25
"43,13,137,XX". As the mutual authentication key between - 229 - SAMs,
"SS1... E8fi isldedt JvRethéryr fstthesetainiagotine "SAM/i3& B"
can be held until the next use is determined by a flag designated by that
SAM. 5 The "SM.dD Bl iRaEaBs e Artm vith fete datcrrabich of
the SAM ID of "43,13,137,Xx" is assigned is stored. The "Service B Log" ~
% MRS S APkt AfaskaMHECREERiceTBe Baketaduaran be set in
au%hentic;ation key uses "SS1... SSn". Here, APP table data is provided
dreatiiditual 10 authentication key. In this example, permission for

For example, that net mask, as shown in FIG. 122, is
classified into three types, that is, an A class, B class
and C class. Further, between SAM’s >to which the same net
mask is allocated, one type of key data used for mutual
authentication is sufficient. In the present embodiment,
for example, the same service business is allocated the same
net mask.

In FIG. 122, the A class net mask is indicated by
"255,XX, XX, XX", the higher 1 byte is assigned a predetermined
value for specifying that class, ahd the lower 3 bytes are
assigned values for specifying the i_ndividual SAMs belonging
to that class. Here, "XX" can be set to any value. That is,
.ﬁhe net mask of the A class can be used to define the 16777215
SAM IDs belonging to t;hat A class.

Further, the B class net mask is indicated by

~ "255,255,XX,XX", the higher 2 bytes are assigned

25

predetermined values for specifying that class, and the lower

2 bytes» are assigned values for specifying the individual
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accessing the "Service B log" and "Service B" is defined in the APP table
data 7310 of the other SAM which the AP management table data on that
other SAM views. FIG. 123 is a view for explaining the APP table data 15

73101. The APP table data 73102,_7%207’3, and 7310 have the same
format as the APP table data 73101. As shown in FIG. 123, the APP table

%iﬁ 711011 shows, for each application element data APE, its
identification 2Ok APERS antadfethEP ttat hpplitkorrsisnkeasant the

PE.can be read, written, or executed from another application program

Another ppitatish BRAENAELAPES. Fhee8hRie, SRMBP sake Henging
1310- -sthown in FIG. 123 shows for the "Service B log" that reading is
p8$$| 2 i \ﬁ}lﬁ‘r?gg is possible, and execution (deletion) is impossible.
230 Further, the AP management storage area 7221 of the external
memory%éﬁf/\'/n eI 3507 eRsthprashress Abnsdisaturcudy

S ing the ard type data and AP ID linked together. 5 The IC card
tpr%e\gora%:lJI gs hé(\%vg’sc’tﬁ(}a( type OrhBIBRETd 376¥ SrcivA Fer RS SHIRel for

exarggléa IS idergatgi%at' n data of the credit card company performi

n N
Eefilement Tor iranSactiong GShg*ReItieray §hak fitdidsenrd the Lower

gn%bc@émesntétsheil% g d oReratiog macro 10 command script program
e %es (aescngeg =a gase}xvclage or specifying the individual SAMs

belonging to that class. That is, the net mask of the B class
can be used to define the 255 SAM IDs belonging to that C
class.

The identification data AP ID is identification data
of an application program executed by the SAM of the other
party transferring data when the SAM chip 708 is performing
processing relating to that application element data APE.

The key data K CARDA is key data used for transfer
of data with the memory 750 of the IC card 703 when the SAM
chip 708 performs processing relating to that application
element data APE.

The key data K SAM is key data used for transfer of
data with another.SAM when ﬁhe SAM chip 708 is performing
processing relating to thaﬁ application element data APE.

The data SE‘I;APP is data for specifying the APP table
data 7310___1, 7310__2, and 7310_3 used (viewed) when the SAM
chip 708~performs procegsing relating to that application

element data APE.
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content combining the name APE -N of a plurality of application element

data APE. By reflecting this in the later explained IC card entity data (job

management data), it is possible to provide a service combining services

15 corresponding to a plurality of agplifggorl element data APE. For

example, a service combining the serviCe of reading data from the IC

card 703 _and the service of writing data to the server 702 can be defined

in the IC Tafd &itls dERRC23 Buitfie£ ke AdataN shipsrdowioshathber iso

ag.(?e‘{ational command issued to the IC card 703 and able to be

anafyzed Ty et Barearsw iRl idmitia siMcehppVidd by theother

service ‘tﬁusinesses 7151, 715 and 7153. The application program AP -1 is

d§ Hined WhgpﬁPeﬁ management table data 73001 and a

predetermined IC card 231 o*ae‘ration macro command script program

stored intRE SAEM ARG 767 FRE sptiaabevisgamarharito allow

dctffi ed by the AP management table data 73002 and a predetermined IC

CETa B EpAPRRh RIS EmERe SRphrdgrdf Stsedm irlexmmahother
ory 707, The application program AP -3 is defined by the AP -

Eg'{h?aé%{lnﬁgntv ;é 1°d4ta 73003 and a predetermined IC card operation

macro c%l;rlm%apg.sciiﬁ prq: ram stored in the external 10 memory 707.

e APE N "Service A" is the access key

of Fhe IcC card 703 defined by the application program in
that SAM 708. The key data of the "Service‘A" is set to be
not disclosed, so cannot be viewed by an. application program
of another SAM or another applicatioh program of the séme
SAM.

Further,vﬁhe "Service C" is the access key of the IC
card 703 defined by that application program. When that SAM
is assigned the net mask of the later explained C class,
the key data of the "Service C" is disclosed to an applicatio_x;
program on the SAM having the SAM;ID "“43,17,19,XX". At this

time, the SAM mu.tual_ authentication key is "T7T1... ; TTn",

- Further, whether or not another SAM can hold the key data

of the "Service C" until the next use is determinéd. When

: possible, when the other SAM next uses the "Service C" on

25

- the card, it is not necessary to obtain the card access kéy

again from the SAM. The access key of the Service B is obtained

not from that SAM, but from the SAM having the SAM ID

. "43,13,137,XX". As the mutual aixthentication key between
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[SAM Chip 708] The SAM chip 708 is connected through a SCSI port, the
Ethernet, etc. to the ASP server 719. The ASP server 719 is connected
through the Internet 710 to a plurality 15 of terminal apparatuses including

a personal computer 705 of an end user and personal computers 7161,

7162, and 7163 of service busines"se%zi(‘fw__l, 7152, and 7153. The

personal computer 705, for example, is connected through a serial port or
B8sport 54 bumiPEpe derd @adader/writer 704. The card

reader/writer 404 realizes for example wireless communication
correspdfiiderthepaicatHevelagitsthddeycarl 108: Theeopergtold! can
commands to the IC card 703 and response packets from the IC card 703

br hederated bhoths asayrvdatithedsARmiinEdide. Therfdes tbaated
card 232 reader/writer 704, personal computer 705, and ASP server 719
Bé’tvd@é’fﬁhé%nly act to store the commands and response content in

the data payload portion and relay the same and are not involved in the
encryptid®8r d&FphceoPd&@Is dmsdinirbeon, Yrothddactial which log
operations in the IC card 703. The personal computers 7161, 7162, and .
d258 chR Whimbadhr BRESDIAEed 48idthrddrantdd thesSARsdoped is

708 to customize the application programs AP-1, AP-2, and 10 AP 3.
stored. The “"Service B Log" is the same SAM net mask as the

"Service B", so the mutual authentication key uses "SS1...
SSn". Here, APP table data is provided for each mutual
authentication key. In this example, permission for |
accessing the "Service B log" and "Service B" is defined
'in the APP table data 7310 of the other SAM which the AP
management table data on that other SAM views.

FIG. 123 is a view for explaining the APP table data
7310_1.

The APP table data 7310_2, 7310_3, and 7310 have the
same format as the APP table data 7310 1.

As shown in FIG. 123, the APP table data 7310_1 shows,
for each application element data APE, its identification

data APE_ID and whether that application element data APE

can be read, written, or executed from another application

program (another application element data APE).
For example, the APP table data 7310_1 ‘shown in FIG.
123 shows for the “"Service B log" that reading is possible,

writing is possible, and execution (deletion) is impossible.
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FIG. 124 is a functional block diagram of the SAM chip 708 shown in FIG.
109. As shown in FIG. 124, the SAM chip 708 has an ASPS

communication interface unit 760, external memory 15 communication
interface unit 761, bus scramble unit /62, random number generation unit
763, encryption/decryption unit 764, storage unit 765, and CPU 766. The
SAM chip 708 is a tamper-resistant module. The ASPS communication
interface ORIt 780 is S AR EIARABIRBIMEr MEOEAAEG oRERR of d3th With the
the ASP server 719 shown in FIG. 109. The external memory

BT al‘(,iat%%"iﬂféffa%yurﬁth%'f‘ id Bn TitGriadd ds&@ Torsismrta sikpres

of~data with the external memory 7Q7. 25 The bus scramble unit 762

BB AES bRt FREPatio¥38%adNTatblelanutaRs virtkanpadng e 1P

fnd outputting data through the external memory communication
i8St Fi9PS81%Fre random number generation unit 763 generates a 5
random %meer used at the time of authentication processing. The

encryptionfdetryptdhtint s SRGSpiERAE ahliCdda®ftsnchyifted© card
ggga. I{Lews{}oj{agg u(git? %éx%g%ned later, stores tasks,  programs, ‘
and Fats ety e L TP et MR s S ddfBS el g ion data
c?%plgilnee chJ%IQ:tLt card company performing settlement for
transactions using the IC card 703.

In the present embodiment, the IC card operation macro
command script program defines (describes) in it a service
content combining the name APE N of a plurality of

application element data APE. By reflecting this in the later

'explained IC card entity data (job management data), it is

possible to provide a service combining services

-corresponding to a plurality of application element data

APE.

For example, a ser’vice.combining the service of reading
data from the IC card 703 and the service of writing data
to the server 702 can be defined in the IC card entity data.

Further, the APE N or its service number is an

operational command issued to the IC card 703 and able to

be analyzed by the IC card 703 when performing a service

provided by the service businesses 715 1, 715-2, and 715 3.

The application prdgram AP 1 is defined by the AP

| management table data 7300_1 and a predetermined IC card
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download task, script interpretation task, entity generation task (job
management data production task), and IC card procedure management
task (job management data management task) or other tasks based on
predetermined programs 15 (programs of the present invention). Next,
tasks, programs, and data stored in thélstorage unit 765 will be
explained. FIG. 125 is a view for explaining the tasks, programs, and data

Sered th diersiong R unihdA8. 2OrAPVEGPANG thifed SOreBa S£liBrnal
download task 769, script interpretation task 770, entity generation task

mleilo ¥y caprocedure management task 772, IC card operation macro
command script programs 7211 to 7213,-AP management table data

73001 tones0Q8p APEatebimdpincpdh A 33013, oG sadl Bitityhe AP
template data 7301 to 7303, IC card entity 234 data 773-X, input data

rlackgBilexlt Outibll datmitlack 388x2 gdalapiatketdd@inBd IC card
computation defining data block 734x4. The script download task 769, as

sbevsti diakhfs Sditvuraads i AR ryirgrBesikedleaine 38t bithal
73003 (if necessary, the APP table data 73101 to 73103) , for example,

e iie gamputer of each service business and loads it in the SAM chip
708. The script interpretation task 770 uses the service 10 definition table
data (if nReesgasy ilbe kA tgtegatan AP 3 is defined by the AP

management table data 7300_3 and a predetermined IC card

operation macro command script program stored in the external

memory 707.

[sAM Chip 708]

The SAM chip 708 is connected through a SCSI port,
the Ethernet, etc. to the ASP sé:ver 719. The ASP server
719 is connected through the Internet 710 to a plurality
of terminal apparatuses including a personal computer 705
of an end user and personal computers 716 1, 716 2, and 716_3
of service businesses 715 1, 715 2, and 715 3.

The personal computer 705, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 704. The card reader/writer 404 realizes for

example wireless communication corresponding to the' physical

level with the IC card 703.

The operational commands to the IC card 703 and
response packets from the IC card 703 are generated and

analyzed at the SAM unit 709 side. Therefore, the card
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73101 to 73103) and script program to generate the IC card entity
template data, input data block, output data block, log data block, and
computation defining data block for each business. 15 The number of the
data blocks generated.for each servieg;husiness is not particularly limited.
When the entity generation task 771 for example receives an entity

Rraduetio tf the ASP server 719, it performs polling with the
IC card 03%%%%?%%&&%&%"& SBRNIG 0 RAKRSBr fiRrver

PrP6essl the procedure between that IC card 703 and service
busir?gsgsg%és%b ?hﬁe I ca(r1 eﬁﬁ% o12t8 RFE ERE8sHoRmRGds thad sepreense

inesse Al Jhis time, the IC card entity plate data becomes the class,
o ¢l Jash R =d %?g: 283 nIRaked Bt ¢Igne and

and the IC card entity Eene

235, Txn?bo@ﬁ%ii%% &y irn;e gﬁgty eneratj:o,n task 771 for generation of

the IC card entity data will be explaned in- tetilfater S AFRELgR of data,

BreeRdweinanggement tagk,/{2 uses one 5 or more IC card entity data
773x present in the Storage %ll}rﬁtr 785 %‘ 3&%5’ & HE-pri8sdifg ¥bFa IC card

p@sedure between the IC card 703 and the service businesses 715 1 to
715 3. In the present embodiment, the plurality of processing for

procedugespglaghelusenie plurglily of 1C ppids, 10,708 904 e .,

service businesses 7151 to 7 procee

download the later explained script program to the SAM chip

708 to customize the application programs AP 1, AP 2, and

AP 3.

FIG. 124 is a functional block diagram of the SAM chip
708 shown in FIG. 109.

As shown iﬁ FIG. 124, the SAM chip 708 has an ASPS
communication interface unit 760, external memory
communication interface unit 761, bus scramble unit 762,
random number generation unit 763, encryption/decryption
unit 764, storage unit 765, and CPU 766.

The SAM chip 708 is a tamper-resistant module.

The ASPS communication interface unit 760 is an
interface used for input and output of data»with the AsSP
server 719 shown in FIG. 109. |

The external memory commuhication interface unit 761
is an interface used for input and output of data with ther
external memory 707.

The bus scramble unit 762 scrambles output data and
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simultaneously. The IC card procedure management task 772 executes
these plurality of processing for procedures in parallel. The IC card
procedure management task 772 deletes the 15 IC card entity data 773x
when the series of procedures have been finished. The processing of the

IC card procedure management task 332 will be explained in detail later.
The script programs 7211 to 7213 are input by the 20 script download
desicreonbdmsiol sparhpiiathe ediemai memaryng0aaad storpd itthey data
storage unit 765. The AP management table data 73001 to 73003 are

e ughthbhezripk tewnlohdtask 76 9domeriexatipa tiamedefate unit
memory 707 and stored in the storage unit 765. 25 The APP table data
78101 to 73103 are'input by the - 236 script download task 769 from for
example the external memory 707 and stored in the storage unit 765. The

~IC card Bhtityrtemplate tatdbE80§¢n BB tve genttated bydbaseHpes a

interpretation task 770 and used 5 as the templates (classes) when
Terdraminguied € vartieatitittiata Tidxaof the thecadiras ielatipgdetifsing .
service businesses. The IC card entity data 773x is generated by the .
entity deherativemypic ¥34 Adawy thet Gocandneintity &mplatacgatas 18a8801and
to 7303 as for example the class as an instance of

decrypts encrypted data.

The storage unit 765, as explained later, stores tasks,
programs, and data used by the CPU 766.

The CPU 766 executes the latér explained script
download task, script interpretation task, entity generation
task (job management data production task), and IC card
procedure management task (job management data management
task) or other tasks based on predetermined programs
(programs of the present invention) .

Next, tasks, programs, and data stored in the storage
unit 765 will be explained.

FIG. 125 is a view for explaining the tasks, programs,
and data stored in the storage unit 765.

As shown in FIG. 125, it stores a script download task

769, script interpretation task 770, entity generation task

771, IC card procedure management task 772, IC card operation

" macro command script programs 721_1 to 721_3, ‘AP management

table data 7300_1 to 7300_3, APP table data 7310 1 to 7310 _3,

IC card entity template data 730_1 to 730_3, IC card entity
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that class. The input data block 731 xI, output data block 732x2, log data
block 733x3, and computation defining data block 734x4 are generated
by the script interpretation task 770. 15 Next, the IC card entity data 773x
will be explained. The IC card entity %a 773x is generated by the entity
generation task 771 in the SAM chip using the already generated
corresponding IC card entity plate data of the service business for
WM uten s kdatio EWesdo iRIMFERE ABTEadnack §32_x2,
rocessing request for processing using the IC card 703 and application
PSyraftar ke ke detdifid eddsl ceTRiatrsd op Glefimisngyidatior block
explaining the format of the IC card entity data 773-x. 25 As shown in
?é.u.i‘%, the IC card entity data 773 x 237 has management pointer data
780, entity ID data 781, entity status data (status data) 782, IC card type
data 783 EPEquHEsiﬁﬂHﬂli@ﬂﬁtat?ﬂ‘, pt88essify SRRYRaf 783G 118,
pre-processing data 786, and post-processing data 787. 5 The ,
i Ut Gt et d%&&%e“r&%iaﬁe&tﬁn%fﬁom%??mlm%ﬂa’@mé (if
IC card entity data 773x in the storage unit 765. The entity ID data 781 is :
NREE 157 uckherdF Bdrhdforarac 3 chity dAA %73y, Esierarmmle.

of 10 the state of progress, deletion, and other of the series
from the computer of each service business and loads it in

the SAM chip 708.
The script interpretation task 770 uses the service
definition table data (if necessary, the APP table data ‘

7310_1 to 7310_3) and script program to generate the IC card

entity template data, input data block, output data block,

log data block, and computation defining data block for each

business.
The number of the data blocks generated for each
service business is not particularly limited.

When the entity generation task 771 for example

receives an entity production request from the ASP server

719, it performs polling with the IC card 703, then generates

the IC card entity data to be used for the prbcessing for

the procedure between that IC card 703 and service business

- using the IC card entity plate data corresponding to that

service business. At this time, the IC card entity plate
data becomes the class, and the IC card entity data is

generated as an instance of that class.



10

15

20

25

of processings using the IC card entity data 773-x. The entity ID data 781

is also a return value to be given to the end user. The entity ID data 781

corresponds to a descriptor when opening a file in a general file system.

15 The entity status data 782 shows ;?glitqte of progress of the

procedures relating to the IC card 703. The basic states of the IC card

entity data 773x include, as shown in FIG. 127, the state of processing for

investigating RELSRACILAHA thraceadhta Senrrsd20tRE) Fhe7 71 for

state of processing by which the SAM chip 708 authenticates the IC card

ﬁ%‘@ﬁf?ﬁé”%taﬁgg oFfoddssitF Byamtit hehdac2ard ¥bskatsemitaiaed in

the SAM chip 708 (A2), the state of processing for reading data from the
l76§fﬁf, ‘and the state of processing for writing data in 25 the IC

card 703 (W). 238 -. In_the present embodiment, the processing for

investigalihg the sSAfitk Brresue imapatRsny s tte A wsips7ogne

to authenticate the IC card 703, the processing for the IC card 703 to

ShnBRfcad thE 3RV BRibityosiake pfdssimyrer fdduidd dsberdhakage

IC ¢ard_703, and the processing for writing data in the IC card 703 :

Eitdspbin t690B¥ K YbG" Hrekpignied 1Ry, € arumt BrosedssiRgPREween

\gﬂich the order of executjon is determined by the IC 10 card procedure
e 1 ztmd the service businesses 715 1 to 715 3.

MANagSmETt ths

In the present embodiment, the plurality of processing
for procedures performed between the plurality of IC cards
703 and the service businesses 715_1 to 715_3 proceed
simultaneously.

The IC card procedure management task 772 executes
these plurality of processing for procedures in parallel.

The IC card procedure management task 772 deletes the
IC card entity data 773 x when the series of procedures have
been finished.

The processing of the IC card procedure management
task 772 will be explained in detail later.

The script programs 721 1 to 721 3 are input by the
script download task 769 from for example the external memory
707 and stored in the storage unit 765.

The AP management i:able data 7300_1 to 7300_3 are input
by the script download task 769 from for example the external
memory 707 and stored in the storage unit 765.

The APP table data 7310_1 to 7310 3 are input by the
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Note that, Al and A2 comprise the mutual authentication processing
between the IC card 703 and SAM chip 708. Further, in the present
embodiment, considering the communication time on the Internet 710, the
above-mentioned 15 basic states are, as shown in the state transition
chart of FIG. 127, managed divided ii8 states after startup (after
issuance of command) and completed (response received) states.

Speiifitatiprhboigtdsashpiti® S BNy dret® 120 deedeentibrdath memory

773x are managed by the instance generation (IC card entity data
gedemnidnpsoredR S pothstastpsigte, RS cofpleted state, Al

post-startup state, Al completed state, A2 post-startup state, A2
completébstdi€, ftpodt-sattupystaea sbmpleted sk, W post-s5ItUp are
state, W completed 25 state, and instance (IC card entity data) deleted
grher039l The |Cheard eype tatent8Sisredta tspeoiffiage’ddrvieed used
business issuing the IC card 703. The IC card type data 783 is set with
AatFloefivenr by teS| ¢odmwmwsih teeabaeseneritioned-beripCpegrdneati ty
S the time of generation of the IC card entity data 773-x. The service type
et testyrrfinghtate 7e¢efvnestireAR trhmmdemditealse datae
73001 to 73003 and application element data APE defined in the APP

baisid mass®310 1 to 73103 used in processing using the IC card entity

data 773-x. 10 The service type element designating data 784 is set
The IC card entity data 773_x is generated by the entity

generation task 771 using the IC card entity template data
730_1 to 730 _3 as for example the class as an instance of
that class.

The input data block 731 x1, output data block 732 %2,
log data block 733 _x3, and computation defining data block
734 x4 are generated by the script interpretation task 770.

Next, the IC card entity data 773 _x will be explained.

The IC card entity data 773_x is generated by the entity
generation task 771 in the SAM chip 708 using the already
generated corresponding IC card entity plate data of the |
service business for example when the SAM chip 708 receives
from the ASP server 719 a processing request for processihg
using the iC card 703 and application program ofv the
predetermined service business.

FIG. 126 is a view for explaiping the fqrmat of the
IC card entity data 773 x. |

As shown in FIG. 126, the IC card entity data 773 x
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with one or more application element data APE designated by the CS
command in the above-mentioned script program at the time of

generation of the IC card entity data 773-x. The processing order data 785
shows the order of 15 execution of 5215\1%0‘?_5 (jobs) used in the processing
using the IC card entity data 773 X, that is, the state transition shown in

FIG. 127. That is, the processing order data 785 uses the name APE -N

B th B APPRCRRA e RN ERISARE 189nofmthd BrddD sdrdrextRlionmti ty
jobs corresponding to basic operations of the IC card 703. Here, the jobs,
%Eae?f)?aiﬁé&%affﬁgi?ﬁliﬁegﬁ&?d td &Re RS, ar7d RmdRtehdfa in APE_N
FIG, 127. Specific operations on the IC card 703 are realized by the order
Urpigrrtingsiatagh8td RERGRTSHRG. Psteamia&aior BRocessing
using 240 a IC card 703 with only reading with no mutual authentication,
RiE pRIRSefgbetdnidton Pasliees foprossesimgiidata tH87 -
case of reading and writing with mutual authentication, the processing

order infdifhAtRPagRmERE: PR iftes ataanZ8Rk ioaThd disaatipral
order information 785 is set with the order of jobs shown in FIG. 127

ROMREBENGRG (BTN frritedtefftdelyfiddin/thd csin the |

command in the above-mentioned script program when generating the IC

FHeF 2P MY Hal®773-x.

The entity ID data 781 is used for requests for
generation of IC card entity data 773 x, confirmation of
the state of progress, deletion, and other of the series
of processings using the IC card entity data 773_x. The entity

ID data 781 is also a return value to be given to the end

-user. The eptity ID data 781 corresponds to a descriptor

when opening a file in a general file system.

The entity status data 782 shows the state of progress
of the procedures relating to the IC card 703.

The basic states of the IC card entity data 773 x
inélude, as shown in FIG. 127,v the state of processing for

investigating the services which the IC card 703 can use

. (RS), the state of processing by which the SAM chip 708 -

* authenticates the IC card 703 (Al), the state of processing

by which the IC card 703 authenticates the SAM chip 708 (A2),

‘the state of processing for reading data from the IC card

703 (R), and the state of processing for writing data in

the IC card 703 (W).
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The pre-processing information 786 is set from the ASP server 719 side

with management data for performing processing using the IC card entity

data 773-x. For example, the pre-processing information 786 is 15 set

with points of a computation formula of a designated service in the SF

data block (application element data ﬁ-’%)"Further, when an inter-service

processing function is not defined, the pre-processing information 786 is

set withithelfBguBsieaiscesdhnfdmeans, 26Fer exaeprs imthefease of

settlement, the state relating to the amount of charge or points given etc.

1688 YHEAldRPrétes siRFinicin dieairsTsisssr whearr otessing for
rocessing result of the IC card entity data 773x 25 required at the ASP

E&Rxe%‘fg%liﬂé? FOY @xhmpet themd i gatecddecoretrammeht? A % sdihwith

data showing the existence of a normal end to the settlement. Next, a

PERFRI8 PRSI By Tfe fexdrd Pploded e thrmbienmint thsk $PM chip

shown in FIG. 125 relating to a plurality 5 of IC cards 703 using a plurality

bPFo chhrerity tRES B XERN Heeadiagedatre foeardbroddupard 703,

management task 772 is constantly being started up on the CPU 766 of

WS ERPCRPpTo3sHowh fRFIerisdng drs-a 2Bns Bw Eh &2 BrthE0 3

processing performed

", correspond to jobs.

A "job", as explained later, is a unit of processing
for which the order of execution is determined by the IC
card procedure managemenﬁ task 772.

Note that, Al and A2 comprise the mutual authentication
processing between the IC card 703 and SAM chié 708.

Further, in the present embodiment, c‘énsidering the
communication time on the Internet 710, the above-mentioned
basic states are, as shown in the state transition chart
of FIG. 127, managed divided Vinto states after startup (after
issuance of comman.d) and completed (response received)
stateé.

Specifically, the states of processipg using the IC

card entity data 773_x are managed by the instance generation

- (IC card entity' data generation) state, RS post—-startup state,
‘RS completed state, Al post-startup state, Al completed state,

A2 post-startup state, A2 completed state, R post-startup

state, R completed stétie, W post—-startup state, W completed

state, and instance (IC card entity data) deleted state.
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by the IC card procedure management task 772. Step ST_?Ol: The IC card
procedure management task 772 selects one IC card entity data 7_73x for
executing the next processing 15 out of the plurality of IC c‘ard entity data
773x present in the storage unit 765. The method of selection o_f that IC
card entity data 773x may be to successiety select IC_: card entity data
773 x present in the storage unit 765 or to assign.a priority order 20 and

select by Phierity indlrel argpe cldhe ighe sspagkity. séé%cifg{?gl% {hE Cervice
e

card procedure management task 772 judges if the job o card

dntityidets 7 73x% selacied-nkstep 3L 701 hag already been started up.
When judging that it has 25 started up, it proceeds to the processing of

step ST705e242 wehiledvigpsI0gingthagd has r@@e@ﬂ&af&&gﬂdefmed
proceeds to the processing of step ST703. Step ST703: The IC card .

Procedutd managemini iath &7 2iuseasHom HHELHLY SIS rogram at
information 782 shown in FIG. 126 of the IC card entity data 773x

selectdriaestep Sfldrakichistate ehibestalys fensiioncpad.showyig
FIG. 172 the processing relating to that entity data is in and decides on = .
the job tdibe exesutédaekyfsemdemsnas 80 oelet i HY NI MAt98 4/ 88 ows
the AP management table data 7300 _1 to 7300_3 and application
element data APE defined in the APP table data 7310_1 to
7310_3 used in processing using the IC card entity data 773 x.
The service type element designating data 784 is set
with one or more application element data APE designated
by the CS command in the .above—mentioned script progran; at
the time of generation of the IC card entity data 773 x.
The Processing order data 785 shows the order of
execution of services (jobs) used in the processing using
the IC card entity data 773 _x, that is, the state transition
shown in FIG. 127. |
That is, the processing order data 785 uses the name
APE___N of thé application element data APE to show the order
of execution of jobs corresponding .to basic operations of

the IC card 703.

Here, the jobs, as explained earlier, correspond to

- the RS, Al, A2, R, and W shown in FIG. 127. Specific operations

on the IC card 703 are realized by the order of processing

designated using the jobs. For example, for processing using
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At this time, the processing order information 785 defines the order of
execution of jobs using the service elements set in the service definition

table data as explained earlier. 15 Step ST704: The IC card procedure
management task 772 starts up the selected job at step ST703. The IC

card procedure management task 77224&ksthe data blocks relating to

that job in the input data block 20 731 xI, output data block 732 x2, log
RADBREFIVRaEN eahpursishiadinibida bivckaB4udentication,
explained above using FIG. 125 to execute that job. At this time, the IC
caffpREetafSiagagefent taskorPa twhen BBEINg= serhnfamd tBSheR" .

IC card 703 in execution 25 of a job, uses the service element
BRESHGTHIng To it 2a3spiess akesingearnd throughribe wth mutual
management table data 73001 to 73003 to obtain the service number
RWELEHIHIRG thhat §bRivT erpfaritaperdonal o6ommaTicCI8Fdis set
703 able to be analyzed by the IC card 703). Further, the IC 5 card

prScedRire Whdriatfemerft1a¥K' 772 uses the obtained service number to

issue a command to the IC card 703. Further, the IC card procedure :
managemaft BERTT2S it qirdned \nfinrmpd: ia, fenieyset with the
information is required for accessing the storage area of the IC card

RFEdetsef 109k sehree efenEdiCorikhorrirgaerhadando teatdhe order

of service elements designated in the CS command in the
above-mentioned script program when generating the IC card
entity data 773 x.

The pre-processing information 786 is set from the
ASP sérver 719 side with management data for performing
processing using the IC card eqtity data 773 x.

For example, the pre-processing information 786 is
set with points of a computation formula of a designated
service in the SF data block‘ (application element data APE) .

Further, when an inter-service processing function
is not defined, the pre—pgoceséing information 786 is set
with the requested processing charge.

For example, in the case of settlement, the state
relating to the amount of charge or points given etc. is
set.

The post—processing information 787 is'set with data

of the processing result of the IC card entity data 773 x

required at the ASP server 719 side. For example, in the
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through the AP management table data 73001 to 73003 and obtain the
key information corresponding to that service element. Further, the IC

_card procedure management task 772 uses that key information to

perform mutual authentication 15 vv_ithzt IC card 703, encrypt and
decrypt the data, or perform other processing and obtain the right to
access redetermined storage area of the |C card 703. Step ST705: A
é;t%ﬁes?a‘? i§ BerBRRtsd WirehInRaE Caid o hord R thisepishs tence
tg§k 27121 issuef a command to the IC card 703 and is waiting for the
proc8sSing TesuItRdh& fc thry 564 bhRRAKe IC card procedure
management task 772 receives the processing result from the IC card

703, it seiSthis ThIRR ARG VhRFASLF 7789 bY She IF reg:dar oprdure
IC card procedure management task 772 updates the entity status
fﬁﬁ)?%%#&ﬁ%f%ﬂhé’ 12 PG Bt BES 7320 shewA i riGte 26 phukslity
vc\)/%y,f}% tb:e rese 6§mbodiment, the IC card 5 procedure management

{ask 772EEE s inorddP 1 B R ERld Hare § 735 167aRe prirsitinrde ta

s 703 present in the SAM chip 708 while performing the processing
?())ar{%"rex p'rul[ria%ty%(ﬁ I&xc%$3§‘?8§1 in parallel. Therefore, the SAM chip 708

can simqjka}anei%ugl% P?qoceed wjth the processing even 10 when receiving
processing requésts fob proce ﬂF&’ﬁ%ﬂf’ggfme“t task 772 is constantly

being started up on the CPU 766 of the SAM chip 708 shown
in FIG. 124.

FIG. 128 is a flow chart of the processing performed
by the IC card procedure management task 772.

Step ST701:

The IC card.procedure management task 772 selects one
IC'Card.entity data 773 _x for executing the next processing
out of the plurality of IC card entity data 773 x preéent
in the storage unit 765.

?he method of selection of that IC card entity data
773_x may be to successively select IC card entity data 773 x
present in the storage unit 765 or to assign a priority oxrder
and select by priority in the order of the highest priority.

Step ST702:

The IC card procedure management task 772 judges if
the job of the IC card entity data 773 _x selected at step
ST701 has already been started up. When judging that it has

started up, it proceeds to the processing of step ST705,
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plurality of IC cards 703. FIG. 129 and FIG. 130 are views for explgining

the processing defined by another application element data APE in
accordance with a routine defined by application element 15 data APE or
processing when accessing data perfo de_by thg SAM chip 708 when
executing a job at step ST764 in the above explained FIG. 128. Step

ST741: The SAM chip 708, while executing processing in 20 accordance
V\V}%Elpr%d‘é}i‘éarﬂwiﬁgf}%bﬁﬁcmaé?ﬁéﬁﬁo‘a%%nsgééﬁégdmp, proceeds
ap Iic{‘%[ion program for use (access) and appliqgtion element data APE in

th§ apphcRISGIERTTAA. RhrtRdeIn &A1& Xpecifies one of reading,

writing, g]d execution of that application element data APE. 25 Step

ST742: 725°Rh8 5/M thip 708 judges if the application element data

APE spe%'fied at step ST741 is present in that SAM chip 708. Ifj.udgi_ng _

that it is not preseftTh LRSS trthepragesmitotsel I7243nabitesif £rom

j ?'1 ing that it is present, 5 proceeds to the processing of step ST745.

gtep 239 R SAMTHE FOER A the/ AP rﬁhﬁa’@eméngtﬁ‘ble 426 ;33; the
01 t0,73003 corresponding to the application program being execute -

é)%;.gq%ﬁ% ffidRe diﬁ%f‘-%:&%af,oﬁ%%ﬁ&?ﬁﬁgal@ f-eR 83178 miding state

i ication element data APE
%%V@ﬁéag@g%us transition chgrt shown in FIG. 172 the

pProcessing relating to that entity data is in and decides
on the job to be executed next from the pProcessing orxder
information 785.

At this time, the processing order information 785
defines the order of execution of jobs using the service
elements set in the service definition table data as
explained earlier.

Step ST704:

The IC card procedure management task 772 starts up
the selected job at step ST703.

The IC card procedure management task 772 uses the

data blocks relating to that job in the input data block

731 _x1, output data block 132_x2, log data block 733 x3,

‘and computation defining data block 734 x4 explained above

>using FIG. 125 to execute that job.

At this time, the IC card procedure management task

772, when issuing a command to the IC card 703 in execution

of a job, uses the service element corresponding to that
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and uses that key data K -SAM to for mutual authentication with the SAM

chip 708a having the application element data APE to be used. Step

ST744: 15 If the SAM chips 708 and 708a authenticate each other' s
legitimacy in the mutual authentication of step ST743, the SAM chip 708
proceeds to the processing of step STAT. TF not, it proceeds to step

ST751. Step ST745: 20 The SAM chip 708 views. the AP management

table @ataa7RED(rFP tc§306B comespghdibiyeolFerappligatiemitrogahihe data
being executed and acquires the key data K -SAM corresponding to the
st3GiBe TapplidaRM_Setverrivad W e Fasthei dor tlwmbppplicatione sponding
element data APE to be 25 used specified at step ST741 as well, the
SARMVEHES 7208 Y46 simliepeniews theraR ivardg ermenttad eodaeCc73304d 703
to 73003 corresponding to that application element data APE to acquire
eleytatd & SrM readspondihg td theceardespoBlingeserlser, the IC
(application element data APE). 5 Further, the SAM chip 708 compares
PRndraaRtddr reyakrg SVt Sskaliblen?4s: Wi ntieaSARKCEiprvice
708 judges at the processing of step ST745 that the two key data K -SAM
FaRPe thebp uling Wroce caemmand thepldre s3ifig ai st 783747, while

when it does not, ,
Further, the IC card procedure management task 772,

as explained ﬂsing FIG. 113, when kéy information is required
for aécessing the storage area of the IC card 703a, uses
the service element correéponding to that job to seaxrch
through the AP management table déta 7300_1 to 7300_3 and
obtain the key information corresponding to that service
element. Further, the IC card procedure management task 772
uses that key information to perform mutual authentication
with the IC card 703, encrypt and decrypt the data, or perform
other processing and obtain the right to access a
predetermined storage area of the IC card 703.

Step ST705:

Step ST705 is perfo;med when the IC card prodedufe
management fask 772vissues a command to the IC card 703 and
is Waiting for the processing result of the IC card 703.

When the IC card proceduré maﬁagement task 772 receives

the processing result from the IC card 703, ‘it sets this

- in the IC card entity data 773 x.

Step ST706:
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it proceeds to step ST751. Step ST747: The SAM chip 708 or 708a views

the AP management table data 73001 to 73003 corresponding to the
application 15 program specified at step ST741 and specifies the APP

table data. 73101 to 73103 corresponding to the application element

data APE used. Step. ST748: The SN\%‘&%ip‘?OB or 708a judges the

access right of 20 the application element data APE to be used
(accessedadetl e AP Padibleal atarZliOido ¥ 3RS parHfiepahyep the
ST747. Specifically, it judges the right for reading, writing, and executing
tHPdp e afié® Bndmienabion F8lsed. 2H&tAE STA49: eddl ty data
When the SAM chip 708 or 708a judges at step ST748 that there is an

addessSrightonprodeeBEGo sk36ST750, while when it does not, it

proceeds to the processing of step ST751. 5 Step ST750: The SAM chip

708 or 7089 Udektheapplidatiobtale preasatata ARbostieciia, attsiep 1¢ card
ST741 for the usage specified at step ST741. Step ST751: 10 The SAM
AR YOS BBgSReRtsd trkafik atiehects in order the IC card

entity data 773 _x for the plurality of IC cards 703 present
in the -SAM chip 708 while performing the processing fo; the
plurality of IC cards 703 in parallel. Therefore, the SAM
chip 708 can simultaneously proceed with the processing even
when receiving processing requests for p:;ocedures using a
plurality of IC cards 703.

FIG. 129 and FIG. 130 are views for explaining the
processing defined by another application element data APE
in accordance with a routine defined by application element
data APE or pkroceissing when accessing data performed by the
SAM chip 708.when executing a job at step ST704 in the above
explained FIG.‘ 128.

Step ST741:

.The SAM chip 708, while executing processing in
accordance with predetermined application element data APE,
specifies an application progiam for use (access) and
applicatif)n element da;ta APE in that application pi?igr’am.

Further, that use speéifies one of reading, wrif-:ing,
'and execution of that application element data APE.

Step ST742:



10

15

20

25

element data APE specified at step ST741 for the usage specified at step
ST741. Further, when executing a job at step ST704 of the above

explained FIG. 128, when the SAM chip 708 transfers i5 data with the IC

card 703 in accordance with the routine defined by the application element

data APE, the SAM chip 708 views the2AP management table data 73001

to 73003 shown in FIG. 125 to acquire the key data K CADR

corresporitivey $d¥hattaigplidadneldnent ﬂﬁt&ﬁBEaﬁtﬁpﬂd&%ﬁhahk@{Lement
data 20 K -CARD to access the memory 750 of the IC card 703. Next, the
oy & dbRFatipre ofi thbechramurteatiaT Bystan Feshore il HGa 08allchip
be explained. FIG. 131 and FIG. 132 are views for explaining the overall
ofé8tiod Hf jeigamen urticetiohtsyiste Mot Jpsleayenin, 26t I6r O84S to the
Step ST721: The service businesses 7151 to 7153 or a party requested
bptwesesssivigeolfusinesset PiGdueb ilat SEriphdgagiqroRae it 72k esent,
and 7213 describing the processing 5 for transactions performed by the
sewiredndindssetheinr the ks dag 433 foreaxaspieien the personal
computers 7161, 7162, and 7163 shown in FIG. 109. Further, the

manager 8ttre SAVMchip 708 produces the AP management table data

73001 to 73003 corresponding to 10 the-service businesses 715 1 to 715

3. The SAM chip 708 views the AP management table data

7300_1 to 7300 3 correspohding to the application program
being executed to acquire the key data K _SAM corresponding‘
to the corresponding service (application element data APE)
and uses that key data K SAM to for mutual authentication
with the SAM chip 708a having the application element data
APE to be used.

Step S'i‘744:

If the SAM chips 708 and 708a authenticate each other’s
;egitimacy in the mutual authentication of step ST743, the

%

SAM chip 708 proceeds to the processing of step ST747. If

-not, it proceeds to step ST751.

Step ST745:

The SAM chip 708 views: the AP inanagement table data
7300_1 to 7300_3 corresponding to the application program
being executed and acquires the key data K _SAM corresponding
to the service (applicatiqh element data APE).

Further, for the application element data APE to be

used specified at step ST741 as well, the SAM chip 708
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Step ST722: The AP management table data 73001 to 73003 produced
at step ST721 are stored in the external memory 707. Further, the script
programs 7211, 7212, and 7213 15 produced at step ST721 are
downloaded from the personal computgz 7161, 7162, and 7163 through
the Internet 710, ASP server 719, and"SAM chip 708 to the external
memory 707. The processing for that download, as shown in FIG. 118, is

mana é&ﬁiﬂfh‘é‘ﬁ‘ﬁﬁt %%ﬁ%mawﬁ thalsSmvietip 708020 Se[7300_ 3
ST723: The script interpretation task 770 in the SAM chip 708 shown in
FREFIF RSB R bhihabcheddenleione 1soen todp3603 BRdsciptuire
program to generate IC'card entity template data, an input data block,

Gt Y arbaKoGS aarrBreR sHd ek ke srrdafripy ddimgionkr vice
for each 249 - service business. The generated data is stored in the
st{)?‘é’é’elﬂrﬁ?'?és‘“oﬁi‘réﬂw cHibtP088Edwn in FIG. 124. Step ST724: 5
The user is issued the IC card 703. As shown in FIG. 113, the memory
750 of thd HE 788X rofthe IERM bR 188 aampayestatisedtive acquired
trgnsa%{iogs by the user with the service business contracted with. Note
thﬁytheaco"ﬁt B&tween the user and a service 10 business may also

be concluggg a&e{é%u,?gge:z of the IC card

When the SAM chip 708 judges at the processing of step

ST745 that the two key data K_SAM match, the routine proceeds

to the processing of step ST747, while when it does not,

‘it proceeds to step ST751.

Step ST747:

The SAM chip 708 or 708a views the AP management table
data 7300 _1 to 7300_3 corresponding to the application
p#:ogram specified at step ST741 and specifies the APP table
data 7310 1 to '731_0_‘3 corresponding to the_._ application
element data APE used.

Step ST748:

The SAM chip 708 or 708a judges the access right of
the application element déta APE to be used (accessed) based
on the APP table data 7310_1 to 7310_3 ,specified at stép
ST747.

Specifi_célly, it judges the right for reading, writing,
and executing the application element data APE to be used.

Step STT749:



10

15

20

. 25

703 through the Internet 710 etc. Step ST725: For example, when the

user uses the personal computer 705 to access the server 702 through

the Internet 710 to 15 try to purchase a product, the server 702 issues a
processing request through the Internet 710 to the ASP server 719.

When. the ASP server 719 receives’ a%ﬁ‘&ce‘ssmg request from the server

702, it accesses the personal computer 705 through the Internet 710.

Further, ¥preetbingsdiuedting 20 e lating/osthe JGhpsd 788 issuegs sT748
from the card reader/writer 704 is transmitted through the personal
cbhputditizoss |hterpet 2k8;end ASBlservert/ j9rodbe SAMEhipép8.sT750,
Step ST726: The ASP server 719 outputs to the SAM chip 708 an entity
28grdeuctiorregbestodhanenttity progustioaedguast sthiesRbfcda®ing of
showing the issuer of the IC card 703. Step ST727: When the SAM chip
7®BarcéVES an entity production request, it performs polling with the IC

card 703. 5 Step ST728: The entity generation task 771 of the SAM chip

708, afte? fieish#W7He polling, judges if the number of the IC card entity

data 773x present in the SAM chip 708 is within the maximum number :
defined ihthe B¢ cohimai@ ®fcwe 108script gosogiiaen appithivathéon element

maximum number, it proceeds
data APE specified at step ST741 for the usage spec1f1ed

at step ST741.

Step ST751:

The SAM chip 708 or 708a does not use the application
element'data APE specified at step ST741 for the usage
specified at step ST741.

Further, when executing a job at step ST704 of the
above explained FIG. 128, when the SAM chip 708 transfers
deta with the IC card 703 in accordance with the routine
defined by the application element data APE, the SAM chip
708 views the AP management table data 7300_1 to 7300_3 shown
in FiG. 125 to acquire the key data K_CADR corresponding

*®

to that application element data APE and uses that key data

- K _ CARD to access the memory 750 of the IC card 703.

Next, the overall operation of thercemmunication
system 701 shown in FIG. 109 will be explained.

FIG. 131 and FIG. 132 are views for explaining the
overall operation of the communication system 701 shown in

FIG. 109
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to the processing of step ST729, while if not, it ends the processing. Step
ST729: The entity generation task 771, for example, specifies, 15 based

on the data showing the issuer of the IC card 703 stored in the entity
production request, which service bgsigi sfl 1C card entity template data

to use and uses that specified IC card entity plate data to generate the IC

card entity data 773x. 20 This corresponds to the instance generation

shown in @Plﬁ??éi’e‘p ST730: The SAM chip 708 outputs to the ASP

server 719 the entity ID of the IC card entity data 773 x generated at step

25 ST729 X%t85 5733 DEFIPRS RS Bartl Protedtre’hindgenent pakty

772 of the SAM chip 708 investigates the services which can be utilized

by TS L& P2 THASR SPEYaSRg BRdRssRITy RFodies Rbakowsript
5in FIG. 127 _Step ST732: The IC card procedure management task 772
oPHRIERTE chip'zde alfbrticaftRdndddgifntey oF i ru ckhe7p3 oThissing

igprocessin corresponding to the job Al shown 10 in FIG. 127.

ranSactions performed by the service businesses using
the IC card 703 for example on the personal computers 716_1,A
716_2, and 716_3_shown in FIG. 109.

- Further, the manager of the SAM chip 708 produces the
AP management table data 7300 _1 to 7300_3 corresponding to
the service businesses 715_1 to 715 3.

Step ST722:

The AP management table data 7300_1 to 7300_3 préduced
at step ST721 are stored in the external memory 707.

Further, the script programs 721_}, 721_2, and 721 3
produced at step ST721 are downloaded ffom the persénal
computers 716_}, 716_2, and 716_3 through the Internet 710,
ASP server 719, and SAM chip 708 to the external memory 707.
The processihg for that download, as shown in FIG. 118, is
managed by the script download task 769 in the SAM chip 708.

Step ST723:

The script interpretation task 570 in the snﬁ chip
708 shown in FIG. 118 uses the AP manaéement table aa;ta 73‘00_;1
to 730Q_3Vand script program to generate IC '‘card entity.
template data, an input data block, output data block, log

data block, and computation defining data block for each
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Step ST733: The IC card 703 authenticates the legitimacy of the SAM
chip 708. This is processing corresponding to the job A2 shown 15 in

FIG. 127. According to steps ST732 and ST733, the IC card 703 and
SAM chip 708 are mutually authenticated. At this time, as explained
earlier, in accordance with the applicafidd efement data APE being
executed by the SAM 20 chip 708, the AP management table data 7300 1
tS RIS hbivRineSS: 121 are viewed, the key data K -CARD is
acquired, and that key data K CARD is used for the mutual authentication
between fHasSaRnerp 708 art@Pis75toftht '@ cale: 7830 54@@: unit 765
ST734: 25 The IC card procedure management task 772 of the SAM 252
cRib 788ereBte phimrit8 & asd required fBIthe pradedures with the IC
card 703. This is processing corresponding to the jobs R, W shown in
FIG. 127.3eBrtfi&r 34e IC card procedure management task 772 uses
the processing formula specified based on the pre-processing data of the
IC card efht§ dEt&7 738 ahdisussh tHeed € read-foidthe IC card 703 to

perform the predetermined computation processing. 10 Step ST735:
As shown in FIG. 113, the memory 750 of the IC 703a

of the IC card 703 stores the key data used for transactions
by the user with the service business contracted with.

Note that, the contract between the user and a service
business may also be concluded after issuance of the IC card
703 through the Internet 710 etc.

Step ST725: |

For example, when the user uses the personal computer
705 to access the server 702 through the Internet 710 to
try to purchase a product, the server 702 issues a prodessing

request through the Internet 710 to the ASP server 719.

t

When the ASP server 719 receives a processing request

from the server 702, it accesses the personal computer 705

.through the Internet 710. Further, a processing requesting -

relating to the IC card 703 issued from the card reader/writer

704 is transmitted through the personal computer 705,

~ Internet 710, and ASP server 719 to the SAM chip 708.

Step ST726:
The ASP server 719 outputs to the SAM chip 708 an entity

production request. That entity production request stores
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The IC card procedure management task 772 of the SAM chip 708
outputs the processing result of step ST734 to the ASP server 719. Step
ST736: 15 For example, the IC card procedure management task 772
deletes the IC card entity data 773-x. As explained above, according to
the communication system 701 andSARCunit 709, by configuring the
application program AP using a plurality of application element data 20
APE&hasising Biee ARemasagemeniftableedata angAP B ¢able data to
define the computation content of the application element data APE, it is
possible t8 {rEVviB& BR/Erse services using the IC card 703. Further,
according to the communication system 701, 25 it is possible to use the
AP mana§&senti|SddfacintpAP PR 53 telile dataio faxiiyegliz8duction
utilization of application element data APE in the same SAM and
ufiaNes bf ddplieetidireiemarn HhimdPEidiwera differeat-SANS3vhile
maintaining a high security. 5 Further, according to the communication
system 7&Eewh8H Udfhyg application element data APE between different
SAMs, since mutual authentication is performed between the SAMs, it is i
possible EHfmprac fie seweinadhihe dpplikativhipregrarhe ShMIdiap 708,
according to the communication system 701,

after finishing the polling, judges if the number of the

IC card entity data 773 _x present in the SAM chip 708 is
within the maximum number defined by the SC command of the
script program. If within the maximum number, it proceeds
to the processing of step ST729, while if not, it ends the
processing. |

étep ST729:

The entity generation task 771  for example, specifies,

- based on the data showing the issuer of the IC card 703 stored

in the entity production request, which service business(]

t

IC card entity template data to use and uses that specified

IC card entity plate data to generate the IC card entity

~ data 773 x.

This cor#esponds to the iﬁstance generation shown in
FIG. 127.

Step ST730:

The SAM chip 708 outputs to the ASP server 719 the
enti{iy ID of the IC card entity data 773 x géneiated- af: step

ST729 at step ST731.
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_ thel

- possible 10to start the p

by allocating a SAM ID of the same class to the application programs of
the same service business, it is possible to prevent complicated mutual
authentication processing from being performed between application
element data APE of 15 application prggrams of the same business and
thereby lighten the burden of management of key information and
processi eofilg:e §aAM chifp. Further, according to the communication
system 701: itiS possDIPTCIE AR RERAAPEART deRsh7 Il forofio the SAM
egﬁlﬂéprg s}_nlgvfog Ejt_ocegures occurring with the.IC card 703 and have

card procedire Managernft SRk AR Ts e IuFaRy B badized
qp}itytglaeta 3(>:< 1o éi %l aneously proceed with processing relating to the
plurality of cards 703" 25 Further, according to the authentication
system 7, i2543{ since it is sufficient to store the IC card entity data 773x
actually used for th& procee&hgdor e REBARFowintRe theragPuR® shown
7i§§,gieG§tO£ areas of the storage unit 765 can be efficiently utilized. 5
Further, according to the authentication system 701, as shown in FIG.
127, sincg,the s f execution of jobs processed by the IC card
procedurgstrﬁgneétgte‘;nglgﬁt task 772 are managed divided into post-startup

states anlql%or]t_leleted c§tat)_§zs, aﬁer starting to execute one job, it is
FOCRSENyTor ARBAET P tha Yratd {faififg the SAM

chip 708 authenticates the legitimacy of the IC card 703.

This is processing corresponding to the job Al shown

in FIG. 127,

Step ST733:

The IC card 703 authenticates the legitimacy of the
SAM chip 708,

This is processing correspondiﬁg to the job A2 shown
1n FIG. 127. |

According to steps ST732 and ST733, the IC card 703
and SAM chip 708 are mutuailly authenticated.

At this _timev, as explained eariier, in accordance with
the application element data APE being executed by the SAM

chip 708, the AP management table déta_7300__1 to 7300 3 shown

'in FIG. 121 are viewed, the key data K CARD is adquired,

and that key data K_CARD is used for the mutual authentication
between the SAM chip 708 and CPU 751 of the ‘IC card 703.
Step ST734:

The IC card procedure management task 772 of the SAM
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for data from the IC card 703. Therefore, it is possible to eliminate the

wait time due to the transfer of data with the IC card 703 through the

Internet 710. Further, according to the authentication system 701, 15 the

AP management table data 73001 to 73093 describe in them names

showing the types of services provided by the individual service

busings that.is, the APE N, the numbers of services used in the IC

cgﬁjg%???)}ndr the key - data G5SE TR oTRANIFBde SRR ithe Bragedures
Id,in 20.the externgl memory 707. Therefore, service businesses

%?ﬁoé%%sfnot(fﬁg <éei\?g:go[oers of the SAM chip 708 can customize

their ownﬁpf)gclatsionr@ograms runnifr%_g on the SAM chip 708_2311

producing script prégrams 7218 T2 SiRersinghiodbimidalsRndinshown

through the P chip 708 to the external 25 memory 707. That is, service

businesses 7151 to 7153 can 255 customize their own application

programs;\yithout the service, businesses being informed of the key data
or operational S)lcl%lr:n’meﬁjrl? s for d'ffaéﬁﬁi/%ﬁgfa’?ﬁ?‘g‘fﬁe'fe‘&%ﬁf’?ﬁgﬁr bk 772

highly cepfidential data. Further, the service husinesses 5 do not have to
know the key%c]l%té: o?galrr(ljgop?eorgﬁgﬁﬁ hansardSdRaratoniziitethe

lcation progeams. s the Joad on service businesses is lightened.
%Efther, accordin%[?o g[ﬁae aut %n%gaetiogr?%y%?gré ﬁﬁ?%ﬁ%ed&ﬁﬁp%t&ﬁm’i‘ and
qeadent spanping.a plurality of services_10 can be defined, it is possible to
provide diverse S‘(_:‘rvim:)as rom the I(]f card 703 to perform the
predetermined computation processing.

Step ST735:

The IC card procedure management task 772 of the SAM

chip 708 outputs the processing result of step ST734 to the

ASP server 719.

Step ST736:

For example, the IC card procedure management task

772 deletes the IC card entity data 773 x.

[}

As. explainéd abover, according to the communication

. systen 701 and SAM unit 709, by éonfigu:ing the application

program AP using a plurality of application. element data
APE and using the AP management table data and APP table

data to define the computation content of the application

-element data APE, it is possible to provide diverse sers}ices

using the IC card 703.

Further, accoi:ding to the communication system 701,

it is possible to use the AP management table data and APP
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combining a plurality of services in the range of services which are
executed simultaneous with allowance at the IC card 703 side. Further,
according to the authentication system 701, 15 by introducing the concept
of the data block, the data input and oifgut with the IC card 703 and the
log data can be easily managed. 256 CLAIMS: 1. A data processing

d by which a semicqngductor circuit or a semiconductor storage_ ]
g%)%%reﬁusx %@ests?blg ?/xsleql?r(f%eﬁﬁcaojn’dﬁﬁto?%dﬁmoﬁfs aRrddrantion
ryarirgaiglg iq:s%igtsa{argiggnduct% circuit, wherein said semiconductor circuit
has a sottware atriictire CompRsEa8Fa it aff bridyetd 2RBHRRIRE
dgwqoada%i]gngtu(ﬁ verifi%ati ntkey information corresponding to each i
|ayer able to be viewad By sard teeMitd BT SRt iErraat, SAMs while
Q&gg%st%n%mgth%d E}Qm rising the steps of: verifying by said
semiconductorcireutt owriis d’rsjrd:ﬁ’ature information generated in

accordarkc‘g vt\:/it‘h a downloag _reguest using said download signature

verification key mirmaton whar réiviRg saRfgsihicad i uses trg 701,
when using application element data APE between different.
SAMs, since mutual authentica.ltion is performed between the
SAMs, it is possible to improve the security of the
application programs.

Further, according to the communication system 701,
by allocating a SAM ID of the same class to the application
programs of the same service business, it is possible to
prevent complicated mutual authentication processing from
being performed between application element data APE of
application programs of the same business and thereby lighten »
the burden of management of key information and processing
of fhe SAM chip.

Further, according to the communication system 701,

it is possible to generate IC card entity data 773 x for

‘each processing for procedures occurring with the IC card

703 and have the IC card procedure management task 772 use

the plurality of IC card entity data 773 _x to simultaneously

-pr.OCeed with processing relating to the plurality of IC cards

703.

Further, according to the authentication system 701,
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allowing by said semiconductor circuit the issuer of said download

request to download a program of a layer corresponding to the download
signature verification key information used for that verification conditional

on said download signature informqtioﬂsgeipg legitimate. 2. A data

processing method as set forth in claim "1, further comprising the steps of:
storing by an authentication apparatus access master key information
c&’fé‘sﬁoﬁéﬁﬁgﬁ&&‘f@éﬁ&%igﬁ at558r&Realisvea e nddvivodeltd 773_x
beloggs transmitting by said authentication apparatus said download
reacfues?}o{gall&is?é?n ShdbE®RIeGR sSSP askabyEbsicititremtatdd in the
aggaratus the access master key information to generate said download

28 758G Mo fRtioiXA SFRTSAR tREedGvSBathsighbarage unit 765
information to said semiconductor circuit. 3. A data processing method as
sePforttin H AT 1o Rirher #binteae the steps of: storing by an
authentication apparatus identification information of said semiconductor
circuit ar?d%ﬁé‘rgﬁﬂn§B§%ﬁfﬁlﬁlﬁfth5ﬂtiE&ﬁoﬁ%ﬁﬁ&‘&%&éﬂ@‘sa’rdstem 701,
identif'%:ation jnformation as plain text using said access master key

informaton to gentrate oS itadiBe IhAkRInREicRarIEsSeg et jobs-

download m(g
processe

%§r¥§é IC card procedure management task 772 are
managed divided into post-startup states and completed
states, after starting to execute one job, it is possible
to start the processing for another job in the state waiting
for data from the IC card 703. Thexrefore, it is possible
to eliminate the wait timé due to the transfer éf data with
the IC card 703 through the Internet 710.

Further, according to the authentication system 701,
#he AP management table data 7300_1 to 7300_3 describe in
them names showing the types of services provided by the
individual service businesses, that is, the APE N, the
numbers of services used in the IC card 703, and the key
data used when providing those services. These are held in
the external memory 707. Therefore, service businesses 715 1
to 715 3 not the deveklo'pers of the SAM chip 708 can customize
their own application programs running on ﬁhe SAM chip 708
by producing scfipt programs 721 1, 721 2, and 72}_3 aﬁd
downloading them through the SAM chip 708 to the extern#l

memory 707. That is, service businesses 715_} to 715 3 dan
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information to generate said download signature information. 4. A data
processing method as set forth in claim 2, further comprising the steps of:
storing by said authentication apparatus first access master key

information corresponding to said Iayeg 5vgl)he_re download to said

semiconductor circuit'is allowed and oihe or more second access master

key information corresponding to one or more higher layers of said layer

afid SERRISP sEhrddtivrmiapRh bl an PRad firnsavdddwomtstirkeervice
information and said one or more second access master key information
iPYERdaRses cRRiRtodd Exgmadreofifdihmtionys 9a Hataoproopssiag-ional
method as set forth in claim 2, further comprising a step of performing by
sSRFEaREMtERTorfAgIRaEls mosr birerthatiFOwithsdid703 or other
semiconductor circuit, then transmitting said download - signature
iftdFhddorrRrGideshicohdiztet cirfurthss 6. hhdataprovessifgusinesses
method as set forth in claim 5, further comprising the steps of: storing by

<R Bah&rrieattn kppurdhe ke dadarrentieatichapsastetiional commands
information and identification information of said semiconductor circuit, :

SFRRDLAY Py F Al chheaftiPadsabiRis@gograns, so the load on

the service businesses is lightened.

Further, according to the authentication system 701,
since computation content spanning a plurality of services
can be defined, it is possible to provide diverse services
combiﬁing a plurality of services in the range of services
which are executed simultaneous with allowance at the IC
card 703 side.

Further, according to the authentication system 701,
by introducing the concept of the data block, the data input
and output with the IC card 703 and the log data can be eas-ily

managed.



identification as plain text using said mutual authentication master key
information to generate mutual aut ication key information, and using
by said authentication apparatus said mutual authentication key
Cirfarsation for mutual authentication with said semiconductor circuit. 7. A
data processing methqd as set forth in.claim 1, wherein the softwar
structu%é of sg‘f% ser%qﬁ(:g%%ducPol?OgierzgusltliIsl%lassI}}%t |(r)1§) a fﬁg Iayc\fr}1 %?h
serhichronly @t aranaget of said semicondector sisuitisrgivert adowrtdadrage
af ot a:seeond layer pogitigned higher, than said first. layer and to which g, ; ¢
ogram for operating a predetermined integrated circuit belongs, and a
dehvirdl ¢ey@® pogitioned digiaer tharisaid sgcondlaye?and to semiélrapductor
c@ggl@@gipn program defining transaction procedure content using said
integrated circuit belongs. 8. A data processing method as set forth in
claim Ph@kedein $ad thtet B Ifbaitie moGAteaYA B cArPand sRf tware
s Benuganductep gircuit-aceesses sajchintegrated creuii ifrawgh @nd having
communication line and a communication apparatus connected to said
deymhfficatiors iHE 3 W ata protessihgTheiod as &&tforth ikthamatLon

cWherelp applieation rogeams aagresponding tows plyeality péhuainessessaid
performing transactions using 259
semiconductor circuilt,

a

said data processing method comprising the steps
of:

verifying by said semiconductor circuit download
signature information generated in accordance with a
download request using said download signature
verification key information when receiving said download
reguest, and

allowing by said semiconductor circuit the issuer
of said download request to download a program of a layer
corresponding to the download signature verification key
information wused for that wverification conditional on

said download signature information being legitimate.

2. A data processing method as set forth in claim
1, further comprising the steps of:

storing by an authentication apparatus access
master key information corresponding to a layer to which
a program allowed to be downloaded belongs,

transmitting by said authentication apparatus said
download request to said semiconductor circuit, and

using by said authentication apparatus the access

master key information to generate said download



said integrated circuit belong to said third layer, firewalls are defined for
said plurality of application progra nd data transfer or data viewing
between said application programs‘through said firewalls is restricted.
s 16nAtdata processinguaethod as setiforthtinataimi 2, furtties comptisinglaad
s §igbs when detecting a physical extemal force applied o said ., 1
agthentication apparatus” by whic said°access master ey information
might Be illicithy ajperatedron;aetsting mesaiddutirentiehtid rdpgparatus1aim
1 automatcally é&'ﬁ’r%srti’%fl%%c%%sé m%%tﬁé kgy information. 11. A .
semiconductor circuit having a Software structure comprised of a plurality
of layess, @aichgemicohductor cireuit able s Yen-dowhibad signatiearatus
iég fication key Inforrpation, carrespopding 19 £ach IAYSLVEINVIDG i rcuit
ownload signature information generated in accordance with a download
apstuest using said download signature verification key information when
receiving a, downlpad gequest andalianing fhe,issugr of sid-dawnloads i ng
request to download a program of a layer corresponding to the download
s gigRatlre VEAfidtRRIKEY iRFRETGHT ssd P tRARVEIfiESHTN tBiRaY sald
aé%%lgc@nﬂggt@églr%@yori% £36MiseRducteStgEage, Glrctit ascassible Master
sai
key information and wusing the downlocad master key

information to generate said download signature
information.
4. A data processing method as set forth in claim

2, further comprising the steps of:

storing by said authentication apparatus first
access master key information corresponding to said layer
where download to said semiconductor circuit is allowed
and one or more second access master key information
corresponding to one or more higher layers of said layer
and

using by said authentication apparatus said first
access master key information and said one or more second
access master key information to generate said download

signature information.

5. A data processing method as set forth in claim
2, further comprising a step of performing by said
authentication apparatus mutual authentication with said
semiconductor circuit, then transmitting said download

signature information to said semiconductor circuit.



semiconductor circuit conditional on said download signature information
being legitimate. 7.2. A semiconductgycircuit as set forth in claim 11,
wherein the software structure of said semiconductor circuit is classified

into a first layeh folarhich ontyes 260gnTamaberofsaid semicorducigr claim

cir is.give ! ri I itioned higher than
5G4 4 S, given. a downl ighL, a.5egand layer positioned higher tha
Said 'lj?st ayer and to vg}?%h aprograr%for operating a predetermined
integraséd citodit Pelongs lahd awhirgayjergdositibnaPhighetthan saiptual

2 SeeNcIayer and tq, which an.application prograyy defining HaRsagtiolation
_procedure content using said integrated circuit belongs. 13. A
igémicontbietor efrcai &9 seeTorPRRI&IRY 1 1C Wheteif said integrated

circuit isfnoynted- g a gard and faid seAusandusiorgircuilaccessessaidaid
integrated circuit through a communication line and a communijcation

i dpparafiscédrimitted i saidRbimunichfdt line Yot MWsemitdhductdru tual
aGiFgltas setforh innglaim 13  mperainr appbeation pregradserate mutual
corresponding to a plurality of businesses performing transactions using

audiheRteratettirdit betdHy io eHid @hird RSEr, firewalls are defined for

said pluralibofiapplication progams. andidata dppsafes ondataaiewingitual
between said application pro%rams through said firewalls is . .
authentication key information “for mutual authentication

with said semiconductor circuit.

7. A data processing method as set forth in claim
1, wherein the software structure of said semiconductor
circuit is classified into a first layer for which only a
manager of said semiconductor circuit is given a download
right, a second layer positioned higher than said first
layer and to which a program for operating a
predetermined integrated circuit Dbelongs, and a third
layer positioned higher than said second layer and to
which an application program defining transaction

procedure content using said integrated circuit belongs.

8. A data processing method as set forth in claim
7, wherein

said integrated circuit is mounted in a card and

said semiconductor circuit accesses said integrated
circuit through a communication line and a communication

apparatus connected to said communication line.

9. A data processing method as set forth in claim
7, wherein application programs corresponding to a

plurality of businesses performing transactions wusing



restricted. 15. An authentication apparatus used for authentication when
downloading a program running in &@ssemiconductor circuit to a
semiconductor circuit having a software structure comprised of a plurality

s af fhye¥s bp 94 3ERcoribE®dt Stordge ldppfaratus acéedsibleByithat taver,

£ semisanductor cirellts saickauthentication appatafus:Sforing ageessi cation
master key information corresponding to a layer to which a program

PEARREY0 bR WGt BBIBAGE, 261 fahsmittify'sdid dowhisag® Said

apeduesito said semicopgdustor ciccuilbagd using4hat access-masterkey is
information to generate said download signature information and

r¢2hEAfitRG that download signature information to said semiconductor
circuit. 16. An authentication apparatus as set forth in claim 15, which:
stores jdentification information of said semiconductor cir%uit nd . .
= ﬁ?h in claim

encryp}[Q 5aid heﬂﬁﬁ@at%ﬁolﬁfo?%jaﬁgn%estﬂgl &kt ﬁ%ing said access
2 masterkeydnformatidns tiogenerade egigwnlbachmalsteekey informnatioryanda 1

ex ’g g?: It}t]ﬁt d?‘(’)\lg !:Oea d arBS ?Ltf ¢ 5 Y0 fogrg S’}g natg 9808 rcaij[?: e &do%owa”é%%dr atus

by which said access master key information might be
illicitly operated on, deleting by said authentication
apparatus automatically said stored access master key

information.

11. A semiconductor circuit having a software
structure comprised of a plurality of layers,

said semiconductor circuit able to view download
signature verification key information. corresponding to
each layer,

verifying download signature information generated
in accordance with a download request using said download
signature verification key information when receiving a
download request, and

allowing the issuer of said download request to
download a program of a layer corresponding to the
download signature verification key information used for
that verification to that semiconductor circuit or a
semiconductor storage circuit accessible by said
semiconductor circuit conditional on said download

signature information being legitimate.

12. A semiconductor circuit as set forth in claim
11, wherein the software structure of said semiconductor

circuit 1s classified into a first layer for which only a



signature information. 17. An authentication apparatus as set forth in
claim 16, which: stores first access gagster key information corresponding
to said layer where download to said semiconductor circui~ is allowed
mamebee ofmoed Secmil acoesseinaster kegunformaticnicrespoddinglitead
rRe0r motelIgher lavera of sid ayeland uses el rstapcess master s
y information and said one or more second access master key
lanfermationdo géRreratesaidhdownload Sigpiafife infoPatioAPE82ARNY 2

pAventication apparatus Asises forth in. faim 16, \which performs mutyd; rq

authentication with said “semiconductor circuit, then transmits said
1aiownloBE Sdighareelinfolmatsn tohslid seridondaaerdirchitys62 #8danto

w@i‘g?lent?%?on apRaratusassset fopthdg relaim 18e whichs: stores mautakt i on
authentication master key information and identification information of
PEARPSEHRORBNERR CiretitNEnGIpts Sl feification'as Bain fet G8Mg -
said mutual authentication master key information to generate mutual
authentication key information, and uses sajd mutual authentication keg ,
%‘Irc]urii. laim

information for* iR ERRASHRTioR With'said S8micohddcior

11, wherein
said integrated circuit is mounted in a card and
said semiconductor circuit accesses said integrated
circuit through a communication line and a communication

apparatus connected to said communication line.

14. A semiconductor circuit as set forth in claim
13, wherein application programs corresponding to a
plurality of businesses performing transactions using
said integrated «circuit belong to said third layer,
firewalls are defined for said plurality of application

programs, and data transfer or data viewing between said

application programs through said firewalls is
restricted.
15. An authentication apparatus used for

authentication when downleocading a program running in a
semiconductor circuit to a semiconductor circuit having a
software structure comprised of a plurality of layers or
a semiconductor storage apparatus accessible by that
semiconductor circuit,

said authentication apparatus:

storing access master key information corresponding
to a layer to which a program allowed to be downloaded

belongs,



20. An authentication apparatus as set forth in claim 16, which, when
detecting a physical external force qlied to said authentication

apparatus by which said access master key information might be illicitly
operated aorzrautamaticallysdelétes shidsfored accessymaster keyo said

< w%ci_rcrg%tl n. t2%.rACprogran% to Eti)gdexecuted by a semiconductor circuit

aving a software sjfﬁJc]tlulre'comprised of a plurality of layers, said
progransdéomprisiig @ roatineefos venfgingdownlvad sighatipemation  to

snfermation genergted ig ageprdance with adqynload requestwien,  ang

receiving such a download request using'said download signature
tyerificatibh key irforhatidprafle xdrressorling Ryémih sl plealitycef said
slayers,,anda routine. far allowing the issuer of said download request to

download a program of a layer corresponding to the download signature
verification key information used for that verification to that semiconductor

circuit 9za semicondugterstorage;clicuit geeessidlebyasaidset  forth in
semiconductor circuit conditional on said download signature information
chainy IégitimAe-C63- Data Processing Method And Its Apparatus

ABSTRAG T En accordancerwith eidurality ehprogessingrequests,  said
semiconductor circuit and

encrypts said identification information as plain
text using said access master key information to generate
download master key information and uses that download
master key information to generate said download

signature information.

17. An authentication apparatus as set forth in
claim 16, which:

stores first access master key information
corresponding to said layer where download to said
semiconductor circuit is allowed and one or more second
access master key information corresponding to one or
more higher layers of said layer and

uses said first access master key information and
said one or more second access master key information to

generate said download signature information.

18. An authentication apparatus as set forth in
claim 16, which performs mutual authentication with said
semiconductor circuit, then transmits said download

signature information to said semiconductor circuit.



a SAM chip generates IC card entity data including job 5 execution order

data showing an order of executiong§-a plurality of jobs forming

processing in accordance with a processing request and status data

showiAd a stafenof aproleessicfalkeentionrsisaitplarakty ofjobs fopehbh in
C P£§ﬁldl%rocg§§gg requests. Further, the SAM chip selects 10 one entity

data from said plurality of entity data, selects and executes the job to be

execURSdPA®a basEd dh the shrns ideta HAd processihg stlerddta gFahten

arsglected.entity data.; gpd updatesiihe status data ig acqordapge wWitductor
execthlcon of.said job. Figure 1
circuit,

encrypts said identification as plain text using
said mutual authentication master key information to
generate mutual authentication key information, and

uses said mutual authentication key information for

mutual authentication with said semiconductor circuit.

20, An authentication apparatus as set forth in
claim 16, which, when detecting a physical external force
applied to said authentication apparatus by which said
access master key information might be illicitly operated
on, automatically deletes said stored access master key

information.

21. A program to be executed by a semiconductor
circuit having a software structure comprised of a
plurality of layers,

said program comprising:

a routine for verifying download signature
information generated in accordance with a downlocad
request when receiving such a download request using said
download signature verification key information of a
corresponding layer in said plurality of layers, and
a routine for allowing the issuer of said download
request to download a program of a layer corresponding to
the download signature verification key information used
for that verification to that semiconductor circuit or a
semiconductor storage circuit accessible by said
semiconductor circuit conditional on said download

signature information being legitimate.
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Data Processing Method And Its Apparatus
ABSTRACT

In accordance with a plurality of processing requests,
a SAM chip generates IC card entity data including job

‘execution order data showing an order of execution of a

piurality of jobs forming processing in accprdance with a
processing request and status data‘ showing a state of
_ptogre;s of execution of said plurality of jobs for each
of said processing requests. Furthexr, the SAM chip selects
one entity data from said piurality of entity data, selects
and executes the j‘ob.to; be executed next based on the status
data §hd processing oxrder data of séid selected entity data,

and updates the status data in accordé.nqe with execution

of said job.

Figure 1



