(12) | NTERNATI ONAL APPLI CATI ON PUBLI SHED UNDER THE PATENT COOPERATI ON '
TREATY (PCT) (19) World Intellectual Property Organization |International @D
Bureau Title: METHOD AND SYSTEM FOR PROVI DI NG BUS ENCRYPTI ON BASED ON
CRYPTOGRARHINTrRENX TIONGHARGE CAION IPEBLISHED BYBRRETHE FRATEECOOIRRATION TREADY @Crj NQ
digital content stored (112) on a storage medi um (108) from unaut hori zed

copyi ng. The system i ncl udes a nunber g 1 to ge mm
I T e AR

encr ypt i(t9 Worll Intelleetnal Property Quganizatide c 14
. W a st or agg;gidi um

containing a key distribution data bl i B, 110) ~ using an encryption
bus key (1248) IigernationdlPublicatiendité i ng t he encrypt(é&) In@matienabP ublichtipmNipmber
*(106) . The dAdlopeiter 390248 10:2802) s deri vVB@Dased on WOI 025080176 tAGn of the

key distribution data bl ook (110\ at _least one device keég (1 |6) assi gned
,to the (enamy’pitiompmutxsgssﬁ@mand ¢hs 20/00) C @310 ®Bsiiaidesthid yradol®: RE)ADENL, AM, AT, AU,
generat or HOAhELsAecr ypt i on subsystem i s couplA@dat BB, BASRAM B, BASHI N, e CRy(|Y
the encrypted data received over the data b&é Qishk Ma%ié@r%ﬂis i 9B GR éiH(

140) de® Jeserntsigend pplcstiontNumbess t PATJSBYAIHN of %ﬁ;g@ g{;? ﬁﬁﬁ“@éﬁ#

bl ock, at |east one device key 130 assig RO RS UBSYSIEM
and t hé%d\‘f&'@“‘@@h%‘k'&t"étﬂ bz/Mf‘rH‘G'O (’1%9% Yener af o, 5L, TJ, TM, TN, TR, TT, TZ, UAR UG, UZ, VN,

YU, ZA, ZM, ZW.

(25) Filing Language: English
(84) Designated States (regional): ARIPO patent (GH, GM,
(26) Publication Language: English KE, LS, MW, MZ, SD, SL, S8Z, TZ, UG, ZM, ZW),
Burasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
(30) Priority Data: European patent (AT, BE, CH, CY, DE, DK, ES, FI, FR,
09/823,423 29 March 2001 (29.03.2001) US GB, GR, IE, IT, LU, MC, NL, PT, SE, TR), OAPI patent
(BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, ML, MR,
(71) Applicant: INTEL CORPORATION [US/US]; 2200 NE, SN, TD, TG).
Mission College Boulevard, Santa Clara, CA 95052 (US). Published:

—  with international search report
(72) Inventors; TRAW, Brendan; 10859 NW Supreme Court,

Portland, OR 97229 (US). RIPLEY, Mike; 1222 NE 56th

(88) Date of publication of the international search report:
Court, Hillsboro, OR 97124 (US).

5 June 2003

(74) Agents: MALLIE, Michael, J.; Blakely, Sokoloff, Taylor  For two-letter codes and other abbreviations, refer to the "Guid-
& Zafman, 7th Floor, 12400 Wilshire Boulevard, Los An-  ance Notes on Codes and Abbreviations" appearing at the begin-
geles, CA 90025 et al. (US). ning of each regular issue of the PCT Gazette.

(54) Title: METHOD AND SYSTEM FOR PROVIDING BUS ENCRYPTION BASED ON CRYPTOGRAPHIC KEY

EXCHANGE
102 00 04
"I”m B o — aa | (128 HOSTDRVICE

i- 116 | !- 130}

*162162* ! i |

! ) 132 |

{ 1 !

f ]

{

: E !

‘ ': : 134}

H il !

: il 1381

! ONE-WAY i i

} | FUNCTION i [

' 14y | il 140!

i BUS KEY i i1 '

! C e ! )

¢, : 126 g 142

< ENCRYPTION == :

f— i |- U !

L . ! [ !
—
~
|

> (57) Abstract: A system is described for protecting digital content stored (112) on a storage medium (108) from unauthorized
copying. The system includes a number generator to generate a nonce, an encryption subsystem (114) and a decryption subsystem
~~ (128). The encryption subsystem encrypts data accessed from a storage medium containing a key distribution data block (MKB,110)
using an encryption bus key (124) prior to transmitting the encrypted data via a data bus (106). The encryption bus key is derived
based on at least a portion of the key distribution data block (110), at least one device key (116) assigned to the encryption subsystem
and the nonce generated by the number generator. The decryption subsystem is coupled to the data bus to decrypt the encrypted data
received over the data bus using a decryption bus key (140) derived based on at least a portion of the key distribution data block, at
least one device key (130) assigned to the decryption subsystem and the nonce generated by the number generator.
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