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PALM SCANNING SERVICE PROVISIONING METHOD AND 

RELATED APPARATUS 

RELATED APPLICATION 

[0001] This application claims priority to Chinese Patent Application No. 202410372173X, 

filed with the China National Intellectual Property Administration on March 27, 2024, and entitled 

"METHOD FOR ACTIVATING PALM-SCANNING SERVICE AND RELATED APPARATUS", 

which is incorporated herein by reference in its entirety. 

FIELD OF THE TECHNOLOGY 

[0002] The present disclosure relates to the field of computer technologies, and in particular, 

to technologies related to a palm-scanning service. 

BACKGROUND OF THE DISCLOSURE 

[0003] A palm-scanning service refers to a related service performed based on palm feature 

information of a user. Common palm-scanning services include, but are not limited to, 

palm-scanning payment, palm-scanning check-in, palm-scanning membership identification, and 

the like. Since the palm-scanning services have high security and convenience, they have been 

rapidly popularized and applied in many scenarios. 

[0004] Currently, if a user intends to use a palm-scanning service, the user needs to activate 

the palm-scanning service first by using a dedicated offline palm-scanning device. Using activation 

of a palm-scanning payment service as an example, the user needs to collect a palm feature by using 

a palm-scanning device deployed at an offline merchant. After collecting the palm feature, the 

palm-scanning device correspondingly displays a QR code. In this case, the user needs to scan the 

QR code by using a specific application to associate an account logged in on the application with 

the palm feature collected by the palm-scanning device. This facilitates subsequent bill deduction 

from the account when the palm-scanning payment service is used. In this way, the palm-scanning 

payment service is activated. 

[0005] During activation of the palm-scanning service, the user needs to spend a long time 

interacting with the palm-scanning device offline to successfully activate the palm-scanning service, 

which results in low efficiency of activating the palm-scanning service and poor user experience, 

and may also affect other users from using the palm-scanning device. In addition, the 

palm-scanning device that supports activation of the palm-scanning service has high display 
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requirements, that is, the palm-scanning device is required to have a large screen to clearly display 

the QR code for triggering account binding, resulting in high deployment and maintenance costs of 

the device. 

SUMMARY 

[0006] Embodiments of the present disclosure provide a method for activating a 

palm-scanning service and a related apparatus, which can improve efficiency of activating a 

palm-scanning service, enhance user experience of activating the palm-scanning service, and no 

longer have special display requirements on a palm-scanning device that supports activation of the 

palm-scanning service, thereby reducing related deployment and maintenance costs of the device. 

[0007] According to a first aspect, the present disclosure provides a method for activating a 

palm-scanning service, performed by a terminal, the method including: 

[0008] displaying, in response to a pre-activation operation on a palm-scanning service, a 

palm enrollment interface by using a target application running in the terminal, a target account 

being logged in on the target application; 

[0009] displaying, in the palm enrollment interface, an image captured by a camera of the 

terminal; and 

[0010] notifying, when it is determined that palm information of an object in the image 

satisfies a palm enrollment condition, a server to record pre-enrolled palm data corresponding to the 

target account, the pre-enrolled palm data being determined according to the image, and the server 

being configured to activate, when palm data collected by a palm-scanning device matching the 

pre-enrolled palm data is detected, the palm-scanning service for the target account according to the 

palm data. 

[0011] According to a second aspect, the present disclosure provides a method for activating 

a palm-scanning service, performed by a server, the method including: 

[0012] obtaining palm data collected by using a palm-scanning device; 

[0013] detecting whether target pre-enrolled palm data matching the palm data exists in a 

pre-enrollment database, the pre-enrollment database being configured to store a correspondence 

between pre-enrolled palm data and an account, the pre-enrolled palm data being determined 

according to an image captured by a terminal, the image being captured by the terminal in response 

to a pre-activation operation on a palm-scanning service, and the account corresponding to the 

pre-enrolled palm data being an account logged in on a target application running in the terminal; 
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and 

[0014] if the target pre-enrolled palm data is detected to exist, determining a target account 

corresponding to the target pre-enrolled palm data, and establishing a correspondence between the 

target account and the palm data to activate the palm-scanning service for the target account. 

[0015] According to a third aspect, the present disclosure provides an apparatus for 

activating a palm-scanning service, including: 

[0016] a display module, configured to display, in response to a pre-activation operation on 

a palm-scanning service, a palm enrollment interface by using a target application running in a 

terminal, a target account being logged in on the target application; 

[0017] the display module being further configured to display, in the palm enrollment 

interface, an image captured by a camera of the terminal; and 

[0018] a notification module, configured to notify, when it is determined that palm 

information of an object in the image satisfies a palm enrollment condition, a server to record 

pre-enrolled palm data corresponding to the target account, the pre-enrolled palm data being 

determined according to the image, and the server being configured to activate, when palm data 

collected by a palm-scanning device matching the pre-enrolled palm data is detected, the 

palm-scanning service for the target account according to the palm data. 

[0019] According to a fourth aspect, the present disclosure provides an apparatus for 

activating a palm-scanning service, including: 

[0020] an obtaining module, configured to obtain palm data collected by using a 

palm-scanning device; 

[0021] a detection module, configured to detect whether target pre-enrolled palm data 

matching the palm data exists in a pre-enrollment database, the pre-enrollment database being 

configured to store a correspondence between pre-enrolled palm data and an account, the 

pre-enrolled palm data being determined according to an image captured by a terminal, the image 

being captured by the terminal in response to a pre-activation operation on a palm-scanning service, 

and the account corresponding to the pre-enrolled palm data being an account logged in on a target 

application running in the terminal; and 

[0022] an activation module, configured to: if the target pre-enrolled palm data is detected 

to exist, determine a target account corresponding to the target pre-enrolled palm data, and establish 

a correspondence between the target account and the palm data to activate the palm-scanning 

service for the target account. 



 4  

[0023] According to a fifth aspect, the present disclosure provides a computer device, 

including a processor and a memory; 

[0024] the memory being configured to store a computer program; and 

[0025] the processor being configured to perform, according to the computer program, 

operations of the method for activating a palm-scanning service according to the foregoing first 

aspect or second aspect. 

[0026] According to a sixth aspect, the present disclosure provides a computer-readable 

storage medium, configured to store a computer program, the computer program being configured 

to perform operations of the method for activating a palm-scanning service according to the 

foregoing first aspect or second aspect. 

[0027] According to a seventh aspect, the present disclosure provides a computer program 

product or a computer program, including computer instructions, the computer instructions being 

stored in a computer-readable storage medium. A processor of a computer device reads the 

computer instructions from the computer-readable storage medium and executes the computer 

instructions, to cause the computer device to perform operations of the method for activating a 

palm-scanning service according to the foregoing first aspect or second aspect. 

[0028] In view of the foregoing technical solutions, the embodiments of the present 

disclosure have the following advantages. 

[0029] The embodiments of the present disclosure provide a method for activating a 

palm-scanning service. The method innovatively proposes a mechanism for pre-activating a 

palm-scanning service by using a personal terminal. In this method, an object may preliminarily 

perform pre-enrollment on palm data by using a target application on a terminal, to enable a server 

to initially record a correspondence between a target account currently logged in on the target 

application and the pre-enrolled palm data collected by the terminal. When the object uses a 

palm-scanning device offline, the server may automatically determine and record a correspondence 

between palm data and the target account based on a match relationship between the palm data 

collected by the palm-scanning device and the preliminarily recorded pre-enrolled palm data, and 

the correspondence between the pre-enrolled palm data and the target account. In this way, an 

activation operation on the palm-scanning service for the target account is completed. For the object, 

the palm data may be conveniently pre-enrolled preliminarily by using the personal terminal. When 

the palm-scanning device is used, activation of the palm-scanning service may be completed 

seamlessly without additional interaction with the palm-scanning device offline. Activation of the 
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palm-scanning service is highly efficient, experience is good, and other objects are not affected 

from using the palm-scanning device. In addition, since the foregoing process of activating the 

palm-scanning service does not require the palm-scanning device to display any special content, 

display requirements on the palm-scanning device are reduced, thereby correspondingly lowering 

deployment and maintenance costs of the device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0030] FIG. 1 is a schematic diagram of an application scenario of a method for activating a 

palm-scanning service according to an embodiment of the present disclosure. 

[0031] FIG. 2 is a schematic flowchart of a method for activating a palm-scanning service 

according to an embodiment of the present disclosure. 

[0032] FIG. 3 is a schematic diagram 1 of an exemplary palm enrollment interface 

according to an embodiment of the present disclosure. 

[0033] FIG. 4 is a schematic diagram 2 of an exemplary palm enrollment interface 

according to an embodiment of the present disclosure. 

[0034] FIG. 5 is a schematic diagram 3 of an exemplary palm enrollment interface 

according to an embodiment of the present disclosure. 

[0035] FIG. 6 is a schematic diagram 4 of an exemplary palm enrollment interface 

according to an embodiment of the present disclosure. 

[0036] FIG. 7 is a schematic flowchart of a server recording pre-enrolled palm data 

according to an embodiment of the present disclosure. 

[0037] FIG. 8 is a schematic diagram of an interface of a terminal side during pre-activation 

of a palm-scanning service according to an embodiment of the present disclosure. 

[0038] FIG. 9 is a schematic diagram of detection of a palm enrollment condition according 

to an embodiment of the present disclosure. 

[0039] FIG. 10 is a schematic diagram of determining a position relationship between a 

palm and a reference boundary according to an embodiment of the present disclosure. 

[0040] FIG. 11 is a schematic diagram of a first key point according to an embodiment of 

the present disclosure. 

[0041] FIG. 12 is a schematic diagram of determining palm direction information according 

to an embodiment of the present disclosure. 



 6  

[0042] FIG. 13 is a schematic diagram of determining image quality information according 

to an embodiment of the present disclosure. 

[0043] FIG. 14 is a schematic diagram of living palm detection according to an embodiment 

of the present disclosure. 

[0044] FIG. 15 is a schematic diagram of a second key point according to an embodiment of 

the present disclosure. 

[0045] FIG. 16 is a schematic diagram of determining a gesture based on a second key point 

according to an embodiment of the present disclosure. 

[0046] FIG. 17 is a schematic flowchart of another method for activating a palm-scanning 

service according to an embodiment of the present disclosure. 

[0047] FIG. 18 is a schematic flowchart of a server providing a palm-scanning service 

according to an embodiment of the present disclosure. 

[0048] FIG. 19 is a schematic diagram of an interface of a palm-scanning device side 

according to an embodiment of the present disclosure. 

[0049] FIG. 20 is a schematic diagram of a structure of an apparatus for activating a 

palm-scanning service according to an embodiment of the present disclosure. 

[0050] FIG. 21 is a schematic diagram of a structure of another apparatus for activating a 

palm-scanning service according to an embodiment of the present disclosure. 

[0051] FIG. 22 is a schematic diagram of a structure of a terminal device according to an 

embodiment of the present disclosure. 

[0052] FIG. 23 is a schematic diagram of a structure of a server according to an embodiment 

of the present disclosure. 

DESCRIPTION OF EMBODIMENTS 

[0053] To make a person skilled in the art better understand solutions of the present 

disclosure, the technical solutions in embodiments of the present disclosure are clearly and 

completely described below with reference to the accompanying drawings in the embodiments of 

the present disclosure. Apparently, the described embodiments are merely some rather than all of 

the embodiments of the present disclosure. All other embodiments obtained by a person of ordinary 

skill in the art based on the embodiments of the present disclosure without inventive efforts shall 

fall within the protection scope of the present disclosure. 
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[0054] In the specification, claims, accompanying drawings of the present disclosure, the 

terms "first", "second", "third", "fourth", and the like (if existing) are intended to distinguish 

between similar objects rather than describe a specific sequence or a precedence order. Data used in 

such a way are interchangeable in proper circumstances, so that the embodiments of the present 

disclosure described herein can be implemented in other orders than the order illustrated or 

described herein. Moreover, the terms "include", "have", and any other variants thereof mean to 

cover the non-exclusive inclusion. For example, a process, method, system, product, or device that 

includes a list of operations or units is not necessarily limited to those operations or units that are 

clearly listed, but may include other operations or units not expressly listed or inherent to such a 

process, method, system, product, or device. 

[0055] A method for activating a palm-scanning service provided in an embodiment of the 

present disclosure may be performed by a computer device, and the computer device may be a 

terminal device or a server. The terminal device includes, but is not limited to, a mobile phone, a 

computer, a smart speech interaction device, a smart household appliance, an in-vehicle terminal, an 

aircraft, and the like. The server may be an independent physical server, or may be a server cluster 

including a plurality of physical servers or a distributed system, or may be a cloud server. 

[0056] In addition, information (such as account information), data (such as palm data), and 

signals involved in the embodiments of the present disclosure are all authorized by the related 

object or fully authorized by each party, and collection, use, and processing of relevant data need to 

comply with relevant laws and regulations of relevant countries and regions. 

[0057] For ease of understanding the method for activating a palm-scanning service 

provided in this embodiment of the present disclosure, the following exemplarily describes an 

application scenario of the method for activating a palm-scanning service provided in this 

embodiment of the present disclosure. 

[0058] Refer to FIG. 1. FIG. 1 is a schematic diagram of an application scenario of a 

method for activating a palm-scanning service according to an embodiment of the present 

disclosure. As shown in FIG. 1, the application scenario includes a terminal 110, a server 120, and a 

palm-scanning device 130. The terminal 110 may communicate with the server 120 by using a 

network, and the palm-scanning device 130 may also communicate with the server 120 by using the 

network. 

[0059] The terminal 110 is a personal terminal of an object (e.g., a user). In the personal 

terminal, a target application associated with a palm-scanning service is running, for example, a 

payment application that supports registering an account and activating a palm-scanning payment 
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service. The terminal 110 is configured to perform the method for activating a palm-scanning 

service provided in the embodiments of the present disclosure on a terminal side. The server 120 is 

configured to perform the method for activating a palm-scanning service provided in the 

embodiments of the present disclosure on a server side, to activate and provide the palm-scanning 

service for a user of the target application. The palm-scanning device 130 is a dedicated 

offline-deployed device specifically configured to collect palm data. The server 120 needs to 

activate and provide the palm-scanning service for the user of the target application based on the 

palm data collected by the palm-scanning device 130. 

[0060] In actual application, the object may trigger a pre-activation operation on the 

palm-scanning service by using the target application running in the terminal 110. The terminal 110 

displays, in response to the pre-activation operation, a palm enrollment interface by using the target 

application, and displays, in the palm enrollment interface, an image captured by using a camera of 

the terminal 110. When it is determined, through detection, that palm information of the object in 

the image satisfies a palm enrollment condition, the terminal 110 may notify the server to record 

pre-enrolled palm data corresponding to the target account currently logged in on the target 

application. The pre-enrolled palm data may be determined according to the foregoing image. For 

example, the terminal 110 may transmit a notification message carrying the pre-enrolled palm data 

determined according to the image to the server 120, to notify the server 120 to record a 

correspondence between the target account logged in on the target application in the terminal 110 

and the pre-enrolled palm data. 

[0061] After receiving the notification message of the terminal 110, the server 120 may 

correspondingly record the target account and the pre-enrolled palm data corresponding to the target 

account into a pre-enrollment database, thereby completing a palm pre-enrollment operation for the 

target account. 

[0062] Subsequently, the object may go to the offline-deployed palm-scanning device 130, 

and palm-scanning is performed by using the palm-scanning device 130, so that the palm-scanning 

device 130 collects palm data of the object, and transmits the palm data to the server 120 by using 

the network. After obtaining the palm data, the server 120 may detect, in the pre-enrollment 

database, whether target pre-enrolled palm data matching the palm data exists. If it is detected that 

the target pre-enrolled palm data exists, the object currently performing palm-scanning by using the 

palm-scanning device 130 has completed the palm pre-enrollment operation previously. In this case, 

the server 120 may determine the target account corresponding to the target pre-enrolled palm data, 

and establish and store a correspondence between the target account and the palm data collected by 
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the palm-scanning device 130, thereby completing an activation operation on the palm-scanning 

service for the target account. 

[0063] Since an image capturing member with better performance is generally deployed on 

the palm-scanning device 130, for example, a red green blue (RGB) image capturing camera and an 

infrared camera are both deployed, the palm data collected by the palm-scanning device 130 has 

higher reliability than the pre-enrolled palm data collected by the terminal 110. Correspondingly, 

the correspondence between the target account and the palm data is recorded in a backend, and the 

palm-scanning service is subsequently provided for the object according to the correspondence, 

which can ensure reliability of the palm-scanning service. 

[0064] During activation of the foregoing palm-scanning service, the object can 

conveniently complete pre-enrollment of the palm data preliminarily by using the personal terminal 

110. When subsequently using the palm-scanning device 130 offline, the object can complete 

activation of the palm-scanning service seamlessly without additional interaction with the 

palm-scanning device 130 offline. Activation of the palm-scanning service is highly efficient, 

experience is good, and other objects are not affected from using the palm-scanning device 130. In 

addition, since the foregoing process of activating the palm-scanning service does not require the 

palm-scanning device 130 to display any special content, display requirements on the 

palm-scanning device are reduced, thereby correspondingly lowering deployment and maintenance 

costs of the device. 

[0065] The application scenario shown in FIG. 1 is only an example. In actual application, 

the method for activating a palm-scanning service provided in the embodiments of the present 

disclosure may alternatively be applied in other scenarios, and an application scenario of the 

method for activating a palm-scanning service provided in the embodiments of the present 

disclosure is not limited herein. 

[0066] The following describes in detail the method for activating a palm-scanning service 

provided in the present disclosure by using method embodiments. 

[0067] Refer to FIG. 2. FIG. 2 is a schematic flowchart of a method for activating a 

palm-scanning service according to an embodiment of the present disclosure. The method for 

activating a palm-scanning service may be performed by a terminal, or may be jointly performed by 

a terminal and a server. As shown in FIG. 2, the method for activating a palm-scanning service 

includes the following operations. 

[0068] Operation 201: Display, in response to a pre-activation operation on a palm-scanning 
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service, a palm enrollment interface by using a target application running in a terminal, a target 

account being logged in on the target application. 

[0069] In this embodiment of the present disclosure, the terminal may display, in response 

to the pre-activation operation performed by an object on the palm-scanning service, the palm 

enrollment interface by using the target application running in the terminal, enabling interaction 

with the object by using the palm enrollment interface to pre-enroll palm data of the object. 

[0070] The terminal is a terminal device oriented to a personal object, and may be, for 

example, a smartphone, a tablet computer, or an intelligent wearable device that is used by a person. 

In the present disclosure, the personal object oriented to the terminal is referred to as a target object. 

The terminal runs the target application, and the target application may be any application 

associated with the palm-scanning service. For example, the target application may be an 

application program having a payment function, and supports the user to activate and use a 

palm-scanning payment service. When the user uses the palm-scanning payment service offline, bill 

deduction may be automatically performed from an account of the user in the target application. In 

the present disclosure, the account that is currently logged in on the target application running on 

the terminal is referred to as a target account. 

[0071] The palm-scanning service may be any service performed based on the palm data, 

for example, may be a palm-scanning payment service, a palm-scanning check-in service, a 

palm-scanning identity recognition service, a palm-scanning riding service, or a palm-scanning 

resource loan service. Specific service content of the palm-scanning service is not limited in the 

embodiments of the present disclosure. The pre-activation operation on the palm-scanning service is 

an operation triggered by a personal terminal to activate the palm-scanning service. Since the 

operation triggered by the personal terminal to activate the palm-scanning service cannot complete 

activation of the palm-scanning service, and the operation triggered by the personal terminal to 

activate the palm-scanning service is only a link during activation of the palm-scanning service, the 

operation triggered by the personal terminal to activate the palm-scanning service is referred to as 

the pre-activation operation on the palm-scanning service. To actually complete activation of the 

palm-scanning service, the related object further needs to go to an offline palm-scanning device, to 

complete enrollment of the palm data with higher reliability. 

[0072] As an example, the object may trigger the pre-activation operation on the 

palm-scanning service in the following manner. The object may scan, by using a code scanning 

function provided by the target application running in the terminal, a QR code configured for 

triggering activation of the palm-scanning service, thereby triggering the pre-activation operation on 
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the palm-scanning service. Alternatively, the object may search the target application for an 

activation entry of the palm-scanning service, thereby triggering the pre-activation operation on the 

palm-scanning service by clicking the activation entry. For example, the object may search the 

target application for a mini program providing the palm-scanning service, and further trigger the 

pre-activation operation on the palm-scanning service by using the activation entry of the 

palm-scanning service provided by the mini program. Alternatively, a palm-scanning service 

promotion link may be displayed in a specific page (such as a payment voucher page, a payment 

code payment page, a payment result page, an official account page, or a mini program page) of the 

target application. The object may trigger display of an introduction page of the palm-scanning 

service by clicking the palm-scanning service promotion link. The activation entry of the 

palm-scanning service may be deployed in the introduction page, and the object may trigger the 

pre-activation operation on the palm-scanning service by clicking the activation entry. 

[0073] The foregoing manner of triggering the pre-activation operation on the 

palm-scanning service is only an example. In actual application, another manner of triggering the 

pre-activation operation may also be set according to actual service requirements. The manner of 

triggering the pre-activation operation is not limited in the embodiments of the present disclosure. 

[0074] The palm enrollment interface is a user interface displayed by the target application 

in response to the pre-activation operation on the palm-scanning service. The palm enrollment 

interface is configured to interact with the object to collect the palm data of the object. Specifically, 

related prompt information may be displayed in the palm enrollment interface, to instruct the object 

to place a palm of the object in a specific data collection region and in a specific state, so that it is 

convenient for the terminal to collect the palm data of the object. 

[0075] Operation 202: Display, in the palm enrollment interface, an image captured by a 

camera of the terminal. 

[0076] In the palm enrollment interface displayed by the target application, the image 

captured by the camera of the terminal is displayed. The camera of the terminal may be a camera 

component integrated in the terminal, or may be a camera component external to the terminal. The 

image captured by the camera of the terminal and displayed in the palm enrollment interface may 

also be referred to as a basic image. 

[0077] In this embodiment of the present disclosure, to complete the pre-activation 

operation on the palm-scanning service, the image including the palm of the object needs to be 

obtained by using the terminal. To facilitate the object to perform palm enrollment, that is, to 

facilitate the terminal to accurately capture the image including the palm of the object, a manner of 
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visually displaying, in the palm enrollment interface, the image captured by the camera of the 

terminal may be used to make the object learn the image currently captured by the camera of the 

terminal and make the object place the palm of the object in an image capturing region of the 

camera of the terminal in a targeted manner, so that the terminal can conveniently capture the image 

including the palm of the object. 

[0078] In addition, to ensure that pre-enrolled palm data collected through the pre-activation 

operation on the palm-scanning service can be accurately matched with the palm data collected by 

using the palm-scanning device subsequently, a palm enrollment condition further needs to be set, 

that is, only when palm information in the image captured by the camera of the terminal satisfies the 

palm enrollment condition, the backend can be triggered to enroll the corresponding pre-enrolled 

palm data. The palm enrollment condition may specify a standard palm placement state, that is, a 

subsequent data enrollment process may be performed only when the palm in the image satisfies the 

palm placement state. In addition, the palm enrollment condition may further specify a liveness 

detection condition, that is, a subsequent data enrollment process may be performed only when the 

palm in the basic image is detected as a living palm (that is, a palm of a living human object). 

[0079] In a possible implementation, to facilitate the object to efficiently complete 

pre-enrollment of the palm data by using the terminal, the method provided in this embodiment of 

the present disclosure further includes: 

[0080] displaying prompt information in the palm enrollment interface, the prompt 

information being configured for indicating an action to be performed by a palm to satisfy the palm 

enrollment condition. 

[0081] That is, the terminal may further display the prompt information in the palm 

enrollment interface. The prompt information is configured for helping the object to make the palm 

information of the object in the image satisfy the palm enrollment condition. The prompt 

information may specifically indicate an action that the object needs to control the palm of the 

object to perform, for example, control the palm of the object to be placed at a specific position, 

control the palm of the object to be adjusted to a specific state, or control the palm of the object to 

perform a specific action. 

[0082] In this way, display of the prompt information in the palm enrollment interface can 

help the object to more quickly control the palm of the object to reach the state specified by the 

palm enrollment condition, so that the palm information in the image satisfies the palm enrollment 

condition, thereby improving efficiency of palm data pre-enrollment on the terminal side. 
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[0083] As an example, when the image captured by the camera does not include the palm, 

position prompt information may be displayed in the palm enrollment interface. The position 

prompt information is configured for indicating a position at which the palm is to be located relative 

to the terminal. 

[0084] That is, the terminal may detect whether the image currently captured by the camera 

includes the palm. If it is determined, through detection, that the image does not include the palm, 

the position prompt information needs to be displayed in the palm enrollment interface, to prompt 

the target object to place the palm of the target object in the image capturing region of the camera. 

To facilitate the object to learn of a specific palm placement position, the position prompt 

information may indicate the position at which the palm is to be located relative to the terminal. 

That is, it is convenient for the object to accurately place the palm of the object in the image 

capturing region of the camera by using the terminal as reference. 

[0085] FIG. 3 is a schematic diagram of an exemplary palm enrollment interface according 

to an embodiment of the present disclosure. As shown in FIG. 3, the image displayed in the palm 

enrollment interface does not include the palm, that is, the palm of the object is not currently 

located in the image capturing region of the camera of the terminal. In this case, position prompt 

information "Please place a commonly used palm at the rear of the mobile phone" may be displayed 

in the palm enrollment interface, to prompt the object to place the palm of the object in the image 

capturing region of the camera, so that the image captured by the camera includes the palm of the 

object. 

[0086] As another example, when the image captured by the camera includes the palm but a 

current placement state of the palm is not consistent with a standard placement state, adjustment 

prompt information may be displayed in the palm enrollment interface. The adjustment prompt 

information is configured for indicating an action to be performed by the palm to change from the 

current placement state to the standard placement state. 

[0087] Specifically, in a case that the terminal determines, through detection, that the image 

currently captured by the camera includes the palm, the terminal may further detect a placement 

state of the palm in the image, to detect whether the current placement state of the palm is 

consistent with the standard placement state. The standard placement state may be preset. For 

example, a standard distance interval may be set for a distance between the palm and the camera, 

and a standard angle interval may be set for a placement angle of the palm. The placement state of 

the palm satisfies the standard placement state is a premise that the palm information in the image 

satisfies the palm enrollment condition. 
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[0088] If it is determined, through detection, that the current placement state of the palm 

does not match the standard placement state, the adjustment prompt information needs to be 

displayed in the palm enrollment interface, to prompt the object to adjust the placement state of the 

palm. To facilitate the object to learn a specific adjustment manner, the adjustment prompt 

information may indicate an action to be performed by the palm to change from the current 

placement state to the standard placement state, that is, the adjustment prompt information is 

automatically designed according to a difference between the current placement state of the palm 

and the standard placement state, to help the object to more quickly control the palm to reach the 

standard placement state. 

[0089] FIG. 4 is a schematic diagram of another exemplary palm enrollment interface 

according to an embodiment of the present disclosure. As shown in (a) in FIG. 4, the image 

displayed in the palm enrollment interface includes the palm, but the current placement state of the 

palm is inconsistent with the standard placement state (for example, it is stipulated that an angle of 

the palm in the image is to be within a specific angle interval). In this case, adjustment prompt 

information "Please get right for the palm" may be displayed in the palm enrollment interface, to 

prompt the object to adjust a placement angle of the palm. As shown in (b) in FIG. 4, the image 

displayed in the palm enrollment interface includes the palm, but the current placement state of the 

palm is inconsistent with the standard placement state (for example, it is stipulated that the palm 

faces the camera). In this case, adjustment prompt information "Please open the palm to face the 

camera" may be displayed in the palm enrollment interface, to prompt the object to adjust a 

placement posture of the palm. 

[0090] Further, To facilitate the object to more quickly and accurately adjust the placement 

state of the palm to the standard placement state, the terminal may display, in the palm enrollment 

interface, a first reference identifier corresponding to the standard placement state and a second 

reference identifier corresponding to the current placement state. Further, the adjustment prompt 

information is displayed according to a relationship between the first reference identifier and the 

second reference identifier. The adjustment prompt information is configured for indicating an 

action to be performed by the palm to adjust the second reference identifier to match the first 

reference identifier. 

[0091] Specifically, the terminal may display the first reference identifier configured for 

indicating the standard placement state and the second reference identifier configured for indicating 

the current placement state of the palm of the object in the palm enrollment interface. The object 

may intuitively learn of a difference between the current placement state of the palm of the object 
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and the standard placement state that needs to be reached by using the first reference identifier and 

the second reference identifier. To make the object clearer about an adjustment manner for the palm, 

the adjustment prompt information may further be displayed according to the relationship between 

the first reference identifier and the second reference identifier. For example, an arrow indication 

sign (for example, indicating a movement direction or a rotation direction of the palm) or text 

indication information (for example, indicating that the palm approaches the camera or moves away 

from the camera) configured for indicating matching the second reference identifier with the first 

reference identifier is displayed. 

[0092] FIG. 5 is a schematic diagram of still another exemplary palm enrollment interface 

according to an embodiment of the present disclosure. As shown in (a) to (d) in FIG. 5, a first 

reference identifier 500 that corresponds to the standard placement state and that has no background 

color is displayed in the palm enrollment interface, and a second reference identifier 501 (FIG. (a)), 

a second reference identifier 502 (FIG. (b)), a second reference identifier 503 (FIG. (c)), and a 

second reference identifier 504 (FIG. (d)) that correspond to the current placement state and that 

have a background color are further displayed. 

[0093] In FIG. (a), there is a position deviation between the second reference identifier 501 

and the first reference identifier 500. In this case, adjustment prompt information in a form of an 

arrow is displayed in the palm enrollment interface, and is configured for instructing the object to 

control the palm to move in a direction pointed by the arrow. The arrow may be specifically an 

arrow pointing from a circle center of the second reference identifier 501 to a circle center of the 

first reference identifier 500. 

[0094] In FIG. (b), an area of the second reference identifier 502 is less than an area of the 

first reference identifier 500, which indicates that a current placement position of the palm is 

excessively far away from the camera. In this case, adjustment prompt information "Put the palm 

close to the camera, and align the gray circle to the standard circle" in a form of a text is displayed 

in the palm enrollment interface, and is configured for instructing the object to control the palm to 

move in a direction close to the camera. A diameter of the foregoing second reference identifier 502 

may be determined according to a current distance between the palm and the camera and a distance 

between a standard placement position and the camera. Specifically, a ratio of the current distance 

between the palm and the camera to the distance between the standard placement position and the 

camera may be calculated, and the ratio is multiplied by a focal length of the camera, to calculate 

the diameter of the second reference identifier 502. Alternatively, a proportion of a coverage area of 

the palm in the basic image in the first reference identifier 500 may be calculated, and the diameter 
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of the second reference identifier 502 is calculated according to the proportion and a diameter of the 

first reference identifier 500. 

[0095] In FIG. (c), the area of the second reference identifier 503 is greater than the area of 

the first reference identifier 500, which indicates that the current placement position of the palm is 

excessively close to the camera. In this case, adjustment prompt information "Put the palm away 

from the camera, and align the gray circle to the standard circle" in the form of a text is displayed in 

the palm enrollment interface, and is configured for instructing the object to control the palm to 

move in a direction away from the camera. In addition, when the current placement position of the 

palm is excessively close to the camera, the background color of the second reference identifier 503 

may change, that is, the background color of the second reference identifier 503 is different from 

the background color of the second reference identifier 502, to distinguish whether the palm 

currently needs to move in the direction close to the camera or needs to move in the direction away 

from the camera. 

[0096] In FIG. (d), the second reference identifier 504 matches the first reference identifier 

500, but a placement angle of the palm in the image is not consistent with an angle specified by the 

standard placement state. In this case, the adjustment prompt information in the form of an arrow is 

displayed in the palm enrollment interface, and is configured for instructing the object to control the 

palm to rotate in a direction pointed by the arrow. The rotation direction indicated by the arrow may 

be determined according to a relative relationship between a current placement angle of the palm 

and an angle stipulated by the standard placement state. 

[0097] In this way, by using the first reference identifier configured for indicating the 

standard placement state and the second reference identifier configured for indicating the current 

placement state, the object can learn of the difference between the current placement state of the 

palm of the object and the required standard placement state more intuitively, so that the placement 

state of the palm can be adjusted more accurately according to the difference between the second 

reference identifier and the first reference identifier, and the placement state of the palm in the 

image quickly reaches the required standard placement state, thereby improving efficiency of palm 

data pre-enrollment. 

[0098] As another example, when the image includes the palm and the current placement 

state of the palm is consistent with the standard placement state, verification prompt information 

may be displayed in the palm enrollment interface. The verification prompt information is 

configured for indicating a liveness verification action to be performed by the palm. 

[0099] Specifically, in a case that the terminal determines, through detection, that the image 



 17  

currently captured by the camera includes the palm, and the current placement state of the palm is 

consistent with the standard placement state, the terminal may further perform liveness verification 

on the palm in the image to verify whether the palm belongs to a living object. 

[00100] Specifically, when liveness verification is performed, the terminal may display the 

verification prompt information in the palm enrollment interface, and instruct, by using the 

verification prompt information, the object to control the palm to perform a specific liveness 

verification action, for example, instruct the object to control the palm to perform an action of 

making a fist. A non-living palm cannot perform the specific liveness verification action. For 

example, a palm attacked by using an image (that is, the palm displayed in the image) cannot be 

controlled to perform a specific hand action. Therefore, whether the palm in the image can 

successfully perform the indicated liveness verification action may be verified, to determine 

whether the object currently pre-enrolling the palm data is a living object. 

[00101] FIG. 6 is a schematic diagram of still another exemplary palm enrollment interface 

according to an embodiment of the present disclosure. As shown in (a) in FIG. 6, verification 

prompt information "Please make a fist" may be displayed in the palm enrollment interface, to 

instruct the object to control the palm to perform an action of making a fist. When the palm in the 

image is in a fist state, as shown in (b) in FIG. 6, verification prompt information "Please keep 

closing the fist" may be displayed in the palm enrollment interface, to instruct the object to continue 

to control the palm to perform the action of making a fist. If the palm in the image continues to be 

in the indicated fist state, it may be considered that palm enrollment is currently performed by the 

living object, and it is determined that liveness verification succeeds. 

[00102] In this way, by using the foregoing position prompt information, adjustment prompt 

information, verification prompt information, and other prompt information, corresponding 

interactive guidance prompts are provided to the object, which can help the object to quickly and 

accurately control the palm to reach the specified state, so that the palm information in the image 

can quickly satisfy the palm enrollment condition and improve efficiency of palm data 

pre-enrollment. 

[00103] The forms of the prompt information displayed in FIG. 3 to FIG. 6 are only 

examples. In actual application, various forms of the prompt information may be set according to 

actual requirements. This is not limited in the embodiments of the present disclosure. 

[00104] In an embodiment, before the image is displayed by using the palm enrollment 

interface, an enrolled palm selection control may further be displayed in the palm enrollment 

interface, so that the object selects the currently enrolled palm as a left hand or a right hand by using 
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the enrolled palm selection control. In this way, memory of the object for the palm enrolled by 

using the terminal is enhanced, to avoid that the object cannot successfully activate the 

palm-scanning service because the object forgets the enrolled palm when going to the offline 

palm-scanning device to complete an activation operation on the palm-scanning service, or the 

object consumes a long time to activate the palm-scanning service. 

[00105] Operation 203: Notify, when it is determined that palm information of an object in 

the image satisfies a palm enrollment condition, a server to record pre-enrolled palm data 

corresponding to the target account, the pre-enrolled palm data being determined according to the 

image, and the server being configured to activate, when palm data collected by a palm-scanning 

device matching the pre-enrolled palm data is detected, the palm-scanning service for the target 

account according to the palm data. 

[00106] In a process of capturing the image by using the camera, the terminal may further 

detect the palm in the image, that is, detect whether the palm information of the object in the image 

satisfies the palm enrollment condition. As described above, the palm enrollment condition is a 

basic condition for triggering the server in the backend to record the pre-enrolled palm data, that is, 

only when the palm information in the image satisfies the palm enrollment condition, the server in 

the backend can be triggered to record the palm data currently collected by the terminal as the 

pre-enrolled palm data. Generally, the palm enrollment condition may include an image quality 

condition and a palm liveness condition. The image quality condition requires that the palm in the 

image is clearly displayed, and the palm liveness condition requires that the palm in the image is a 

palm of a living object. A mechanism for detecting whether the palm enrollment condition is 

satisfied is described in detail below, and details are not described herein again. 

[00107] In a case that the terminal determines, through detection, that the palm information 

of the object in the image satisfies the palm enrollment condition, the terminal may transmit a 

notification message to the server in the backend configured to manage and provide the 

palm-scanning service, to notify the server to record the correspondence between the target account 

(that is, the account currently logged in on the target application running in the target terminal) and 

the pre-enrolled palm data, thereby completing pre-activation of the palm-scanning service for the 

target account. The pre-enrolled palm data corresponding to the target account may be determined 

according to the image captured by the terminal, and may be specifically obtained by performing 

palm feature extraction processing on the image satisfying the image quality condition. 

[00108] For example, FIG. 7 is a schematic flowchart of a server recording pre-enrolled palm 

data according to an embodiment of the present disclosure. As shown in FIG. 7, the terminal may 
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transmit a notification message carrying the target account and the image satisfying the image 

quality condition to the server. After receiving the notification message, the server may perform 

palm feature extraction processing on the image in the notification message, to obtain 

corresponding palm feature data. Further, the server detects, in a pre-enrollment database 

configured to store a correspondence between pre-enrolled palm data and an account, whether 

pre-enrolled palm data matching the palm feature data exists, and whether the account 

corresponding to the pre-enrolled palm data is the target account. If it is detected that the matching 

pre-enrolled palm data exists, and the account corresponding to the matching pre-enrolled palm data 

is the target account, the object has pre-activated the palm-scanning service previously. In this case, 

the terminal may be directly controlled to display enrollment success prompt information. If the 

matching pre-enrolled palm data is not detected, or it is detected that the account corresponding to 

the matching pre-enrolled palm data is not the target account, the palm feature data may be used as 

the pre-enrolled palm data corresponding to the target account, and the correspondence between the 

pre-enrolled palm data and the target account is stored in the foregoing pre-enrollment database. 

Further, the terminal is controlled to display the enrollment success prompt information. In this way, 

the pre-activation operation on the palm-scanning service for the target account is completed. 

[00109] When the object subsequently uses the offline palm-scanning device, the 

palm-scanning device may correspondingly collect the palm data of the object, and transmit the 

collected palm data to the server configured to manage and provide the palm-scanning service. The 

server may detect, based on the palm data, the previously recorded pre-enrolled palm data matching 

the palm data. In this case, the server may determine that the object for which the palm-scanning 

service is pre-activated by using the terminal is currently using the palm-scanning device. 

Correspondingly, the server may complete the corresponding activation operation on the 

palm-scanning service based on the palm data collected by the palm-scanning device, that is, 

replace the previously recorded pre-enrolled palm data with the palm data collected by the 

palm-scanning device, and store the correspondence between the target account and the palm data, 

thereby completing the activation operation on the palm-scanning service for the target account. 

[00110] A configuration of the camera of the terminal is generally low, and therefore the 

pre-enrolled palm data determined based on the image captured by the camera of the terminal is 

usually not reliable enough. A camera with a high configuration is usually deployed on the 

palm-scanning device. For example, a camera for capturing an RGB image and an infrared camera 

are both configured. Therefore, dual-factor palm data collected by the palm-scanning device has 

high reliability. In this embodiment of the present disclosure, the palm data collected by the 

palm-scanning device is used to replace the pre-enrolled palm data. In this way, it is considered that 
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the activation operation on the palm-scanning service is completed, so that reliability of the 

palm-scanning service can be effectively ensured. 

[00111] In a possible implementation, the method provided in this embodiment of the present 

disclosure may further include: 

[00112] displaying an identity verification interface by using the target application, the 

identity verification interface being configured to verify an association relationship between the 

object and the target account; and notifying, when it is determined that the association relationship 

between the object and the target account passes verification, the server to record the pre-enrolled 

palm data corresponding to the target account. 

[00113] Specifically, in a process of enrolling the pre-enrolled palm data corresponding to the 

target account by using the terminal, the identity verification interface may further be displayed by 

using the target application, to verify the association relationship between the object and the target 

account by using the identity verification interface, that is, verify whether the object is a legal user 

of the target account. 

[00114] In the identity verification interface, any verification manner capable of verifying the 

association relationship between the object and the target account may be used. For example, the 

identity verification interface may verify the association relationship between the object and the 

target account by using a password input manner. For example, a password input control is 

displayed in the identity verification interface, and the object currently performing palm data 

pre-enrollment is required to input a password (for example, a password of a payment service) of 

the target account, thereby verifying whether the input password is consistent with an actual 

password of the target account. Alternatively, the identity verification interface may verify the 

association relationship between the object and the target account by using a facial verification 

manner. For example, a face image of the object currently performing palm data enrollment is 

captured based on the identity verification interface, and then whether a face feature in the face 

image matches a standard face feature (a face feature pre-enrolled by the legal user of the target 

account) corresponding to the target account is verified. Certainly, in actual application, another 

verification manner may alternatively be used to verify the association relationship between the 

object and the target account. This is not limited in the embodiments of the present disclosure. 

[00115] The identity verification interface may be displayed before the palm enrollment 

interface, that is, after receiving the pre-activation operation on the palm-scanning service, the 

terminal first displays the identity verification interface, and verifies the association relationship 

between the object and the target account by using the identity verification interface. If verification 
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succeeds, the palm enrollment interface is displayed to pre-enroll the palm data of the object; and if 

verification fails, the subsequent process of palm data pre-enrollment is not executed. Alternatively, 

the identity verification interface may be displayed after the palm enrollment interface, that is, after 

capturing, by using the palm enrollment interface, the image satisfying the image quality condition, 

the terminal may display the identity verification interface, to verify the association relationship 

between the object and the target account by using the identity verification interface. If verification 

succeeds, the image satisfying the image quality condition is transmitted to the server, to notify the 

server to record, according to the image, the pre-enrolled palm data corresponding to the target 

account; and if verification fails, the notification message is not transmitted to the server, and it is 

considered that the pre-activation operation on the palm-scanning service fails. 

[00116] In this way, in a process of pre-activating the palm-scanning service by using the 

terminal, the association relationship between the object currently performing palm data enrollment 

and the target account currently logged in on the target application is verified by using the identity 

verification interface, to ensure that the pre-enrolled palm data is the palm data of the legal user of 

the target account, thereby ensuring security of the palm-scanning service. 

[00117] In a possible implementation, the method provided in this embodiment of the present 

disclosure may further include: 

[00118] displaying palm-scanning device prompt information, the palm-scanning device 

prompt information being configured for indicating a device usage condition to be satisfied when 

the palm-scanning service is activated for the target account based on the pre-enrolled palm data, 

and the device usage condition being configured for indicating at least one of a geographical 

location range or a usage time range corresponding to the palm-scanning device to be used. 

[00119] Specifically, in a mechanism for activating the palm-scanning service provided in 

this embodiment of the present disclosure, if the activation operation on the palm-scanning service 

is completed based on the pre-enrolled palm data enrolled by the terminal, the object further needs 

to go to the offline palm-scanning device to collect palm data of higher quality. Based on this, in 

this embodiment of the present disclosure, a device usage condition may be further specified. That 

is, if the object intends to complete activation of the palm-scanning service for the target account 

based on the previously enrolled pre-enrolled palm data, the object needs to use the offline 

palm-scanning device according to the device usage condition. That is, only when the server in the 

backend detects that use of the palm-scanning device by the object satisfies the device usage 

condition, the server in the backend completes activation of the palm-scanning service for the target 

account based on the palm data collected by the palm-scanning device. 
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[00120] Specifically, the device usage condition may indicate at least one of a geographical 

location range or a usage time range corresponding to the palm-scanning device to be used. For 

example, the displayed palm-scanning device prompt information may be "Within 24 hours, an 

offline palm-scanning device senses an enrolled palm, and formally starts the service", thereby 

limiting that the object needs to go to the offline palm-scanning device within 24 hours to enroll the 

palm data, to complete activation of the palm-scanning service for the target account. Alternatively, 

the displayed palm-scanning device prompt information may be "A palm-scanning device in an XX 

store senses the enrolled palm within 24 hours, and formally opens the service", thereby limiting 

that the object needs to go to a palm-scanning device in a specific store within 24 hours to enroll the 

palm data, to complete activation of the palm-scanning service for the target account. Certainly, the 

foregoing geographical location range and usage time range are only examples, and may be 

specifically set according to actual service requirements. This is not limited in the embodiments of 

the present disclosure. 

[00121] In actual application, the palm-scanning device prompt information may be 

displayed by using a separate prompt interface. For example, in response to the pre-activation 

operation triggered by the object on the palm-scanning service, the prompt interface may be first 

displayed, the object is prompted by using the prompt interface that the object currently performs 

palm pre-enrollment for activating the palm-scanning service, and the foregoing palm-scanning 

device prompt information is displayed in the prompt interface. Alternatively, the foregoing 

palm-scanning device prompt information may be directly displayed in the palm enrollment 

interface. A display position and a display manner of the palm-scanning device prompt information 

are not limited in the embodiments of the present disclosure. 

[00122] In this way, the device usage condition that needs to be satisfied when the 

palm-scanning service is activated for the target account is further set, and the device usage 

condition is used to limit that the object needs to use the palm-scanning device to enroll the palm 

data in a specific geographical location range and/or usage time range, to complete activation of the 

palm-scanning service for the target account, thereby further improving a requirement of activating 

the palm-scanning service, and improving security of activating the palm-scanning service. In 

addition, the usage time range is specified by using the device usage condition, that is, it is 

equivalent to that a storage time of the pre-enrolled palm data is set for the backend server. If the 

object does not go to the offline palm-scanning device to enroll the palm data within the usage time 

range, the server may consider that the pre-enrolled palm data previously enrolled by the object by 

using the terminal is invalid, and clean the pre-enrolled palm data, thereby releasing storage space 

in time and properly using storage resources. 



 23  

[00123] In a possible implementation, the method provided in the embodiments of the 

present disclosure may further include: 

[00124] displaying triggering gesture enrollment prompt information, the triggering gesture 

enrollment prompt information being configured for prompting enrollment of a triggering gesture, 

and the triggering gesture being a gesture configured for instructing the server to complete the 

activation operation on the palm-scanning service. A target triggering gesture made by the object is 

collected by using the palm enrollment interface. 

[00125] That is, in the mechanism for activating the palm-scanning service provided in this 

embodiment of the present disclosure, the object may further be supported to self-define the target 

triggering gesture. For example, after determining that the palm information in the image satisfies 

the palm enrollment condition, and capturing the image satisfying the image quality condition, the 

terminal may display the triggering gesture enrollment prompt information in the palm enrollment 

interface, for example, display "Please make a self-defined triggering gesture in front of the camera, 

and make the triggering gesture again when collection by using the offline palm-scanning device to 

complete activation of the palm-scanning service". Correspondingly, the object may make the 

self-defined target triggering gesture in the image capturing region of the camera, and the palm 

enrollment interface also correspondingly displays an image including the target triggering gesture 

captured by the camera. The object may confirm the target triggering gesture displayed in the palm 

enrollment interface, thereby completing definition of the target triggering gesture. 

[00126] When the object goes to the offline palm-scanning device to complete activation of 

the palm-scanning service for the target account, the object may make the target triggering gesture 

self-defined by the object in the image capturing region of the palm-scanning device. After the 

server detects the target triggering gesture based on the palm data collected by the palm-scanning 

device, it may be considered that the object has previously completed the pre-activation operation 

on the palm-scanning service by using the terminal. In this case, the server may directly use the 

palm data collected by the palm-scanning device to search for the matching pre-enrolled palm data, 

to complete activation of the palm-scanning service for the corresponding account. 

[00127] In actual application, a specific triggering gesture may also be directly specified 

without self-definition of the target object. For example, the terminal may directly display triggering 

gesture prompt information, indicate the specific triggering gesture by using the triggering gesture 

prompt information, and prompt the object to make the triggering gesture when using the 

palm-scanning device offline for the first time, to complete activation of the palm-scanning service. 

[00128] In this way, by setting the triggering gesture, for example, a triggering gesture 
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self-definited by the object or a specific triggering gesture specified by the object, it facilitates the 

server in the backend to more quickly learn that activation processing on the palm-scanning service 

needs to be currently performed. That is, the server may directly perform a corresponding activation 

process of the palm-scanning service based on a detected triggering gesture without determining 

whether the palm-scanning service needs to be currently provided or the palm-scanning service 

needs to be activated, thereby improving efficiency of activating the palm-scanning service. 

[00129] The method for activating a palm-scanning service provided in the embodiments of 

the present disclosure innovatively proposes a mechanism for pre-activating a palm-scanning 

service by using a personal terminal. In this method, an object may preliminarily perform 

pre-enrollment on palm data by using a target application on a terminal, to enable a server to 

initially record a correspondence between a target account currently logged in on the target 

application and the pre-enrolled palm data collected by the terminal. When the object uses a 

palm-scanning device offline, the server may automatically determine and record a correspondence 

between palm data collected by the palm-scanning device and the target account based on a match 

relationship between the palm data collected by the palm-scanning device and the preliminarily 

recorded pre-enrolled palm data, and the correspondence between the pre-enrolled palm data and 

the target account. In this way, an activation operation on the palm-scanning service for the target 

account is completed. For the object, the palm data may be conveniently pre-enrolled preliminarily 

by using the personal terminal. When the palm-scanning device is used, activation of the 

palm-scanning service may be completed seamlessly without additional interaction with the 

palm-scanning device offline. Activation of the palm-scanning service is highly efficient, 

experience is good, and other objects are not affected from using the palm-scanning device. In 

addition, since the foregoing process of activating the palm-scanning service does not require the 

palm-scanning device to display any special content, display requirements on the palm-scanning 

device are reduced, thereby correspondingly lowering deployment and maintenance costs of the 

device. 

[00130] For ease of further understanding the foregoing method for activating a 

palm-scanning service on the terminal side, the following takes activation of a palm-scanning 

payment service as an example to exemplarily describe the overall method for activating a 

palm-scanning service on the terminal side with reference to a schematic diagram of an interface of 

the terminal side during pre-activation of a palm-scanning service shown in FIG. 8. 

[00131] As shown in FIG. 8, the object may use a code scanning function provided by the 

target application running on the terminal, to scan a QR code 810 configured for triggering 
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activation of a palm-scanning payment service. The QR code 810 may, for example, be deployed on 

a promotional poster in a store. After the terminal successfully scans and identifies the QR code 810, 

a prompt interface 820 may be displayed. The prompt interface 820 may include introduction 

information of the palm-scanning payment service and an activation operation of the palm-scanning 

payment service. The activation operation may specifically include "Enroll a palm on the mobile 

phone" and palm-scanning device prompt information "Within 24 hours, an offline palm-scanning 

device senses an enrolled palm, and formally starts the service". The object may trigger the 

pre-activation operation on the palm-scanning service by clicking a control of enrolling a palm in 

the prompt interface 820. 

[00132] In response to the click operation performed by the object on the control of enrolling 

a palm, the terminal may display a palm enrollment interface 830 by using the target application. 

The palm enrollment interface 830 displays an image captured by the camera of the terminal. 

Corresponding prompt information may be displayed in the palm enrollment interface 830 

according to the current palm state of the object, to prompt the object to control the palm to be in a 

required state. 

[00133] The terminal detects whether the palm information in the image captured by the 

camera satisfies the palm enrollment condition. If it is detected that the palm information satisfies 

the palm enrollment condition, an identity verification interface 840 may be displayed. In the 

identity verification interface 840, the object is required to enter a payment password of the target 

account currently logged in on the target application, to verify the association relationship between 

the object and the target account. If verification succeeds, the terminal may display a result 

enrollment interface 850. The result enrollment interface 850 includes pre-enrollment success 

prompt information, to prompt the object that the server has been notified to record the pre-enrolled 

palm data corresponding to the target account. The result enrollment interface 850 further includes 

the palm-scanning device prompt information, to prompt the object again to complete activation of 

the palm-scanning service for the target account, and need to go to the offline palm-scanning device 

within a specific time to enroll higher-quality of palm data. 

[00134] Next, a detection mechanism for determining whether the palm information of the 

object in the image satisfies the palm enrollment condition is described in detail. As described 

above, the palm enrollment condition in the embodiments of the present disclosure may include the 

image quality condition and the palm liveness condition. Quality of the enrolled pre-enrolled palm 

data may be controlled according to the image quality condition. That is, an image including palm 

feature information of high quality may be selected by using the image quality condition. The 
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pre-enrolled palm data is determined based on the image, so that the pre-enrolled palm data of high 

quality can be correspondingly ensured, and it is convenient to subsequently complete activation of 

the palm-scanning service by matching the palm data collected by the palm-scanning device based 

on the palm data collected by the palm-scanning device. Whether the palm in the currently captured 

image is a living body may be determined by using the palm liveness condition, to defend against a 

case that an unauthorized user uses a non-living palm to attack, that is, ensure that the enrolled 

pre-enrolled palm data corresponds to a living palm. 

[00135] In actual application, detection of the image quality condition and detection of the 

palm liveness condition may be performed on the image in stages. FIG. 9 is a schematic diagram of 

detection of a palm enrollment condition according to an embodiment of the present disclosure. As 

shown in FIG. 9, detection of the image quality condition may be performed in a first stage, to 

detect whether palm information in an image captured by the terminal in the first stage satisfies the 

image quality condition, to obtain an image satisfying the image quality condition. The image may 

be subsequently used as a basis for determining the pre-enrolled palm data by the server. Further, a 

second stage may be entered to perform detection of the palm liveness condition, to detect whether 

a palm in an image obtained by the terminal in the second stage is a living palm, and in a case that it 

is determined that the palm is the living palm, the image that satisfies the image quality condition 

and that is obtained in the first stage may be transmitted to the server, so that the server completes 

enrollment of the pre-enrolled palm data. 

[00136] During the first stage and the second stage, if it is detected, based on the image 

captured by the terminal, that the palm leaves, an initial state needs to be returned to, and the first 

stage and the second stage are performed again from the initial state, to sequentially determine the 

image satisfying the image quality condition and detect whether the palm in the image is the living 

palm. That is, once it is detected that the palm leaves, detection of the image quality condition and 

detection of the palm liveness condition are performed again, to prevent a non-living palm from 

attacking in this process. 

[00137] The following separately describes a detection mechanism of the image quality 

condition and a detection mechanism of the palm liveness condition in detail. 

[00138] When detection of the image quality condition is performed, respective quality 

evaluation results of a plurality of frames of images captured by the camera of the terminal may be 

determined according to reference indicator information respectively corresponding to the plurality 

of frames of images; and according to the respective quality evaluation results of the plurality of 

frames of images, whether the palm information of the object in the image satisfies the image 
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quality condition is determined. 

[00139] That is, for the plurality of frames of images captured by the camera of the terminal 

in the first stage, the reference indicator information respectively corresponding to the plurality of 

frames of images may be determined. The reference indicator information is indicator information 

that can measure whether the image satisfies the image quality condition, and may be, for example, 

information related to the palm in the image or image quality information of the image. Then, 

quality evaluation may be respectively performed, by using a preset quality evaluation mechanism, 

on the plurality of frames of images according to the reference indicator information respectively 

corresponding to the plurality of frames of images captured by the camera, to obtain the quality 

evaluation results respectively corresponding to the plurality of frames of images. Further, whether 

an image whose corresponding quality evaluation result satisfies a reference quality evaluation 

result exists may be determined according to the quality evaluation results respectively 

corresponding to the plurality of frames of images and the reference quality evaluation result (if the 

reference quality evaluation result is satisfied, it may be considered that the image quality condition 

is satisfied) indicated by the image quality condition. If it is determined that the image exists, the 

image whose corresponding quality evaluation result reaches the reference quality evaluation result 

is an image satisfying the image quality condition. That is, it may be determined that the palm 

information of the object in the image satisfies the image quality condition. 

[00140] In a possible implementation, the quality evaluation result of the image may be 

determined in the following manner: 

[00141] for each frame of image, determining the quality evaluation result of the image 

according to at least one piece of reference indicator information among palm direction information 

in the image, palm movement speed information, position relationship information between the 

palm and a reference boundary, or image quality information of the image. 

[00142] The palm direction information refers to a placement direction of the palm in the 

image, and may be specifically an included angle between a connection line between two specific 

key points in the palm and an x-axis of the image, or may be an included angle between a 

connection line between two specific key points in the palm and a y-axis of the image. The 

placement direction of the palm in the image can determine, to some extent, whether the palm 

feature data can be accurately extracted from the image by using a subsequent palm feature 

extraction algorithm. Therefore, when quality of the basic image is evaluated, evaluation may be 

performed with reference to the palm direction information in the image. 

[00143] The palm movement speed information refers to a movement speed of the palm in 
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the image, and may be specifically calculated according to a change of a position of the palm in the 

image relative to a position of the palm in a frame of image adjacent to the image and a sampling 

interval between the two frames of images. In actual application, an excessively fast movement 

speed of the palm causes blurring of camera sampling, that is, blurring of palm display in the image. 

The blurring of palm display in the image affects subsequent extraction of the palm feature data, 

making it difficult to accurately extract the palm feature data. Therefore, when quality of the image 

is evaluated, evaluation may be performed with reference to the palm movement speed information 

in the image. 

[00144] The position relationship information between the palm and the reference boundary 

is configured for representing whether the palm is entirely located in the preset reference boundary. 

For example, FIG. 10 is a schematic diagram of determining a position relationship between a palm 

and a reference boundary according to an embodiment of the present disclosure. As shown in FIG. 

10, a box 1001 is a size of an image, a box 1002 is a preset reference boundary, and a box 1003 

indicates a region in which the palm in the image is currently located. Detection of the position 

relationship between the palm and the reference boundary is essentially detecting whether the box 

1003 is entirely located in the box 1002. Whether the palm is located in a center region of the image 

can determine, to some extent, whether the palm feature data can be accurately extracted from the 

image by using the subsequent palm feature extraction algorithm. Therefore, when quality of the 

image is evaluated, evaluation may be performed with reference to the palm direction information 

in the image. 

[00145] The image quality information of the image refers to image quality of the image, for 

example, the image quality is reflected by using indicators such as a definition, a resolution, a mean 

square error, and a peak signal-to-noise ratio of the image. In this embodiment of the present 

disclosure, the image quality of the image may be evaluated by using an image quality evaluation 

algorithm or model. The image quality of the image determines display quality of the palm. When 

the image quality of the image is low, the display quality of the palm is not very high. Therefore, 

when the image quality is evaluated, the image quality information of the image may be referred to 

for evaluation. 

[00146] When the quality evaluation result of the image is specifically determined, at least 

one information of the palm direction information, the palm movement speed information, the 

position relationship information between the palm and the reference boundary, or the image quality 

information of the image may be referred to. Preferably, the palm direction information, the palm 

movement speed information, the position relationship information between the palm and the 
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reference boundary, or the image quality information of the image may be referred to at the same 

time to evaluate the image, to determine the image quality evaluation result of the image more 

comprehensively from a plurality of perspectives. 

[00147] For example, when the image is evaluated with reference to the palm direction 

information, the palm movement speed information, the position relationship information between 

the palm and the reference boundary, and the image quality information of the image at the same 

time, a corresponding direction scoring mechanism may be preset for the palm direction 

information, a corresponding movement speed scoring mechanism may be preset for the palm 

movement speed information, a position scoring mechanism may be preset for the position 

relationship information between the palm and the reference boundary, and an image quality scoring 

mechanism may be preset for the image quality information of the image. Correspondingly, the 

foregoing scoring mechanism may be used to determine a palm direction score, a movement speed 

score, a position score, and an image quality score corresponding to the image according to the 

actual palm direction information, palm movement speed information, position relationship 

information between the palm and the reference boundary, and image quality information in the 

image, and weighted summation processing is performed on these scores according to a preset 

weighting mechanism, to obtain an overall quality score corresponding to the image as the quality 

evaluation result of the image. 

[00148] In this way, in the foregoing manner, the image may be evaluated from at least one 

perspective of a palm direction, a palm movement speed, a position of the palm in the image, or 

image quality of the image, to determine whether the image satisfies the image quality condition 

and whether the image is suitable for being used as a basis for extracting the pre-enrolled palm data, 

thereby providing a reliable mechanism for evaluating the image. 

[00149] As an example, the palm direction information in the image may be determined in 

the following manner: 

[00150] determining palm localization information in the image by using a depth detection 

algorithm; determining position information of a first key point in the image based on the palm 

localization information; and determining the palm direction information in the image according to 

the position information of the first key point in the image. 

[00151] Specifically, the palm in the image may first be detected and localized by using a 

depth detection algorithm. For example, the palm in the image may be detected by using a You Only 

Look Once (YOLO) target detection algorithm, a Single Shot MultiBox Detector (SSD) target 

detection algorithm, and the like, to determine whether the palm exists in the image, and if it is 
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determined that the palm exists, coordinate information of a palm center and a boundary in the 

image is determined. 

[00152] Then, palm registration may be performed based on the previously obtained palm 

localization information, to determine the position information of the first key point in the image. 

For the first key point, specifically refer to a point 1101, a point 1102, a point 1103, and a point 

1104 in FIG. 11. That is, four finger joint points may be used as the first key points. Specifically, the 

first key point in the image may be determined by using a DeepPose algorithm. 

[00153] Further, based on the position information of the first key point, the palm direction 

information of the image may be determined. FIG. 12 is a schematic diagram of determining palm 

direction information according to an embodiment of the present disclosure. As shown in FIG. 12, 

two first key points may be selected from the determined four first key points, for determining the 

palm direction information. For example, the point 1102 and the point 1104 are selected to 

determine the palm direction information. When the palm direction information is determined, an 

included angle between a connection line between the two selected first key points and an x-axis of 

the image may be calculated, and the included angle is used as the palm direction information. 

Specifically, calculation may be performed by using the following formula: 

θ =
acos⁡(c)

2π × 360
 

c =
v13 ∙ vx

|v13| × |vx|
 

[00154] where θ is palm direction information, v13 is a distance between two first key 

points, vxis a distance between respective projection points of the two first key points on the x-axis. 

[00155] As an example, the palm movement speed information in the image may be 

determined in the following manner: 

[00156] determining palm localization information in the image by using a depth detection 

algorithm; determining position information of a first key point in the image based on the palm 

localization information; and determining the palm movement speed information according to the 

position information of the first key point in the image and position information of a first key point 

in a frame of image adjacent to the image. 

[00157] Specifically, an implementation of determining the position information of the first 

key point in the image is described above in detail, and details are not described herein again. After 

the position information of the four first key points in the image is determined, the palm movement 
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speed information in the image may be determined according to position changes of the four first 

key points in the image relative to positions of the four first key points in a previous frame of image. 

Specifically, a movement speed corresponding to each first key point may be calculated by using 

the following formula: 

v =
√(x1 − x2)

2 + (y1 − y2)
2

dt
 

[00158] v is a movement speed corresponding to a single first key point, x1 and x2 are 

respectively a horizontal coordinate of the first key point in a current frame of image and a 

horizontal coordinate of the first key point in a previous frame of image, y1 and y2 are 

respectively a vertical coordinate of the first key point in the current frame of image and a vertical 

coordinate of the first key point in the previous frame of image, and t is a time interval between the 

current frame of image and the previous frame of image. 

[00159] After the movement speeds respectively corresponding to the four first key points are 

obtained through calculation in the foregoing manner, averaging processing may be performed on 

the movement speeds respectively corresponding to the four first key points, and an obtained 

average speed is used as the palm movement speed information in the image. 

[00160] When the quality evaluation result of the image needs to be determined based on the 

palm direction information and the palm movement speed information, detection processing on the 

first key point of the image may be performed only once, to further determine the palm direction 

information and the palm movement speed information according to the detected first key point. 

[00161] In this way, in the foregoing manner, the palm in the image is detected by using the 

depth detection algorithm, the first key point on the palm is determined, and the palm direction 

and/or the palm movement speed in the image is determined according to the first key point, to 

ensure that the determined palm direction and/or palm movement speed is accurate, thereby 

facilitating accurate evaluation on the image. 

[00162] As an example, the image quality information of the image may be determined in the 

following manner: 

[00163] determining an image quality score of the image according to the image by using a 

palm image evaluation model, the palm image evaluation model being trained based on a training 

palm image and a corresponding annotation score, and the annotation score being determined 

according to a difference between the training palm image and a corresponding reference palm 

image. 
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[00164] Specifically, FIG. 13 is a schematic diagram of determining image quality 

information according to an embodiment of the present disclosure. As shown in FIG. 13, the image 

may be directly inputted into a pre-trained palm image evaluation model. The palm image 

evaluation model may correspondingly output the image quality score corresponding to the image 

by analyzing and processing the image. The image quality score is configured for representing 

quality of the image as a whole. 

[00165] The palm image evaluation model is obtained by training based on a pre-constructed 

training sample set. The training sample set includes a large quantity of training samples. Each 

training sample includes the training palm image and the annotation score corresponding to the 

training palm image. The annotation score is determined according to the difference between the 

training palm image and the reference palm image corresponding to the training palm image (that is, 

a palm image having high quality is used as a reference standard, and the palm included in the 

reference palm image is the same as the palm in the training palm image corresponding to the 

reference palm image). For example, the annotation score corresponding to the training palm image 

may be determined according to information such as an exposure difference and a distortion degree 

of the training palm image relative to the reference palm image. 

[00166] When the palm image evaluation model is trained, the training palm image in the 

training sample may be inputted to a to-be-trained palm image evaluation model, to obtain a 

predicted score outputted by the palm image evaluation model. Further, a loss function may be 

constructed according to a difference between the predicted score and the annotation score in the 

training sample, and a model parameter of the palm image evaluation model is adjusted based on 

the loss function, thereby training the palm image evaluation model. 

[00167] The foregoing palm image evaluation model may be any neural network model that 

can analyze and process an image, for example, a neural network model configured to evaluate face 

image quality. A model structure of the palm image evaluation model is not limited in the 

embodiments of the present disclosure. 

[00168] In this way, image quality of the entire image is determined by using the pre-trained 

palm image evaluation model. Since the palm image evaluation model generally has high 

robustness, palm images captured in various scenarios can be accurately evaluated, thereby 

improving robustness of an image quality evaluation system. 

[00169] As described above, when recording the pre-enrolled palm data corresponding to the 

target account, the server needs to extract a palm feature based on the image satisfying the image 

quality condition, and use the extracted palm feature data as the pre-enrolled palm data. Based on 



 33  

obtaining the respective quality evaluation results of the plurality of frames of images in the 

foregoing manner, the pre-enrolled palm data corresponding to the target account may be 

determined in the following manner: 

[00170] determining a preferred image among the plurality of frames of images according to 

the respective quality evaluation results of the plurality of frames of images; and extracting palm 

feature data in the preferred image as the pre-enrolled palm data corresponding to the target 

account. 

[00171] Specifically, in a case that it is determined, according to the respective quality 

evaluation results of the plurality of frames of images, that images satisfying the preset image 

quality condition exist, the preferred image may be determined from the images satisfying the 

image quality condition. For example, assuming that the quality evaluation result of the image is an 

overall quality score, an image having a highest overall quality score may be selected from the 

frames of images as a preferred image. Further, the preferred image is transmitted to the server. The 

server performs palm feature extraction processing on the preferred image, to obtain the palm 

feature data in the preferred image, and uses the palm feature data as the pre-enrolled palm data 

corresponding to the target account. 

[00172] In this way, the preferred image having the best quality is selected and the server 

determines, according to the preferred image, the pre-enrolled palm data corresponding to the target 

account, to ensure the palm pre-enrolled palm data to have high quality, thereby facilitating 

subsequently accurately detecting, based on the pre-enrolled palm data, that the object uses the 

offline palm-scanning device, and correspondingly completing activation of the palm-scanning 

service for the object. 

[00173] When detection of the palm liveness condition is performed, whether the palm 

information of the object in the image satisfies the palm liveness condition is detected by using the 

liveness detection mechanism and based on the palm information of the object in the image. 

[00174] Specifically, the liveness detection mechanism configured for detecting whether the 

palm in the image is a living palm may be first set. The liveness detection mechanism may be a 

detection mechanism based on a feature of the image, or may be a detection mechanism based on a 

palm action in the image. This is not limited in the embodiments of the present disclosure. Then, the 

palm in the image is detected based on the foregoing liveness detection mechanism, to determine 

whether the palm is a living palm, thereby determining whether the palm information in the image 

satisfies the palm liveness condition. 
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[00175] As an example, whether the palm information in the image satisfies the palm 

liveness condition is determined in the following manner: 

[00176] determining an image feature of the image in a preset color space; and determining, 

by using a liveness discrimination model and according to the image feature, whether the palm in 

the image is a living palm. 

[00177] Specifically, considering that a living palm and a non-living palm are usually 

difficult to distinguish in an RGB space, and have an apparent texture difference in another color 

space, for example, a texture difference in an HSV (Hue, Saturation, Value) space and a YCbCr 

space, an image feature of the image in such a color space may be determined. Further, whether the 

palm in the image is a living body is determined based on the foregoing image feature by using the 

pre-trained liveness discrimination model. 

[00178] FIG. 14 is a schematic diagram of living palm detection according to an embodiment 

of the present disclosure. For ease of presentation, an example in which a detected image is a face 

image is used in FIG. 14. However, in this embodiment of the present disclosure, the image that 

needs to be detected is to be a palm image. As shown in FIG. 14, color space conversion processing 

may be performed on an RGB image captured by the terminal, to obtain corresponding Y, Cb, and 

Cr images, and histogram representations respectively corresponding to the Y, Cb, and Cr images 

are determined. Then, the histogram representation respectively corresponding to the Y, Cb, and Cr 

images may be spliced, to obtain an overall histogram representation. Further, the overall histogram 

representation may be inputted to a pre-trained support vector machine (SVM) for performing 

liveness discrimination, and whether the palm in the basic image is a living palm is determined by 

using the support vector machine. 

[00179] In this way, whether the palm information in the image satisfies the palm liveness 

condition is detected in the foregoing manner, so that it can be ensured that an obtained detection 

result has high accuracy, and the object triggering activation of the palm-scanning service by using 

the terminal does not need to be instructed to perform a specific liveness verification action, thereby 

simplifying a palm enrollment process on the terminal side. 

[00180] As another example, whether the palm information in the image satisfies the palm 

liveness condition is determined in the following manner: 

[00181] determining second key points in the image by using a gesture detection algorithm, 

and determining a gesture in the image according to a relative position relationship between the 

second key points; and determining, if the gesture in the image matches the liveness verification 
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action, that the palm in the image is the living palm. 

[00182] As described above, during palm enrollment by using the palm enrollment interface, 

the verification prompt information may be displayed to instruct the object currently enrolling the 

palm to control the palm to perform a specific liveness verification action. Correspondingly, 

whether the action that the object actually controls the palm to perform is the same as the indicated 

liveness verification action may be determined in the foregoing manner. 

[00183] That is, a gesture detection algorithm such as a MediaPipe hands algorithm may be 

used to detect the second key points on the palm in the image. For the second key points, 

specifically refer to a point 0 to a point 20 in FIG. 15. As shown in FIG. 16, a gesture of the palm in 

the image may be accurately determined according to the relative position relationships between the 

foregoing twenty second key points. Further, whether the gesture of the palm in the image is the 

same as a gesture corresponding to the liveness verification action may be determined, to determine 

whether the palm in the image is a living palm. For example, assuming that the liveness verification 

action is making a fist, whether the palm in the image is a fist making gesture may be determined 

according to the relative position relationships between the twenty second key points in the image. 

[00184] In this way, in the foregoing manner, the gesture in the image is detected by using the 

gesture detection algorithm, and whether the gesture is the same as the gesture indicated by the 

liveness verification action is determined, to determine whether the palm in the image is a living 

palm, so that living palm determining can be quickly performed, and a complex liveness detection 

algorithm does not need to be deployed. 

[00185] In actual application, the liveness detection manners provided in the foregoing two 

examples may be used to detect whether the palm in the image is a living palm. For example, 

liveness detection is first performed based on the image feature in the preset color space, and then 

liveness detection is performed based on whether the gesture matches the liveness verification 

action. Alternatively, only one liveness detection manner provided in any one of the examples may 

be used to detect whether the palm in the image is a living palm. This is not limited in the 

embodiments of the present disclosure. 

[00186] An operation of detecting whether the palm information in the foregoing image 

satisfies the palm enrollment condition may be performed by the terminal, or may be performed by 

the server. The embodiments of the present disclosure do not limit an entity performing this 

operation. 

[00187] Refer to FIG. 17. FIG. 17 is a schematic flowchart of a method for activating a 
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palm-scanning service according to an embodiment of the present disclosure. The method for 

activating a palm-scanning service may be performed by a server configured to manage and activate 

the palm-scanning service. As shown in FIG. 17, the method for activating a palm-scanning service 

includes the following operations. 

[00188] Operation 1701: Obtain palm data collected by using a palm-scanning device. 

[00189] As described above, after completing the pre-activation operation on the 

palm-scanning service by using the target application in the terminal, the object may go to the 

offline palm-scanning device to formally activate the palm-scanning service. When the object uses 

the offline palm-scanning device, the palm-scanning device may correspondingly collect the palm 

data of the object. The palm-scanning device may transmit the palm data collected by the 

palm-scanning device to the server. 

[00190] Operation 1702: Detect whether target pre-enrolled palm data matching the palm 

data exists in a pre-enrollment database, the pre-enrollment database being configured to store a 

correspondence between pre-enrolled palm data and an account, the pre-enrolled palm data being 

determined according to an image captured by a terminal, the image being captured by the terminal 

in response to a pre-activation operation triggered for a palm-scanning service, and the account 

corresponding to the pre-enrolled palm data being an account logged in on a target application 

running in the terminal. 

[00191] Operation 1703: If the target pre-enrolled palm data is detected to exist, determine a 

target account corresponding to the target pre-enrolled palm data, and establish a correspondence 

between the target account and the palm data to activate the palm-scanning service for the target 

account. 

[00192] Since operation 1702 is strongly related to operation 1703, implementations of the 

two operations are described below as a whole. 

[00193] After receiving the palm data transmitted by the palm-scanning device, the server 

detects whether the target pre-enrolled palm data matching the palm data exists in the 

pre-enrollment database. If it is detected that the target pre-enrolled palm data matching the palm 

data exits, the object currently using the palm-scanning device has previously completed the 

pre-activation operation on the palm-scanning service by using the terminal. In this case, the server 

may determine the target account corresponding to the detected target pre-enrolled palm data in the 

pre-enrollment database, and determine that the palm data currently collected by the palm-scanning 

device corresponds to the target account. Therefore, the correspondence between the target account 
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and the palm data can be established and the correspondence is stored, thereby completing 

activation of the palm-scanning service for the target account. 

[00194] In actual application, the object using the palm-scanning device may alternatively be 

an object that has successfully activated the palm-scanning service. The object currently needs to 

use the palm-scanning service, but the server needs to take consideration of both providing the 

palm-scanning service and actuating the palm-scanning service, and a priority of providing the 

palm-scanning service is higher than a priority of actuating the palm-scanning service. Therefore, 

the server may specifically respond, by using the process shown in FIG. 18, to the palm data 

transmitted by the palm-scanning device, and provide a corresponding service for the object. 

[00195] As shown in FIG. 18, after receiving the palm data transmitted by the palm-scanning 

device, the server may first detect, in a target enrollment database, whether the palm data matching 

the palm data exists. The target enrollment database stores a correspondence between the palm data 

enrolled by using the palm-scanning device and an account, that is, the target enrollment database 

stores a correspondence between an account that has activated the palm-scanning service and the 

palm data. The target enrollment database is preferentially used as a detection data source for 

matching the palm data compared with the pre-enrollment database. That is, the server first 

performs matching detection on the palm data transmitted by the palm-scanning device in the target 

enrollment database, and if the palm data is not detected, then perform matching detection in the 

pre-enrollment database. 

[00196] If the palm data matching the palm data transmitted by the palm-scanning device is 

detected in the target enrollment database, the object currently using the palm-scanning device is the 

object that has activated the palm-scanning service, and currently needs to use the palm-scanning 

service. Based on this, the server may correspondingly provide the palm-scanning service for the 

object. If the palm data matching the palm data is not detected in the target enrollment database, the 

object currently using the palm-scanning device has not successfully activated the palm-scanning 

service. In this case, the server may detect whether the pre-enrolled palm data matching the palm 

data exists in the pre-enrollment database. 

[00197] If the pre-enrolled palm data matching the palm data is detected in the 

pre-enrollment database, the object currently using the palm-scanning device has completed the 

pre-activation operation on the palm-scanning service by using the terminal. In this case, the palm 

data collected by the palm-scanning device may be used to complete the activation operation on the 

palm-scanning service for the object, that is, a correspondence between the account corresponding 

to the pre-enrolled palm data and the palm data is established and the correspondence is stored. If 
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the pre-enrolled palm data matching the palm data is not detected in the pre-enrollment database, 

the object cannot currently use the palm-scanning device, and palm-scanning service activation 

prompt information may be displayed by using the palm-scanning device, to prompt the object to 

activate the palm-scanning service. 

[00198] After establishing the correspondence between the target account and the palm data, 

the server may store the correspondence between the target account and the palm data into the target 

enrollment database, and delete a correspondence between the target account and the target 

pre-enrolled palm data from the pre-enrollment database. Therefore, stored redundant data is 

reduced, and storage resources are properly and effectively used. 

[00199] In a possible implementation, the target pre-enrolled palm data may be associated 

with a device usage condition to be satisfied when the palm-scanning service is activated for the 

target account, the device usage condition being configured for indicating at least one of a 

geographical location range or a usage time range corresponding to the palm-scanning device to be 

used. Correspondingly, the method provided in this embodiment of the present disclosure further 

includes: 

[00200] detecting whether the palm-scanning device for collecting the palm data satisfies the 

device usage condition; and establishing the correspondence between the target account and the 

palm data in a case that the palm-scanning device for collecting the palm data satisfies the device 

usage condition. 

[00201] As described above, when the object pre-activates the palm-scanning service, the 

device usage condition when the object formally activates the palm-scanning service may further be 

specified for the object. In a case that the device usage condition is specified, the server may detect 

whether the palm-scanning device uploading the palm data satisfies the device usage condition, that 

is, may detect whether the palm-scanning device is located in the geographical location range 

specified by the device usage condition, and/or detect whether a use time of the palm-scanning 

device of the object is in the usage time range specified by the device usage condition. If it is 

detected that the device usage condition is satisfied, the server may complete the activation 

operation on the palm-scanning service for the target account, that is, establish and store the 

correspondence between the target account and the palm data. Conversely, if it is determined, 

through detection, that the device usage condition is not satisfied, it is considered that the 

palm-scanning service fails to be activated. 

[00202] In this way, by detecting whether the palm-scanning device collecting the palm data 

satisfies the corresponding device usage condition, a capability of defending against an 
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unauthorized attack by the activation mechanism of the palm-scanning service can be enhanced, 

thereby improving security of activation of the palm-scanning service. 

[00203] In a possible implementation, the method provided in this embodiment of the present 

disclosure may further include: 

[00204] controlling, by the server, the palm-scanning device to display activation verification 

information, the activation verification information being configured for instructing to trigger a 

verification operation; receiving operation content corresponding to the verification operation 

uploaded by the palm-scanning device; and determining, according to the operation content, 

whether to execute an operation of establishing the correspondence between the target account and 

the palm data. 

[00205] Specifically, after the server detects the target pre-enrolled palm data matching the 

palm data in the pre-enrollment database, the palm-scanning device may be controlled to display the 

activation verification information, the activation verification information being configured for 

instructing the object to trigger the verification operation. For example, the palm-scanning device 

may be controlled to display activation verification information "Hello, please confirm enabling of 

the palm-scanning service", and correspondingly display a confirmation control and a rejection 

control. The object may trigger enabling of the palm-scanning service by clicking the confirmation 

control. For another example, the palm-scanning device may be controlled to display activation 

verification information "Hello, please enter a tail number of a mobile phone number bound to the 

target account", and correspondingly display a digit input control. The object may correspondingly 

enter, by using the digit input control, the tail number of the mobile phone bound to the target 

account. 

[00206] After receiving the verification operation triggered by the object based on the 

activation verification information, the palm-scanning device may transmit the operation content of 

the verification operation to the server. For example, operation content indicating a click operation 

on the confirmation control is transmitted to the server. For another example, the entered mobile 

phone tail number is transmitted to the server. After receiving the operation content, the server may 

determine, according to the operation content, whether to activate the palm-scanning service for the 

target account. For example, assuming that the operation content indicates that the object triggers 

the click operation on the confirmation control, the server may correspondingly activate the 

palm-scanning service for the target account. For another example, assuming that the server verifies 

the mobile phone tail number carried in the operation content, and confirms that the mobile phone 

tail number is a tail number of a mobile phone number bound to the target account, the server may 
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correspondingly activate the palm-scanning service for the target account. 

[00207] In this way, the server may further determine, based on the verification operation 

triggered by the object in response to the activation verification information, whether the object 

confirms to activate the palm-scanning service for the target account, and determine whether an 

identity of the object is legal, thereby further improving reliability of the activation operation on the 

palm-scanning service, and avoiding a case that the palm-scanning service is activated by mistake 

or a lawbreaker activates the palm-scanning service. 

[00208] In a possible implementation, after the server establishes a correspondence between 

the target account and the palm data and activates the palm-scanning service for the target account, 

the method provided in this embodiment of the present disclosure may further include: 

[00209] providing the palm-scanning service based on the target account; and controlling the 

palm-scanning device to display a service result corresponding to the palm-scanning service. 

[00210] In this embodiment of the present disclosure, after completing the pre-activation 

operation on the palm-scanning service by using the terminal, the object may directly go to the 

offline palm-scanning device to use a corresponding palm-scanning service. In a process of using 

the palm-scanning service, the server may complete, based on the palm data collected by the 

palm-scanning device, the foregoing process of activating the palm-scanning service for the target 

account. However, the process of activating the palm-scanning service for the target account may be 

unperceived by the target object. That is, after activating the palm-scanning service for the target 

account, the server may directly provide, based on the target account, the palm-scanning service for 

the object currently using the palm-scanning device, and control the palm-scanning device to 

display a service result corresponding to the palm-scanning service. 

[00211] In this way, after the palm-scanning service is activated for the target account, the 

corresponding palm-scanning service is directly provided based on the target account, and a 

seamless connection between activation of the palm-scanning service and provision of the 

palm-scanning service is implemented. This can improve efficiency of providing the palm-scanning 

service, and avoid affecting other users from using the palm-scanning device. 

[00212] Using an example in which the palm-scanning service is a palm-scanning payment 

service, FIG. 19 is a schematic diagram of an interface of a palm-scanning device side according to 

an embodiment of the present disclosure. As shown in FIG. 19, after the object completes the 

pre-activation operation on the palm-scanning payment service by using the terminal, the object 

may go to a merchant and use the palm-scanning payment service by using the palm-scanning 
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device deployed at the merchant. After the object scans the palm by using the palm-scanning device, 

the palm-scanning device interacts with the server, and may display activation verification 

information "Hello, please confirm enabling of the palm-scanning service" in an interface 1910, and 

correspondingly display the confirmation control. If the click operation performed by the object on 

the confirmation control is received, interaction may be performed with the server, to directly 

provide the palm-scanning payment service for the object, to deduct corresponding money from an 

associated target account to complete payment, and an interface 1920 is displayed. 

[00213] The method for activating a palm-scanning service provided in the embodiments of 

the present disclosure innovatively proposes a mechanism for pre-activating a palm-scanning 

service by using a personal terminal. In this method, an object may preliminarily perform 

pre-enrollment on palm data by using a target application on a terminal, to enable a server to 

initially record a correspondence between a target account currently logged in on the target 

application and the pre-enrolled palm data collected by the terminal. When the object uses a 

palm-scanning device offline, the server may automatically determine and record a correspondence 

between palm data and the target account based on a match relationship between the palm data 

collected by the palm-scanning device and the preliminarily recorded pre-enrolled palm data, and 

the correspondence between the pre-enrolled palm data and the target account. In this way, an 

activation operation on the palm-scanning service for the target account is completed. For the object, 

the palm data may be conveniently pre-enrolled preliminarily by using the personal terminal. When 

the palm-scanning device is used, activation of the palm-scanning service may be completed 

seamlessly without additional interaction with the palm-scanning device offline. Activation of the 

palm-scanning service is highly efficient, experience is good, and other objects are not affected 

from using the palm-scanning device. In addition, since the foregoing process of activating the 

palm-scanning service does not require the palm-scanning device to display any special content, 

display requirements on the palm-scanning device are reduced, thereby correspondingly lowering 

deployment and maintenance costs of the device. 

[00214] For the method for activating a palm-scanning serviced described above, the present 

disclosure further provides a corresponding apparatus for activating a palm-scanning service, so that 

the foregoing method for activating a palm-scanning service can be applied and implemented in 

practice. 

[00215] Refer to FIG. 20. FIG. 20 is a schematic diagram of a structure of an apparatus 2000 

for activating a palm-scanning service corresponding to the method for activating a palm-scanning 

service shown in FIG. 2. As shown in FIG. 20, the apparatus 2000 for activating a palm-scanning 
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service includes: 

[00216] a display module 2001, configured to display, in response to a pre-activation 

operation on a palm-scanning service, a palm enrollment interface by using a target application 

running in a terminal, a target account being logged in on the target application; 

[00217] the display module 2001 being further configured to display, in the palm enrollment 

interface, an image captured by a camera of the terminal; and 

[00218] a notification module 2002, configured to notify, when it is determined that palm 

information of a target object in the image satisfies a palm enrollment condition, a server to record 

pre-enrolled palm data corresponding to the target account, the pre-enrolled palm data being 

determined according to the image, and the server being configured to activate, when palm data 

collected by a palm-scanning device matching the pre-enrolled palm data is detected, the 

palm-scanning service for the target account according to the palm data. 

[00219] In some embodiments, the display module 2001 is further configured to: 

[00220] display prompt information in the palm enrollment interface, the prompt information 

being configured for indicating an action to be performed by a palm to satisfy the palm enrollment 

condition. 

[00221] In some embodiments, the display module 2001 is specifically configured to: 

[00222] display position prompt information in the palm enrollment interface when the image 

does not include a palm, the position prompt information being configured for indicating a position 

at which a palm is to be located relative to the terminal; 

[00223] display adjustment prompt information in the palm enrollment interface when the 

image includes the palm and a current placement state of a palm is inconsistent with a standard 

placement state, the adjustment prompt information being configured for indicating an action to be 

performed by the palm to change from the current placement state to the standard placement state; 

and 

[00224] display verification prompt information in the palm enrollment interface when the 

image includes a palm and a current placement state of the palm is consistent with the standard 

placement state, the verification prompt information being configured for indicating a liveness 

verification action to be performed by the palm. 

[00225] In some embodiments, the display module 2001 is specifically configured to: 

[00226] display, in the palm enrollment interface, a first reference identifier corresponding to 
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the standard placement state and a second reference identifier corresponding to the current 

placement state; and 

[00227] display the adjustment prompt information according to a relationship between the 

first reference identifier and the second reference identifier, the adjustment prompt information 

being configured for indicating an action to be performed by the palm to adjust the second reference 

identifier to match the first reference identifier. 

[00228] In some embodiments, the display module 2001 is further configured to: 

[00229] display an identity verification interface by using the target application, the identity 

verification interface being configured to verify an association relationship between the object and 

the target account; and 

[00230] the notification module 2002 is specifically configured to: 

[00231] notify, when it is determined that the association relationship between the object and 

the target account passes verification, the server to record the pre-enrolled palm data corresponding 

to the target account. 

[00232] In some embodiments, the display module 2001 is further configured to: 

[00233] display palm-scanning device prompt information, the palm-scanning device prompt 

information being configured for indicating a device usage condition to be satisfied when the 

palm-scanning service is activated for the target account based on the pre-enrolled palm data, and 

the device usage condition being configured for indicating at least one of a geographical location 

range or a usage time range corresponding to the palm-scanning device to be used. 

[00234] In some embodiments, the palm enrollment condition includes an image quality 

condition and a palm liveness condition; and the apparatus further includes a detection module, and 

the detection module is configured to determine whether the palm information of the object in the 

image satisfies the palm enrollment condition in the following manner: 

[00235] determine respective quality evaluation results of a plurality of frames of images 

captured by the camera according to reference indicator information respectively corresponding to 

the plurality of frames of images; and determine, according to the respective quality evaluation 

results of the plurality of frames of images, whether the palm information of the object in the image 

satisfies the image quality condition; and 

[00236] detect, by using a liveness detection mechanism and based on the palm information 

of the object in the image, whether the palm information of the object in the image satisfies the 
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palm liveness condition. 

[00237] In some embodiments, the detection module is specifically configured to: 

[00238] for each frame of image, determine the quality evaluation result of the image 

according to at least one piece of reference indicator information among palm direction information 

in the image, palm movement speed information, position relationship information between the 

palm and a reference boundary, or image quality information of the image. 

[00239] In some embodiments, the detection module is specifically configured to: 

[00240] determine palm localization information in the image by using a depth detection 

algorithm; 

[00241] determine position information of a first key point in the image based on the palm 

localization information; and 

[00242] determine the palm direction information according to the position information of 

the first key point in the image; and/or determine the palm movement speed information according 

to the position information of the first key point in the image and position information of a first key 

point in a frame of image adjacent to the image. 

[00243] In some embodiments, the detection module is specifically configured to: 

[00244] determine an image quality score of the image according to the image by using a 

palm image evaluation model, the palm image evaluation model being trained based on a training 

palm image and a corresponding annotation score, and the annotation score being determined 

according to a difference between the training palm image and a corresponding reference palm 

image. 

[00245] In some embodiments, the detection module is specifically configured to: 

[00246] determine a preferred basic image among the plurality of frames of basic images 

according to the respective quality evaluation results of the plurality of frames of basic images; and 

extract palm feature data in the preferred basic image as the pre-enrolled palm data corresponding 

to the target account. 

[00247] In some embodiments, the detection module is specifically configured to: 

[00248] determine an image feature of the image in a preset color space; and 

[00249] determine, by using a liveness discrimination model and according to the image 

feature, whether the palm in the image is a living palm. 
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[00250] In some embodiments, the detection module is specifically configured to: 

[00251] determine second key points in the image by using a gesture detection algorithm, and 

determine a gesture in the image according to a relative position relationship between the second 

key points; and 

[00252] determine, if the gesture in the image matches the liveness verification action, that 

the palm in the image is the living palm. 

[00253] Refer to FIG. 21. FIG. 21 is a schematic diagram of a structure of an apparatus 2100 

for activating a palm-scanning service corresponding to the method for activating a palm-scanning 

service shown in FIG. 17. As shown in FIG. 21, the apparatus 2100 for activating a palm-scanning 

service includes: 

[00254] an obtaining module 2101, configured to obtain palm data collected by using a 

palm-scanning device; 

[00255] a detection module 2102, configured to detect whether target pre-enrolled palm data 

matching the palm data exists in a pre-enrollment database, the pre-enrollment database being 

configured to store a correspondence between pre-enrolled palm data and an account, the 

pre-enrolled palm data being determined according to an image captured by a terminal, the image 

being captured by the terminal in response to a pre-activation operation on a palm-scanning service, 

and the account corresponding to the pre-enrolled palm data being an account logged in on a target 

application running in the terminal; and 

[00256] an activation module 2103, configured to: if the target pre-enrolled palm data is 

detected to exist, determine a target account corresponding to the target pre-enrolled palm data, and 

establish a correspondence between the target account and the palm data to activate the 

palm-scanning service for the target account. 

[00257] In some embodiments, the target pre-enrolled palm data is associated with a device 

usage condition to be satisfied when the palm-scanning service is activated for the target account, 

the device usage condition being configured for indicating at least one of a geographical location 

range or a usage time range corresponding to the palm-scanning device to be used; and the detection 

module 2102 is further configured to: 

[00258] detect whether the palm-scanning device for collecting the palm data satisfies the 

device usage condition; and 

[00259] the activation module 2103 is specifically configured to: 
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[00260] establish the correspondence between the target account and the palm data in a case 

that the palm-scanning device for collecting the palm data satisfies the device usage condition. 

[00261] In some embodiments, the apparatus further includes a verification module, and the 

verification module is configured to: 

[00262] control the palm-scanning device to display activation verification information, the 

activation verification information being configured for instructing to trigger a verification 

operation; 

[00263] receive operation content corresponding to the verification operation uploaded by the 

palm-scanning device; and 

[00264] determine, according to the operation content, whether to execute establishing the 

correspondence between the target account and the palm data. 

[00265] In some embodiments, the apparatus further includes a service provision module, 

and the service provision module is configured to: 

[00266] after the establishing a correspondence between the target account and the palm data 

to activate the palm-scanning service for the target account, provide the palm-scanning service 

based on the target account; and control the palm-scanning device to display a service result 

corresponding to the palm-scanning service. 

[00267] In some embodiments, the apparatus further includes a data management module, 

and the data management module is configured to: 

[00268] store the correspondence between the target account and the palm data into a target 

enrollment database, and delete a correspondence between the target account and the target 

pre-enrolled palm data from the pre-enrollment database, 

[00269] the target enrollment database being configured to store a correspondence between 

an account that has activated the palm-scanning service and the palm data, and the target enrollment 

database taking precedence over the pre-enrollment database as a data source for matching the palm 

data during verification. 

[00270] This embodiment of the present disclosure further provides a computer device 

configured to activate a palm-scanning service. Specifically, this computer device may be a terminal 

device or a server. The following introduces the terminal device and the server provided in this 

embodiment of the present disclosure from a perspective of hardware materialization. 

[00271] Refer to FIG. 22. FIG. 22 is a schematic diagram of a structure of a terminal device 
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according to an embodiment of the present disclosure. As shown in FIG. 22, for ease of description, 

only a part related to this embodiment of the present disclosure is shown. For a specific technical 

detail not disclosed, refer to the method part in the embodiments of the present disclosure. The 

terminal may be any terminal device including a mobile phone, a tablet computer, a personal digital 

assistant (PDA), a point of sales (POS), and an on-board computer, and the terminal being a 

smartphone is used as an example. 

[00272] FIG. 22 is a block diagram of a partial structure of a smart mobile phone related to a 

terminal according to an embodiment of the present disclosure. Refer to FIG. 22. The smartphone 

includes: a radio frequency (RF) circuit 2210, a memory 2220, an input unit 2230 (including a touch 

panel 2231 and another input device 2232), a display unit 2240 (including a display panel 2241), a 

sensor 2250, an audio circuit 2260 (may connect a speaker 2261 and a microphone 2262), a wireless 

fidelity (WiFi) module 2270, a processor 2280, a power supply 2290, and other components. A 

person skilled in the art may understand that the structure the smartphone shown in FIG. 22 does 

not constitute a limitation on the smartphone, and the smartphone may include more components or 

fewer components than those shown in the figure, or some components may be combined, or a 

different component deployment may be used. 

[00273] The memory 2220 may be configured to store a software program and module. The 

processor 2280 runs the software program and module stored in the memory 2220, to implement 

various functional applications and data processing of the smartphone. The memory 2220 may 

mainly include a program storage region and a data storage region. The program storage region may 

store an operating system, an application program required by at least one function (for example, a 

sound playback function and an image display function), and the like. The data storage region may 

store data (for example, audio data and an address book) created based on the use of the smartphone, 

and the like. In addition, the memory 2220 may include a high speed random access memory, and 

may further include a non-volatile memory, such as at least one magnetic disk storage device, a 

flash memory device, or another volatile solid-state storage device. 

[00274] The processor 2280 is a control center of the smartphone, and is connected to various 

parts of the entire smartphone by using various interfaces and lines. By running or executing the 

software program and/or the module stored in the memory 2220, and invoking data stored in the 

memory 2220, the processor 2280 executes various functions of the smartphone and performs data 

processing. In some embodiments, the processor 2280 may include one or more processing units. 

Preferably, the processor 2280 may integrate an application processor and a modem processor. The 

application processor mainly processes an operating system, a user interface, an application 
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program, and the like. The modem processor mainly processes wireless communication. The 

modem processor may not be integrated into the processor 2280. 

[00275] In this embodiment of the present disclosure, the processor 2280 included in the 

terminal is further configured to execute operations of any implementation of the method for 

activating a palm-scanning service provided on the terminal side in this embodiment of the present 

disclosure. 

[00276] Refer to FIG. 23. FIG. 23 is a schematic diagram of a structure of a server 2300 

according to an embodiment of the present disclosure. The server 2300 may vary greatly due 

different configurations or performance, and may include one or more central processing units 

(CPU) 2322 (for example, one or more processors) and a memory 2332, and one or more storage 

media 2330 (for example, one or more mass storage devices) that store application programs 2342 

or data 2344. The memory 2332 and the storage medium 2330 may be a transient memory or a 

persistent memory. A program stored in the storage medium 2330 may include one or more modules 

(not shown in the figure), and each module may include a series of instruction operations for the 

server. Furthermore, the CPU 2322 may be configured to communicate with the storage medium 

2330 to execute a series of instruction operations in the storage medium 2330 on the server 2300. 

[00277] The server 2300 may further include one or more power supplies 2326, one or more 

wired or wireless network interfaces 2350, one or more input/output interfaces 2358, and/or one or 

more operating systems, for example, Windows Server
TM

, Mac OS X
TM

, Unix
TM

, Linux
TM

, or 

FreeBSD
TM

. 

[00278] The operations performed by the server in the foregoing embodiments may be based 

on the server structure shown in FIG. 23. The CPU 2322 may further be configured to execute 

operations of any implementation of the method for activating a palm-scanning service provided on 

the server side in the embodiments of the present disclosure. 

[00279] An embodiment of the present disclosure further provides a computer-readable 

storage medium, configured to store a computer program, the computer program being configured 

to perform any implementation in the method for activating a palm-scanning service described in 

the foregoing embodiments. 

[00280] An embodiment of the present disclosure further provides a computer program 

product or a computer program, the computer program product or the computer program including 

computer instructions, the computer instructions being stored in a computer-readable storage 

medium. A processor of a computer device reads the computer instructions from the 
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computer-readable storage medium. The processor executes the computer instructions, so that the 

computer device performs any implementation in the method for activating a palm-scanning service 

described in the foregoing embodiments. 

[00281] A person skilled in the art can clearly understand that for convenience and 

conciseness of description, for specific working processes of the foregoing systems, devices and 

units, reference may be made to the corresponding processes in the foregoing method embodiments, 

and details are not described herein again. 

[00282] In the several embodiments provided in the present disclosure, the disclosed system, 

apparatus, and method may be implemented in other manners. For example, the described apparatus 

embodiment is merely illustrative. For example, division into the units is merely logical function 

division and there may be another division manner in the actual implementation. For example, a 

plurality of units or components may be combined or integrated into another system, or some 

features may be ignored or not performed. In addition, the displayed or discussed mutual couplings 

or direct couplings or communication connections may be implemented by using some interfaces. 

The indirect couplings or communication connections between the apparatuses or units may be 

implemented in electronic, mechanical, or other forms. 

[00283] The units described as separate parts may or may not be physically separate, and 

parts displayed as units may or may not be physical units, in other words, may be located in one 

position, or may be distributed on a plurality of network units. Some or all of the units may be 

selected based on actual requirements to achieve the objectives of solutions of embodiments. 

[00284] In addition, functional units in the embodiments of the present disclosure may be 

integrated into one processing unit, or each of the units may exist alone physically, or two or more 

units are integrated into one unit. The integrated unit may be implemented in a form of hardware, or 

may be implemented in a form of a software functional unit. 

[00285] When the integrated unit is implemented in the form of a software functional unit 

and sold or used as an independent product, the integrated unit may be stored in a 

computer-readable storage medium. Based on such an understanding, the technical solutions of the 

present disclosure essentially, or the part contributing to the prior art, or all or some of the technical 

solutions may be implemented in the form of a software product. The computer software product is 

stored in a storage medium and includes several instructions for instructing a computer device 

(which may be a personal computer, a server, or a network device) to perform all or some of the 

operations of the methods described in each embodiment of the present disclosure. The foregoing 

storage medium includes: any medium that can store a computer program, such as a USB flash 
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drive, a removable hard disk, a read-only memory (ROM), a random access memory (RAM), a 

magnetic disk, or an optical disc. 

[00286] In the present disclosure, "at least one (item)" refers to one or more and "a plurality 

of" refers to two or more. "And/or" is configured to describe an association relationship between 

associated objects and represents that three relationships may exist. For example, A and/or B may 

represent the following three cases: Only A exists, only B exists, and both A and B exist, where A 

and B may be singular or plural. The character "/" generally represents that the associated object is 

in an "or" relationship. "At least one of the following" or a similar expression thereof refers to any 

combination of these items, including one item or any combination of a plurality of items. For 

example, at least one of a, b, or c may represent: a, b, c, "a and b", "a and c", "b and c", or "a, b and 

c", where a, b, and c may be one or more. 

[00287] The foregoing embodiments are merely used for describing the technical solutions of 

the present disclosure, but are not intended to limit the present disclosure. Although the present 

disclosure is described in detail with reference to the foregoing embodiments, a person skilled in the 

art is to understand that, modifications may still be made to the technical solutions described in the 

foregoing embodiments, or equivalent replacements may be made to the part of the technical 

features; as long as such modifications or replacements do not cause the essence of corresponding 

technical solutions to depart from the spirit and scope of the technical solutions of the embodiments 

of the present disclosure. 
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CLAIMS 

1. A method for activating a palm-scanning service, performed by a terminal, the method 

comprising: 

displaying, in response to a pre-activation operation on a palm-scanning service, a palm 

enrollment interface using a target application running in the terminal, wherein a target account is 

logged in on the target application; 

displaying, in the palm enrollment interface, an image captured by a camera of the terminal; 

and 

notifying, when it is determined that palm information of an object in the image satisfies a 

palm enrollment condition, a server to record pre-enrolled palm data corresponding to the target 

account, wherein the pre-enrolled palm data is determined according to the image, and the server is 

configured to activate, when palm data collected by a palm-scanning device matching the 

pre-enrolled palm data is detected, the palm-scanning service for the target account according to the 

palm data. 

2. The method according to claim 1, further comprising:  

displaying prompt information in the palm enrollment interface, wherein the prompt 

information indicates an action to be performed by a palm to satisfy the palm enrollment condition. 

3. The method according to claim 2, wherein displaying the prompt information in the palm 

enrollment interface comprises at least one of the following:  

displaying position prompt information in the palm enrollment interface when the image does 

not comprise a palm, wherein the position prompt information indicates a position at which a palm 

is to be located relative to the terminal; 

displaying adjustment prompt information in the palm enrollment interface when the image 

comprises a palm and a current placement state of the palm is inconsistent with a standard 

placement state, wherein the adjustment prompt information indicates an action to be performed by 

the palm to change from the current placement state to the standard placement state; or 

displaying verification prompt information in the palm enrollment interface when the image 

comprises a palm and a current placement state of the palm is consistent with the standard 

placement state, wherein the verification prompt information indicates a liveness verification action 

to be performed by the palm. 

4. The method according to claim 3, wherein displaying the adjustment prompt information in 
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the palm enrollment interface comprises:  

displaying, in the palm enrollment interface, a first reference identifier corresponding to the 

standard placement state and a second reference identifier corresponding to the current placement 

state; and 

displaying the adjustment prompt information according to a relationship between the first 

reference identifier and the second reference identifier, wherein the adjustment prompt information 

indicates an action to be performed by the palm to adjust the second reference identifier to match 

the first reference identifier. 

5. The method according to any one of claims 1 to 4, further comprising:  

displaying an identity verification interface using the target application, wherein the identity 

verification interface is used to verify an association relationship between the object and the target 

account; and 

wherein notifying the server to record the pre-enrolled palm data corresponding to the target 

account comprises: 

notifying, when it is determined that the association relationship between the object and the 

target account passes verification, the server to record the pre-enrolled palm data corresponding to 

the target account. 

6. The method according to any one of claims 1 to 5, further comprising:  

displaying palm-scanning device prompt information, wherein the palm-scanning device 

prompt information indicates a device usage condition to be satisfied when the palm-scanning 

service is activated for the target account based on the pre-enrolled palm data, the device usage 

condition indicating at least one of a geographical location range or a usage time range 

corresponding to the palm-scanning device to be used. 

7. The method according to any one of claims 1 to 6, wherein the palm enrollment condition 

comprises an image quality condition and a palm liveness condition; and whether the palm 

information of the object in the image satisfies the palm enrollment condition is determined in the 

following manner:  

determining respective quality evaluation results of a plurality of frames of images captured by 

the camera according to reference indicator information respectively corresponding to the plurality 

of frames of images; and determining, according to the respective quality evaluation results of the 

plurality of frames of images, whether the palm information of the object in the image satisfies the 
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image quality condition; and 

detecting, using a liveness detection mechanism and based on the palm information of the 

object in the image, whether the palm information of the object in the image satisfies the palm 

liveness condition. 

8. The method according to claim 7, wherein determining the respective quality evaluation 

results of the plurality of frames of images captured by the camera according to the reference 

indicator information respectively corresponding to the plurality of frames of images comprises:  

for each frame of image, determining the quality evaluation result of the image according to at 

least one of the following: 

palm direction information in the image; 

palm movement speed information; 

position relationship information between the palm and a reference boundary; or  

image quality information of the image. 

9. The method according to claim 8, wherein at least one of the palm direction information or 

the palm movement speed information is determined in the following manner:  

determining palm localization information in the image using a depth detection algorithm; 

determining position information of a first key point in the image based on the palm 

localization information; and 

determining the palm direction information according to the position information of the first 

key point in the image; and/or determining the palm movement speed information according to the 

position information of the first key point in the image and position information of a first key point 

in a frame of image adjacent to the image. 

10. The method according to claim 8 or 9, wherein the image quality information is determined 

in the following manner:  

determining an image quality score of the image according to the image using a palm image 

evaluation model, wherein the palm image evaluation model is trained based on a training palm 

image and a corresponding annotation score, the annotation score being determined according to a 

difference between the training palm image and a corresponding reference palm image. 

11. The method according to any one of claims 7 to 10, wherein the pre-enrolled palm data is 

determined in the following manner:  



 54  

determining a preferred image among the plurality of frames of images according to the 

respective quality evaluation results of the plurality of frames of images; and  

extracting palm feature data in the preferred image as the pre-enrolled palm data corresponding 

to the target account. 

12. The method according to any one of claims 7 to 11, wherein detecting, using the liveness 

detection mechanism and based on the palm information of the object in the image, whether the 

palm information of the object in the image satisfies the palm liveness condition comprises:  

determining an image feature of the image in a preset color space; and 

determining, using a liveness discrimination model and according to the image feature, 

whether the palm in the image is a living palm. 

13. The method according to any one of claims 7 to 12, wherein detecting, using the liveness 

detection mechanism and based on the palm information of the object in the image, whether the 

palm information of the object in the image satisfies the palm liveness condition comprises:  

determining second key points in the image using a gesture detection algorithm, and 

determining a gesture in the image according to a relative position relationship between the second 

key points; and 

determining, if the gesture in the image matches the liveness verification action, that the palm 

in the image is the living palm. 

14. A method for activating a palm-scanning service, performed by a server, the method 

comprising: 

obtaining palm data collected by a palm-scanning device; 

detecting whether target pre-enrolled palm data matching the palm data exists in a 

pre-enrollment database, wherein the pre-enrollment database is used to store a correspondence 

between pre-enrolled palm data and an account, the pre-enrolled palm data being determined 

according to an image captured by a terminal, the image being captured by the terminal in response 

to a pre-activation operation on a palm-scanning service, and the account corresponding to the 

pre-enrolled palm data being an account logged in on a target application running in the terminal; 

and 

if the target pre-enrolled palm data is detected to exist, determining a target account 

corresponding to the target pre-enrolled palm data, and establishing a correspondence between the 

target account and the palm data to activate the palm-scanning service for the target account. 
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15. The method according to claim 14, wherein the target pre-enrolled palm data is associated 

with a device usage condition to be satisfied when the palm-scanning service is activated for the 

target account, the device usage condition indicating at least one of a geographical location range or 

a usage time range corresponding to the palm-scanning device to be used;  

wherein the method further comprises:  

detecting whether the palm-scanning device for collecting the palm data satisfies the device 

usage condition; and 

wherein establishing the correspondence between the target account and the palm data 

comprises: 

establishing the correspondence between the target account and the palm data when the 

palm-scanning device for collecting the palm data satisfies the device usage condition. 

16. The method according to claim 14 or 15, further comprising:  

controlling the palm-scanning device to display activation verification information, wherein 

the activation verification information is used to instruct to trigger a verification operation; 

receiving operation content corresponding to the verification operation uploaded by the 

palm-scanning device; and 

determining, according to the operation content, whether to execute the operation of 

establishing the correspondence between the target account and the palm data. 

17. The method according to any one of claims 14 to 16, wherein the method further comprises: 

after establishing the correspondence between the target account and the palm data to activate the 

palm-scanning service for the target account, 

providing the palm-scanning service based on the target account; and 

controlling the palm-scanning device to display a service result corresponding to the 

palm-scanning service. 

18. The method according to any one of claims 14 to 17, wherein the method further comprises: 

after establishing the correspondence between the target account and the palm data,  

storing the correspondence between the target account and the palm data into a target 

enrollment database, and deleting a correspondence between the target account and the target 

pre-enrolled palm data from the pre-enrollment database, 

wherein the target enrollment database is used to store a correspondence between an account 



 56  

that has activated the palm-scanning service and the palm data, and the target enrollment database 

takes precedence over the pre-enrollment database as a data source for matching the palm data 

during verification. 

19. An apparatus for activating a palm-scanning service, comprising: 

a display module, configured to: 

display, in response to a pre-activation operation on a palm-scanning service, a palm 

enrollment interface using a target application running in a terminal, wherein a target account 

is logged in on the target application; and 

display, in the palm enrollment interface, an image captured by a camera of the terminal; 

and 

a notification module, configured to notify, when it is determined that palm information of an 

object in the image satisfies a palm enrollment condition, a server to record pre-enrolled palm data 

corresponding to the target account, wherein the pre-enrolled palm data is determined according to 

the image, and the server is configured to activate, when palm data collected by a palm-scanning 

device matching the pre-enrolled palm data is detected, the palm-scanning service for the target 

account according to the palm data. 

20. An apparatus for activating a palm-scanning service, comprising: 

an obtaining module, configured to obtain palm data collected by a palm-scanning device; 

a detection module, configured to detect whether target pre-enrolled palm data matching the 

palm data exists in a pre-enrollment database, wherein the pre-enrollment database is used to store a 

correspondence between pre-enrolled palm data and an account, the pre-enrolled palm data being 

determined according to an image captured by a terminal, the image being captured by the terminal 

in response to a pre-activation operation on a palm-scanning service, and the account corresponding 

to the pre-enrolled palm data being an account logged in on a target application running in the 

terminal; and 

an activation module, configured to: if the target pre-enrolled palm data is detected to exist, 

determine a target account corresponding to the target pre-enrolled palm data, and establish a 

correspondence between the target account and the palm data to activate the palm-scanning service 

for the target account. 

21. A computer device, comprising: 

a processor; and  
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a memory storing a computer program;  

wherein the processor is configured to perform, according to the computer program, the 

method for activating a palm-scanning service according to any one of claims 1 to 18. 

22. A computer-readable storage medium having stored thereon a computer program that, 

wherein executed by a processor, causes the processor to perform the method for activating a 

palm-scanning service according to any one of claims 1 to 18. 

23. A computer program product, comprising a computer program or instructions, the 

computer program or the instructions, when executed by a processor, performing the method for 

activating a palm-scanning service according to any one of claims 1 to 18. 


