«Title: Connecting nodul e for connecting at | east one sensor, actuator or
effector to a service-orientedarchitecture (SOA) network Description The
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used for business applications, services inplenent or support business
functions and are oriented thereto. They are independently and | oosely
coupl edsand usual Iy exhibit a 20 pbysi-¢gktidhstribution (for exanple cf. US
2009/ 0281861 Al ). The SOA concept is also known in the field of

tel emedi cine (for exanple cf. US 2009/0254362 Al). 25 Finally, the SOA
gopcept is ghéogh@@kgﬂ?iﬂ@%ynbﬂémgjuﬁeﬁab@dthﬁlhﬁeb@nwﬁcsecuﬁwmwe@nd
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area that is'to be nonitored, an energency vehicle that is to be nonitored
or the |ikeappbications that are involved are speeded up by using
new functionalities. The prior art discloses SCA for
the widest variety of applications. S0A 18 an
information technology (IT) architecture with flexible
15 software units (what are known as services} as a
central concept. When the SOA concept is wused for
business applications, services implement or support
business functions and are oriented thereto. They are
independently and loosely coupled and usually exhibit a
20 physical distribution (for example cE.
US 2009/0281861 Al). The SOA concept is also known in
the field of telemedicine (fox example cE.

US 2009/0254362 Al}.

25 Finally, the SOA concept 1is also increasingly being
used in the field of security and defense engineering
(cf. EP 2 112 624 Al). In this case, sensors integrated
in an SOA network may be in the form of cameras for
capturing a defined physical region, in the form of
30 geophones for detecting tremors or in the form of any
other sensors which provide information about a
physical area that is to be monitored, an emergency
vehicle that 1s to be monitored or the like, for
example. Effectors integrated in an SOA network may be
35 in the form of arbitrary weapons systems, for example
gung on a tank, or else in the form of jamming
transmitters, smoke mortars or the 1like. Actuators
integrated in an SOA network may be in the £form of

arbitrary elements which convert an input variable into
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the security agencies, particularly national armed
forces, such as the Federal Armed Forces in Germany, or
multinational armed forces (e.g. NATO), are determined
by the political security and defense guidelines and
also the international obligations of the respective
nation of the multinational coalition. In order to
achieve a sustainable improvement 1in operational
capability in the prescribed spectrum of tasks with
consistent concentration on the core capabilities, a
transformation process is increasingly being
introduced, by means of which, in 1ight of the
operations spanning sections of armed forces and
multinational operations and the resultant
interoperability demands, visions and approaches are
shifting evexr closer to the focus of conceptual
discussions under the heading of networked operational

management (NetOpFd).

In specific terms, NetOpFu means that a comprehensive
information complex “management, reconnaissance, action
including operational support” needs to be provided
which extends vertically over all management levels and

horizontally over all functional task areas in order to
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.35 I'n specific ternms, NetOpFu nmeans that a conprehensive information
conpl ex "managenent, reconnai ssance, action including operational support”
needs to be provided which extends vertically over all nanagenent |evels
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associ ated dom nance i.n the information space is the consistent application
of 20 rmoder W k$ oYL S eBRRolWYy. 2RowetErV1dids hite BOMYRY I Ay are the
network capghitisy Hfwhdeei ndi vidual elenments and the interoperability
anong e another but also with the information systens of other sections
of ar forces (e.g. arny, air force, navy), with the 25 systens of
partnering Taei onpramdmanth irthetles vihfandamibnt malddparaménts. the
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service-oriented architecture (architectural framework). Interoperability

s the key Lo conmanalhiy,anong acardsfprces gl tigatd onalddy. and

a
flexibility. It I's a conprehensive “bracket around all ~categories of
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services wi th little Lavelyerent and Lo, provi de ffiem Lor, olher. syRtem for
also with the information systems of other sections of
armed forces (e.g. army, ailr force, navy), with the
25  gystems of partnering nations and with the civil and
military departments. A communication infrastructure
which ig free of media disruption and which provides
the superordinate information services with adequate
transport services in the widest variety of forms and
30 qualities ensures realtime information exchange which
combines the previously largely separate and
differently structured information in one information

complex.

35 The text below provides a more detailed discussion of
the principle of service-oriented architecture
(architectural framework). Interoperability is the Kkey
to commonality among armed forces, multinationality and

flexibility. It is a comprehensive bracket around all



+10 service-oriented architecture is, as the nanme already suggests, a

servi ce-based architecture for a software | andscape, ideally inplenented
usi ng web services. The SOA principle is explained in nore detail bel ow 15
using the jJtpl ement ati on in,busi ness proc of
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busi ness preee3sess and a¥erealed kpFedtgrchitecture for a software

landgcape, ideally implemented using web services.

The SOA principle ig explained in more detall below
15  uging the example of implementation in business

processes. Instead of assigning a fixed, monolithic IT

{Information Technology) solution to a particular
subprocegs, S0A works with smaller units. The
individual, reugable Lbusiness sgexvices are loosely

20 coupled and are configured according to the business
process. One can imagine this as a normal purchase
operation: A particular Dbusiness process (service
consumer) purchases the combination it requires from a
pool of individual services ({service providers) and in

25 this way obtains more or less bespoke IT support. A
prerequisite is a precise definition of the individual

business services (service agreement).

The great advantage of the SO0A concept is that in the
30 event of changes 1in the business processg it i1is not
immediately necessary to invest in a new IT solution,
but rather only the combination of services needs to be
customized. This makes companies more versatile and
more flexible on a whole and in this way provides them
35 with an edge over competitors. Users think i1t important
precisely that they are able to react guickly to
gseasonal conditions such ag peak demand or altered
customer requirements as a result of the flexible

handling of business processes and are alsc able to



.support their growh in the long termas a result of a future-oriented
architecture. Wen considered in their entirety, flexibility and

reusability and al so the opportunity for orchestration, i.e. the flexible 5
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operations, 1t fol hat a service-oriented architecture (SOA)_ as an
i nfrastruct EF@CPEFGF he "‘Fﬁté‘sl dRIPHSEACRI |30%r Y igh6EessbEiciency. 'In
order to actually achieve thisg, however, it is

15 essential that the relevant processes are defined
precisely and that the reusability of the services is

enaured.

The text below provides a more detailed discussion of
20 the principle of networked operational management
(NetOpF(1) 4in combination with SOA. In the civilian
world of business, service-oriented architectures {SOA)
as an infrastructure for business processes and the
management thereof are critical for the economic
25 sguccess and competitiveness of companies. The focus of
gsexvice-oriented architecturesg is on process
standardization, automation and improvement, on the one
hand, and flexibility attributable to the dynamics of
the markets and of customer reqguirements, on the other
30 hand.

On the basis of the notional synonymity of the terms
“ecompetitiveness” and “superiority of action” and the
analogy of the process factors and the flexibility
35 attributable to the dynamics of operations, it follows
that a service-oriented architecture (SCA) as an
infrastructure for the mission-based military processes
and scenaricse and the management thereof can be

critical for the superioxrity of action and the success



.and -scenari os and the managenent thereof can be critical for the
superiority of action and the success WO 2011/088878- 6 -PCT/ EP2010/ 007768
of the operation. In the case of this parallelization of the civilian and
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subscri bers and vehicles on 25 the |ower hierarchy levels need to be
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demands exi stap9t eahymin the real mof information transm ssion, however.
Particuylarly the demanded support for snmaller nmultinational response forces
producéé interoperability demands with regard to information sharing (use
of the informatimeiatyiaml tigl etpart itcipmnisysiaod sefuriimforiedsieranbi ti ous
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information complex. Whereas the transmission of
20 information by large organizations needs to be based on
a powerful wide area network which can sometimes extend
ag far as the battalion level on account of the
spaciousness of the operational area, the 1local
subsystemg of the mobile subscribers and vehicles on
25 the lower hierarchy levels need to be involved in the
information complex by means of mobile radio systems,
said radio systems usually being able to provide only a
limited bandwidth in comparison  with wide~area
networks. This aspect 1s covered in the architectural
30 considerations by the domain concept, which covers the
homogeneity of the entire information complex but at
the game time also allows autonomous operation of

individual demains.

35 Interoperability demands exist not only in the realm of
information transmission, however. Particularly the
demanded support for smaller multinational response

forces produces interoperability demands with regard to



.10 Various known activities have been able to show, over the entire range
of mlitary operations, the potential which there is in the application of
a service-oriented architecture (SOA), which provides the technical and

speci al i ze (§§5¥1ﬁﬁgsﬂpd functionalities_in the for”%&%@%?ohﬂ%ﬁ?%s coupl ed

servi ces. e precedi ng sections have already indicate at the basis for
possi bl e inplenentation of a systenlsupportln% SOA- based operat,ions could
be sol uti onsnNEPHRFPECR hBNRT V1Y | ARSE eQE mEWRI dRTIFBAERAPBalyY Vit &de t oday.
The - frompodaycspRetdf Hhdvéew:ritprobl ematic integration of these

sol utions provides a honogenous infrastructural basis for inplenmenting the
el aborated design. One critical conponent in this environnent is 25 the
tactical redhesed thbiitsotieangkerabloaadndbisierconpanehes acitiestedpl ays a

criticals 1ol pargy cukdelyplor theagegeattonahascengihgs wdheated above,
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benefit of go POAiBeke! R} | 88nk OsOPht MuBbehavine Wdiitd-he ieomleext of
m ssion tactics.,K The devel opnment strategy of Net QoFU and NNEC ( NATO 35
Net wor k Enabted?tdpabilities) is based on the necessary operational
capabilities being obtained through the synbiosis of independent system

capabi Li ti Vi syst.ens. . iliti i e j,Se
tocessile TR SBmihE B, o S AR abet o SRBadlar G 02t 08357s- 8
- PCT/ EP2010t 097768 idesigmagesifgredl  renpdaparaf ashfon the MREEHE&L can be

nerged withgut di fficyl ty tQ taemibhe sNatOBRUever aldrsyst emicanaki i ty.
The consi stent_ use of a service-oriented approach supports.the ev%gutlonary
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capabi i ti espteibeiconcentvated and Haneeibablgtaesoliind teendeptn fodr the

devel o nt . of t @Fu. - A.quite, essential aspect which nust not be
overshgg%meﬁoﬁﬁgfxq?ﬂPgl%gni?ﬁ%%%??bn of the whole picture is the

i ncorporation of the individual system capabilities provided by existing

ol d systemsy{subseaunntly oalliedd epary sysLea) indbeaseli tude fole
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| egacy <Y st BRE. CSiVide 3ther By el EEderdl Y 4
The - from today’ s point cf view - unproblematic
integration of these solutions provides a homogenous
infrastructural basis for implementing the elaborated
design. One critical component in this environment is
25 the tactical realm with its transferable and mobile
components, which plays a critical role particularly
for the operational scenarios indicated above, however,
in order to show the interactions between a
service-oriented architecture and the tactical process
30 and to demonstrate the operational benefit of an SOA in
relation to optimum behavior within the context of

mission tactics.

The development strategy of NetOpFl and NNEC (NATO
35 Network Enabled Capabilities) is based on the necessary
operational capabilities being obtained through the
gymbiosis of independent system capabilities.
Individual gystems capabilities which have arisen in

successive development c¢ycles need to be of wmodular



.20 Arnmed Forces currently have a wi de-ranging variety of |egacy systens
froma wde variety of manufacturers in operational use, however, the
i ntroduction of SOA can be expedient only if these | egacy systens are al so

extensively 9%?% 25 Furthernoreg the infrastrygct gomggp{b%nts have
not yet rea vel of maturity which is require use in a

(hi ghly) nobi I e erational environnent. In this case, the focus,is
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servi ce- or i EpretnNetOpFaanRdilide es heo sPst tRREPFEAEe9 e3108f h@)ﬁ‘?@tl ng,
non- servi cep QI h &M ego5Y§t 8B HSEUr P Hige eeAPSHIbAd e wde@m%@m l'y of

manuf acturer 5 such that access is possible externally by other systens
using web service conpliant interfaces. To use these systemcapabilities
made avai |l akl @uase acseexteali aspethi ghliyh mobitl @eocar bir @meacs@alaidg:hzle;d) nmobi | e

segnent, too 1 nf rastr.ucture al so_-ne t d he
speci alt]L hair‘%ct erTstics, The p%lgl i ggtgl oﬁhgge \E/:E?ce- I ent ed(E teensor Dat a

| nt er oper abih¢eypdvat i GEE Q451 ISmarindiraibiicersystisn Sergpatiddédesy.

published ip, My;2909, S&Qﬂ@tﬂlg?"aﬁl@f b ML Y ahibBEGGOAY ?t ic@nalegsensor s
or actuator W|t out gOA capabi E i ntto an SOA enviraonment by using a

sui t abl e cohP¥REY ngY FbEUFL: 'F%@\e?@ itydgr éPEqEesiREkes ORErAHE Sensors or

actuators %@@gé@@hat ednM tha rrbal%;@@ontcrﬂnl | eheandea-wietamark dmieer f ace (a
transducer)

ubllcatlond T ibes encap sulatlo f e
act uat or | np‘?‘ﬁf)djr%g}e% ETERERS 5wetr aygrﬁe a ra'iﬁ’lr%dﬁ%L e g%tﬁgegn%?f%EE 1451. x
interface. &vahbabpper akayefwelan |dEEE Mo . xan@mmnnsaguanthfdul“@h/\hl chis
capabl e of ggggy@%cg@hg Ehlﬁésrkaegédegﬁr alSol Beealaleid Bl 25 SOA

web service Icatiron " Sensor Wb Archltecture Core
Servi ces" byhghu, T%lﬁgcmé%eml ﬁlpl%é 'Iféﬁ’ﬁ exist, in principle, in

the case of legacy systems. Since the German Federal
20 Armed Forces currently have a wide-ranging variety of
legacy systems from a wide variety of manufacturers in
operational use, however, the introduction of SOA can
be expedient only 1if these legacy systems are also
extensively integrated.
25
Furthermore, the infrastructure components have not yet
reached the level of maturity which is required for use
in a <(highly) mobile operational environment. In this
case, the focus is particularly on the functionalities
30 for optimizing the algorithms in operational scenarios
in the tactical/mobile and transferable realm with
restricted and unstable network conditions. Fundamental
mechanisgmg for the mobile zrealm in ordexr to meet
important military demands - for example mobility orxr
35 support for a local collaboration process between
platforms for coordinated action ~ need to be

integrated into the infrastructure components.



- Durnota, Bohdan; and Buyya, Raj kumar, from 2006, 30 describes what is known
as an NI CTA Open Source Wb Architecture(NOSA), whi chcani nt egr at et he
conventi onal sensorsor actuat orswit hout SOA capability into an SOA

envi ronmenty, by, SiBgs Sui tabl e connecsing nmodul e. | Bed A2 62580916 sNCSA,
however, no 35 direct connection to the connecting nodule is set up. NOSA

is based on_t he Sens Web, Enabl nt WE) st andar ich was.defined b
t he Open GeBépaFgﬁF %ﬁjns%??’r%fﬁ?(%) .fL(gaE %%O]%es % ﬁaw%?% Chbnpri ses ay
requi r enent sepriode | @ DEnisp@Ci le(eaLDip@’fms f oaptatedéaces,cha\D 2618£€@838878- 10
- PCT/ EPZOlOéagEQ OB PO 7oL 0gel 5 ry&&ﬁogézmghoﬂ%ﬁ%aegg k cRiad

act uat or al S0 sensor proc 'si Ng services e recodni ze
accessed areebt abndte Ancaprvhatedt drderetsEI khodh FErNEas tuger

connect isNg Syt engn ¢ t hge&ew §§pa§bgswléo éﬂtg%a@ﬁ!\ﬂ rggrreattnb% t hat
t hey make quite specific demands an stemtha e_incor porat ed,

that is to %@tef%yuﬁéﬂﬁof"’epl e%ﬁrfﬂlfq rﬁ%‘f* e %ﬁﬁ?{egi?ﬁ%?s oF HEfuators
into the 10:K&¥e epyEtennenipadds 12064 036346 vAl ldeder idxesaa seetiod for

connecting at appli;ance without seryice ca it sensor,
effector or %c?‘ug%g?& g%léje?\?l Ce- oérﬁogl}lt %d %95 Y&oﬁgg L(L)g %e%a)gln Ser vi ces
Gat eway | nitoat i v9§3 arrlﬁnatse:oftuﬂ‘cel)re |l shi Beedse tOf dre e@@ﬁlﬁpﬁdl ance type,

t he apply ange, @éré@géﬂ%é y prograns appropriate encapsul ation
in order to map e ap lance I n the service-oriented environment. This 20

requires the appl i ance manufacturer to have know edge about the
servi ce-oriﬂﬁ@edz@mi l’9&6’@@&@11:%110h“BExﬂ@E@’Bbkyeﬂ@@a ngknkave aadaneeds to

be addition burchas d at p S5 _Furtherno t he individual
encapsul atl Q%% Jg ?%n éEgé ggégrrp%%‘?(r? j{]earrf%c{%?e rodltkféfl ng and
servi cing tM@ncEpgahat iYon. plﬁlkoﬂtthhednrl@, Mahe 20@Xi behovy af wal;reqfndi vi dual

encapsuball A 15 Seliy | LAY A ,ehangE, Lo-t Neselyi g bls yssdole: o, ESB

30 (Enterprlse erV|c Sphere type or RA type in the
current ver$Phn Skl nohdicecait 8PAsuRRESEPVRETERr SPHN YESORERA

" Swor df i sh"3, i ¢ apedi abgh¥cheagssidaties s, F odeucp!re@e nigitkeasgt conplex
reprogramm ng of the encapsulation. A simlar situation % al s appl i es

when t he en%%%ultgteedsﬁlﬁﬁijifﬁnég ofCEHRESPPI it e 256 3ER ap"éjut_r t &d
changes. Fl rﬁlﬂbf@’cozﬁtheokll@ﬂ\ﬂaﬁathOdeCaﬁrkeinlttarlfaclend@.rr}latamlmdlud@lrQs ari sing

when a Lopge > 8u Qag %1' 0aLe 1M AL GIent, (R At 4T gLgaRd Sfor which
the en psu i
actuator in two layerg. In a lower layer, a transducer
forms an IEEE 1451.x interface. In an upper layer, an
IEEE 1451.x communication module which is capable of
communicating with the transducer 1is integrated intoc an

25 S0A web service.

The IEEE publication “Open Sensor Web Architecture:
Core Services” by Chu, Xingchen; Kobilalka, Tom;
Durnota, Bohdan; and Buyya, Rajkumar, from 2006,
30 describes what is knewn as an NICTA Open Source Web
Architecture (NOSA) , which can integrate the
conventional Sensors oY actuators without SOA
capability into an SO0A environment by using a sultable
connecting module. In the case of NOSA, however, no
35 direct connection to the connecting medule is set up.
NOSA is based on the Sensor Web Enablement (SWE)
standard, which was defined by the Open Geospatial
Consortium (OGC). SWE 1is a standard which comprises a

requirements profile or specifications for interfaces,



- WD 2011/ 088878- 11 - PCT/ EP2010/ 007768 i npl emented by the different
manuf acturers are connected to a service-oriented network. The reason i s
that, by way of exanple, an SOA is not a conpul sory standard but rather is

nmerely a regpuppndatd-gn. The 5 result 1gf this can bepthaksodl/bhpugh
encapsul ations 1 nplemented by different manufacturers are all SOA

conpliant, they are not at all conpatible . wth one, another or are

conpati bl e %‘?%D‘f%l% 2R i EPEEYREGPBE. 16 Adhi n%fl?‘ﬁe BEERGF oundof t he
prior art descrated, ddte pnésehsoi awesdroprosetheéngf epevhasedtondehe obj ect
of providin ) i S o) i are originally w thout SCA
capability %g%%@%%)%g%%%#?%oﬁg% mﬂr}léeﬁxbrk structure in as sinple and
i nexpensive a 15 manner as possible. In order to achieve this object, the

present o NVenthaRoR! ¢RATeS < Ner UBBLAT kAckANNRSt M Medul @chekcgangect i ng at
| east one appliance to a seryi ce-oréegt ed 20 ar cgi tecture (SOA) network,
wherein a fEAREFBNariEyPBF FHR GRPPBALE S BnECappl PRACENSY 8¢ 4§ a

service in thee SQAehetmaxk. glhieeconpeciing nbshdeihasnattheastysore first

interface for connecti t.he at | east. o pl i e d I ne second
interface fig]i}arZSl%ogﬁe%t%i nlélct%ré)og%%er?ét\%%a& #u??%ers rg?é?"hg:%%%r?%ecti ng
nodul e has fleohply aihionrapphianeayf srensasutdngaatedhpus einppogham

wher ei ﬂoones@zgréﬁ@ Sfndhe conputer programthat is to be executed is
prescribed and anot her portion of the conputer programis freely 30

programuabl e by a manufacturer of the at |east one appliance in order to

i mpl ement cust o ZAb2 0sn 0F 81 pheserOhed i aMraEBoWhifel ic®rpresent @t the at
| east one ag liance to thg,SOA netwark. 35 The prescribed. port,ion of the
pr g'? *PHCE s

conput er %m %55t BPR Bie RERSAYT forPEYA L%é i'$ 9 ROM an
EEPROM or aséhash, menbiat tgar efcer abbyubyothe tanud actaunvdrceofortimamtesnnect i ng

modul e  hef Oégt&g%{l atter s, gven deHP/eq{ ed to @ cqustoner, thats.to say
preferéLny uri ng or subsequent to e production at the end of the I|ine.
The menory Faytbetiveegratletteatene) conpit attite® apprPancefPrnt &2%& nenory)
or arrangeda@yﬁaﬂ@etaf £0MpUEtatingn 1apRki ARER FERXLSIAl BRI 15

Fol | ow ng delivery of %e connecting nodule to the custoner (Fle;(-: t he

manuf act ur ePTBFT¥Re SBREBPY 1atRe elné’?"t@?l St e fPBeFY P ofFRmM&iTot her
portion of 4pelcenpat efn priigs amaned cd-asei dritaed amtintcemmalt .or Texteer nal
menory _on the conputation appliance. Thi 10 be S in

whi ch™ tife fF?WH‘/E%?eg i b oTtTon" o ufc'%ggg%r%ﬂut%? %ggargﬁ%dﬁﬁ%ady
stored (butapoeterabley | seamdtheorienbey arcgw)iramesitse | vhigha ddparate
memory. normally does not have and needs to be additionally

purchased at great expense.

25  Furthermore, the individual encapsulation of the
appliances is very complex in terms of producing and
servicing the encapsulation. Furthermore, the
flexibility of the individual encapsulation is very
limited. A change to the service bus used (e.g. ESB

30 (Enterprise Service Bus) of Websphere type or of SOPERA
type 1in the current version 3.3 or a more recent or
successive version (SOPERA “Swordfish”)) immediately
necegsitates fresh production or at least complex
reprogrameing of the encapsulation. A similar situation

35 also applies when the encapsulated appliance or the
appliance to be encapsulated changes. Finally, the
known method can result in incompatibilities arising
when appliances which  originate from different

manufacturers and for which the encapsulation has been



- 15 The connecting nodule is also called a Tactical Service Bus Interface
(TSBI'). The TSBI operates as a connecting nodul e which converts the
firmvare associated with the individual sensors into SOA conpatible

standards. Jhg,TSBkepsgVvi des functianalj ties as servigesphth79hPldsance 20
with the web service standards. Furthernore, the TSBI provides nost

customary interfaces as hardwgre interfaces, by nea f which the TSBI is
connect ed tH"PtHERteY east? SOk Het \A/(gfﬁgfaef§rﬂzetm6‘ﬁ? “eXampPéS whi ch
processor (ESEectaadi eveal aregetiye tdre <5Okd mdtheoflor ntloé aeradho iisnt er f ace,

o del ay-1 1 Eetiat B raRones O o deert. (RE TBBI “Shd Tho SR noE ROk,
Pr ef er abl y, stdedaSB| but rather 1is merely a recommendation. The
5 result of thig can be that, although encapsulations
implemented by different manufacturers are all BSO0A
compliant, they are not at all compatible with one

another or are compatible only to a restricted degree.

10 Against the background of the prior art described, the
present invention is therefore based on the object of
providing a way of allowing sensors which are
originally without SOA capability to be integrated into
an SOA network structure in as simple and inexpensive a

15 manner ag possible.

In order to achieve this object, the present invention
proposes the use of a connecting module for connecting
at least one appliance to a gservice-oriented
20 architecture (S0A) network, wherein a functionality of
the at least one appliance is mapped as a service in
the SO0A network. The connecting module has at leagt one
first interface for connecting the at Jleast one
appliance and at least one second interface for
25 connecting the SOA network. Furthermore, the connecting
module has a computation appliance for executing a
computer program, wherein one portion of the computer
program that is to be executed is prescribed and
another portion of the computer program is freely
30 programmable by a manufacturer of the at least one
appliance in order to implement customization of a
piece of firmware which is present on the at least one

appliance to the SO0A network.

35 The pregcribed portion of the computer program 1is
astored in a suitable memory, for example in a ROM, an
EEPROM or a flash memory, preferably by the
manufacturer of the connecting module before the latter

is even delivered to a customer, that 1is to say



- 30 provides two types of interface, an SOA interface to the Enterprise
Service Bus (ESB) and a radio interface which is inplenented by a separate
Li ght wei ght Service Bus Node (LSBN) nodule. The TSBI is therefore able to

integrate paf bietodkhds Sensors fromthe real mof 35 segubbbio/abehddef ense
engi neering (what is known as | egacy equi pnment) into an SOA environnent.

The i nvention EWS tg}é vant age that the d veI op nt of % rrEI etel.ly new
sensors wi tAY SR RRPALIEYY sPhotfP WSS e BROATYaryS"i 4 s

possi bl e t otluseendo c2101t1]z’1é)8&8?1&- Ithe P@amcEPgoma&OO:?emBntegveheﬁodal sensors
whi ch i nher |y _hav LLit I rQyl ] generic
SOA capabi I"%f‘é Xom |oneaﬁigég%aééng%p§%2 %%Eﬁgyg %\#e%?}é’l\sﬂé‘fﬁt%

i nvention |@ut$luée baé’@j opnphéatépsepeprpliange| ylemHeinrek paesiors)y

conveyi Bg tapabl | idan £,9n€ g rﬁ%e SERSELEIRE arddtI&r eslesihgn whi ch
are inherently wthout SOA cap abl|ltﬁ% %/ usi ng the Iwel stand rdized
eFuy ShHf

(apart fronfeha®npsrtilorf of thRe B3RP 49- prdgr %% to

progranmed byttde sansahdmnefaeliyr erpgeannecidungnosketei bm ofdehet hus to
be able to int e’g{.‘ate t he sensors.int gf)an S netvvork str%%tr%rei 'I(;hre

i nt egrati on“OFFYhe’ seR5B75 by #B3nsS6P Ehe EonABct g D
si gni fi cant éytéessl expensiyven ]iﬂieaasanepumimctilasﬁﬁplmaﬁecof?}bllét @ay

r edevel 1QPMenL afy,d hes.a?r[ét' t;n%m%%@/so&nvm A LRt e@gﬁt quﬁgA c%q@tydriltb\éd The

invention distinctly 1 ncreases acceptance and hence aI so 't he spread of
net wor ks wPﬁrSmlcéﬁaEﬂel AP e Pjé%ﬂf??ﬁ“bfl%e@@ﬁ?ﬂﬁy FiECresr y 2d def ense

engi neer i ng%raﬁeifgbﬁyl Sof apafhéeuhind Rt e5£84) 1 0 cal | et ypesitof iacta on
forces, suc olice, federal border protection, fire brigade, Gernan

Feder al Ageﬁ%?ajégtere‘ﬁ?fﬂ‘?]é%l Relief, German Federal Armed Forces, medical
energency care, etc. 25 One inportant aspect of the present inventi on can

Sensor &9 nctlia seaar - p oRORRLE e RISk, Bad CiaY PRI S

becones posBubI énterB8acenpTaRy) apphranédd Wﬁ’@éﬁ‘ﬁﬁﬁealsnﬁeﬂ'@ﬂﬂ%?%%out SOA

capabi lity L hagie SAieAVIIRREBM: EHICAPSHFONaksopPsskll &itht howt the
manuf acturer of the appliance that is to be enCﬁ:&sul at ed _ha mgg@l now edge

concer ni ng %ﬂ@l'S@\u%?ﬂwSte&“‘f’ﬁé"ﬁt HAEC t FEASGARRE Tl % %?Eéﬁr Ece
Pr ot ocol) Tospaptboubisk, fihetappbilandcesnasuisactices doesorgilinest to have

;?L?;I Sgggi E%ﬁn%v se%%zggoggandégégﬁﬁﬁﬁ%@ﬁ%&ﬁgxépetﬁBkaﬁﬁpes and
prOVld@S most customary interfaces as hardware
interfaces, by means of which the TSBI is connected to
the at least onhe sensor, on the one hand, and Lo the
SOA network, on the other., The interface to the SOA

25 network may be in the form of a radio interface, for
example, which 1is controlled by a digital signal
processor (DSP), for example. This makes it possible to
achieve largely delay-free data transmission between
the TSBI and the SOA network. Preferably, the TSBI

30 provides two types of interface, an SOA interface to
the Enterprise Service Bus (ESB) and a radio interface
which is implemented by a separate Lightweight Serxvice
Bus Node (LSBN) module. The TS8BI is therefore able to
integrate particularly senscrs from the realm of

35 security and defense engineering (what is known as
legacy equipment) into an SO0A environment. The
invention has the advantage that the development of
completely mnew sensors with SOA capability is not

necegsary. On the contrary, it is possible to wuse



WD 2011/ 088878- 14 -PCT/ EP2010/ 007768 services and the all owance therefor
when consum ng the services. Stateful ness neans that the appliance or the
encapsul ation stores information about its own state. Statel essness neans

that the SeﬁoVizSﬁ/(oiaaﬁs SOA webservi ce);handl es a pl upal iy o ftf/obep4est s
essentially as nmutually independent transactions; no information is stored

bet ween queries. |If the appliance to, be encapsul ag)ed [ S a rotatabl e weapon,
for exanpl eSORYEREHOBR! r oFERBEEF nt BRELRR dEBPFEATPOYi t PEH by “Reard®of a 10
first commasgbanillftyed byeseansebhga pecohdedonmwandd. bknkhdcsecoirce
correspondi ng t.0.{he second command.were now to i mredi at el y
after the f?a:’:l%?bls%%%Yce,a? hrlﬂ%n%:b% %dwa?ﬁ r?%aénéév%]gftlg% Q?%%%’rrect processi ng
- result in the weapon being fired even before the 15 desired position is

reacheds Thige ShL-UALLEN i JrRMedi eds byntBeplsBh canneed i pgnprgll @ for
exanple by virtue of service requests being able to be stored and subjected
to coor di na®d%: EXe@itd ohNCXPEREUR T Bd, CURE XgKhe PPN G-t £ 0an t&ven t ake

account of @fédordti el SOARC2Q r eguestsiangry akes @icpounthiafh t bew when
executing the co ds. . To thi nd,_a h service interfac wh is known
as a reques’fl-g‘}i‘%g‘ﬁ% j;é %88?5? %P ERE \rll\]ﬁlelctﬁ Ny nMBaule Eglgdﬁtg‘é:get r eads
fromthe SCGAPEnégu@dstsdandpeaterfscdmor thhe pomtects ardetheof cexwersiron i n
accor dance ' the: priorLties. e appLi-apgegmapuf agturer,al-sq does not
need tg%hav%;%#&ﬁnogﬁle ge %%out@(?\/\/eggse?vie es, nor toy’have i nfornation or
know edge apemelapeurgpe slormesdrivitem3dubas iRe®rCEYy. LAHSENt®r PN se

Service Busa(ESE)rof Mahsphare tyRe, s0hsSOPBERNS. Jad YRom0r reftwd@RERA
"Swordfish" type or of another type or a Ltﬂhtwel ht Service Bus (LSB)).
v I’%ﬂl

The connectFHEERbdEFe AECordiTRg 1 Re PhvEHEi &F uSFF Br &Vi des a
sui t abl e WEhhe 3boniebtSatvimeeudef i 16 t £ bgnl dhguagey fieke, espectwiive,l oaded

into t registry of fhe servi bus e useg, endi ng
on theqt(:als ypeg%?l%]\ér\?‘lné%e g%%gﬁge%%awaﬁﬁggbé8g%§-%%f§%ﬁﬂ%%%£g16'/%1%87768 One
i nportant aspetteof seheoTSBWitbnnéoteayakedul E0Rs rcheablilstence T a

hear t beat fi&@&éh@ﬂon"'ﬁ@f&@ﬁ%@lf' | oy Knovd £dge- Qb 3PR-d evilg ofhephet her an

encapsul ation 1s still active and is behaving correctly_or is no_|onger 5
active, fora&ganphe SwrEéodit WCWATYET roFth HEGRt GRREPLUREY dRs ke

aut omat i cal +ya penes@at gdchien oyemy: Neve epCcapsiul @& f ofce ThResg rdsidiniqans are
o hear Peat TRERCEPOI 1PUHE S i et RBEFPL St S 10 (BB PEnGiHiEh can be
recei ved atf&f¥esevelichyasupsticpti drdesalisborbey mmwptﬁcsl,krfdm as the
A ki . T e, s by
ensures t haBerman Federal Armed Forces, medical emergency care,
etc,
25
One important aspect of the present invention can be
seen in that generic encapsulation of arbitrary
appliances (e.g. sensorsg, actuators or effectors} is
provided, that is to say that it becomes possible to
30 map any appliances which are inherently without SOA
capability in an SOA environment. Encapsulation 1is
possible without the manufacturer of the appliance that
is to be encapsulated having knowledge concerning the
SOA environment and the SCAP (Simple Object Access

35 Protocol) .

In particular, the appliance manufacturer does not need
to have information regarding what 1s known as

statefulness of the appliances and statelessness of the



15 the sensor/effector which is encapsulated is also active and avail abl e
and is behaving correctly. An inactive sensor, effector or an inactive
encapsul ation results in the heartbeat nessage being absent. A watchdog

timer |istegs . bhol,/J3gass beat nmessages. i4n the 20 absenege,/#bhoieantbeat
nmessages, the watchdog tinmer triggers a restart for the responsible

encapsul ation _sof t ware. cor t o _one_advant ageous devel opne of the 25
i nventi on, ??ryy‘ﬁ?oﬁgged%ana%]tcﬂﬂ o%ng%ﬂ% oﬁo%ﬁ?@ SS%W\%% aq:fl F st
modul e uni tsen\mchsrrm%attlaéudumecm@ehrsaenﬁmu efi¢ egpplisncactwatdre as a

service in &Hga]g%%gwﬂrst AL a; 3e600d, IDYURBAMR 3L hbGh cpndid i ons the

servi ce mappe |'e uni t transmssion via a radio
net wor k wi ttﬁtfﬁbwlﬁaﬁﬁﬂﬁat h mg#nse r ébatni n*“ghGG he SSOK ifcgnct { Bn@t i tygopfl'he first

modul e uni twéﬁs@ﬁs)céﬁ' hgﬁd@eyeadgnu@@wﬁ Bic Aty JMdR-1afhe, second
nmodule unit is also_called a ng t\/vlal%tl_;§ er.vi ce Bus Nodeg%tLS %z 35 The
VDE i s used®®ofVEHRAp¥uFACERG SR br bi Py tAOPEi affe MR Jcsapabl lity
as a web se@uog@dwhlhéltu@@tm bequiecogni zedfancthmnamdliamce:onnect iEn W th
services, reference_js.also_mad orc tratl n 8878- 16
- PCT/ EP2010‘?]6‘6&}’9%§E§]‘§?9| c8sf Ey%f’t%gb%m SEPRG $erf\%rcee ug\ﬂgl’ JtV %gener at es
a service whécho=tdie a@l&:@ss*e}de byierma;rﬁi oboaikeguesty r esporsechodul e of
the VDg{e. 91%%%9@ n%n iy 1 58/ éUQ%%hBe ittt of 1 he
ssaglng Se VIC

VDE (e. g format) DE hosts the
servi ce encaﬁsnhat ﬁ@ﬁvllﬁfea coErEseeRtangedor etéﬂemwrcm Wa%éve%ndbox

whi ch prevepts amy H@'é%é@nﬁnﬁxé\dﬂﬂ@eﬁyrafﬁérothén fihe tencapsidat ed
appllancefroml L% the ost Sy stem theoeratlniﬁ%ﬁtemof the 10
he VBE

connect i ng FBY8I € %‘r‘ eThé’ §5lrtrdb8 alBoPEhsTr e e
i ntell ectual rpsapert ynoftide vmdmnmlmnuffaartedr eeves p:s@ﬁcem etthelhi s

meanstn)ﬁt he user_Qr.a.person_w.t | us. i Nt unity to
access 1t oftwarefan %tl gé“ourrggc?:lgga \;\Ih%llgsh tua%g urerer

instal | ed |hyt hbeTSBBI TlanvbEipgoviodes ca Ifazxg@wm@r knff xcﬁlftﬁ@re?ﬁ
i nterfaces E&{?Qéésr‘% L3RRk %9.%’%_; tn,he @6‘0885@(:%%%@ bofa angffadicey The

servi ces produced %ﬁl ans of VDE are stored a_service registry of
the VDE. Dep@ndiafy Grmatfs 2@}‘%‘?‘6%’6@% es'[farﬁéﬁ‘&‘éb‘%ﬁﬁi i thes SReE 98 vi ce

?us the sen¥hGeel €St it O¥hUEES a/@@@lu@ rwmspaﬁomnmﬁss oh masent ati onf
representation e _service, t he representation o
Lhe' Berd Ce HONCRbEC | Fy RoitRs i Bhr FESBoRITD EHECHELRE(VEE 25
Servi ces | ntemnpadabi bt yh@sganidz ati cma)b rmommndaIUaxrfsa.ceTthmatalo% i t
t heoreti cal S I [ e v )t 0, I erenced
by any desi Jr(:%éa‘!%sier%l\%foc% %gugﬁg %ﬁéﬁkg‘éﬁ ?‘[d’ te%vm gﬁt tggr \%C%:rgle%et ﬁ)
al l ows or impdoves pheduses of thrradondesti n§hepdE8PRP| nredeests and

caters for the correct order of execution in accordance

25 with the priorities.

The appliance manufacturer also does not need to have
any knowledge  about web  services nor to have
information or knowledge about the type of a service
30 bus used (e.g. an Enterprise Service Bus (ESB) of
Websphere type, of SOPBERA 3.3 type or of SCPERA
“Swordfish” type or of another type or a Lightweight
Service Bus (LSB)). The cconnecting module according to
the invention autonomcusly provides a suitable WSDL
35 (Web-Service Definition Language) file, which is loaded
into the registry of the service bus, upon request by

the user, depending on the type of service bus used.



.mlitary world. An LSB (Lightweight Service Bus) is a totally distributed
service bus. The term LSB does not denote an appliance, but rather denotes
an abstraction 35 of a plurality of LSBNs which are networked to one

anot her. Thv(;O _l2§§{/|%r895)_pﬁses a service bus; which is cusgg{prﬁggwt/go;%

requirenents inthe military world. By way of exanple, these requirenents

i nclude special A WO 2011/088878- 17 -PCT/ EP2010/ 007768 security mechani sns,
| ow t r ansni @&¢ oATPREESTY R9Rest AT t FAfshSES ofP PRSI NS nmegHtFadt to the
connecti ng pRAubL: whéabBei srkaowaabtheam FhackEoh . puklaredlkher allow

"Service-Ojented, Sensor ta |l nteroperability for |EEE 1451, Smart

Tr ansducersk?o‘fﬁ%dgf%BP%or%taphglml dBEs wﬁ’&thre qu?rﬂeepﬁ%pgk}%?él “tHat are to
be encapsul at £Ult acbéver ansidicensimviry compresely ransdacers Lohigey nvent i on
can proy de, an; SOM iipterd A, 110 401 1aBYLYPG, OfasyStem The To8e.0r the VOE
does not” require a particular type of protocol or technology in order to be
abl e to confuntecherswiate t etopetdmaltie FSBRratethel¥DE 5% f Fdtewor k

whi ch al | ows,the-geReldhi 0nnake ardalt Nbhb0R WNIGN 1t SWitlaRita danyal | 15
oper ati ons gr ovi ded bggt he system (e.g. turnlLeft, getPict urai,l g:hcﬁe. A
d ition for

framewor k fBFORhELIPG| EGaRi™Br 0§V EHY cSHECLS SdEne PRGNS
t he system hbattbsato beuhdcospor atethgee nmanuf actwr emeafi flilketiyst em t hat

isto encapsul ated fills the framework 20 with, _apprqpri fu ions in
t he soglr%ce g%@%fh%&sei n?’%?’%@tsc%nt hg?hergﬁ?% g%\g: n°& rr%r?%er l\%’i%gh Fb&t desires.
When t he nmasubactipeiochas (Bithssheldet hi sost wpati t isonpibes t ke sddrce code

into a binany, ferea aidyi MR Sadie Jeal LEE | BbARLBE: A9BInatuidl 0 ke VOE
e VDE

The TSBI and 25t use the binary code in order to_comrunicate
with the eneBpsifBa¢adnapefaniyreri hasr 88F PEPRGTORAtYcE v fEERte a web

service intenéageaf-ebear arbidyiany. typechfisSQhenvi fonemptirébushatl i ent,
web-service _jnterface Zgggleisgnt or erwi se). The SI%.'@ 30 .or tt’ie VDE

al | ows SER®| nPEFFEE Oﬁengpgtf d For ae'néjé—’%ss’(l)l-riavm Ehodf t feSTeed for
specific detatied koodl edgellatioiet Bhe SOA epghavhngntcorrectly. An
inactive sensor, effector or an inactive encapsulation
results in the heartbeat message being absent. A
watchdog timer listens for heartbeat messages. In the
20 abksence of heartbeat messages, the watchdog timer
triggers a restart for the responsible encapsulaticn

software.

According to one advantageous development of the

25 invention, it isg proposed that the connecting module
comprise a first module unit, which maps the connected
gensor, effector or actuator as a sgervice in the SOA
network, and a second mcedule unit, which conditions the
service mapped by the first module unit for

30 transmission via a radio network with low bandwidth
while retaining the SOA functionality. The first module
unit is also called a Vendor Device Encapsulator (VDE).
The gsecond module unit is alsco called a Lightweight
Service Bus Node (LSBN).

35
The VDE 1s used for encapsulating an arbitrary
appliance without SOA capability as a web service which
can be recognized and managed (in connection with

services, reference 1s also made to “orchestration” of



In contrast to the connecting nodule which is known 35 fromthe | EEE
publication "Open Sensor Wb Architecture: Core Services", the TSBl sets up
a direct connection to the systens that are to be incorporated. The VDE or

or der to baaBPE o8 eract wo 2011/ U8sB76. 18 - PCH ERSBIDY 807 TRE wi i h

the system The VDE is not an architecture but rather is a franmework which
al | ows the #ereked$bon BY arFiBSOA ¢hiskigge FEXVdSEnedtWhy aFfBftr dPF systens

to the SOA eqviroraens, séegacdl @ﬁ;ﬁcﬁfc%abel ateekaea bhem2asystens have.
That the VI can al so enca sul gﬁhete ? ggﬁs seyst VDE is al so

cal | ed a geh®¥ e enceiRUPSt i BRApBarit eric % ncﬁbség‘gf%r 9 | i ke
in the caseprpfmédnes kopwa ﬂhﬁTAshE*shbdcrihe mndaﬂ)eubﬁt tbe DEa (syst.emin the

present J nventgn q9gs 19,108, Jieuid s AN knoledoe abgut ySEA 0l b

services $6 provides ex tonalities re not
ment i oned ifhe heecaseeofentcla@srammommecae i AglAodeneaiBydnagash éb?arrpl e,

these are what ¥spknoump as,aqphgart heatp EQ@%TehQ@, 2y Qfadﬁfunt:(ﬁl%&%ure t hat
the 15 encapsul at | on sof tware and the encapsul_at eeléjh 5ﬁpl ance (sensor or
0

ef fector) i $0stHE WRATVE® aRd aVai FEBI ERGRRR S %1§an??afff‘|°8‘
shapi ng", | Dmpsdeindotpeohest tdiemet Wie agednst iag ugaaéﬂnyotﬁan«@@ vol ume

of data that is sent b he sens at., LS a ing", in
order t§ prev¥RECTHE T‘é%%l ??O%Fag%%aglﬁﬁ tr(l;h\?/orS E%%%X %ll%% §%%%%%§rl y
despite erroneous thehaviwre bletthebyspeapefrsy exahpl éh©n arrdusncsl a

defective Sﬁgﬁgf?c@ug§£egg'§ otecte®NCaRSW aidOns | PrihecNDE,3Re/ @ a

defective 25 con uration the VDE. The TSBI requires no nodel |anguage
for pr esent?n@etrﬁémddﬁa’ﬁhl maddpperes Py pBast VL CPPesERTALY o %and

encryption. aJ&@sJSBdhé S deardviand aghyy wehk psepaced dode 30/Misgh i@ mlitary
envi r onnent onents (sens i

., _actuat ef tributed
(o 0. Sach HROWRASUECHoaPBS! o FeGIIEry) Liho That ACRATT ulBE of B & node

does not repubtidiasa aralifamet i emmbert hefendifferent interfaces to
ports on appliances to be encapsulated for a service.

The services produced by means of the VDE are stored in

a service registry of the VDE. Depending on the

20 properties and capabilities of the service bus, the
service registry provides various maps or manners of
presentation (“representation”) of the service, e.g. in
WSDL, with the representation of the service not
necegsarily needing to correspond to the WS-I (Web

25 Services Interoperability Organization)
recommendations. This makeg it theoretically possible

for a generated service to be able to be referenced by

any desired service bus.

30 The LSBN (Lightweight Service Bus Node) allows or
improves the use of the connecting module in the
military world. An LSB (Lightweight Service Bus) is a
totally distributed sexrvice bus. The term LSB does not
denote an appliance, but rather denotes an abstractiocn

35 of a pilurality of LSBNs which are networked to one
another. The LSB proposes a service bus which 1is
customized to the requirements in the military world.

By way of example, these requirements include special



.sensor network. The TSBI provides two interfaces in 35 order to be able to
interact with the encapsul ated systens, nanely a request-response interface
and al so a publish/subscribe interface. For notification, the TSBI
preferably does not use user registratjons for subscripti at her
uses what af® “RhtoWi%8% topics WO 201iV§88878- 19 -Pﬁfﬁégggﬁﬁﬁgg 68
(subjects, identifications). In a mlitary context, all services are

di stribut edsetatike neehinbWnsSN CPR EsARERLEAGORDHEBIEES HE TSBIAigdes 5 not
m X the sequeRge.BRNAgEMENLK & orchestration”) of the services, the service
bus and the SOA system encapsul ati on. The VDE provides a static SOA
encapsul ation for a systemand the mlitary Lightweight Service Bus Node
_(L];‘:BN) or amat hesnck@dent E?pru'rls@ Senviece iBys dxSB)e prddicthesi ¢ héraus:

I nfrastructure a p | .SQ,Sequence_nana n a ilities.. A
service 5congﬁ?r%rQﬁ%g?%%nﬂ\ﬁbgﬁcﬁﬁéogl i gr‘?trvércf _Ig)%g%lttae t%% e sgg%t?ence
managenment dhtéhepseavitiesy The TSBIE al &b abPmsrtoThenaduicatert acécbet ween

15 the $ySt@§%£S%%ZQ%E QﬁﬁyaaQésaﬁgko&%?uf¥g(Hﬁeaggs@eﬁgsthﬁta%ﬁk;rary
form Since the web service is not devel oped manual |y, but rather is
gener at ed atiPorke i eBFRDSHYAERE frANPRorICFRFHEFL Br Sfcet Sy SV 1SS i s

possi bl e torpERRESE=RBY THPeialeMERbnpEasEpt-atiigR an SOA interface
10 for any type of system. The TSBI or the VDE does not
require a particular type of protocol or technology in
order to be able tc communicate with the system. The
TSBI or the VDE is a framework which allows the
generation of a definition which is suitable for all

15 operationsg provided by the system (e.g. turnleft,
getPicture, etc.). A framework for the relevant program
code 1ig generated using a definition for the system
that is to be incorporated. The manufacturer of the
system that is to be encapsulated fills the framework

20 with appropriate functions in the source code and
interacts with the system in a manner which it desires.
When the wmanufacturer has finished this step, it
compiles the source code into a binary code and imports

the latter into the TSBI or into the VDE. The TSBI and

25 the VDE will wuse the binary code in order to
communicate with the encapsulated system and in oxder

to automatically generate a web service interface fox

an arbitrary type of SOA environment (bus, client,
web-service interface compliant or otherwise). The TSBI

30 or the VDE allows an SOA interface to be generated for
a sensor without the need for specific detailed

knowledge about the SOA environment.

In contrast to the connecting moedule which is known
35 from the IEEE publication “Open Sensor Web
Architecture: Core Services”, the TSBI sets up a direct
connection to the systems that are to be incorporated.
The VDE or the TSBI requires no particular standard and

no particular protocol in order to be able to interact



20 which is theoretically possible, which can be presented in an arbitrary
service bus, even if said presentation does not neet the specifications of
the web service interoperability presentation. 25 The present invention
t hus rel at ego o1t eserecapsul ati on of- nigh--servi ce- or i @ATARP28IBW0BHESS n or der
to be able to access the functionalities or systemcapabilities via web

service conggktﬁnptﬂentgy(rjg?&g.s. THae 5Bl iles dbst inguhshed:pacti-eularl y 30- in
t hat the connecting nodul e contains a generic web service conmpanent which
provi des web25BeY| €8 RoRPRNEANPTKntBAFRcEd 1PYSt hECoFEIIE 1 PHe O%or"i‘r’?ecti ng
nmodul e can abso iprevirdeci MAr f asesevhinl ar®instarwebsserathecetoonple ant, so
that 35 current Ent ergri se Service Euses %ESB% \th %%td%f”%te neeft, t he

st andar ds 1889 of TRATEUBTBDr | ef GEGTRGREST oRal Featur 64 (RAT “ar € Known as

features) capstékew keveonsammtt heclser viiRe. c¥® 2@1300888ir&ps20ate
- PCT/ EP2010{ 0077 ' h TSB|. .centains [ Kf ent which
904 gg??% e% %%s%%ﬁs Bhe %Phtﬁg a3 RLENTLACE CRIRQN

needs to be Thsta basi's o e systemto be connected (the
sensor) andemhiphulsttonnectpdaattiie otReEneddct o tHE AR 'S&rdf de

Sconponent e, SOA et yar kKygsel Not hathd henb®Bl ROOTAI Nsediod Nt eeace for
generating an SQOA interface to the outside and a franmework for 4% enmenti ng

an encapsul 8RFaRSBE2EHEN sehs®r SYPRER dRc&PSuPHSSER o an e Be enent ed
10 outsigle hBe TRl Ushngkacslicicrl easlevel sprentr emebr arermnices.hat is to

say can be "brought to life" on.the basis.o he . SQL. ithat is to
beyencapsul a gd.%e AR BFRERES nv?}%%lﬁ%eré %PFS%BEﬁgEFgggec }}lv%?

nmanuf act ur earef ridte neyrstiemeld thathies dagsebeotohhecﬂcel@wasmeqmimﬂ acturer)
to instantl %&8@@? bg@%&%@m ggta’éen g basgis Qf Sthe canrned edysteMa In

that the invenfion I ( in a separate housing which is robust
enough even“herrpbhatéh bperhaiPonal ‘enviEdnfents. PSWE aliethatiife to

arranging t BR-1SBl15N; 8nSeRATAlA-NOHBENGhd t ehsapkaapeasidye foicd he TSBI
to be configured as a pure software sol ut

]|ton. In this &asev al%) eDi ece of
sof tware whilRPERE U& efddGCEP AN AR aFbrtYy aly ¢dmputsl &% er sonal
comput er, PGhawoukdkbewpr agr amyed ryuchHahdtng1, can dmjdrenentpartect
encapsul at i of system wi.t hout _ SOA ¢ il hat 4 g Lfonpecied to the
conputer an hemi%h"f%‘é? a??%ﬁngg tie sufsut%rei%g’: n%%¥%% o-uine
that is sent by the sensor, or what is known as
20 “sandboxing”, in order to prevent the TSBI from
appearing to work normally and properly despite
erroneous Dbehavior by the system, for example on
account of a defective sSensor, a defective
encapsulation in the VDE and/or a defective

25 configuration of the VDE.

The TSBI reguires no model language for presenting the
data; it supports any type of XML presentation and
encryption. The TSBI is particularly well prepared for
30 use in a military environment. All components (sensors,
actuators, effectors) are distributed (e.g. each node
has a dedicated registry), so that a malfunction at a
node does not result in a malfunction in the entire
sensor network. The TSBI provides two interfaces in
35 order to be able to interact with the encapsulated
systems, namely a request-response interface and also a
publish/subscribe interface. For notification, the TSBI
preferably does not use user registrations for

subscription, but rather uses what are known as topics



.30 SQA environnent when it is executed on the conputer or on a
m croprocessor in the conputer. The TSBI infrastructure optim zes the
sequences concerning tactical operations for a sinultaneously 35 distinctly

limited rad&oozgéyr;@tgg\psrk quality. This ds achieved b¥cé’}£p%y§on@5 788 1o data

particularly a éd data conpression nethods, custom’za
transm ssion protocol and a distinct reduction in ternms of the data
t hr oughput . (s¥ig) 2oag/ 0888781 L Dgat perrs EP261 00077682 THe CPIBEXENf Pddt ruct ur e

nmeets extregely:bbghaidbilétyiderands and ensures availability, even if
sonme sensors arefaulty. Therefore,there is virtually no 5 possibility of the
entire SOA systemcollapsing as a result of a single faulty sensor, a fault
in an encapsul Akéonher khoawhhEiCOAf bgunatiéngohotihéeconhectlicRy wodws e (what

S _known, as, g, Singl e, ROl Nte Ale Al ] HERLy Ll OXAPLEne 10, TNE TEB! Jis a
hi gh- performance pl atform i1Ch 1 s a gst, si mpl e and 1 nexpensive
i mpl ement at toa ofeuniSEA | nthastgerctiee Wahi i r &y S5t IYFEE™ used

systems. The,kpngun systeMs WitdoutyHeA idddy can therefore g be
integrated into future SOA systens qwck%/ and eaflly. The use of the

connect i ng ABERPEUARESPEI ngt%D t iR i eSO p dedthe Sth a
di stinct costgROwatynot agearSidece Bhe caséde f or(LshB&)conmect iangptiedul e and

for praqgrany t he progranmmbl e portio t he r ra ich the
connec&%onn‘g}égaﬁ%ﬁl?%e ?éierrr?ﬁ\:}acr@e oggutshe gg%é())r %%%Jﬁgégnepﬁg%d, rpél\ng; t he
fiLmy prestnibedtpoctina aind hgposenpltver apeograenegrcR s mhnadansty | ower

than the cosls.uhi¢h; 8scompl elaly ew senspier ihyOM Gapabidi txreoul d
generate. The TSBI Is a standard connecting nodul @ (what is known as an off
the shel f Schiphht F&EM)LIAHIT P EXEENEESC FIRABIRTICGH AN RATBFRE wRf cFi®her ent | y

have no SOAggapabkkityhbBYTBBRI also aims to be an interface between
15 the system (sensor, actuator and/or effector) and a bus

in arbitrary form. Since the SOA web service 1is not

developed manually, but rather is generated
automatically by the framework (the reference system),

it is possible to propose any type of WSDL presentation

20 which is thecretically possible, which can be presented

in an arbitrary service bus, even if said presentation

does not meet the specifications of the web service

interoperability presentatiocn.

25 The present invention thus relates to the encapsulation
of non-service-oriented systems in order to be able to
access the functionalities or system capabilities via
web gservice compliant interfaces. The TSBI is
distinguished particularly

30 - in that the connecting module contains a generic

web service component which provides web service
compliant interfaces to the outside. The
connecting module can also provide interfaces
which are not web service compliant, so that
35 current Enterprise Service Buses (ESBs) which do
not meet the standards 100% or have proprietary
functional features (what are known as features)

can likewise consume the service.



.30 SQA capability. In the conputer programwhich can be freely progranmed
by the sensor manufacturer for the connecting nodule, the sensor
manuf acturer has the opportunity to easily 35 and inexpensively integrate

al gorithns W%H&%S?‘ﬁet hat the firmwgye of the sen§9§/\5§l§%ﬁd%%ﬁg82ed to

the SQOA environnent. SQA environnent or the way In processes
are handl ed may be prescribed b%/ a super.ordi nate organi zation, for exanple
by NATO (North ¥ 308}/ 08887B°ED2 COPERAEE2(FID/ HBTTHB2AR | &MTPO Fat y
Organi zation), tdeidd nééicerof béhensennanakedenal tAenedsEer e€s tHehe

Federal Mnistry of Justice or_the Feder M nj stry. ,of e lnteri.or. In
this case, the SEAREY ™ oF %’e@ fTHET ora i?%/h?hésreéltjs i)s aggér:a‘ﬁ%%%iﬁaé%a service

in the SOA envi rovmeattedt dts tbacedviadte drot dccobhectvaly medwlieeaccor di ng
to the ignvention.g %&,gmﬁo{g?e aééz@%@ﬁﬁ&z@?,t only with one sensor but

rather with a rru(ftl Icity of sensors. It is 10 |ikew se conceivable for a
sensor to have nb® ofiP§itonéhget &8Er MRRNGtHer a'pl dP&EFEgcst d&%ect ors.

By way of exanplg&endhhsind! aws sorsensoirtfHcdiSeod thaMeha 4 isaphar e a
physical area that is to g nmonitored, to use a eoghgng.to defteﬁ%t trenors
and to use a the ﬁﬂﬂ%?%?k or implementing an entapsuiatlion o e

sensor. This encapsulation can then be implemented

10 outside the TSBI by using a suitable development

environment, that is to say can be “brought to

life” on the basis of the type of sensor that 1is

to be encapsulated. The development environment

allows the regpective manufacturer of the system

15 that is to be connected (sensor manufacturer) to

instantiate the invention on the bagis of the
connected gystem,

- in that the invention 1is accommodated 1in a

gseparate housing which is robust enough even for

20 harsh operational environments.

As an alternative to arranging the TSBI in a separate
housing, it 1ig alsc possible for the TSBI to be
confiqured as a pure software solution. In this case, a
25 piece of software which can be executed on an arbitrary
computer (e.g. a personal computer, PC} would be
programmed such that it can implement an encapsulation
of a system without SCA capability that is connected to
the computer and the integration of the system into an
30 SOA environment when it is executed on the computer or

on a microprocessor in the computer.

The TSBI infrastructure cptimizes the sequences
concerning tactical operations for a simultaneously
35 distinctly limited radio or network quality. This 1is
achieved by wvirtue of particularly advanced data
compression methods, customizations for the data
transmission protocol and a distinct reduction in terms

of the data throughput.



15 to capture a tenperature. In such nultisensor systens, the individual
detectors are connected to the first interface of the TSBI via a sensor
node. Different sensors can al so be connected directly to the connecting
modul e. 20 By 26E8Mmss@fs t he SOA enviromyent, the infopeBtseemoanrtata from
different detectors and sensors can be interconnected and output to the
user on a standard interface. Furthernore, it is possible for the user to
25 use the SOA network to obtain access to the sensors coupled to the SOA
networ k vi aThéeTEBBI , infragdarciyracreate saitdayeidorkior fmrbiddtect ors

ther eof. By%%n&é gxamabeurkl aliNus1a906e vahle {orsbhe usekdhe be able
to use the network to control the direc¢tion of 30 view_of a canera. It

i s possi bl e¥or tHRHHf or Ml IGIRERE dat SRS ect’dd i A idFUSAYenvionment to
be present e[goét,@i@i:piwaldftytm gserscorsal f fopeah idtlarfaces; deowever, the
0

actuation he sensors via the etwork can only .ever, be effected b
one of the B ker OF pragf e?%%%leexe'sc%]antryy &1t ent®s dﬁ?aut%ﬁe f)Lrnesea%l[ g
i nventi on camcdestbkehofrom thetkabcbai mgurkuibhepff éakurennsed iadvant ages

of the invent] ar scrib 011/ - ]%.?ﬁ - E 7768 in
t he descri pT(lg%L%f%f (E% %%fi:béurggoﬁ%\looav%v, ]E\i/L\n %ﬁ%% |tenf5q$e§t%3:lg{sr%2d
advant ages ber ngratgpeto be present not onlyint heconbi nati on descri bed

butal sgontheir own.In the figures: Figure lshows an SOA network structure;

The TSBI is a high-performance platform which is a
fast, simple and inexpensive implementation of an SOA
infrastructure within already existing or used systems.
The known systems without SOA capability can therefore
15 be integrated into future SOA systems quickly and

easily.

The use of the connecting module according to the
invention provides the wuser with a distinct cost
20 advantage, since the costs for the connecting module
and for programming the programmable porticn of the
computer program which the connection Dbetween the
firmware of the gensor, on the one hand, and the firmly
prescribed portion of the computer program  are
25 distinctly lower than the costs which a completely new
sensor with SOA capability would generate. The TSBI is
a standard connecting module (what is known as an off
the shelf SOA platform) which extends conventional
sensors which inherently have no SOA capability by an
30 SOA capability.

In the computer program which can be freely programmed
by the sensor manufacturer for the connecting module,
the sensor manufacturer has the opportunity to easily
35 and inexpensively integrate algorithms and flows so
that the firmware of the sensor is customized to the
S04 environment. The SOA environment or the way in
which SOA processes are handled may be prescribed by a

superordinate organization, for example by NATO (North



. Figure 2showsaconnecting nodul eaccordi ngt ot he

i nventi onbasedonafirstpreferred 10 enbodi nent; Figure 3 shows a basic
illustration of the conbination of a conventional sensor with the
connecti ng nodul e accq{dlng to the invention; 15 pgh%¥5&uﬁoovvse

WO 2011708887

Atlantic Treaty Organization), the IT office of the
German Federal Armed Forces, the Federal Ministry of
Justice or the Federal Ministry of the Interior. In
this case, the sensor or the functionality thereof is

5 mapped as a service in the SOA environment.

It is conceivable for a connecting module according to
the invention (TSBI) to be associated not only with one
sensoy but rather with a multiplicity of sensors. It is
10 likewise conceivable for a sensor to have not only one
detector but rather a plurality of detectors. By way of
example, this allows a senscr to use a cawmera to
capture a physical area that is to be monitored, to use
a geophone to detect tremors and to use a thermometer
15 to capture a temperature. In such multisensor systems,
the individual detectors are connected to the first
interface of the TSBI via a sensor node. Different
sensors can also be connected directly to the
connecting module.
20
By means of the SOA environment, the information and
data from different detectors and sensors can be
interconnected and output to the user on a standard
interface. Furthermore, 1t is possible for the user to
25 use the SOA network to obtain access to the sensors
coupled to the SOA network via the TSBI, in order to
actuate said sensors or the detectors thereof. By way
of example, it is thus conceivable for the user to be
able to use the SOA network to control the direction of
30 view of a camera. It 1s possible for the information
and data collected in an SOA environment o be
presented to a plurality of wusers on different
interfaces. However, the actuation of the sensors via
the SCA network can only ever be effected by one of the

35 users.

Preferred exemplary embodiments of the present
invention can be taken from the subclaims. Further

features and advantages of the invention are described



- showsaconnect i ng nodul eaccor di ngt ot he inventionbasedonafurtherpreferred
enbodi ment; 20 Figure 5 shows the principle of generation of an SOA
encapsul ation for a sensor using the connecting nodule fromfigure 4;
Figure 6 sho h j.nci pl e of comunj.cati on betwee
aclientconﬁﬁ¥2?#?§ﬁ$ﬁ@8@A environnentQ%%danencapsulaP%gsgﬁg%}SgTﬁﬁthe

connecting nodule fromfigure 4,
in the description of the figures below, with the cited

features and advantages being abkle to be present not
only in the combination described but also on their

own. In the figures:

5
‘ Figure 1 shows an SOA netweork structure;

Figure 2 shows a connecting module according to the

invention based on a first preferred
190 embodiment ;

Figure 3 shows a basic illustration of the combination
of a conventional sensor with the connecting
module according to the invention;

15

Figure 4 shows a connecting module according to the
invention based on a further preferred

embodiment;

20 Figure 5 shows the principle of generation of an SOA
encapsulation for a sensor  using the

connecting module from figure 4;

Figure 6 shows the principle of communication between
25 a client cowmputer from the S0A environment
and an encapsulated sensor  using the

connecting module from figure 4;

Figure 7 shows the principle of message transmission
30 between the one client computer from the SOA
environment and an encapsulated sensor using

the connecting module from figure 4;

Figure 8 shows the principle of use of services in an
35 SOA environment via a network with limited
bandwidth using the connecting module from

figure 4;



.Figure 7 showst heprinci pl eof mressaget ransm ssi on 30 bet ween the one client
computer fromthe SOA environnent and an encapsul ated sensor using the
connecting nodule fromfigure 4, Figure 8 shows the principle of use of

services in_an envi ronnent vi networ k wi t hLi.m
bandwi dt hus‘?’%ﬁ?%@g"&ﬁ%@?ﬂ ngnodul ef ro'ma24ij ) el deii0 007768

Figure 9 shows a perspective view of a connecting

module accoxding to the invention; and

Figure 10 shows the principle of the inventive

5 encapsulation of an appliance.

Figure 1 shows an SCA network structure as may be used
in the realm of security and/or defense engineering,
for example. The S0A network structure is denoted as a
10 whole by the reference symbol 1. The structure 1 first

of all comprises a plurality of sensors 2 which are

denoted by 51, S2, .. Sn and S1, S2, .., Sm, where n and
m are natural numbers > 1. The explanations which
follow refer only to sensors, for the =sake of
15 gimplicity. However, the explanations also apply
accordingly to effectors {e.g. arbitrary weapons

systems) and actuators (e.g. arbitrary drive systems).

In the exemplary embodiment described, the sgensors 2
20 are in the form of cameras for capturing a physical
area, geophones for detecting tremors, in the form of
temperature sensors for capturing temperatures, in the
form of pressure sensors for capturing a pressure or in
the form of any other sensors which provide information
25 about a physical area that is to be monitored, an
emergency vehicle that is to be monitored or the like,
for example. The sensors 2 are inherently without SOA

capability.

30 The sensors 2 are connected to connecting modules 3
according to the invention which convey an SOA
capability to the sensors 2. The connecting modules 3
are also called a Tactical Service Bus Interface
(TSBI). In the exemplary embodiment, a respective

35 plurality of sensors 2 are connected to a connecting
module 3. However, it 1ig also conceivable for just one
sensor 2 to be connected to a connecting module 3. In
the exemplary embodiment, the connecting modules are
denoted by TSBI1 and TSBIp, where p 1is a natural



figure 4;
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perspective view of a connecting nodul e according to the invention;

Figure 10 shows the principle of the inventive 5encapsul ati on of an
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protocol, or the like. The bus structure 4 is a CAN or
TTCAN bus, for example. The communication
infrastructure 4 may be implemented in line-based or
cordless form, particularly by means of radio. The
infrastructure 4 may be in the form of an arbitrary
data transmission 1link, for example in the form of a
radio link, from the TSBIs 3 to an exchange, via which
there is accegsg to the Internet/to an intranet. In this
exemplary embodiment, the infrastructure 4 would thus
be formed by the data transmission links and the
Internet/intranet. The communication infrastructure 4
is connected to the TSBIs 3 preferably via second
interfaces 3.4. These are preferably in the form of
radio interfaces. The access to the Internet/intranet
allows sensor/effector encapsulations Jlocated 1in a
repogsitory on @ a server to be accessed. These
encapsulations can be downloaded and installed on the
TSBI.

Finally, the SCA network structure 1 has users 5 which
are connected to the communication infrastructure 4.
The users are denocoted by Ul, U2, .., Uc, where o is a
natural number > 1. By way of example, the users 5 are
connected to the Internet 4 via computexs with internet
capability. The computers preferably provide the users
5 with an output device (e.g. a screen, a printer,

etc.) for the ocutput of information and an input device
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appliance 7 to be in the form of a digital signal
processor (DSP) or the 1like. The computation appliance
7 can also coordinate and controel the functional

sequences on the interfaces 3.2 and/oxr 3.4.

The computer program stored in the memory 6 is divided
into at least two sections 8.1 and 8.2 which are stored
in various memory areas 6.1 and 6.2 of the memory 6. In
the exemplary embodiment described, a third memory area
6.3 does not store a computer program; this memory area
6.3 is thus free in this exemplary embodiment. It goes
without saying that it may also store a section 8.1
and/or 8.2 of the computer program. Furthermore, 1t is
also possible for the free memory area 6.3 to be

dispensed with.

A first section 8.1 of the computer program comprises
those portions of the computer program which relate to
standard sequences. By way of example, these may bke
gequences which relate to the actuation and manner of
operation of the interfaces 3.2 and 3.4. Furthermore,
the first section 8.1 o©f the computer program may
relate to the sgpecifications stipulated by NATO, for
example, for how the individual SOA processes and
gservices are handled in the SOA network structure 1.
The first section 8.1 of the computer program is

prescribed by the manufacturer of the TSBI 3 and is
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connected to the comunication infrastructure 4. The users are denoted by
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or a flash nmenory, for exanple. The nenory 6 stores a conputer program

which i $ executed in a conputation 10 appliance 7 of the TSBI 3. The
conput at i onrieppl s@neer 7 nanpretenably | nhéhe flevmlop aamidcr gpogTessor .
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appl i ance 1Bt 7imavhal semcopr 8 ndvethadmevaryokrehe of. @npricyAdiedségaences on
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conprises 3 0sé portions of the conputer ogram

st andarid selprencdseveBppray Y &kanplaufariseremyobe the TSBI 3. In

the programming and implementation phase, the sensor
manufacturer can be assisted by the manufacturer of the
TSBI 3. In this way, the sensors 2 which are inherently
without SOA capability can be integrated into the SOCA
20 environment easgily and quickly. Both sections 8.1 and
8.2 'together form the computer program which 1is
executed on the computation appliance 7 of the TSBI 3
in order to integrate the connected sensors 2 into the
SOA network structure 1.
25
In one example of application, when the Federal Armed
Forces are deployed abroad, it is a requirement for a
particular grid square in the country to be monitored
from 10:00 to 16:00 hours. The reconnaissance operation
30 can be coordinated and evaluated by the wusers 5
locally, i.e. from Germany, for example. To this end,
one of the users 5 actuates the sensors 2 in suitable
fashion. This can be accomplished using a graphical
ugser interface {(GUT) , for example, which c¢an be
35 presented on the screens of the computers associated
with the users 5 and can be controlled using a

keyboard, mouse or the like.



~sequences which relate to the actuation and manner of operation of the

3.2 and 3.4. Furthernore, the first section 8.1 of the conputer
programmay 35 relate to the specifications stipulated by NATO, for
exanple, for how the individual SOA processes and ser viﬁ%%gare hgndl ed in

interfaces

t he SOA net

YorRI188 T ure 1. The first“*Section 8.1 of°t S8

&Y® program

is prescribed by the manufacturer of the TSBI 3 and is WD 2011/088878- 27
- PCT/ EP2010A007268 spraogr arfirechaluréagnori stbsequenerabiohe flsufiEstur e of

the TSBI 3
custoners,

1.e e manufacturers of the sensors

5 The sensor

@tagggggggngfwkﬁ%ﬂié&%sé?§3@t£%@ Eéthg§lgsgba§lg%hEV%&ﬁd to the

manuf act ur ek8e t BEASEEVEREp SFHd [TBEm ahot REPTSBELRBR 832 VS UMNE ‘conput er
program and; st@icgid tokn die MBRRr \nHridd thhe 1By cakear$p2 Previgled for

thi s purpos

a connect i oRIBEt WA t HEEHY

prescri bed
pr ogr ami ng
conput er pr
the TSBI 3.

e. .The so tvvare(g gr.anmed b%égt he aensgr 10_manuf act ur.
or

ro
a1y §Popr P&t aPyESER
agdatar gelry ref andar dirzedtrSQ& e rdodentTheDusPAg rdtavork

15Ee % &fd%n

sets up
e

s 0ECSPRSar Anyd acturer,.oan. uiLd ondel. sarli aBeB. T of the

ogram whi ch has alrea been deve e
wihht hefprogamn ng dite | apferenthttoRdgiidsenalhe SEdsT

t he manuf acturer of

manuf actures ¢al he,assistedrBy the MBewbaci Usesnel bherisBbn3. e this
way, the sensors 2 which are inherently w thaout SOA Ce%%abi Idét can be
Sl =Bt

i nt egr dt%d

PREH PhecBORCBY2ERVIEFENTERECESsP ya W

et i ons

8.1 and 8. 2uboget Her fofsthersdnmpoineutprogrem whif¢hsk3yexeoytreicesn t he
pliance 7.0f the.TS | r i ar nnect ed
HE PSR 1 ot B o MRS U5 0F SRS L

conput ati on
sensors 2 i

15

20

25

30

35

structure '
Secondly, however, 1t also comprises specific control

of the sensors 2 during operation thereof, for example
in order to be able to alter the capture range of a
camera. It would alsoc be conceivable to control the
vehicle, the dronme or the like. Using the example of a
sensor 2 in the form of a radar appliance, the
actuation of the sensor 2 comprises the selection of a
sector (of a monitored region), control of a scan
function (scanning of the monitored region), of a track
function (tracking of an object in the wmonitored
region) or of a tilt/swivel head on which the wradar

sengor is mounted.

The actuation commands from the user 5 for a sengor 2
are first of all taken from the SOA environment by the
firmly prescribed portion 8.1 of the computer program
and converted into appropriate raw data, which that
portion 8.2 of the computer program which has been
programmed by the sensor manufacturer then converts
into appropriate actuation signals for the sensor 2. In
the converse direction, the measured values or
measurement signals from the sensor 2 are converted by
the freely programmed software portion 8.2 into raw
data, which the firmly prescribed software portion 8.1

then introduces into the SOA environment.
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via the SOAVRétHotR 2Frokelr8S1POEEHBVEr, the captured sensor neasured

val ues provided by neans of the SOA network structure 1 can be captured by

a Figure 3 shows a basgsic illustration of the present

25 invention which defines the components which each
undertake part of the functionality in order to comply
with all demands which are made on the TSBI. In this
case, the <central components are the notification
engine and the messaging engine, which undertake the

30 tasks concerning web service compliant access and
communicate with the respective infrastructure. In this
case, the notification engine undertakes the task of
gending unprompted reports to users with an interest;
it therefore represents the publish/subscribe MEP

35 {(Message Exchange Pattern). The messaging engine is
responsible for the reguest-response MEP, which is used
to respond to requests to the device in a corresponding

format (response).
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Furthermore, a development environment {IDE)} is
provided, which is not shown in the figure. This is
used to instantiate the device controller. This IDE may
30 be part of the TSBI. Preferably, the TSBI does not
contain a development environment, however, but rather
provides an interface for generating an SOA interface
to the outside and a framework for implementing an
encapsulation of the sensor. This encapsulation can
35 then be implemented outside <the TSBI by using a
suitable development environment, that is to say can be
“bhrought to life” on the basis of the type of sensor
that is to be encapsulated. The IDE is in a form such
that any manufacturer of a system that is to be
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Figure 4 shows a further preferred exemplary embodiment
of the present invention. In this case, the split of
the connecting module 3 into two module units should be
highlighted, namely what is known as a Vendor Device
Encapsulator (VDE) and what is known as a Lightweight
Service Bus Node (LSBN). The VDE maps the ccnnected
sensor 2 as a service in the SOA network 4. The LSBN
provides the service mapped by the first module unit
(VDE) for transmission via a radio network with a low
bandwidth {(“radio”) while retaining the SOA
functionality. The TSBI may have either only the VDE or

else a combination of VDE and LSBN.

The TSBI is a physical device which hosts the two
module units. The VDE 10 is preferably implemented as a
software system which allows an SOA interface to be
generated for a sensor 2. The sandbox 11 denotes a
physically and functionally limited environment which
contains all the sensor 2 S0A encapsulations (“vendor
device SOA encapsulation”) and software which the
sensor 2 requiresg in order to interact with the TSBI.
Sensor SOA encapsulation denotes the functionality
which is used to map the functionality of the sensor 2
in the SOA environment. The sgandbox 11 is alsc used to
protect the host system (TSBI) from possible attacks or
(software) errvors and ensures that the intellectual
property of the appliance manufacturer in the form of
the programmed encapsulations is protected. This means
that the user or a person with malicious intent has no
opportunity to access the software and the source code
which the manufacturer has installed in the TSBI. The

“Vendor Device Encapsulation Container” 12 is used as a
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2. The sandbox 11 denotes s'c lly and functionally limted
environ%% ﬂﬁ?%ﬁchﬂfgﬁ Eﬁﬁl?e rL%ﬁs i 2 SOA encapsul ations ("vendor
devi ce SOA encapsulatlon ) and softmare whi ch the sensor 2 requires in

order to 'n&&‘agg}& m# E athends gg hészl%eé %e%eagegul abiien depotes it he

functionalit i s used to map unctionality of the sensor 2 in
t he SOA envwh%@nﬁﬁpmptﬁé §%hd%6&:%@P%%fa?%%aﬂ%%ﬁa¥bo%$o%€cpr§ﬁ§ H&st system

(TSBI') frompessibl enatt aghsS densor encapsulations are behaving
10 correctly. A sensor encapsulation is behaving correctly
when the sensor 2, the bus 4 and the S0A web service

are behaving correctly. Watchdog timer 15 denotes a
module which ensureg that all sensor encapsulations
which the sgandbox 11 contains are kept ticking over.

15 The watchdog timer 15 receives heartbeat messages 14
gsent by the encapsulations of the sensor 2 and
evaluates them. If a sensor encapsulation does not send

a heartbeat mesgage during a defined period, a
malfunction is assumed and the watchdog timer 15 starts

20 the gensor encapsulation afresh in order to prevent the
connecting module 3 or the service encapsulation from
being blocked for the longer term. The watchdog timer

15 thus ensures that the sexrvice encapsulation is
always running and that an error does not affect the

25 entire connecting wmodule 3 and possibly stop it
functioning. The concept of the heartbeat service makes

it possible to ensure that the processing takes place

in a direction from bottom to top
(sensor/actuator/effector 2 -~ service - message bus 16
30 - web service interface 17, pub/sub interface 18)

without errors. To obtain heartbeat messages, the ESBE 4
and/or the LSBN 22 need to subscribe to the heartbeat
service wvia the pub/sub module 18. The subscribed
service buses (ESB 4 and/or LSBN 22) then receive the

35 heartbeat messages from time to time via the module 18.

BUS 16 denoteg an internal bus system (what 1g known as
a message bus} which connects the gensor encapsulations

to the SO0A web services interfaces (request-response



(software) errors and ensures that the intellectual property of the
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use the sensor encapsulations, even when the platforms
are not compliant with the W8-I (Web  Services

15 Interoperability Organization) recommendations. The
WSDL files are individually tuned to the properties and
functionality of the service bus (e.g. ESB 4 or
LSBN 22). Request-response messaging provider 17
denotes an interface which allows the use of the sensor

20 encapsulation web services by means of a request-
response megsage exchange pattern. Pub/sub messaging
provider denotes an interface which alliows the use of
the sensor encapsulation web services by means of a
publish/subscribe message exchange patterm.

25
The moduleg 17, 18 and 21 thus contain practically all
the knowledge about the SOA environment, particularly
about the S8SOAP, and about the web services which is
required for the encapsulation, which means that this

30 knowledge no longer needs to be held, as previously, by
the appliance manufacturer which is implementing the
encapsulation of the appliance 2. Said appliance
manufacturer can thus encapsulate the appliance 2
without knowledge or understanding about the SOA

35 environment, the SOAP and web services. The
manufacturer merely needs to know the interface of the
appliance that is to  be encapsulated and the
programming language of the development environment.

Thig resgults in the possibility of particularly simple
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service descriptions which are on the LSBN 227 from
25 other TSBIs 3 (cf. figure 8) to be zretrieved. Since
the TSBI 3 ig intended for use in the tactical or
military world (e.g. limited bandwidth of the radio
networkg), this synchronization with other LSBNs 22
does not take place automatically. The synchronization
30 of the TSBI 3 (retrieval of the service descriptions
from other nodes LBSN) takes place prior to use of the
TSBI {e.g. as part of mission preparation) or during
uge ag an exception and at the explicit request of a
person authorized to do so. The ascertained service
35 descriptiocns are stored in a data memory (“Service
Registry”) 26. This service register 26 is of fully
distributed design (“Distributed Service Reglistry”),
because, in contrast to Enterprise Service Buses (ESB)

4, there is no central service register in this case.
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publ i sh/ subsg&i hecwesisagi ng provider 18 of the VDE 10. It transmts

i ncom ng applications to the VDE 10 and intercepts notification nessages
whi ch | eave the VDE 10. 20 A service discovery nodule 25 indexes all the
sensor encapstifatémn webcdeiesces whicdh aras predénrpoasshenVDE £0, and

stores the a§§€g§/§gfg?,serygce descripLi oggag)gngu WS0L) .. fhe vservisge

di scovery nodu the service descriptions which are on the LSBN
22' from 25Coeherl TSBY s 3re( cfesdildinde 18) TordedpbitieP8dCVSi fEESthe TSBI 3

i's intendedyb@ridse dwet i&ctraCta&@:@ladgrr Rhbivhar yra@r | ehe e.fgridsd natred
bandw dth of the I‘aPI 0 network ?n t?’h synchﬁonl zation wth.,oth LSBNs 22
® ti EaP g*
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(retrieval efvihensenwvi ce?cdesmpﬂptnenlns the TSBI according to the
invention, however, the inherently known mocdules are
used and interconnected in a particular manner in order
to provide added wvalue in the B80A environment in

15 comparison with known SOA encapsulatiocns.

A compression module 27 compresses all messages which
leave the LSBN 22 in the direction of the radio
network, and decompresses all messages which enter the

20 LSBN 22 from outside the TSBI 3. An encryption module
28 encrypts all messages which leave the LSBN 22 in the
direction of the radio network, and decrypts all
messages which enter the LSBN 22 from outside the TSBI
3. A traffic shaping module 29 monitors the available

25 bandwidth of the 1limited network and ensures that
malfunctions in the sensor encapsulation web services
or defective configurations do not result in an
abnormal number of mesgsages which inundate the network.
An access control module 30 ensures that the S0A

30 corresponds to a lightweight but secure security model
which has been developed for military networks having
low bandwidth.

A radio adapter 31 is a module which converts the
35 messages which leave the LSBN unit 22 into data packets
wnich are optimized for particular radios. The radio
adapter 31 takes account of special features of the
different radios, for example network protocols, size

of the data packets, bandwidth, physical interfaces,
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Finally, the TSBI 3 has a user interface 32 which is
called an administration interface. The interface 32
can be used to configure the VDE 10 and the LSBN 32.
This is preferably accomplished using an interactively
operatable graphical user interface. The Enterprise
Service Bus (ESB) 4 processes web services which are
available on the VDE 10 via the VDE SOA interface 3.4.
The ESB 4 registers web services from the VDE 10 by
installing WSDL files which are requested from the
service registry module 21 of the VDE 10. A client
computer 33 processes web services which are available
on the VDE 10 wvia the VDE SOA interface 3.4. In this
case, web service proxies can be generated directly
from the WSDL files which are requested from the
service registry module 21 of the VDE 10. “Radio”
denotes a radio 34 comprising a transmitter and/or
receiver. The subordinate radio network is dencted by
35.

The text below provides a more detailed explanation of
the individual steps for generating a sensor SOA
encapsulation (“Vendor Device SCA Encapsulation”) with
reference to figure 5. The connecting module 3 from
figure 5 corresponds to that shown in figure 4. Figure
5 additionally indicate a few more method steps by
means of numbers 1in circles. The method steps are
executed in riging order and essentially at the

location at which they are shown.

In a first step 1 (not shown in figure 5), a data
transmigsgion 1link dis set up between a development
computer and the TSBI 3, preferably by virtue of the
TSBI 3 being connected to the computer by means of a

cable. In addition, a data transmission link is set up

Thi
d design ( %’o g@eri/isce

because, in contrast to Enterprise Service Buses (ESB) 4,
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i npl ement the TSBlI according to the invention, however, the inherently
known nodul es are used and interconnected in a particular manner in order
to provi de added value in the SOA environnent in 15 coqpariso mﬁéh known
SOA encapsufatiPoh88R & onpr essi on modut & 27 conpr ess&§T rlzoh%/;og%eas whi ch
| eave the LSBN 22 in the direction of the radi o network, and deconpresses
al | nessageksethéeh eheedetvied opien8BN @ fyeom dul stide shasTPEBR 3hasn

encryption mpdul & g%.l eQﬁEX&%ﬂQ&&d@ﬁ%@%%@if“ﬂn\/:a\é?rw@ LSBN 22 i n the

direction of ther 0 net and s all ssages which enter the
LSBN 22 frof¢B8Psi de PEABITSBNNBCLAS (i fHie spaPPREe hoBlYl Be29Snedi fors t he

avai | abl e 2§;papdwidth gbnthe |d midsed agtvonde and edsar eésrichads maldf uncti ons
in the sensor. encapsul ati on web services or defective conngurations do not

result i°n antBbRERAEI REFSEEOSr medSEYRSOThi Of | Mt e FR&Shet Wbl An
access cont frohctihdube: 89 efisuthesht hat ire=r5EAl 300 coer espprds ito tée

| i ght wei ght t _secur urj i I f mlitary
netvor ks hal PRl out BaRGGEdr P A Pt cPasas, SOREHERE AENS KBS
converts théo88 wdssmgesnwhilchohahyeeriseneSBNaHiUteZ? {REL, daba fhcket s

whi ch are opLifi 2ed f ory iard | C&']ﬁélzﬁ_ LOsemplieet-ading 199113 kdaakes
account of special features of the different radi os, for ex%gﬁée net wor k
prot ocdils, 3Nz&ENSE THan gaf a 2p ANt P Bhdw 9t h SRy SPEaR MBAHEEEs, WO
2011/ 0888781 ¢ 36epPEEhP2010M0GFAERS carsl Hor vasdsskhe 3dat epypaiketisl t,0 t he

oo DTS S T eoatenlen 3 hecqeRts: g Mbeh e from
processed byekhe LBBN 22ep 2 (likewise not shown), the TSBI 3, the

development computer and the sensor 2 are switched on,

15 that is to say are supplied with power and started up
(booted), if necessary. In a step 3 (likewise not
shown) , a connection is then get up from the
development computer to the management location of the
administration interface 32.

20
In a step 4, a name space for a particular service is
then generated in the vendor device encapsulation
generator 19 wvia the administration interface 32. To
thig end, the name of the manufacturer or vendor of the

25 gensor 2, a name for the service and a version number
need to be input. In a step 5, the service operaticns
are then likewise defined 1in the vendor device
encapsulation generator 19 likewise via the
administration interface 32. To thig end, functions and

30 notifications are input. Next, in a step 6, the
framework of the program code for the project 1is
downloaded in the vendor device encapsulation generator
19 likewise via the administration interface 32. In a
step 7, the user 36 then opens the downlocaded project

35 using a software development tool, and the service
logic and the communication with the sensor 2 are
implemented. Finally, in a step 8, the user 36 produces
and tests a binary file for the project wusing a
builder.
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and essentlalllﬁ at the IocTtg{on a E are_shown. 3 n aa\;éerst step
ot RhowroTHPrGur ey - Widn: 310FReent 66 TROTTFRCTeTeE: b Beiben a
devel oprrenteﬁbmautmfmmlré hanTﬁﬁBl e psahe‘lbalal ylby amdt uenstfallhe iTSBI 3

bei ng conne th te ca dat a
transm ssi oﬁﬁ égl s gleltqgf?}y 1%9%%@8 I9:13‘7 bEIIX%I'/ E%égsq%; 0077é§abet ween
t he devel opﬂ@mch@ﬁp@r@m ahd tiﬁéeé‘,@ﬁ@@ﬁtZCPﬁl@Ptleé’ BydpeEReassd &ted,

preferably pyeviFdgie pf &B%sseaét%lgt@@ nheopreetedibg the crmuyer by
means of a cable. The sensor so he in‘the formof an 5 arbitrary

ef f ect 01>, a%?ﬁ%?%ﬁ@l%];lﬁ?heraﬂ?m 1f:het IﬁémFGﬁ@ﬁSor%ﬁ i tyCofSSHHiTh £s 35%t ended to

be mapped imMappedSOA en¥i sonnentirdheenevel opnent conputer may be in the
formof a conventional personal conmputer (PC), in the formof a |laptop, a
pal ntop conputer and possibly even 10 in the formof a smartphone. The
devel opnent Thenpeter hes avepresenteed 4 nudrgurdetBibpdi espdseantlon Rifef erably,

the computegyls cARRGehad:tOthasTSBE 3 ciiurlibshieh, Mothed) d:3 b 2

(I'i kew se not sh the d ﬁE)ms\nt conputer and the sensor 2
are swiAlche@ldent 15 qQURItas 83 SEyOr é@up%@ e@ﬂmltﬂ?“ﬂ‘&ﬂér ahd stdrted up

(booted), i§eREEESSArY.ial Nc@e St (| Bhaw se-netushowm) , @reenrestion is
then set up_fromthe devel opment conputer to the %: ggemsnt | ocation of the
na

admi ni st rat FORPPRERT | add 2. TR st8p 49 5 Sc&FO AP ti cul ar
service i s hbenlgerer dred imdire vendarmeparisentapsuiat i shogenenat or 19

via the ad nlstratlontnterf T n
manuf act ur glr:l% vendor o?u¥%e 2?%%%%&1152{'112 ﬁﬂgm%grgst %{emggrvﬁrtg)e and a
ver si orzsnumberhndedtepsbeyi npatis b augbeyss it ive redied -cEhsparaeditiashs are

then |ikew éeegsf iped éibédl?ed’eﬂﬂohg%wgc%wpéﬂéa%b%@nﬁ%ﬁ@'i?t Qe 19

| i kewi se via the adm nistration interface 32. To this end, functions and
the location at which they are shown. The method steps
from Figure 6 are independent of the steps in Figure 5
and have nothing to do with them, even though the

230 individual steps have the same numbers in some cases.

In a first step 1 in Figure 6, a request message in
SOAP (Simple Object Access Protocol}) format comes to
the request-response messaging provider 17 of the TSBI
35 3 from the client computer 33 via the physical
interface 3.4. The message is transmitted wvia the bus
16 in a step 2 and finally enters the vendor device SOA
encapsulation container 12 in a step 3. A function is

then called in a step 4, which function ascertains the



30 notifications are input. Next, in a step 6, the framework of the program
code for the project is downl oaded in the vendor device encapsul ation
generator 19 likewise via the adm nistration interface 32. In a step 7, the

user 36 then ggjg%rq%he downl oaded prﬂojBEéct_ 35 using QF‘ZP{E%&OZOQ%/&' opnent

tool, and t'ffe i ogi ¢ and the cormmuni cation w nsor 2 are
i npl erented. Finally, in a step 8, the user 36 produces and tests a binary
file for theenroy eEbnusinyg aokuergendingptrp1arpageyBicggaddressed

- PCT/ EP20104P0¢ %68 sbApd d &b bhemBeALEEt |Sethed i oagdedoivBt att he TSBI
3 via the admnistration interface 32. The binary file is,st%red in the

devi ce encap3uF&EFbRvE o drHBRtEOR A0t ShaGPeD, i EPei dT8hEWTSSEs renot e
| oggi ng (r etid=cieskit ophei satbeafusedet0-pnstakkdt beogeguinsintge .sdfit ware in

t he sangbox 11. To éhi S endSe}lggrs r B0 fsgﬁtdgr. gh Iggsi %Q»ak@% vi rtual
the deve

0
conput er (t%esg’gﬁ’dbok 1f)e froma renote conputer opnment 10

conput er 36§yitiThibealdeswerst he. nilhef avttimdr @b thbad @ ssof Phatée nto the
sandbox 11 @&%*}@S& akl ibatRerean: fEinal 13bap ds 4P 1d. at Beepersor 2 is
detached fromthe devel opnent conputer and connected to the TSBI 3. This
conpl et es tHe pEBEBETFBN "51°556Hes o 15C0RRc 4pSPAt i ‘oh, TAASTHECRANEEi ons of
the sensor ghare-HapsedrkBpbhge SWAseRYH hanpetvidEie 1extidethw pievi des a
nore detail ed explanatiog o%,thi indLviduaL stﬁgst%f ggg%ynication bet ween
the 2029 i eht tonputerP33-f FORFLAS” SHA BndiFBnfent"8n e "SERSHP®2 via the
sensor SOA encapsell atbors( "tReguesfudRespongeinsai hhssefengneeavodeirgure 6.
The connectip%ﬁﬂﬁqHée $t££8%&FE§UEﬁé6 £pLLesponds to that shown in Figure
i'tional yn b

4. Figure 6 a icates a few nore 25 net hod steps by neans of
nunbers in circles. The nethod steps are executed in rising order and

essential | yy@dnt he location mpitiegh theywaggeshoww. e reithod tsfeps from
Figure 6 are 1ndependent of the steps in Figure 5 and have_nothing to do
with tHém B¥h 1 hough®t he SE9%hdi vgdual °CEps HEEAHe sahB nu s in
sone cases.pihibl Bsif $Sibs St Epe IméBsdd i ep bovadeeques bndessage ciordsGAP
(Sinple Coj *‘%érécggssa Pég}togg:cf)& e:fc.or %terglorrr%stftpication comprises a
topic (subject; reference) and a body (content). The
topic is an identification parameter; the body is a
20 content description of the message which is sent out
during notification. For the publish/subscribe message
exchange pattern, the user (consumer; client 33) needs
to notify the provider (TSBI 3} of which notifications
it is interested in (communication of the topics). When
25 a notification isg triggered with the provider, it sends

it to all users which have subscribed for this topic.

The text below provides a more detailed explanaticn of
the individual steps which are executed  when
30 participants in the SOA environment are informed about
events 1in the senscor 2 (“Publish”) with reference to
figure 7. The connecting module 3 from figure 7
corresponds to that shown in figure 4. Figure 7
additionally indicateg a few more method steps by means
35 of numbers in circleg. The method steps are executed in
riging order and esgentially at the location at which
they are shown. The method steps from figure 7 are

independent of the steps in figures 5 and 6 and have



‘the request-response nessagi ng provider 17 of the TSBI 35 3 fromthe client
conputer 33 via the physical interface 3.4. The nessage is transmtted via
the bus 16 in a step 2 and finally enters the vendor device SOA

encapsul ati on co#al ner 12 in a step 3, A function is _then gp?led n a step
4, which fufREPoH 488 tains the WO 217 088878- 39 SHEFFRFYGR0IHo7768

sensor function corresponding to the servi ce addressed by the SOAP nessage
by nmeans of neehiegtiten ¢@al v i thew, r etvérevahionfadr nalee o rebiotitdugllasses or

the mstancs&%ﬁ% tHetQQmSaﬁﬁnﬂérQbiﬁcéoﬁé'EQE,@Q programming). In 5 a
step 5, the sensor SOA encapsul ation 12 interacts with the sensor 2. The

out put or the response of the sensor 2 is converted into a SOAP nessage in

a step 6. The respense nesspger i AnSCAR hes nat, I& tp@ﬁ§ﬂé1§1£ﬂ tearetrfte
request-res onse rnassa?lﬁ rovider 17 via th 10 16 in ste
e%%ﬂ@

Final l'y,® i n°a“%tep'8, © I dspbns® nesEa @r gﬁ\'fggtﬁh@nr SRS response
messagi ng pamil dell itErandhiax riet unmed: tas tdetehcknt a3310t\zt\h:e:n seercldrent

comput or 33w shes. Lo} 99-90LacLNe 18 TSR3 h Sendsa loagn eRsage to

t he publlshf SCTri be nes IS recor there as a
subscri ber . sgpeey rmlqafp%dtatdmmoﬂr@rlﬁsﬁeslafpéﬁﬁé (Febplectchisef &Rerce) and a

body (contegtdy Ihe ORiL11S BRel Q%BB&E&@@&' O RN AERY Oy ﬁLﬁﬁ:tﬁQﬂ}y is a 20
content descri ptl on of the nessage which is sent out duri notifjcation.

For the GubFieh/ QubREF i bef mettade exdfand® Patt&@nion ne 1% orsuner ;
client 33) fj@ﬁdért@d nohitby abhesaar @r\ﬁdiﬁge( TSBla3ptepb whi amenotdsfdaeations it

is interested Z(61(830. n| cgtl %?1 ézsuioo ECS%% l\l/l\henr%% otig ifi C%:[I on is
triggered wEh F IB?‘ CsEN F1{Se s Whi ch have *Subscri bed

for this tophe. bilihe_lt6exim el vveprdvi Gbs puhdsebdatesislbad ngx pradesh of the
i ndi vi dual §gep§h@H'CgrQ5§m§¥§CUEﬁg vwaeR megsage to all c¢lient

15 computers 33 registered with the TSBI 3 as subscribers

in the SOA environment in a step 5.

Without referring to any particular £igure, the text
below explaing the different method steps which are
20 reqgquired in order to develop a web service client using
a computer (represented by the user 36 in figures 4-8).
In a first step 1, a data link is set up between the
computer 36 and the TSBI 3, for example by virtue of
the computer 36 being connected to the TSBI 3 by means
25 of a cable. In a subsequent step 2, a suitable WSDL
{(Web Services Description Language) is requested £from
the service registry 21 of the TSBI 3 and is downloaded
onto the computer 36. In a step 3, the source c¢ode for
the service proxy is then generated from the WSDL.
30 Finally, in a step 4, the proxy is imported into the
goftware development tool which is being executed on
the computer 36, and the web service client is

developed.

35 Without referring to any particular figure, the text
below explains the different method steps which are
required in oxder to achieve integration in an
enterprise service bus (ESB) 4. In a first step 1, a

data link is set up between the TSBI 3 and a subscriber



.30 participants in the SOA environnment are infornmed about events in the
sensor 2 ("Publish") with reference to figure 7. The connecting nodule 3
fromfigure 7 corresponds to that shown in figure 4. Figure 7 additionally
i ndicates a _few nmpre nethod steps by ns 35 of nunbers_in. cjr s. The
met hod st ep&° &Pé%?g&m ed in rising orter and essent iygﬁvzg%o)toﬁzj’ﬁesocati on
at which they are shown. The nethod steps fromfigure 7 are independent of
the steps ianfitder eewiaed Brandshavéce WouR0 Igd88780r 4gxample by

- PCT/ EP2010{,0p768 J1ot hingg £85603Wigdy Ahemorgnen ddhough the igidicd.dual
steps have the sape nunbers in sone cases. In a first step 1 in figure 7, a
particul ar BRERR BogEEuFESi ASEhe L dhdorPy Teags afr 3d&RPdér €&t Y& obj ect
and del i ver gshwhatss s &knawn 4as ia t Hagkalaeddt ban SRESOTSBEPDIt sTrsnad |
changes in acgeleratjon_pr_the like). The,sens nc | atdy on .12 js

i nf or me ab%blﬁs‘taﬂ%l%nl n 3 %Pepgz afd csalltédbﬁﬁe g%’ggci Z@%ﬁ’ notiTicati on
function. 1DeFheipuiput inguady) t He noeldbesaeidonfranctiion isewdmeerted
into an SOA.OESSARE 1y acgt e@n%- Tder Mssage i transahttad {Q the pub/sub
messaging provider® 18 via the bus 16 in a step 4. The pub/sub nessagi ng
provi der 185ERBACErhRAShFtsYtAE SCR BEe8shfe to all client 15 computers 33
registered wwth the TSBI 3 as subscribers in the SOA environnent in a step

5. Wthout peferfing to,any particul ar fLoure, the 18Xt e of the
services in the 80A environment via a network which is
used for military purposes and which is limited in

terms of bandwidth, such as the radio network 325, is

explained in more detail (“Service Consumption
15 {(Request-response) over a constrained technical
network”). In this case, the data transmission wvia the

radio network 35 can take place on the basis of an
arbitrary protocol or sgtandard. What is crucial is that
the bandwidth of the radic network 35 1is significantly
20 below the bandwidth of c¢ivilian communication networks
(Gigabit LAN), for example in the region of just a few
mBytes/sec or even in the region of just a few
kBytes/sec, particularly in the region of approximately
4 to 20 kBytes/sec and in exceptional cases in a region

25 up to no more than 60 kBytes/sec.

Figure 8 showg two TSBIs, namely TSBI A (reference
symbol  3) and TSBI B (reference symbol 3 ). Iin
principle, in figure 8, all elements of the first
30 TSBI A are denoted as in the preceding figures 4-7 and
the elements of the further TSBI B are accordingly
provided with ™ 7. The connecting modules 3, 3 from
figure 8 each correspond to that shown in figure 4. The
LSBN 22 of the TSBI A 3 is responsible for services a
35 to ¢, for example, while the LSBN 22’ of the other
TSBI B 3’ is responsible for services d to £. The LSBNs
22, 22" of the TSBIs 3, 3 in the network shown
synchronize themselves to one ancother so that one TSBI

can also access services of the other TSBI and can



.bel ow explains the different nethod steps which are 20 required in order to
devel op a web service client using a conputer (represented by the user 36
in figures 4-8). In a first step 1, a data link is set up between the

conputer 36 and the TSBI 3, for exanplg by virtue of th 36 bei ng
connect ed t% CR&FEBES by means 25 of4eza cable. In a gﬁ%&’ég{@%% ep 2, a

suitable WeDL (Wb Services Description Language) is requested fromthe
servi ce regfersymel dherhe TBBl Praed | stdowdavsdedbantdviehle. cofst er 36.

In a step BSYEBﬁréﬁ%&@l&Qde dds thgoger vipes pr gmécles then gengnated from
the WBDL. 30 Finally, in step 4, the pr oxy |S|rrpor Slntothe sof t war e
devel opment *BbeFVahkt chli E”B%l né e%@@utcé’ﬂlrﬁ tYhe TS 28 d T he web

service cligent is&fflevetoped. pﬁﬁtwmlwnlyrefmfl ng:lteo aryumma culegr figure,
t he tex belowex ains._the ffer t ho r quired in
Q% %%ra?lngbI ﬂk% ﬁgéwggé gﬁeg Egg? %

order to achi'aV n~in-an en erprlse <ervice™ In a
first step QXpaedat gominakdi §reomt aupidsat welere ¢ hehd SBusB @ﬁdaabwitt@@n ber WO

2011/ 088878;,,41 016/ 00 t e US 1eSeryl node) ,
for exanpl eagé Slhggéelggg ég 4 gg@%&@ |%§d%o%\r€e%?leeg té{(ets;heo s%rggn%v\hl ch

hosts the ESRAEtubs4 ]‘{ﬁp"fﬁaaﬁ@ ofﬂlésé%‘l ePBPPHEBRIPRe BSECEL WP 4 H¢

install ed opuhbemd SBE 8hel Rewdrgubsequent step 2, a suitable WSDL (Wb
Servi ces Description Language) is requested fromthe service registry 21 of
the TSBI® 3 and is installed in the service registry of the ESB 16. 10
Finally, wth rneferencesd oofi giree 8yntheocnseabfothefserive cESBILa t3he SCA

envi ronnent .vi a a, net wor k_whi C_Q i Slﬁéjfg@g(f% 1| itr&[r%/v% po es ang which is

limted in ?efms olF(:'bandV\}lﬂ(’rft(lzle suc i 0 ne is expl ai ned
in nore detadibt¢iSereiicelWonsunpti o 1§r€ReqU@§fﬂdr e'slpon@@ R ige

constrai neddlgea%ggl nbetwerk s st hibs gase,rdhe dat astransnigsion via
the radi o network can take pI ace on the basis of an arbitrary protocol

or stardar d22MatlSBY Guci &b | £NOHEt TR bARGW TR Gt hB2radre Mt work 35
i s significangl w20 1hel owt he rhandwi dtd of sEi vi ] i ah comuail catdrersenet wor ks

(Ggabit LA r, exanpl e ;on of . j.ust af J1Byte s/ ec or even
in the regl%h% ]dugy gR?ew)Eéyt[EgS/ EarttnJ Cl?ltglrel y in t%e re3é| on of
appr oxi nat etiped het@0rkBytEsisec kafhdwa&’ ex€eptkanplecasese i reervwiay on 25 up

to no nore &b@ @QgB YEes!; %Eczthé:' 8452 8 §rhowﬁow@ E,%%Ihs,lmahﬁﬁl A

(reference sg and T erence sy . §r|n0|ple in
figure2® apbostendfises hedfikst 3D T§BP‘“A aquge deﬁ@?édBa i n &%k

precedi ng figdpesadidnangbout services a to ¢ from the other
TSBI A 3 in the network.

Figure 8 additionally indicates a few more method steps
25 by means of numbers in circles. The method steps are
executed in rising order and essentially at the
location at which they are shown. The method steps from
figure 8 are independent of the steps in figures 5 to 7
and have nothing to do with them, even though the

30 individual steps have the same numbers in some cases.

In a first step 1, a client computer 33 of the TSBI A
sends a BSOAP request message to the request-response
messaging provider 17 of the TSBI A, In a subseguent
35 step 2, the TSBI A recognizes that the requested
service is not localized on i1tself, but rather on
another TSBI B, that is te say that the requested
gservice 1ig provided not by TSBI A but rather by TSBI B.
The TSBI B is known to the network and particularly to



‘the.elements of the further TSBI B are accordingly provided with "". The
connecting nodules 3, 3' fromfigure 8 each correspond to that shown in
figure 4. The LSBN 22 of the TSBI A 3 is responsible for services a 35 to

c, for exanp I he LSBN 22' of e ot her TSBI nsi bl e
for servi ces go%%feg%e LSBNs 22, 22'4%f the TSBIs Egr/%m{)%o/{oﬁzpﬁetmrk

shown synchroni ze thensel ves to one another so that. one TSBlI can_al so
access servikes 3BBEhd. ot HerCESBItlamd €8RL o 2611/ 088eTE- 4 the

- PCT/ EP20104 097 # 681 €00'S @Rt dem rd g1 O €her 260 @ﬁVEhéambﬂbdtd”z the =
synchroni zatj on %oes not {)‘gg rr{)I ace at, requl ar ?ir | s. ole7 e On t he
contrary, tHecRByrchrdifi 28 S5 98FFect2d! OB@FFFES ar 15 for Le 5 pose of
5 i ntegratiagenemtdSBl $unihto e nendorkraesmhleltedpomOan télyeprestsllmmmnd

F oM B aseTabhpPert DS PURD B! B.BUtkan. M ddeddpUloOna saaUEl by code of

the |ike known as m ssion preparation prior to the
runti me of Hﬁlean%twerk. 10 I n the course of the synchronization of the
TSBls 3, 3" , the services respectively managed in the di stributed TSBIs 3,
3" are stored in the service discovery nodul es, 25, I %ELIFPS ,
so that 15 ®ach ESBR 22, BP® U&5RIDoth FH%H%WF‘E%S Waﬁgﬁ By tifre VDE 10,
10" of its E&vnofSBheS,Ts&I andria It}tdﬂojsadimma@eﬂoby thet¥DE%elGadi@®@ of the

ot her BI s%g,, oglft iﬁ@@%@%ﬁri%méﬁes bé/ W@Meo%egég%l %gttel}% sceflrw ce

di scov Bst | nf ormat ut "services d to
f fromthe TSBlL o Badlapard | Hf or mat mm abouvi Ber Theesnessaye feoralele ot her

TSBI A3 indé@fyﬂ@é&oéﬁd extracted and transmitted to the request-

response messaging provider 177 of the TSBI B in a step

7. The message is then transmitted via the bus 16 in a

15 step 8 and arrives in the encapsulation of the sensor

2’ (“Wendor Device SO0A FEncapsulation”) 127 . In a step

10, reflection is used to call the suitable service

function. In a step 11, the encapsulation 12' of the

sensor 2" interacts with the sensor 2/ . The output of

20 or by the gervice function is then converted into =a

SOAP regponse message in a step 12. In a step 13, the

SOAP message 1s transmitted via the bus 16 and the

request-response messaging provider 17" of the VDE 1¥

to the LSBN 22’ , where the SOAP message is compressed,

25  encrypted and transmitted to the radic adapter 317 in a

step 14. In a step 15, the radio adapter 317 forwazrds

the S0OAP message to the radic 34’ of the TSBI B. The

SOAP message is transmitted to the radio 34 of the

TSBI A via the radio network 35 in a step 16. In a step

30 17, the SOAP message arrives in the radio adapter 31 of

the TSBI A. The LSBN 22 of the TSBI A then decompresses

and decrypts the received SOAP message in a step 18 and

sends it to the request-response messaging provider 17

of the VDE 10. The SOAP response mwmessage leaves the

35 reguest-response messaging provider 17 and is returned
to the client 33.

Figure 9 sghows a preferred exemplary embodiment of a

TSBI 3 according to the invention. This comprises a



-Figure 8 additionally indicates a few nore nethod steps 25 by neans of
nunbers in circles. The nethod steps are executed in rising order and
essentially at the location at which they are shown. The nethod steps from

figure 8 ar e izgg@%?ggyt of the steps jp figures 5 tgc,]/ lep/%\éc;?&othi ng to
ven

do with them “e ough the 30 individual steps havé the sanme nunbers in
some cases. In a first step 1, a client conputer 33 of the TSBI A sends a
SOAP r equeston@saagd & of ehe odqi@st - Fo8 poise WS Sdgi REMPPBSREer 22 of t he
TSBI A In gasthseauenthdbssiepsd, Hate dSBluphaiec g zasy t hatichhe g equest ed
service is nft I&c |ized on itself, .but rather o?.another TSBI %?éihat S
to say that“tfes e%@/es‘f‘%ﬂngeﬂfi c? ilsldgrﬁ i déd*hot *By “TsBt S A%t her by
TSBI / B. TheddSBth#olg, kiiown exantdie net woeknandfpagdriend atly o the
2011/ 088878- _43. - PCT/ EP2010/.007768, . TSBI Si t TSBL B.s. |isted
G oI RTTAE o&Pvi ca Pegrotry B ot 1 e SeRS2. TE ot op S

in the dist uted sérvice registry : nastep 3, the
SOAP nessageré¢Secobpyessedie( umdt 27Pptadd erea¥pradiqunii t 98 afpst

transm tted;{Qui Rem! adhR Sradapt &r 3ineWiGhs 94 Warndsnhibe Jiessagat o the
radio 34 in a step 4. In a step 5, the nmessage 1s_transnited fromthe

5
radi o 34 of CPRRETSRr A£lAUentR PERACYCRE: wWork 95 t oMt AT aHFRlaY. 2

first Ethernet port 43, a sgecond Ethernet port 44, two
10 USB ports 45, an RS232 port 46, an audio and/or video
port 47, a port 48 for VGA and a CAN bus and also a
power supply port 49 are provided. A supply voltage of
12 volts is applied to the TSBI 3. In order to start up
directly after the TS8BI 3 is started, the latter
15 requires a current level of approximately 5 amps, and
then only approximately 1 amp. The reference symbol 50

denctes an on/off switch.

The ports 43 to 49 have cables with suitable connectors

20 connected to them which have, at their other end, the
usual connector elements (connectors or jacks) for the
relevant format, for example a customary Ethernet
connector for the ports 43 and 44, two conventional USB
connectors for the ports 45, an RS232 connector for the

25 RS232 port 46, audio and video jacks for the port 47,
and a VGA connector and also a CAN bus connector for
the port 48.

During the encapsulation of a new sensor 2 or fox the
30 purpose of managing the TSBI 3, the port 43 or 44 can
have a development computer connected to it for
generating an encapsulation for the sensor 2 (“vendor
device SCA encapsulation”), as 1is described above with
reference to figure 5. During the encapsulation of a
35 new sgensor 2 or during the intended operation of the
TSBI 3, a sensor 2 1in the foxrm of a camera may be
connected to the port 47, so that audio and/or video
signals can be transmitted from the sensor 2 to the

TSBEI 3. The power supply is connected to the port 49.



.10 34" of the TSBI B. In a step 6, the nessage enters the radi o adapter 31
of the TSBI B. The nessage is then decrypted and extracted and transmtted
to the request-response nmessagi ng provider 17' of the TSBI Bin a step 7.
The nessage | ransmtted via t bus 16" in a arrives
in the encéb %P%V%Sﬁgé% t he sensor Z'U}G5 Vendor DEV|ce&§E% éﬁgap@nﬁation")
12" . In a step 10, reflection is used to call the suitable service
function. In a step 11, the encapsul ation 12' of the sensor 2' interacts

Wi th the sensofudnary INet OdhRUbe 06208 thytt RReseryirce fiunghiaen 1es t hen
converted into a SOAP response nessage In a ste t he SOAP

ste
nessage i s fPAMni #F ed?vi QFH@rgﬁEC?G'maﬁHf? g@dﬁgstcﬁgspg Eg ﬁ%ssaglng
provi der 17arlefcidwey VDEi divate tbe LSBA ZQénsmMQrezthenSGAPanesgage is
conpr essed, n t o] :adlLo pt.er in a step
P T e e e ieoir L B
radi o 34' otfortt@@lél'@ﬁ RndrhecSOARIges SagponsnEtpansTie t et o dthe thgdi o 34 of
the TSBI A yi@rthe; £ adhoppetWREKs3Rph B énat%Bm%Qex|@u%c%@%&a&@tl@s the SOAP
nmessage arrives in the radio adapter 31 of the T A. The bSBN %% of the
TSBI A thena%e%%ﬁﬁ%%§§e§naﬁ@edé¥¥§$ﬂéaﬁh%epeEEFVéaeséﬁPHQEE Sge % a step
18 and sendgsaid k@qhﬂ@em@quesknfesm@n&evaE6§agnﬁgcﬂﬂommﬂeVDE710f1@he VDE

10. The S P 35 -
provi agf 17 ha T4 TEE 0T AU ro Che SPPERE 33 V12070 b8BR7E. Hh0

-PCT/EPZOlO%@ﬂiiB&shd@gun@”40 forg hokdiswgitche 8l ectiriadal acpmpenenrs and
parts. The an ni d ns of a
QLELTY 40 3g§}4@59ﬁ9g§ aagaowgb%@ n% 0%1%@ R B

lid 41. Th i's nount e et ac r exa means of screws
42, on the %h%oUEEné04@b1ﬁm¢%o&§Fﬁ@raéeaﬁ§ﬂﬂﬁ¥I$Yﬁﬁﬁm%wewbﬁéheﬁﬁbly made

of netal, px%é'&ﬂéﬁééivébep%;d@ ﬁmmsgﬁﬁzééomht@f;fébé h@uabn@ 40 has
dlfferent conpnector el enen

roduced on it. a% artlcular %grst
Et her nét® pdftdes? a seéﬁﬁ&lﬁﬁhéFﬁ§P 566t 44,219t 10° Eﬁﬁ?ports San RS232
port 46, anemwhamlmdi@m Vi £heo nwrtpetbrﬁomqmi)rtby%tﬂm Y@hudnd tar€AN bus and

al so a pomer%gnéﬁﬁx'ggr 49 g%} Bl %;q;dkhfksggpkg gglfie %Bl%%§é$|ts'is

applied to “Stdrt up difectl 31is
started, thetsatfer 'B_EEre@f@lwre@taC curg@rmniswe| atd aﬁm@ﬁ metfel 18 anps,

and then onjy:;appr 9XLABEEl el AR s G I8! enenees $YAbel R0 deBotes: an
on/off switc The ports 43 to 49 have cables with suitable connectors 20

connect?éd t B EFRFYIRFERCRave 2dRPERefReofRAr MERGATERES $QalC ¥ A TES or

el ements (CORBGELMRENGr ladekS)yekorsidie eabevate fmanafactﬁreex@mse a
customary Et hernet connector, for. the %bts 4368ndervELﬁ %%%_ tlonal UsB
&

connectors ¥or tREYpOFt &% Ahe “Sort 46,

hhector for
audi o and videbdL)] atks fbe ¢heapsutadi¥onand a VGA connector and al so a CAN

bus connector for the port 48. During the encapsul ati on of a new sensor 2

or for the 30 purpose of managing the TSBI 3, the port 43 or 44 can have a
develoéﬁ%ntTh@nﬁ@f%$e%6nné%Y%ﬁF¥Qﬁ|ttﬁ%ﬁ Felneyit | Ifg.CAPBHEE ISR attfon for

the sensor Zykivenger Qﬁié!l.@gn@@é\ encanguh@htonkhowa&ows @mrtl bagabove
with referegggvigeélgqfﬁg .eégggggiégy%rﬁn%%psuhat|g nctlons cf an
appliance (e.g. rotating, zooming, etc.) for the
services thereof dces not require the manufacturer to
30 have knowledge about web service interfaces. The VDE 10
internally generates the WSDL suitable for the bus
4/client 33 and the interface suitable for the
appliance 2. Furthermore, the manufacturer is provided
with a C++ template, in which it can perform
35 hardware-sgpecific customizations. For an encapsulation
with the TSBI, the sensor manufacturer {vendor) does
not need to disclose its interface, which can
significantly improve the acceptance of the invention

by the manufacturers.



.35 new sensor 2 or during the intended operation of the TSBI 3, a sensor 2
in the formof a canera nmay be connected to the port 47, so that audio
and/ or video signals can be transmtted fromthe sensor 2 to the TSBlI 3.

The power su(ggl?wg%fsg_psnnect ed to the port 49. WO 20;?%%?%%3#68
e

- PCT/ EP2010 n"summary, it can be stated that I's what is
known as a convergence nodul e, which can convert arbitrary firmvare of the
sensors 2 into an SOA 5 conpati ble standard. The TSBI 3 conprises both

hardwar e copponents aRg,soLtwane eempenentss Thenaicm:of “he t8Bl t3 is to
provi de sinple and conpl ex func,tifnal ities asthczervi ces on the basis of web
servi ce standafdsiOThe it ¥ eqi reiBht: For 298 devel bpieht 0f € VDE 10
is 10 the eprapsttati ahafedppl famcesxand sy sttensbe"” aryt vesmdad ' Sodevi ce"),
e.g. a sensor.2,. which anyone can rfor [ eri y safely.
Thi s render é)b% (Fl%t\ifﬁli%@%%l & rtog(}iaﬁk%gélgat gf flg%abéys%{’engggéﬁlﬁi cam%o' not

t hensel ves phovivdeibiwebysarivi geidntrépbaee, amt brataseeddefhe data

Servi ce-ori @dogr id ectufien Thinseencapsybation cap baepenfoisiRd by the
manuf act urer”{vendor) of the appliance 2 that 'S to be encapsul ated itself.

The aut onat PRrABRRANRP smBEnd IEMEenSAtins A Gloe adefsY CREIRBAufECt urer in
this actioniadbeayPE 2Belnfrast ruet ure 410 adnpt s akkecSQAdeChaicays to

exi sting programm ng | anguages .such that the nuf acturer does nat_require
any kn ed@gdﬁ‘f)%ﬁt %gger ces n?é’rupgce l_](V\gﬁf) £t he %nlc%epsﬁtati on. 25
The present runventdi o tthist althewst encapsul abnorbef calbetir aReaaisilicances 2
wi thout know, how.ghout ;uebagruiees, Theqencansul aidpof dde ddingd i ons of

n

an appliancé (e.g. rot ng, zoomng, etc.) for the services thereof does
not requirefehbowhnafaerneetatyono have know edge about web service
interfaces. The VDE 10 internally generates the WSDL suitable for the bus
4/ client_ 33_and the interface suitable for the appliance 2 Ftértherm)re,

the maridf actlr ePTREYpr &7 df wi TS 4% t BABREEe, T wWhIEH G " CHF per f orm
35 har dwar eispechbt Logusandi zahé onserFore@an encapisifeatdaron wetds itdmes TSBI ,

t he sensor nuf act.urer. (yendor es o (isclo i 1S 4 rface,
whi ch can si ghi%lfi galﬁﬁ%e i%lmrg’\%ee t%@ ’ac@g%t gﬁ)%g 1t(§)f. k%uée :an\si[:e .tclg%r? by the
manuf act ur ewBichWOL 2014068818 46 0rRCTRRER20 EFHOUXE6S AT igte ddfown as t he

reflectionsgWiffa bt omPQitNE8N 149 FREM-A I LN 1.3k | QWehnhekMaddanakout
cl asses or the instanceS thereof, for exanple, 1o be retrieved for 5

obj ect -4} | eREEEIBRBGREATHAGY TRESSNR) B, eFtERdalia, the visibility of
said classes or instances, the data type of the return value or the type of

he Lranst oL Bay a0Bkeuy, pIne Ll et et on o LSSUECY, ORHLO%
no central node as an “Achilles’ heel” on which the

data are gituated and which could fail. The local,

25 distributed architecture means that a TSBI network can

be shattered only with difficulty. A first TSBI A can

access the functionality of a second TSBI B via a radio

network 35 (cf. figure 8).

30 The appliances 2 which are encapsulated by the VDE need
to be triggered in order to perform an action or they
need to know their last status. Web services which -
after they have been performed once - are erased or
forget their status again are therefore not suitable

35 for direct communication with legacy appliances. Web
service calls are usually received simultaneously, i1.e.
in large numbexrs. An appliance processes calls
sequentially, however. As a result, a fresh call during

the execution of a call which has already been accepted



.10 address needs to be found at the correct tinme at
function can be called. Readable C++ code is converted into pure nenory
15 In order to be able to nanage t he

npnufacturg% |gi¥%8Phlon and the servufgs in differegE Y&k g%p e s%%re Al

addresses fol |l owi ng conpel |l ation.

figure 5

& VDE 10 has a reposi tory which 1's ‘use

service descriptions. Backward conpatibility by versioning when new

sof tware 20w9erdi ope atestusedTrrredéPR olbe Snsiged. tiRser PR SO B ngs

along its oMnrEePOstLpiYg ThRELe Lerh9ceenthahsnodecesvam "Achi | lee heel”

on which the data are siifuated and which cguld fail.. The | ocal

di stri but ed*8FERF et TR RBaNSW NS & T8I
W th difficéké&utédfiwaé TSBu1A can Arcessnihesf unbhicondle tinafnimgsecond

di o_network 3 cf. figure Q.. The ia Mhich are
%f th%rQDE@ﬁggaﬁ?g inyy Py @grr% r {o ‘per or&%ﬁn action
or they needntomkngwsemeiicel astllst abarss ¥eposéavidePprilgirély iesaf ttdre t hey

have been pephOLERd-ONEgy” PhEPIasedage NOIOEL UhRld stabuscagaidn are
> for direct comunication with Iegacy appliances.

Vb serV|ceSEaPP§a§¥€9u§D§IP?dﬁéc@?v%H@§V%%@FaneousIy, i e.
nunbers. An appliance processes calls sequentially, however. As a result,

TSBlI B v

encapsulateﬁa

therefore not suita

fresh call

WO 301 3tbasBTEora7 HCH Eesore) cov7ese voR MY B8 BLGRA Byerpccept ed
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VDE 10 as “SOAP errors” (error message). This applies
particularly to the software components which are
imported into the VDE 10 by the manufacturers. This
ensures that an erroxr 1s recognized so that 1t is
immediately possible to take appropriate
countermeasures. This thus means that errors in the
encapsulated appliance 2 can appear as SOAP errors and
be recognized. The sandbox 11 isolates the appliances 2
in the VDE 10 completely. This increases security and
at the game time availability, since the isolated
appliances 2 can be attacked only with difficulty. In
addition, the watchdog timer 15 is used to ensure that
the appliances 2 and alsoc the sandbox 11 itself are
available. Tc this end, the encapsulation of an
appliance 2 sgends a heartbeat message to the watchdog
15 at prescribed times, preferably regularly. If there
is a sgystem crash, the sandbox 11 is automatically
restarted. “Freezing” of the system is therefore ruled
out.. The VDE 10 allows the user 36 to easily connect to
different service buses 4. The VDE 10 cooperates with
all standard service buses 4 on the market without
difficulty. In this case, the TSBI 3 learns what
service bus 4 is involved at the push of a button. It
is thus a simple matter for the appliances 2 to be
coupled to various domains. The adaptive service bus
interface ensures interoperability at the highest

level.

runtine so that the

&t o4 tcan B%e%hgﬁpe%§H only

in |arge

a



-woul d be lost. The VDE 10 solves this problemby buffer-storing the service
calls received via the request-response nodule 17 at |east until they can
be executed. The nodul e 17 also ensures that the incomng 5 calls are
executed in order. If the jhcom ng servi I
associ at ed %é i@grllg?(l{%g?éthe nmodul e 17 céa% i kew se ta%gT}t:%ezggdib%yg“account
when stipulating the order of execution. 10 Errors, which _arise in the VDE
10 are out pufehyFeHe OPBE I SR bshaApY e (N6 SOGG oM SeBedges. *THR™ appl i es
Earti cul arl ¥oteekpengohyware cospenemnd:s wabed arRuirdgianised bt o Hike VDE 10
y the manufacturers his ensures that an error is_recognized,so that it
72 15 | reanGrEry Sbsdi BB TEE Ak APt OF | ArarEOuRToPHedstr XTI ¢ hus
means that eedess iim tie épdapsuivated. afpl ithede 2 cadeappeapbds SQAP errors
and be fsecog%iedanahecmx allde30lidles {he appliances &ddy.the VDE 10
conpl etel y. i's increases security and 20 at the sane time availability,
since the isBRatEa appifancesh2 canPBéC4t t acked only % h diFFEHEHR Y. In
addition, the wabehdogstipen1l5 Fsrusedrt@aensure thal thesappldmnces 2 and
al so the sandbox 11 itself are availahle. To this end e_encap ul ation of
an 25 appl i GhEB 25LBndLH At hedt° age t8 tﬁléema"f% J;‘b%glgl éfe’
prescri bed stboesd préakerahl y aregulexdgutdd. t hNEhe | sadlsyst emfcradiy the
sandbo 1 i.galhy r ed.. ."Freezing" e.sy md
t her ef érgé r%?ggg%ggﬁ%ﬁe%%ﬁﬁ%ﬁt%{r{e Cﬁ%e@%Gﬂggggaéﬁl }th%onér?}ct to 30
di fferent senvizenpeses WitiTh&hgDECQONeebped attexiuga h3al Fake aderd® servi ce

buses 4 on the,market Widdhoutei fEbeylty. LRtrkhEsceasa; theckpRls3 | earns
what service bus 4 is invalved at the push of ,a buttaon. It is thus a sinple

f I
matter for FREPAPEEI anc88Y2 t ¥ e 35tReupl BEPY §Whari dtidedsf&tns. Fhe
adaptive senviubechusei/ptipriane. ensur esd ntxaooperaEldd yiat tdwehighest
| evel . . WO ﬁgll/ 088878- t48 - PCT/ EP2(%10/ 007768 ‘Ic'ihe tsoervtih%ers deneraf ed by the
connect]i%g 4irers aRd ES’PF@%BSﬁgi ngrofnoogr?en(?r “nore Fuhct i'ons of 1 he
encapsul at edhappkradceo@esanahecaddrnessatdebyibhyonehanohbdes in the SOA
network. So that a node is able to 5 call and consune a service, it is not
necessary - unlike in the prior art, for exanple US 2007/0236346 Al - for
sof t war e t oHpEeVEHRs fE SedOPFoRPLh&WEdEnfedt itHE Fsdiac 3 %D B8l i ng

node, storedctRereag and exeeut eehvelita kal i@ 1efidge cHe: sefodLas and the
communi cation of the nodes in the SCA enyironnment Wltg th% c%rhectl ng
modul e 2 t akE2BFYEESLAPY OFi &1t IR skt VF c8SPRFaFFdcEY1#1e +0

(request - r espobseprandnvicacthg pobidels i3nter fete rl FHERUbSCribedpiet | sh) . In
US, 20071 0236346, flap Qpfice fi2 TLIMRLSAS HARS T L fIom ope nade 1o
at” sal ni-cate er.

ot her nodes "so ! nodes can co “with one anot h wever ,
thi s does néhusuleostitblde fognnbbei reerieikl e Bl cordidvgso £aE ixvention

involving the p9sskRl @ to be transmitted to other VDEs 10, so that
25 appliances of the same type as the appliance 2 can be

encapsulated thereon with minimum complexity.

In one exemplary embodiment, in which the TSBI 3 is
connected to an ESB 4, the firmware of the TSBI 3 does
30 not transmit the service to the network automatically.
Cn the contrary, the service descriptions need to be
installed in the service registry of the ESB 4. The ESB
4 knows that a particular service 1is available by
virtue of its receiving the heartbeat notifications of
35 the sgervice. The gervice 1itself is - unlike in
S 200770236346 Al, for example - never transmitted
between the nodesg, but rather is consumed remotely by

means of SOAP.



20 transm ssion of an export file generated by the VDE 10 to ot her
connecting nodules 3 or other VDEs 10 in order to encapsul ate the sane
appliances 2 thereon. It is thus possible for the encapsul ati on produced
for an appli®nee: Zskerde transmtted toe ot her VDEs 1@cta@2bh@too2bss

appli ances of the same type as the appliance 2 can be encapsul at ed thereon

Wi th m ninmumec I y r [N e TSB
i s connect egkt gﬂgn%égé 3 1tréh%éf e&'?éé&()?n %b%?'ég%g%ydoe \y%léﬁlr?luo:&t ransmt
the servi ceitocehe wet wohi é@tBéTertEl caliiknivhdTcaRATdZ3 43 dervi ce

descriptions,0ped;to e dhghall et dnedhe Seryhee Ladbst bpsRhvihe £ESE 4. The
ESB 4 knows that a particular service is available by virtue of its

recei vi ng tﬁ’ép‘ﬁé‘éii'F%%a‘?hﬁoFPTmﬁ‘éFFBHSOéf ngy pREldeP¢ece. THE {&Pvite it sel f
is - unlgi kegi oW 120@TA02865346: M ted ogeexaael Sus NEYEr mmanam;t e bet ween
t he nodes, but {lat her .is _consuned r j%m% % ans of .SOAP

2011/ 088878Y 481 BEFFEPSG1GFG07768 15 the “FERICT TS BEFRG udkd

mlitary engrioeamenhori Bef:amcaseairlaeth:SBlNMZtet‘lnlfrrlom |O|meUS’S£IO'B/ 0:Z>36346 Al,
there is no I fgrmoqr. uni obs es er %ee%
connection oﬁgﬁ%%vﬁapg i%gnges Q{f'h %B gﬁa c%%r%l et g:ig;z/@%?st\r{# ut ed serV| ce
bus for nilivaryliseswhichesyaBhr dﬂi’ﬁpé”§slefl§éltﬂ0p§ t h& oGt IFeramPodesil Nei t her

driver s gnor 1%@%%5 ahSol r #Rgktied dxomsene; LBl écé o-angthes LBl 3' via
t he LSB. The LSBN 22 nmerely installs servic representations), for

exanmpl e in "‘l‘@aFﬁeO@\SﬁﬁnC’E%oﬂr‘P%ﬁ@‘%?,C%H:IS Z?@%E}as are consumed by neans of
renote procedure calls (SOAP). The present invention wll be expl ained in

nore detail _with reference t 1 Fi e.10.shows a T 15 an
appl i ance 2719 B&ESEREApIIIVER %&Of)\/\hvfjghl Oi% iﬁ%%i%ﬁ???‘/ Wt ﬁﬂgt]:t %& Sdpability,
and a clienviBb whifelrewcshes tfamsisf)th@i@ppéi afdcehwer amiFE SOA

enviro nt f..e t 2 v SAaNEra or
noveablrlregeweapon é?t?lg% )éi’%%% ?%et % IB%%Q tf %ic%quoalg{p% I ancgaZ
corr espondszL‘éhgm‘—vépﬂng@ﬁbl&li‘x@@oﬁ@df @n@thlﬁiﬁtF@tGZ Worte P t1 ti | ti ng

of the camega-gLst REWERRYNantLr 2€XaRl @hel @dAh%rﬁ,q&%rMexﬁ Caferay a third
function Fct3 could_be a function for confirm r%%v@r}{ swvel or tilt

movenent whPEh SHESREskent it aeBPLE8FCS5 exaipPe E%@%r%f ©% feapon,
the third fMBGéEBmeF&Ia&pb@H| ds;bﬁ:eﬁnfUACtﬂlmtf afuridtriory Fhelwedparhe for

exanpl%o 't Bgfia%%%ho gpéggé t@g a@%&v 15@2 ARy %is second
function Fct2 corresponds to tilting of the camera or

the weapon, for example. In the case of a camera, a

third function Fct3 could be a function for confirming

the swivel or tilt movement which has taken place, for

25 example. In the case of a weapon, the third function

Fet3 could be a function for firing the weapon, for

example.

It goes without saying that the appliance 2 may also
30 have more or fewer functions or functions other than
the three functions Fctl to Fet3 shown. These functions
can be called by at least one physical interface 60 and
can be called using an API (Application Programming
Interface) delivered by the manufacturer, a software
35  module delivered by the manufacturer or a protocol
defined by the manufacturer. The design and manner of
operation of the appliance-specific software interfaces
are known exclusively to the manufacturer of the

appliance 2. The individual functions Fctl to Fct3 are



30 have nore or fewer functions or functions other than the three functions
Fctl to Fct3 shown. These functions can be called by at | east one physical
interface 60 and can be called using an APl (Application Programmi ng

Interface) geli,yergdshy the manufacturgy, a softwarep3p/16id Bosledd vered by
t he manufacturer or a protocol defined by the manufacturer. The design and

manner of operation of the appliance-specific software interfaces are known

p e-s

excl usi vel y*TRLER haRufict Bresrar tﬂ%gﬁpﬁlija%e i $%e°IhafviFual
functions Fedhptivatidld apelidra01Toe888#&E8w 150 a PEFHERP264D/ 00T7 Ee

i npl emented_Db rogram cqode which is cut ed. tat QBQIiance,
for exanpl e” %)?%%‘gesas?r', (;}%Te t%ré:)gérﬁlp icg(%(]%e ;E& TEQ“%F%?% g%d?}i S

i |l ustratedl®nbfi gumeat@lisbyclconmands3el ;- ciate3zare . tot hat saesuteche

execut eg, Sa%digsd@%%ﬁ{fi i) ﬂéé_&@éif@fzg By the reference syabe 61. The

program code 61 1s normally proprietary, Trequently progranmed in the
progr anm ngftangtiBfe EFRI&AN KABHR oAy £6 t REIHEAWac ST 163 he

appl i ance 2f+dQublti{g aerremivcanaln yAengapsitateichppeaatiageofcthe

appl i ance glvl t hout SOf ca(ga%%l i t% EhetaP | i ajfac 2 1S actuate W th
conmands, f 3P eXEABI e Tt Ent Fpltar i dr % %)léy% i €RS WRITHE-FTnterface 60.
This involves calls, possibly with particular transfer paraneters, being 15
sent tq {he.j f f e f [ |- 50 : i Srt e

per for (r?%)d. e%%%\g% gtfc&qe\g%lrr%loe%ﬁd ca %t“éfg"‘%ﬁgﬁrﬁ‘ézetd" Sg\nﬁ%g#?ﬁ_{?ou%fh 2;%1% , in

whi ch case @aPelifRee Pun¥WiibAuFcEPA| sapabiiédtand ths PPPd iPFgRsfer: Spar anet er

for the fungtiQacket lyicRependiangison tdie damgtionctonbe 20mperker mad, it
returns a resuylt or else not. By, way of ex I .the function Ectl can
return a reluPPYEHLF poﬁﬁ%msﬁﬁrgﬁ%egﬁg%gﬁst HEE Efﬁisarﬁ?eﬁf.'
Al ternati vepyssiblwouktltal seabe concei vialdes fear gasepeartates f uhetiingn, for
exanpl%ﬁghesgﬂgckgo%ﬂénfaté§kigé 60 of the function Fctl to Fot3
that is to be performed. By way of example, a call
could be: “Swivel through 45°”, in which case the first
function Fctl ig called and 45° is a transfer parameter
for the function Fctl. Depending on the function to be
20 performed, it returns a result or else not. By way of
example, the function Fctl can return a result to
report successful swiveling of the appliance 2.
Alternatively, it would also be conceivable for a
separate function, for example the function Fct3, to be
25 provided in order to report successful swiveling and/or
tilting of the appliance 2. The function Fct3 is called
after the function Fctl, for example without a transfer
parametexr. As a return parameter, the function Fct3 can
return a Boclean value (™17 or “07) in corder to signal
30 that swiveling or tilting of the appliance 2 has been

successful or has taken place.

The TSBI 3 comprises a frame structure 62 which is
generated automatically using specifications from the
35 manufacturer of the appliance 2. By way of example, the
manufacturer specifies which function(s) from the
functions Fctl to Fet3 of the appliance 2 it wishes to
encapsulate and whether, and 1f so which, parameters

(input variables, output variables) are expected or



25 provided in order to report successful swiveling and/or tilting of the
appliance 2. The function Fct3 is called after the function Fctl, for
exanpl e without a transfer parameter. As a return paraneter, the function

Fct 3 can revsou%?]rjta]_egggaean value ("1" %EL "0") in or degcg&]@,g?ﬂﬂ%hﬁ& t hat

swi veling or ing of the appliance has been success or has taken
pl ace. The TSBI 3 conprises a frame structure 62 which is generated
aut onat i cal FSEWEISY Bpebhri CaticsAONEr FRAthe 35 FANGEatLGPEF 1OR teRe

appliance 2r¢Byiwaycid examplie, iheragoukact oy etnspeeifses fomicehon

function(s)_fromthe functions Fctl to Fct3 of th | i it _wsh t
eﬁcaplsul git éF%trﬁd \'}\,ﬁetlﬁ’éﬁ%,n I PP E’S vﬁﬂccﬁ?s”g‘f}taerfét 2F§QF it %\(f H!rffﬁ}Me:, =0

out put variables) asel expeet edpoescNr201116888%8vebl fRCTLEPR016£007768
returned by_the function h a 2_enc I d; .n exanpl e
d gnhunctions Lhal, alg,10 Be encapsyl aledintlactn e

in figure 10, I'f'st functio rs”I'ntended to encapsulated, the
manuf act ur efonf madvevspp | afcetRepraiiaseze t e " Wved® falhcOMb®Ytas 5 an

end parametgl, aR.adg § $6z9nbe Far@hnehRt €Qerg t YPE) boreaRVeyBaY af the
appliance 2, and as_an Qut put gar aneter a yes/no statenent e. g. of Bool ean
type) as i nFerorEtd oHRAndReUnEERERST hERG WP PR Ha¥28uSEESERE i 6.

whet her thei desi wedteed poiat dpasrbaerreasbedt HasThsesmnukacherer can

prescri_be correspondin araneters faor.the "Tilt" functi Fct2. For the

Puncti i Fotie TRSRRatEaRREOTEL bRaurh: bh cobspebiiifl, RaRSEterlll be

"Check novefient thas“ThétfufichohotofbeZenEapsihat édpchoohnpat 3paranet er s

and, as outpil BALAMELET, YR80 LBeStalRIENL: kel c0f Boglseanrype) for
ve

whet her the sw ing/tilting was successtul, for exanple. The functions
and par anet ¥kepf egerebpedtby2shehanAuraki orefOobet RECapFMLaREeE  278r e used

to input parameters and, ag output parameter, a yesg/no
15 statement (e.g. of Boolean type} £for whether the

swiveling/tilting was successful, for example.

The functions and ©parameters prescribed by the
manufacturer of the appliance 2 are used to
20 automatically generate the frame structure 62 of the
TSBI 3. The administration interface 32 {(cf. figures 4
to 8) of the TSBI 3 is used for defining the framework
or the frame structure 62. The frame structure 62 is
then generated by the vendor device encapsulation
25 generator 192 in the VDU 10. The frame structure 62 also
comprises inputs 63 and outputs 64, defined by the
manufacturer, for the input and output parameters of
the encapsulated functions Fctl to Fct3. The inputs 63
and outputs 64 may be implemented by what is known as

30 an Admin GUI (Graphical User Interface), for example.

In order to implement the encapsulation of one of the
functions Fctl to Fct3 of the appliance 2, the program
code 61 of the relevant function needs to be stored in
35 or incorporated into the frame gtructure 62 at a
prescribed location of the frame structure 62. By way
of example, the frame structure 62 stores the program
code 61f (cl, ..) of the second function FctZ2 of the

appliance 2 for the function Fct2. The program code 61’



20 automatically generate the frame structure 62 of the TSBI 3. The
admnistration interface 32 (cf. figures 4 to 8) of the TSBI 3 is used for
defining the franmework or the frame structure 62. The frame structure 62 is

t hen generate vendor device e psul ati on 25 gg@; hotde N the
VDU 10. Thg‘s gg%oépguscture 62 al so c%ri ses inputsP a%giog/ﬁ)?pustas 64,

defined by the manufacturer, for the input and output parameters of the
encapsul at edlt@¥ret itonstimet |fqanerc 68T UTRELE Nt s COTLRFBOBEEP RS 64%may be

;rrpl ement Iedv&?fdwabugao{ﬁnqwzl@&a@ Bﬁoéﬁmlﬂ Qu:l (:j%apiérﬁﬂdowsfgl rl<]3nfterface),
or exanple, In order to i.nplemen e_encapsul ation o ne.o e

functi og Foe T%B}d:chéo%f fﬁgrﬁﬁp%i gﬁcg 'Zﬁggﬁepﬁﬂi&F&ﬁ Sg‘ eké’fW(LS'TOWt he

rel evant fuofttbe meedsatouberstior ethd nE@% orf i nger porgtred coptie e frame

structure 0Gcalnd BESeELLDEdS] 968LLE0 akﬁg’ego&&%a 3kkde ot 8% -8y way of

exanpl e,” the frane ructure 62-stores t rogram co of the
second funcPaori®Eet2 of the appliance 2 for the function Fct2. The program
code 61' WD 2011/088878- 52 -PCT/EP2010/007768 stored in the frane

structure 62 corresponds to the vendgr custom sof tware bl6oc;k 13 in the
sandbox 11 ORSEPRATSEIT fr ST i gBFESe4 t oPBOITATS protect L e kid\thow of
t he manuf acthamefadtutde bar miof dbhel progs am cede Hlsd ofmphe applrieance 2

agai nst__unaut horized access_by third p i te fthe ual program
code01 0 he hamiFAe el or S b eHEt Apst AL Bhogsdf cadhe] loag LR, 00TF
progr am r ef apehtesce 02t he phegfasmeodersttimet k@ applthgneaeBcribelle frame

structure 62,al.{he Bresell bed0catipn Ble the, fEaMRagt Cyclig 2, By way
of exanple, the reference conprjses a call 65 and a program code for
accept ance BReaTrEESHFRCE6. CHIRALSLTafl BF Y sPIhERA 15 BECIRABx &% for the

encapsul ati ppr Ohctbprihest ofunctdepuifctds i sddie &ragRlsEBEUdUIRR i N
requl t 66 127 1He 1VIRIETunckTon B | B Ra L0 e priogt alichde o1 of
the first ffuotidon26cEdt lirofthdefappei atcacure 43 ustr &tgdrby 1dn arrow -
e o' R BHTIAPEL! e ool omuilealont Bgbo {18 | Msskaimal ot (et
the functi opcFeptaneei PEust masad thyd@anfe¥ r e - f4K6Hkn function Fetl.
The call to the program code 61 of the first function
20 Fctl of the appliance 2 is illustrated by an arrow -
shown with a so0lid 1line - from the TSBI 3 to the
interface 60 of the first function Fctl of the
appliance 2. S8imilarly, the return of the result from
the function Fctl is illustrated by an arrow - shown
25 with a solid line - from the intexface 60 of the first
function Fctl of the appliance 2 to the TSBI 3.

If the function Fctl of the appliance 2 is such that it
does not return a result, the program code 66 can also
30 be dispensed with instead of the function Fctl in the
frame structure 62. Instead, for example after the call
65 to the first function Fctl of the appliance 2,
another function of the appliance 2, for example the
function Fct3, could be called in oxder Lo check
35 whether the swivel movement by the appliance 2
performed as a result of execution of the program code
61 of the first function Fctl has bkeen successfully
concluded. As the result, the function Fct3d returns a

piece of information concerning whether the desired aim



25 with a solid line - fromthe interface 60 of the first function Fctl of
the appliance 2 to the TSBI 3. If the function Fctl of the appliance 2 is
such that it does not return a result, the programcode 66 can al so 30 be

di spensed Wyd hohDafsgafk of the functiomfctl in the framEsShidebuie 62.
Instead, for exanple after the call 65 to the first function Fctl of the

appliance 2, _anot her function of the | i ance 2,_for npj e 1 he function
Fct 3, coul d®be CAFI e%ler‘ﬁe%rcf%?v?%e%jﬁeg%)s% et heard%]hee\%s(cgvi vg'&‘rfoveanent by
the appl i anBeo2eper fained. ashe resil ttof tiexetbirdn fohcthenpFegBamscode 61
of the first,{ynctionaFal] Bagupeen: guggesshullydgonciades, Aechhe result,

the function returns a prece nformation concerni ng whether the
desi red ai nfaEe@01re888 78053 theCTLEP2030/ D768 of PEhEVsviPhelthfovenent

Fora 1o L1 it s ot Bt e e i s dashed, i o
isillustrated in figure y an arrow - shown wit shed line -
fromthe TSBEEBTRo Ofe APES 60 X6F e 5°€hi Fg{efunttcl“ﬁ%thl%t 3§8 gt he-Sappl i ance

2. Simlarlyiitbersesar wyofahhemeswlt ofowrhewfuhctd odabbed ilsird |-ustrat ed
B o o 2 oM A EBSOod] p co LR EahSE e rE,00od e (hiT

the appliance 2 to the TSBI 3.

10
Finally, it would also be conceivable for the TSBI 3 to
map not only functions Fctl to Fct3 of the appliance 2
but also other functions, for example executed merely
on a separate computer 67, particularly a PC, arranged

15 outside the appliance, in an SOA environment by means
of the T8RBI 3. In this case, it is conceivable either
for program code from the computer 67 to be copied
directly to the frame structure 62 or programmed
therein (vendor custom software 13) or merely for

20 references to the program code of the computer 67 to be
stored in the frame structure 62. It is conceivable for
the computer 67 to be connected to the appliance 2 by
means of a data transmission link (not shown), s¢ that
execution of the program ccde on the computer 67 can

25 trigger an appropriate action or function of the
appliance 2 or process return values from the appliance
2. In this way, it 1s also possible to encapsulate not
only individual functions of the appliance 2 or of
external computers 67 but also complex systems for

30 implementing a plurality of functions.

When the functions Fctl to Fct3 of the appliance 2 have
been encapsulated, a client 36 from the SCA envircnment
can use S0A calls {e.g. Request) to access the
35 encapsulated functions Fctl to Fct3 or receive and
process acknowledgements from the functions (e.g.
Responge) in the SOA environment. By way of example,
figure 10 shows a request 68 from the client 36 to the

encapsulated first function Fctl. The request 68 may



10 Finally, it would al so be conceivable for the TSBI 3 to map not only
functions Fctl to Fct3 of the appliance 2 but al so other functions, for
exanpl e executed nerely on a separate conputer 67, particularly a PC,

arranged 15,0utside.the appliance, in an SOA environgepizhYy; Ransss0f the
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Fctl to Fct3 of the appliance 2 have been encapsul ated, a client 36 from
the SOA enviFonhEnta¢&n Otfsetc@OA %‘%}Y%{)(e?‘gmﬁégﬁes?} {8 &ECESEYHE 35
encapsul at egréungahensrFefl| toneFeeleonnteCeirld afdtpeocess cadkn®d,edgenent s

fromt Il% ;uggt&gn%i&ﬁlgélgggp}gfggg in the SOA environnent. By way of
[ 10" sho )

exanpl &,” fiqguré a requést 68 fromthe client 36 to the
encapsyl ated first function Fctl. The request 68 may WO 2011/088878- 54

- PCT/ EP20104 007 7685 £00PR-$8 1QNE Qs MOL ot ransf el 1par apeters, dm-gxanple an
angl e statenent for, the swivel novenment in the casepgl‘ the "Swi vel "

function. SPREFBrIS a FREPBHREENEGPEEomYthe ERRapSRRIIEPSS rst f SHcti on
Fctl to thecehpebBinBé with the program code stored therein. This

15 is accomplished by the algorithms prescribed by the
manufacturer of the TSBI 3. The manufacturer of the
appliance 2 which carries out the appliance-specific
programming of the TSBI 3 does not need tc have any
kind of knowledge about web services and the SOA world.

20 Furthermore, the execution of a plurality of SOA calls
68 in the TSBI 3 or in the appliance 2 i1s coordinated
by the TSBI 3. In particular, any priorities associated
with the SO0A calls 68 for the «calls 68 can be
translated into the proprietary appliance-specific

25  environment and taken into account therein. Taking
priorities into account is important because otherwise,
using the example of an appliance 2 in the form of a
camera, the third function Fct3 delivers an incorrect
result for the success of the swivel or tilt movement

30 if the first or second function Fctl or Fet2 is not
executed completely first of all. Using the example of
an appliance 2 in the form of &a weapon, the third
function would result in the weapon being triggered
even though the final position of the swivel or tilt

35 movement has not yet been reached.



5 is shown. The response 69 may al so conprise one or nore return
paraneters, for exanple a piece of information concerning whet her the

swi vel movenent was successful in the case of the "Swivel" function. If no
par anet ers red, the relev field of th 10 69 is
si mply Ieft Ian&%méﬁgiTSBl translg?%s t he SCA chﬁ@?nggbgo?gﬁnat whi ch
is conprehensible to the appllance 2 or atible with the program code
stored therein. This 15 is acconB?F?ﬁEdciﬁnBﬁe al gorithms prescribed by the
manuf acturer of the TSBI 3. The manufacturer of the appliance 2 which

carries out t he ppllanc speC|f rogna ng of t not need
to have any Ki ndgofcq{]nl&ﬂ &ge RLToo)8 ]fgwe% sgg\j/lrcé?nglﬁ%% 2383%12 Cl%%I é: 20
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swi vel or tiéashovenentaBplibnthe fB)st aod secondepsnict iome Fetdcomd Fct2 is

ot exgeut e completely § 1 sbyoloAbbecalngnEheoR bl e.al @y anpld ance 2

in the Tormof a Weapon, hi'r unct on woul'd result in the weapon
bei ng tri ggered CW@#Cttﬁ@HgﬁﬂQ%@fl fhal @@éﬁ ta} oACBPULRELIGH WEPIGPGE t 35

novement ha§7 not Fyet @}@@éhg W&m 55 Wy@(falEPZQﬁ{y 007768
Pat ent Cd ai ns . A con ectl n m)dul e %H) for connec t one
appl i ance (E?IFBC’% $Br i c@foF EntBUPHFERI PECELPE 8 r'?é:tv\ork

(4), whereiprastunpetionality efanderdt beast oamedamncbtztme (r_:ﬁjrtus:mapped as
a servi e|nt S etwork (4 nnect | east
one fir'st |n?e facg\{zg Zfoygréc}én ecgir%gl {1% tfr%%lggg)wogne app |an e (2) and
at | east one secorfthcl@irient epf adde( 3a1) legystcopnectapry e eSOA2 hetilor k (4) ,

and the Conegﬁéfneon@ﬂgh@mééz Eeétamggae%at b@naa?ﬁle'c%n‘?ﬁ (fA)rnfuireexecut i ng
a corrputer program rern one gortmn ut er ?rogramto be

execut ed i sWREEBCcASHEY GBI an ]é?daﬁaé@sasénoo%oﬁﬂﬁ}lf%??l dn
the SOA network {4).

20
2. The connecting module (3) as claimed in claim 1,
characterized in that the appliance {2) tc be connected
to the 80A network (4) comprises a sensor, effector or
actuator.

25
3. The connecting module (3) as claimed in claim 1 or

2, characterized in that the first interface (3.2)
comprises an RS232 interface, a USB interface, a LAN
connection, an Ethernet connection or an optical

30 connection.

4. The connecting module (3) as claimed in claim 1 or
2, characterized in that the second interface (3.4)
comprises a bus connection, particularly a CAN, TTCAN,
35 LIN, MOST, ByteFlight, D2B Optical or FlexRay bus

connection.



15 (8.2) of the conputer programis freely programrabl e by a manufacturer
of the at |east one appliance (2) in order to inplenent custom zation of a
pi ece of firmware which is present on the at |east one appliance (2) to the

SCA net wor kwc( @)11/%%3{3?1 hThe connecting modul e (3) as.gl Pg@ Jo75dai m 1,

characterized n e appliance ( to be connecte e SOA netvvork
(4) conprises a sensor, effector or act uator 25 _ 3, The connectl g nodul e
(3) as claibed i el 4FAEGATE, BRAFAL eri'zedSi F1hHreT hd T | P¢ OHfterface
(3.2) conprisgsman RS288 inter Eageacaebsaednt enf aa:elata AN cernrectd on, an
Et her net connect%on or an o] t| cal onnec |on ag a4, :|_n ]E;gnggctl ng modul e

(3) as clai MetEFhecfaim 1’ o mc’ﬁ%‘?a el Zed i " That *the second interface
(3.4) conprises a bus connectl on, particularly a CAN, TTCAN, 35 LIN, MOST,

Byt eFl i ght,
Ve Lght s D28 ERL caboal cELex R bus popneel i 0 29131034678, 56

- PCT/ EP. e connecting nodu as claimed in one of clains
1 to 3, chafhereriesdzed that e sé@@ndrﬁﬁ%@rfé%’ée{'@a% & i% t W& form of

a radio intgsfagRead BrTh@acoNReehRYsBBdUl BrdB)edas chal rmﬂmemtmnag m 4,
module (3} and the SO0A network (4) with a short delay
time, particularly in realtime.

i0
7. The connecting module (3} as claimed in one of
claims 1 to 5, characterized in that the computation
appliance (7) 1is designed to execute the computer
program as a microprocessor.

15
8. The connecting module (3) as c¢laimed in one of
claimg 1 to 5, characterized in that the computation
appliance (7} 1is designed to execute the computer
program as a digital signal processor, termed DSP.

20
g. The connecting module (3) as claimed in one of
claims 1 to 7, characterized in that the computation
appliance (7) controls the first and/or the second
interface (3.2; 3.4).

25
10. The connecting module (3) as claimed in one of
claims 1 to 7, characterized in that the computation
appliance (7) does not actuate the E£irst and/or the
second interface (3.2; 3.4) and in that the connecting

3¢ module (3) has a further computation appliance,
particularly a digital signal processor, termed DSP,
which controls the first and/or the second interface
(3.2; 3.4).

35 11. The connecting module (3) as claimed in one of
claims 1 to 9, characterized in that the connecting

module (3) has a watchdog timer (15).



characterized in that the radio interface (3.4) is designed for data
transm ssi on between the connecting nodule (3) and the SOA network (4) with
a short delay tinme, particularly in realtine. 10 7. The connecting nodul e

(3) as claiped, }P/Ogggnof claims 1 to 5, characterized.iBbhal obhss

conput ati on applt1ance i s designed to execute the conputer programas a
m croprocessor. 15 8. The connecti ng m)dul e (3) as clained in one of
¢

clains 1 tol®; cHa®adeMiesddig PRAVIE he' onpit dftdHeHprrane’ee (A is
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t d DSP. 20_.9. Th dul 3 f clai 1
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first and/ oappheazseeondz) nttey f ade (802 BedyorR5 | Ilfheﬂommed:tlieng nodul e
3 i t

(3) as o alfhloh Qti)gep??)dﬁa@lgﬁ Lot ifoo CHALACY 61%99 g thal-dd

conput at’i on” app oes not act Irst and/or the second
interface (S8p2raBig).and in that the connecting 30 nodule (3) has a further
conput ati on appliance, particularly a digital signal processor, terned DSP,
which controls the first and/or the second |nterface (3.2; 3.4). 35 11. The
connecting Hddul B¢ 3)CoRed Gitked™PH bRe OF cPSi nelat e 9 I habacdri zed i n
t hat the copngechsng medul® (Satwescar weddhtogthkreruEtbni zaWoR0 Ll 088878-

57 -PCT/ EP2010/ 007768 12. .The connecti ng. m)dul e d in one of
clains P to-d%, cHaM: ""'leeer|“"zhe1§‘i;L l?ha?r?%e cust omtg%%l%n gjfg%%@ rl%m/vare
which is preephiannetﬁé) attd eabe G apptvance (@2) ko ehe asOA ietafor k (4)

i nvol ves thg, éuﬁé.’%?ﬁ?éfc d%reed%éﬁoeeaaqrbmﬂmm%en & Babeartheat

operati on. e connecting nodule (3) as claimed in one of clains 1 to
12, charact Brpyeedsn 2havtc8Ston zation of

15 14. The connecting module (3} as claimed in claim 13,
characterized in that customization of the firmware
which is present on the at least one appliance (2) to
the SOA network (4) by the appliance manufacturer does
not reguire the latter to have any knowledge about a

20 statefulness of the appliiances (2) and a statelessness
of services in the SO0A environment of the SOA network

{4Y and the allowance for the sgervicesg.

15. The connecting module (3) as claimed in claim 14,

25 characterized in that the connecting module (3} stores
and effects coordinated execution of SOA calls from the
SCA network (4).

16. The connecting module {3) as claimed in one of
30 claims 13 to 15, characterized in that customization of
the firmware which is present on the at least one
appliance (2) to the SOA network (4) by the appliance
manufacturer involves the latter only having knowledge
about interfaces of the appliance (2) to be
35 encapsulated and about a programming language for an
encapsulation framework generated as part of the

customization.



10 the firmvare which is present on the at | east one appliance (2) to the
SOA network (4) by an appliance manufacturer does not require the latter to
have any know edge about SOA. 15 14. The connecting nodule (3) as clained
in claim 13y Ghal ackefd zed in that custom zati on of tehe/duz0mvane7sdi ch is
present on the at |east one appliance (2) to the SOCA netvvork (4) by the

appl i ance rrg?at turer doesttlhnngq; Hh_ée (tsﬂ flgtt{e{ai ave a&){ekr}&v\,{ edge
e ap

about a 20 uEFness 1ot |ance d a s t el essness of
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characterize nectl ng le (3) stores and effects
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& 5 Btehe

at | oast oncUAPpiPEREEE(SY 4 t HEe SARPHSEHGFK
manuf act ur etoi miad vesat heallad t esnoriby  keaveicng eldnonh edge abdar |wit:le:ﬂf aces of

t he appli ange.. 1(5 %P%ﬁd$ t§5tggc P?%%’:?Q and about a programm ng | anguage

for an encapsu r amewor k= gener a ad’ as part of the custom zation. WO
2011/ 088878- 58 -PCT/EP2010/ 007768 17. The connecting nodule (3) as clained

in oneqqf chai msfm% t%olfﬁle&m{g’:\%eauzed m that SOM gagapsul shionof a
functionalit ﬁ l1ance (2) is inplenmented such that the SOA

encapsul at i 6¥aéfﬁﬁ Pr o‘é‘és§7pr i %ﬁ‘?‘”f‘?‘é‘ée’sl?%‘?‘ 30A Tt s LHRRoMIHEBAESet wor k

(4) such thabathe functhgosaki téﬁﬁmjxthﬂlapmﬁlmelsé Z)SeWahréheC(ﬂﬂ’c&tSpond to
t he SOA cal lﬂ% can be executed in aﬁo% der whi c corresggﬁ ég the
6 J

priorities. PENEF & PR T g° e (B~ I8 %l ains 1
to 17, charabtehi zedries ttid¢ thetoonmectipng rodutke ( 3ppAdsnaesandbox (11)

whi ch | separ h yconponent s of the connecting nodul e (3)
and mhl s?%rgégt%éggﬁéggﬁ?%aﬁﬁons of the appliances (2) 15 to the SOA

network (4). 19. The connecting nodule (3) as clained in one of

cl ai ms1t 018; ghar @ﬁéerd&e%éﬁ I'}?gft l%edeqet O(E)Zab'sonélé?imé@e iappbhancgs (2) to
the SOA network 20 are i enent ed servi ce descriptiaons ich are

stored in acééﬁ??ce |1eg| $Pry (ifl) thﬁﬁécE&?ﬁéﬂq ng Modul @®). the

customizations of the appliances (2) to the S0A network

20 (4) are implemented by service descriptions which are
stored in a service registry (21) of the connecting
module (3).

20. The connecting module (3) as c¢laimed in claim 19,
25 characterized in that the service registry (21)
delivers a suitable WSDL (Web-8ervice Definition

Language) file for various SOA networks (4).

21. A connecting module (3), characterized in that a
30 plurality of versions of the customization of an
appliance (2) can be operated in parallel, as a result
of which SO0OA applications which are based on old

customizations can be supported.

35 22. The connecting module (3) as claimed in one of
¢laims 1 to 21, characterized in that the connecting
module {3) has means in order to convert errors which
occur in the customization of the appliance (2) to the

S0A enviromment into error messages, as a result of



20. The connecting nodule (3) as clainmed in claim19, 25 characterized in
that the service registry (21) delivers a suitable WSDL (Wb- Servi ce
Definition Language) file for various SOA networks (4). 21. A connecting

modul e (3), ushanagdsgetzed in that a 30splurality of vesgie0nseab7tée
custom zation of an appliance (2) can be operated in parallel, as a result

of uni ch SOB.AppLicall us i choar s based n gl custon zaLLans oan be

support ed e connec I'ng no i med I n"one” of

to 21, charah&ehlzeuelrﬁ@ha1n¢h@02bnné@klr@ﬁﬁnx@ﬂ@ﬂ%%% el e @1 dth or der
to convert BELALSeWhi ch occur in the custom zation of the appliance (2) to
the SOA environ nt into error nessages, as a result of WD 2011/088878- 59
- PCT/ EP2010/ 007768 SQOA environnent into error nessages, as a result of

which the S% neﬁrwer l@drﬂieceﬁmgor peassesaj ) erarsorcmm@@esln 5028. dJhe
connecting

h t d
that the cogﬁ@&P?né nﬁauP@ (3$E%B%£?$£§§e%. §5%#bd%%§ Jﬁf%‘%%%? e&%fﬁh a
nmaps the compeated @ipl canpeifdy as Aiserviceule tdeiSOAletworkkidqid), and a

second nDduI ni.t (2 LI ons, t er pped t he
first modul 78 %It 1o%g?n¥@¢§§né%P§§%§n%vuQfa ?gd?% %%%glgg ?§5fgﬁﬁth | ow
bandwi dt h wAPRe nedtwgini ng 't-heasDAaf wRstdrshanedyle 24nithd 28onnédtiHy nodul e

(3) as V&C]d ai %ﬁdkelehe' he3.selRichanagtald zed thet Rat-ghhecigoendiimdul e unit

(22), he consunpti on  of SOA custonlzatlons V|a the radio
net wor k (35) 1%5% GERBABSSEAOM VRE M MPCAy WM K pati ¢t 14PWi t h

regard to apshAapkibthednbut rebdshisgcunet goponaapticadQ)ityilitary
encryption (28) 20 of the data, distributed service registries (26; 26'),
which is able to be synchronized (25; 26) between the connecting nodul es
(3; 3') uponireqUiest coangctontr alod2¥ Of) aafl owadfhedatia wiltshinr e2Ruced

pandw G ViRatesLadlagnel oS )nd S steonhenBANREC! Lig: TOA Y, (3) as

claimed in ¢laim char erized in at the second nodu e unit
(22), mhlchaMh@W@t@éd@W@u@mﬁ(ﬁﬁﬁ%ﬂﬂp%ygmoﬁfzé@ﬂoﬁ&&ﬁqwﬁﬁﬁ$MQﬂﬁcyh%tmork

(35)h hasl ath%d&‘acﬁgd%@%ﬂ:b%k (BY) ,f fectonnRGiddit: comeninonall fadips (34)
'n the m I%%& d“orpartlcularly' with regard to a simplified but

robust security concept (30), military encryption (28)
20 of the data, distributed service registries (26; 26"},
which is able to be synchronized (25; 26) between the
connecting modules (3; 3 ) upon reguest, and control
(29) of a flow of data with reduced bandwidth wvia the
radio network (35).
25
25. The connecting module (3) as claimed in claim 23
or 24, characterized in that the second wmodule unit
(22), which allows the consumption of SOA
customizationg via the radio network (35), has a radio
30 adapter (31) for connecting conventional radics (34) in

the military world.



