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WITH A UNIFIED FRAME FORMAT 

BACKGROUND OF THE INVENTION: 

This invention relates to mobile communication 

for transmitting encrypted information data through, 

above all, a radio interface between a mobile station and 

a base station therefor. 

A mobile communication system or network of this 

type is already known. For example, one is specified in 

Chapter 5 of BellCore Technicai Reference TR-INS-001313, 

Issue 1, October 1993, "Genera~ Criteria for Version 0.1 

Wireless Access Commu~ication Systems (WACS)". 

In the manner which will later be described in 

greater detail, a mobile communication system comprises a 

base.station interface between a base station and a base 

control station and a radio interface between the base 

station and each mobile station. The base control 

station is connected to a fixed communication ·network. 

Each of the base control station and the mobile station 

or stations comprises a terminating unit for terminating 

encrypted information data sent through the base station. 

interface to and from the base station and through the 

radio interface from and to the mobile staiion in a time 

division multiplex fashion. Being processed in a 
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station, such encrypted information data are herein 

called station encrypted information data. The base 

stat.ion comprises a transmitting unit for transmitting 

the st.at.ion encrypted information data through the radio 

interface. 

The base st.at.ion interface comprises a digit.al 

transmission channel for transmit.ting base stat.ion 

interface encrypted information data of a predetermined 

t.ransmi.ssion capaci t.y in accordance with a frame format 

or structure. More particularly, the data are trans-

mit.ted in mult.iframes. It is possible to understand that 

each mult.iframe is composed of at least one submult.i-

frame. Each submult.iframe is composed of twenty frames. 
j 

Each frame is composed of first through N-t.h bits, where 

N represents a predetermined ~it number. The first bit 

is used as a frame synchronizing bit bet.ween the base 

station and the base control st.at.ion. The.second through 

the N-th biis have been used in different. manners 

depe~ding on types of the digit.al transmission channel. 

The predetermined transmission capacity is 

t.ypically one of 144 kbit/s, 776 kbit/s, and 1.544 

Mbit./s. In correspondence, the digital transmission 

channel is one of three "digital subscriber lines" 

(hereafter referred to collectively as a DSL channel), a 

"high bit-rate digital subscriber line" (hereafter called 

an HDSL channel), and a "digital subscriber line l" 

(hereaft.er called·a DSl channel). When either the HDSL 

channel or the DSl channel is used, the frame comprises 
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an additional bit which precedes the first bit for use as 

a framing bit of the HDSL or the DSl channel and will 

herein be called a zeroth bit. 

In conventional frame formats or structures for 

these channels with the zeroth bit of each frame excluded 

from consideration, it is possible to understand that 

each multiframe is composed of a single submultiframe in 

the DSL and the HDSL channels and of first and second 

submultiframes in the DSl channel, the second submulti­

frame succeeding the first submultiframe in each 

multiframe. For the DSL channel, the predetermined bit 

number is equal to eighteen and is equal to ninety-six 

for each of the HDSL and the DSl channels. For the DSl 

channel, ;the first through the N-th bits of the second 

submulti~rame ~re ninety-seventh through one hundred and 

ninety-second bits if the bits in each frame of the 

multiframe are serially counted with the zeroth bit 

excluded. 

For use in the conventional mobile communication 

system described in the foregoing, a conventional base 

station comprises a base station transmitting or 

receiving and sending unit for transmitting base station 

encrypted information data from and to the base station 

interface in base station interface encrypted information 

data. A radio interface transmitting or receiving and 

sending unit transmits mobile station encrypted informa­

tion data to and from the radio interface ~n· radio 

interface encrypted information data. A base station 
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conversion processing unit processes conversion between 

the base station interface and the radio interface 

encrypted information data. 

For use in the conventional mobile communication 

system, a conventional base control station comprises ·a 

base station interface transmitting unit for transmitting 

control station encrypted information data to and from 

the base station interface in base station interface 

encrypted information data. A control station encryption 

processing unit processes conversion between user's and 

control information data and the control station 

encrypted information data. A control station conversion 

processing or control stat~on number processing unit 
i 

processes conversion between the control station 

encrypted information data and the base station interface 

encrypted information data by using radio frame numbers. 

For use in the.conventional mobile communication 

system, a conventional mobile station comprises a radio 

interface transmitting unit for transmitting mobile 

station encrypted information data to and from the radio 

interface in radio interface encrypted information data. 

A mobile station encryption processing unit processes 

conversion between user's and control information data 

and the mobile station encrypted information data. A 

mobile station conversion processing unit processes 

conversion between the mobile station encrypted 

information data and the radio interface encrypted 

information data by using radio frame numbers. 
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The conventional mobile communication system may 

comprise an interface conversion unit in the base station 

interface. The interface conversion unit is used when a 

predetermined station number of individual base stations 

are used collectively·as the above-mentioned base 

station. The individual base stations will. hereafter be 

referred to simply as base stations. The interface 

conversion unit is therefore interposed between the base 

stations and the base control station and divides the 

base station interface into a base station side interface 

connected to each base station and a control station side 

interface connected to the base control station. 

For a conventional ·interface conversion unit, the 
I ; 

base and the control station side interfaces may comprise 

a common digital transmission channel; · Alternatively, 

the base and_ the control station side interfaces comprise 

different digital transmission channels. In any event, 

the base stati~n side interface is for a base station 

side int~rface encrypted information data of a base 

station side frame format. The control station side 

interface is for a control station side interface 

encrypted information data of a control station side 

frame format. Depending on the circumstances, the 

interface conversion unit may be included in the base 

control station with the control station side interface 

of a negligible interface length. Such an interface · 

conversion unit is used when a base station frame format 

and a control station frame format are used in the base 
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stations and in the base control station for the base 

station encrypted information data and for the control 

station encrypted information data described before, 

respectively. Under the circumstances, the interface 

conversion unit processes conversion between the base 

station side frame format for the base station frame 

format and the control station frame format used as the 

control station side frame format. 

It would have been noticed in the foregoing that 

parts in different stations are referred to by using a 

common name. For example, the base station interface 

transmitting unit is used in both the base station and 

the base control station. In the base and the base 
I 

control stations, the base statiQn interface transmitting 

units are different units. The common name is, however, 

used because it is believed that this would give rise to 

no confusion. 

In the conventional mobile communication system, 

no attention has been directed to unity of the.frame 

formats used in different types of the base station 

interface, namely, used in the DSL channel or channels, 

the BDSL channel, and the DSl channel. As a result, it 

has been unavoidable for the base station and the base 

control station to use particular control of the base 

station_interface depe~ding on the types of the base 

station interface. It has also been indispensable for 

the interface conversion unit to resort to specific 

control on processing conversion between the base station 
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side frame format and the control station side frame 

format. 

Furthermore in the conventional mobile communica-

tion system, the user's information data and the control 

information data have been encrypted on the radio 

interface, namely, into the radio interface.encrypted 

informa~ion data, in the base and the mobile stations by 

using the radio frame. numbers and by sending the radio 

frame numbers from the base control station to the base 

station on the base station interface or on the control 

and the base station side interfaces. The conventional 

base station does not, however, send the radio station 

numbers to the base control station as the base station 

interface or on the base and the control station side 

interfaces. Whereas, a difference may be present in a 

propagation delay between a plurality of transmission 

lines of the base station interface. Under the circwn-

stances, the radio frame numbers sent from the base 

control station to the base station and thence to the 

mobile station may not necessarily be coinc~dent with 

radio frame numbers which are presumed as presumed frame 

numbers in the. base control station to correspond to the 
. . 

radio frame numbers sent as actual frame numbers from the 

mobile station to the base· station. As a consequence, 

the control station ~rocessing unit did not necessarily 

process correct conversion from the base station 

interface encrypted data into the user's information data 

because the processed frame numbers are used in place of 
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the actual frame numbers. 

In the conventional mobile communication net.work, 

each mobile st.at.ion may not use the radio frame numbers 

on supplying the radio interface with t.he encrypted 

information data based on user's information data issued 

by an attendant. t.o or a user of the mobile stat.ion. In 

this event., the radio frame numbers are transmit.led only 

bet.ween the base station and t.he base control station and 

unidirectionally from t.he base st.at.ion to the mobile 

station or stat.ions. This has given rise to difficulties 

for the base st.at.ion and the base control station to deal 

with the encrypted information data sent from each mobile 

st.at.ion to the base control station. 
i Due to disadvantages described above, the 

conventional mobile communication system, the base 

station, the base control station, the mobile stat.ion, 

and the interface conversion unit have not been capable 

of correctly operable. In order to somehow put these 

devices in correct operation, -·cost. has become objectipn-

able. Maintenance and operation of t.hese·devices have 

been troublesome. 

SUMMARY OF THE INVENTION: 

It. is consequently an object of the present 

invention to provide a mobile communication system of a 

WACS type which is inexpensive and easy to maintain and 

put. in operation and in which it is possible to encrypt. 

user's informat.ion dat.a even when radio frame numbers are 

used as encryption keys. 



9 

It is another object of this invention to provide 

a mobile communication system which is of the type 

described and for which a unified frame format is used on 

transmitting enc·rypted information data on a base station 

interface. 

It is a different object of this invention to 

provide a base station which is for use in a mobile 

communication system of the type described and which is 

inexpensive and is easy to maintain and tq put in correct 

operation. 

It i·s another different object of this inven.tion 

to provide a base control station which is for use in a 

mobile communication system of the type described and 

which is inexpensive and is easy to maintain and put in 

correct operation. 

It is still another different object of this 

invention to provide a mobile station which is for use in 

a mobile communication system of the type described and 

which is inexpensive and is easy to maintain and put in. 

correct operation. 

It is yet another different object of this 

invention to provide an interface conversion unit which 

is for use in a mobile communication system of the type 

described and which is inexpensive and is easy to 

maintain and put in correct_operation. 

Other objects of this invention will. become clear 

as the description proceeds. 



10 

In accordance with an aspect of this invention, 

there is provided a mobile communication system 

comprising a base station interface betwee_n a base 

station and a base control station connected to a fixed 

communication network and a radio interface between the 

base station and a mobile station, the base control 

station and the mobile station comprising terminating 

means for terminating station encrypted information data 

~ent through the base station interface to and from the · 

base control station and through the radio interface from 

and to the mobile station in a time division multiplex 

access fashion, the base station comprising trans~itting 

means for transmitting the sta~ion encrypted information 

data through the radio interface, the base stat'ion 

interface comprising a digital transmission ch~nnel for 

transmitting base station interface encrypted information 

data of a predetermined transmission capacity in 

multiframes, each multiframe being composed of at least 

one submultiframe, each submultiframe being composed of 

first through twentieth frames, each frame being composed 

of first through N-th bits, where N represents a 

predetermined bit number, the. first bit being used as a 

frame synchronizing bit between the base station and the 

base control station, wherein the second through the N-th 

bits are used in transmitting the station· encrypted 

information data through the base station interface and 

the radio interface. 
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In accordance with a different aspect of this 

inventi9n, there is provided a base station for use in a 

mobile communication system comprising a base station 

interface between the base station and a base control 

station connected to a fixed communication network and a 

radio interface between the base station and a mobile 

station, the base station comprising base station 

interface transmitting means for transmitting base 

station encrypted information data from and to the base 

station interface in base station interface encrypted 

information data, radio interface transmitting means for 

transmitting mobile station transmission information data 

to and from t.he radio interface in radio interface 

encrypted. information data, and base station conversion 

processing means for process:ing conversion between the 

base station encrypted information data and the base 

station transmission information data, wherein the base 

station conversion processing means comprises radio frame 

number processing means for processing radio frame 

numbers in the base station encrypted information data 

and in the base station transmission information data. 

In accordance with another different aspect of 

this invention, there is-provided a base control station 

for use in a mobile communication system comprising a 

base station interface between a base station and the 

base control station with the base control station 

connected to a fixed communication.network and a radio 

i~terface between the base station and a mobile station, 
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the base control st.at.ion comprising base st.at.ion 

interface transmit.ting means for transmit.ting control 

st.at.ion encrypted information data to and from the base 

st.at.ion int.erf ace in base st.at.ion int.erf ace encrypted 

information data, control st.at.ion encryption processing 

means for processing conversion bet.ween user's and 

control information dat.a and control stat.ion transmission 

information data, and control st.at.ion conversion 

processing means for processing conversion bet.ween the 

control station encrypted information data and the 

control stat.ion transmission information data by using 

radio frame numbers, wherein t.he control st.at.ion 

conversion processing means comprises radio frame number 

processirlg means for processing t.he1 radio frame numbers 

in the base st.at.ion interface encrypted information data . . 

and for t.he user's and control information data. 

In accordance with still another different. aspect. 

of this invent.ion, there is provided· a mobile station for 

use in a mobile communication system comprising a base 

st.at.ion interface bet.ween a base st.at.ion and a base 

control st.at.ion connected io a fixed communication 

net.work and a radio int.erf ace bet.ween t.he base st.at.ion 

and t.he mobile st.at.ion, t.he mobile st.at.ion comprising 

radio interface transmit.ting means for t.ransmit.t.ing 

mobile st.at.ion encrypted information ~at.a t.o and from the 

radio interface in radio int.erf ace encrypted information 

data, mobile st.at.ion ~ncrypt.ion processing means for 

processing conversion bet.ween user's an~ control 
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information data and mobile station transmission 

information data and mo~ile station conversion processing 

means for processing conversion between the mobile 

station encrypted information data and the mobile station 

transmission information data by using radio frame 

numbers, wherein the mobile station conversion processing 

means comprises radio frame number processing means for 

allowing use of any one of the radio frame numbers on 

processing conve~sion from the user's and control 

information data to the mobile station transmission 

information data. 

In accordance with yet another different aspect 

of this invention, there is provide~ an interface 

conversion unit for us~ in a mobile communication system 

comprising a base station interface between a predeter-
-

mined station number of base stations and a base control 

station connected to a fixed communication network and a 

radio interface between each of the base station and a 

mobile station, the interface conversion unit be~ng 

interposed between the base stations and the base control 

station to divide the base station interface into a base 

station side interface connected to each base station for 

a base station side interface encrypted infQrmation data 

of a base station side frame format and a control station 

side interface for a control station side interface 

encrypted information data of a control station side 

frame format for conversion between the base a~d the 

control sta~ion side frame formats, wherein the interface 
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conversion unit. comprises frame format. converting means 

for conversion bet.ween a first. plurality of submult.i­

frames of the base station side frame format. and a second 

plurality of submult.iframes of the control st.at.ion side 

frame format., where the second plurality is equal t.o t.he 

first. plurality times t.he predetermined st.at.ion number in 

each mult.iframe. 

BRIEF DESCRIPTION OF THE DRAWINGS: 

Fig. 1 is a block diagram of a general mobile 

communication syst.em t.o which t.he inst.ant. invent.ion is 

applicable; 

Fig. 2 is a block diagram of a conventional base 

control st.at.ion for use in. the mobile cornmunicat.i.on 

syst.em depicted in Pig. l; 

Fig. 3 is a.block diagram of a conventional base 

st.at.ion for use in t.he mobile communication system shown 

in Fig. l; 

Fig. 4 is a block diagram of a conventional 

mo~i1e st.at.ion for use in t.he mobile communication system 

illustrated in Fig. l; 

Fig. 5 is a schematic represent.at.ion of a 

conventional. frame format. of a base st.at.ion int.erf ace 

encrypted information data used in t.he·mobile 

communication syst.el\l illustrated in Fig. l; 

Fig. 6 is another schematic represent.at.ion of the 

conventional frame format. illust.rat.ed in Fig. 5; 

Fig. 7 is st.ill ·another schematic represent.at.ion 

of t.he conventional frame format. depicted in Fig. 5; 
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Fig. 8 is a block diagram of a base control 

station for use in a mobile communication system which is 

illustrated in Fig. 1 and is according to an embodiment 

of the instant invention; . 
Fig. 9 is a block diagram of a base station for 

use in the mobile communication system mentioned in 

conjunction with Fig. 8; 

Fig. 10 is a block diagram of a mobile station 

which may be used in the mobile communication system 

mentioned in connection with Fig. 8; 

Fig. 11 is a schematic representation of a frame 

format used for base station interface encrypted 

information data in the mobile communication system 

mentioned in conjunction with Fig. 8; 
i. 

Fig. 12 is a schematic illustration of a de~ailed 

format of the frame format depicted in Fig. 11; 

Fig. 13 is a schematic illustration of another 

detailed format of the frame format shown in Fig. 11; 

Fig. 14 is another schemat~c representation of 

the frame format mentioned ~n conjunction with Fig~ 11; 

Fig. 15 is a schematic illustration of a detailed 

format of the frame format depicted in Fig. 141 

Fig. 16 is a schematic illustra~ion of another 

detailed format of the frame format shown in Fig. 14; 

Fig. 17 is still anothe~ schematic representation 

of the frame format mentioned in connection with Fig. 11; 

and 
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Fig. 18 1s a block diagram of an 1nter~ace 

conversion unit for use in the mobile communication 

sys~em men~~oned in conjunc~~on w1t.h F~g. 8. 

DESCRIPTION OP TSE PREFERRED EMBODIMENT: 

Some of the drawing f 1gures mentioned above 

correspond as follows to the figures in the Chapter 5 

cited heretobefore. 

Pig. l ~o Figure S.0-1 and Figure S.3-1; Fig. 5 

t.o Figure 5.3-12; and Figs. 6 and 7 to Figure S.3-6. 

Referring to Fig. 1, a mobile c~nication 

system comprises in general a predetermined station 

number of base stations and a base contro1 st.at.ion 21 

connected to an exchange office (not shown) of ~ fixed 

commun~cation net.work 23. rn t.he example being illust­

rated, a base station 25 is depicted. 7n a service area 

of the base station 25, a plural~ty of mobile stations 

are present e~t.her moving or in standstill. As a 

representative of t.he mobile stations, a mobile station 

27 is depict.ed. Bet.ween t.he b'ase st.at.ion 25 ancl t.he base 

control stat.ion 21, t.he mobile communica~ion sys~em may 

comprise an int.erface conversion unit. 29 which is 

i11ust.rated 1n F1911re 5.4-l .of t.he above-ment.1oned 

Chapt.er 5. 

The mobile commun1cat.1on syst.em comprises a base 

st.at.ion interface 31 be~ween t.he base st.a~ion 25 and t.he 
-

base cont.rel st.at.ion 21. Wben·used, t.he in~erface 

conversion unit 29 divides the base st.at.ion interface 31 
. . 

int.o a base st.at.ion $1de int.erface 33·connecte4 t.o each 
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of the base stations, such as the base station 25, and a 

control station interface 35 connected to the base 

control station 21. A radio interface 37 is between the 

base station 25 and each of the mobile stations, such as 

the mobile station 27. Such interfaces 31, 33, 35, and 

37 are for transmitting various signals in the manner 

described in the following. When transmitted from the 

fixed communication network 23 to the base control 

station 21, therefrom to the base station 25, and thence 

to the mobile station 27, the signal will herein be 

called a downward (going or sent) signal. When propa­

gated from the mobile station 27 towards the fixed 

communication network 23, th~- signal will be called an 

upward signal. When destined to another mobile station 

currently present in the service area of the base station 

25, an upward signal may be sent -from the base station 25 

to this other mobile station as the downward signal. 

It will be presumed for the time being that the 

interface conversion unit 29 is not interposed in the 

base station interface 31. In this event, the base 

station interface 3~ comprises a digital transmission 

channel of a predetermined data transmission capacity. 

Typically, the base station interface is composed of 

three DSL (digital subscriber lines) channels, each 

having the transmission capacity of _144 kbit/s. 

Alternatively, the base station interface 31 is composed 

of one BDSL (high bit-rate digital subscriber line) 

channel of 766 kbit/s. As a further alternative, the 
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base station interface 31 is composed of one DSl (digital 

subscriber line 1) channel of 1~544 Mbit/s. 

Referring to Fig. 2 with Fig. 1 continuously 

referred to, a conventional base control station 21 

comprises a control station encrypt processor 39 supplied 

with downward radio frame numbers (RFN) and downward 

user's and control information data (INF). In general, 

the downward user's information data are sent from the 

fixed communication network 23 by users of the network 

23. Together with the downward control information data, 

the downward radio frame numbers may be generated in the 

base control station 21. Using the downward radio frame 

numbers as encrypting keys, the encrypt processor 39 

encrypts the downward user's and control information data 

into control station downward transmission information 

data. 

A control station transmission information 

controller 41 compiles the control station downward 

transmission information data and the downward radio 

frame numbers into downward control station encrypted 

information data in compliance with a base station 

interface frarge format or structure which will presently 

be described. A control station transmitter 43 sends the 

downward control station encrypted information data to 

the base station interface 31 as downward base sta~ion 

interface encrypted information data. 

From the base station interface 31, a.control 

station receiver 45 receives upward base station 

: 
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int.erf ace encrypted information data as upward control 

st.at.ion encrypted information data. By using presumed 

frame numbers, a control stat.ion reception information 

controller 47 separates upward encrypted user's and 

control information data from t.he upward control station 

encrypted information data as control stat.ion upward 

transmission information data. Supplied through a 

connection 49 with.the downward radio frame numbers as 

decrypting keys, a control station decrypt processor 51 

decrypts the upward encrypted user's and control informa­

tion data int.o upward user's and control information 

dat.a. The upward user's information dat.a are sent. in 

general t.o t.he fixed communication network 23. For use 

as the presumed frame numbers in t.he reception 

information controller 47, t.he down•ard radio frame 

numbers are used besides in t.he encrypt. processor 39, t.he 

transmission information controller 41, and t.he decrypt. 

processor 51 • 

Referring t.o Fig. 3 wit.h Figs. 1 and 2 ,continuous-
_.) 

ly referred t.o, t.he base st.at.ion 25 comprises a base 

st.at.ion downward receiver 53 for receiving t.he downward 

control st.at.ion encrypted information data from t.he base 

st.at.ion i~t.erface 31 as downward base st.at.lo~ encrypted 

information dat.a. A base st.at.ion t.ransmission frame 

controller SS processes t.he downward base st.at.ion 

encrypted information data into base st.at.ion downward 

transmission information data by recompiling t.he base 

st.at.ion int.erf ace frame format. int.o a radio int.erf ace 
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format.. 

A base st.at.ion downward transmitter 57 feeds the 

base station downward transmission information data 

through a base station duplexer 59 to a base station 

antenna 61 as downward raaio int.erface encrypted 

information data. The antenna 61 propagates the downward 

radio interface encrypted information data to the radio 

1nt.erface 37. 

Throu~h the radio interface 37, the base station 

antenna 61 receives upward radio interface encrypted 

~nfo:rmation data. Connected to the base station duplexer 

59, a base station upward receiver 63 receives th~ upward 

radio interface encrypted information da~a as base 
j . 

station upward transmission information data. A base 

stat.ion reception frame informat.'ion cont.ro1ler 65 

processes t.he base station upward transmission 

information dat.a into upward base station encrypted 

inform~tion ~ata. A base station upward transmitter 67 

t.ransmit.s the upward base st.at.ion· encrypted ~n~o:z:mat.~on 

da~a t.o t.he base stat.1on interface 31 as t.he upward base 

st.at.ion int.erface encrypted info~ation dat.a. 

Referring to Fig. 4 wit.h Figs. l an~ 2 cont.~nuous­

ly referred t.o, t.he mobile s~a~lon 27:compr1ses a mobile 

st.at.ion ant.enna 69 co~nect.ed t.o a mob'ile st.at.ion duplexer 

71. The.mobile station ant.enna·69 is for cat.ching t.be 
-

downward radio interface encrypted inf ormat1on data 

propagat.ed through the raa10 int.erf ace 37· from the base 

st.at.ion 25 and for propagat.1ng.t.he upward radio interface 
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encrypted information data to the radio interface 37 and 

thence directed to the base station 25. 

connected to the mobile station duplexer 71, a 

mobi1e station receiver 73 receives as downward mobile 

station encrypted information data ~he downward radio 

~nterface encrypted 1nfo:r:mation data directed to the 

mob11e station 27 being illustrated. A mobile station 

reception information contxoller 75 processes the 

downward mobile station encrypted information data into 

mobile station downward transmission information data in 

which the user's info:z:mat1on data may be encrypted at the 

base control station 21 by using the downward radio frame 

numbers. A mobile station decrypt processor 77 decrypts 
! 

the mob~le station downward transmission information data 

by tbe downward radio fr~e nuinbers for use by an 

attendant to the mobile station 27 into tbe user•s 

information data which may be initiated by a user in the 

fixed communication ne~work 23. 

In the mobile station 27, a mobile station 

enc.rypt processor 79 processes upward user's information 

data supplied thereto by the attendant and upward control 

info:cmation data into mobil~ station upward transmission_ · 

infos:ma~ion data by. using upward radio frame nwnbers 

which will presently be described. A mobile station 

transmission controller 81 compiles the upwarf! 

transmission ~nformation data and the upward radio frame 

numbers into upward mobile sta~ion encrypted information 

data. connected to t.he mobtle stat~on duplexer 71 an~ to 
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t.he mobile st.at.ion transmission controller 81, a mobile 

st.at.ion transmit.t.er 83 feeds the upward mobile station 

encrypted information data t.o the mobile stat.ion antenna 

69 as the upward radio int.erf ace encrypted information 

data. 

In Figs. 1 through 4, the mobile station 

reception information cont.roller 75 comprises a memory 

device (not. Shown) for keeping, as a stored frame number, 

one of the downward radio.frame numbers t.hat is processed 

thereby at a time inst.ant.. A predetermined time interval 

aft.er the time instant., the memory device may supply the 

sto~ed frame number to the mobile stat.ion encrypt. 

processor 79 for use as an upward radio frame n~mber. 

In the upward cont.rel .stat.ion encrypted information data, 

this upward radio fr;ame.number reaches the control 

st.at.ion reception information controller 47. A time 

difference bet.ween.use oft.he above-mentioned one of the 

downward radio frame numbers in the cont.rel st.at.ion 

transmission information controller 41 and arrival of the 

upward radio frame number at. t.he cont.rol station 

reception information cont.roller 47 depends on a 

propagation delay which is unavoidable in t.he radio 

interface 37. It has consequently been necessary t.o use 

t.he presumed frame number in the control station 

reception information controller 47. 

Turning to Fig~ 5 with Figs. 1 through 4 co~ti­

nuously referred to, a conventional.frame format or 

structure will be described for the st.at.ion and the 
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interface encrypted information data in connection with 

each multifra.me for the DSL channel. Each mu1~i£rame 

has a multiframe duration of 2.5 ms and is composed of 

first throuqh twent.ieth frames indicated ver~ically along 

a 1eft. side, each having a frame length of 125 

microseconds. 

Each frame ls composed of firs~ through eigh~een­

t.h bits ~nd1ca~ed horizonta1ly along a top side. In each 

of t.he first through the twentieth frames, t.he first. bit 

is used as a frame synchronizing bit. or word (SW) between 

t.he base stat.ion 25 and t.he base control station 21. The 

second through t.he eighteenth bits in each of the first 

through t.he tenth f ran1es and t.he seqond through the 
i 

seventeenth bits in each of t.he eleventh tbrouqh the 

t.went.1et.b frames are used f'or: payload (PL) prim_arily on 

t.he radio in~erface encrypted infor.mat.ion data. In each . 

of the eleven~h through t.he t.wen~iet.h frames, the 

eigbt.eent..h bit is usea as a ma~ntenance bit. (EOC) between 

the base stat.ion 25 and t.he base contro1 st.ation 21. 

In t.he manne% which will lat.er become ciear. t.he 

payload comprises, in the radio interface encrypted 

informa~ioa data, t.he user's infoJ:Dlat.ion data and t.he 

control informat.ion data. Ra41o frame numbers (RPN) are 

t.ralism.:lt.~ed as part.s of t.he cont.ro1 .information data 

through t.he base station interface 31 from the base 

control station 21 to the base station 25 and not. from 

t.he base st.at..1on 25 .t.o t.he bas~ c~nt.ro·l st.ation 21. 
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Further turning to Fig. 6 with Figs. 1 through 4 

continuously referred to, a conventional frame format 

will be described for t.he st.at.ion and t.he int.erf ace 

encrypted information data in connect.ion with each 

mult.iframe for t.he HDSL channel. Each mult.iframe has a 

frame duration of 2.5 ms and is composed of first. through 

t.went.iet.h frames, each having a frame length of 125 

microseconds. 

Each frame is composed of first. through ninet.y­

sevent.h bits. In each of t.he first. through t.he twentieth 

frames, the first. blt. is used as a framing bit. (F) for 

t.he HDSL channel. The second bit. is used as a frame 

synchronizing bi~ (SW) bet.ween t.he base st.at.ion 25 and 

t.he base control st.at.ion 21. The third through t.He t.ent.h 

bits are used as maintenance bits (EOC) bet.ween t.be base 

st.at.ion 25 and the base control st.at.ion 21. The eleventh 

through t.he t.hirteent.h bits are reserved as reservation 

bits (RES). ·The fourt.eent.h through t.he ninet.y-sevent.h. 

bits are used for payload (PL) on t.he radio interface 37. 

The radio frame numbers are used in the manner described 

in conjunct.ion with Fig. 5. 

St.ill further turning t.o Fig. 7 with.Figs. l 

through 4 continuously referred t.o, a conventional frame 

format. will be described for t.he st.at.ion and t.he int.er-

f ace encrypted information aa~a in connect.ion with· each 

mult.iframe for t.he DSl channel. Each mult.iframe has a 

frame duration of 2.5 ms and is composed of first. through 

t.went.iet.h frames, each having a frame length of 125 
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microseconds. 

Each frame is composed of first through one 

hundred and n~nety-th1rd ~its. The firs~ bit is·used as 

a framing bit (F) for the DSl channel~ The second and 

~he ninety-eighth bits are used as frame synchronizing 

bi~s (SW) between the base station 25 and the base 

control station 21. The third through the tenth bits and 

the n~nety-n~n~h through the one hundred and s~xth P~ts 

are used as maintenance bits between the base station 25 

and the base controi station 21. The e1eventh through 

the thirteenth bits and the one hundred and sevent.h 

through the one hundred and ninth bits are reserved as 

reserved bits (RES). The fourteenth through the n~nety­

seventh bits and t.he one hundred and tenth thr0.u9b the 

one hundred and ninety-third bits are used for pay1oad on 

t.he radio interface 37. 

The radio frame numbers are used in the manner 

described in connection with F~g. 5. It is possible to 

understand when the ~irst bit is excluded from each frame 

that each mul~iframe is composed of first and second 

submultiframes, each composea of ninety-six bits in each 

of ~he fi~st ~h:rough t.he ~wen~ieth frames. 

Reviewing Pigs. S and 6 wit.h ·Pigs. 1 ~hrough 7 

continuously referred to, _it is possible in Fig. 6 to 

unaers~and.t.hat each multiframe is composed of a sing1e 

submultiframe comprising·ninety-six bits in each of the 

firs~ ~hrough the ~wen~iet.h fra.•es when t.he first bit is 

excluded. It is also·po~sible in Pig. 5 to understand 



26 

that each multiframe is composed of a single submulti­

frame consisting of eighteen bits in each of the first 

through the twentieth frames. Three DSL channels are 

used collectively as the digita·1 transmission channel of 

the base station interface 31. Consequently, it would 

not be difficult for the interface conversion unit 29 to 

process conversion between the frame formats for the BDSL 

and the DSl channels. Conversion between the frame 

formats for three DSL channels and the HDSL or the DSl 

channel has, however, been next to impossible. 

Referring now to Fig. 8 with Fig. 1 again 

referred to, the present invention will be described. 

Similar or corresponding parts are designated hereafter 
J 

by like reference numerals and are similarly op~rable 

with likewise named signals unless otherwise specifically 

mentioned. It should be noted throughout the following 

that the mobile station 27 supplies the radio interface 

37 with upward mobile station encrypted information data 

together with an upward radio frame number in the manner 

which is described heretobefore and will later be 

described in greater detail. According to a preferred 

embodiment of this invention, the mobile communication 

system is not different in structure £rom that 

illustrated before with reference to Fig. 1. 

In Fig. 8, a novel base control station 21·does 

not comprise the connection 49 described in conjunction 

with Fig. 2 and comprises instead a control station radio 

frame number processor 85 having a processor input 
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terminal connected to the control station reception 

information controller 47 and a -processor output terminal 

connected to the control station decrypt processor 51. 

The reception information controller 47 processes· the 

upward control station encrypted information data into· 

the control station upward transmission or· reception 

information data which are upward user's and control 

information data encrypted at the mobile station 27. 

From the upward transmission information data, the radio 

frame number processor 85 separates or reads the upward 

radio frame number for supply to the decrypt processor 

51. Correctly using the upward radio frame number, the 

decrypt processor 51 recovers-the upwar~ user's and. 

control information data. 

Referring to Fig. 9 with Figs. l and 8 continu­

ously referred to, the base station 25 additionally 

comprises a base station radio frame number processor 87 

between the base station transmission and reception frame 

controllers 55 and 65. From the downward base station 

encrypted information data processed by the transmission 

frame controller 55, the radio frame number processor 87 

reads the downward radio frame numbers for storage 

therein as stored frame numbers. By the recept"ion frame 

controller 65, the stored frame numbers are added to or 

used in the base station upward. transmission info~ation 

for conversion into the upward base station encrypted 

information data. 
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Referring to Fig. 10 wit.h Figs. 1, 8, and 9 

continuously referred to, the mobile station 27 may 

comprise a mobile station radio frame number processor 89 

having a processor input t.erminal connect.ad to the mobile 

station reception informat.ion controller 75 and a 

processor output. terminal connected t.o t.he mobile st.at.ion 

encrypt. processor 79. If used, t.his radio frame number 

processor 89 is operable like t.he base st.at.ion radio 

frame number processor 87. The mobile st.at.ion radio 

frame number processor 89 allows t.he mobile st.at.ion 

encrypt. processor 79 to use any one of t.he stored frame 

numbers in encrypting t.he upward user's information data. 

Reviewing Figs. l and 8 through 10, t.he mobile 

station 27 need not use the upward radio frame numbers. 

In this event, the mobile station 27 produces the user's 

information dat.a the above-mentioned predetermined time 

interval after the t.ime instant. of reception of t.he 

downward user's and control information dat.a and sends no 

upward radio frame number or numbers t.o t.he base st.at.ion 

25 t.hrough t.he radio interface 37. Even under t.he 

circumstances, t.he base st.at.ion radio frame number 

processor 87 adds t.he upward radio frame numbers in exact. 

coincidence wit.h the downward radio frame numbers 

regardless of t.he diff~rence in t.he propagation delay. 

Referring afresh to Fig. 11 with Figs. 1 and 8 

through 10 continuously referred t.o, a novel frame format. 

or st.ruct.ure corresponds t.o t.he convent.i~nal frame format. 

illust.rat.ed wit.h reference t.o Fig. 5 and for use in t.~e 
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mobile communication system being 1iiustrated. Por use 

as the frame synchronizing b~t, the maint.enance bit, t.he 

payload, and t.he like, the bit numbers are additionally 

indicated in parentheses. 

Among t.he f.irst. through t.he e.iqhteenth bits in 

each of the first. t.hrough the eighteenth frames, t.he 

first. bit. 1s used on the frame synchronizing bit or word 

(SW) ~etween ~he base stat.ion 25 and the base control 

-st.at.ion 21. The second bit .is used as t.he ma.int.enance· 

bit (EOC) bet.ween the base st.at..ion 25 and t.he base 

control station 21.· The third through the eiqht.eent.h 

bits are used for the payload (PL) on t.he rad~o interface 

37. 

Turning to Fiq. 12 w1tb F.igs. l and 8 through 11 

C?ont.J.nuously referred t.o, the payload for the downward 

1nfo::cmat.1on data is depicted in detail in connect.ion with 

the DSL qhannel. Tbe third through t.he eighteenth bit.s 

of the first through ~he nineteenth frames and the third 
·' 
th~ouqh t.he t.h1rt.eent.h b1~s of the twent.ieth frame are 

diviaed int.o first through third equal part.s, each part 

cons~sting of one hundred and five bits. In t.he 

t.wentiet.h frame, t.he fourt.eent.h through t.he e1ghteent.h 

hits are reserved as reservation bits (RES)~ 

In each of t.he firs~ through t.he ·t.Jl:S.rd equa1 

part.s, t.he bit.s will be cOUl)ted from t.he first. frame 

to t.he ~wentiet.h frame and in each frame 1n the ascending 

order from t.he third bit. t.o the eighteenth bit.. St.art.ing 

~rom each leading end, fourt.een hits are used 
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co1lect.1vely as a synchronizing code (SYC) including 

three bit.s which are used to represent the downward radio 

frame number (RPN). Following ~hese fourteen bi~s, t.en 

bit.s are used for slow channel (SC). Purt.her following,· 

eight.y bit.s are· used for fast channel CFC). At. the end 

of each part., one bit. is used as t.he power cont.rol bit. 

(PCC) for the mobile station 27. 

Furt.her turning t.o Fiqs. 13 with Figs. l and 8 

t.hrough 12 continuously referred t.o, t.he payload for t.he 

upward infor.mat.ion dat.a is used as follows. The first. 

through the t.hird equal part.s are defined like in Fig. 12 

wit.h t.he bits similarly count.ed in each part. 

Fourteen bit.s are for rad~o link measurement.s 

(RLM) ~escribed in t.he Chapter s mentioned here1nabove. 

Foll~ing, ten b~t.s are used fort.he slow channel (SC). 

Purt.her follow~ng, e1ght.y b~t.s are used for ~he fast. 

channel (FC). At. a trailing end, one bit. is used as the 

upward radio frame number which may be added at the base 

st.at.:lon 25. 

Referring t.o Pig. 14 with Pigs. 1 and 8 through 

13 ·continuously referred to, anot.her novel frame format. 

corresponds to the conventional frame format described 

Wi~h re~e.rence to Pig. 6. Excluding t.he youngest. or 
smallest. n.umbered bit. which may now be called a zerot.li 

bit. in each of t.he first. t.hrough t.he twentieth frames, 

each mu1t.if~ame is divisible now into first. and ·second 

submult.i~rames I and :CI, each composed of fort.y-:-eight. 

b!~s in each frame. -~hese bi~s w~11 be renumbered int.o 



"f 1 

31 

first through forty-eighth bits. 

In each mu1tiframe, the zeroth bit is used as t.he 

fram~n~ bi~ (P} for the HDSL channel. xn each or the 

first and the second submulliframes, the first bit is 

used as the frame synchron1z1nq bit (SW) between the base 

station 25 and the base control station 21. 'l'he second 

bit is used as the maintenance bit (EOC) between the base 

stat1on 25 and the base control station 21. The third 

through the forty-fourth bits are used for the payload 

(PL} on the radio interface 37. When the interface 

conversion un1t 29 is used, the forty-fifth through the 

forty-eighth bits are used as maintenance and control 

bits (C) therefor. When the interface conversion unit 29 
i 

is not used, the fort.y-fifth throuqh the forty-eig~th 

bits are· reserved as: the reservation bits. 

Turning to Figs. 15 and 16 with Fiqs. 1 and 8 
• ·1 

throu~h 14 continuously referred to, the first through 

the fort.y-second bits of the first through the twen~1eth 

frames are divided into first. tbrough.eight.h equai parts, 

eacb consist.~ng o~ one hundred and five bits. Xn each of 

the first through t.be elght.h equal parts, t.he bit will be 

counted from tbe first frame to t.he twentie~h frame and, 

~n each of t.he frames, from the third bit. to the fort.y­

eight.h bit. Along a top side o~ the ~irst t.hrough the 

twentieth frames, these bits are indicated afresh by 

numbers l t.hrough 42. 

Fig. 15 i_s a det.ailec! frame fomat. for the 

payload J.n t.he ~ownwarcl lnformat.ion data. As counted 
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s~art.ing from a lead1ng end bit of each of t.he first. 

through t.he e.ight.h equal part.s, fourteen· bits are 

col1ectively used as t.he -synchronizing code (SYC) 

including three bit.s used ~o represent t.he downward radio 

frame numbers. Following, t.en bit.s are used for t.h~ slow 

channel (SC). Further following, eighty bits are used 

for the fast. channel (FC). At. t.he end of each part., one 

bit.. is used as t.he power cont.rel bit. (PCC) for t.he mobile 

st.at.ion 27. 

Pig. 16 shows a det.ailed frame format. for t.he 

pay1oad in t.he upward info:cmat..ion data. .st.art.ing from a 

leading bit. in each of the first. t.brougb the eighth equa1 

part.s. fourteen bit.s are used for t.he radio link 
j ·j I 

measurements (RLM). Following, ~en bit.a are used fort.he 

slow channel (SC). J'urt.her foi1ow£ng, eight.y bit.s are 

used for th~·fast. channel CFC). When three bi~s are used 

for the downward racU.o frame numbers in t.he manner 

descr1l>ed :Ln connect.ion wit.h Pig. 15~· a t.railing bit. in 

each of the f:Lrst. t.h:i;-ough t.he t.b~rd equa1 part.s is used 

t.o indicate t.he upward radio frame number. Such t.ra~11ng 

bi~s are reserved as t.he reservation b1t.s (RES) in t.he 

fourth t.hrough the eighth ef:1Ua1 part.s. 

Referring to Pig. 17 with P:Lgs. 1 and 8 t.hrough 

16 continuously refer.red to·~ ·st.ill. anot.her nove1 frame 

:format. corresponds t.o t.he.-convent.ional frame format. 

11~ust.rat.ed w:Lt.b reference t.o Pig. 7. Like in Pig. 13, 

each mult.iframe is divided int.o.first. t.brough fourt.h 

equal part.s. In ot.her respect.a including t.he det.ailed 
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frame formats for the payloads in the downward and the 

upward radio frame numbers, use of individual bits is 

similar in each of the first through the fourth 

submultiframes I, II, III, and IV and in each of t.he 

first. through t.he eighth equal parts. 

Reviewing Figs. 11 through 17, the novel frame 

formats are unified in common t.o each of the three DSL 

channels, t.o t.he HDSL channel, and t.o t.he DSl channel. 

The detailed frame formats are also unified. The 

reservation bit.s are used only where it. is indispensable 

t.o use. In addition, it is possible t.o use the 

reservation bits afresh as t.he maintenance and control 

bit.s for th~ interface conversion unit. 29·. 

Referring afresh toiFig. 18 in addition t.o Figs. 

1 and 8 through 17, a novel.interface conversion unit. 29 

is used between the base station side interface 33 and 

the control st.at.ion side interface 35 for use in· 

processing a bidirectional conversion in the frame format 

between two sets of the three DSL channels (3DSL) and t.he 

HDSL channel used collectively as the base st.at.ion side 

interface 33 and t.he HDSL channel used as t.he control 

st.at.ion side interface 35, between two set.s of t.he HDSL 

channels ·c2HDSL) used altogether as t.he base st.at.ion side 

int.erf ace 33 and t.he DSl channel used as t.he control 

st.at.ion side interface 35, and-between four sets of ~he 

three DSL channels used alt.oget.her as t.he base st.at.ion 

side interface 33 and t.he DSl channel used as t.he control 

station side interface 35·. 
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Like in the conventional mobile communication 

system of the type illustrated wit.h reference t.o Fig. 1, 

a predetermined stat.ion number of base stations 25 are 

used for each base control station 21.. The predetermined 

station number is equal to the above-described number ·of 

sets. It. will be assumed in the following that. t.wo base 

st.at.ions 25 are connected t.o two sets of either t.he three 

DSL channels or t.he HDSL channel. 

In correspondence to the t.wo base st.~t.ions 25, 

t.he base station side interface 33 transmits first. and 

second downward and first and second upward base st.at.ion 

side interface encrypted information dat.a. The first. or 

t.he second downward or upward base st.at.ion side interface 

encrypted information data have a base st.at.ion side frame 

format. The control.station side interface 35 t.ransmit.s 

downward and upward control st.at.ion side int.erf ace 

encrypted information data of a cont.rol st.at.ion side 

frame format.. 

The interface conversion unit 29 CO;l1lprises first 

and second base st.at.ion side t.ransmit.t.ers 91 or, more 

particularly, 91(1) and 91(2), connected t.o t.he base 

st.at.ion side interface 33. As the first. and t.he second 

downward base st.at.ion side interface encrypted 

information dat.a, these t.ransmit.t.ers 91 send first. and 

second downward base st.at.ion side encrypted information 

dat.a having t.he base st.at.ion side frame format. in common. 

Connected t.o t.he base st.at.ion side interface 33, fi~st. 

and second base st.at.ion side receivers 93 or 93(1) and 
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93(2) rece~ve tJle f1rst and the second upward base 

station side interface encrypt.ed information data as 
.. 

t1rst and second upward base station side encrypted 

information data sharing the base station side frame 

format., respect.! vely .• 

Connected to the contro1 st.at.ion side interface 

35, a cont.rol st.at1on side t.ransmit.ter 95 and a control 

st.at~on side receiver 97 sends upward control stat.ion 

side encrypted information data as t.he upward cont.roi 

st.at.ion side interface encrypt.ea information dat.a and 

receives the-downward control stat.ion side interface 

encrypted information data as downward control st.at.ion 

side encrypted informat.ion cl.at.a, respect.ively. The 
J 

downward and t.he upward controi st.at.ion side encrypted 
. . 

information dat.a have t.he contro1 st.ation side frame 

format 1n common. 

A conversion unit. frame format convert.er 99 

converts t.he downward con~rol ~tat.ion side encrypted 

!~format.ion data int.o the.first. and t.he second downward 

base s~ation side encrypted.information data and ~e 

first and t.he second upward base station side encrypt.ed 

information data into the control station side encrypted 

~nfoz:mation data. It-is now readiiy possible fort.he 

frame unit converter 99 to process conversion between the 

base and the control station side frame formats. The 

novel interface conversion unit 29 is much_ simplified in 

structure. 
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While this invention has thus far been described 

in specific conjunction with a sole preferred embodiment 

thereof and the novel base station, base control station, 

mobile station, frame formats, and interface conversion 

unit,· it will now be possible for one skilled in the art 

to carry this invention into practice in various other 

manners. Above all, it is possible to use the encryption 

keys either in place of or in combination with the radio 

frame numbers. When the radio frame numbers are not used 

as the encryption keys, it is possible in the mobile 

communication system of this invention to use mobile 

stations currently available on the market for use in the 

WACS system. 
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WHAT IS CLAIMED IS: 

1. A mobile communication system comprising a 

base station interface between a base station and'a base 

control station connected to a fixed communication 

network and a radio interface between said base station 

and a mobile station, said base control station and said 

mobile station comprising terminating means for 

terminating station encrypted information data sent 

through said base station interface to and from said base 

station and through said radio interface from and to said 

mobile station in a time division multiplex access 

fashion, said base station comprising transmitting means 

for transmitting said1 station encrtpted infoimation data 

through said radio in~erface, said:base station interface 

comprising a digital transmission channel for 

transmitting base station interface encrypted information 

data of a predetermined transmission capacity in 

multi~rames, each mul.tiframe be.ing composed of at least 

one submultiframe, each submultiframe being composed of 

first through twentieth frame~, each frame being composed 

of first through N-th bits, where N represents a 

predetermined bit number, the first bit being used as a 

frame synchronizing bit between said base station and 

said base control station, wherein the second through the 

N-th bits are used in transmitting said stati~n encrypted 

information data through said base station interface and 

said radio interface. 

... 
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2. A mobile communication system as claimed in 

claim 1, said base station interface comp~ising 

collectively as said digital transmission channel three 

subscriber line channels, each having 144 kbits/s ·as said 

predetermined transmission capacity,·said at least one 

submultiframe being one in number, said predetermined bit 

number being equal to eighteen, wherein: 

the second bit is used as a maintenance bit for 

said base station and said base control station; 

the third through the eighteenth bits being used 

for the station encrypted information data transmitted 

through said base station interface and said radio 

interface. 

3. i A mobile communication system as claimed in 

claim 2, said base station interface: encrypted 

information data being downward base station interface 

encrypted information data transmitted from said base 

station to said mobile station, wherein the third through 

the eig~teenth bits of the first through the nineteenth 

frames and the third through the thirteenth bits of the 

twentieth frame are divided into first through third 

equal parts with the fourteenth through the eighteenth 

bits of the twentieth frame used for reservation bits, 

each part consisting of one hundred and five bits, twenty-

four bits of said one hundred and ~ive bits being used 

for the control information data including radio frame 

numbers, eighty bits of said.one hundred and five bits 

being used for encrypted data of saJ.d downward base 
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station int.erf ace encrYpt.ed 1nformat.1on dat.a·, one bit of 

said one hundred and five bits being used as a power 

control unit for said mobile station. 

4. A mobile commun~cat.ion syst.em as claimed in 

claim 3, wherein t.hree bits of said t.went.y-four bit.s are 

used in said first t.hrough said t.hird part.s in said radio 

frame numbers. 

5. A mobi1e commun1cat.1on system as claimed in 

claim 2, said base stat.ion interface encrypted 

information dat.a being upward base stat.ion int.erf ace 

encrypted ~nformat.ion data transmitted from said mob11e 

stat.ion towards said base stat.ion, wherein t.be third 

through the eighteenth b1t.s of the first through the 

nineteenth frames and the third t.hrough t.he thirteenth 

bit.s of t.he t.went.1et.h frame are divided int.o first. 

through third equal part.s with the fourt.eent.h through t.be 

eighteenth bits of t.be twent.iet.h frame used ~or 

reservation bits, each part consisting of one hundred and 

five bits, the twenty-four bits of said one hundred and 

five bits being used for the control information data of 

said user's and control 1nforma~ion data, eighty b~t.s of 

-said one hundred and five bit.s being used for encrypted 

data of said upward base stat.ion 1nterf ace encrypted 

information data, one .bit. of said one hundred and five 

bits beinq used in said first through said third equal 

parts for radio ~rame numbers. 

6·. A mob.i.1e commun.1.cation syst.em as c::1aimea. 1n 

c1a1m 1, :furt.her ·comprising an int.erface conversion unit. 
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between said base station and said base control station 

to divide said base station interface into base and 

control station side interfaces, the digital transmission 

channel of said base and said control station side 

interfaces being a high bit-rate subscriber line channel 

having 766 kbit/s as said predetermined transmission 

capacity, said at least one submultiframe being first and 

second submultiframes, said predetermined bit number 

being equal to forty-eight, each multiframe further 

comprising a zeroth bit for use as a framing bit in 

common to said first and said second submultiframes to 

precede the first bit of said first submultiframe, 

wherein: 
i 

the second bit is used as a maintenance bit 

between said base station and said base control station; 

the th!rd through the forty-fourth bits being 

used for the station encrypted information data 

transmitted through said base and said control station 

side :l:nterfaces and said radio interf.ace; 

the forty-fifth through the forty-eighth bits 

being used as maintenance and control bits·for said 

interface conversion unit. 

7. A mobile communication system as claimed in 

claim 6, said base station interface encrypted 

information data being downward base station interface 

encrypted information data transmitted from said base 

station to said mobile station, wnerein the third through 

the eighteenth bits of the first through the nineteenth 

:: 
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frames and the third through· the thirteenth bits of the 

twentieth frame are divided into first throug~ eighth 

equal parts with each part composed of one hundred and 

five bits, twenty-four bits of said one hundred and five 

bits being used for the control information data 

including radio frame numbers, eighty bits of said one 

hundred and five bits being used for encrypted data of 

said downward base station interface encrypted 

information data, one bit of said one hundred and five 

bits being used as a power control bit for said mobile 

station. 

8. A mobile communication system as claimed in 

claim 7, where!~ three bits of said one hundred and five 

bits are used in said first through said eighth equal 

parts for said ~adio frame numbers. 

9. A mobile communication system as claimed in 

claim 6, said base station interface encrypted 

information data being upward base station interface 

encrypted information data transmitted from said mob.i·le 

station towards ~aid base station, wherein the third 

through the forty-fourth bits of the first through the 

twentieth frames are divided into first through eighth 

equal parts with each part composed of one hundred and 

five bits, twenty-four bits of said one hundred and five 

bits being used for the control infoJJDation data, eighty 

bits of said one hundred and five bits being used for 

encrypted data of said upward base station interface 

enQrypted information data, one bit of said one hundred 
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and five bits being used in said first through said 

eighth equal parts being used for radio frame numbers. 

10. A mobile communication system as claimed in 

claim 1, further comprising an interface conversion unit 

between said base station and said base control station 

to divide said base station interface into base and 

control station side interfaces, the digital· transmission 

channel of said base and said control station side 

interfaces being a subscriber line 1 channel having 1.544 

Mbit/s as said predetermined transmission capacity, said 

at least one submultiframe being first to fourth 

submultiframes, said predetermined bit number being equal 

to forty-eight, each submultiframe further comprising a 

zeroth bit for use as a framing bit in common to said 

first through said fourth submultiframes to precede the 

first bit of said first submultiframe, wherein: 

the second bit is used as a maintenance bit 

between said base station and said base control station; 

the third through the.forty-fourth bits being 

used for the station encrypted information data 

transmitted through said base and said control station 

side interfaces and said radio interface; 

the forty-fifth through the forty-eighth bits 

being used as maintenance and control bits for said 

interface conversion unit. 

11. A mobile communication system as claimed in 

claim 10, said base station interface encrypted 

information data being downward base station interface 
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encrypted information data transmitted from said base 

station to said mobile station, wherein the third through 

the forty-fourth_ bits of the first through the twentieth 

frames are divided into first through eighth equal parts 

with each part composed of one hundred and five bits, 

twenty-four bits of said one hundred and five bits being 

used for the control information data including radio 

frame numbers, eighty bits of said one hundred and five 

bits being used for encrypted data of said downward base 

station interface encrypted information data, one bit of 

said one hundred and five bits being used as a power 

control bit for said mobile station. 

12. A mobile communication system as claimed in 
i 

claim 11, wherein three bits of said twenty-four bits are 

~sed in said first through said eighth equal parts for 

radio frame numbers. 

13. A mobile communication system as claimed in 

claim 11, said base station interface encrypted 

1nformat~on data being upward base station interf~ce 

encrypted information data transmitted from said mobile 

station towards said base station, wherein the third 

through the forty-fourth bits of the first through the 

twentieth frames are divided into first through eighth 

equal parts with each part composed of one hundred and 

five bits, twenty-four bits of said one hundred and five 

bits being used for the control information data, eighty 

bits of said one hundred and five bits being used for 

encrypted data of said upward base station interface 
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encrypted information data, one bit of said one hundred 

and five bits being used in said first through said 

eighth equal parts for radio frame numbers. 

14. A base station for use in a mobile 

communication system comprising a base station interface 

between said base station and a base control station 

connected to a fixed communication network and a radio 

interface between said base station and a mobile station, 

said base st.at.ion comprising b.ase stat.ion interface 

transmitting means for transmitting base station 

encrypted information dat.a from and to said base st.at.ion 

interface in base st.at.ion interface encrypted information 

data, radio interface t.ransmit.t.ing means for t.ransmit.t.ing 

base st.at.ioQ transmission information data to 1 and from 

said radio interface in radio int.erf ace encry~t.ed 

information data, and base st.at.ion conversion processing 

means for processing conversion bet.ween said base st.at.ion 

encrypt.ad information dat.a and said base·st.at.ion 

t.ransmission information dat.a, wherein said base st.at.ion 

conversion processing means 9omprises radio frame number 

processing means for processing.radio frame numbers in 

said base stat.ion encrypt.ad informat.ion dat.·a and in said 

base st.at.ion transmission information dat.a. 

15. A base st.at.ion as claimed in claim 14, said 

base st.at.ion encrypted ·i~format.ion dat.a comprising 

downward and upward base· st.at.~on encrypt.ad information 

dat.a, said base st.at.ion interface encryp~ed informat.ion 

dat.a comprising downward and.upward base· st.at.ion 
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interface encrypted information data t.ransmit.t.ed from and 

t.o said base st.at.ion interface, respectively, said radio 

interface encrypted information data comprising downward. 
' 

and upward radio int.erf ace encrypted information data 

t.ransmit.t.ed from and t.o said radio interface, 

respectively, and including base st.at.ion downward and 

upward transmission information data, respectively, said 

base st.at.ion interface transmit.ting means comprising a 

base st.at.ion downward receiver for receiving said 

downward base st.at.ion interface encrypted information 

data as said downward base st.at.ion encrypted information 

data and a base st.at.ion upward t.ransmit.t.er for 

t.ran·smi t.t.ing said upward base st.at.ion encrypted 

information dat.a as said upward base st.at.ion interface 

encrypt~d information data, said radio interface 

transmitting means comprising a base stat.ion downward 

transmitter for transmitting said base station downward 

transmission information data as said downward radio 

interface encrypted information data and a base st.at.ion 

receiver for receiving said upward radio interface 

encrypted information data as said base stat.ion upward 

transmission information data, said base stat.ion 

conversion processing means comprising a base station 

transmission frame cont.roller for processing said 

downward base st.at.ion encrypted informat.ion·dat.a into 

said base st.at.ion de>Wnward transmission information data 

and a· base st.at.ion reception frame cont.roller for 

processing said base station upward transmission 
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information data int.a said upward base s(at.ion encrypted 

inf ormat.ion data, wherein said radio frame number 

processing means is for reading for storage as stored 

frame numbers t.he radio frame numbers used in said base 

st.at.ion transmission controller on processing said 

downward base station encrypted information data int.a 

said base station downward transmission information data 

and for delivering said stored frame numbers t.o said base 

station reception frame cont.rolle~ for use on processing 

said base st.at.ion upward transmission information data 

into said upward base st.at.ion encrypted information data. 

16. A base control st.at.ion for use in a mobile 

communication system comprising a base st.at.ion int.erf ace 
i 

between a base st.atio~ and said base control st.at.ion with 

said base control station connected ~o a fixed 

communication network and a radio int.erf ace bet.ween said 

base st.at.ion and a mobile st.at.ion, said base control 

st.at.ion comprising base st.at.ion ~nt.erface transmit.ting 

means £.or t.ransmi tt.ing control st.at.ion encrypted 

information data t.o and from said base st.at.ion int.erf ace 

in base· st.at.ion interface encrypted information data, 

control st.at.ion encrypt.ion processing means for 

processing conversion bet.ween user's and control 

information data and control st.at.ion transmission 

information data, and control st.at.ion conversion 

processing means for processing conversion bet.ween said 

control st.at.ion encrypted information data and said 

control st.at.ion transmission.information dat.~ by using 
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radio frame numbers, wherein said control station 

conversion processing means comprises radio frame number 

processing means for processing radio f r,ame numbers in 

said base station interface encrypted information data 

and for said user's and control information data. 

17. A base control station as claimed in claim 

16, said control station encrypted information data 

comprising downward and upward control station encrypted 

information data, said base station interface encrypted 

information data comprising downward and upward base 

station interface encrypted information data transmitted 

to and from said base station interface, respectively, 

said user's and control information data comprising 
i 

downward and upward user's and control information data, 

said radio frame numbers comprising:downward and upward 

radio frame numbers, said base station interface 

transmitting means comprising a control station 
• 

transmitter for transmittin~ said downward control 

station encrypted information data as said downward base 

station interface encrypted information data and a 

control station receiver for receiving said upward base 

station interface encrypted information data as said 

upward control station encrypted information data, said 

control station encryption processing means comprising a 

control station encrypt prqcessor £-or processing said 

downward user's and control information data by said 

downward .radio frame numbers into control station 

downward transmission information data and a control 
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station decrypt processor for processing control st.at.ion 

upward transmission information data by said downward 

radio frame numbers into said upward user's and control 

information data, said control stat.ion conversion 

processing means comprising a control stat.ion 

transmission information controller for processing said 

control station downward transmission information data 

and said.downward radio frame numbers into said downward 

control station encrypted information data and a control 

station re~eption information cont.roller for processing 

said upward control station encrypted information data 

into said control stat.ion upward transmission information 

data, wherein said radio fr~e number processing means is 
i 

for reading said upward radio frame numbers from said 

upward control .st.at.ion encrypted information dat.a:for 

supply to said control station decrypt processor in place 

of said downward radio frame numbers. 

18. A mobile station for use in a mobile 

communication system. comprising a base station interface 

beiween a base station an·d a base control station 

connected to a fixed communication network and a radio 

interface between said base stat.ion and said mobile 

station, said mobile station comprising radio interface 

transmitting means for transmitting mobile station 

encrypted information data to and from said radio 

interface in radio interface encrypted information data, 

mobile station enc·ryption processing means for processing 

conversion between user's and cont.rol information data 
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and mobile station transmission information data, and . 
mobile station conversion processing meaqs for processing 

conversion between said mobile station encrypted 

information data and said mobile station transmission 

information data by using radio frame numbers, wherein 

said mobile station conversion processing means comprises 

radio frame number processing means for allowing use of 

any one of said radio frame numbers on processing 

conversion from said user's and control information data 

to said mobile station transmission information data. 

19. A mobile station as claimed in claim 18, 

said mobile station encrypted information data comprising 

downward and upward mobile station encrypted information 

data, said radio interface encrypted information data 

comprising downward and upward radio interface encrypted 

information data transmitted from and to said radio 

interface, said user's and control information data 

comprising downward and upward user's and control 

information data, said radio frame-numbers comprising 

downward and upward radio frame numbers, said radio 

interface transmitting means comprising a mobile station 

receiver for receiving said downward radio interface 

encrypted information data from said radio interface as 

said downward mobile station encrypted information data 

and a mpbile statiQn transmitter for transmitting sa~d 

upward mobile station encrypted information data to said 

radio interface as said upward radio interface ~ncrypted 

information data, said mobile station encryption 
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processing means_ comprising a mobile st.at.ion decrypt. 

processor for processing mobile st.at.ion downward 

transmission information data by using said downward 

radio frame numbers into said downward user's and cont.roi 

information data and a mobile st.at.ion encrypt. processor 

for processing said upward user's and control information 

data into mobile st.at.ion upward transmission information 

data by using said upward radio frame numbers, said 

mobile st.at.ion conversion processing means comprising a 

mobile st.at.ion reception information cont.roller for 

processing conversion of said downward mobile st.at.ion 

encrypted information data into said mobile st.at.ion 

downward transmission information dat.a and a mobile 

stat.ion transmission information cont.roller for 

processing conversion of said.mobile st.at.ion upward 

transmission information data and said upward radio frame 

numbers into said upward mobile st.at.ion encrypted 

information dat.a, wherein said radio frame number 

processing means reads said downward radio frame numbers 

from said mobile st.at.ion downward transmission 

information dat.a for arbitrary use as said upward radio 

frame numbers. 

20. An interface conversion unit. for use in a 

mobile communication system comprising a base st.at.ion 

interface bet.ween a predet.ermined_st.at.ion n~ber of base 

st.at.ions and a base control st.at.ion connected t.o a fixed 

communication net.work and a radio int.erf ace bet.ween each 

of said base st.at.ions and a mobile st.at.ion, said 
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interface conversion unit being interposed between said 

base stations and said base co~trol station to divide 

said base station interface into a base station interface 

connected to each base station for a base station side 

interface encrypted information data of a base station 

side frame format and a control station side interface 

connected to said base control station for a control 

station side interface encrypted information data of a 

control station side frame format for conversion between 

said base and said control station side frame formats, 

wherein said interface conversion unit comprises frame 

format converting means for conversion between a first 

plurality of submultiframes of said base station side 

frame format and a second plurality of submultiframes of 

said control station side frame format, where said second 

plurality is equal to said first plurality times said 

predetermined station number. 


