; A

WITH A UNIFIED FRAME FORMAT

BACKGROUND OF THE INVENTION:

This invention relates.to mobile communication
for transmitting encrypted information data through,
above all, a radio interfacé between a mobile station and
a base station therefor.

A mébile communication system or network of this
type is already known. For example, one is specified in
Chapter 5 of BellCore Technical Reference TR—INS-061313,
Issue 1, October 1993, "General Criteria for Version 0.1
Wireless Access Communication Systems (WACS)".

In the manner which will later be describéd in
greater detail, a mobile communication system'comprises a
base,station interface between a base station and a base
control station and a radio interface between the base
station and each mobile station. The base control
station is connected to a fixed communication network.
Each of the base control station and the mobile station
or stations cqmprises a terminating unit for terminating
encrypted information data sent through the base station.
interface to and from the base station and through the
radio interfacé from and to the mobile staﬁion in a time

division multiplex fashion. Beling processed in a



station, such encrypted information data are herein
called statien encrypted information data. The base
station comprises a transmitting unit for transmitting
the siation encrypted information data through the radio
interface.

The base station interface comprises a digital
_transmission'chhnnel for traesmitting base station
interface encrypted information data of a predetermined
transmission capacity in accordance with a frame format
or structure. Morelparticularly, the data are trans-
mitted in mﬁltiframes. It 15 possible to understandlthat
each multiframe is composed of at least one.submulti-
frame. Each submultiframe %s composed of twenty frames.
Each fraﬁe is composed of first through N-th bits, where
N represents a predetermine& bit numberf The first bit
is used as a frame synchronizing bit between the base
station and the base control station. The second through
the N-th bits haye been used in different manners
" depending on types of the digital transmission channel.

The predetermined transmission capacity is |
typically one of 144 kbit/s, 776 kbit/s, and 1.544
Mbit/s. 1In correspondehee, the digital transmission
channel is one of three."digital subscriber lines"
(hereafter referred to collectively as a DSL channel), a
"high bit-rate digital subscriber line" (hereafter called R
an HDSL channel), and a "digital subscriber line 1"
(hereafter called'a.D81 channel). When either the HDSL

channel or the DS1 channel is used, the frame comprises
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an additional bit which precedes the first bit for use as
a framing bit of the HDSL or the DS1 channel and will
herein be called a zeroth bit.

'In conventional frame formats or structures for
these channels with the zeroth bit of each frame excluded
from'consideration, it is possible to understand that
each multiframe is composed of a single submultiframe in
the DSL and the HDSL channels and of first and second
submultiframes in the DS1 channel, the second sﬁbmulti-
frame succeeding the first submultiframe in each
multiframe. For the DSL channel, the predetermined bit
number is equal to eighteen and is equal to ninety-six
for each of the HDSL and the DS1 channels. For the DS1
channel, ‘the first through the N—th bits of the second
submultiframe are ninety-seventh through one hundred and
ninety-second bits if the bits in each frame ef the
multiframe are serially counted with the zeroth bit
excluded. ' i _ |

For use in the conventional mobile communication
system described in the foregoing, a conventional base
station comprises a base station transmitting or
receiving and sending unit for transmitting base station
encrypted information data from and to the base station
interface in base station interface encrypted information
data. A radio interface transmitting or receiving and
sending unit transmits mobile station encrypted informa-
tion data to and from the radio interface in radio

interface encrypted information data. A base station

¢
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conversion processing unit processes conversion between
the base station interfacé and the radio interface
encrypted information data.

For use in the conventional mobile communfcation
system, a conventional base control station comprises a
base station interface transmitting unit for transmitting
control station encrypted information data to and from
the base station interface in base station interface
encrypted information data. A control étation encryption
processing unit processes conversion between usér's and
control information data and the control station
encrypted information data. A control station conversion
processing or control station number processing unit
processes conversion beéween the control station
encrypted information data and the base station interface
encrypted information data by using radio frame numbers.

For use in the conventional mobile communication
system, a conventional mobile station comprises a radio
interface trénsmitting unit for transmitting mobile
station encrypted information data to and from the radio
interface in radio-interface encrypted information data.
A mobile station encryption processing unit processes
conversion between user's and control information data
and the mobile station encrypted information data. A
mobile station conversion processing unit processes
conversion between the mobile station encrypted
information data and the radio interface encrypted

information data by using radio frame numbers.



The conventional mobile communication system may
comprise an interface conversion unit in the base station
interface. The interfaée conversion unit is used when a '
predetermined station number of individﬁal base siations
are used collectively as the above-mentioned base
station. The individual base stations will hereafter be
referred to simply as base stations. The interface
conversion unit is therefore interposed between the base
stations and the base control station and divides the
base station interface into a base station side interface
connected to each base station and a controi station side
interface connected to the base control staiion.

For é conventional interface conversion unit, the
base and the control statign side intétfaoes may comprise
a common digital transmission channei; 'Alternatively,
the base and the control station side interfaces comprise
different digital transmission channels. In any event,
the base station s}de 1nterface 1s for a base station
side intgrfade enérypted ;nformation data of a base
station side frame fqrmat. The control station side
interface is for a control station side interface
encrypted information data of a coﬁtrol-station side
frame format. Depehding on the circumstances, the
interface conversion unit may be included in the base
control station with the control station side interface
of a negligible interface length. Such an interface
conversion unit is used when a base station frame format

and a control station frame format are used in the base
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étations and in the base control station fof the base
station encrypted information data and.for the control
station encrypted information data described before,
respectively. Under the circumstances, the interface
conversion unit procésses conversion between the base
station side frame format for the base station frame
format and the control station frame format used as the
control station side frame format.

It would have been noticed in the foregoing that
parts in different stations are referred to by using a
common name. For example, the base station interféce
transmitting uni£ is used in both the base station and
the base control station. In the base and the base
control stations, the base station interface transmitiing
units are different units. The common name is, however,
used because it is believed that this would give rise to
no confusion.

In the conventional mobile communication system,
no attention has been directed to unity of the frame
formats used in different types of the base station
interface, namely, used in the DSL channel or channels,
the HDSL channel, and the DS1 channel. As a result, it
has been unavoidable for thé base station and the base
control station to use particular control of the base
station interface depending on the types of the base
station interface. It has also been indispensable for
the interface conversion unit to resort to specifié

control on processing conversion between the base station

Kl
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side frame format and the controi station side frame
format.

Furthermore in the conventional mobile communica-
tion system, the user's information data and the éontrol
informa;iqn data have been encrypted on the radio
interfaée, némely, into the radio interface encrypted
information data, in the base and the mobile stations by
using the radio frame numbers and by sending the radio
frame numbers from tﬂe base control station to the base
station on the base station interface or on the control
and the base station side interfaces. The conventional
base station does not, however, send the radio station
numbers to the base control station as the base station
interface or on the base and the control station side
interfaces. Whereas, a difference may be present in a

propagation delay between a plurality of transmission

lines of the base station interface. Under the circum-

stances, the radio frame numbers sent from the base
control station to the base station and thence to the
mobile station may not necessarily be coincideht with
radio frame numbers which are presumed as presuhed frame
numbers in the. base control station to correspond to the
radio frame numbers sent as actual frame numbers from the
mobile station to the base station. As a consequence,
the control station Qrocessing.unit did not necessarily

process correct conversion from the base station

interface encrypted data into the user's information data

because the processed frame numbers are used in place of

e



the actual frame numbers.

In the conventignai mobile communication network,
each mobile station may not use the radio frame numbers
on supplying the radio interface with the enCryptéa
information data based on user's information data issued
by an attendant to or a user of the mobile station. In
this event, the radio frame numbers are transmitted only
between the base station and the base'cbntrol station and
unidirectionally from the base station to the mobile
station or stations. This has given rise to difficulties
for the base station and the base control station to deal
with the encrypted information data sent ffom each mobile
station to the base contfo; station.

Due to disadvantages éescribed above, the
conventional mobile communication systeﬁ, the base
station, the base control station, the mobile station,
and the interface conversion unit ha&e not been capable
of correctly operable. In order to somehow put these
devices in correct operation, -cost has become objection-
able. Maintenance and Qperation of these'devices have
been troublesome. | |

SUMMARY OF THE INVENTION:

It is consequently an object of the present
invention to provide a mobile communication system of a
WACS type which is inexpensive and easy to maintain and
put in operation-and in which it is possible to encrypt
user's information data even when radio frame numbers are

used as encryption keys.
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It is another object of this invention to provide
a mobile communication system which is of the type
described.and for which a unified frame format 1s used on
transmitting encrypted information data on a base station
interface.

It is a different object of this invention to
provide a base station which is for use in a mobile
communication system of the type deécribed and which is
inexpensive and is easy to maintain and to put in correct
operation. ‘

It is another different object of this invention
to provide a base ¢ontrol station which is for use in a
mobile communication system of the type described and
which is inexpensive and is easy to maintain and put in
correct operation. |

It is still another different object of this
invention to.provide a mobile station which is for use in
a mobile communication system of the type aescribed and“
which is inexpensive and is easy to maintain and put in.
corfect operation. !

It is yet another different object of this
invention to provide an interface conversioh unit which
is for use 1n'a mobile.commuqication system of the-type
described and which is inexpensive aﬁd is easy to
maintain and put in correct._operation. .

Other objects of this invention will become clear

as the description proceeds.
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In accordance with an éspect of this invention,
there is provided a mobile communicatioﬁ system
comprising a base station interface bétween a base
station and a base control station connected to a fixed
communication network and a radio interface between the
base station and a mobile station, the base control
station and the mobile station comprising terminating
means for terminating station éncrypted information data
sent through the base station interface Fo and from the -
base control station and through the radio interface from
and to the mobile station in a time division multiplex
access féshion, the base station comprising transmitiing
means for transmitting the stétion encrypted information
data through the radio interfaée, the base stat'ion
interface comprising a digital transmission channel for
transmitting base station interface encrypted information
data of a predetermined transmission capacity in
multiframes, each multiframe being composed of at least
one submultiframe, each submultiframe being composed of
first through twentietﬁ frames, each frame being composed
of first through N-th bits, where N répresents a
predetermined bit number, the first bit being used as a
frame synchronizing bit betwéen the base station and the
base control station, wherein the second through the N-th
bits are used in transmitting the station encrypted
i;formation data through the base station interface and

the radio interface.
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In accordance with a different aspect of this
invention, there is provided a base station for use in a’
mobile communication system comprising a base station
interface between the base station and a base control
station connected to a fixed communication network and a
radio interface between the base station and a mobile
station, the base station comprising base station
interface transmitting means for transmitting base
statipn encrypted information data from and to the base
station interface ih base station interface encrypted
information data, radio interface transmitting means for
transmitting mobile station transmission information data
to and from the radio inierf;ce in radio interface
encrypted information data, ;nd base station conversion
processing means for processing conversion between the
base station encfypted information data and the base
station transﬁission information data, wﬁerein the base
station conversion procéssing means comprises radié frame
- number processing means for processing radio frame
numbers in the base station encrypted information data
and in the base station transmission information data.

In accordance with another different aspect of
this invention, there is-provide& a base coﬁtrol station
for use in a mobile communication system comprising a

-

base station interface between a base station and the
base control station with the base control station
connected to a fixed communication network and a radio

interface between the base station and a mobile station,
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the base controllstation comprising base station
interface transmitting means for iransmitting control
station encrypted information data to and from the base
station interface in base station interface encrypted
information data, control station encryption processing
means for processing conveision between user's and
control information data and control station transmission
information data, and control station conversion
processing means for prodessing conversion between the
control station encrypted information data and the
control station transmission info;mation data by using
radio frame numbers, wherein the control station
conversion processing means comprises radio frame number
processing means for processing the' radio frame numbers
in the base station interface encrypted information data
and for the user's and control information data.

In accordancé with still another different aspect
of this invention, there is provided'a.mobile statiqn for
usé in a mobile communication system comprising a base
station intérface between a base station and a base
control station connected to a fixed communication
network and a radio interface between the bése étation
and the mobile station, the mobile station comprising
radio interface transmitting means for transmitting
mobile station encrypted information data to and from the
radio interface in radio interface encrypted information
data, mobile station encryption processing means for

processing conversion betwéen user's and control
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information data and mobile station transmission
information data and mobile station conversion processing
means for processing conversion between the mobile
station encrypted information data and the mobille station
transmission information data by using radio frame .
numbers, wherein the mobile station conversion processing
means comprises radio frame nuﬁber processing means for
allowing use of any one of the radio frame numbers on
précessing conversion from the user's ahd control
information data to the m§bile station transmission
information data.

In accordance with yet another different aspect
of this invention, there is provided an interface
conversion unit for use in a mobile communication system
comprising a base station inﬁerfaée between a predeter-
mined station number of base.sﬂhtions and a base control
station connected to a fixed communication network and a
radio interface between each of the base station and a

“mobile station, the inteiface conversion unit being
interposed between the base stétions and the base control
station to divide the base station interface into a base
station side interface connected to each base station for
a base station side interface encrypted information data
of a base station side frame format and a control station
slde interface for a control station side interface
encrypted information data of a control station side
frame format for conversion between the base and the

control station side frame formats, wherein the interface
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conversion unit comprises frame format converting means
for cénversion between a firs£ plurality of submulti-
frames of the base station side frame format and a second
plurality of submultiframes of the control station side
frame format, where the second plurality is equal to the
first plurality times the predetermined station number in
each multiframe.

BRIEF DESCRIPTION OF THE DRAWINGS:

Fig. 1 is a block diagram of a general mobile
communication system to which the instant invention is
applicable; |

Fig. 2 is a block diagram of a conventional base

control station for use in the mobile communication

system depicted in Pig. 1;

Fig. 3 is a:block diagram of a con§entiona1 base
station for use in the mobile communication system shown
in Fig. 1;

.Fig. 4 is a block diagram of a conventional
mobile station for use in the mobile communication'system
illustrated in Fig. 1;

Fig. 5 1s a schematic representation of a
conventional frame format of a base station interface
encrypted information data used in the mobile
communication system illustrated in Fig. 1;

Fig. 6 1s another schematic representation of the
conventional frame format iliustrated in Fig. 5;

Fig. 7 is still another schgmatic representation

of the conventional frame format depicted in Fig. 5;



Ty

15

Fig. 8 is a block diagram of a base control
station for use in a mobile c&mmunication system which is
illustrated in Fig. 1 and is according to an embodiment
of the instant invention; o

Fig. 9 is a block diagram of a base station for
use in the mobile communication system mentioned in
conjunction with Fig. 8;

Fig. 10 is a block diagram of a mobile station
which may be used in the mobile communication system
mentioned in connection with Fig. 8;

| Fig. 11 is a schematic representation of a frame
format used for base station interface encrypted
information data in the mobile communication system
mentioned in cénjunction with Fig. 8;

Fig. 12 is a schematic illustration of a detailed
format of the frame format depicted in Fig. 11;

Fig. 13 is a schematic illustration of another
detailed format of the frame format shown in Fig. 11;

Fig. 14 is another schematic representation of
the frame format mentioned in conjunction with.Fig; 11;

Fig. 15 is a schematic illustration of a detalled
format of the frame format depicted in Fig. 14;

Fig. 16 is a schematic illustration of another
detailed format of the frame format shown in Fig. 14;

Fig. 17 is still another schematic representation
of the frame format mentioned in connection with Fig. 11;

and
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Fig. 18 1s a block diagram of an interface
conversion unit for use in the mobile communication
system mentioned in conjunction with Figr 8.

DESCRIPTION OF THE PREFERRED EMBODIMENT:

Some of the drawing figures mentioned above
correspond as follows to the figures in the Chapter 5
cited heretobefore.

Fig. 1 t0 Figure 5.0-1 and Figure 5.3-1; Fig.'s
to Pigure 5.3~12; and Figs. 6 and 7 to Figure 5.3-6.

Referring to Fig. 1, a mobile commuhication
system comprises in general a predetermined station
number of base stations and a base control stationm 21
connected te an exchangé office (not shown) of a fixed

communication network 23. In the example being illust-

rated, a base station 25 is depicted. 1In a service area

of the base station 25, a plurality of mobile stations
are present elther moving or in standstill. As a
representative of the mébile stationsg, a mobile station
27 is depicted. Between the base station 25 and the base
control station 21, the mobile communication system may
comprise an interface conversion unit 29 which is
1llustrated in Figuxe 5.4-1 of the above-mentioned
Chapter 5. |

The mobile communication system comprises a base

station interface 31 between the base station 25 and the

~ base control station 21. When used, the interface

conversion unit 29 divides the base station interface 31

" into a base station side 1nter£éce 33 connected to each
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of the base stations, such as the base station 25, and a
control station interface 35 connected to the base
control station 21. A radio interface 37 is between the
base station 25 and each of the mobile stations, such as
the mobile station 27. Such interfaces 31, 33, 35, and
37 are for transmitting various signals in the manner |
described in the following. When trangmitted from the
fixed communication network 23 to the base control
station 21, therefrom to the base station 25, and thence
to the mobile station 27, the signal will herein be
called a downward (going or sent) signal. When propa-
gated from the mobile station 27 towards the fixed
commuhication network 23, the signal will be called an
upward signal. When destined to ;nother mobile station
currently present in-the service area of the base station
25, an upward signal may be sent from the base station 25
to this other mobile station as the downward signal.

It will be presumed for ihe time being that the
intgrface conversion ugit 29 is not 1n£erposed in the
base statioﬁ interface 31. In this event, the base
station interface 31 cdmprises a digital transmission
chanhel of a predetermined data transmission capacity.

- Typically, the base station interface is composed of
three DSL (digital subscriber lines) channels, each
having the transmission capacity of 144 kbit/é.
Alte;natively; the base station 1nterfaqe 31 is composed
of one HDSL (high bit-rate digital subscriber.line)

channel of 766 kbit/s. As a further alternative, the
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base station intérface 31 is composed.of one DS1 (digital
subscriber line 1) channel of 1.544 Mbit/s.

Referring to Fig. 2 with Fig. 1 continuously
referred to, a conventional base control station 21
comprises a control station encrypt processor 39 supplied
with downward radio frame numbers (RFN) and downward
user's and control information data (INF). 1In general,
the downward user's information data are sent from the
fixed communication network 23 by users'of the network
23. Together with the downward control information data,
the downward radio ffame numbers may be generated in the
base control station 21. Using the downward radio frame
numbers as encryptiné keys, the encrypt processor 39
encrypts the downward user's and control informationldata
into control station downward transmission 1nf§rmation
data.

A control station transmission information
controller 41 compiles the control station downward
transmission information data and the downward rédio
frame numbers into downward control station encrypted
information data in compliance with a base station

interface frame format or structure which will presently

be deséribed; A control station transmitter 43 sends the

downward control station encrypted information data to
the base station interface 31 as downward base staﬁion
interface encrypted information data.

From the base station interface 31, a. control

siation receilver 45 feceives_upward base station

X}
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interface encrypted information data as upward control
station encrypted information data. By using presumed
frame numbers, a control station reception information
controller 47 separates upwafd encrypted user's and
control information data from the upward control station
encrypted information data as control étation upward
transmission information data. Supplied through a
connection 49 with the downward radio frame numbers as
decrypting keys, a control station decrypt processor 51
decrypts the upward encrypted user's and control informa-
tion data into upward user's and control information
data. The upward user's information data are sent in
general to the fixed communication network 23. For use
as the presumed frame numbers in the reception
information controller 47, the downyard radio frame
numbers are used besides in the encrypt processor 39, the
transmission information controller 41, and the decrypt
processor 51. | |

Referring to Fig. 3 with Figs. 1 and 2Jcontinuous-
iy referred to, the base station 25 comprises a base
station downward receiver 53 for receiving the downward
control station encr?pted information data from the base
station 1nterfacel31 as downﬁard base station encrypted
information data. A base station transmission frame
controller 55 processes the downward base station
encrypted information data into base station downward
transmission information data by recompiling the base

station interface frame format into a radio interface
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format.

A base station downward transmitter 57 feeds the
base station downward transmission information data
through a base station duplexer 59 to a base station
antenna 61 as downward radio interface encrypted
information data. The antenna 61 propagates the downward
radlo interface encrypted information data to the radio
interface 37.

Through the radio intexrface 37, the base station
antenna 61 receives upward radio interface encrypted
information data. Connected to the base station duplexer
59, a base station upward recelver 63 receives the upward
radio interface encrypted inform?tjon data as base
station upward transmission information data. A base
station reception frame information controller 65
processes the base station upward transmission
information data into upward base station encrypted
information data. A base station upward transmitter 67
transmits the upward base station encrypted information
data to the base station interface 31 as the upward base
station interface encrypted information data.

Referring to Fig. 4 with Figs. 1 and 2 continuous-
ly referred to, the mobile station 27.comprises a mobile
stéiion antenna 69 connected to a mobile station duplexer
71. The mobile station antenna 69 is for catching the
downward radio interface encrfbted information data
propagated through the radio interface 37 from the base

station 25 and for propagating the upward radio interface

i
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encrypted information data to the radio interface 37 and
thence directed to the base étation 25.

Connected to the moblle station duplexef 71, a
mobile station receiver 73 receives as downward mobile
station encrypted informatibn data the downward radio
interface encrypted information data directed to the
moblle station 27 being illustrated. A moblle station
reception information controller 75 processes the
downward mobile station encrfpted information data into
mobile station downward transmission informatioh data in
which the user‘'s information data may be encrypted at the
base control station 21 by using the downward radio frame
numbers. A moblle station decrypt processor 77 decrypts
the m;hile station downward transmission information data
by the downward radio frame numbers for use by an
attendant to the mobile station 27 into the user's
information data which may be initiated by a user in the
fizxed communication network 23.

In the moBile.station 27, a mobile station
encrypt processor 79 processes upward usér's information
data supplied thereto by the attendant and upward control
information data into mobile station upwérd transmission -
information data by using upward radio frame numbers
which will presently be described. A mobile station
transmission controller 81 complles the upward
transmission information data and the upward radio frame
numbers inte upward mobile station encrypted'information

data. Connected to the mobile station duplexer 71 and to
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the mobile station transmission controller 81, a mobile
station transmitter 83 feeds the upwara mobile station
encrypted information data to the mobile station antenna
69 as the upward radio interface encrypted information
data.

In Figs. 1 through 4, the mobile station
reception informétion conyroller 75 comprises a memory
device (not shown) for keeping, as a stored frame number,
one of the downward radio frame numbers that is processed
thereby at a time instant. A predetermined time interval
after the time instant, the memory device may supply the
stored frame number to the mobile station encrypt
processor 79 for use as an upward radio frame number.

In the upward controi_station.encrypted information data,
this upward radio frame:number'reaches the control
station reception information controller 47. A time
difference between .use of the above-mentioned ohe of the
downward radio frame numbers in the control station
transmission information controller 41 and arrival of the
upward radio frame number at the con£r01 station
reception infofmation controller 47 depends on a
propagation delay which is unavoidable in the radio
interface 37. It has consequently béen necessary to use
the presumed frame number in the control station
reéeption information controller 47.

Turning to Fig. 5 with Figs. 1 through 4 conti-
nuously referred to, a conventional_framé format or

structure will be described for the station and the
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interface encrypted information éata in connection with
each multiframe for the DSL channel. Each multiframe

has a multiframe duration of 2.5 ms and is composed of
Eirst through twentieth frames indicated vertically along
a left side, each having a frame length of 125
microseconds.

Each frame is composed of first through eighteen-
th bits indicated horizontaily along a top side. 1In each
of the first through the twentieth frames, the first bit
is used as a frame synchronizing bit or woxrd (SW) between
the base station 25 and the base control station 21. The
ggcond through the eighteenth bits in each of the first
thrdugh the tenth £rames and ;he second through the
seventeenth bitgs in each of tge eieventh through the
twentieth frames are used for payload (PL) piimarily on
the radio interface encrypted information data. In each
of the eleventh through the twentieth frames, the
eighteenth bit is used as a maintenance bit (EOC) between
the base station 25 and the base control station 21.

In the mannexr which will later become clear, the
payload comprises, in thé ra&ib interface encrypted
information data, the user's information data and the
control information data. Radio frame numbers (RFN) are
transmitted as parts of the control information data
through the base station interface 31 from the base

control station 21 to the base station 25 and not from

the base station 25 to the base control station 21.
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Further turning to fig. 6 with Figs. 1 through 4
continuously referred to, a conventional frame format
will be described for the station and the interface
encrypted information data in connection with each
multiframe for the HDSL channel. Each multiframe has a
frame duration of 2.5 ms and is composed of first through
twentieth frames, each having a frame length of 125
microseconds.

Each frame is composed of first through ninety-
seventh bits. In each of the first through the twentietn
frames, the first bit is used as a framing bit (F) for
the HDSL channel. The second bit is used as a frame
synchronizing bit (SW) between the base station 25 and
the base control station 21. The third through ﬁﬂe tenth
bits are used as maintenance bits (EOC) between the base
stntion 25 and the base control station 21. The eleventh
through the thirteenth bits are reserved as reservation
bits (RES). The fourteenth through the ninety-seventh
bits are used for payload (PL) on the radio-interface 37.
The radio frame numbers are used in the manner described
in conjunction with Fig. 5. .

Still furthér turning to Fig. 7 with Pigs. 1
through 4 continuously referred to, a conventional frame
format will be desnribed for the station and the inter-
face encrypted information'data in connection with each
multiframe for the DS1 channel. Each multiframe has a
frame duration of 2.5 ms and is composed of first through

twentieth frames, each having a frame lengih of 125
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microseconds.

Bach frame is compqsed of f£irst through one
hundred and ninety-third bits. The first bit is used as
a framing bit (F) for the DS1 channel. The second and
the ninety—eightﬁ bits are used as frame synchronizing
bits (SW) between the sase station 25 and the base
control station 21. The third through the tenth bits and
the ninety-ninth through the one hundred and sixth bits
are used as maintenance bits betwéeh the base station 25
and the base control station 21. The eleventh through
the thirteenth bits and the one hundred and seventh
through the one hundred and ninth bits are reserved as |
reserved bits (RES). The fourteenth through the ninety-
seveﬁth bits and the one hundred and tenth through the
one hundred and ninety-third bits are.used for payload on
the radio interface 37.

The radio frame numbers are used in the manner
described in connection with Fig. 5. It is possible to
undexrstand when the first bit is exéluded from each frame
that each multiframe is composed of first and second
submultiframes, each composed of ninety-six bits in each
of the first through the twentieth frames.

Reviewing Figs. 5 and 6 with Pigs. 1 through 5
continuously referred to,sit is possible in Fig. 6 to
understand. that each maltiframe is composed of a single
submultiframe compéising-nihety—six bits in each of the
first through the twentieth frames when the first bit is

excluded. It is also possible in Fig. 5 to undexstand

FEX]
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that each multiframe is composed of a single submulti-
frame consisting of eighteen bits in each of the first
through the twentieth frames. Three DSL channels:are
used collectively as the digital transmission channel of
the base siation interface 31. Consequently, it would
not be difficult for the interface conversion unit 29 to
process conversion between the frame formats for the HDSL
and the DS1 channels. Conversion between the frame
formats for three DSL channels and the HDSL or the DS1
channel has, however, been next to impossible.
| Referring now to Fig. 8 with Fig. 1 again

referred to, the present invention will be described.
Similar or corresponding parts are designated hereafter
by like reference numerals and ;re similarly operable
with likewise named signals unless otherwiée specifically
mentioned. It should be noted throughout the following
that the mobile station 27 supplies the radio interface
37 with upward mobile station encrypted information data
together Qith an upward radio frame number in the manner
which is described heretobefore and will later be
described in greater detail. According to a preferred
embodiment of this inveﬁtion, the mobile communication
system is not different in structure from that
illustrated before with reference to Fig. 1.

In Fig. 8, a novel base control station 21 ‘does
not comprise the connection 49 described in conjunction
with Fig. 2 and comprises instead a control station radio

frame number processor 85 having a processor input
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terminal connected to the control station reception
information controller 47 and a processor output terminal
connected to the control station decrypt processor 51.
The reception information controller 47 processes-ihe
upward control station encrypted information data into
the control station upward transmission or reception
information data which are upward user's and control
information data encrypted at the mobile station 27.
From the upward transmission information data, the radio
frame number processor 85 separates or reads the upward
radio frame number for supply to the decryp; processor
51. Correctly using the upward radio frame number, the
decryét processor 51 recovers the upward user's and.
control information data.

Referring to Fig. 9 with Figs. 1 and 8 continu-
ously referred to, the base sta}ion 25 additionally
comprises a base station radio frame number processor 87
between the base station transmission and reception frame
controilers 55 and 65. From the downward base station'
encrypted information déta processed by the transmission
frame controller 55, the radio f;ame number processor 87
reads the downward radio frame numbers for storage
~ therein as'siored £rame numberé. By the reception frame
controller 65, the stored frame numbers are added to or
used in the base station upward transmission information

for conversion into the upward base station encrypted

information data.

‘¢
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Referring to Fig. 10 with Figs. 1, 8, and 9
continuously referred to, the mobile station 27 may
comprise a mobile station radio frame number processor 89
having a processor input terminal connected to thé mobile
station reception information controller 75 and a
processor output terminal connected to the mobile station
encrypt processor 79. If used, this radio framé number
processor 89 1is operable like the base station radio
frame number processor 87. The moblle station radio
frame number processor 89 allows ihe mobile station
encrypt processor 79 to use any one of the stored frame
numbers in encrypting the upward user}s information data.

Reviewing Figs. } and 8 through 10, the mobille
station 27 need not use the upward radio frame numbers.
In this event, the mobile station 27 produces the user's
information data the above~mentioned predetermined time
interval after the time instant of reception of the
downward user's and control information data and sends no
upward radio frame number or numbers to the base station
25 through the radio interface 37. Even under the
circﬁmstances, the base station radio frame number
processor 87 adds the upward radio frame numbers in exact
coincidence with the downwafd radio frame numbers
regardless-of the difference in the propagation delay.

Referring afresh to Fig. 11 with Figs. 1 and 8
through 10 continuously referred to, a novel frame format
or'structure corresponds to the conventional frame format

illustrated with reference to Fig. 5 and for use in the

'L
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mobile communication system being illustrated. For use
as the frame synchronizing bit, the maintenance bit, the
payload, and the 11ke; the bit numbers are additionally
indicated in parenthesés. -

Among the first through the eighteenth bits in
each of the first through the eighteenth frames, the
first bit is used on the frame synéhronizing'bit or word
{SW) between the base station 25 and the base control
station 21. Thé second bit is used as the maintenance-
bit (EOC) between the Bage'station 25 and the base
control station 21.° The.third through the eighteenth
bits axe used for the payload (PL) on the'radio interface
37. _
. _ i

! Turning to Fig. 12 with Figs. 1 and 8 through 11
continuously referred to, the payload for the downward
information data is depicted in detail in connection with
the DSL channel. The third through the eighteenth bits
of the first through the nineteenth frames and the third
'lﬁrough the thirteenth bits of the twentieth frame are
divided into first through third equal parts, each part
consisting of one hundred and five bits. In the
twentieth frame, the fourteenth through the eighteenth
bits are reserved as reservation bits (RES). '

In each of the first through the third equal
parts, the bits will be couptea from the first frame
to the twentieth frame and in each frame in the ascending
order from the third bit to the eighteenth bit. Starting

from each leading end, fourteen bits are used
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collectively as a synchronizing code (SYC) including
three bits which are used to represent the downward radio

frame number (RFN). Following these fourteen bits, ten

bits are used for slow channel (SC). Further following,’

eighty bits are used for fast channel (FC). At the end
of each part, one bit is used as the power control bit
(PCC) for the mobile station 27.

Further turning to Figs. 13 with Figs. 1 and 8
through 12 continuously referred to, the paylocad for the
upward information data is used as follows. The first
through the third equal parts are defined like in Fig. 12
with the bits similarly counted in each'part.

Fourteen bits are for radio link measurements
(RLM) described in the Chapter 5 mentioned hereinabove.

Following, ten b;ts are used for the slow channel (SC).

- Further following, eighty bits are used for the fast

channel (FC). At a trailing end, one bit is used as the
upward radio frame number which may be added at the base
staiion 25,

Referring to Fig. 14 with Figs. 1 and 8 through
13 ‘continuocusly referréd to, another novel frame format
correqﬁonds to the conventional frame format described
with iefgrence to Fig. 6. Excluding the youngest or
smallest numbered bit which maf now be called a zeroth
bit in each of the first through the twentieth fraﬁes.
each multiframe is divisible now into first and second
;ubmﬁltiframes I and II, each c&mposed of forty-eight
bits in each frame. ‘These bits will be renumbered into
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first through forty-eighth bits.

In each multiframe, the zerxoth bit 1s used as the
framing bit (F) for the HDSL channel. In each of-the
first and the second submultiframes, the first bit is
used as the frame synchronizing bit (SW) between the base
station 25 and the base control station 21. The second
bit 1is used as the maintenance bit (EOC) between the base
station 25 and the base coﬁtrol station il. The third
through the forty-fourth bits are used for the payload
(PL) on the radio intexface 37. When the interface
conversion unit 29 is used, the forty-fifth through the
forty-eighth bits are used as maintenance and control
bits (C) therefor. When the interface conversion uﬁit 29
is not used,.the foriy—fifth through the forty-eighth
bits are reserved as: the :eserv?tion bits.

Turning to Figs. 15 and 16 with Figs. 1 and 8
through'll continuously reférred to, tﬁe first through
the forty-second bits of the first through the twentieth
frames are divided into first through'eightﬁ equal parts,
eéch consisting of one hundred and five bits. In each of
the first through the eighth equal parts, the bit will be
counted from the first frame to the twentieth frame and,
in each of the framés, from the third bit to the forty-
eighth bit. Along a top side of the first through the
twentieth frames, these bits are indicated afresh by
numbers 1 through 42. - |

Fig. 15 is a detailed frame forxrmat for the

payload in the downward information data. As counted
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starting from a-leading end bit of each of the first
through the eighth eqﬁal parts, fourteen bits are
collectively used as the synchronizing code (SYCf
including three bits used to represent the downward radio
frame numbers. Following, ten bits are used for the slow
channel (SC). Further following, eighty bits are used
for the fast channel (FC). At the énd of each part, one
bit is used as the powei contiol bit (PCC) :or the moblle
station 27.

_ Fig. 16 shows a detailed frame format for the
payload in the upward information data. Starting from a
leading bit in each of the first through the eighth equal
parts, fourteen bitge are used Sor t+he radio link
measurements (RIM). Following: te; bits are uséd for the
slow channel (SC). Further following, eighty bits are
used for the fast channel (FC). When three bits are used
for the downward radio frame numbers in the manner
described in connection with Fig. 15, a trailing bit in
each qf the first through the third equal paris is used
to indicate the uﬁward radio £rame number. Such trailing
bits are reserved as the ieservation bits (RES) in the
fourth through the eighth équal parts.

Referring to Fig. 17 with Figs. 1 and 8 through
is continuously referred to, still another novel frame
rorﬁdt corresponds to the .conventional frame format
iTlugtrated with reference io'rié. 7. Like in Fig. 13,
each multiframe is divided into. first through fourth

equal parts. In other respects including the détailed

L
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frame formats for the payloads in the downward and the
upward radio frame numbers, use of individual bits is
similar in each of the first through the fourth
" submultiframes I, II, III, and IV and in each of the
first through the eighth equal parts.

| Reviewing Figs; 11 through 17, the novel frame
formats are unified in common to each of the three DSL
channels, to the HDSL channel, and to the DSl channel.
The detailed frame formats are also unified. The
reservation bits are used only where it is iﬁdispensable
to use. In addition, it is possible to uée the
reservation bits afresh as the maintenance and control
bits for the interface conversion unit 29.

Referring afresh to!Fig. 18 in addition to Figs.

1 and 8 through 17, a novel:interface conversion unit 29
is used between the base station side interface 33 and
the control station side interface 35 for use in-
processing a bidirectional conversion in the frame format
between two sets of the three DSL channels (3DSL) and the
HDSL channel used éollectively as the base statioh side
interface 33 and the HDSL channel used as the control
station side interface 35, between two sets of the HDSL
channels'(ZHDSL) used altogether as the base station side
interface 33 and the DS1 channel used as the control
station side interface 35, and-between four sets of the
three DSL channels used altogether as the base station
side interface 33 and the DS1 channel used as the control

station side interface 35.

¢
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Like in the conventional mobile communication
system of the type illustrated with reference to Fig. 1,
a predetermined station number of base sﬁations 25 are
used for each base control station 21. The predetérﬁined
station number is equal to thé above-described number of
sets. It will be assumed in the following that two base
stations 25 are connected to two sets of either the three
DSL channels or the HDSL channel.

| In correspondence to the two base stations 25,
the base station side interface 33 transmits first and
second downward and firs£ and second upward base station
side interface encrypted information data. The first or
the second downward or upward base station side interface
encrypted information data have a base station side frame
format. The control station side interface 35 transmits
downward and upward control station side interface
encrypted information data of a control station side
frame format.

The interface conversion unit 29 comprises first
and second base station side transmitters 91 or, more
particulafly, 91(1) and 91(2), connected to the base
station side interface 33. As the first and the second
downward base station side 1ntéiface encrypted
information data, these transmitters 91 send first and
second downward base station side encrypted information
data having the base station side frame format in common.
Connected t6 the base station side interface 33, first

and second base station side receivers 93 or 93(1) and

¢
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93(2) receive the first and the second upward base
station side interface encrypted information data as
first and second upward base station side encrﬁptea
information data sharing the base station side frame
format, respectively. |

Connected to the control station side interface
35, a control station side transmitter 95 and a control
station side receiver 97 sends upward control station |
side encrypted information data as the upward control
station side interface encrypted information data and
recelves the -downward control station side interface
encrypted information data as downward control station
side encrypted information datﬁ, respectively. The
downward and the upward controi station s;de encrypted
information data have the control station side frame
format in common. ‘

A conversion unit frame format converter 99
converts the downward control station side encrypted
information data into the first and the second downward
base station side encryptgd.inforﬁaiion aata and the
first and the second upward base station side encrypted
information data into the control station side encrypted
information data. It .is now readily possible for the
frame unit converter 99 to process cohversioh between the
base and the control station side frame formats. The

novel interface conversion unit 29 is much simplified in

structure.

L



36

While this invention has thus far been described
in specific conjunction with a sole preferred embodiment
thereof and the novel base station, base control station,
mobile station, frame formats, and interface conversion
unit, it will now be possible for one skilled in the art
to carry this invention into practice in various other
manners. Above all, it is possible to use the encryption
keys either in place of or in combination with the radio
frame numbers. When the radio frame qumbers are not used
as the encryption keys, it is possible in the mobile
communication system of this invention to use mobile

stations currently available on the market for use in the

WACS system.

i
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WHAT IS CLAIMED IS:

1. A mobile communication system comprising a-
base station interface between a base station and}a base
control station connected to a fixed communication
network and a radio interface between said base station
and a mobile station, said base control station and said
mobile station comprising terminating means for
‘terminating station encrypted information data sent
through said base station interface to and from said base
station and through said radio interface from.and to said
mobile station in a time division multiplex access
fashion, said base station comprising transmitting means
for transmitiing.said‘station encrfpted information data
through said radio interface, said :base stat;bn interface
comprising a digital transmission channel for
transmitting base station interface encrypted information
data of a predetermined tranémission_capacity in
multiframes, each muliiframe being composed of at least
one submultiframe, each submultiframe being composed of
first through twentieth frames, each frame being composed
of fifst through N-th bits, where N represents a
predetermined bit number, the first bit being used as a
frame synchronizing bit between said base station and
said base control station, wherein the second through the
N-th bits are used in transmitting said station encrypted
.information data through said base station interface and

said radio interface.
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2. A mobile communication system as claimed in
claim 1, said base station interface comprising
collectively as said digital transmission channel three
subscriber line channels, each having 144 kbits/s:as said
predetermined transmission capacity, said at least one
submultiframe being one in number, said predetermined bit
number being equal to eighteen, wherein:

the second bit is used as a maintenance bit for
said base station and said base control station;

the third through the eighteenth bits being used
for the station encrypted information data transmitted
through said base station interface and said radio -
interface.

3. A mobile communication s§stem as claimed in
claim 2, said base station interface: encrypted
information data being downward base station interface
encrypted information data transmitted from said base
station to said mobile station, wherein the third through
the eighteenth bits of the first through the nineteenth
frames and the third through the thirteenth bits of the
twentieth frame are divided into first through third
equal parts with the fourteenth through the eighteenth:
bits of the twentieth frame used for reservation bits,
each part consisting of one hundred and five bits, twenty-
four bits of said one hundred and tivé bits beiné used
for the control information data including radio frame
numbers, eighty bits of said one hundred and five bits

being used for encrypted data of said downward base
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station interface encrypted information data, one bit of
sald one hundred and five bits being used as a power
control unit for said mobile station.

4. A mobille communication system as claimed in
claim 3, wherein three bits of said twenty—four bits are
used in said first through said third parts in said radio
frame numbers. | |

5. A mobile communication system as claimed in
claim 2, sald base station interface encryptéd
information data being upward base station interface
encrypted information data transmitted from said mobile
station towards said base station, wherein the third
through the eighteenth bits of the first through the
nineteenth frames and the third through the thirteenth
bits of the twentieth frame are divided into first
through third egual parts with the fourteenth through the
eighteenth bits of the twentieth frame used for
reservation bitsg, each part consisting of one hundred and
five bits, the twenty-four bits of said one hundred and
five bits being used for the contr§1 information data of
.sald user's and control information data, eighty bits of
.said one hundred and five bits being used for encrypted
data of said upward base station intérface encrypted
information data; one bit of saia one hundred én¢ five
bits being used in said first through said third equal
parﬁs for radio frame numbers. |

6. A mobile communiéation system as claimed in

claim 1, further'comprising an"interface coﬁversion un1£
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between said base station and said base control Qtation
to divide said base station interface into base and
control station side interfaces, the digital transmission
channel of said base and said control station sidé'
interfaces being a high bit-rate subscriber line channel
having 766 kbit/s as said predetermined transmission
capacity, said at least one submultiframe being first and
second submultiframes, said predetermined bit number
being equal to forty-eight, each multiframe further
comprising a zefoth bit for use as a framing bit in
common to said first and said second submultiframes to
precede the first bit of said first submultiframe,
wherein: '

the sécond bit is used as ajmaintenance bit
between sald base station and said base contr61 station;

the third through the forty-fourth bits being
used for the station encrypted 19formation data
transmitted through said base and said control station
side interfaces and said radio interface; ' .

the forty~fifth through the forty-eighth bits
being used as maintenance and control bits for said
interface conversion unit.

7. A mobille communication system as claimed in
claim 6, said base station interface encrypted
information data beiqg downward base station interface
encrypted information data téansmitted from said base
station.to said mobile statibn, wherein the third through

the eighteenth bits of the first through the nineteenth

"
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fiames and the third through- the thirteenth bits of the
twentieth frame are divided into first through eighth
equal parts with each part composed of one hundred and
fi?e bits, twenty-four bits of said one hundred ana five
bits being used for the control infofmation data
including radio frame numbers, eighty bits of said one
hundred and five bits being used for encrypted data of
said downward base station interface encrypted
information data, one bit of said one hundred and five
bits being used as a power control bit for said mobile
station.

8. A mobile communication system as claimed in
claim 7, wherein three bits of said one hundred and five
bits are used in said first through said eighth equal
parts for said Fadio frame numbers.

9. A mobile communication system as claimed in
claim 6, said base station in;erface encrypted
information data being upward base station interface
encrypted information déta transmitted from said mobile
station towards said base station, wherein the third
through the forty-fourth bits of the first through the
twentieth frames are divided into first thrbugh eighth
' équal parts with each part composed of one hundred and
five 5its, twenty-four bits of said one hundred and five
bits being used for the control infq:mation data, eighty
bits of said one hundred and five bits being used for
encrypted data of said upward base station interface

encrypted information data, one bit of said one hundred
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and five bits being used in said first through said
eighth eqﬁal parts being used for radio frame numbers.

10. A mobile communication system as claimed in
claim 1, further comprising an interface conversion unit
between said base station and said base contrdl station
to divide saild base station interface into base and
control station side interfaces, the digital~transmission
channel.of said base and said control station side
interfaces being a subscriber line 1 channel having 1.544
Mbit/s as said predetermined transmission capacity, said
at least one submultiframe being first to fourth
submultiframes, said predetermined bit number being equal
to forty-eight, each submultiframe further comprising a
zeroth bit for use as a framing bit in common to said
first through said fourth submultiframes to precede the
first bit of said first submultiframe, wherein:

the second bit is used as a maintenance bit
beiween said base station and said base coﬁtrol station;

the third through the forty-fourth bits being
used for the station encrypted information daté
transmitted through said base and said control station
side interfaces and said radio interface;

the forty-fifth through the forty-eighth bits
being used as maintenance and control bits for said
interface conversion unit. .

11. A-ﬁobile communication system as claimed in
claim 10, said base station interface encrypted

information data being downward base station interface
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encrypted infofmation data transmitted from said base
station to said mobile station, whereih the third through
the forty-fourth bits of the first through the twentieth
frames are divided into first through eighth equal parts
with each part composed of one hundred and five bits,
twenty—four bits of said one hundred and five bits being
used for the control information data including radio
frame numbers, eighty bits of said oné hundred and five
bits being used for encrypted data of said downward base
station interface encrypted information data, one bit of
sald one hundred and five bits being used as a power
control bit for said mobile station.

12. A mobile communication system as claiﬁed in
claim 11, wherein three bits of said éwenty—four bits are
used in said first through said eighth equal paris for
radio frame numbers. |

13. A mobile communication system as claimed in
claim 11, sald base station interface encrypted
information data being upward base station interface
encrypted information data transmitted from said mobile
station towards sald base station, wherein the third
through the forty-fourth bits of the first through the
twentieth frames are divided into first through eighth
equal parts with each part composed of one hundred and
five bits, twenty-four bits of said one hundred and five
bits being used for the control information data, eighty
bits of said one hundred and.five bits being used for

encrypted data of said upward base station interface

Iz
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encrypted information-data, one bit of said one hundred
and five bits being used in said first through said
eighth equal parts for radio frame numbers.

l4. A base station for use in a mobile
communication system comprising a base station interface
between said base station and a base control station
connected to a fixed communication network and a radio
interface between said base station and a mobile station,
said base station comprising base station interface
transmitting means for transmitting base station
encrypted information data from and to said base station
interface in base station interface encrypted information
data, radio interface transmitting means for transmitting.
base station transmission information data to!and from |
sald radio interface in radio interface encrypted
information data, and base station conversion processing
means for processing conversion between said base station
encrypted information data and said base station
transmissioh information data; wherein sald base station
conversion processing means comprises radio frame number
processing means for processing radio frame numbers in
said base station encrypted information data and ih said
base station transmission information data.

15. A base station as claimed in claim 14, said
base station encrypted'information data comprising |
-downward and upward base'station encfypted information
data, said base station interface encrypted information

data comprising downward and .upward base station

Pl L)



g

45

interface encrypted information data transmitted from and
to said base station interface, respectibely, salid radio
interface encrypted information data comprising downward.
and upward radio interface encrypted information data
transmitted from and to said radio interface,
respectively, and including base étaﬁion downward and
upward transmission information data, respectively, saild
base station interface transmitting means comprising a
base station downward receiver for recelving said

- downwaxrd base station interface encrypted informatiqn
data as said downward base station encrypted information
data ‘and a base station upward transmitter for
transmitting said upward base station encrypted
information data as said upward base station interface
encryptgd information data, said radio interface
transmitting means comprising a base station downward
transmitter for transmitting sald base stétion downward
transmission information data as said downward radio
interface encrypted information data and a base station
receiver for receiving said upward radio interface
encrypted information data as said base statiqn upward
transmission information data, said base sta;ibn
conversion processing means comprising'a bése station
transmission frame controller for processing said
downward base station encrypted information data into
said base station downward transmission information data
and a base station reception frame controller for

processing said base station upward transmission
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information data into said upward base station encrypted
information data, wherein said radio frame number
processing means is for reading for storage as stgred
frame numbers the radio frame numbers used in said base
station transmission controller on processing said
downward base station encrypted information data into
sald base station downward transmission information data
and for delivering sald stored frame numbers to said base
station reception frame controller for use on processing
sald base statién upward transmission information data
into said upward base station encrypted information data.
16. A base control station for use iﬁ a mobille
communication system comprising a base station interface
between a base station and said basejcontrol station with
sald base cdntrol station conngcted to a fixed
communication network and a radio interface between said
base station and a mobile station, said base control
station comprising base station interface transmitting
means for transmitting control station encrypted
ihformation data to and from said base station interface
in base station interface encrypted information data,
control station encryption processiﬁg means for
processing conversion between user's and control
information data and control station transmission
information data, and control station conversion
processing means for processing convérsion between said
control station encrypted information data and said

control station transmiss;on.information data by using
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radio frame numbers, wherein said control station
conversion processing means comprises radio frame number
processing means for processing radio frame numbers in
sald base station interface encrypted information data
and for said user's and control information data.

17. A base control station as claimed in claim
16, said control station encrypted information data
comprising downward and upward control station encrypted
information data, said base station interface encrypted
information data comprising downward and upward base
station interface encrypted information data transmitted
to and from said base station interface, respectively,
said user's and control information data comprising
downward and upward user's and cont;ol information data,
said radio frame numbers comprising ‘downward aﬁd upward
radio frame numbers, said base station interface
transmitting means comprising a control station
transmitter for transmi;ting said downward control
station encrypted information data As sald downward base
station interface encrypted information data and a
con£r01 station receiver for receiving said upward base
station interface encrypted information data as said
upward control station encrypted information data, said
control station encryption processing means comprising a
control station encrypt prqéessor for proceSSing said
downward user'é and control information data by said
dpwnward_radio frame numbers into control station

downward transmission information data and a'control
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station decrypt processor for processing control station
upward transmission information data by said downward
radio frame numbers into said upward user's and control

information data, said control station conversion'

" processing means comprising a control station

transmission information controller for processing said
contro; station downward transmission information data
and sald downward radio frame numbers into said downward
control station encrypted information data and a control
station reception information controller for processing
sald upward control station encrypted information data
into said control station upward transmission information
data, wherein said radio frame number processing means is
for reading said upward radio frame numbers from éaid
upwérd controlzstatioh encrypted information data: for
supply to said control station decrypt processor in place
of said downward radio frame numbers.

18. A mobile station for use in a mobile
communication system comprising a base station interface
between a base station and a base control station
connected to a fixed communication network and a radio
interface between said base station and said mobile
station, said mobile station comprising radio interface
transmitting means for transmitting mobile station
encpypted information data to éhd from sald radio
interface in radio interface encrypted information data,
moblle station encryption processing means for processing

conversion between user's and control information data

'K
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and’mobile station transmission information data, and
mobile station conversion processing means for processing
conversion between said mobile station encrypted
information.data and said mobile station transmission
information data by using radio frame numbers, wherein

sald mobile station conversion processing means comprises

radio frame number processing means for allowing use of

'L

any one of said radio frame numbers on processing
conversion from said user's ané control information data
to said mobile station transmission information data.

19. A mobile station as claimed in claim 18,
sald mobile station encrypted information data cbmprising
downward apd upward mobile station enc;ypted informatibn
data, said radio interface encrypted i;formation data
comprising downward and upward radio ihterface encrypted
information data transmitted from and to said radio
interface, said user's and control information data
comprising downward and upward user's and control
information data, said radio frame -numbers comprising
downward and upward radio frame numbers, said radio
interface transmitting means comprising a_mobile station
receiver for receilving said downward radio interface
encrypted information data from.said radio interface as
said downward mobile étation enc:ypted information data
and a mobile station transmitter for transm;}ting said
upward mobile s;ation encrypted information data to said
radio interface as said upwarq radio interface encrypted .

information data, said mobile station encryption
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processing meéns.comprising a moblle station decrypt
processor for processing mobile station downward
transmission information data by using said downwaxd
radio frame numbers into said downward user's andlcontroi
informapion data and a mobile station encrypt processor
for processing said upward user's and control information
data into mobile station upward transmission information
data by using said upward radio frame numbers, said
mobile station conversion processing means comprising a
mobile station reéeption iﬁformation controller for
processing conversion of said downward mobile station
encrypted'information data into sald mobile station
downward transmission information data and a mobile
station transmission information controller for
p;ocessing conversion of said mobile siation upward
transmission information data and said upward radio framé
numbers into said upward mobile station encrypted
information data,‘wherein sald radio frame number
processing means reads said downward radio frame numbers
from said mobile station downward transmission
information data for arbitrary use as said upward radio
frame numbers.

| 20. An interface conversion unit for use in a
mobile communication system comprising a base statidn
interface between a predetermined_statlon number of base
stations and a base control station connected to a fixed
communication network and a radio interface between each

of said base stations and a mobile station, sa;d
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interface conversion unit being interposed between said

base stations and said base control station to divide

-said base station interface into a base station interface

connected to each base station for a base station side
interface encrypted information data of a base station
side frame format and a control station side interface
connected to said base control station for a control
station side interface encrypted information data of a
control station side frame format for conversion between
said base and said control station side frame formats,
wherein said interface conversion unit comprises frame
format converting means for conversion between a first
plurality of submultiframes of said base station side
frame format and a second plurality of submultiframes of
said control étation side frame format, where said second
plurality is equal to said first plurality times said

predetermined station number.



