. e3ekkddeD rt~ 6>T, sG?10 APR 2u03 SYSTEM AND METHOD FOR ACCESSI NG ARbZUUS
OPERATI NG PERSONAL COMPUTERS REMOTELY Field of the Invention This invention
relates to renote conputer access, and nore ?pérticul arly to h nd
software for coordinating video, keyboard and nouse infor mtioﬂwﬁ@}ﬂﬂﬁ@ﬂmlm
and control to/froma renote PC and one or nore host PCs. BACK

SUVMARY OF THE | NVENTI ON Since the intrdduction of the PC there hast®®¥zn a

need to to access PCs fromrenpte locations. Initial renote access
approaches software based systens, such as pcAnywhere, Reach Qut, etc., Such

renote access syst 0 t] e e i, anj t hat the
sof tware woul d gnl ;?S{ihmﬁfﬁ ‘ Wﬂx éb ﬁ@%ﬁ&(ﬁ&iﬁgﬁ%ﬁ operating
system (i.e. DCS,_ W S M X, 6 < p es. were

normal ly require N f 3 bk: (n) N 1 R &M&iﬁ%&l\’

Sof t ware-only based syst were also intrusive (i.e. the software had to
be installed on the Host PC). As a result, the software took resources away
fromthe Host Peldnd thbtlaveadioned 20 the Host PC to Lock up due to

i nconpati bilitTesS Detween the renote access software and application

sof tware runni ng orThiRentiestiof’relatdy oreiiote FBMpUEEr ddcesd, 44d appki cations,
such as network file servers, where sinply inconpatible with all renote

ﬁgctes; Cs of swargarpicaiibt & hiidvedreyand sofphverafeeddrdightin@keddai | ed when the
S

keyboard and mouse information transfers and control to/from a

remote PC and one or more host PCs.

BACKGROUND AND SUMMARY OF THE INVENTION

Since the introduction of the PC there has been a need to

10 access PCs from remote locations. Initial remote access approaches
software based systems, such as pcAnywhere, Reach Out, etc.,
Such remote access systems are operating system dependent,
meaning that the software would only function in association with a
particular operating system (t.e. DOS, Windows, Unix, etc) and

15 software upgrades were normally required each time that operating
system was enhanced.

Software-only based systems were also intrusive (i.e. the
software had te be installed on the Host PC).  As a result, the
software took resources away from the Host PC and often caused

20  the Host PC to lock up due to incompatibilities between the remote
access software and application software running on the Host PC.
Moreover, many critical PC applications, such as network file
servers, where simply incompatible with all remote access software

products. Finally, remote access software failed when the Host PC

AN
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10 APR zZDD3 failed, nmeaning that naintenance personnel coul d notwgpﬁ)mgy
access a PC that had failed or |ocked up to determ ne why the failure
occurred and to take corrective action. U S. Patent No. 5,732,212, which is
incorporated Herein by 5 reference, disclosed a prior art renote access
product that was marketed as so-called KEY-VIEW Keyview was a custom

desi gned hardware unit externally conneced to a Host PC that had a
proprietary internal software operating systemwhich serviced a renpote
user. Proprietary software operating on a Renote User's PC to was used to
renotely acces A Renot e user running

thi s propnet arﬁaﬂggfﬂi%@\g %?ﬁé@tmgiﬁﬂ itctaﬁ%%trﬁ%ﬂte to access
an” exanpl o enbRthien P AL A R UPERGSES S B AT DeBAEG EW PC por m ¢ &
hird party SR BORUSCHATLY kS GETSS DESRIRR el n enance per sonnel o
on- 51 {o. " Thi's. means KERAER &lrad oo Ry WEE BRI HEGLERN DYas coste

for 20 mai nt enance and ,technical support. Under KEY-VIEWII|, a standard
remote access 6‘3???@0&élf?cg%sep'ﬁ%ﬁ%%%ei%ogﬁsaé&%%p%f H13f Watess a

KEY- VI EW PC. Anywh i i i ith the KEY-VI EW PC it
Ta o AN rodgRries aaceanes K of Tl c& i Das CHRIR ol port 5
. A . ts TCI P t th

KEV-VIEW |1 PCieyERcd HETdWRES BBX SHiALY SORTCHBAID G HoSHBCANARRAG- 3 and
trol [ i ti i t t ted to.the Host PC

even in di Stant PIAPRFIAY IDWARA) LY RIS RPCTAUNE £YTRRY Wik b SSRASRH Ry on i te.

The exanpl e enbodi nent def§cri bgaql[yher ein uses t.he remte 5 atﬁcess B.ackage,

pcAnywher e, usIHBOENS ot dOPTEHAT; OTPEURPSEYNE B2 Remple [3&Tst Blaccess

[ b bstituted. KEY-VIEW,I i trol ' " Host" PCs
froma rentte PESAREOHOGRTATOUARISS 415 &dF Lt o baSH &t Wit Rt SHRy renot e
operating Syet enihaptbe ek CubtER P APahyfarSofuiire seie by abC has a

o1 i nat o5 operaLRAY Oyt eraB A L SoPLEREr By “based T omot o access
he Host o remor e HETsatoRlsR AR GHIR RSB R Bebeifi RS
i ndependent ha \ggé_@lgggt&HBM}nérﬁ&hngaaw_pﬁwm)’ﬁﬁimgggg_and it's

vi deo nonitor, nouse and power sour Ce. er= wo t he Host
P . Se et Ry S BISAER) M EXAAGW AL il gre recchino
T bt e SHEB A, B MRS S D S o mgent o1 o
ST LY, £ SLSRBIT 002 eSSl AT PR el o 20, The
permts rent e aneesstol uftfitt X&NS! &Nf they were on-site. This means KEY-

VIEW dramatically cuts down-time as well as costs for

20 maintenance and technical support.
Under KEY-VIEW 1I, a standard remote access engine such

as pcAnywhere 1s used to remotely access a KEY-VIEW PC.

pcAnywhere in combination with the KEY-VIEW PC pernit access

via a LAN, modem, the Internet and/or direct serial or parallel port

25 access. pcAnywhere supports TCIP access, so customers may

access the KEY-VIEW II PC over the Intemnet and launch, monitor



10 APR Zu03 4 of any operating system even versions that have n t mﬁ/@@
been rel eased. Moreover, since KEY-VIEWII converts the anal og vi deo (

or SVGA) output signal of a Host PCto digital form KEYVIEWII permts a
remote user to viewon virtually a real-tine basis 5 whatever is on the

vi deo out put display, even in those cases where the Host PCis totally

| ocked up. Using KEY-VIEW 11, renpte support technicians can be instantly
transported to a site that has failed as if they were on-site KEY-VIEW I |
elimnates resulting downtine, technician travel time to and permts scarce

t echni cal ts to b tralized and utilized efficiently .Under th
KBV EW 1T ortoRe it o tsanions FnBRE At HofShiasieb cfhhedted Bhe’ v i ew

PC, using pcAny e, take control of one qr nore Host. ,PCs as if they
fre on oito. naheHesHG svR0dn gt neneBRfaoe FREs St disvondie | notall ed
in the Host PC(%%U EI(O speci al hardware other than a PC or laptop with a

st andard nodem 41 NPR 3 f ace card is required by a renpte user to access
KEY- VI EW PC. KEY- VI |1 _has,the,ngecessary tool,s to renptely restore 20
normal Host PC proc %aqnﬁl%g'ltbogggggt_é%gp%gg@ﬁﬁq:lg,us,@\pﬁq/%wfq coul d be
used to remptely view gr_change the CMOS setti Host RC. I n cases
where renot e r &55F3° K& dor Pé’g“%ﬁ?rﬁr BSngib‘?llaEgﬁg"rbdgﬁrtqu[Qgﬁef ective),

KEY-VIEW I | prqyides the necessary unrestricted,access required to renotely
determ ne 25 whath P irpgucetg_a_gqceﬁéﬁp%lggs & e&ppgtét)u?ﬁ” be necessary to

igiigrm? Sgrkﬁ't o i eR A Binroyss Sopird ﬁgﬁiﬁ?ﬁf%ﬁ%ﬁﬁgiﬁ- ASSREN
t he net wor server's,o0 Fatin . e V. i cas er server

| éfiiose 1801 PAATRRY Tredl eSS R ARON S0Y £8PEE don
SRR A e g
app | catl on e ! : \V e . . . au ‘S. app | catl on
en apa s ahe 3@%@?8%@%@8@&%gg?kéésast&?ff%‘g‘@s%éé"?‘2@ g™
(he'server ' ongatm e 109 b uppoESRO ocks b o

any reason, oOr net wo stens ne ni strator

will not be ablgd g dehetl deid eI ERARNOAOn DS, LA HEsoANd ef fect repairs

wi t hout havi ng on-site access server. ver,”if a

| CES VI EW | syt eipehiail el stk Lethsd ity BBk ARTLOLaL gt or woul d

S
hay z been abl e to renotely access the unit, view what- appears on

the server's soetParenilysin6Rl ad!@ifoleyitfes'dah S Ble FokP¥PRAtprecONt ol

operations and/or col the server, as require KEY- VI t hus

provi des nqgmrpcggggfgtﬁgorgyggﬁl ¥hdgeyncondi tional access to any network
server (Host PC) W thout fequiring zither CPU or 20 Local Area Network

(LAN) communi cati onK EYRAARW 180t indep@isdenPGaffwieudietmarik inAsllaa exanpl e
of other uses for KEY-VIEWII. consider a conpany where each enpl oyee

?ﬁg?pdfeﬁgr an;ﬁetft?vlegg'rthle;}%%@(@ 2R A GRS MPRR0S Hey®baf®r mbas@hgdaccess to

power source. In other words, the Host PC's video monitor output
signal passes through KEY-VIEW II before reaching the VGA

20  monitor, the keyboard and mouse input signal passes through KEY-
VIEW II before reaching the PC. Accordingly, KEY-VIEW II
intercepts all of the critical input and output functions of a PC
necessary to totally remotely control any PC running anv operating
system or application.

25 The KEY-VIEW II thus provides platform-independent

remote access. KEY-VIEW II permits remote access to any version



25 one or nore ports on the conmunications server should fail renbf dPr¢éss
to the company's files and network woul d not he possible or 10 APR ~uU~ b
woul d be haphazard. In such cases, supply rebooting the comunications
server renotely is not desirable because there nay be other renpte users on
ports that are still operating properly, so "blindly" rebooting the

communi cations server would i medi ately 8 cut off their connection(s).

Qovi ously, a network adm nistrator nmust be in a position to take i medi ate
corrective action, but nay not be on-site. KEY—VIEVVII permts

adm ni strators_to _renotel. ,access and contr thﬁaconnuni ations server

i medi ately, aS!PRYORAURE Séfﬁgfél?’ced‘fq“yves}'ﬂqqsr{saq Y5 BritYSS0%€Re server 10
KEY- VI EW | |

al so, be ,used for. renot e, mai nt enance of PCs.
Wien a failur e}/ed Orre@r’fi?feSIHﬁ? i@%ﬁa&iﬁﬁiﬁ%@v% the Analeg s1date fajl ed

may be cor 1 oot BRI E%“v@%? iRl e e ?ifemgl”%maiﬁé d.“ﬁgpigb' o

wast ed technic NQ ' m ni rmm KEY- VI I‘OVI

nmanagenent per&gﬁ \Hetrﬂ11 %%f?rﬁlp{iﬁ He%Ti (On* 1HECER YHyA yoa v@”%ﬁ asibsarts and
technician skill |evels ar ired to,ma i‘? t he on- |te repairs before
anyone is di spHIAHEYETS qq}@‘ 0 QDU AiSPLAY. SY&Rp & Oﬁ@ESPSQﬁEWEFTF may be

used to renote user, vities to significantlv enhance
cor por at e secuweté%sggﬁé& ﬁlé,logk%%m coul d connect a KEY-VIEWPC to each
PCin a renote branch.. Br woul d have no of know ng whet her or
not their PC and th qln%ﬁglﬁggfvgﬂ?%%ﬁer@pﬁﬁm @V\ﬁé@l@érﬁﬁn\gﬁ) Mbr e
inportantly, the, np orin r,acess. no 25 .effect onthe staffs
nor mal PC oper g}ﬁt%r.@y angg E\tI%Q tg[%sv;e Hﬁe‘ﬂ(é?léﬁh@yv‘ﬁ@%n‘tsi %5l e PCs may
be controlled ILE%SIL % ’Ehon | ine. EAN node  con ectl on or
Internet Addr e g %‘BB gau mlﬁﬁalﬂ)&?é'g Ufte nunber
r enot el acce Si bI e, PCs can creased furth nc
KEY VI Ew 110 £ fpd P&FEB%@ %F@E%%ée‘?q@ﬁ ST B PG ?Fﬁfaél %B’i‘ C}:Iost PC and
watch it reboot ﬁ remai ni ng connected to the Host PC KEY- VI EW I |
supports up to® Yors and graphics resolutions up to 102. x768 and

Pnstal Ts | nterface SU, BEACHIGANAG TEMELF Prlol soaastur a2rhiE Vaw svea
i spiay t he HouRtRentplydEng KR ROV sbd SR MR 2T T2 s
e S SN e S S T O
B i N e e VT
Serves o 3 gevee, i et sy serbast sy, st lyfiptogaeet o0 1o 1
basis a user may,fEIRLHELYCOM LAN ddrHk Ghd *Psefé’éﬁﬁfbd%y b Qeftfprdiastr PCS
to access KEY-VIEW PC.
KEY-VIEW II has the necessary tools to remotely restore
20 normal Host PC processing in most cases. For example, KEY-
VIEW 1I could be used to remotely view or change the CMOS
setting on a Host PC. In cases where remote repair may not be
possible (e.g. a hard drive is defective), KEY-VIEW II provides
the necessary unrestricted access required to remotely determine

25 what repairs (e.g. replace hard drive) will be necessary to restore

normal Host PC operations.



runni ng any operating systemor application w thout any speci al hgr[]g@gr@ or
renote access software installed on any of the Host 25 PCs. , ~ HO3
8 KEY-VIEWII| also integrates the functions of the so-called NET-91 |
Control Modul es and KEY-VI EW PC Access Control Card into the KEY-VI EW
custom hardware unit. That is, the KEYVIEWII can be part of a unique

fami |y of NET-911 products. Each 5 produft in the famly is designed to
perform specific functions that further enhance the useful ness of the
entire famly, particularly for renote PC network adm ni stration purposes.

The oth ducts {n the fam!l ich d | bed and i med
greater delail o SARCT BTk SherERBE HRLIL R BGPerBl That i< the

t h i til f ai | saf e .net hod, f d ti t k
ai 1 ur o5, and | SIS GOB R E ArB BAHOES 4P &r SXFGVHB D ARCHA FFEFT 3t o 5.
Properly adm ni ster.ing a network site requires a total.ly reliable nmeans
for moni t or i ngCRUPHBSSYRIRTIL Vi FEsrvertics A ot RS U gaYSIen days
week. If a problemoccurs, a fail-safe alert. deljvery systemwould also be
essential . Sof FB B LE A ISR oA B A ST &t OB HEGHY y exi st i n
mar ket pl ace. One_exanpl e i s described in U S Patent . 5,566, 339, which
is i ncor porat eEFfII%IﬂefIReB;“/ SI%P&@%W%@EJEWO%%C\%? eoBaded systenms are not
are runn ng- on PEIATEY SERaRs SPRPTRRER o A Sy St ARaase sHFBe al ort
o1 o1 ng. 6 ap BT AT GASTUPg i {RdekB T CTuT o B g a
noni toring cap T X s ) Sef i -e a 25
el funct | oni ngtEdBrPRERE el ereich S IHR NS SaseriE MBPBH T Floubl o Al ort
Syst [ total .sol uti | vi h hort - i f ISt t k
moni tori ng prodtvas st el "Bybe SelS Pl S elen NS DR AT ed on a

t k kst at i | | h it ted t kst ati
5V a & seld al CeBls BEporrene a0 RERS GO AR bbb SE TR RO CrbaaRHESas vel | as
limted Al f , I t W nd
T serversy vi STgresdgil Heod SRR bRa R IRl Foak SBie sBRt bR Cnen o

ticul j A b - - t [ d
B at vy o albrireroRdp B SIS Rebh FnBAHED) oi Cedper

by th I t £ 5 [ . it d f
The 5ingle TrobBrLARes: & PeRe e e Teath 1Y Ko U e B ger anar o

' I . -t ] k
cust om user reﬁ% %%Qg‘éﬁ,éetgﬁ?gi ﬁfegrr?et%‘%'[\ &c@@;‘éﬁ{a‘?@%ﬁ@ﬁ?@é Beé&t)ab?e net wor

server 15 failj} be’res enpérature becones

too Hot Or]t% ?Otlcf)fgrﬂbte‘r?% ag:gié?saﬂx%tﬁ‘éét o %%Whﬁ@fqﬁeg?s bAithe GBrkrst ape

backup uni I nsu -safe processing, dware unit has its own

redundant int eF&%Enpgﬁ‘.‘%ﬁwH% tﬂﬁ@f}@@f ﬂ@fﬁ%ﬂ'ﬁ(@({%ﬁﬁ%&tr&hi s nakes it

possi ble to deliver rts even when r 0 connected to the

unit fails o LOsesioS RRUGF coldPBYE &R erShOt ARMEKE proidied with the

System the workstation can be used to deliver erts should the

har dwar e uni t Hﬁis‘ ﬁro}k‘@fﬁenéﬁx‘;&g&uﬁ’dﬂﬁdgﬁkﬁf 08t RRRLS Y B el c VS EEM

excellent for reliable long term unattended, nonitoring of Network sites
any network server (Host PC) without requiring either CPU or

20  Local Area Network (LAN) communications support from the Host
PC or the network.

As an example of other uses for KEY-VIEW Il. consider a
company where each employee depends on a multi-port network
communications server for remote access to their reference files. If

25  one or more ports on the communications server should fail. remote

access to the company’s files and network would not be possible or



25 Nunerous other innovative features are also integrated into the Eﬁg Q@é
system For exanple, should a server failure be | 0O APR 2003 14 h &ﬁ
NET-91 | automatically col d-boots the work station to which it is connected
to confirmthe failure This extra step prevents false failure alerts from
bei ng i ssued. As a second exanple, NET-911 records what is said when a
person alerted 5 answers an alert call afd stores this recording on the

wor kstation's disk drive. This recording serves as a perfect audit trail to
prove the alert was delivered. The NET-911 hardware unit al so has two

adapter ports that be used to .optionally detec ter, spoke and intruders.
10 The NET- 911 véQuldebs Eéﬁ%ﬁ%@nt i Q%B%ubﬁmpibf COHTEHEIEKEY- VI EW | |

system by automatically alerting desigpated persons) that a, probl em has
been detected &GRTRTHEE S SPRY ,recr%‘ét%[}:E@-ﬂﬂtE&PWQ@y@%séthEﬁ PéYused to

i medi ately deal with the qp:)robl em at hatgd. 15 ﬁ Control Modyl es. These are
uni que devi ces%ﬁe@meﬂ'tr?%‘@t S5PSCHBREE BYAE SHLLARETaleRE ArOBECEsO t 0 an
unlimted nurrbe;,&3 of PCs or ot h@:‘g devi ces, such as routers, printers, copy

" P
machi nes. etc. OHNALE EROQOUNZHRS COTPHNBICALIORS SBTVEs Myiilc: smgatatelyqui r e
t heir own phone |i NET- 911 nodul es,can be chai ned t pget.her and connected
to the serial M@%&%ﬁ%ﬂ@%@&ﬁgu@W%‘@?}’aﬁpm%‘@rﬂ@rﬁsﬁéﬂé@é@s NET- 911
Control Modul es permt renote power contrgl and serial access to an

unl i mi t ed numbéRUF: DeEsaHOSHIPHFO (kA KrBedialc ROBECH WIReHAD, Pt MY s, copy
machi nes, etc. Unlike other r 25 control products that require
their own phondQtiBgeon e ﬁm\ﬁ’gﬁﬁmﬂﬁeﬁd@ﬁmsﬁr@aw%&%@te d

connected to the serial, port .o 10 APR ~~03 ang PC previ ﬁ)lésl y..set up for
renote access. 299638 PR IRRAR TRA COBBRIHSARONS SFIHFT BRMAdMeNER9{1 nodul es

may then be installed on this "Managepent ' and renotely activated
whenever neceséh?@’/ aF%PgWﬁ’ccrah)lly Sdg&?e% Bn%‘éf‘igﬁlseﬁ‘éf‘éess to up to 250 devices
connected tg 5 the P L port. For sit usi ng Y-VIEW 1], the

nmodul es wodPd be con&g‘ﬁ@ HHoay @lso, eﬁéﬁ’fﬁ?{fmp'ﬁee EYCU BPE t o provi de
serial access and. power COQEE%L \kﬁj&all I—Pst PCs connected t.o the KEY-VIEW
PC. Low cost NEF2GHENIRTHP YN 7 BUR e PCrifise p 6EBIOTD MR IREGNA0SE

purposes. For sites w th KEY-VI i nnected to.third party supplied
switch boxes, N@ﬁ?@rﬁ Qgerr@vﬁﬁﬁﬁ%é?g@eﬂﬂp@?sr%%@@mgi | es and reboot
PC s connected t.o the.sw tch, box. For_ other ﬁibt es, INET-91 nodul es may be
used to seriall aﬁ%ﬂ%pﬁ%ﬁ%ﬁﬁ'r@%@*%  REPlE8 B3y P9 oLt ers. 15 The

Sof tvar o packad@rreTeR e A HAIrLS RallBaRse BT Es dBidlh Copy et c.
access ot nde aevrend BelnR il BB ubl® RERBIRIRLR, KICEMIERY  TPC O St e
packages wi |1 STRHIE vENBERTERL pbERhye LW AR B fe e hne i me.
G “por ¢ per m PTG 8 Ca 5ant de ekl BF e Bt n R 8RR
usin0 1 oxbers e LA etol Ko AN sl 2L cable: The firo
As a final example, KEY-VIEW Il may be used to remotely
20 monitor user activities to significantly enhance corporate security,
For example, a bank could connect a KEY-VIEW PC to each PC in
a remote branch. Branch staff would have no way of knowing
whether or not their PC and their activities were being monitored

remotely. More importantly, the momtonng process would have no

25  effect on the staffs normal PC operations.



~ 0 APR t003 12 the DATA IN port to any standard serial port on a
Management PC, using a special serial port interface connector (RJ}B3PR @03
DB-9) supplied. O her nodul es may be added to the chain by connecting the
DATA IN port of the nodule added to the DATA OQUT port of 5 the |ast nodul e
on the chain. Mdules are addressed by the NET 911 Mdul e Managenent

Sof tware (running on the Managenment PC) Based on the order (i.e. physical
sequence) that each nodule is installed on the daisy-chain. For exanple,
the nodul e directly connected to the Managenent PC s serial port would be

Module IDto I, the dul nmodul e | ' s .DATA ort would
be addressed as nod %ngiﬁﬁmgﬁﬁg] #’&Wﬁ“%é@%%ﬂ@%o agenent
Sof t ware provided. each.npdul.e .on,the .dai sy-chain may be individually
selected (i.e &@P@%Ht@&"%@ spge Rhong ding, )QOWSC%@I@% is active.

Acteseed. as | ANRRRE BOUTRS: vt SORE SHRPTGe: i A SUTeBmERed i recty
R e T e e
oct ve Iodule ey OSEPSNETR A SR KOE L EIRE ociion using (e
our ber  such ASCHOIEDITeBaPT ion pendchBiondt TR0t B RF-RGRS 25 o e
{0 Lhe dovi ce compecl.ad! petligamaule s (e prong poner output

i pl e reoupt acl cdck SVIE HabarBetH pHb P AR E R Hodul 6. When a
Sof tvar e pr ovi Aeu}UBBRGP ) De B OB OtP P esE K BORBL8 v cog).

obtai ning AC power fromthe nodul e' s power output receptacle. Each NET-911
Control Mddl e BPY¥ has a si ngle "SERI AL interface port" This port permts

ﬁaﬁiéieﬁes(efﬁélhl v ?ofﬁ@iri %j%%ﬁ%é@?&‘@tﬁé’aﬁﬁ%‘aﬂ%&taﬁ%ﬁa@%&“@&%'ﬂidﬁ; s
G LRGBS TR
Management Sof t war roM[i 1l§ : I tswtc ‘Q & i tl only
devi ce seri all ﬁ%ﬁﬁ@cﬁt‘eg F %e%@%&ge%fﬁs = g E %h%f}gsﬁ) ﬁere may
be anundr e of RILER AR e Al RS ERASY ol P X aRE TR 2y be

Phe Managerent TERCHAR WAATeudE e (il ney Hoar oy SRR o 20 the

sel ect ed nodul qlt?ké?ﬁ#ﬁgr@gd oM s Yol H%TP@%tlggngheﬁle been designed

so that there i'S no’i rence or creation Speci al data packets

that woul d | n SPEWRPCICHEIOE. S0 mBALS OFFBNGRNRAOIEILARE ng i th 2

deuce connect ed a nodu serial I nterface. t he dul e

Managenent Sof (pBepEr Qih 4RA bARARS RN kemef L4 1AAS TS 1REREYTRY be
i ndividually selected (1.e.
VIEW PC wia a single copy of pcAnywhere, 1t serves as a gateway
20  to totally control any “Host™ PC connected to it either directly or
through an optional third-party switch box. On this basis a user
may remotely control and switch between up to 48 Host PCs
running any operating system or application without any special

hardware or remote access software installed on any of the Host

PCs.

2
Lh



10 APR ZDO3 1=1 designated as the Active nodul e}. VWen a nodul e i sjg8cpRve]
any device connected to that nodule's SERI AL port may be serially accessed,
as if that device were the only serial device connected directly to the
Managenent PC. To avoid serial conflicts between 5 devices and nodul es only
one nodul e on the dai sy-chain may be active at any point in tine. The
active nodul e may be changed at any ti froma renote | ocation using the
Modul e Managenent Software . There is also a supported node where none of
the nodules to on a daisy-chain are addressed. In this node the serial
signal just passes through to whatever is connected to the end of

dai sy-chain. This Q& V[HW Hraled ihtegastes tiee hiestionls qfakssotdullmdgh” node.

For exanple, in this node a Managenent PC could communicate with a seri al

printer or nodgdmTeohheChedoiMediley ahd KB -DAEAY AT Aafeks Tomfoll ast nodul e

on the daisy-chain, as if no nodul es existed To make this direct connection
to the device Canhgrdebe KOE YRY TEAF tcusmsi | ardwatdanshaflint ig,l ﬂhbel(El(Y-l ) a

speci al optional RJ-45 to DB-9 connector is required or (2} a null nodem

connect or MUSTVDEW IRc£d begiareefi aaursitas damiy NETTINBTL9 R) péddlets DER&Hmodul e 20

connector and the device' s serial port. Unlike many power control products

on the nar ket , piddlicOirl tireofhrhgs (s eewipped tb perfornn epdcift #unsti®is giat put power
even in cases where power fails to the nodule itself. This is inportant in

an _energency shirthet icahantothexssfuleesstdfi thefetaireifemdl| puasiculagefoto turn 28
OFF power permanently to devices at a renpte site to prevent resulting

tenporary powerentedE etwonk dammgisttictepigodear hatothet pfoARRE #03 1S the
site. In this case many devices on the market inproperly reset and turn

power back ON the fdmilyceshieh deedssch®eddfanpovieimédin grémet Hetat] tgodul e. In
contrast, NET-911 will insure power remains OFF in this exanple until power
is tuned back fONgw a renpte user. 5 3. KEY-VLEW PC Access Control Card.
These cards log caller ID and restrict access to a KEY-VIEW PC based on the
caller's 1D Al so, 1h&etperrkd TrowdtledtlendSpftemnhel KitsVhEWHRE renotel y. Each
KEY- VI EW PC can include a unique | SA "Access 1o Control Card" designed to
pernit the KEYedmpwie@sive,bersanetaid/failests metlmd ptdotectiie neakber' s 1D,

i ssue pager alerts when intruders are detected and to control the KEY-VIEW
PC s turbo |i gfailursthend tdsiRehbats trantld slertagbaldtedrk adphorseratorse i s
connected 15 into a "PHONE "IN' jack on the back plate of the card. A
"PHONE QUT" jack pePrupeslyt Admpaissering anghebfotlhsitphomeras gnathllyo ei ther a

t el ephone or a nodem as necessary. Wien a call is received, the card
captures the cedliabie medaDsdod mpesisesnaagrveds aed ¢he edvironmizat REYROMEW | |
application running on 20 the KEY-VIEWPC. Using the Caller |ID nenu option,
t he KEY VIBW Pedayyl dlaysenweekoplfiaopriblsmomeiirsye fdl-safeaiey dedoepy cal | s
froma pre-specified Iist of phone nunbers to inprove security. In

addi tion, captsydtem whuldalsoede ssantisér ni ts | oggi ng the phone number of
anyone attenpting to renotely access the KEY-VIEWPC. 25 Each access
control card is conhefwdediaspdmatyorkanmuteingsestaals (esyitlsakseMor to an

optional external NET-9 | | Control . ) _
marketplace. One example is described in U.S. Patent No.

5,566,339, which is incorporated herein by reference
20 But, software based systems are not fail-safe  For example,
monitoring stops without notification if the PC they are running-on
fails or simply locks up. No known system has voice alert delivery
capabilities. Moreover, these systems have no environmental
monitoring capabilities. In this regard, most server failures are a
25 direct result of either power failures or excessive heat buildup due

to malfunctioning cooling systems.



10 APR 7?7003 t6 Module to permt the reset card to reboot the KEY’V'?W%%?ZWB
when instructed by a renote user. The Access Control Card has the
capability to count incomng rings and thereby permt actions based on the
nunber of 5 rings detected. If | ess and/or nore than a user specified
nunber of rings are received, the card may be configured to reboot the
KEYVI EW PC. Rebooting the KEY-VIEWPC r&notely is necessary in the event

t he KEY-VI EW PC shoul d ever |ockup (i.e not respond to when a user attenpts
to access the KEY-VIEWPC renotely). The reset card nonitors all incomng

Pooe e nser dofi nodhadiEar0bf Tikble AlET Sebietn B rzherBUORAT MDdeer
defi ned nunber, of, ri ngs are (%etected. 15 )/%hen a modemis installed in the
KEY- VLEW PG, fhe PROTGOmmgs of e StgenshiNRs o TBARIRIAAE BIQQHAS bieei t her ¢ he

KEY-VIEWI 1 a r the renote access engine is. | pcked up. |n this case it
will be necesgﬁ’g‘%}l $%%¢@ﬂ$§5@§§0ﬁh‘%rkgﬂ,&twg@p@m rlier to do this
the r enpte access engi ne can be,confiqured to instingt the ''a nodemto
answer a cal | VRIIKGIaioneds v rasrﬁlhé"équi%eqﬂlt FPrnGe m&wwpfkﬁﬁﬁﬁpe Reboot

wh I than."n" r.i | e, i nds. Usi th
sertings. b rsibbaciebeatieOyids | SEIng | KEYONIEoiic BEVRROTKRAGY up of  or
one ring, theretﬁl causi n%é.t hfg KEE—VI PC to rgkboot 2S Tlr}g Access Contr ol
Card al so suppbiit 83 &n\%\hi G RUBOSE R 1 SBIYSES _ﬁrIeéé@Prl‘?; S¥Cldption where a
ere e o NP R il LTS i L ToRByE: S Yo"
ook 11 p 1 00t Ao n A HE e SR CH{Er SPVer Ad IS Foaoethas viher e mo
nodemis install in t Y- VI PC Qut the KEY-VIEWPC is accessed
renotely eith&eﬁﬁu@%&%rg yﬁW@%t@P &8 2 gAY QAo Se¥tlessary to use
h i I b h - haul d,it | ockup. h of
These. pr olip emOBEATHes LYPTOYTIGh Saiat 11 G PehabPd IREGUE SKRGH or o 1o ¢ han
{he " KEVE VI Ew RS 2R ST et en ROt MeRoREt Bost REhSHRIF up t her eby
causi ng the KEY- hFW‘ﬁzC g& eboot. In rare cases, it is possible that a
modem i nst al | ddOMRG HEETK -Siﬁrﬁw PC coul d | ockup and hang onto a phone ti ne,
that 15 the |i t t {s t
The KEv-VTEWPC. | A o St s e bR S S IR it e ot her
¢ . . . |
G tuati one cafcby Pt oS REREht SRR TR TRE ry- 45
i al f - I . ' ' d
serial pon Ol NG ARRESS (PO bBlo6RM43) (IRt Ay AR aRRlesGapnect of an

RJ- 45 cabl'@) I Ng & secon eren ine to this nodem

Ay sur pl us_exi g7 falo AR IRY, BeoMSeth & Blo LS RUCRES e Shage thi s modem

wi Il never operate above n cases ere a NeT-§1 trol nodul e
shoul d be’ connestey 10, nEF iEFE TSR BRiectghe, BetRhtface vefiids, 0% Dour d
then be confi gy 6¢nt2qRAAAT @AYl Battery, microprocessor, and modem.

This makes it possible to deliver alerts even when the workstation

20  connected to the unit fails or loses AC power. Conversely, using

software provided with the System, the workstation can be used to

deliver failure alerts should the hardware unit fails These

safeguards make the Trouble Alert System excellent for reliable.

long term, unattended, monitoring of Network sites

25 Numerous other innovative features are also integrated into

the NET-911 system. For example, should a server failure be



10 AFR 100 18 answer node. Then, the option to use an external node ﬁﬁ?%%ﬂ
be enabl ed and a password defined, as discussed under the Enable M

Reboot topic. In this situation, a renote user would sinply use a termna
enul ation program such as Hyperterm nal (supplied 5 with Wndows) to cal
the external nodem and enter the correct password when pronpted by the
access control card thereby causing theleY-VIEMIPC to reboot. An Access
Control Card also has the capability toI'ssue pager alerts in the event a
potential intruder is detected. Such pager alerts 10 woul d be appropriate
if a user fails to enter a correct password within a pre-specified nunber

of guesses or deteatddeNED-9 51 detwmtedally onidebosmatié hesrizadiiBhape number .
The person to be alerted via their pager and the rel ated pager codes can be

defined using {vigciPRdecohettedmnecoriim afe fdilurer dBiis berhssere a pager al ert
an optional 15 external nodem nust be connected to the Access Control Card.

The Access CO”%)f@Jen@ﬁfﬂsé faidirzlege drdm beitt isehed.hA ¢ asbsond ght on the
KEY-VIEWPC s front panel via a cable connected fromthe card to the

KEY- VI EW PC' s mthre, ROBTAO $1 trecdradslwbht iseaid tdlenpi persohhgetredbo |ight is
then used to visually indicate when a 20 renote user was accessing the

KEY- VI EW PG angnéwerisidli ghire cuhiendestotdsehideéctEWERE thaswbrkdiegén'sode or a
Menu node The KEY-VIEWPC s turbo light is OFF when the KEY VIE'V PCis in

a Menu node angdisksdried. T@iiogecadbiebsrvas asasgstfecthaditiyaiVkEPrG¥E she urbo
light wll be ON when the KEY-VIEW25 PCis in a Host node and is not bei ng

renot el y accesgkst whbidelhicgbd. Viihe NHTaSh1 Gardwhes hyit whenkyetvohe KEG - VI EW
PCis in a Menu .10 APR 2D3 19 node and is being renotely accessed. If

t he KEY-VI EW Padagtet Egatsrmdebmed tbaspricpelnyddiestevher, ¢moResgidon” and the
KEY-VIEWPC is in a Host node, the turbo light remains ON but then flashes
OFF for .5 secnelgdegvery 5 seconds. 5 Setting the turbo light in this
manner coupled with the user beep option, which is handl ed by the KEY-VI EW
appl i cati oro runni ngToe NRE -BEY-svsiett RCmplirhénts niv¢ oupalsidiciasidfith®y gi vi ng
anyone working at the Host site a visible and audi bl e indication whenever

t he KEY-VI EW PKHS-B8t W [T systerl by ancensechally aleting desinyted he preferred
enbodi ment of tile present invention provides: Support for 2, 4, 16, 256 or
ot her nunbers pérsoo(orthat a rdbletfhasdiientdiecttd24xa 68twortot Adengtiaphi cs
nodes: Renote access support for nodem access, LAN Access, 15 direct

seri al / par al | eKEEEbVEE W dEspstemdtouldtePudde toninemediatelycdsd ithehe up to 2
paths may be activated for renpte access to the Host site; Full integration
of a renote acpessemngnkarmd. Host and Renpte sites; Standard operating
systeminstallation on tile |ILEA -VIEWPC 20 which insures plug and pl an
nmodem capabi | ity gi Rd Controhiddedules. Hdrose ane HosueateliRespeeEmgiings:;
Capability to control nultiple Host PCs froma single KEYVIEWPC using

nul ti pl e KEY- WENPOdWearcdntiol andeserYar eassR0; arpgn Suppdrturhiber ofii rd party
swi tch boxes permtting a single KEY-VIEWPClI card to access nultiple Host
PCs: PCs or other devices, such as routers, printers, copy machines, etc.

Unlike other remote power control products that require their own
phone line, NET-911 modules can be chained together and
20  connected to the serial port of any PC previously set up for remote
access
NET-911 Control Modules permit remote power control and
serial access to an unlimited number of PCs or other devices. such
as routers, printers, copy machines, etc. Unlike other remote power
25  control products that require their own phone line, NET-911

modules can be chained together and connected to the senal port of



~ 0 APR Z003 Za Mouse support for controlling Host PCs froma Rermthﬁ 203
Integration of KEY-VIEWII| conpatible NET-911 Control 5 Modul es per IA 6%9
renote AC power control and direct serial access to an unlimted nunber of
devices at a Host site that can be managed serially (such as routers or
networ k hubs) using the KEYVI EWPC as thg gateway, and Use of a single
KEY-VIEW PC to control any conbination 10 of up to 4 Host PCs or switch
boxes. d ossary of Terns The followi ng terns have the foll ow ng neani ngs,
as used in the description and clainms: Renpte PC Refers to the PC used to
cal | a KEY- VI By BC peevinusivasas up famrsmotagcesss. $&4sdula. Masgagermentl PC Sane
as Remote PC. Used in cases where narrative relates to a Renpote user who
woul d nat ur al Bpfwvare' suppbedPath &b Ydl mpdatestthay tharebo trst@ied 020 KEY- VI EW
PC Refers to the PC that accepts the call fromthe Renpte PC and acts as a
gateway to a tusi"ManagenemPor and WEDEly-Stvashwhehe Wrcddcessariyat cont r ol
power and serial access to any device incl udiogg_ PC's, Router's etc Active
Host PC Ref er o contrhkpeber sarzal ackhesskEYUPAE? MO de@ces couneetedl tp
controlling Even though a KEY 25 VIEWPC can control nultiple Host PCs
ei t her S the PC's serial port. For sites using KEY-VIEW II, the modules
would be connected to the serial port of the KEY-VIEW PC to
provide serial access and power control to all Host PCs connected
to the KEY-VIEW PC.
Low cost NET-911 modules may be used for numerous
10  practical purposes. For sites with KEY-VIEW units connected to
third party supplied switch boxes, NET-911 modules mayv now be
used to transfer files and reboot PC's connected to the switch box.
For other sites, NET-911 modules may be used to serially manage
and control power to other PC's or routers.
15 The Management PC may be accessed remotely using any
commercially available software package, such as pcAnywhere,
Remotely Possible, Carbon Copy, etc. The Management PC sumply
serves as the gateway to individually senally access other devices,
such as routers or PCs, for management, file transfer or AC power
20  control purposes. Most third-party, remote control, software
packages will support remote access to a Management PC wia the
phone line, LAN and/or Internet.
Each NET-911 module has one “DATA IN” and one “DATA
QUT” port permitting up to 230 modules to be daisy-chained
25  together using inexpensive standard, 8 wire, straight-through, flat

cable. The first module on the daisy-chain connects directly from



via (1) an external PC switch box connected to a i U APR U03 21 KEY-VIEW
PCl card or (2) multiple PCl cards, only one of these PC s can be jJ APR Z00J
controlled at any point in time. That PC which is currently being
controlled is referred to as the "active PC." 5 Active PCl Card Since
multiple PCl cards can be installed in aﬁ(EY—VI EWPC, the active PCl card
refers to the PCl card that is currently Selected for access by the

KEY- VI EW APP. KEY-VIEW Unit The first generation customdesired KEY to VFW
har dwar e device (i.e., black box that permtted renote access to a Host

site. This KEY-tifb EYWAN (TN pomwmmndﬂls@mﬁ?@ntdhﬁMaJl@érNérﬁVPEC Host
PC Refers to any PC that can be coéntrolled by the 1 s KEY-VIEWPC Host Site

The | ocati on ofysinKeXdoBSREal Bokidiettacdl dorestorPRUsY seammIgRa ot hat
KEY- VI EW PC. KEY- VI APP The software running under the KEY-VIEWPC s

W ndows 95 opergigpiigds YOHRP MedeRsany X/B@ dddeli 6 @i 8RSinM Bohectfid APP and
BOOT APP softwaré'to satisfy the KEY-VIEWPC s operatioral requirements. No

cust om sof t war eheXhAlTA I ?bﬁ draietngoRile beidad 36 tid DAEADOL "BHoeSsf
requirenents will be satisfied by the 25 pcAny-where Renpte application

software  k O tARRai093duRCeH theChinac ividyied ZWakddrydsel thate WHer pover
control |SA card. The BOOT APP will be the software operdting system on

this card that gppisicRtPRinstmehhs oW YR oARRe M &MeaRénonal power
control nodul e on the daisy

PC) based on the order (i.e. physical sequence) that each module s
installed on the daisy-chain. For example, the module directly
connected to the Management PC's senial port would be Module ID

10 1, the module connected to module ID I's DATA OUT port would
be addressed as module ID 2, and so forth.

Using the Module Management Software provided. each

module on the daisy-chain may be individually selected (i.e
designated as the Active module). When a module is active. anv

15 device connected to that module's SERIAL port mav be serally
accessed, as if that device were the only serial device connected
directly to the Management PC. To avoid serial conflicts between
devices and modules only one module on the daisy-chain may be
active at any point in time. The active module may be changed at

20 any time from a remote location using the Module Management
Software.

A NET-911 module has one power input cord and one power

output receptacle. AC power input is obtained from any AC power
source, such as a wall outlet or UPS AC power passes through the

25 module to the device connected to the module's three prong power

output receptacle. Power to more than one device mav be



chain connected to the card. An unlimted nunber of power nodul es may be
dai sy-chai ned together via standard 9-pin serial cable and connect ¢d APq 403
standard serial port on the KEY- 1o VIEWPC. The BOOT APP will further
permt serial pass-through access by the KEY-VIEWPC to each boot nodul e.
Finally, this APP permts resetting the KEY-VIEWPC via an interface from
the " " PHONE" RJ-11 connector to 15 a phorié | i ne based on either the nunber
of rings or based on touch tone pressed after the KEY VI EW nodem answers a
call. KB/ MOUSE APP The KEY-VIEWPCI Card will have a separate

AP AR B o U O
I T o TR S BRI TR ol
i I P i i i APR
SRR It N e o T e ORI
o o PR VSsBR ST I AR 0

o DTS R B R S
KEY- VI EW APP i i Ho PCs i
P i g R
L0, Ll ouee comect gl oykcy P Mo SRR S SR 10 e,
e B T
i nv i an. . Fl 2 | j - Vi
present | nvent gt AT SRR ARl stram e Vi deo 20

schematic bl gck .di agnam 9L g dthE ustHone of the RJ-45 to DB-9 serial

interface adapters provided. On this basis, when the module on the
daisy-chain is addressed by the Management PC (using the Module
Management Software provided), it appears as if that device is the
only device serially connected to the Management PC.

15 Even though there may be hundreds of modules daisy-
chained together, only one module may be addressed (i.e. active) at
a time by the Module Management Software provided. This
approach permits unrestricted serial communications between the
Management PC and whatever PC (or other device) is connected to

20  the selected module's SERIAL port. Moreover, NET-911 modules
have been designed so that there 1s no interference or creation of
any special data packets that would m any way degrade serial
performance when communicating with a device connected to a
module's serial interface.

25 Using the Module Management Software provided, each

module on the daisy-chain may be individually selected (i.e.



i nterface in accordance with an exanpl e enbodi nrent of the present
i nvention; FIGURE 4 is a main CPU nenory map in accordance wth 25

exanpl e enbodi
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assenbly in

h an exanpl e enbodi ment of the present invention;, FIGURE 8 is
ock di agram of an exagl e enbodi nent. of  the, pi xel assenbl y

¢) cWheagt madple sracika@nany enbodi ment

d i.n accordance with the present invention; FIGQURE 10 is an
exanpl e embodi dasfee @ﬂnamt@sit@htﬁuah@w%m SER I#dd poesnay bacsesradlance with an
ment of the 15 present invention; FIGURE 1 | is an exanple

ageessubaas € shar deviearererthe ooy méie\mmm@zm@tadm e

the present_invention, FIGURE 12 is a combination schenmatic
and per spect i v@regt @@%M@iﬁ%ﬁﬂ%{:erﬁﬂ)&@@ﬁ?ﬂ@k CQfH%lCFﬁr eed¥’en nvent i on
I ncl udi ng 651 renote access PC, control nodul e, and nod

evices and modules only one module on the daisy- cham may be
active at any point in time. The active module may be changed at
any time from a remote location using the Module Management
Software.

There is also a supported mode where none of the modules
on a daisy-chain are addressed. In this mode the serial signal just
passes through to whatever 1s connected to the end of daisy-chain.
This mode is referred to as the "Serial pass- through" mode. For
example, in this mode a Management PC could communicate with a
senial printer or modem connected directly to the DATA OUT port
of last module on the daisy-chain, as if no modules exasted To
make this direct connection to the device connected to the last
module on the chain, either (1) a special optional RJ-45 to DB-9
connector s required or (2} a null modem connector MUST be
placed between a standard NET-911 RJ-435 to DB-9 module
connector and the device’ s serial port.

Unlike many power control products on the market, NET-911
modules remember the current status of output power even in cases
where power fails to the module itself. This is important in an
emergency situation. For example, this feature allows a user to turn
OFF power permanently to devices at a remote site to prevent

resulting temporary power outages from damagng the hardware at



FI GURES 13 through 27 are exanpl e graphical user interfaces in accordance
wi th exanpl e enbodi nents of the present Invention; 10 APR 2003 25} FIAFRJAIE]3
28 is a schematic diagram of an exanpl e enbodi ment of the present system
configuration; and FIGE E 29 is another exanpl e enbodi nent of present
system configuration. 5 DETAILED DESCRI IT'SI ON OF THE PRESENTLY PREFERRED
EMBODI MENT The preferred enbodi mnent of the present invention is to
described with respect to a host site and a renote site, an exanpl e of
which is shown in Figure 28. The KEY-VIEWI| Host Site consists of a

KEY- VI EW PC cotheegiteedln thionasemany deviost oRGhe nfarkenmhsropsely resexr access an
unlimted nunber of KEY-VIEWIi Host sites using the renpte 15 access

engi ne (pref er gl yurecpowehdaek ONsiondeiEds M EWsite € pstvertals aoriet el y.
avoi d the upgrade costs typically associated with software based sol ution

Fype. of oper al | ng eyt am running on the bet 36 PC" Sines therais no
KEY-VI EW || sofhivekempl@nhay powvdrhs thiagd B2k ON by a remote user.

5 3. KEY-VIEW PC Access Control Card. These cards log
caller ID and restrict access to a KEY-VIEW PC based on the
caller's ID. Also, they permit rebooting of the KEY-VIEW PC
remotely.

Each KEY-VIEW PC can include a unique ISA “Access
10 Control Card” designed to permit the KEY-VIEW PC to be
remotely reset, to capture the caller's [D, issue pager alerts when
intruders are detected and to control the KEY-VIEW PC's turbo
light.
When the Reboot card 1s installed, a phone line is connected
15 into a “PHONE ‘IN” jack on the back plate of the card. A
"PHONE OUT" jack permits the pass through of the phone signal to
either a telephone or a modem, as necessary.
When a call 1s received, the card captures the caller's ID and
passes any ID received to the KEY-VIEW II application running on
20 the KEY-VIEW PC. Using the Caller ID menu option, the KEY-
VIEW PC could then be optionally configured to only accept calls
from a pre-specified list of phone numbers to improve security. In
addition, capturing the caller's ID permits logging the phone number
of anyone attempting to remotely access the KEY-VIEW PC.
25 Each access control card is connected either to the PC's

internal reset switch or to an optional external NET-911 Control



A typical preferred KEY-VIEWII PC has 4 PCI and 4 | SA slots and | ncl udes
the foll ow ng hardware conponents LBM Conpati bl e keyboard 25 M crosigf APR 2003
Conpati bl e serial nobuse i 0 APR t003 26 SVGA Monitor 1 to 8 KEY-VI EW PCl
Host PC interface cards (Al cards share an 1 | SA Access Control card 5 1
SVGA | SA graphics card (capable of sw tching graphics nodes via W ndows

wi t hout rebooting) 1 | SA nodemcard 1 LAN Interface Card 1 serial port for
use by the nouse 10 11 serial port for use by NET-911 Control Mdules 1
paral l el port for use for file transfers between the KEY-VI EWPC and Host

PCs Using a L approach ta renotely access th Y PC.results in the
fast est scr eem%‘ﬁﬁééﬁ negTt thgheesetca OpﬂeEP@P &@ﬁg%&édﬂ&%
approach. In cases g}ﬂ»e the LAN lint: has failed, a nodemis typically

used as a backUPFiwe ¥ BBOKEUSEEi | safe access to a KEY-VIEW 1| Host site
in an energency sit gti on. Ea(gh KEY- VI 1. PCl %ﬁrd may be connected to
either a Host PC di ra8thgCess tenwpl € a3 capebily Jagiouat supported t hud
20 party switch box. If a switch pox is.connected to the PCl card. the

swit ch box nusGEERIREINIKES BBd theTeaH heamitartinms hase d gnihe weerb e connect ed
to the switch box and deliver a copsistent, high qualify, video signal to
the PCl cards vngsdletspiad. figﬂ@ssw@?omm@ﬁeé?@wmn@p 194, number 6l e KVM
switch bores supplied by .co ni es 25 such a% Cybex rTEet this criteria. In
ot her enbodi neRNES 3¢ ¢€H VEBxES Gard reasbadenliguieshie kPeoUIRAGEY-  ~ 0 APR
2003 27 Ideal{l\é/ t‘*@ i deo switch box used with the KEY-VIEWI I enpl oys
swi t chi ng bet A1 acconpl i shed using a standard

Rebooting the KEY-VIEW PC remotely is necessary in the
event the KEY-VIEW PC should ever lockup (1.e not respond

10 when a user attempts to access the KEY-VIEW PC remotely). The
reset card monttors all incoming phone calls and can be configured
to reboot the KEY-VIEW PC in the event less a user defined
number of rings are detected or more than a user defined number of
rings are detected.

15 When a modem i1s installed in the KEY-VIEW PC it is
possible that the modem answers a call but either the KEY-VIEW [I
and/or the remote access engine is locked up. In this case it will be
necessary to remotely reboot the KEY-VIEW PC In order to do
this the remote access engine can be configured to instruct the

20  modem to answer a call only after four rings. Then, the KEY-
VIEW II “Enable Reboot when less than ™n” rings™ is set to, for
example, 2 rings. Using these settings, a remote user simply calls
the KEY-VIEW PC and hangs up after one ring, thereby causing
the KEY-VIEW PC to reboot

25 The Access Control Card also supports a variation of the

“reboot on less rings” option where a touch tone code (up to eight



| BM conpati bl e keyboard connected to the switch box. The quality and
stability of the sw tch box video output signal should be 5 sufficlilehtR #6¥
KEY-VIEW PCI card to capture a clear, consistent video sisal fromthe
active Host PC. The KEY-VIEWPC includes three application software
packages, nanely pcAnywhere, NET-911 Control Mdul e system and the KEY-VI EW
Il system Preferably; no other softwaneg to applications are installed or
operated fromthe KEY-VIEw PC. A KEY-VI EWPC nust be equi pped with at |east
one neans for renote access. It is recommended that two access nodes be
installed in case one of the means for renpte access has failed. Typically,
users instal | dagitshnanbd eatered byoaspmote caltasrafter the MclmRnssvaren” i nt er f ace
in the KEY-VIEWPC. LAN access is then nornmally used as the preferred neans
for renote acceBdolaustige KE Y NeIBWRC T tocighobl f ast er response tines. In
the event the LAN fails then the renote access could occur via a nodem or

| nternet connect i oft STl possible datweres therKIE ¥rbiEVAPEL dackoup ke KEY 20

VIEWII PC are as follows: Internal or external Mddem (57.6 baud rate
Suggest ed) TeoRdam leglsruptosendadoes not answeea chBtahallk Adserifiace Card
(hietBios, SPX or Banyan Vines) uDi rect Connection to KEY-VIEWPC s 25
Paral | el Pbrt casasswhgreSRECraderpddmysiblidadirctis IREYRVEEMARC butahaPR zou3 28
Direct Connection to KEY-VIEWPC s Serial Port - Using a Null Mdem Cabl e -
ff~SN vi a CAPKRBYeVIEW PC is accessed remotely either via a LAN or the
Internet, it may still be necessary to use a phone line to remotely
reboot the KEY-VIEW PC should 1t lockup. Both of these
problems can be solved by setting the Enable Reboot when more
10 than rings option to 10 rings In this situation, a remote user would
simply call the KEY-VIEW PC and wait for more than 10 rings
before hanging up thereby causing the KEY-VIEW PC to reboot.
In rare cases, it is possible that a modem installed in the
KEY-VIEW PC could lockup and hang onto a phone line, so that
the line was always busy when a remote user attempts to access the
KEY-VIEW PC. In addition, one remote user may wish to
terminate another remote user's access during an emergency
situation. Both of these situations can be resolved by connecting an
external modem to the RJ-43 serial port of the Access Control card
20  (using an optional connector and RJ-43 cable) and connecting a
second (different) phone line to this modem. Any surplus external
modem may be used for this purpose, since this modem will never
operate above 2400 baud In cases where a NET-911 Control
module is already connected to the Access Control Card's serial

25  port, the modem should be connected to the “Data Out™ port of the

module. This modem would then be configured to be 1n an auto-



A total of eight feature cards slots (4 ISA and 4 PCl) are 5 typically
available in the KEY-VIEWPC. The suggested use of these slots is m on 700
follows: iSA Slots: 1 -SV GAc and | - LAN Interface Card to 1- &R’n“
Card 1-KEY-VIEW Access Control Card PCl Slots: Up to 4 KEY-VIEWII| Host
PC Interface Cards Preferably, the PCl slots are reserved for the KEY-VIEW
Il 15 cards even if 4 cards are not iniggally installed mthe system Oten
users find they want to install additional KEY-VIEWPC cards. Reservin;
the PCl slots for this purpose avoids the need to reconfigure the operating
systemif other FCl feature cards need to be changed to | SA cards. 20 Each
KEY- VI EW PCl  castvenasodte Thene ssaoptisogd B au@vtesutGnadeal st dedi gi t al
conversi on hardware, Host PC keyboard interface, and Host PC nouse

i nterface. Onenablatard afpasseardridifineat, ds disqussed andert e biabdeght car ds)
may be inserted into_the KEYVIEWPC so that a single KEY-VIEWPC could
control one orModem ReRoZ003129 Inothes HosatideCagrenot@Cssmwivonhd biomply. To avoi d
using up available interrupts, PC cards share the sane addresses and | RGs.
Each PCl card user tirmanal @npladian progoam swiht ashHypesesampl {suppdtedt he card 1D
fromO-7. 5 As nentioned, each PCl card could optjionally be connected to a
supported §wi twithddindewskto call the axtarpabmodemnand eeter therodbtregt e PCs. Based
on speci al keyboard sequences entered, a supported switch box can be
renot el y i nst rpasseoraovken peompiedbyrheascedCatmt¢aphgerchy sel ect ed Host
PC s keyboard, nouse, serial 10 and video interfaces to the KEY-VIEWPC s
PCl card. For aauamg e BESH Y EWhBL totdbdobe connected to 3 PC's nherz PC {
1) is running a DOS text node, PC (2) is running a 640x480 graphics node
and PC (3) is runnifg AcaB24xoBBohaphiats asdde capability texssuglpagea renot e
user could click a nmenu option on the KEY 15 VIEWPC s screen to tell the
switch box (videgparilat evertapoteniialagruder is detected. Such pager alerts

10 would be appropriate if a user fails to enter a correct password
within a pre-specified number of guesses or a caller ID is detected
from an unauthorized phone number. The person to be alerted via
their pager and the related pager codes can be defined using the
Pager Alert menu option. In order to issue a pager alert an optional

15  external modem must be connected to the Access Control Card.

The Access Control Card is also used to control the turbo
light on the KEY-VIEW PC's front panel via a cable connected
from the card to the KEY-VIEW PC's mother board's turbo light
control pins. The turbo light s then used to visually indicate when a

20 remote user was accessing the KEY-VIEW PC and to indicate
whether the KEY-VIEW PC was in Host mode or a Menu mode

The KEY-VIEW PC's turbo light is OFF when the KEY-
VIEW PC is in a Menu mode and is not being remotely accessed.
The KEY-VIEW PC's turbo light will be ON when the KEY-VIEW

25 PCis in a Host mode and is not being remotely accessed. This light

will flash ON briefly whenever the KEY-VIEW PC is in a Menu



sequences) to switch fromPC (2) to PC {3). Special |InlqgLle KEYVI EWAlR 00
software intLrfaces to the operating systeminsures the KEY-VI Ew P&l AP !
automatically adjusts to different graphics nodes on the fly, so that the
KEY- VI EW PC s screen always mrrors the 20 contents of a Host PC s screen
on a full-screen basis Each KEY-VI EWPC al so requires one | SA KEY-VI EW
Access Control Card. This card pernits d% enpte user to reboot (via the
Reset button's circuit) the KEY-VIEWPC ~n e~ ent the KEY-VIEW PC shoul d
ever lock up. An RJ-4~ interface port is on 25 this card that could be

ESQ[‘?ﬁBf?i e a@@ﬁ??#@i&kb%ﬁé&%%lvla%?%%c@kgifﬁ%3*%3‘-?ME% ¥ E"c: f ?g'mda
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e et o b khESY BRE e AMLSHRRR S "BV RO oSl RSBV UEde, o0y e,
? Qﬁéf ?FLSE”QﬁLg@iﬁﬁa “a?ﬁﬁesig@ctﬁ?%%e kb PR kit O b&gme“‘ée@%ﬁ%rst )h”eh a
Fi , i K | EW PC i
t hQaphﬁgeaPiynédﬁxf@%?g%g%?%@ﬁ%scﬁﬁa%i s car 6T s Zépf‘é‘Ziht Eé?%it s
] | & .
Line. Us Egshfﬁfé”iiﬁ%@ﬁlacﬁe @k@@gﬁfﬁ@aﬁﬁaﬁ R R e S8 -esmeSSm
Y- V==% . ‘s KEY-VI EW PC

ggfiez?lstgatseg EGH hlgtléﬁ' }i’g\légﬁwﬁggm%@‘&h@ﬁ@ﬁ%lhcﬁﬁopnf ormati (r)ﬁ gg}[’l

i . | re:r~ ] he KEY-VI EW
PC. V&é"g'f e heruba o PR IR, %ﬂg%@v%%%ﬁrﬁ%ﬁig%ﬂ%ofm 'y usec

i i i .0. 250 -NET- | . T

hodil os mmy  beditis bEREITEEE IR A 0P el R bl ooi o hoot
Host PCs or anmﬁéggér %%VK(EGF-?EEW plesfs @%{ég&%@?@g%%ﬁggpet he nodul es al so

permt a renote to serially access d to the nodul e,

fost pC o Wbr e port S Bt HRERE tadBrghsf e ¥id B0 Gl Toyi ng the

KEY- VI EW PC acqeIS bR \Oiic?&s that can be renotely nmanaged serially; such
as routers, or as anot‘her avenue to permt file transfer to a Host PC 25

Next, a KEY-VIEWI I I ar i i ircuit interactions
are described. The gﬁﬁé?ﬁg@?gﬁfﬁf %géﬁﬁgﬂ%?g\l}vmb%iggfgﬁlﬁrz%g) 31 11 card

are the FPGAS Eliehsh Post Gl fLGeeo iRy Bradiles hitgon-boar d CPUS. The

card has three maln functions : the Video ca circurt, the

keyboar d/ nouse circyi é?ot%nﬂ:cte@sﬁ mlf"p%deﬁghgi’%ﬁ#}g@ dsi s designed

to interface with a us 5 architecture. igure’ 1, the card

is primari dgsd ; I : XC3100A
famly. ol Zh §§‘é§§?%ﬁ% MLV TE e PRALRE ANY (PR Hesi 51004

standard Xili nﬁgqar"_ﬁ Faﬂh@, rﬁ’ﬁy%%df%%@‘fb?@m@@a@_cé% td e HESAL is

surrounded by several different circuits. These include the vid€o interface

circuitry 14, the sgyllahtereatibaldrer redhbie £dcessibhfvelar HdR4e@ and keyboard
driver circuits 17 and 18, the keyboard and main"card CPU circuits 20 and

21, the dock | Renidte dileash palette converter R-'~I Z=I, the 15 video
capture RAIlvl ?~ and 26, and the PCl bus controller chip 22 conmunicating

with PC Bus 23. Cas@addardvdperhtid® sistead sistalietidided the KEY-VIEW PC
20  which insures plug and play modem capability and LAN interface
between Host and Remote sites;
Capability to control multiple Host PCs from a single KEY-
VIEW PC using multiple KEY- VIEW PCI cards i the KEY-
VIEW PC;
25 Support for third party switch boxes permitting a single

KEY-VIEW PCI card to access multiple Host PCs:



Figure 2 illustrates the video interface circuitry I=1 to the FPGA } 1
Three sets of video buffer circuits 29- ~ 1 contain video 20 anplif'&#@RZW3
t hat boost the ~rideo and send it back out to the VGA display. These
circuits 29-31 al so provide noise and | evel conditioning to acconmodate the
ADCs 3?-34, v, hick expect the analog signals to be within the bounds of
knon ~ol tales After the raw vi deo has bé&én properly conditioned; the 25
anal og col or signals drive three Anal og Deuces .4D901? flash analog to
digital converters 32-34. These circuits convert the input 1 D APR 2003
32 voltage to an o I ol i fgh.on

t echnol ogy mherebyq%ﬁgEF§F@P35€g9§#§h§¥H¢%P%#@Fggéﬁﬁg%gﬁgﬁﬁ¥ggﬁ%ﬂ resistor
vol t age | adder intoln’ge

si mul t aneousl y conpar ;%a![t@qlt%feﬁig%t}f Si 3%&&@’?%@“?@352@‘3&8%?09
2t Up to o0 NSRS RE0Hisehe BRRR AT pERsESn o B Burck gt Peara 7T
(Ul es OtY, apcist So BTy ARENe 8 ufber Hifyiddion 3 figdltehdbbhh GO DILS are

di scarded vyi el ress e conbi nation o ash 1 o

Pal ette Conver L 1 i_ng the
three | eas'Lg m%ﬁfl?%ﬂﬁ?ﬁ%ﬁyzw ?ﬁt&}yf:%g% %@%@%@%ﬁ“ﬁﬁ%%gﬁﬂd vi deo
extrenely sta , ~~nc and Vsync, fromthe video signal
are conditi ongg?%h%:pge%y?fﬁti%ltgﬁ%‘%ﬁaaﬁ FPGA 11. Both of these sisals 15 are

AN

pol arity soded so. gk 18 IPREPRAERORCThoDS)y omribhifion what

node the VGA card was sendin i s means he 'signals m ght either be
negative or posg.tl I i : ~~el si~-nals are needed for the
FPGA, these réﬁﬁ@%xg§F§P5f56§?§ﬁ§F§5%58#3%~ converted to positive TTL |evel
signals. But before that is done. the 20 polarity itself needs to be

converted to 3G-1szlsa}'@\6?!Te?iﬁ§r nal and also fed into the FPGA. Therefore. the

sync conditio ~and 37 will output four TTL lines - two sync

pul ses andan~- o0 pol @kt 4k s ) hldin & the iiLy pul ses
i nternall ﬁ_@ to for m??\%\ofﬁg?%%?%sal?ﬁé; ipl?b%dgré%%l%%ér%éa?g{sg?;? 25 The

FPGA al so doestpgo(l_f@s idn andklpmecessi ng of the ~-ideo sync pul ses.
Because the software needs to know the exact video 10 APR 2D03 33 frame

rate, the FPGRBam@ IR | frREAIEGY ROPT Bied HAdal AN S- VBV Fher of

Vsync pul ses in a second and stores that value in an FPGA regi ster. Another

FPGA counter counts the nunbefy gfitiiey ferRbteSRSctNsddeigreen Vsvnc pul ses.
This value is also stored in 5 another FPGA register. The Hsync pul se is

fed to conditipges BE and PLLS3®eS0y RemetalPC. Clkels imbhdeshlhete thi s si sal
after the end of active video For physical nonitors, this is not a problem

ho~. vever,jsfor PLL circuits, hirrgave ecluts tbheRemopsitisdmeboancyld o drift.
Nl ost PLL circuits require to a stable reference frequency or el se they

wi |l become unstable. Sonme PLhatuhaldsviesvelHas BC €echhi€lR 8 theel op, have
tile necessary circuitry to ignore the m ssing Hsvnc pulses. The out put of
the PLL becornes the dot cl ocKkrdmstetP@.’Vi deo. Each pul se fromthis dot

cl ock should line up exactly with the center of each dot on the video 15

signal . Ther ef QIRY-VIEWPPLC | nRefielesoahe®hdrht hocemdijthé sall frorhhkephase of
t he out put dot clock and for supporting the various nunber of video |line

lengths, i.e. 540, 800, 102-I| Reefaste PXS antiaors ana Ehgpuray & atdesirdv~. ~i e PC
card ~l ses two separate CPUs for enbedded processing. the nain CPU 21 and
20 keyboarmh CPU 20. The keybodiadt ERUot td &8 B6¢ | Hasntnal leboidert ewathat
control power and serial access to any device
including PC’s, Router’s, etc.
Active Host PC  Refers to the Host PC that the KEY-VIEW PC
is currently controlling. Even though a KEY-
25 VIEW PC can control multiple Host PCs either

via (1) an external PC switch box connected to a



menory so nost of its I/0 pins are free to do other thin~7s Two porfi@ PF{
t he keyboard CPU are used to control the t o mce and the keyboard 4 ﬁ@ﬂ
other parts 0 and ? are used to conmunicatz with the main CPU and seri al
EEPROM 25 The interface of the main CPU 21 to the card includes external
program R ~uf nenory -I | hol ding sone proG am code for 10 APR 20D3 34
the mcroprocessors. The instruction fetXh and data read/wite signals from
the CPU are nerged by logic in the FPGA to allow the CPU to execute code
tomthe RAM The RAMis mapped to the last 32K of the CPU s address 5

space. This guarantees that t [.agz- that: | Spj the EPROM
inside the CPU w Il receive cﬁ%%hﬁﬂggug@{gaqﬂhpwt@/lmﬁ%s Usi ng
software techni ques, the actual ;pro~am.is_|gaded into the M.by t he
bootstrap program kith this M,Ongoql:ﬁtbﬁe P@ %?%EF&OPB(?IEQ attt‘%lypr ogramin
the R~lil after IPL. to The i:n J 21 S 0.Gapabl e_of ,addressing the
FPGA registers 1 | and both of%%(‘we%e' @%tﬁggéﬁl&?%?‘gﬁ%ﬂtgﬁ%ter
RAI ~I s 24A and 24B. These arec%ln%rﬁr@&plgqs%gtq%bt haes b r‘zatcpﬁéli) f. the data

: 'S estc

storags space ef the main CPU Utreats data
remory AT erontlX B, 50 SISt By Bkl 47 £ONfLA 3 Det veer
G R e e gl g
sgaest B0 space. T mih cart’ G A BRI it T
;I'Eg I:g}s/l;;)alridngPU 20 does not r hby/gl gﬂ'?ﬁ?cﬁ?\yﬁg tiec Ci rtcui try. rnlaunflt gg?a
CPU directly. #ﬁg_mﬁg € dng?énﬁ%#éefnre oa}%ﬁ%{(;}é‘%%é %’%ﬁg&h@d{;ﬁfﬁ? tely. 10

APR T003 SZ%The address | atch V?Es“{ gaﬁ\ﬁ%tei %eq,icéjﬁ%g;épéag&@ttﬁépal 74D373

or equival ent. Because the inpu IS chipare e FPGA 11 to

access the FPGA registers, thi@%‘%ﬁﬁﬁag{ffﬁ% Eg&éﬁ?ianpb&nﬁpé'eqhi t he FPGA.

The ALE is input to the FPGA | rrobé an n response, e Q outputs

Cegi Stera my be addressed | noiBe THE ERGA S Coi At I o cous

are two 8702-74 m croprocessorgrrtuRAaig parallel in a naster/slave
azrangenent fromthe main and ey{goard %s 20 and 21. They will both run

t th ? Mh I [ ' i Th i
card CPU 21 senieS dammands. and Gar e &t A KEDRAL TR Rl B ghe /e ™ 1

fashion. 1%5The keyboard CPU 29w KJTehgveca program that sinply sends codes
to the keyboard and nouse as it is told to do so by the main CPU 21. The

mai n card CPU 3i,fiasjtdoot st r apT kUK AMCHF STRY OV EEW PO Reludiig 41Ri n
programis housed in RAIvl and has a junp table at a fixed addiess so that

what ever programis runni ng W HhskPOW hemhdled & et KERNeWEapg functi ons.
This way, many of the library fi~nctions can be incorporated into the extra

space of the ERROWNEW APen PNekvlitdre funding heePEKORE PO vL .
Li kew se, the inter-CPU communi cati on routines can be shared beh, veen t he
keyboard CPU prog~ra~n segnmentpang W ielow 93 @Eéﬁhti@@%)@&&ﬁ%@@%@m -
20 to interface with the PCI APP and BOOT APP
software to satisfy the KEY-VIEW PC’s
operational requirements. No custom software
exists on the Remote PC because all remote

access requirements will be satisfied by the

25 pcAnywhere Remote application software



25 The main nmenory map is shown in Fiwe =1. Rather than keeping the RAU
{data) and ROM {code) address spaces separate, 10 GPR 20D3 36 in {hiABR 2003
desigal, a RAlvl pro~am storage area is needed to facilitate program

upl oadi ng, neaning that the RAM chip is mapped to both the RAM and t he ROM
areas of the upper 32K of each address % ace. In this design, a bootstrap
proa~amis burned into the 5 internal E 45. It is 8Kin len@h and is
mapped starting at ROM address OQOQH and cannot be accessed usi ng RAM
reads. On power up, the bootstrap code will ha~~e control. Shortly after

ol T ed A | Pt PO i1 Phr o-or SAHKFTLTENCRE D ntpolt! |5 Boomr rrer
in both R AM and ROM addressngﬁ.&SﬂSAfg c%}d.t ?ﬁgr%)%[gg\;ﬂg %qu'sl' % RAMis a

32Kx8 1 5ns chip or better. € programin i xed and

cannot be overwritten by the : r.ogramed, OIP

pr O?Lamg;g, o[ t1)5 EP'I[?O.\/I pr ogr ggm&r%.?e ng}edst%%@ﬁ%zﬁpqﬁh%@agec?rl ty bits

on e no e set in awa - X rom
SRR R B R B P B

executing. To naintain maxi numu and "1i _ y, an Intel

the keyboartl and the mai n car 07O esactariet cBifolESHY sbdff N Te came
anv external R aM artact tod ¢ Srpi yplegl G eRdtd B8 BRI | Tl ard
CPU code. If not, the device Mbe@?}ﬂ%‘f‘?@ggﬂg%%};}%ﬁaﬁ%ﬁﬁg“'éﬁyboard

CPU C~irrLntly, the keyboard proces otall EPROM

space 25 and the main processgl %. ly sel ected

10 APR 2003 37 87C52-24 chi p tt‘lﬁé?tgé’: g%‘g%?%omﬁgéﬁﬁ%ﬁ{%@w%ﬁg ates to ?K

for the keyboard process and l&&xﬁ?&e&Wstaﬂﬁﬁﬁdi?a%ﬁﬁfp%é{ﬁrﬂhéb@‘fﬂ- of the
o]

main CPU RAM the KV-APP wi |l ‘Instruct e maln card egi nh executin

t he RAM program 5 The RAM pr agiam sONtal B Rt e s Qe ﬁ{}ﬁ,é‘ripg%ti{ onaliri~
' al L'

that the bootstrap program does not. Serial Bus e seri pins, R-cD

data) and TxD (clock) of til 1 KC eriall
\(Ni th i)ts peri pht(ar al dZavi ces Tﬁgﬂ‘g{aﬁ%ﬁ}?@g‘%%%sg@%%%wgﬂg% "VR %/Pl

'Cj) are bussed to all the seriak, geyi B85 mbRBICHIAIl, AisoypBt put s

i ndi vidual device select lines for each deuce The serial devices i~-nore

their inputs (clock, data, a”ﬂ)eﬁ@itmsé’fﬂhiﬂthé Reyy negedweCaviy gh | evel on

their device 15 select (CS) input. No device is allowed to output any

signal until it is selected angeplust fediange “@HOWE RIS (08 midcEod @ @ hi gh
i npedance state when it is not selected. The PLL 38 is a special case 'Wth

i, the ROIYR pin is not useda gitchellice Beadl Yireithér henelhbar beringgor por at ed

into the data stream 20 No serial de~,Ice wll ever initiate any

conmuni cation with the main carbaEPonnluceY&ik plesbéd hficseheklEd- by the
device select lines. The keyboard CPU has a private EEPRO ~I chip attached

to it so the keyboard crrcuit YEWagedssm aevdERRQINI data while the 25
remai nder of the circuit is powered down.
KBMOUSE APP The KEY-VIEW PCI Card will have a separate
keyboard/mouse microprocessor (APP) that will
20 accept input from the PCI APP representing user
key presses, mouse pointer X/Y position on the
screen and mouse button press/releases received
from the KEY-VIEW APP. The KB/MOUSE
APP will process this information and provide

25 the necessary keyboard mouse interface to the

active Host PC. In certam cases this



~ 0 APR 2aa3 38 Keyboard CPU Serial Access The' xeyboard CPU nust be
accessed serially. It does not have any registers that are di rectlym APR 2003
accessi bl e, but uses a conmand 5 approach instead. Wth this approach, the
nunber of bytes to and fromthe device are variabl e dependi ng on which
command i s executed. The first byte that is witten to the keyboard CPU is
the COMVA. N-D byte. Sonme exanple conrlamds include: CODE COMMAND Action |0
00000000 NOP No Qperation 01000000 RESET Reset the keyboard CPU error flag
00000100 QUERY STATUS Copy the status register to the output register O
10001 00 READ FI FO Copy the top. FlI FO byte to the output 15 register 0000000l
MOUSE TYPE byte) 0100000l SENr_KE(@%QIdéEoéﬁE Ve IvIUSEC 3t infgrmation | 01

Rl r AD PRONI Change the nouse hardware type (nhext Send a b~rte to _the
keyboard (next byte) Send a b-back f@dhﬁﬂég%%“«(ﬁé%&(‘bﬁttbg‘- Rl PE). EEPROM
byte to the output register 1 1 | 1 1000 ENABLE WRITE Enable a WI~I TE

PRO vl as next command | | | [ForeremeTE!RRENVE KEY-04EVRCLeard o t he
EEPROM Al'l read operations on the keyboard CPU ?0 will read the 25 contents
of the CPU 20 output register I76P8Ne&GASO& switclsboxpthe swiocinbrx2808 39
certain commands and may be read multiple times without affecting its
contents. The |ower three bitsiasmallyrereypdaig fomatondodse have a speci al
meani ng. The two LSBs (bits | and 0)_ always indicate the nunber of bytes
that will follow the command ByBAVIGUNH é%é’owhﬁn@@triaoﬁvach@mumﬁo up to
three bytes to follow the conmand hyte. If bit ? is set, then_the command
will alter the contents of the R&yddarc@nopered todheswiichdh@t.ed histhe
remaining bits are arbitrary and serve only to make each conmand uni que. Ln
the case of serial EEPROh~I adBE¥satygewosld tsadia passsdifompibey. After the
command is sent, the keyboard CPU ?0 | expect an 8 bit _address_to be

i
sent imrediately foll ow ng t hésBaMiak! Eog?ﬂtpé;. baﬂkethT(h@rIégéf'WEéNi APPhe

address in the EEPRO vl of the byte to store or reu-ieve, in the case of a
RE: ~ PRO vIlOconmand, the val uesQ WSQrHévy GTWeL Blasb R Ceakre8ed by the 15
address byte is copied to the Cko%y oaer "s output register. For the

m

Variations of the above terms may be used, such as ‘Remote
Mouse’ to refer to the mouse connected to the Remote PC, ‘Remote
User’ to refer to the person operating the Remote PC, “Remote

15 site” to refer to the site where the Remote PC is located, etc.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGURE 1 is a schematic block diagram of an example PCI
card in accordance with the present invention;

FIGURE 2 15 a schematic block diagram of the video

20 interface example embodiment of the present mnvention;

FIGURE 3 1s schematic block diagram of the main CPU
interface in accordance with an example embodiment of the present
mvention;

FIGURE 4 is a main CPU memory map 1n accordance with

25  an example embodiment of the present invention,



VWRI TE PROyl command, the next byte received by the |:e~-board CPU a{ter t he
address byte is stored in the EEPRO ~L at the addressed | ocati on. Rhe 2003
before the EEPRONI can be ritten to, the keyboard CPU nust receive an
ENABLE ~~TRI TE command 20 fromthe main CPU. This command enables a wite
operation only if it is the very next command. After the ~~-rite conmmand,
or an~~ other command, the WRITE ENABLE ggndition is 1 oided. Any attenpt
to send a WRITE PROvlI command w thout first szndinQ a WRI TE ENABLE command
wi || cause the keyboard CPU to nore 25 the WRITE PRO vl comuand and set the
appropriate error flag in the keyboard status register The requirenent of a
precedi~iV 10 APRFZOHSPAE)S\ARIaTéaﬁl\pﬁllﬁtQ:mnT@Mrbé‘turtenaac\deﬂ'd%in'ﬂé PROM
command wi Il hel p prevent inadvertent EEPROM wites by confused

M cr opr ocessor svithay ¢xamaptchemboldimertybbiiepresut 2ansicsel ect ed by t he
device 5 select signal for serial 1/0, the keyboard CPU software resets the
serial interface soKIKatURE 6tise flaght paljetee orrsvesentcircniteimarg diagravinl | be
cleared. The keyboard CPUis witten to when the ROOWR pin is |ow and read
when the RD WRinpiceordandegwithme exsamplsembgidsnent aftihe presandt urned for a
QUERY STATUS 1 o command has the following definitions: Bit O = Num Lock

i ght statu$§ --aventgdnm; status fromhost. Bit 1 = Scroll-Lock Light status
--- Light status fromhost. Bit 2 = Caps-lock |light status --- Light status
fromhost. 15 Bit 3 HEHIRE Faser schenBittc vepreeERROM 0 pixgs gssaBibly-in= Error -
Attenpt to wite to protected nenory. Bit 6 = Error - An error was detected
i n comuni cat i aecoBiance with @Oesemplaambopimenthefsthe gresdnitingetenmt ~s~ it
has 20 not been read, Keyboard Serial Algorithm The main CPU '' 1 has
several 1/0 pins thdtlG discasaemaiic blesk izgraimonf an ehanipde keyboard CPU
20. One I/Opinis a special 25 BUSY input pin that is fed directly by the
keyboard CPU. Hwhbodima¢riaoethe pixehassembly saicditCPU t hat t he keyboard CPU is
busy with

10 FIGURE 9 is a detailed schematic diagram of an example
embodiment of the PCI card in accordance with the present

invention;

FIGURE 10 is an example embodiment of daisy-chained
control modules in accordance with an example embodiment of the

present invention,

FIGURE 11 1s an example embodiment of an access control
card in accordance with an example embodiment of the present

invention,

FIGURE 12 1s a combination schematic and perspective view
20  of an example embodiment of the present invention including a

emote access PC, control module, and modem;

FIGURESs 13 through 27 are example graphical user
interfaces in accordance with example embodiments of the present

invention;



10 APR 2003 4l something and cannot respond to sepal input. V~I|hen Emg R
keyboard CPU is idle, it will clear the BUSY output. Another 1/0 pi ? %%
main CPU is connected to the RST {Reset) input of the keyboard CPU circuit.
This allows the main CPU to reset the keyboard CPU 5 when the keyboard CPU
| oses control. Special circuitry is also in place to allow the keyboard CPU
to reset itself on power up and to prevéht acci dental resets when the main
CPU is powered dowmn. A third input 110 pin on the main CPU is fed by the
keyboard's RTS {Ready To Send) output. This output tells the main CPU that

servi ges:yf’gagg;,zr 'FISDR: 2R LR T ettt ?g'ﬁ.tea%”d %getm E hQEES?nt U
21 : [
GPU want s t o seBodripreot e na R nAt A bR, o :‘2? checEQ the BUSY
input fromthe keyboard CPU to neke sure that it is Iow it is high, the

mai n CPU nust wait t |t | onger than
one second, it wl |1§1§32’m Zghlgta%t%ﬁ%e %nglr Mﬁ&é‘%ﬁ&&%& $and will reset
it by to~~~7I | Ry t he keyboard CPL,- Qtherwi se, with the BUSY
| nput 20 | ow, %@Qﬁaﬁ}@éﬁ@ﬁ be~:n transferring a serial b~,-te. The BUSY
flag also indicates to the main CPU that the keyboard CPU has fini shed

pr ocessi ng @& serial input bit, This status is triggered by the devic sslect
i nput Theréfore it is |rrportant to read the BUSY p|n before sel ecting the
keyboard CPLT 25 B it first sets
the serial clock *' AR ' : KEVE —eeuce 10 APR
2003 42 select line high. 'Pﬁﬁ?@ﬁ@tmf@rﬂﬂhﬁgﬁy on the serial data
line. Wth this done, it ch ck out put to high.
When t he keyboard CPU sees a low to high transition on the serial clock
Line, it reads the bit on the serial data |ine. Then, when the 5 keyboard

CPU 20 has T1ni shedrRe arensidfetBedihbn: bF tRksediifydlion RuLpUt high. Thi's

tells the main CPU was recelv processed.” The mai n CPU
then pulls,4he I LPU to do
t he sane WIO: h g?ﬁ;ﬂbggs\%]@ﬁrtésﬁ@&k(?h:?lé’og‘{?%g%@d gg%?ﬁigge ll}ﬁ%/‘%%ﬂ eight bits
of the byte argf % (—;:ﬁlpfl%@@g@e main CPU to the_ keyboar d CPU V\h_en
all of the conman ytes e beén transferred, the device select line is

cleared and the keyEHéQQE@UWEWtIE“Ho.xﬁESM S6nsids BeAAE YUse WEVWP@ pr ocedur e

enabl es the keyboard CPU to detect serial framng errors | e mai ntaini ng

a _high data ”é‘@ﬁﬁ yt e@@@melo'} fofé mds@m%r ORaSMdtakss Ples&edhem the main

CPU reads a sepal romthe keyboard CPU s output register. FI rst,

after verifyi nghfifdedtiiankey 8prrmy CPLE T8 INFhsPHEY RinsfiRsfefotet he main CPU
sets the clock line low and the ROOWR and device select lines high. This

time, whem4 head@dsh calBihd hreferably ptask-wimeehi gh; the 2o keyboard CPU will
output a bit on the sérial data Iine Wth tlI'us done, the keyboard CPU then

pulls it's BUSS ouljguig KEW-VIEWS [ ehdianidhe completehddiathé he data is
ready to be read. "All en the main CPU has read and fi ni shed processing the

input bit, it pg btaglet dusts eypiahll g hosdcihicdewlthglsftivame bibed kelboar sk CPU sees
this and does 25 the sane with i1ts BUSY output. Again, the process

continues untithe Host PC's operating system changes. KEY- VIEW Il is

independent of the type of operating system running on the Host
20  PC, since there is no KEY-VIEW I software running on the Host
PC
A typical preferred KEY-VIEW II PC has 4 PCI and 4 ISA
slots and mcludes the following hardware components
IBM Compatible keyboard

25  Microsoft Compatible serial mouse



10 APR 2003 ~J the entire byte is sent fromthe keyboard CPU to t hy in
CPU. Since there is only one byte to read, the device select |ne ibUH§§§w3
Keyboard Conmand Procedure Typi cal keyboard operation for sending scan
codes to the 5 host is for the main card CPU to issue the follow ng
commands to the keyboard CPU. {Check Busy f SEND KEY CODE <scan code> Upon
recei ving the scan code byte, the keyboaR2d CPU tenporarily sets its BUSY
pin and sends the byte verbatimto the 1 o host. The ERROR flag in the
status re~-ister is set if the keyboard CPU is asked to process a comand
that is not valjigd Thi,s error detection applies only to keyboard CPU
commands and n0$9{hR$@§H1 Sde data. Sonetines the switch box will ret~. .~m

invalid scan cogdes f..co ni cati on. These ar dded to a 16
byte sof tware o R RE e ?éﬂdéaﬁ%v}eur%aﬁ ARl cands ShaTers | s
actual ly i npl enﬁgésd as a circular queue. Since the switch bones woul d
normal | y never nore than 4 bytes in response to a key sequence, there

is only a renot ssibili that the 16 bvrte F LFO 20 woul d be overrun
bsfore it coul dfggxsé‘ﬁﬁ%%l trtoié:aﬁ@i n card CPU. The sequence woul d be

{Check Busy) - SR REy oAt 2BPI Sk NGADEREICS S (kbR CEIRYYS BSSKY CODE
<Br eak Nun}LocKﬁ% 'ﬁﬁgﬁﬁxﬁﬂﬁ%htﬁﬁﬁ%dﬁé CODE <i\rl ake ->
1 [SA modem card
1 LAN Interface Card
1 senal port for use by the mouse
10 11 serial port for use by NET-911 Control Modules
1 parallel port for use for file transfers between the KEY-VIEW PC
and Host PCs
Using a LAN approach to remotely access the KEY-VIEW
PC results in the fastest screen refresh rates and 1s the preferred
15 remote access approach. In cases where the LAN link has failed, a
modem is typically used as a backup means to assure failsafe access
to a KEY-VIEW II Host site in an emergency situation.
Each KEY-VIEW II PCI card may be connected to either a
Host PC directly or to multiple Host PC through a supported third
20  party switch box. If a switch box is connected to the PCI card. the
switch box must permit keyboard controlied switching between PCs
connected to the switch box and deliver a consistent, high quality
video signal to the PCI cards vidzo tnput port  Most high end
commercially available KVIM switch boxes supplied by companies
25 such as Cybex meet this criteria. In other embodiments, switch

boxes are cascaded to one KEY-VIEW II.



10 APR 2003 44 { Check Busy; SEND KEY CODE <Break-> ~ Check Busy; SEND KEY
CODE <Make Num Lock> Check Busy; SEND KEY CODE <Break Num Lock if {(JRI®R) 2003
t hen Check Busy} READ FIFO 5 There woul d al so be a QUERY STATUS ri ght
before and after every SEND KEY CODE. Regardl ess of the |ast scan code that
was sent, if the RTS output pin on the keyboard CPU is set indicating that
the FIFO needs servicing, then the main GRU nust read the FIFO and send the
data back to the KV-APP. The to keyboard CPU will not be at all concerned
with the proper format of nake-break-repeat codes or if they are valid
codes or not. If asked to, it will send nultiple break codes wth no

i nt erveni ng makes anddeallyrheritded swutebdroxotsedrwih ithe KdoésV W [ser i al
Access 15 As stated above, the PLL 38_video dot clock chip requires special
serial access. emplowsswitdhieg bsteees Plsaccomplifidsingiastiindazd | t he ot her
devices is not used. The PLL gets this bit via the data stream The device
sel ect out put f IBivitcoenpatibiedryboard caneertedita het dvatdEboxi Ahe qualityof t he
PLL chip. The PLL 38 uses 20 a RDOWR bit, followed by a three bit address,
fol | o~~~ed by amngl sskilitpiof thaswitohtkox Bded AutmEERREM] Aborkkba 4-wire seri al
EEPROM i s prodded on the card for non25 volatile data storage. An exanple
desi o-n cal | § fenffaciert fear K&EY-VIIOVAPRI zanitoscapaERROMear gamissssentas 2~6 x 8
bytes. The EEPROM stores the External Serial Port |IRQ and Base addresses
when the KeyVi ewideopignat fiosn paevaceaue dtosh PCthe EEPROM is local to the
keyboard CPU 20 and be powered by the dual power supply of the keyboard 5
circuit. The main carlhadRB Y- YIcWhPacinebdes trek mpphicatidnsoftwarae EEPROM by
gueryi ng the keyboard CPU. The EEPROM is not on the serial bus and the nain
CPU cannot accegsckages, meengly. passtywhorg, Nk 11l cCatteolstochido gystemer circuit
for the main CPU ? 1 is_incorporated into the main CPUIC. The keyboard CPU
20 has a sof t wara@ddhevieh YwAIEN G syptesui Prajenabty.inat ethehsofmiane CPU 1 f t he
keyboard does not r_esP_ond to a conmand that the main CPU sends it within a
finite anounf ofapplicalionhare tisalhed ar operaigd fromodgileE trthe/ TE5VIRG boar d CPU s
RST Iine This will cause_the keyhoard CPU to reset, Both CPUs have speci al
circuitry to enable p%\l@EYuy[Eé%&Cmt@@rﬁéleﬂeﬂc‘mth@1¢&j5t;§>rﬂ§v1§ﬂﬁﬂs

i nadvertent resets of the keyboard CPU whep the main CPU is not powered up.
20 FPGA Regi st efOREHREEE Fpessailh IFMeAMmARQd 8t Bre 268¢35 BAEES B8t cont ai ns
registers, is mapped into the'-main card CPU s RALVI space (Fjy r2 4). The
first 2~6 bytes %&aﬂeﬂmlgﬁﬁé% ong Qfgbﬁf@‘?ﬁnﬁfpﬁ r%o@(ﬂcﬂéé%)bﬁ%%%l@éjetly to the

FPGA regi ster space. It .is,inportant that, K the FPGA device select be set
high for all FPGA reélilbé%?”lé:c%%éé%ﬁtaﬁ AE p KGRI 558 modem of it

15 TCP/IP server interface in the KEY-VIEW PC. LAN access is then
normally used as the preferred means for remote access because of
the significantly faster response times. In the event the LAN fails
then the remote access could occur via a modem or Internet
connection. The Possible means for remote access to the KEY-

20 VIEW II PC are as follows:

. Internal or external Modem (57.6 baud rate Suggested)
. TCP/IP Internet Server
. Local Area Network Interface Card (NetBios, SPX or
Banyan Vines) uDirect Connection to KEY-VIEW PC's
25 Parallel Port - Using SPECIAL pcAnywhere cable Interface



46 If not, CPU accesses to t~~Ivf locations in the 0000H to 7FFFH region
wi |l be nmapped to the Flash Palette Converter R~'vl. However, when(tfpg JBRGA
device select bit is set high, the contents of the FPGA regi sters can be
read fromand witten to directly 5 PORT 1 Definitions The main CPU 21 has
eight identified Port 1 connections (P1.0-P1.7) shown in Figure 3, and
di scussed as follows The P 1.0 - RDOWR 28rial Bus Read/ Wite Qutput port to
outputs to the keyboard CPU 20. This output pin acts as a RDIWR signal
during node serial bus accesses The pzn is normally high (read) and will be
set | ow when wntin~ data to a seri al I%g%l{c%IEFor nost devices, including the
EEPRO Vi and keYboarldiTert pornesaopsefe Yo IBW ti6i's Serial iPoras Usesg Ai bed. 15
However, for the PLL 3~, this pin. is not connected. The Pl1.1 - FPGA De~~i ce
Select Qtitp~it conndslldViaslemé abiesa 11 and serves as the chip select line
for the lower 32K of _the main CPU s RAUf data address space. VIMen this pin
is high and t he® mai nU2BN weked R H8ta read or ~.t~rite to the 20 OOH to FFH
address space, it will actually be reading.: or witing FPGA registers
directly. However. i~~(ien this pinis |low and the main CPU addresses data
intile OOOCH to 7FR&HOta@lbeight feakine cards stots (4 B8 Aaarid sBChyargat a i n t he
Fl ash Pal ette Converter R ~~I. 25 The PlI.2 - Keyboard Busy |nput outputs to
the keyboar ¢ CARypialbnavaidabledpdle KIE YeWilW 86 . pihe suggestadiusatafs that the
~ 0 APR 2003 47 keyboard CPU is busy and cannot respond to serial comuands
This input al sothigas skotgusirndotlpvse and is al so used as a timng signal
during serial transfers between the main CPU and the keyboard CPU. 5 The
P1.3 - Keyboard Reset Qutput pin is connected directly (alnost) to the RST
(reset) input OESAhSéO‘RSéyboard CPU 20. It is used by the main CPU to reset
t he keyboard CPU when a_crash is detected. The main CPU can al so toggle
this bit under tonmmmhdSM{amcaré PCl A PP. To hel p prevent 10 i nadvertent
resets of the keyboard CPU, FPGA logic will require that the keyboard CPU
be sel ected by the FPAAANilpterédasctardeg-ister before the reset sisal will
get through. The P1.4 - FIFO RTS I nput connects to the keyboard CPL' 20 and
is the FI FQReady tol9dodemt fsvd. 1t's purpose is to 15 indicate when the
FIFO in the keyboard chip has at | east one

. 1-KEY-VIEW Access Control Card

PCI Slots:
. Up to 4 KEY-VIEW II Host PC Interface Cards

Preferably, the PCI slots are reserved for the KEY-VIEW II

15 cards even if 4 cards are not initially installed in the system. Often
users find they want to install additional KEY-VIEW PCI cards.
Reserving the PCI slots for this purpose avoids the need to
reconfigure the operating system if cther PCI feature cards need to
be changed to ISA cards.

20 Each KEY-VIEW PCI card has the necessary Host PC VGA/
SVGA analog to digital conversion hardware, Host PC keyboard
interface, and Host PC mouse interface. One or more of these PCI
cards (up to a total of eight cards) may be inserted into the KEY-
VIEW PC so that a single KEY-VIEW PC could control one or



byte init. It wll clear when the last byte is read fromthe FIF&).U E@i@n
input will performa soft interrupt of the main CPU so that the byte™ca 3De
handl ed before a FI FO overrm occurs. 20 The P 1. ~ - ICS 1 ~2? Device Sel ect
is the 1/Opin that controls the SELn pin on the PLL dot clock 38. The
device is selected when this pin goes Iag When the device is selected, it
my wite to the serial bus. The P1 6 - “Keyboard Device Select is the I/0O
pin that 25 controls tile Device Select input to the keyboard CPU. The
keyboard CPU is selected when this pin is high W'hen the 10 APR 2003 48

keyboard i s sehffrb@dpst BCTRY PEaHvieEh Boké€ TahdoRMudiRg upeAvalabpyis. The P
1.7 - Flash Palette Converter Chip Select connects tothe FPGA 1 | and

cont ol s whi chirgegupfs BET datals dHard id e AdRALSIS P IROR! EfcHfpeTl s are

accessed during CPU reads and wites. If this pin 1s high, en the odd

bank is sel ect ggrd QARG #3,pIHACRIIIP Haltlh hecahRoiceety hBicrd FOA rea-i ster

i ndex 1o The design may include several FPGAs 11 a war e
st andpoi nt, every hopgh fromthe software standpoint, all of the registers
are in a single FPGA. Wien a second FPGA needs register information it wll

be necessary for itAtsanaM@nad,h@émC@cwe@ﬂaicgjlﬁohany% EbrirctddPGA i n

order to gain access to the registers. 15 As expl ai ned above, the registers

are addressed ¢ 5aaphried dwieckBon, Gt anf idicbeconrediedrgt ential ly up

to 2~6 registers in FPGA. Before the main U can address anv of these

registers it mugfltibid BCsOUBREd @@E@&i&k&;ﬁdoa@@sw@erﬁ@%nﬁaﬁﬁgg Sel ect
output pin Pl.lI. This enables the FPGA regi sters and di sables the Flash 20

Pal et te Conver k@pdidl siitdiBoReah e rethatelAdbieted 1S QMdIEBehlar S

include: 00 - Thi's is a null register and returns random val ues when read
or witten. O Hgst F’E@aﬁﬂ%ﬁ%ﬂh@s&ﬁ:e%ﬁHo‘sﬁPgC%ﬂ_@Ey%@de,gﬂ?uéé‘,ese‘%ﬁ'l‘te”ts of

25 this register are set by the FPGA. Bit 1 is inporte romthe video

FPGA. The f{d agand iddd fnteefabss e tied BEY-VIEWARCSQU3] 48445 Hér
example, a switch box could be connected to 3 PC's where PC (1) is
running a DOS text mode, PC (2) is running a 640x480 graphics
mode and PC (3) 1s running a 1024x768 graphics mode. In this
example, a remote user could click a menu option on the KEY-

15 VIEW PC's screen to tell the switch box (via special keyboard key
sequences) to switch from PC (2) to PC (3). Special umque KEY-
VIEW II software interfaces to the operating system insures the
KEY-VIEW PC automatically adjusts to different graphics modes
on the fly, so that the KEY-VIEW PC's screen always mirrors the

20  contents of a Host PC's screen on a full-screen basis

Each KEY-VIEW PC also requires one [SA KEY-VIEW
Access Control Card. This card permits a remote user to reboot
(via the Reset button's circuit) the KEY-VIEW PC 1n event the
KEY-VIEW PC should ever lock up. An RJ-45 interface port is on
25  this card that could be connected to an optional NET-911 Control

Module to further permit cold booting (i.e. cutting AC power) to



O -Reserved 1 *- Busy - Set when the FPGA is busy witing the sel ected
video bl ock. 2 -Hsync polarity of last pulse - 0 = negative pol arit§APR 283
positive polarity 3 -Vsync polarity of last pulse - 0 = negative polarity,
positive polarity Note that the polarity flags are constant and do not
pulse with the syncs. 4 -Reserved -Reserved 6 -Reserved 7 -Reserved 02 -
DIP Switch Setting - This byte is a read $hly flag that contains the four
bits selected by the dip switch. Bits 0 and 1 are 15 used as a card
address. Bits 2 and 3 arz reserved. The flags in this register are: 0 -Bit

i st wcs MBI I R WA Sl
Dl P i

37 Sh15h i DSRS0 b Gl M S
5 -R 6 - - T

ST S TR G R e A 10,

d he FPGA.. The his Vi deo Bank -
This bit é&temﬁr?ﬁs SERERI R b t%v'%oq%%bﬁ%ﬁ%e%%éem which

23" has bank 1 ( 265eSRE g WISHREE G2 pite Ul e bepip JFinaflg, B 2 e
(capt arey. port By GrDsRoR ideps i SR ATENE e mau%f%ﬁeg%a fiueba bus)
has total  accestid Behs 16EeRTalicd DVORT nethip Jpt? %ﬁ% e T
Vi ul i pl exer '2°”§%f1t%hF§ Chait té&é@breﬁﬁéﬁaﬂ%%ﬁ%p PR Re e he 20
Bite per pixel Boretee RIS FtgtEs Ely” %?Bh% c'g?%géé ity * > 2
10 remote user's modem access to the KEY-VIEW PC's as well as a
remote user's KEY-VIEW PC reboot options based on the caller's
ID. Accordingly, this call ID information can serve to increase the
level of security and remote access to the KEY-VIEW PC.
One of the standard serial ports of the KEY-VIEW PC is
15 normally used to provide a seral mterface to up to 250 NET-911
Control Modules. These modules may be daisy-chained together to
permit a remote user to cold boot Host PCs or any other devices at
a Host site. In addition, the modules also permit a remote user to
serially access the device connected to the module, as if that that
20 device were the only device directly connected to the Host PC’s
serial port.
This feature 1s extremely useful by allowing the KEY-VIEW
PC access to devices that can be remotely managed serially, such as
routers, or as another avenue to permit file transfer to a Host PC.
25 Next, a KEY-VIEW II PCI hardware card and 1ts internal

circuit interactions are described. The chief parts of the Key View



10 APR 2003 51 1,0 4 2 16 1,1 8 1 ?56 4 -Reserved 5 -Reserved 5 6 - eEF? érfp
7 -Stealth Mbde - Wth this bit set, the card will not respond to & ea
commands fiomthe PCl bus. The card serial port and the video nenon~ are
off line and will not respond to any read/wite attenpts by the PCl 1 o
bus. The card is otherwise fully operational but is invisible to the
system The main card CPU will accept wihttes fromthe PCl bus, but wll not
respond via the bus until this bit is reset. This allows the systemto

i ssue the command to the main card CPU to 15 reset the stealth flag. O her
commands can al so be sent to the main card CPU, but none ~~~ill allow a
read of the FPGHN cardidretthe FR@AIst(FidldtPrograremeble GareAasperhnd dhie steal th
node are controlled directly by software. but this bit is provided so that
the FPGA can haodHmodrtieCRb/shalisvaar kawthvge stam fumdictewntiieheid8d ~0 sepal
port controller device in Stealth iVlode. 04 - Command Port - This register
I's a command recapistrecinuith thdkeyoowd/Mobse sirbat, and the senat pogti on to
execute Wien this register is witten to by the KV-A PP, the FPGA generates

an 25 intenipt toctite Thed nachisddeShimdaytot mggyficegvitha BC[ bupi n. Tl ~e main
card CPU can then be~-in processinb this command Upon recei ~, ~i n~g 10 APR
2003 52 a comaartiiectines register fi-omthe PCl bus, all the bits in the
status register of the FPGA are set to their appropriate values This action
i's perfornmed automat idsasiowhyn thgurePGAhe card fs prodandt désighéd armimd CPU f or
per f ormance reasons. The command byte is 5 organized as follows: 0 - 5 -
The 6 bit commbeotl®Ghes, preferatdydoCis Kiling XC3MO A fardiladdheds that is to
respond to the conmmand Thi s regi ster can only be witten to by the action
of the KVAPP wr bperae tover 139 MEse The thensehd maindiRG Aranthes St atus to
Regi ster (FPGA register 08) is returned when the KV-APP reads
standard Xilinx part.
10 On the KeyView PCI card 10, the FPGA 11 is surrounded by
several different circuits. These nclude the video wnterface circuitry
14, the senal controller chip circuitry 13, mouse and keyboard
driver circuits 17 and 18, the keyboard and main card CPU circuits
20 and 21, the dock 19, the flash palette converter RAM 24, the
15 wvideo capture RAM 25 and 26, and the PCI bus controller chip 22
communicating with PCI Bus 23. Card ID switch 16 is also
mcluded.
Figure 2 illustrates the video interface circuitry 14 to the
FPGA 11. Three sets of video buffer circuits 29-31 contain video
20  amplifiers that boost the video and send it back out to the VGA
display. These circuits 29-31 also provide noise and level
conditioning to accommodate the ADCs 32-34, which expect the
analog signals to be within the bounds of known voltages
After the raw video has been properly conditioned, the
25 analog color signals drive three Analog Devices AD9012 flash

analog to digital converters 32-34. These circuits convert the input



the sane base I/Oregister. The main CPU cannot wite to the conma

regi ster. The opposite applies to the Status Register. It can be w @@nmgl/
the main CPU and is read when the KV-APP reads the base 1/ 0O (Conmand)
register. 15 0O~ - Paraneter Port O - This FPGA register is a copy of the
contents of the Base + i I/O port. It n?yg be read or witten to by the main
CPU and its contents are reflected by thé€ 1/O port. In effect, both the
KV-APP and the main CPU have direct read/ wite access to this paraneter
regi ster. The paraneter port red>isters are 20 generally paraneters of

commands That apiagend ahQutpet SbirdngtaRegluzt esing G6sh cBaversber Port | -
This FPGA register is a copy of the contents of the Base + 2 1/0 port. See

Par amet er Port té:Hnologehdicreby lite f&f@ﬁd‘rﬁﬂeii%mall?@ﬁﬁviaed bihass ikteEslr egi ster i~
a copy of the 25 contents of the Base + 3 I/0 port. See Paraneter Port O

for details. rddistAPRoTAE8 158dO8into 6atindividgilstess. -THEdes vbRaghe regi ster
that the KV-APP receives when it reads the base I/0 re~-ister. It indicates

various facets sgfpstdre s@ﬁuli'aﬁe@@ﬂg ' tlad ehe Wiidtgigria BOV2AFP can only
read this register, the CPU has both read and waste access. The bit 5

organi zati op i Sep&ratohhaes: cdinpafsy. B arinbhel pasdbles valtieklatpr ocessi ng
t he | ast commndpiﬁhat i twrgecei \eed fror rgﬁt@ﬁrgb KV-aAPP.p This bit is

automati cal |y smtebthetdigp kBgfopdrate athep KW/1OPRWMZ tes a command to the
command regi ster (base I/0 register) in 1o the FPGA. The main card CPU

resets this bit andAdtHoughethraA®@ichipspoutpub8dyitshthe POhesard tequdrdd ni shed
processing. Unlike the paraneter ports, reading the status regi ster does

not set the buswlf bdgts fhr-eabBlisyolbar dtat ethePoldashsionifienedit arg busy
transferring a |l S byte fromor to FPGA paraneter port 0. This bit is

automatical |y sidcabded hecl#HR@Al Maddrdd3ebiKVAPR: woirtbésattsn béalas Feaghar ameter to
Parameter Port O (base + 1 I/Oregister) in the FPGA. The main card CPU

resets thigobi PadtenConvesef Rohbheddscpssabbslongand theprasdyg dfor the next
Pee discarding the three least significant bits of the video signal make
the captured video extremely stable.

The sync pulses, Hsync and Vsync, from the video signal are
conditioned and fed into the main FPGA 11. Both of these signals
are polarity coded so that older momtors (non-multisync) will know
what mode the VGA card was sending. This means that the signals
might either be negative or positive pulses. Since TTL level signals
are needed for the FPGA, these random polarity signals must be
converted to positive TTL level signals. But before that is done. the
20 polarity itself needs to be converted to a TTL level signal and also

fed into the FPGA. Therefore, the sync conditioning circuits 33 and
37 will output four TTL lines - two sync pulses and two polarity
pulses. The FPGA will latch the polarity pulses internally to form
two stable polarity bits (see FPGA registers).

25 The FPGA also does some additional processing of the video

sync pulses. Because the software needs to know the exact video



20 to be transferred. 2 - Busy Paranmeter Port 1 - The card ~s busy
transferring a byte fromor to FPGA paraneter port 1 This bit is 10 APR 2003
automatically set by the FPGA when the KVAPP wastes or reads a paraneter to
Paranmeter Port 1 (base + 2 1i0 25 register) in the FPGA. The main card CPU
resets this bit 10 GPR 2D03 54 when it _is finished processing or is ready
for the next byte to be transferred. 3 -3Eusy Parameter Port 2 - The card
is busy transferrin; a byte fiomor to FPGA paraneter port Z. This bit is 5
automatically set by the FPGA when the KV-APP wites or reads a paraneter

resets this bi tramgefife FPGARE A5HaH ity ciinieg PaedelTe TR
mode change | o BRTBEE 4G “BYE L R T Saparipnd tofex P afedfag Tl ¥ reser
then Lhe < o6 Ehe8er OBLILIRR CRAEL P ORI 3 o MESEC V20 15 ®
dpon et ectno 18! ohe 6oL oo IRt LRI Gl 57T €0, e eare
i”s]i 2nbie: r\cl)m_r lstjug%}r&ghgr ??@?ﬂ'eéigtérr ansfer, such as a m smatched checksum
The Hsync pulse is fed to conditioner 36 and PLL 38 Some
video cards will blank this signal after the end of active video For
physical monitors, this is not a problem; however, for PLL circuits,
1t can cause the output frequency to drift. Most PLL circuits require
10  astable reference frequency or else thev will become unstable.
Some PLL chips, such as 1C51522 PLL chip, have the necessary
circuitry to ignore the missing Hsync pulses. The output of the PLL
becornes the dot clock for the video. Each pulse from this dot clock
should line up exactly with the center of each dot on the video
15 signal. Therefore, the PLL includes a method for adjusting the
phase of the output dot clock and for supporting the various number
of video line lengths, 1.e. 640, 800, 1024, etc.
As shown in Figure 3, the Keyview PCI card uses two
separate CPUs for embedded processing. the main CPU 21 and
20 keyboard CPU 20. The keyboard CPU nterface has no external
memory so most of 1ts I/O pins are free to do other things Two
ports of the keyboard CPU are used to control the two mice and the
kevboard and the other ports 0 and 2 are used to communicate with
the main CPU and serial EEPROM.
25 The interface of the main CPU 21 to the card includes

external program RAM memory 41 holding some program code for



set The bit is cleared when the next conmand is witten. 09 - Vi de]gﬂ ﬁﬂgfﬂﬂ
segnent 1~1SB - high byte of the video page segnent address This i J
segnent of tl'~e addrzss that the KV APP uses to address the KeyView Il's
video buffer The PClI 25 circuitry of the card will map the KeyView Il's
video RAMto the beginninb of this segng%t in the KV-APP' s nenory. 10 APR
2003 55 10 - Video page segnent LSB - | byte of the video page segnent
address. This is the segnent of the address that the KV APP uses to address
the KeyView Il's video buffer. The PCl circuitry of the card will map the

KeyView | 1"s viigemiGRopbtessohe Theaakmiitieh 8tchhhg daeor@idwirdtet he KV- APP' s
menory. 11 - Main card 1/0 base address MSB - hiah byte of the I/O base

address. This kfpfahefrbhf teddPes ard Arirgt @ oy YeRRR He FPOWEB dllowahds and

receives data t6 and fromthe KeyVierv Il card. Specifically, it is the I/0O

address of the(QuareeRard cdde from SHER AW The Paranmeter Port registers are
accessed by adding an appropriate offset to this address (i.e.- base + 1,

base + ?, and base THR)RANESsRGApSId Gyt MsOBK ST (K PIrewdmees Wi I | map

t he command port base register to this I/O address. This is not the serial

port base asdr ggsee | Thigodaiantes it AROBBASTERGRo LA Biehs idhd2 - Min

card 1/ 0O base address LSB - |ow byte of the | address. See above for

details. 13 - PR @M PRSeIthO CRTEyATH @ Milrol & Bhichybforelthkhe serial

|/ O base address. This Is the 1JO base address that the operating system
~, vill ‘use wheR ARLESES NAJSiNE stsm&retafmaﬁéis',&héaﬁmll pPébréii i The PC

circuitry or_ the KeyVie~, v Card will map tl ~e seria
loaded into the RAM by the bootstrap program. With this done,
control is transferred to the program in the RAM after [PL.

10 The main CPU 21 is also capable of addressing the FPGA
registers 11 and both of the Dual Port Flash Palette Converter
RAMSs 24 A and 24B. These are all mapped into the first 32K of the
data storage space of the main CPU. This is possible since the CPU
treats data memory differently than program memory. To prevent

15 conflicts between the FPGA registers and the Flash Palette
Converter RAMs (which are all mapped to the same location and
bank), two special device select bits are output directly from the
main CPU. These /O lines select the device that will be addressed
when the CPU accesses the lower 32K of its data memory address

20  space.

The main card CPU 21 has a watchdog feature that will reset
the CPU if it does not respond to it within a certain amount of time.
The keyboard CPU 20 does not have any such automatic circuitry.
Instead, the reset line to the keyboard circuit is controlled by the

25 main card CPU directly. This keeps the main CPU from locking up

indefinitely.



port base register to this I/O address. |~ - Serial port I|/0O base afifingsg3
LSB - |ow byte of the serial 1i0 base address. Sze above for details. 1 ~ -
Serial part RQ - The IRQ of the serial port This is the 25 IRQ that the
serial port uses to interrupt the operating system The ~ 0 APR 2003 56
PCl circuitry on the KeyView Il card use-f?uthis register to initiate an I RQ
interrupt. 16 - T he FPGA set's version nber - The MSN is the mgjor
version and the LSNis the mnor. Al of the FPGA' s are consi dered 5 one

pi ece for version identification purposes. 17 - Current video line - This

regi ster holds the vehaiaddfesshaichds bintpraoted arsublly hhexinial 7485803t i on
Circuit that counts the Hsvnc pul ses. This val ue cannot be changed by the

CPU and repr esestaquivglent uBadeuntetheohphiswesthiy siig drdactded byskac pul se. 10
18 - Flash Palette RAIN data - This register is reserved. 19 - Video Timng

Regi ster - "STAPGEER toZibEls theTPRGAUMMSstend, this hash ferctiyRcs, | ncl udi ng

invisible lines after the Vsync and before the first |line of captured

video. Thi's i ndfiylementdd &f tHeBPGRcaThuradE ds tripee 1 e PPG Aéschhat are
before the first horizontal line 15 to be captured. This is the exact

physi cal |iBe afroMd aid siearepéngaptieQeobpatnst thédQatch\drdemtgiutr Ugirdegi ster -
"START LINE" - The nunber of invisible pixels, or dot clocks, after the
Hsyne pul se andhpeé@iféguration, up to 256 individual registers may be addressed

inside the FPGA.

CPU Considerations

10 The CPUs are two 87C52-24 microprocessors running
parallel in a master/slave arrangement from the main and keyboard
CPUs 20 and 21. They will both run from the same 22.1184 Mhz
clock supplied by the keyboard circuit. The main card CPU 21
sends commands and data to the keyboard CPU in a serial fashion.

1S The keyboard CPU 20 will have a program that simply sends codes
to the keyboard and mouse as it 1s told to do so by the main CPU
21. The main card CPU 21 has bootstrap code which controls its
[PL. The main program 1s housed in RAM and has a jump table at
a fixed address so that whatever program is running will know how

20  to call the library functions. This way, many of the hibrary functions
can be incorporated into the extra space of the EPROM and then
overwritten if they become obsolete. Likewise, the inter-CPU
communication routines can be shared between the keyboard CPU
program segment and the main card CPU program segment.

25 The main memory map is shown i Figure 4. Rather than

keeping the RAM (data) and ROM (code) address spaces separate,



the first active video pixel on all active lines. This is the exaf@ ﬁﬁ
physi cal pixel on which to start the video |line capture. This reg $ 2%@
exported to the video FPGA. 2 | - Video Timng Register - "END LI~ rE" -
The nunber of pixels, or dot clocks, after the Hsync pul se, including
invisible pixels as well as all active pixels. This is the exact physical
pi xel 25 on which to stop the video linejgapture. This register is exported
to the video FPGA. 10 APR 2003 57 22 - Video Timng Register - "STOP
SEGVENT" - The nunber of |ines, or Hsyncs, including both invisible lines
as well as captured lines before the last active |ine of video to capture.
This is the exaotthphgesignla Rkl programcsiosagmenca s apeded te faslitage 23 - Chip
Sel ect Register - This register is not used. 24 - The MSB of the MSWof the
32 bit checksumprogramhip!eadingnmeaanded thedrike RAM chipes nsBpped tthboNBW of t he
32 bit checksum for the current video bank. 10 26 - The MSB of the LSW of
the 32 bit chechslAMandibe ROMkreas akdienzpper 2K of theh kgBrass t he LSW of
the 32 bit checksumfor the current video bank. This is the XOR SH FT-21
checksum for t hepacer rlarthisvilesegn 13 beetpmap progaamiis bashet tnéd thg t he vi deo
timng registers above. At the start_of the first line in the selected
segment, thé chatkaahEPRIIN 45. ils 1cBBandangthnand isemRpped startogtatnual |y
witten to this register when the video scanning beamis in the selected
segment . Wen tROMi atslresciOY] Badmangiot Setacsesweidarsieg Redlyheerds. t he val ue
in the 20 checksumred-ister is valid for that segnent. If this value is
not pronptly reQd pawemnip, thedvmistrepcodptvall hdve ¢entradxt frane ovenvi-ites
it. Also, at the end of the captured segment, the FPGA %enerates an
interrupt to the naibhedlyricmpayer bpgihieny i-KER wilblpad thermase credi st er s
are inported fromthe video FPGA. 25 28 - Vertical Franme Rate - The FPGA
has a frequencyCBolinRANMewidLit's Pragianeoealiesan HL ¢butiekPrammamunber of Vsync
Pul ses 10 APR 2003 58 , '

10 Load). The RAM is mapped to 000H-FFFFH in both RAM and

ROM address spaces 46 of the main card CPU. The RAM (s a
32Kx8 1 5ns chip or better. The program in the keyboard CPU is
fixed and cannot be overwritten by the KV-APP.
The CPU's can be mask programmed, OTP programmed, or

15 EPROM programmed. It is important that the security bits on the
CPU not be set in a way that would prevent external code from
executing. To maintain maximum usability and high security, an
Intel 87CS52BH series microprocessor may be used. It is highly
likely that both the keyboard and the main card IPL code will be

20  combined into the same EPROM program space  On power up. the
CPU would determine if there is any external RAM attached to it.
If so, the device will run the main card CPU code. If not, the
device will assume the personality of the kevboard CPU Currently,
the keyboard process is allocated 23% of the total EPROM space

25  and the main process is allocated 75%. In the currently selected



in one second. This count is stored in this register as a total ﬂ ;wé 2{?(]§
an active count. 29 - Horizontal Line Rate MSB - The FPGA has anot %
special 16 bit counter that counts the nunber of Hsync pulses in 5 between
Vsync pul ses. This register is the upper byrte of that 16 bit count. 30 -
Hori zontal Line Rate LSB - This registerygis the |ower byte of the 16 bit
hori zontal line count. 1 o KeyView PCl éard System Commands Thi s section
provi des a command overview to the Keyvi ew PCl card (Figure 1). Al
commands are unidirectional. That is can only be initiated by the
KV- APP and not 8t7|€e>2ca#d:hnp)$b¢rre Ls'ﬂﬁst?RéNhWHiglh thaeslacesatol 26Kkfoof need f or
card initiated communication and 15 the |ack of a dedicated interrupt to
the KV- APP systiesrkepbodridrptocgtaane 6kofer theghaingpeeds.t hat this woul d result
in the KV-APP processor becom ng tangled in redundant polling of the cards,
however, this is notAftérethed$d. oAthd matnCRE) BM, e KUldAPRevV- APP nust
constantly read the status register to correctlr,~ process the 20 video, a
bit in this registhest thadiziatesdWeU tohe graedehamestheR Aivigrogrant ant to
say. This way, the KV-APP gets the information it needs w thout the need
for a har dwar e Thet RAMpirogeaml quritamb iexati axde2mdTfunseodakin cihwameine t o t he

KV-CARD 10, it nust first be initialized. Wien the card is powered up, it
is in stealth rhodesteapprogf@m\BB2008 59 does not contain nuch of the
program needed to inplenment the cornm-ands presented here. The riuain card
CFU program nust be | oaded, but before that, the I/0 port and video se~nent
address nust be Loaded first. 5 At power up, the card 10 does not contain
any know edge erial Bus
The serial VO pins, RxD (data) and TxD (clock) of the main
10 card CPU 21 communicate serially with its peripheral devices The
serial lines (Clock, Data, and RD/WR [P1 .0]) are bussed to all the
serial devices. The CPU 21 also outputs individual device select
lines for each device The seral devices ignore their inputs (clock,
data, and RD/WR) until they receive a high level on their device
15 select (CS) input. No device 1s allowed to output any signal until it
1s selected and must change all of 1t's outputs to a high impedance
state when it is not selected. The PLL 38 is a special case With it,
the RD/WR pin 1s not used, and the Read/Wnite function is
incorporated into the data stream.
20 No serial device will ever initiate any communication with
the main card CPU, not even if it is selected by the device select
lines.
The keyboard CPU has a private EEPROMI chip attached to
it so the kevboard circuit can access the EEPROM data while the

25 remainder of the circuit 1s powered down.



whi ch 1/ 0O base address is supposed to actually be the comand por# Eyg’mgut
the 1/ 0O base address, there is no way for it to receive comands [M

KV- APP. To get around this, a snmall self training procedure has been

devel oped. Ln this procedure, the KV 10 APP selects one |1/ 0O base address
out of a possible 8 that the card will be using. It will then send a NOP
(code 00) addressed to card O to this addrgs repeatedly. These NOP's are
sent in 1/1Qh second intervals for up toten seconds. If the card is
present, it will latch on to the 1/0O base address and decl oak. This
function is part of the 15 software and not the FPGA. All cards are in
stealth node during this phase of the initialization or else bus conflicts
will occur. The KV-APP then confirnms the card' s presence by reading the
command/ status register and the three paraneter ports Decl oak~n; is not

t he nornal operaKieybohod CRE Sral2Adceessnand and shoul d not be used to tell
the card to decloak. Normally, the NOP conmand sinply does nothi n~> except
clear the status regi SherkeybomddCRUt tnushbe hiccagsedaedally oeddes horded wi t h
the correct 1/0 base address, the KV-APP then repeats the procsdur~ for all
four PCl cards i havbenKapgistersRiat Bef direcby aceesdiblg, bt tsee a2omeindcar d,
the decfoaked card is put back into stealth node (cloaked). During
initializatioh, tappreaterrtshead. pWdite stueappneadiOfhe ndMbAPBf BOR3 t60and
instruction will be located in the EPROM I PL code. After the main card CPU
software is | oadémbm the delvica\NOR yarvatds siepgndmgeon svhostecomintangnisby t he new
code in the RA1VI. b. Calling Sequence 5 Sone of the conmands to the
KeyView || card erqeited. nliht ipstebytarthaeisewsittefite thakeveoad<CRUeisfthest

| oaded into the paraneter port registers and then into the corrunand
register. This iQCBNMJ%NLnganm txampleec@utiaads arclodle conmand as soon
as it is witten and will not wait for the paraneters to be witten. The 10

order in which non-packeted paraneters are witten is not inportant as |ong
as the command I‘E@_&E&L_LS_GA&MSI |Actide case of packeted dat a,
special rules apply. In this case, nultiple 256 byte records are
transferred il‘hdeﬂoéﬁ@o@@me NOPrand. See béfowpaaiiam expl anati on of how
packets are transferred to and 15 fromthe main card CPU. c. Packet
Transfer fromth&1RVORPP t RERETKV- CARD THReset flmskevbastrd gt etrson Bag he
KV-CARD i O is fairly straightforward., The code for the device or internal
buffer that is tQOpQééer té@%Xk%TAiTsU&G@I@Y {g staRis regrséergarthastspupor t
0. The file 20 that, is to be sent to the card is divided into 2~6 byte
chunks, The ' chuR&8Slinmber (starting at zero) is |loaded into paranmeter port
1 with the high hi . Setfi hijh bit indicates that it is witing
and not reading %Hboé?bpt %ﬁ@ﬂ#&f the&@’ﬂ%@%ﬂg@ébm ta thseow@nt as
the 27th byte of data, so the CPU on the card can verify a 25 valid
transfer. Thé3fiF&2ISKyte of the packet is witten to paraneter 10 APR

novever , "when'  nUOORRARSFERBGRET: Ebmeid e PeTvaRa BEHE e SHABATEN!

regi ster by the Ié\}{;[eAjPP, the transfer process begins.

01000001 SENDKEY Send a byte to the keyboard (next byte)
10000001  SEND MOUSE  Send a byte to the mouse (next byte)

20 11111101 READ PROM Move an EEPROM byte to the output
register
11111000 ENABLE WRITE Enable a WRITE PROM as next command
11101010  WRITE PROM  Writes a bvte to the EEPROM

All read operations on the keyboard CPU 20 will read the

25 contents of the CPU 20 output register This register is set by



The first thing that happens during a packet transfer 5 command is that the
first byte in parameter port 2 is loaded and saved into a tenporarlld BEf {18
Because witing to the command or paranmeter ports by the KV-APP causes the
FPGA to automatically set the busy flag for that register, the CPU w ||
have to clear the busy flag for paranete@ port 2 when it is finished
processi ng each 10 byte, Wen the busy flgg for paraneter port ? is cleared
by the main card CPU, the KV-APP detects this and wites the second byte of
t he packet to this port. Wti7 that done, the KV-a,.PP waits until the busy
flag is clear a0éin ddm}dmsscﬁmﬁlag% f@)&tmm@f& tdBd Wighcht dectifp i | al |

Z~6 bytes have been transferred. The 8 bit chetksumis then sent &5 the

27th byte. Al thgtobidmhs THR MG BRLPLr GRTBANASLA Berehagkeumyi th Lhe

actual checksumo e recel ved packet. two are rent, the CPU

reports this bynsal bispactiinERRGR MIAINLHLIM (BANUR O9hRIEs O error,

the contents of tenporary“buffer are di'scar hecksum

mat ches, the copffpire RE dulbé LoPBVRE ¥haUh IBfolioty BRMEGARIAdRedeVi ce or

| ocation that was initially referenced by the value witten to paraneter

port 0 and & tmﬁisa@&ﬁﬁ&%aﬁ%%cdﬂd@gféﬁu?ﬁ% areé 8L1dAebifollphngeBUSY 1 ag for

the command Tegi ster remmins set until packet transfer 1s 25 conplete.

Al'l conmand and 5?\,51@ Orfthibos; cﬁ'hﬁ)%h packet
operation is co(r:rp etéeﬁﬁgwﬁoomabﬁg'%g%hggénrﬁfe@qc unk&dygg%ﬁ%li@%nunber t hat

was | oaded int Oc@ﬁtreﬁ'ﬂ%?fhdoleé%éaﬂdscpﬂj'é’oHt?ﬁ@'ré’é‘i'ﬁ@r.tTﬁ@%&ﬁraiﬂiﬂa glgga to and
fromthe CPU R AM 41 and the dash palette converter RAVMS 24A and 24B. Wth

singl e packet tpansfigfrary hRE sBRENoRIV td Maké khéh EHRARTARNNiqARd the packet 5
nunber should be set to“zero. The checksumis valid for all transfers. Tt

shoul d al so be not ed[q i@t chde aNYeRAlEEPROMEAGeES spetidl @BndRiddie conand
regi ster during a packet transfer, even a NOP, the entire packet is

di scarded. im tbﬁpl%asﬁfte\t\’fﬁﬁé‘tohhﬁéﬁd@i SeritUtHel k¥y® 0RAT KEUS 20swap as the to
program and flash palette converter RAIVI's, each 256 byte packet is sent
separately as acgpgarai 8 Hipadands tb het dees émardeselyifollosvihameé t ant to
speci fy which 256 byte packet is being transferred. Only O0ne of 128 packets
(32K) may be speeidmasd botpaTaseideire pobtels the @ddted tethedeNPREONM BEse
packets do not have to be in 15 sequential order. d. Packet Transfer fiom
the KV-CARD to tlieebidéPRofeur reeictveansfthe cade phaRE ST PROVhe KV-CARD to
the KV APP, the address of the device or internal buffer that the packets
are to be read toomasd fthestalue it ttenEERRObAIaBbRMddOEdse@.byTthe | ndex 20
nunber of the packet that is to be read is | oaded into paraneter port |
with the high baddmdssdryte Eocopiest it thierigeydoarid otipat R etsferddidrabs, this will
sinply be zero. Clearinj the high bit indicates that it is readi ng and not
witing. A zer o WRIWE PREWM oomnpandy et aexplyte récdinedbdehetkevboace t he FPGA
to set the busy flag for parameter port 2. 25 During this transfer, the
card will first CRdditarehe-a@ldogaselsytefis sharegac ket EERR @Neat tltee checksum
byte, so the CPU on the card can ~ 0 APR 20D3

addressed location. However, before the EEPROM can be written

to, the keyboard CPU must receive an ENABLE WRITE command

20  from the main CPU. This command enables a write operation only
if 1t 1s the very next command. After the write command, or any
other command, the WRITE ENABLE condition 1s voided. Any
attempt to send a WRITE PROM command without first sending a
WRITE ENABLE command will cause the keyboard CPU to ignore

25 the WRITE PROM command and set the appropriate error flag in

the keyboard status register The requirement of a preceding



63 verify a valid transfer. Witing a'!l of these regi sters does ﬂphmy{mby
itself, however, when the "TR ANSFER PACKET" command is witten to the
command regi ster by the KV-APP, the transfer process begins. 5 During a
packet transfer command, first the main card CPU wites the first byte in

t he packet to paranmeter port 2. Then it clears the busy flag for that port.
When the KV-APP detects that the busy fl for paraneter port 2 is no

| onger set, it reads the port and stores the first byte of the packet. The
FPGA automatically sets the busv 1 o flag for the port when the KV-APP
rzads it. This prevents the KV APP program fromreadi ng the sane byte

mul tiple tinmes. WRHELE MECOMW&@@@WH& BREDWdc dpntamdof  t he
packet in paranmeter port 2 and clears its busy flag. The KV-APP then reads
and stores that wyi belpl m@yeﬁhmdwsdcesEEM@l\/ﬁmwbyicbnﬁldedlS 2~6 bytes
have been read by the KV-APP. At that tine, the main card CPU transfers a
257t h byte whi chmicsoptmcesharskst un. The KVAPP al ways makes a point of

readi ng the checksum byte even if it does not use it. The BUSY flag for the
conmand regi st er renehny tsee thattthe keyboaed pREKRD 14 sdectedrby thecdemket e. Al |
command and paraneter port busy flags are cleared when the packet operation
i s conpl et e. SThesepautksegnal dobserighHO, was keyhotrd CRUsofow areatesetsphet | is
only used when txansferrir~g data to and froma Ralvl devic. For all other
devi ces, this i ssesed interfaeeso thatifche dastibyte svasaslendinf emronlit wiB be ansfers.

I f any other command is ~~ritten to the command register 10 APR Z003 d4
during a packet dleanesk efhe &eghoardOBU tsheritignlte twhanathefRD/ ¥R t ginnisnat ed and
may | eave the KV-APP in an unspecified state. In the cases where there are
mul ti pl e packet dofoand read dren thedhDAW R opintihkigR. AM devi ces. each ?~d byte
packet is sent 5 separately as a separate conmmand. In these cases, it is

i nportant to specify T stateseedsies thatak eetuimsebtarmgQUIER ST 8TreldUSOnl v one
of 128 packets (32K total) may be specified for any given dev-~ce These
packets do 6t henemapnddes thedefownng defioettens; KeyView |1 Card Commands 1 o
The followng is a list of the commands and their paraneters that the

KV- CARD wi | | accept: Rit ©8- NOP Mm-bpghmmamw-s‘i@mmmsrfa@m hestef f ect

of clearing the busy and error flags_ in the status register. The busy fl ags
are always cle,:~ed BHdn=15 th%Cf@quﬁﬁ]él Lighitatties-- I9ght staquy IPOP doesn' t

do an~-thin m

host.
Bit2 = Caps-lock light status --- Light status from host.
15 Bit3 = Host Power On
Bit4 = EEPROM is busy.
Bit 5 = Error - Attempt to write to protected memory.
Bit6 = Error - An error was detected in communication.
Bit7 = FIFO overrun - FIFO has lost bytes because it has
20 not been read.
Keyboard Serial Algorithm

The main CPU 21 has several /O pins that are dedicated to
communication with the keyboard CPU 20. One I/O pin is a special
25 BUSY input pin that is fed directly by the kevboard CPU. This

indicates to the main card CPU that the keyboard CPU 1s busy with



particular, it is always conplete and thus clears all four bus~~ 0l As200Irhe
first 6 bits of the coomand byte are all zero and the last two, bits 6 and
7, are for card addressing. Only the card that ~s actually addressed wil |
process the NOP instruction. This ~~ 20 regardl ess of whether or not the
card was in stealth node As di scussed above, the NOP conmand in the EPRO--I
code during IPL will cause the card to degfl oak. b. A (STEALTH) 25 This
command provi des the capability to cl oak, decloak torn off, and turn on
the cards in the system The actual fiuzctiocl of this 10 APR 2003 6~
command i s prescribed by the value present m Paranmeter port 0. These
functions are expmgthng drd cannoorespondak senaifaput. hd/ ozr thej kevboasded, it
cannot be seen by the KV-APP. Attenpts to read a cloaked card will fail.
The serial 5 chi@PUsisadky itingRisiear taaddldanneutpunt dnoilpar If Bepikvafabe CPU.

Gt her than that, the cloak function does not cause the card to stop
functioni ng. ThenaindeBlE peemrecsed (o thauRStl @esetninputaf thet keybdasdel oaked

al t hough the video data cannot be read by the KV-APP Wen a command is

i ssued to cl oak,CRUI cicewids Tihas aHewsythe emmiCPUtogesdtdhe keyharn] €98 of t he
address specified in the command byte O - DeC oak - This reverses the
state of a clsoak»ebermamjkcmbqa:da%&y tasas capirel shpetitl ciatiyrvadaissged wil |
respond to this command, A "Turn On' command is irrfpl ied by this command.
0? - Turn Of - pia¢steallewsthenkeyaard§iPUitocrsatstseHanpowst tup a8l loaded
with a |l ow frequencv divisor. Tlvs helps reduce FCC em ssions. This conmand
will al so cause rheceiaacridental sesets pencha main e ds poweretgiven.speci fi c
card If a subsequent. "C gak"” command is issued, it will not effect the
"OFf' status of thisdsnput §O pin enfthaemaini- Py s epby dhe keyboard pBrlfose of
reducing EiVI1 fr-orn ?0 these cards All of the registers mthe FPGA renain
unchanged as a r(@£ady b Semdg oxépetanbiuis gaitputttahs the mamhPd dbatedet he card
to reload the PLL dot CC{J ock divisor with the value that was bei ng used
before the 10TurkeyopRr édﬂm@ﬂfﬁsﬁ@és spmeshipgdRilbangd fat ttaneedsdot e be
"Turned On" 25 and | " Cl oaked'' at the sane tinme, this function will not
cause the card t8TDEEFoak. 10 APR Z003 66

In order to mitiate a serial communication between the main
CPU 21 and the keyboard CPU 20, a handshaking approach is used.
When the main CPU wants to send a byte to the kevboard CPU, it

15 first checks the BUSY input from the keyboard CPU to make sure
that it is low. Ifitis high, the main CPU must wait for it to clear. If
the main CPU has to wait longer than one second, it will assume
that the keyboard CPU has crashed and will reset it by togghing the
RST pin on the keyboard CPU  Otherwise, with the BUSY nput

20 low, the main CPU can bezin wansferring a serial byte.

The BUSY flag also indicates to the main CPU that the
keyboard CPU has finished processing a serial input bit. This status
is triggered by the device select input  Therefore it is important to
read the BUSY pin before selecting the keyboard CPU

25 Before the main CPU 21 sends the first but, it first sets the

serial clock and RD/WR' lines low and sets the keyboard device



c. 02 (PACKET TRANSFER) This command al | ows ?56 byte packets to bhe
transferred to and fromthe KV-APP. The device or buffer that thd lgAtRa2lld
comes fromor goes into is specif ed by the DEVICE paranmeter which is 5

| oaded into Paranmeter port O before calling this command. The address of
t he packet in the card device can be specjfied in cases where there are
mul tiple packets. This includes the main rd CPU program and the fl ash
pal ette converter RAM contents. The address byte is stored in Paraneter
port 1. It is actuall~~ only 7 1 o bits so ti ~at the range of values for

byte pages. it cinchaniael dBUloT AR Ve 58 SR art & IEEY, D
addressed rel ati t 1%@%8%&??%%‘?% f?lfe %lea@%ﬁ%;gu@% t@@%&%me actual CPU

address. This corman reads t he 15
WRITE to the caryIepRipReYhopid BL] ety a35kuso High BRRSRI e S BRNETT o1y
256 byt es are 1 et BFol sadt SREPE oot R el R RS s e
dovi e codes t nACIRPETG S FEPET RAETRRR RSN AIh Soptlis REFSY evi'ce -
TS 1ol STRE A AL A B L
any other de~~i GtotBssed. The main CPU then pulls the serial clock back low
which signals the keyboard CPU to do the same with it's BUSY
output. This process continues until all eight bits of the byte are
10 transferred from the main CPU to the keyboard CPU  When all of
the command bytes have been transferred, the device select line s
cleared and the keyboard BUSY output returns to normal use. This
procedure enables the keyboard CPU to detect serial framing errors
while maintaining a high data transfer rate.
15 A similar process takes place when the main CPU reads a
serial byte from the keyboard CPU's output register. First, after
verifying that the keyboard CPU is not busy or crashed. the main
CPU sets the clock line low and the RD/WR' and device select lines
high. This time, when the main CPU pulls the clock line high, the
20 keyboard CPU will output a bit on the senal data line  With tlus
done, the keyboard CPU then pulls it's BUSY output high. Thus
tells the main CPU that the data is ready to be read. When the main
CPU has read and finished processing the input bit, 1t pulls the

serial clock line back low. The keyboard CPU sees this and does

o
wh

the same with its BUSY output. Again, the process continues until



10 APR 2003 67 the case of reads fromthis device, the packet ~~~i|h 003
contain all zeros. This address is useful for debu~~aina. OL - Nhi% dﬁpg
CPU RAM Device - This is the naid programcode for the 1\~iain Card CPU
that is loaded m This 5 code overwites a junp table that determ nes
v~~hi ch version of the functions are executed when called. 02 - Flash

Pal ette Con~~erter RAM Device (Even) - THDs buffer is essential far the
video capture circuit. The data supplied ~s a color cube that the captured
colors will be 1 o matched to morder to palett~ze the rodeo data in tl-~e

roper video node. Another .main, gard CP 0 RATE P.=L. ETTE, w ||
gut gmat ;“cal ly I§]§oer§1rerb-§ﬁ8rl§ éIeEBﬁSFn Hie &Wm[é%%% MR R nce bet %en
t he GENERATE PALETTE com‘n&mdl and Ehi S TRAQIS ER,| .5 PALETTE conmand is that
the latter all owd'CEUBEEM ANt P DRIGHS Hady VIGE SHEET HBR IS thethemat i cal | y

generated paletie P3 -,Fl ash Palette Converter RAM Device ((Qdd) - Sanme as
above, but for g@MBBMdWMai%@Be@éFeaneter Record - This device is for

"% QUi ok and <1 npl CYRAEAL g UBREEPRSTAER T PR HBS VARG EBIRR o are
LTS 15 a oty [0 PR PG GBI koD AP s fRUa e R OB A riRat f on.
(hat are conneclBaCPOHE alh 10 aPR 2003 65 06 - Checksum Regi ot ore. -
T LTS8 B SRR S Bt 9L
command al so allows the checksumregisters to be witten. 5 d. 03
i hemat | cal 1y gener WSS QAT DEH par o £0UE R SAKETOORELCPEE 11 ash
pal oLl e convert i e sol I, JUSS phEhel LS ASRELBLEtomsRts fD Lo
pal e e w1 bepBleCtnd SRR SRGRb gl sREE R Ry e
CPU is asked to process a command that i1s not valid This error
detection applies only to keyboard CPU commands and not to scan
code data.
Sometimes the switch box will return invalid scan codes as a
15 form of communication. These are added to a 16 byte software
FIFO inside the keyboard CPU upon receipt. This FIFO is actually
implemented as a circular queue. Since the switch boxes would
normally never send more than 4 bytes in response to a key
sequence, there is only a remote possibility that the 16 byte FIFO
20 would be overrun before it could be serviced by the main card CPU.
The sequence would be something like this (for a
[NUMLOCK][MINUS] [NUMLOCK] key sequence)
{Check Busy} SEND KEY CODE <Make Num-Lock>
{Check Busy} SEND KEY CODE <Break Num-Lock
25 {Check Busy} SEND KEY CODE <Make ->



contains the total nunmber of colors to Generate in the palette. Tﬁﬁg&m'%ua
avai l abl e options for the nunber of colors are 0 (2 color), 1 (4

color), ? (16 color), and 3 (256 color). Only the lo~er t ~-0 bits of
parameter port 1 are considered. e. 04 (FPGA REQ STER ACCESS) This comrand
all ows the KV-APP to have full indirect gcess to all of the re~isters in
the FPGA. This conmmand al so 20 allows the KV-APP to have indirect access to
the EEPROM and the I CS-1 522 video chip Paranmeter port O defines the device
to access. These are the salve as for the serial addressing section: Param

0* De~~ice Param 1 O{Cheﬂl@BwsgPGENEﬁKTﬂé@DBIE ABraghber 25 1 Keyboard CPU
Keyboard CPU conmand ~ D APR 2003 69 2 I CS 1522 cl 2ip 3 Keyboard reset

4-127 None Register |NOnbs BRen) tSENDEKEN G@DEM VKB If-Cagk>* Only the

first two bits are valid device select bits. Bit 7is a5 Read/ Wite bit.
All other bits of paf@heieBurg! SENB KHYWTODEKBRaKkANBHLL0RRIt 2 i s where

the data is returned for read operations and entered for wite operations.

For read operations,if{Rg Hahani{CirekaBeser READ FIFCs valid when the busy
status flag is reset. 1o The EEPROM i s accessed t hr ouEh keyboar d

coi rvnands. The keyboard interface can also require multiple bytes. Since
this command can onlVhé&endoahtaltythe @qam&nsmmslr@m tedbtsatd the

keyboard nmay be necessary in order to fully access it. Keyboard reads w |

al ways return tifeek@yr9 SENDIKEY CODE! Regaddessi dftetig sc@hlcdeé? chip uses

11 bit registers instead of the usual 8, onl;r the lower 8 bits are
returned or setthaf ova3ceassifithe RIpentshthiin 9nahe kaeboad SPEf is §2 is added to

the regi ster nunber before invoking this conmmand.
indicating that the FIFO needs servicing, then the main CPU must
read the FIFO and send the data back to the KV-APP. The
10 keyboard CPU will not be at all concerned with the proper format
of make-break-repeat codes or if they are valid codes or not. If

asked to, it will send multiple break codes with no intervening

makes and an unlimited number of mvalid codes.

PLL Serial Access
15 As stated above, the PLL 38 video dot clock chip requires
special serial access. One main difference is that the RD/WR' pin
for all the other devices 1s not used. The PLL gets this bit via the
data stream. The device select output from the main CPU is
connected to the SELn input pin of the PLL chip. The PLL 38 uses
20 a RD/WR bit, followed bv a three bit address, followed by an

eleven bit data byte.

Serial EEPROM Access
A 4-wire serial EEPROM is provided on the card for non-

25  volatile data storage. An example design calls for a 2K serial



f. 05 (VIDEO Cl -~CKS~' . M MAI ~t ACER) 20 All video nodes are divided It \PR3AK
segnents. Each one of these segnents has a checksum associated with it.
There can be up to 64 of these segnents in the 1280x1 024 resol ution. The
main card CPU stores the checksuns in its RAM nenory. The Video Checksum
Manager allows the KV-APP to read these palues. Note 25 that to read the
entire checksumarray (64 DVf ORDs = ?56 @yt es), 10 aPR 2003 70 the KV-APP
may use the TRANSFER comand. The TRANSFER command is the only u~a5~ that
the KV-APP can wnte to the checksumregi sters. The follow ng table

represents the BEPROME orofgetndesss khe bhtedumhRr EPPREMNGRLSs {He each vi deo
node are shown. The nunbér of ph~~sical Tines per segnent follows in

par ent hesi s. N@E:getrhdSenatl Pat [R'%d@ﬁi Riase aa@mgéseﬁh@agk@mfw Qro. to 15
Mode 2 color 4 color 16 color ? 56 color 320x200 640x200 6 0x§50 640x400

640x480 800x60 ! i ~00) 3
("226) 1 (200) 20300 P 1 7o) 2 (3 ooy 5T 1eoy saotieg) 15 (AR 70) 4

E ég;» 21( (1 (2)8?) THIOD) afd bé potPébedD 88 dBal(powerlRpbBAdf thd REYb&rdd0) 32
5 circuit. The mamn card CPU 21 can access the mformation in the
EEPROM by querying the keyboard CPU. The EEPROM is not on

the serial bus and the main CPU cannot access it directly.

Watchdog Timer

10 The watchdog timer circuit for the main CPU 21 1s
incorporated into the main CPU IC. The keyboard CPU 20 has a
software driven watchdog circuit built into the main CPU  If the
keyboard does not respond to a command that the main CPU sends
it within a finite amount of time, then the main CPU will toggle the

15 keyboard CPU's RST line This will cause the keyboard CPU to
reset.

Both CPUs have special circuitry to enable power up reset
and other circuitry to prevent inadvertent resets of the keyboard
CPU when the main CPU is not powered up.

20
FPGA Register Access

The main FPGA, which is the only one that contains
registers, 1s mapped into the main card CPU's RAM space (Figure
4). The first 256 bytes of RAM space 47 (OOH to FFH)

25 correspond exactly to the FPGA register space. It is important that

the FPGA dewice select be set high for all FPGA register accesses.



1056x350 2 (175) 1056x400 2 (200) 1280x1024 8 (128) 16 (64) 4 (~0)%ﬁ 859%38
(~0) 10 {48) 1 ~ (40) 24 {32) 14 ('?~) 16 (?~) 64 (| 6) The follo A
subconmmands should be witten into 20 parameter port O prior to witing the
command port: 00 - Retumthe nunber of segnments (and |ines per segnent) in
the current ~~i deo node. Upon conpletion4 f this command, paraneter port O
contains the nunber of video segnents used and paraneter ports 1 and 2
contain the 10 APR 2003 71 nunber of lines in each video segnent. The MSB
is in parameter port 1 and the LSBis in parameter port ?. Ol - Return the

lower | 6 bits ¢f nbheCBEl anjessesheRldunvcdtiensinethksOOO@H & @FFREber is

witten to paraneter port 1. O~ 5 return, the lower 16 bits of the

checksum are st @és%'@niw;‘lpaém@d rothesFlaslapdlctte Thavdds RN par amet er
port 1 and the L is in paranmeter port 2 The current checksumregister

number is storeMdweper aniRirethepBPG A dedite-seRet itistsaehigppehe t6nterts of the
sel ected checksum The | 0 checksumregi ster nunber is witten to paraneter

port 1. On returolfmhé@@@lmegislter@dajmt@ pdad! faermchel Weittnatoediséettyed in
paranmeter ports | and ? . The MSB is in paraneter port 1 and tl~e LSBis in

parameter pogt 2. The current checksumre~-ister nunber is stored in
paraneter port 0. 15 03 - Return the currently sel ected vi deo se~-~nent
checksum (| ower PIBRN | Defirihibgsi s the checksumthat is associated with the
video se~rnent that is in the video buffer. The se~nent nunber is returned

n parameter ports 1 and 3 'S0 The M Lo | n parancter part i and the LoB
is mparanmeter (P1.0-P1.7)shown in Figure 3, and discussed as follows
The P1.0 - RD/WR' Serial Bus Read/Wnte Qutput port
10 outputs to the kevboard CPU 20. This output pin acts as a
RD/WR' signal during mode serial bus accesses The pin is
normally high (read) and will be set low when wniting data to
a serial device. For most devices, including the EEPROM
and keyboard chips, the operation of this pin is as described.
15 However, for the PLL 38, this pin is not connected.
The P1.1 - FPGA Device Select Output connects to the
FPGA 11 and serves as the chip select line for the lower 32K
of the main CPU's RAM data address space. Wlen this pin
is high and the main CPU makes a data read or write to the
20 OOH to FFH address space, it will actually be reading or
writing FPGA registers directly. However. when this pin is
low and the main CPU addresses data in the OOOOH to
7FFFH region, it will actually be addressing data in the Flash
Palette Converter RAM,
25 The P1.2 - Keyboard Busy Input outputs to the keyboard

CPU 20 and is a special dedicated pin that indicates that the



port 2. 04 - Return the currently sel ected video se~nent checksun1i @Eﬁqmﬁ
fi bits). This is the checksumthat is associated with the video s E t
that is in the video buffer. The segnment 25 nunber is returned in paraneter
port 0. The upper 16 bits of the current checksumare stored in paraneter
ports 1 and ? . 10 APR 2003 72 Tlje N§ is in paraneter port 1 and the
LSB is in paraneter port ?. g 06 (VIDEO CAPTURE) 5 The foll ow ng comrands
may be witten to paraneter port 0: 00 - This subcomrand sel ects the
segnent that the video capture hardware w~I| wite to the video RAM The

segment nunber is wWik{beard CPRAIEBBIAN®OAfinck-re¥PéMd tdkengpt i on, the
segnent will not increnment automatically 10 01 - This subconmand starts an

automatic capture otomlrha®ds t ThivingepaBetmN dualfutpBse ana i§atyent
interleave is witten to paraneter port 1. After this subcomuand is

execut ed, segment nua@@rasfatM'nlilggb%@ﬁ@ﬁﬁﬁgcéenilh@amsfb@b@twm%esegrrent pl us

the interleave will be captured: is conlinues 15 until the |ast segnent

(plus the interl eav@al‘hscp@]pmqﬁ.kéybdab@tcpmne, the capture restarts on
segnent nunber 1 and goes to the |ast segnent (plus interleave). This

continues ugtil all TyRgpent sKkybeakERBs@DUHIRGIn A codiddctéd diectipe process
repeats. For exanple, with an interleave of '3; on the first 20 pass the

systemwi || capture(slegaahts tie RBT Ges&) idput (fithe kePhohfte CPEco0d pass the
systemw || capture se~nnents | , 4, 7, 10, 13, etc.. On the third pass the

systemwi | | captur e isage@ntsthé mén GPULD resé: thetleeyBuasd iICPUhehed ef erred
capture nethod. 25 h. 07 (KEYBOARD | vLANAGER} 10 pPR 2003 73 00 - This

subcommand W | | sendrastsadeteotte. Bhe main QR cha N6 ar@tiethigant 1 to the
keyboard. The scan codes are not verified, authenticated, or checked in any

way O - This subcomimeed comrhanédbmphd DAIWPBY s hbacireheam 5 the keyboard
CPU. On return, paraneter port 0 contains a conpressed b~~te The upper 6

L esiars e (ol ks kmante A SeS SP ROt o

keyboard byt es that rageireuhstethiel eybeard ORY bersetectelh byaht PG A chip
select register before the reset signal will get through.

The P1.4 - FIFO RTS Input connects to the keyboard CPU
20 and 1s the FIFO Ready to Send strobe. It's purpose is to

15 indicate when the FIFO in the keyboard chip has at least one
byte in it. It will clear when the last byte is read from the
FIFO. This input will perform a soft interrupt of the main
CPU so that the byte can be handled before a FIFO overrun
occurs.

20 The P1.5 - ICS1 522 Device Select is the [/O pin that
controls the SELn pin on the PLL dot clock 38. The device
is selected when this pin goes low. When the device is
selected. it may write to the serial bus,

The P1 6 - Keyboard Device Select is the VO pin that
25 controls the Device Select input to the keyboard CPU. The

keyboard CPU 1s selected when this pin 1s high When the



10 b~rtes can be returned with a single call to this command. The LM\%}E 2003
byte returned will be in paraneter port 1 and the second wll be i
parameter port 2. 0? - This subcommand will return the keyboard status
lights in paranmeter port 0. 15 Bit O = Num Lock light status Bit | =
Scrol | -Lock Light status Bit ? = Caps-logk |ight status i. 08 (MOUSE
MANAGER) 20 This comrand sends the nouse m ckey information. The Xm ckeys
are witten to paraneter port 1 and the Y-m ckeys are sent to paraneter
port 2. j. 09 (SERI AL PORT MANAGER) 25 This command sets the base port and
| RQ of the 820 seri dteybwardasstleatddrt nilyereh&Qriveritarddteont thepariafet er port
0 and the base 1 D APR 2D03 74 port address is witten to paraneter ports
1 and 2 The MSB is ipusgparaneter port 1 and tlze LSB is in paraneter port 2.
If all of the parameter ports are zero, then the 820 chip will be disabled
wi t hout affecting tHEha®tlual- FIRD BalkteaSenpentdr Gligr®dact ¢dnradcks ef the 5
paraneter ports are 2~ ~, then the current values of the serial port are

returned without chaheifRG#h&Mnankd dsitrAoMEITE oGONYERT ERallpertHlash Pal ette
Converter Circuit ~2 will now be described 1 o with reference to Figure ~

I n order tosm ni m zepdlbgte datinyehan @ M hareeanties extedirin QP1$ peats pidel
delivery to the VGA screen, this desi~-n uses a flash palette converter 5?,

sho~~~n in F figure writdhi ¥f dis pui is lughstirnsthepldd Humkdwaetenteéd.cuit to
convert RGB ~-~-~ color inputs directly to a 15 palette index. The circuit
will allow the main ©diarwibt] e avenpraxde Beeldwed| ash Pal ette Converter RAM
24 with values on the fly so that the video node can be changed. It should
be noted that the palette index that is output by this circuit is not a
color value and has no direct correlation to color or lumnance. It is
sinmply an i ndexviam FRaFAi =gisteditdext he VGA card to | ook up the
preprosranmmed col or val ues. Conputations and conparisons on the palette
i ndex val uéowi | | notThedessarinhy ipckidd sesard] dd¥Cul s ldsfubmsa hTdwv anet put from
the video capture circuit 53 is dia-ital video in RGB 8-8-8 format. Because
t he Fl ash Pal etstandpowmér ¢esn Ruughotomatheoafiwad statdipesst, 28 ofrithat s, t he
three |l east significant bits of each color are discarded to formvideo in
RGB 3-5- ~ f or maegistas axeR20edgle FPGA. When a second FPGA needs

register information it will be necessary for it to have a hardware

connection to the first FPGA in order to gain access to the registers.
15  As explained above, the registers are addressed directly by the main

CPU 21 and there can be potentially up to 236 registers in each

FPGA. Before the main CPU can address anv of these registers it

must first output a high level on the FPGA Device Select output pin

P1.1. This enables the FPGA registers and disables the Flash
20  Palette Converter RAM.

In the preferred embodiment, some registers include:
00 - This 1s a null register and returns random values when

read or written.

01 - FPGA Flags - Ths byte is read only and the contents of
this register are set by the FPGA. Bit 1 is imported from the video
FPGA. The flags in this register are:

(3
wn



The address and data lines of the Flash Palette Converter RA. IVl aij Aﬁﬁt?m
fed by way of tivo nultiplexers 54 and > | . The address nultipl ex

a supple, unidirectional nultiplexer that will handle all 1 ~ address bits.
The nul ti pl exer has two input 5 selections and one output. The data going
tl uough the address nultiple~er travels in only one direction regardl ess of
whi ch input bank is selected. There are4§~o0 possible input banns to the
address nultiplexer. The select input to the nultiplexer will switch
beta-een the R&B ~-~-~ signals for normal operation and the output of a 1 ~
lo bit counter for Brogram node The data nmultiplexer 5 ~is alittle snore
conplicated. DuringVnor maReé@éfﬁéti on, the data sisals comng fromthe 1/0O
pins on the Flash Palette Converéer M ?~_are output only and are sent to
the Pixel Storage Glrcuif-BiSyTheelgghgn theRPCA shbussayridmigthen normal 15
operation node. However, Ly~ program anode, the data flow is bi

directional. In provram ﬁg@@,tec{ Wé{e@ublpl:b{ exer >j nmakes a bi directional
data connection between the FPC T%AM ?4 . and the FPGA data register ~7 that
contains the byte t@8 wri tEsyBC polaryf lastpysegParmagatsve Pﬁgfmﬂwﬂcontents
can be both read and witten., 20 The.reason for allowing the data to be
read out inSpro~-ram nod& PeSHI¥E P¥RAAYa~nosti ¢ purposes The Flash Palette
Converter tinmenQ circuit =8 venerates ﬁhe var-igns control signals that are
needed throu hout tRe FPEVSYReBolan lastpylsar § T negaldee ROl . land CS' of
the RA1~I 2.~, CLR and 25 CLK .of ptotle.a ress counter ~9, and the two SEL
lines to the nultipl exer 5 BQSIHNE poiamy Wofg ﬁ@é@%h@@ﬁ(ﬂagéﬁﬁ?sters ~7 and

t he 10 APR 2003 76 .
constant and do not pulse with the syncs.

4 -Reserved
10 5 -Reserved
6 -Reserved
7 -Reserved

02 - DIP Switch Setting - This byte is a read only flag that
contains the four bits selected by the dip switch. Bits 0 and | are
15 used as a card address. Bits 2 and 3 are reserved. The flags in this
register are:
0 -Bit 0 of the card address which is set by the DIP
switch.
1 -Bit 1 of the card address which is set by the DIP
20 switch.
2 -Switch 2 of the card address DIP switch that is
reserved for future use.
3 -Switch 3 of the card address DIP switch that is
reserved for future use.

25 4 -Reserved



pi xel clock as input. The pixel clock is needed during nornal oper?éiﬂgg 26(@
ensure that the RAMreads are tined properly. In program node, the'pi“el
clock is not used. The SEL lines to the multiplexers are connected to the
flag in the FPGA registers that 5 control the operation of the SEL signal
The CLR si<tnal to the address counter is done the same wav Since both the
SEL and CLR lines are directly connectedSdo a bit in tile FPGA registers,
they will account for a mnimal portion of logic in this circuit. The data
lines fromthe data nultiplexer are connected directly to the 10 FPGA
reQister. This register Ra?n b%gaccessed directly by the Main Card CPU 21
as though it were R2AM nERSFY YSBuring nornai operation, the RDDWR input to
the FPC RAM i s hel d high ile the CS input is connected to pixel clock.
The pixel clock is dondi tF68d8%h such a way as to account for 1 ~
propagati on del ay a(r]_ald RAM_access, tines. This si~lal is also passed on to
the Pixel Assembly Q rcui .ESFWeﬁirogram nmode, the address to the FPC RAM i s
supplied by the 1 ~ bit counter. This counter is cleared to zero under CPU

control by tog~l m the esister flan that corresponds,to the CLR pin
on the counter. The @0' Eﬁsﬁt@?gﬁ éﬁ%ﬁﬁ%@e Fﬁaéidorb‘iy%élv IEPEZOP?% ng
circuit foll o~ vi D and WRI TE operations by.the CPU tg/fromthe FPGA
dat a regi st er. %B%@ﬁh@‘% i\ﬁ%ﬁ%f't I e %@an’ﬁ t%rtﬁaram node,

t he sequence of .tim yals_ i;s shown in the timng diagram 25 of Figure 6.
10 APR 2003 77 ‘ﬂ%@zﬂ%&?‘daﬁ%??g?@ Séﬁ%sperré\‘ET ence wi Il be necessary for
pr o~-ram operati on.

The pixel ock | K) .cannot .be. used because
there i s no guarantdd tha't\%lﬁteojéqlﬁ‘ éﬁ-:ﬁﬁx,ghr‘fl%e’%’gn?st g’%f‘#b?ﬂfgﬁ)g?/a | |
establ i shed. The standard, FP lock is therefore 5 used,for,generating
timng patterns when in g;%ﬁ?(\@%%ﬁﬁf@.m%{e@e@h\ﬁﬁlcﬁh‘ar%ﬂrdré‘s@gb ¢k si gnal

oo o et 1 ucen 1o annahes RS ERR BRSO BRI 1
i T CPU RD i i ,
Fhererore: s o st ﬁ%ﬁa%ﬁ%gﬁgfn@f%%j% d %z%%%h@ ?ﬁfa%ilul
as returned high. en t &i %Bﬁ'ﬁﬁé 0@ gsz Og& seltgé;(fl Wi ri se
for exactly one FPGA clo &QI@E <o 4 (? u e ALE strobe
I LZZLLL :yelg‘;hQXEa%EECE& SR e PE S SIS B r B B0 @%"%\:@t robe
. . . Ca
o desi gni ng any i eui ¢ ST PRar e RE MR D BRRAR PR BN RL: TThere 1o
no direct connection to tth-?d Q?ﬁ{ﬁﬁﬁ'e@élﬂfﬁls bgf ngé\/%r‘ghﬁ?olﬂ%ppen, t he
ectly Zo rea W

main card CPU woul d not bé abl e to corr e to the FPC

RAM The mali n point is th&}%ﬂgﬁﬁégg%iﬁfc%‘?%ttﬁ O@KE@Eﬁ%MtﬁQ only after a

byte is read or witten to xel senbly rcurt 25 The

purpose of the Pixel Assephl } | - W L erhd)Q. pto
eight pixels into a single \yylr‘ t@le'ir ?c%&s}%agréggg?y@sthghgomg gi%% F%%S 78 for

exanple in Figure 7 The anr, of pixels that will fit in a byte depend on
t he nunber of bits per pixel of the particular color node in use. There is

a direct correlationybet weegd-hed FYPRIshTalbkd & RSB M&u@p&éﬁe nunber of
possi ble colors. There will not be a
2,3 -This indicates the number of pixels per bvte in the
20 video format. The following table shows how this 1s

decoded:

Bits 3,2 Buts per Pixel Pixels per byte Max
colors
0,0 1 8
25 0,1 2 4 4

(NS



5 situation where there are pixels of different sizes stored in thaPkaid
b~~te. In one bit per pixel node 74, there are only t,vo possible colors
and eight pixels are stored in a single byte. Because there are only two
possi ble colors, this node can only be used for 1 o nonochrone screens. The
colors used in t~.vo color node do not necessarily have to be bl ack and
white, but could be any two colors. Simkarly, the ori~inal captured
screens can be any nunber of colors. The action of the Flash Dalette
Converter will automatically select one of the two colors that is closest.
15 In rivo brts per pixel node 71, there are four possible colors and four
pi xel s are stored inld single $yte. Because there are only fldur possible
colors, this node is on the borderline of reasonable color. Sone text
screens, such as tho}gd designe8 for CGA nonitlors, have only266ur colors to
capture. However, in practice, 20 the tvvo bit node is best suited for four
| evel grayscale. Again, it nakes no difference how nmany origi nal captured
colors ewst on the hést. TheseFvadh Palette Converter will automatically
approxi mate each color into the appropriate 5ray level. In four bits per

pi xel nmode 72, thereSare ikesmovedbl e colors 25 and fit two pixels are
stored in a single byte. This node can be used realistically for 16 colors
or 16 level Y-rayscabe M eRessved i 0 APR 2003 79 W ndows' screens use 16
color node at |east 95% of the time. This is also tnie of OS5/ 2. Gayscale
mode can al so be used wher&eahb Moder-sWoth this-eit set; demcandewili nat hood mat ch
for the palette colors. In practice however, there will prohably not be
much need for 16 Level 5 Hﬁp@ﬂéﬁoaﬂéfE@dbmmmn@mﬁyﬁcaiémdﬁaIbUBorlﬁbdes are
transmtted with equal speed. In eight bits per pixel node 73, there are
?~6 possi bl e col ors but i tardhsssalipnst anditke dee memernoare off liRetzdise there
are fewer cal culations needed to display a color on the VGA screen ~n this
to node, this node is thewiBv@tiresporstito awy readpidtapidempts by thoPall node.
However, the 16 color node is_probably the nost practical in renote node.
The 256 col b? node i s genbhal ilheeardrnsedearvisy fllyrepasatienalViitiey, however
it is useful in the case wherge photo realismis required. 15 As was stated
before, the action of thelPixBie t%ﬁ@nﬂ(%ﬁe@i ridgi mamecasel @P@uWé“S is to pack
the pixels into a byte that will be stored in the videQq RAM and eventually
sent across the bus 23 t o2E¢RPtPEIIgPPOM Medtpl b, St vol10tdRFPRAGht bits
are used so for that node, .tile Pixel, Assenbly circuit sinply passes

t hrough the byte. 20 In aWPigﬁh@VSHﬁ@bﬁ?sgﬁésﬁﬁﬁbl%ﬁ§§§ S rcuit nust

assenble a byte fromfragnents of.uB to eight I?ii xe|s. The oyt byte from
the Flash Pal ette Convert 8YSIREAMQISS Péh"aﬁﬁﬁg’i‘@@ ttg tHE SPABICAr é’rp‘gﬁttobit

rou st ThLs remeter s Leally B AR Eh, CAIRosed, oL o ol dependent |y
E:P?clwnltom t ?lladgu(r:rfgf bIeDr ighg%t%t' t‘é%@é@%%‘f%&g@%é@?ﬁqg@ﬁ %IHQI*# gfte%scont rols
wni ch bits are | oaded and when. e, i npute, (0 12, SOP circuit, 77 are the
of stealth mode are controlled directly by software, but
this bit is provided so that the FPGA can handle the
20 hardware end by shutting down the 8230 serial port
controller device in Stealth Mode.
04 - Command Port - This register is a command register
with the lower 5 bits being the mstruction to execute  When this
register is written to by the KV-APP, the FPGA generates an
25  interrupt to the main card CPU by toggling its INTI pin. The matn

card CPU can then begin processing this command Upon receiving



The color node is as previously defined and is used by the SOP Iogi C ﬁrzrﬁy
7 7 conpute the nunber of pixels that are loaded 5 into a single ytp(f /u\
val ue of ' 00' represents one bit per pixel node (2 colors). A value of 'O’
represents two bits per pixel node (4 colors). A value of' 10" represents
four bits per pixel (16 colors). A val us of'1 1" represents eight bits per
pi xel (?~6 colors). This ~alue is obtai @d directly fromthe appropriate
FPGA register 1 o The three bit counter 76 is provided so that the SOP

| ogic array 77 knows which part of the byte to load. In 256 col or node, all
eight bits are; dseehaR &hgﬁ@gi@ sdr frém GRIPEHbud, Alkhe 0O ¢iede, only the

| sb of the counter 1s used. ew se, wwth ~ color node, only the two Isb's

of the Countersetgﬁr%#%@er prPPGA%:@sepﬂooﬂaeﬁc%gﬁfﬁa@!d ik egppi ts of the

counter are us he SOP | oeic array automati eci des how many bits

of the count eraéc}ifbfrgi‘ét irdermed RAt@hefigally B91tRe FPGJ%_it@@l?%nfdaﬂiota@@itﬁéonm

circuitry to no e nunber of count’er”output bits. The CLK strobe to

the three bit SAUNCEL fér berfoPRARct pehddhs2 T CoritiafdR3adys St robe tom t he

Fl ash Pal ette nverter clircuit 52. This pulse Is used’to I ncrenent the
counter once foOaﬁ?z(égl | RSlowhat comes in The CLR strobe to the three bit
counter 76 is déetive %gromthe Hsync pul se. The purpose of this arrangenent
is to ensure that 25 the counter will be zero for the first pixel on each

hori zontal |ine. |tgoisghThed bhecdagsnd! t© the mies card a@PUHsync pul se, but the
si gnal that 1 Q~, PR 2003 81 clears the counter can be derived fromit by

usi ng the appropria e 79aTgs.cdrtl RdesPthai®ele) rekpndix ale Byfgndi®m the Fl ash
Pal ette Converter RAIVlI 2~ is presented to the inputs of the eight

flip-flops 5 78. ThehSRdiaet cafondy béAvritteh ts bgnaé athien fdfitheflOp in the DO
position to | oad, and no others. Wien the next pixel byte cones in, only

the flip-flop APRBeitie podid bae WO (Chentartedgsand Tie Stdwes . This
continues until the ei gjchth pi xel byte comes in and is |oaded into the D7

position. MhenREgist& SQ?R@!A\ethgigﬂee 08ympremsed whaekhd K \-APPuthys assenbl ed.
The D7 clock strobe also functions as the B~~-te Ready Strobe for the next

circuit. In 4 go imerbdee 14D ropstat i The heke TR agensthatité soshei lar to tile
col or node operation. Here DO and DI are | oaded fromthe first pixel byte

from the Fl ashchangiriderdgaseeer tlare w?wﬂitédppﬁmem th2 Seatds Foe distear dt | oaded
next, then D4 and D3, and then f nally D6 and D7 In 16 col or node, onl~~
two pixel s wil taf bt vimtteadly thet gaim@PU and 1s read when the KV-APP

reads the base [/O (Command) register.

15 05 - Parameter Port 0 - This FPGA register is a copy of the

contents of the Base + 1 /O port. It may be read or written to by

the main CPU and its contents are reflected by the /O port. In

effect, both the KV-APP and the main CPU have direct read/write

access to this parameter register. The parameter port registers are

20  generally parameters of commands that are sent to the Command

Register.

06 - Parameter Port 1 - This FPGA register is a copy of the
contents of the Base + 2 [/O port. See Parameter Port 0 for details.
07 - Parameter Port 2 - This FPGA register is a copy of the

25  contents of the Base + 3 /O port. See Parameter Port 0 for details.



byte. The packing process is again similar to the 2 color and the Y gffl 2003
nodes. Here the lower nibble, DO-D3, is |oaded fromthe first pixel byte

fromthe Flash Pal ette Converter RAM Then the 20 upper nibble, D4-D7, is

| oaded. I n 25b color node, all eight bits of the pixel byte fromthe Fl ash
Pal ette Converter RA~~1 are | oaded at ongg. The Pixel Assenbly Grcuit ~2
nmer el ~~ passes these byrtes directly to the next circuit. 25 10 APR 2003
82 Bool ean Equations for the Sum of Products Logic Array The following is

the sumof mntermproducts and.tile_correspondi ng bool ean equati ons. The X
and Y vari abl es cor r@$pdiatusoraghder r Jauipistthe segstemtlart the daVeA&Pappr opri at e
FPGA 5 register. The X is the least significant bit and the Y is the npst

si gni ficant bi trecgiescuhen thirpsls thedasedrO register.c & mdicaterevarious: for ~
color node, "'10" for 16 col or node, and "11" for ?~6 color node. The A, B,
and C vari abl esfagets ehiheocanglis opgratine statsi tWhdeathe K VAFR caneonleast
significant and the Cis nost significant. 10 8 BIT DATA MODEL QutO =
En( 0, 8, 1 2, | 6, 18te2d, this registsr ohe Xz PRBhaobath reag awdtvoite aceessAThe bitA” B X +
A B C 15 Qutl = EmI, 8,12, 15, 18, 20, 22, 24, 25, 26, 27, 28,29, 30,31) Qut | =
XY + A Y + 5 @rgamzatwn §adolws: cut? = En(2, 9, 13, 16, 18, 20, 22, 24;
25, 26, 27, 28, 29, 30, 316 Qut ? =XY+A Y+AB_X+A' BC X' .
- Busy Command - The card 1s still processing the last
command that it received from the KV-APP. This bit is
automatically set by the FPGA when the KV-APP writes a
command to the command register (base [/O register) in
10 the FPGA. The main card CPU resets this bit and all the
parameter port busy bits when it is finished processing.
Unlike the parameter ports, reading the status register
does not set the busy flag.
1 - Busy Parameter Port 0 - The card is busy transferring a
13 byte from or to FPGA parameter port 0. This bit is
automatically set by the FPGA when the KVAPP writes
or reads a parameter to Parameter Port 0 (base + 1 I/O
register) in the FPGA. The main card CPU resets this bit
when it is finished processing or is ready for the next byte
20 to be transferred.
2 - Busy Parameter Port 1 - The card 1s busy transferring a
byte from or to FPGA parameter port | This bit is
automatically set by the FPGA when the KVAPP writes

or reads a parameter to Parameter Port 1 (base + 2 [/O

25 register) in the FPGA. The main card CPU resets this bit



20 @ut3 = EM( 3, 9, 13, 16, 18, 20, 22, 24, 25, 26, 27, 28, 29, 30, 31) Qut3 = XY1 + % m +
AB" X + ABC X Y Qut4 = En(4, 10, 14, 17, 19, 21, 23, 24, 2~, 26, ?7, 28, 29,%6, 1[5
25 Qut4 = XY + AY + A BX+ A B CX Y 1 D APR 2003 83 Quts =

Ei n{5,10,14; | 7,19,21,2 3, 24,2S, 26, 27, 28,29,30,31) Quts = XY + AY + .4" BX
+ AB CX Qut6 = Em(6, | 1, | S 17, Ig,% 1, 23, 24, 2a26, 27,28,29,30,3 1 ) 5
Qut 6=XY+AY+ABX+A'BCX' Y' Qut7 = Vim( 7 ,711,1 S,17,19,7?

1, 23, 24, 2a26, 27, 28, 29, 30, 31 ) Qut 7=XY+AY+ABX+ABC to Gate Summary 8 - 4

i nput OR gates 5 - inverter gates 3 - 2 input AND gates 15 6 - 3 input AND

gates 2 - 4 input .4Nphgatiess Anishediprockssiiboistresd FRE#thdasd artsytepeak in
ternms of logic cells and not gates. 'In reality, since the logic cells

i ncl ude the above gatgshasramefdrrés flip 20 flops, only 8 Logic cells are
required for this design. The three bit' counter will add another three

Lo co1 2T SRy ket RO The 4 Eefhighc oo 1>
byte from or to FPGA parameter port 2. This bit is
5 automatically set by the FPGA when the KV-APP writes
or reads a parameter to Parameter Port 2 (base + 3 /O
register) in the FPGA. The main card CPU resets this bit
when it is finished processing or is ready for the next byte
to be transferred.

10 4 - Mode Change - This flag is set when a video mode
change is detected by the main card CPU. This flag is
normally reset when the card receives a “Load Video
Parameters™ command.

5 - Reserved
15 6 - Reserved
7 - Instruction Not Supported/Transfer Error - This bit is set
upon detecting an error condition. Usually if a command
is sent to the card that is badly formatted or invalid, this
bit will get set. Also, if there is an error during a packet

20 transfer, such as a mismatched checksum, this bit will get
set The bit is cleared when the next command is written.

09 - Video page segment MSB - high byte of the video page
segment address This is the segment of the address that the K V-
APP uses to address the KeyView IT's video buffer The PCI

25  circuitry of the card will map the KeyView II's video RAM to the

beginning of this segment in the KV-APP's memory.



1 p ~pR 2003 84 0 =00000 = OQut Ol =00001 = Qut 12=0001 O=Cut ?3 =00011 = Qut 3
4 =001 00 = Qut 4~ =00101 = Quts6 =001 | O = Qut67 =0011 | = Qut 7XY 4 APRuills
per pixel ~ o DECYXCBA8 =01000 = Qut O-Qutl9 =0 001 = Qut ?+Cut 310 =01 010 =
Qut 4+Cut ~11 =O1011 = Qut6+Qut 715 12 =01100 = QutO+Qutl 13 =011 O =

Qut 2+put31 ~ =0l | 0 = Qut4+QutSl ~ =01111 = Qut6+put7 20 X ~' = 4 bits
per pi xel DECYXCBA16 =10000 = Qut O - Qut | Qut? + Qut317 =1000I Qut 4
~-QuUtS + Qut6 + Qut718=l 0010=Cut O+Qut | +Qlt 2+Qut 325 19 =100 1 1 = Qut 4
~-QuUtS + Qut6 + Qut720 =10100 = QutO +Qutl + Qut2 + Qut3 ~ o aPR 2003 21
10101 = Qut4 + Quts + Qut6 + Qut722 = 10110 = QutO + Qutl + Qut2 + Qut323
101 11 = Qut4 + Qitls- Vides gagemugﬂleﬁt K$B=- tovbbyte pfthepiideb YX CBA 24
11 000 = QutO + putl + Qut2 + Quf3 + Qut4 + Quis + Qut6 + Qut7 |0 2~ = 11
001 = Qut O + OgebmenpuddrassOUTRBisHs Cug 4egmet of the @dtibes@uhdt 8fe KWL 010 =
QutO + Qutl + Qui2 + Qut3 + Qut4 + puts + Qut6 + Qut7 27 = 11 011 = QutO +

Qutl + Qut2 + QUPB use©td 4dtrédstthe K&V ew [IHvided Duir=Thd PCI0 = Qut O +
Qutl + Qut2 + Qut3 + Qut4 + Quts + Qut6 + Qut7 29 = 11 1A = QutO + putt +
putt + Qut3 + Qitchiitry piftthe tafdivEllmeditie Key3ew 114 vided RANE @ theQut | + putt
+ Qut3 + Qut4 + Quts + Qutb + Qut7 31 = 11 111 = QutO + Qutl + Qut2 + Qut3
+ Qut4 + Qubs beQutn@uifthAnsaimerttnatthe K VopiBPemeadoss.r angement for the
video stora~e 25 RAMcircuit is now described, with respect to the use of
two ~ 0 APR 2003 84 3RAxie durd [BBAMSe addr¢ssrMBSBanhghdhtte8if th8 IOt chi ps
Such chi ps can be found from Mdtorola and others. The 32x8 SRAM approach
requires wait dtaatesidesen Thisvierthe A3 tadidress Sl the K dr &PRsesks Wwhenreason f or
this assunption is that 5 the FPGA woul d have to operate at over ?00VHz in
order to nmake sends and receives data to and from the KeyView II card.

5

Specifically, it 1s the [/O address of the Command Port register

10  The Parameter Port registers are accessed by adding an appropriate
offset to this address (i.e.- base + 1, base + 2, and base + 3). The
PCI circuitry on the Key View card will map the command port
base register to this /O address. This is not the serial port base
address. It 1s defined by another FPGA register.

15 12 - Main card I/O base address LSB - low byte of the I/O
base address. See above for details.

13 - Senal port /O base address MSB - high byte of the
serial I/O base address. This 1s the /O base address that the
operating system will use when accessing the KeyView card's serial

20 chip The PCI circuitry on the KeyView card will map the serial
port base register to this /O address.

14 - Serial port /O base address LSB - low byte of the senal
I/O base address. See above for details.

15 - Serial port IRQ - The IRQ of the serial port  Tlus s the

25 IRQ that the serial port uses to interrupt the operating system  The



the four 8 bit reads, concatenate theminto a single 3?7 bit word;]gmnaR 2003
present themon the PCl bus. Since the FPGA PCI MASTER only operates at
around 100 M~~z, this means that there could be as many as four wait states
per 3? bit word transfer. This would choke to data transfer speeds and

woul d not be acceptable. Instead, it is bgitter to keep the video storage at
32 bits for the present enbodi nent. Rejarding the use of a 32K x 32 bit
SRA~'vls for video storage; a speed of |12ns or faster should be acceptable.
One further 15 requirenment wll be t hat the SRAM nma<< have "Byte Wite"

capabi lit~. ~ (apeEx ?@ﬁlgﬁ}f&h ot X?l%ﬂe@a&dg\f % m)ster-'fﬁ'xﬁlt?até gpnative

all ows the use of an Crcult %s reduci ng the nunber
of gates) while ik %ﬁ%entlngafull 32 bits to the PCl bus. Since there
are 4 wite stro on eRAM(onefor 20 each byte), a sinple cyclic 4

bit counter can be usy Rydre dntiEnbere. Ph ACdkipgigf the 32
bit word. A detailed agram iﬂ:'gSKe;vll ew"ﬁtﬁx exam?gﬂg odi mentJ Expansi on

Card s shoun | ReFLigHI Ot TSNASAE hEROF! QU B the BPOOLs 4R gsnm%%@ret ed

as an excl usive sc or the expansi on car as a general
bl ock diagramd rh-at. i I—Hg% W &f the KeyV| ew || Product.
10 APR 2003 ?7 ?ﬁ%%@o%@%?%ﬁ%m@s lh'Eto fifteen separate sections
as identified by the 1b7f9t%ﬁ'rééi,tRﬁd@@ﬁhe&urﬁﬁtréggte%mwhwam@dfthéG s for

the Keyview Il card ("KV car I's throug ee connectors, i.e he VGA

DB-1 ~, the Cybep g d%mﬁ@%b%?ﬁvamﬁaoh@mﬂmﬁ&%Fﬁe Qféa‘ftl ets the

bottom of the expanS|on car | nput power for the card

derived from the, ﬂghlsevmaroqnﬁ& Be %‘h%ﬂ@@d By ke ctP ?P@se‘ﬁ%

connect or. Sectl on Figure 9 I's the power supp y CI rcuit. Because
the KV card re%hé%.l@n@ﬁ%%bmneg‘éﬁﬁorﬁfel 1244 §bhd suMdeed mthe 1 o input

vi deo section of the card is necessary to derive the negative voltage

fromthe Stg gdard +5 MPCFTla?éH PaleRRI R Ad/[ath DTHRGemétRe T PpegvedNe negati ve
voltage is derived by using a chargepunp technique in which the +SVDC is

converted to a power pRCR/gkEMEMIHS 18te QBN OISEGNIEINT angdha power
buffer stage arranged 15 in a push pulT node. The output of the power clock

i's AC coupl ed angf¥ef 8£tihéd ast Msimies, dnéivdint @a&iblel o aeistheWisyrdhie di ode

bridge acts as a DC restoration circuit in whi ch the reference |evel is
+0.7 volts. The gRCBefbrdithe ¢irbt l@'i@@ftb?tdr@ﬁ@ﬁi(ﬁ@@eThﬁMﬁl:lddbsgﬂD@flﬂle

potential. The full excursion of the clock (~ Vpp) is forced to 20 operate

bel ow ground, t hgickuipdondttiongidebdinscbiasam hefgad theefirailordontd MRE.
Section 2.0 of Figure 9 is the Video Input Bufferinw circuit. The input

vi deo bufferjsci rieubd saptirednidseds tfe stdct(fiysrcaktindenbahibhi sidmeper ati onal
anplifiers configured as unity gain anplifiers 25 and as non-inverting
anplifiers wth cafthrebeginsvol t age aamto neet ~ 0 aPR Zoo3 ss the input
voltage requirenments of the analog-to-digital converters (ADC s) of Section
~ 0, discussed bel ow, 20heéVidepul imvingelte sistpral 'S TARD, LINEER, TRt negnblerom t he
15-pi n VGA connector nust be properly termnated into 75 ohnms to
of invisible pixels, or dot clocks, after the Hsync pulse and before
the first active video pixel on all active lines. This is the exact
20  physical pixel on which to start the video line capture. This register
is exported to the video FPGA.
21 - Video Timing Register - "END LINE" - The number of
pixels, or dot clocks, after the Hsync pulse, including invisible
pixels as well as all active pixels. This is the exact physical pixel
25  on which to stop the video line capture. This register is exported to

the video FPGA.



5 mnim zed overshoots and ringing al so known as inpedance matching the
coaxi al cables. Once terninated, the video signals are buffered udilniRt HBke
non-inverting unity gain anplifiers and allowed to pass-thru to the C~~bex
44-pin connector to be used by an external nonitor which will also
termnate the sienals mo 75 oluns. to The other three video anplifiers are
configured with a gain of 4X to anplify the video levels to a maxi num | evel
of 3 Vpp, which is the level required by the ADC s. Section 3.0 of Figure 9

is t_he Anal og-to-Digjtal. Converter (ADCs) ,circuit. Three high-speed

anal og-to-digital c es'élidéﬁnfll@@f%m%@r{'pgg rﬁg@‘/fﬁbﬂﬁ?iﬂ%eare ussd to
diGtize the input videg |evel provi.dﬁd py Section_1.0. The ADC s have an
8-bit resol uti oHIBRRLPT |188S.i Fntiskercss Ar!pduiedaeth srviaible hnes a5 ovelt aspl i ng
rate of up to 80MHz. This sappli rate.is sufficient to neet_the video
bandwi dt hpr equi Ganteradsiiegs Sﬁg?s glzﬁi Rehve fpgwd ngieol‘@?%@ﬂé@-affh@l%OHz,
refresh rate. Al digital i niotjts and oﬁrputs are TTL cgrrpatibl e, which is
commrensur at e AAIEEXRAEPNBECA! [1B8¢ ON WRIGH: Semant saphure BBAfmi n FPGA~ 1 ( of
Section 4.0 described, bel.ow) %he DC s reﬁheii ve the conversjon clock from
the pixel cldock genethr &ipm@aC Begeatervebs fegigier & nekus&her ation circuit

o1 eci sel y. synchr oni ZA1- At AT by NSV 6 s S theEhaREedng he | nput

i 0 hPR 2003 89 video .aignal . The outputs fromthe ADC s are fed to the
mai n FPGAT1 of @GEEINIGAdAO®alkhe ADC s are enabled (CE) by tl~e FPGA# 1 by

an active |low | evel._ Po r t he Al i s.supplied by an anal og +~V and a
digital +~V. Although bﬁﬁ&? tgﬁ%’gﬁ@[@ﬁg"’iwﬁ?ﬂ Ak chediesughiolieand di git al
references are with reaar to the required external power supply filtering
to the appropri GHETFHEC pins. They also refer to the PCB | ayout

trace procedure for e p i at r pins,.. . Sectigon 4.Q of Figure 9 is
the Main FPGArl ci rcéf?ht'ﬁ% %@ﬁ%l‘p‘gﬁgrﬁﬂ%@ 32D IEFRRAK Sy i%%r B 7K gate

array (14~-pin) which .égntrols all video data traffic between the ADC s,
the three exterfHFCHIMIECODENK RAVS 24-26, the main CPU (21), and the PC

Master Gate Array 2 I t-,al recgl he..C |.D.code v~=hlch is read by
the main CPU 2| Tﬁ?e7 F é@j‘%Ba g@em Hf#éegﬁ?ﬁét cBRe %‘@goéﬁﬁ‘? di fference
bet ween hvo ~~i dea ftr\ﬁags and delivers the difference to the FPGA~2

(correspondi ng tgratte n9§ “In Figure 1 and Section 7.0 in Figure 9) to

Phe commo P on) bet velisdnais ORISR cRedRsfit [ ; O hnehe Vet ot 1 o Rawm
i S i 5) i - f. . i
] Ee Egggr; & c%%@tt@%%% %@%ﬁsﬁ%ﬁyﬁ%@?@ﬁn&hg@sése%g??bfgg%%e%;é{rﬁi.e

e ~L can & qgﬁgg%'f’icoﬂinévx‘ﬁé % eleCRY seoh ’t,ytms)é&%g%? 0{)§tert‘£

hundred fifty-six ( ors e processe ster,

detated by el Laoagiec il LS ARe et 00 f e
25-26 of Figureyhe) the 104488 Al8g B8am is in the selected segment. When
the video scanning beam exits the selected segment, the value in the
20  checksum register 1s valid for that segment. If this value is not
promptly read, it will become corrupted if the next frame overwrites
it. Also, at the end of the captured segment, the FPGA generates an
interrupt to the main card CPU by toggling the INTO pin. These
registers are imported from the video FPGA.
25 28 - Vertical Frame Rate - The FPGA has a frequency

counter circuit that continually counts the number of Vsync Pulses



This interleaving function allows the external S-RAMS to operate as Read
and Wite elenents to tile PCl Master Array. The interleaving funqmiﬂm mgg
initiated fromthe CPU via the PCI Master Array to the main FPG ~ = ".
shown in the Block Diag~raen, three 5 logic multiplexers (MJX1. MJX2, and
MJUX3 of FPGA .=1 ) are required to access the tluee e~;ternal S-RAI VIS of
Sections 5.0 and 6.0. In addition, the iﬁ%ut serial ports for the main CPU
are al so provided by the main FPGA f 1. Finally, a Timnb and Contr ol
Section is required ~z~ithin the FPGA #1 to precisely synchronize the 1 o

E%ék";il ?S”iESB&T&%S%%C.%@%a@h%?@#ﬁ%;/ﬁﬁ%ﬁiﬂéggsa *%ﬁé”%’ﬁ%f?%@@%g éBiilys
Ex RANS. , R Wit e, i p-E CE

imes are pro- ARl EREUAE n FPGA #1's. mil (1 pl exer 1 - sectiohs.  The hvo
I | RALVI S of I .= I f
'? hfaeR/gian FPGA ang ar té‘?‘g‘ﬁ%zgg‘ég@&%?\gém%% 'gtl&eiggsﬁc‘) ﬁ\%g agpﬂ{eﬁeng RRﬁ/rBtcgn
Seciion 7.0 of Hgte B RS e AP BB B o °OM
Fiel d-P - f : I ;

T pin otvg TR T sSRERERs, | TS SR ds BE ubde b A€ FhE B ba and

is capable of 1 tHz operation and beyond. Wthin the subsections of tl~e
FPG A #2, Figurée shows that there is a Timry and Control Section, a VGA

For mat Decode Secti g{qi_g}lﬁﬁ@{hﬁggﬁﬁﬁgﬁ@e Akea. T SL#%@?JS l?’l\gyl%a,erand t he PCl

Master Gate Array S unction 0 aster to act as
a 10 APR 200 Ny 3 hﬁg ) tk in FPGA 11 and the PCl Buss. The
FPGA #2 recei vgbsﬁ%hoeﬁﬂgiglgﬁeg |?I¥er ezrillc@%ca culation from FPGA #l and stores
the data in input video latches. In conjunction with the Timng and Control
Section, it transfers the video data to the PCl 5 Master to be read out to

the PCI Bus (%%%W%?ﬁl@ﬂt%&{ﬂﬁxﬂ%&ﬁmfer rate of 33MHz. The VGA
e e

Fonnat Decode section erm ne pt xel format. The VG A nodes can

occur at either 640)‘"?&%§§&9ﬁ16@xg)v(i)§’ést%].cgﬁﬂﬁmbv@tl\)ie»@tto‘?hé@v&vﬁwz or 72Hz

refresh rate. It is t unct i IS section to determ ne ich to VGA

format is bei ngﬁ@@%{%&?w&x lg.SiNchHﬁnﬁl‘P&%eQreilﬁﬁﬂﬁeg{fiéﬁﬂ prt%a%ﬁ@.ttﬂegg_t he

polarities of the horizortal dnd vertical sync signals. By using |0gic

whi ch i nterpretgyd Bﬁ&@é‘?ﬁit@ted B9 the® ¢-APPelngl nct theHRrAREAN T;sqeti ve

hi gh and active low TTL signals, "the correct VGA format can be decoded. The

i nformation is bﬁﬁﬁrﬁ%%@td 8 1#KLEf 864d for' @FH Shitfara o PAGHRAGEL bAdt he mai n
CPU, (Section 9.0). is information is required by the Main CPU to

cal culate the reguirrRGH HedRhatdtifefubofo thReC L APP §l0ed grpgrator, in
Section 10.0. The required shift registers for the nain CPU and the

Keyboard CPU ar glaakgOoné evigthedxpyctt that FRGHELId seallt inhdde Kve Afgyboard CPU
can 20 communicate wth the Main CPU. As such the second FPGA acts as a

condui t for thepfdceas§iPbksotning campled fpiclungant poing. 6 e ddrgsire 9 is the
System Clock circuit. This section of the block diagramis a stand-al one

cl ock chip whi chosarepribyd dentttheeasepaiaiteueisank, beenisenbed6VIAPPout put
frequencies 25 can be manually progranmed and are denved using a frequency
synt hesi zer i nvalust ognSiantlyeehdithassatuorddipgr to eoreotietprooeds thel0 APR 2DD3
20  wvideo, a bit in this register indicates when the card has something
important to say. This way, the KV-APP gets the information it

needs without the need for a hardware interrupt.

a. Initialization
25 To send a command to the KV-CARD 10, it iust first be

initialized. When the card is powered up, it is in stealth mode and



92 cwstal. The system cl ock provides a 100MHz, 24MHz and 1 OOKHz cl ock, The
24MHz clock is used by the on board CPU s (8702-24). The 100KHz CIII)EI]CII 2@3
used to generate the -~VDC rail, and the 1 OOVHz clock is used to drive
both FPGA's. Although a 5 24MHz cl ock is shown as inputs for both CPU s
ties frequency can be changed to another frequency such as 22IviHz if
desired. Section 9.0 of Figure 9 includgs the Main CPU and Keyboard CPU.
The main CPU and Keyboard CPU corrununicate ~~ith both FPG 4's. The main
CPU is pro9-ramred to direct data bet veen the 10 external SRAMs and
FPGA~ 2 in accordance with the mfe | ea~-nmg functjon, the nunber of colors
sel ected, and 4068 HALRIURIHTIUCHED ctIIédI@EfrﬁnéiPF‘f wcanlgmep . The main
CPU requires an external SRAlvyI (32& x8) (Section 11.0) simlar to the
other three Smf‘@ﬂéﬁrﬁieﬁ%@eéﬁleﬁeF dsamainy gard (Y gragransramtibs used to 15
store data fromthe keyboard and nouse devices, and fromthe VGA For mat
Decode Secti onoae h@%g‘é@ﬁ@ Wf/sol'ﬁ@ﬁ@é}ﬂa‘ﬂd?@ﬁ?@ﬁ@m\@drﬁﬁﬁ mat Decode
Section is used by the jp CPU to produce the correct divisor nunber for
the Pixel d odRU@eI?%I%ﬁ(IEI II§écti on 10.0). The nunber will be a difference
val ue for each 2o pixel format rangin rom 640x480 to,1024x768 at 60Hz and
7?Hz refredh. The KU PRVETiUP,dBS CREY IBJ%W&P@UW@QB}’@OW @Q@me? 800x600,
di ~~i sor, nunbers wil |

1024x768, at 60 j 2Hz. _Therefore, a total Si

be Qenerat ed b‘yI_l-Iqu?eaIIg;aI)ﬁS 398 15 suPpesadie qﬁﬂIiIIIYCIéﬁ I%%ng@ﬂlér of Section
10.0, which in tur i1l fee e 25 nunber to. the 1 | . Q22. dot clock
CGener at or . JRP@PEN%@?&“ o &QB?% a@@r_q;sotﬁue);q @%W@}gﬁﬁ&l%é@@ﬂ@ Pi xel

Cl ock Generator (Dot (C ock IIPI%‘SJFI it is the function of Section 10.0 to
accurately re dat ey ﬁrch a h&Seset arung thas, acsmelk st ch was used

by the Host 5 PC G aphi t th | i i I toi
by the PRt S PEESRILS (L Lo, o odier e analog video sLopal present in
f eedback di vi i t f in,CPU (Secti 9 0 d th i t al
Leedback it sgbp IR O LB, TELT,CRU(SEELLon 2,0 andLhe ori zoncal

t put pi I I whi.ch i by t tllr- Anal og-t o-Di I
output o xel clopl unieh oS ted PR CRU S B RS BT e

| ai ned i ti 9 th t put f the. P i.s det ined b
expl al ned 0 Seelhen 20 RSOV FLERUGABY, oL Lhe, PLhgyssdessy m ned by
i CPU L o SRR RS GRS eSS B T e e 1 &
Co ite S j i ! t Vet .i S Si l,, Duri th
Compos! & /e R M ASL USSR P LRI Sy0mplae DU g e
Hor i tal, .S t. i ti d
Cori zont o Ym0 RULEESp 9 ASFRAN B8 AL LSe Kot g% Ealizal on on
Sorr o ol SEd AL T BSR4 o PR "
Graphi e, Car Sy b e 1 1y PN be Bk anandoac o g pul ses vt Lo

are actually 2X hOIIIﬁQII{‘?’I-AW ?%ZI ‘ﬁ%”ﬂrﬂ% %@Q#rgegir&%hcglb%gj%g&goeri od,

where 2X correspondS to tw ce rizontal uéncy. e -effect of

ei ther the absﬁ%C&Lrﬂfn S?%Ilﬁtﬁgﬁ'l%f%dtﬂﬂg t%e%ﬁﬁ%t&aﬁor& prof ound effect

on t he Phase-Lock-1Loop
Decloaking 1s not the normal operation for the NOP

20 command and should not be used to tell the card to decloak.
Normally, the NOP command simply does nothing except clear the
status register to zero  With the first card properly loaded with the
correct I/O base address, the KV-APP then repeats the procedurs
for all four PCI cards in the Keyview PC. Before proceeding to the

25  next card, the decloaked card is put back into stealth mode

(cloaked). Dunng initialization, the code that processes the NOP



10 APR 2003 94 nature of any PLL to operate as either a second-ord?rdﬁr
third-order feedback systemrequiring tinme to respond to any diffe 8riPR 003
chan're ~i ~ input frequency. Depending on the anplitude of the danpin~T
coe~cient of the second-order system the PLL will 5 o~~erslloot and
undershoot due to an input frequency change and will fitiall~~ settle to a
steady-state condition. In addition, if ®the PLL | coses "I ock" during the
differential change in frequency, i e, loss of horizontal pulses, if wll
require a finite time to re-acquire and relock to the input frequency. It

is for this re ; : iTgne 0 :..e., not

| oose | ock, duﬁ;ﬁ%gu%tﬁgﬁa 1ggon{fg%8$¢@e%1%e$§§@§§ulgﬁ ‘ﬁog&COfRﬁ?E%%héBnt al

i nput signal. | i ; i ; oss of | ock by
usi ng a Sanpl e-‘{a}‘@@lb‘do%f?‘gﬁ%‘gv}ﬁ?%@#@é?m??%@%g%swﬁ f eedback | oop
of the PLL duri r{ﬂpﬁt [ | WQd. The di sconnection is 15
perfornmed at thdt}%out pu%ﬂalts)ﬁ ﬁ%ée%hgdsﬁéé %be the PLL. Rzcall that the
phase detector accepts a si~Tnal fromthe input horizontal s'~~nc and the

f eedback clock. In n X Eﬁkf'ea ed PLL, at the tinme of the Vertical
Sync period the Ios:D‘or@ra o??Fgg of ?X pul ses ~~~oiild cause the output of
the phase detector t %cp{ﬁ thtéh% iisal usi ng the VCO
to nmove in ?he di rec%)rgrél of ?ﬁg“@é‘g‘ﬁ%ﬁ%y c gﬁggwﬂ%ai{dﬁgﬁ%lﬁgr | ower or

hi gher in out pgﬁgﬁ{ﬁ%ﬁ?&%ﬁﬁtﬁeMQMtéffS?’?g{f%tﬁéa?{?“ﬁS’thL he PLL | oop

woul d require Ime to acquire an § steady-state

conditi on.  The s sulcke ik dobRe s G ERGANDSHA TR LhaP nosa

hori zontal 25 ses refurne ter e vertica Mg peri od. 10 APR

2003 9~ The design. Leshriae sl bai58d (cSBAAA Qody Le fig Termve the

phase error signa rom-t phase detector, cal anki ng

Period. The Ver\(t‘),#i&t@h Bl Rk (E}%t Refif fF the r@k%g?j&?%ﬁ{ ﬁ%g&m@t fmeVGA For mat

Decode Section e second 5 FPGA#? a signal of the
Sanpl e- and-jiHol ' hhi i of Reried; ; L.es. as a
function oflld?th%G{;\%gﬁhelICH—@grn téwggﬁd %\aﬁ%@%ﬁf%ﬁ: Oﬁﬁg%&%h?@@ﬁ@ﬁ%ﬁt It is
therefore only m@ggs%rmetébrﬂﬁﬁng r@@s@erﬁ%r\bﬁﬁeﬂ‘/ﬁisﬁh exceeds the maxi num

vertical blanking périod. To acconpFish this, thé input vertical sync pul se

is to extended Wthiﬁ&@%a%a@m&eéd@m SpdceMi uldsOarplBth TRUL AL 1. SIB.

In order to insure that the Level on the intey~rating capacitor (Cl)

mai ntai n a st eagyltislkd Jeevple febotds ARAPASFEYed AnBel dRlsatechmpidngand out put

sections of the loop filter with high inpedance, |ow | eakage, buffer

circuits. 15 Se$dd boldw IoPavkxplagation D oWk ek &R W SRAN fel gl foeasen for
whi ch is described above with respect to Section 9.0. Section 12.0 of

Fi gure 9 i 934t hefrifeytheandintcMiluSBDevi ces. These devi ces are needed in order
for the Renbte PC to Control the Host PC during an access session. 20

Section 13.0 of Figure 9 is the PCl Bus. The PCl Bus is part of a standard
PC Mot her board Desi gn. PSeket DrankferOfrofn thied(VeADPite the B Vef ARBt of exanpl e
integrated circuits disclosed KV card enbodi nent: MANUFACTURER PART NUMBER
25 HARRI' S HF120~, OFTk¢ waBsfer of packets to the KV-CARD 10 is fairly

straightforward. The code for the device or internal buffer that is to

receive the packet 1s first written into parameter port 0. The file

20  that is to be sent to the card is divided into 256 byte chunks. The

‘chunk’ number (starting at zero) is loaded into parameter port 1

with the high bit set. Setting the high bit indicates that it is writing

and not reading The 8 bit checksum of the 236 byte packet will be

sent as the 257th byte of data, so the CPU on the card can verify a

25 valid transfer. The first byte of the packet is written to parameter



10 APR 2003 96 NATI ONALLF357, OP AMPPHI LI PSTDA871 ~T/ 7, ADCI NTEGRATED

Cl RCUI TS SYS | CSI S?2, PLLCYPRESSCY7C199, SRAl vt 5 10 APR 2003
CYPRESSCY2071, CLOCKCYPRESSCY3800 7P208, FPGACYPRESSCYC38GP- XAC. FPGA | NTEL
NATI ONAL 1 o CENTRAL SEM CEN TRAL SEM MOTOROLA PRAEG TZER MOLEX ~s CYBEX
KOA- SPEER - 87C52-?4, CPU LF398M S/ H PégﬁﬁZ?A, Xl STOR PZT2907AT, Xl STOR

M vulBD7000, BRI DGE 4- LAYER PCB DB-1 ~ ECTOR 4~-PI N CON1~~CTOR RESI STOR,
CAPS Section 1 ~.0 of Figure 9 is the IDDp Switch To neet the requirenent
of renptely accessing nmultiple Host PC s, where each Host PC is matched
with one Keyvi epofro Wiinagsilost theselregisters doecasthang bytigeff o~~i c~e a~. n
LD. code for each card, up to a total of eight cards In order to acconplish

this; a manual | joweoer anhebtiee DIRAMSFER RATKEE "upetimasdibowiémt®ection 1
~.0, This 3-Bit code will be accepted by the main FPGA~I and passed to the

mai n CPU for cati@ ¢etanidnld egistenbpile KAgoAPB, thaSransist pfdRe29068Mh4. Renot e
Reset Card Specification In addition to the KV PO cards each KEY-VI EW PC

i ncl udes one KEY-. VI EMéIfiét tHifgbnartiappens dafindespapied ttamsfigrni t the
KEY-VIEWPC to be renotely reset, to capture the caller's ID5 and to

control the XEYeMninedssthiatitheofitst tyte Anperaangibepiiedostloaded agAKA access
control card) is sho~zi in Figure 11, with further detail shown in Fi~ue

12. When the Reboad mao d tesporatyablffer Bephuoseewtitingeoithe conmmathédri nto t he
phone jack 91 on the back plate of the card. A phone out [0 jack 92 permts

t he pass t| uouapamimétbe pphisriey Hieghdl-ARP eandesrtha FPEl Apbangomatiaallpdem  Wen
a call is received, the card captures the caller's ID and passes any ID

: eceived to thes¢HYe\BuswMlAPRMaat tegi$tss the<CPStwilbigeveoto thear dard is
suf Fcient to handle the ctuTent caller's ID 15 (i.e., one nmay, but need not
provi de storagebosy flag foapdrahealpoet 2 Mhen it is finished processing each
10 Dbyte.
When the busy flag for parameter port 2 1s cleared by the
main card CPU, the KV-APP detects this and writes the second
byte of the packet to this port. With that done, the KV-APP waits
until the busy flag is clear again. It then sends the next byte, and so
15  on, until all 256 bytes have been transferred. The 8 bit checksum 1s
then sent as the 257th byte. At that time, the mam card CPU
compares the checksumn with the actual checksum of the received
packet. If the two are different, the CPU reports this by setting the
ERROR flag in the status register. On error, the contents of the
20  temporary buffer are discarded. If the checksum matches, the
contents of the temporary buffer is copied to the device or location
that was initially referenced by the value written to parameter port 0
and at the address specified in parameter port | The BUSY flag
for the command register remains set until the packet transfer is

25 complete. All command and parameter port busy flags are cleared

when the packet operation is complete.



nunbers from pre~.~ous calls). Since the caller ID can only be captures,
between the first and second ring, pcAnywhere on the KEY-VIEW PC i 1) AR 200%
answer on the third rind (or a higher nunber of rings), if the user w shes
to capture the caller's ID. 20 The card has the ability to count incomn ~
rims and thereby permt the CPU on the card to take actions based on the
nunber of rinds detected. Ideally this rgm~ detection feature al so handl es
rings in forei~ countries. If this is not possible then the hardware
supports the abilit<~ to wite custom operating systemsoftware to 25
detect special types of nn~ conditions in foreign cos~ntries. 10 APR Z003
98 The card al so hasThe BT dgaciet) sl thatowasdeadesl ity parasnétegui shing a
renmote users touch tone entrees after the nodern in the KEY-VIEWPC has
answer ed a cal | porsilniseordy msednwhem tnaasfesringidata tioraredifratrethe @P{lkr answeri ng
a call and untrl the call is 5 term nated by the nodem the DITv)F decoder
is able to accuradd 4] arddbeiflashpalettocenvester RAMmME4AWId 24BhiWithoi se i s
occurring. Any tone received by the renote user will be passed back to the
card' s oper at i ngnglespanket Wranséersi thte highrwsisral inpartgntyard the paclketnranner
per call. 10 Wien the renote user enters a correct touch tone reboot code,
har dwar e nedns mumbheskenld besetstobzark. drheacitickbemtievaliddot kB cal | er (t hat
can be heard over the npbdem noi se di scussed above) cox>firrn~ng that the
correct code hatsamefers.r Bcshiondd aldmbe oatedcthatf anytathepeommang syst em of t he
card may need to reboot the PCif less than a user specified nunber of
rings (e.g. 3 rwngten tarthedemoaad. regisier dwmgiz packetricansfengvenm cases
Yvhere the nodem answers a call on three rinds, but the hrEY-VIEWAPP or
pcAnvhere APP i NORctheknipeqragkehs disearded. not at a touch tone phone that
will activate the touch tone code feature or in a country 20 that the DT N
decoder will not recbriheecaseserhens herrearecaskiple packkEyswahew € ma~~ need
to be booted if nore than a user specified number of rings (e.a, 10) is

det ect ed tolmanplnograrrbmdeﬂmﬁbrp@letttﬁecmﬁémrfmgs,t@camgm paalef 1$ n whi ch
case a renote user would have no way to enter touch tones. This user 25
option will al steiiscpaetely anasepasitosemmansl. KnEVOSEVRSES, doss not have a
nodem 10 bPR 2003 99 From. an operatin5 viewpoint, the hardware an the
card sinply pas¥BROTARGIO $PsiRMIAH! 2 e@ibyts pagier aF beimgt ransiemadt oL1C11 tone

information back to tl~e card' s operafing systemwhi ch ~~~oul d deci de
On&y one of 126‘8r packetg (32 5 n(i:]ay e specified 1n parameter port

1 to any given device. These packets do not have to be in

15 sequential order.

d. Packet Transfer from the KV-CARD to the KV-APP
For the transfer of packets from the KV-CARD to the KV-
APP, the address of the device or internal buffer that the packets are
to be read from is first written into parameter port 0. The index
20 number of the packet that 1s to be read is loaded into parameter port
1 with the high bit clear. For everything except the RAM devices,
this will simply be zero. Clearing the high bit indicates that it 1s
reading and not writing. A zero is written into parameter port 2 in
order to force the FPGA to set the busy flag for parameter port 2.
25  During this transfer, the card will first send the 256 bytes of the

packet and then the checksum byte, so the CPU on the card can



what to do with the information based on how the user |zas 5 ranrfliﬂcﬂPRrﬂﬂﬂ
the rarri tn nnP_ratPInaditinnf r fnrPic. m~n, triPCit ~a_ d :

d. .. _, a _ . ~~n..... ,, . ma~~ be necessary for the operating
systemto performthe ring/tone detection features in place of the standard
har dware on the cards, so there hard~.~lare |inks can be used to avoid

further hardware changes. The reboot car@390 will cause the KEY-ViE~" PC to
reset by 1 o sendil~a a signal to the reset pin on the PC s notherboard;
assl.uning that a nvo pin cable is installed between the re-boot board's
reset pins and the reset,pins.on e. KEY; VI PC s. not herboard. In
addition; a PJ-VED‘%}/& g frangierg Wating all ﬁf%ﬁdéasgeréd@@m@d?mgd%ermt

the card's oper.at| s~~stemto con I to KEY 1 ~ VI E~~' nodul e
connected to tﬂ@elfg WOMEE, W@@Bﬁg‘efmfﬁng o6®mERFW 50 is to
control the turbao Iial on the KEY-VI P Q panel , assluning that a
two pin cable VEIHAB{Q e FOPUNGRE ACLREET @83%6‘2’%&@3 fr@rflﬁéfpi ns and the
turbo pins on the KEY-VI.EWPC s not herboard. The turbo |light 20 woul d be

used to visual IBOF@H BegBSwhen a renote user is accessing the | LEY-VI EWPC

and to indi cate whether. the KEY-VI EV\/fPC was ig Eost node orﬁé}ﬁgu node.
The KEY-VI E¥~~ PC s YHrB8 3 Pafieet ansigfecoippand, Hes the maea % PCis in

a Menu node and i.s not bei renpt el ~~ accessed. 25 Th Y- VI PC s turbo
light will be GKUse etifét %%tm pRekel t?ﬂ@a@%@fpﬁﬁd’g ﬁé“i’%c S bei ng

e SECORE T B M KNI L e
e AR A S SR L R S0
KEY- Vi EW PC | 5 IRTHSBHE GhUePBiRs poknyady EneetiATEses B DU the
KEY-VIEWPG TS 0, p et mpda, U he kbl L hoyl g, remeln, o gnd then
APP program from reading the same byte multiple times.
Next, the main card CPU places the second byte of the
packet in parameter port 2 and clears its busy flag. The KV-APP
then reads and stores that byte also. This process continues until all
15 2356 bytes have been read by the KV-APP. At that time, the main
card CPU transfers a 257th byte which is the checksum. The KV-
APP always makes a point of reading the checksum byte even if it
does not use it.
The BUSY flag for the command register remains set until
20  the packet transfer is complete. All command and parameter port
busy flags are cleared when the packet operation is complete.
The packet number that was loaded into parameter port 1 is
only used when transferring data to and from a RAM device. For
all other devices, this 1s set to zero. The checksum is valid for all

25  transfers. If any other command is written to the command register



1o The KEY-VI EW APP runni ng on the KEY-VLEW PC nust be able to seqd
commands or a code to the reboot card via the |SA bus to tell the BolR @& g
what to do with the turbo light as follows: Code Action 1 Turn light ON 1 S
2 Turn light OFF 3 Turn Light ON but blink OFF every 5 secs 4 Turn Light
OFF but blink ON every 5 secs Setting the turbo light in this manner
coupled with the user beep option, whichégits handl ed by the i CEY-VI EW APP,

gi ves 20 anyone wor' ~ira at the Lost site a visible and audi bl e indication
whenever the site is being renotely accessed. Mreover, whenever the turbo
i ght stays OFF, the user, at the Host si w || know that the KEY-VIEWPC
is not in a HosdumBga pawkekitrans teb@bé}iéybgﬁ@ﬁ%tﬁ@ﬂ& Tihhput through to

the Host PC. In this cm éS user I%;[Ythe Host site will need to connect
a nonitor to thSTRENALE ydoeye theaky V9’ R seamnaspesiiedstate KEY- VI EW PC
is in. 10 APR 2003_10l Normal]ly ~;~llen the light is OFF it wll indicate
that someone has shuln Htr paseseviere- trervass mpibiplapsckets fsrasstsTEM STRUC T

URES 5 To install the KEY-VIEWPC 200 (Figures 28-29), .each Host PC s

(201 - 204) keyboStd agriersie RAdVirsvieass e&@ézég@é@%ﬁé@ﬁéds RC®m t he Host PC.
These peri pheral deviLqies are of no furthﬁr use and may used for the

KEY- VI EW PC or $8pagathpas dhsenaselecpmmand. [nehese Gasenphls BRpORidRt Opor t
inrerface cable 213 .is .10 connected fromithe KEY-VIEWPC s PCl card's 2~

pi n connector t$PENE Pﬁ‘é@h%@,&g)ﬁ@ﬁ%}é@@? being Fapsgredddonly e Phput ports.
so that ~~hen necessary th,,e,) KEY- VI EWPC s optiopal nonitor, keyboard and
mouse (not showh2® Packgis exlegota méblbnecﬁp@@d%ie@rta@y&vﬁnétwtcae Host PC
20- 1204, sim'la{x to how a PC switch box is 1 ~ used on site to control

mul tiple PC s ARhERHPERKEEIE0 RBLBAVEIIG e SRaneatiBboidsEt al | ed on the Host PC

a<~~d may be a Eeyj\ﬂ ew ﬁggse gri ver én pl ace of any existing driver. In
such a case, tifé&Y ard be automatically trained (as
described later) to co~:.ni ze the vid out put signals of the Host PC and
nouse 20 cohtrol pr o[crg&fpgob‘fmg%allﬁépﬁa’(‘? ﬁ%‘gﬂtjméié@fla.tﬁmérpé‘r%‘?ﬂéﬁréed ~~rith
the KEY-VIEWI | syste | nst ead connecting the KEY-VLEWPC card

bitbs BowrCRaBaulle &b

directly to a st &&Pfbed above, KEY-VIEWII| alternatively
permts connecting the card directly to a supported PC switch box 25 that

e——board hot keys. - Fi G eR MERBE BT § (o be'" 10 APR 2003 107
of T al 1 Pes cannect ed irocos &g REn ottt Rtsarise 4R Y AR sabl et
Box. then 1 ho CBAGE of (NDAMNLS 14 60kail Oy ki 1) And SLLonRaLH 148 1 hese
Host PCs: ag; Shﬁie”céMMESﬂpl&es. Since a NOP doesn't do anything in
particular, it is always complete and thus clears all four busy flags.
The first 6 bits of the command byte are all zero and the last
two, bits 6 and 7, are for card addressing. Only the card that is
actually addressed will process the NOP instruction. This 1s
20 regardless of whether or not the card was 1n stealth mode
As discussed above, the NOP command in the EPROM code

during IPL will cause the card to decloak.

b. 01 (STEALTH)
25 This command provides the capability to cloak, decloak. tum

off, and turn on the cards in the system. The actual function of this



One KEY-VI EW Access Control Card 90. shown in Figures . V 11 and |1?, may be
installed in a IS.Aslot in KEY-VIEWPC. The prinman~ functions of 1{hiP8 ﬁﬂsﬂrd
are (1) to permt the KEY-VIEWPC to be renotely rebooted :n the e~~ent it
shoul d | ockup; (2) to alert 1 o host site personnel that soneone is
renmotely accessing the KEY VIEWPC by causing the turbo light on the PCto
blink; (3) to capture and log the caller 6D of anyone attenpting to access
t he KEY-VI EWPC by nodem (T) to optionally automatically term nate a phone
connect2on if the caller ID has been bl ocked or 15 the caller's phone

nunber does not mach a Jist of .pre:authorizd nunber and (4) taq issue

pacer alerts ~n Fmﬂﬁ p&ﬁs@fﬁ}gﬁf%ﬁfl?é@-‘%@@s?%{ @Z%Bééméée.r @%f taro

alternatives canﬁe uﬁﬁ% to permt.the EEYVI EWPC to be renotely reboot ed.
Rk RIS

20 The first alt 1508S B HXP FW2 and requires that an optional

| ~~T-9 i | Control Mgdul e.80,b onnected,to the Access Control rd's
RJ- 4~ DATA port usi ng%jﬁilﬁﬁlﬁ~'~ eﬁaﬁ@ilﬂél@aﬁﬁgahlttcﬁgn%bﬁlﬁ@e@ Y In this

th dul e’ t put d i I d int h Y- VI PC
bover 1 nput 25 r BEapaa e aAdt e sHadaRS AR ED et Wilb A coha $5T3 ugged
i nt f AC | | 1. outlet PS ; EY 10
APR 2003 108 1 E9RGoRAS RBANEERS cBBRet A TS Rikntoh PR BEhe DRI o5
Tamner: the NEV- GLBTRG hE FCHE LA G o A8 ADERE BYPt nst r ucti ng.
: the hEY- D instructin
trrﬁgnrergdul eeto te orari.lcy fi, t Pguer to the @-VI EW5 PC for 20 secondsg
-hen the reset cHHFUQNING i ﬁ@s laﬁ%FaPILIf% SREVONENOBCOR AFEFd &t Seboot ed (see
bel . Thi | t ti [ > ded t t Th
second al ternati §EAREH AB0SH G FHE REw. HIEN BE FRqantbe & atthe tao pin
Roset (Floure. 11)VBR AROTEaFE0 o0 LHot e o RO RES Gh i KEw VW P o
Connect ed o net ABKdSEanty bf Earirae: SBBPdan MR e Ceitect ed i n
t hi ; the KEY- P, wi;l | > aut t I t b | osi 15 th
pins on the | LE V- vrvd TR nistier DG YRR he St pESatontid §aBas”
Choul d b’ r eboot oy SaBRBRD tierE e ARy Bl R 0370k 8beh Teribscont rof
Modul | t ti : t e I ] [ j.s.the Host PC
be col d boot ed,  SETUNESh o LRTEPRy PRa R A Y I b AR ¢ T hac
t he KEY VLEW PC and [ '
ad\e/ant age of theainnt 2?%5?&@2@? érfpgsr%‘%s?\%?lgl gtggﬁteﬁﬁ&g\s%ﬁg%ﬁ%gg g’éded
cost of a COP§rO}O%g;%ﬁfl%ob“!'%@EHC@H‘%F?ﬁgzﬁﬁm%éiaé@%aﬁted at the sane

time, the Contro ul'e alternative w . “Tirst and 25 the
(oot O T UrdSeL e Gl IDOLL At B  {BTRLAS: by o e
be aimed at a single specific card If a subsequent “Cloak”
command 1s issued, it will not effect the “Off” status of this card.
This function 1s supplied for the purpose of reducing EMI from
20 these cards All of the registers in the FPGA remain unchanged as a
result of this command.
03 - Turm On - This causes the card to reload the PLL dot
clock divisor with the value that was being used before the “Turmn
Off” command. Since 1t is possible for a card to be “Tumed On”
25 and “Cloaked” at the same time, this function will not cause the

card to DeCloak.



| 04 Control Card 90, the card will automatically sense the nodul e'§ 00
presence and col d-boot the KEY-VI EWPC, when necessary, instead of PJSAW]&
the internal reset approach. In addition to the hvo different hardware
approaches to 5 renotely rebooting the KEY-VIEWPC, there are also two
options for initiating the reboot process, renotely. Reboat processing can
either be initiated (1) based on the nunbér of phone rinds detected by the
reset card or (?) via a password sent to an optional nodem connected to the
optional DI ET-911 Control nodule 80. Rebooting 1 o the KEY-VIEWPC renotely

espond when a user Gt SeHBPACKE hodbht RHERREY VT EW PC T et o1 ¥y The
feboot the Kev-vi mw Bty criAel B B3Rt Bat e R RS P YT b P nea |
s are det ot rarmals KHoSER! {thd Retick b P Biks REVAT EofisE " 1 <
Pocess. cag ne 11O GcBans 470 reiied by PEVIGH Pattbetedonuhasy oo ©
bt ne 1s coni 1 ARl PaE et ot Bl AU L Boliaid onr y et ter four
(' scussed i ator shotPadEeeuel 15 paes I Pt Ievig o4 B8 SolFlis, o
Thos. ther eby. BREARg RS 1olRE Yr ER-bED P4k N ot TS Cro SR B0 R0 1t 15
and wt ot si o y oot CRRE pda A S R R B el A e e s of
i ther via a LauGAdESEoTE Bete iy Szttt 1 PR ERE s Y o) g o
Phese pr ool His. BN spatabiaingy oty bt B rlplitd BEEB e than

i oy bal Tt neSTidk Shed gl A% RintRe of e Rareh Sl FREDY Bef ore

e Soagi bl e t et Rl e At T R TRAY Bl BI85 " and hang
ot empt o o acc M OFfEhiY pER HfFRdRE Al 81 BUBK KT ARAERD S 1oon
remote users may wi shriocBavRaddie ahlid by Ralleall RATRsaNS] hegs Rt @

user's access during an energency uat 1 on. se si I ons can
be resol ved, by ty ‘pal m. Sl RI- 4~ QUT port
of the optigﬁalEﬁ@#$§f¥H%gE?P§%§E%guF%Hggﬁ@g%ﬁg%?ggg?g%%défhéﬁﬁﬁgess
Control card (usj V, - I RO -&gonnect or
provi ded with t%gTF?@o%ice%rh' TEEROP Blar e bﬁ?‘?ﬁoﬁn&@hﬁ%ﬁi n Fi gure

12), a second (QEEAEJ"EBH% tipheag | i ne must be connected to this optional
nodem 81. An ol der, surplus external nodem works well in this case, since

this nodem doesn't opgrah8tetDHFPME HER Ale dakaMLrehd o hriztenabes how to
connect both an

The 256 bvtes are transferred sequentially until all have been sent
20  After this, an additional one bvte checksum is also sent
The following are the device codes that are valid for the
TRANSFER command:
00 - Null Device - This will work for transfers except that
the data that is written to the card 1s automaticallv discarded.

25 The checksum is compared just like in any other device In



10 APR Z003 |06 optional NET-91 1 Control Mdule 80, an external nodem 81
and an internal modem 82 to a Access Control Card 90. \hen an ext erthAlR 2003
nodem 81 is installed, any DIP switch setting on the nodem shoul d be set so
as to not prevent the nodem5 from auto-answering a call. After installing
t he external nodem the option to use t35i7s nmodem nust be enabl ed and a
password defined. After the nodem has been properly installed and set to
accept a password, a renote user would sinply use a term nal enulation
pro~. ~ra~n such as Hyperterm nal (supplied with Wndows) to (1 ) call 1 o

the e~cternal rmdemth{eZdasteY@térééHiE%'Eh'thi\MtﬁWiéé)Qh@gﬂ@l@&t\k'm‘c@@@ir@@m' eted
and (3) enter the correct password when pronpted by the Access Control card

90 t hereby causing theaoKEYFMkERAAPES st @ sehddbr déudsgess Control Card 90
al so has the capabilit~~ to issue 15 pager alerts in the event a potenti al
intruder is detected)] Suehimpaped CRERsMDddche Tappisopeiphs i T a user

fails to enter a correct password wthin a pre-specified nunber of wesses

or a caller IDis deprgirath Eodenf@anthensihCard €SP Henes nowdral in. PEhions) to
be alerted via pager and the rel ated pager codes can be defined using 20

the Pa’er Afert menucedd besriedisscapgaag thisleahlt ddtonpiderwhehi wagyena pal er
alert, an optional external nbdem 81 nust be connected to the Access
Control Card 90, as df grufgedioabaye ex¥bgadtbleceKeEad EW Access Control Card
90 is installed, one of the cables froma front panel status light (e.Q
turbo Ii;7ht) on 25 ghe HE¥h PaRNPConsenapRuddeldeiceTElRR) KEYLYI EW PC s

not her board and pl ugged back into the LED pins (J? in Figure 1 1) 10 APR
2003 107 on the Accebsffeois esden@al fhrdlle vitkes caprarecircen. Mrudas t hat one of
the LED lights on the front of the KEY-VIEW PC blinks whenever sonsone is
remotely connected tsupi¢edKiEYa YoBVREeThasthel ddptiredrenlosuwhlédewi th an
audi bl e beep is designed to alert personnel 5 at the Host site whenever
sormeone isioenotely aetelsad tgit bedetEY\Jadttize B videef &niabh yhe bhgpgrhone | i ne
has the optional caller ID feature fromthe phone conpany enabl ed so that
KEY- VI EW wi | | aut omavidea inpdeapAnothet heainaht@ CPDcohenamd,cal | is received.
Acti~~atina the caller ID service on this line permts the KEY-VI EW Access
Control Card to trackEINERAGFEAPALEAITE, welt eitoenhtaadlytloadpt rematd y
automatically termnate a call froma renote user whene~~er (1) a caller ID
i s not avail able; (?2¥clarbBénV palerei digldijffebdrmekedweendahet he cal | er
precedes their call wde ~67}1_. or E3) where 15 the caller's IDis not on a
list of pre-authorizedEINBRATER Talcosmam! angithisf R AMSBERNat i on on
how to configure these KEY-VIEWcaller |ID features. 20 KEY-VI EW PC Vi deo
Moni tor | nsbal | ati onPANGATIpeemBrarzis that thedggerdalions cuh@nkpelands W PC s
video card. Normally the nmopnitor. that was unplugged fromthe Host PC

201- 204 or S--~itch Band the fogeer Bor kpd smathemeaikallyrgencrygd paletie t or
reflects what is happening in the KEY-VIEWPC or 25 active Host PC and is
normal ly the only rmEPt‘o}ﬂaﬁbé)cPé%ﬁ@ sonREEKRAM Povre, (Qidn- damekasy- VI EW PC

is in a Host Mbde this
above, but for odd bank.

04 - Video Parameter Record - This device is for storing a
20 256 byte structure of \ideo parameters into the card. This is

a quick and simple way to ensure that all the video registers

are loaded when a video mode change occurs.

03 - Keyboard/Mouse Setup Record - This is a 236 byte

structure of kevboard and mouse setup information. This

(8]
wh

record contains information about the type of mouse and

keyboard that are connected to the card



10 APR 2003 108 nonitor reflects what appears on the active Host RQ gQlx@04
on a slightly del ayed basis. Since the KEY-VIEWPC can switch from Host PC
to Host PC only one nonitor is needed to view the active PC once the

swi tching process is conplete. 5 Some users want to view the active Host PC
?0-204 on a real time basis. For these g8ers, a Video output port exists
on back of each PCl card that passes through the video output si mal of the
active Host PC for each PCl card on a real tinme basis. In cases where nore

than one PCl card is installed in . the hEY-VIEWPC 1 o ltiple monitors
woul d be required at QéﬂeCﬁ}@gﬁsgm cgSiBe ﬁﬁﬂ%lso ;ﬁﬂﬂlr%gﬂtb«wgﬁ%ﬂ/e Host PC.
To avoid the need for s_ggl nglfi | e nonitors, . a sinple, inexpensive A-B
styl e video switch bd®6dn18echachsant agayo [Bdividunl segineesn ez Regeathe PC
cards video output ports and.}he Y-VIEWPC s video card' s output, so that
one nonitor 15 will b@l%&)a@ t\}dHW e Mjanagera f]éf‘aﬁ-f@m&féf basis. Normally
an internal nodemis installed in_the EEY— VI EW PC perm tt%ng renote access
~~ia modem to the KEY:OMRANA@!Se allaudi the sheeksum regissae betwiitteal so

sugcested that another neans of renbte access be also installed in the
KEY- VI EW PC,5 such as a 20 LA1~1 card. Nornally a L~~1 card is installed in

the KEY-V IEWPC that is ¢ b it stoner's internal network to
pennit renote LAN or 1&%(%&%2@%6&5& Y-VIEWPC. An exanple of this
is shown in Figures .and 29, where renpte sjte ~ accesses .the 25

Kevvi ew PC directly ﬁzlbs srnmd oaserdh $<mz¢>@dné§Ub@ Raflpaherlsi n t he
renote PC 210 and Kewi ew PC ?00 inclu 10. AP§ Zgoiihl 09 internal LAN
cards. Since reBVIEacasHorg RaljEe-apdRasa 150 Hig Hashpalese emnvgster

emer ~enc~~ basi §,. .anot.her neans . of renote cess, cmbe installed in the
hEY- VI EW PC, su}gﬁd\afg igwaiﬁ@aﬂem gegefa.tecgg%ﬁfkdérofﬂ%é %ﬁﬁmfémﬂ e L.4N card
is installed in the 1CEY-VIE\£\/P ' tﬂe card shoulg.be connected to.the LAN
as shown i nlGri gRar@Enetgr pRgsloand. lo i Nargmeteeposi U 1s egnos tlag P Bdllare

connected to on the LLEY-VLE WPC rial port, (Figure 1?). These
nmodul es are 10 ggﬁlaﬁk%ﬁgvﬁgﬂ ¢B%}'é€ﬁ]§r ﬁ{?‘ﬁ%‘ﬁr%aﬁﬁ)“]éq({dvag%r\%ct)ed to each
Host PC accessi bl e by the Y- VI PC. t {’]V%E.Bit ferilgl access to, and po-~er
control of the PRAMEEE PRY & thepdiia nalete ¢ £Ol6Tal PHAMELET PeHt lire of the

201- 204 and KEVEOMBINTEA00:! o8k Aorolps: [ oG Eoh g Rl der i access
may’ bo connect cahbo vl 6 SPiSiar AR aEnber S B Al FleQueD et e
nerivork aobi cecorosb 5t oheol i BELE R RG Tl Ak hERRV R SRR e 1 ¢
noluding any oBornear P08 LLERLRRERE L (AN Griver for h metwork

interface card or the nodemdriver for any nodeminstalled mthe KEY-VI EW
PC. e. 04 (FPGA REGISTER ACCESS)

This command allows the KV-APP to have full indirect
access to all of the reaisters in the FPGA. This command also

20 allows the KV-APP to have indirect access to the EEPROM and the
[CS-1 522 video clup Parameter port 0 defines the device to

access. These are the same as for the senal addressing section:

Param 0*  Dewice Param 1
0 Main FPGA regs Register number
25 1 Keyboard CPU Keyboard CPU

command



| 0 APR 2003 110 Any Device drivers needed to access the KEY-VI EW PQIAPR 2003
cards) wll be loaded to permt the KEY-VIEWapplication to comrunicate
with the card. The KEY-VIEWPClI cards operating systemw || be | oaded 5
fromthe KEY-VIEWPC s disk drive into the cards nmenory. This approach
facilitates PCl card firmnare upgrades égo occur sinply by replacing the PCl
card's operating systenis programfileswith new programfiles.. Next, the
renbte access engine is automatically loaded in a 10 "Host" node using
what ever neans (up to ?) the user has specified to permt renote access to

the KEY-VLEWPC (e.7 . nodem a@f L8 ahgess coul dReeidedNusiipgi fied). The
KEY-VIEW I | application (KV-APP) is then activated automatically, whereupon

the following events occur: tKayHhedikEdetVI EW PC Bntiches (heitaRn3PPe00
graphi cs node and the KEY-VIEW'11l graphics | ogo displays for 5 seconds.

This Logo can be clganed soongpndy pressing any Reyn'tdTafl i cking a nouse
button. Wiile the KEY-VIEWII |ogo is being displayed, the 20 KEY-VI EW

application accesses information stared on a disk status file as to the

last active HostORg e first BYb WeardteRalisvddvide belctRéitd DBiwvT deg driver for

the PC, etc ). This inforrnation is then be sent as commands to the

KEY- VI EW PGl ceslyWhes sy 2B CQHMSEiMOfFﬁaméIO;@dSﬂt@tzﬁeK@Yon.EW PCl card to
becone the active card. 10 I ~PR 2003 If the | ast accessed KEY-VI EW PCl

card is no |loner accessible (e.g. it does not respond to the KEY-VIEWI I

appl i cations requesParagndiec por Rtwhiee thardaes ivretudeddperyad | be di spl ayed
and the KEY-VIEWII| 5 systemreverts to it's Menu Mode. V~~hile in a Menu

Mode, all Renmogseratiohloshdsinterekefpr badtebperatimuss eF dmeutl @wrbtiohs, t he

KEY- VI EW PC i nstead of the Host PC. Fromthis Menu node, a user can attenpt
to reaccess thheldss iagaraaeRCipora?d ds onlicé evlentthabeshetatBSilag i@ card to
access, if there is nore than one KEY-VIEWPCI card in the KEY-VIEWPC. |f
the | ast accesegdt. KEY-VIEWPCI card rs accessible, the KEY-VIEWPC w ||
automatically initiate Host node processing wherein the active Host 15 PC s
screen is 1irrored Tibe iERROMEYavt&ALE2Choughl keyborekooimandst he KEY- VI EW
PC graphics node is automatically adjusted to the graphics node of the
active Host PClThahkdyBernt mterfacisin alsoaekeyboatltdphobygtesi potstlase forwar ded
to the active 20 Host PC. As indicated by the above steps, oncs the

KEY- VI EW appl i canimamcewoarly el end byial 4t a timwi miuloplercails torthene of two
nodes, nanely either a Host Mode or Menu |vlode and normal KEY-VIEWI |
processi ng conkeylxessd mappiergocheary af ordern fo fudy azsesour Keyhardauses t he
hEY-VIEWPC to switch froma Host Myde to a Menu Mode. From the Menu Mode;
ei ther pressi nigadsevith-akegys return the keyboard output register.

15 Since the ICS1 522 chip uses 11 bit registers instead of the
usual 8, only the lower 8 bits are returned or set. To access the
upper 3 bits of the register, 32 is added to the register number

before invoking this command.

f. 03 (VIDEO CHECKSUM MANAGER)

20 All video modes are divided mto 32K segments. Each one of
these segments has a checksum associated with it. There can be up
to 64 of these segments in the 1280x%1 024 resolution. The main
card CPU stores the checksums in its RAM memory. The Video
CheckSum Manager allows the KV-APP to read these values. Note

25  that to read the entire checksum array (64 DWORDs = 256 bvtes),




10 APR 2003 112 or selecting the Exit Menu Mode option fiomthe KEY-VI EW
mai n menu bar Cther option causes the KEY-VIEWPC to switch from & AB03
Mode to a Host node. The KEY-VI EW Host Mode gives a user total control over
the active Host PC fromthe KEY-VIEWPC. In the Host Modde all renote or
host site nouse or keyboard input is trapped (i.e. redirected) by the

KEY- VI EW appl i cati on and passed to the a%i ve Host PC, as if the

Renot e/ Host site's keyboard/ nouse was directly attached to the active Host
PC. In cases where multiple Host PCs 10 are connected to the KEY-VI EWPC
only one Host PC may be designated at any point in tinme as the active Host
PC. If necessarthe KWtaPRinagnusstehRANBEER edmmant]. tTige KRAMNSREER num

| ock, caps, lock and scroll lock |iL~hts would be passed back through the
KEYVI EW syst em semiredRerthe e@rndvadodalt tREKSY kehPean dvisiecatoughel i ghts t 5
woul d reflect the status |i~~hts of the active Host PC. The KEY-VLEW I

Menu Mode per nl glieckédm p?‘nitiews.i ng the KEY-VIEW PC for KEY-VI EW processing
i ncl udi ng adding PCl cards, Host PCs definitions, etc., (2) swtching

bet ween Host PCs, (3Thafckssing tdfd r8pdesCorstthelvaiodsiveded maodent rPhe power to
Host 20 PC andl or serial access Host PCs, and (4) creatm- video or nouse
drivers necessafiymber sfise@sehts in ¢aclcvienahode Hesshd®G. Mhet MembeEYY!I EW Menu
Mode both Renpte and Host keyboard/nouse activity is input is directed to
the KEY- VI EW PCohPeatdines perusemmewufotioons in saretbbsiso Motdogiat Nodall
tenporarily to performa specific task, 25 which is typically to swtch
from Host PC t omiddet aREsoppoaecddoekgyMEdwHrh. Control Modul es. A nore

detail ed d~scussiou of the 10 APR 2003 1l 3 processing options avail abl e
under the Menu Mode are di scussed tinder that topic. 5 Host Mdde The

K. EY- VI EW Host Mbatte gi ves2 @oliser t o aoloont r ol6 ovkr t heé2 Hetoloe Host PC. In
the Host Mbde all Renpbte or Host site nouse or keyboard input is trapped by
t he KEY-VI EW appR0x2iQ on &fd0passed It @G0e actli@80Host PE1083 if the

Renot z/ Host site's to keyboard/ nouse ~as directly attached to the Host PC.

| f necessardy i6#0x20dion] (200h as theGh)at us 20f100he kegkd&)d' s num | ock,
caps, lock and scroll lock lights woul d be passed back tluough the KEYVI EW
system so the Ré#Bx¥&nd ﬂ(ﬂaég) PC s Xkelybgard $t@0us i gft(SOwul d refl ect
the status lights of the active Host PC. 15 Wen in a Host Mde, the

KEY- VFW PC s schéexiGlf | ett(40Ghat i < 6EIg di 4pil&Ped ondt(3®)Host PC s
screen. In cases where the Host PC screen is in a different graphics node,
then the KEYVi EG¢BEA3) scrdddd0ine KBYEM®BW appl (962t i on M (48%aut omati cal |y

change the graphics resolution of the KEY-VIEWPC to match t he 20 b~raphics
resolution of tREOXER PC 3880 een, S0lithat tB7Post PO 64Pken will al ways

P50l uri onel i o1B26K6h. 8483600 and LA 7bBL thbin o HAL Bbde certarn -
passed back to d HEbKELT veide) PC Pt ey act @N3 are LT (&fbred by —
CONSECUtVE " 1056x400 2(200)  4(100)  8(50) 16 (25)

1280x1024 8(128)  16(64)  32(32) 64 (16)

The following subcommands should be written into

20  parameter port O prior to writing the command port:
00 - Return the number of segments (and lines per segment)
in the current video mode. Upon completion of this
command, parameter port O contains the number of video

segments used and parameter ports | and 2 contain the



10 APR Z003 ||~ press-rel eases (taps) of the hot key within a 3 se¢gngp 2003
interval. A list of these keys are discussed bel ow. Tapping hot keys four
times eras set as a standard for KEY-VIEWII to minimze any chance of
interfering v~ith simlar mufti-tap hot-key approaches that may be 5 used
by applications running on a Host PC, [ keys nmust be tapped
consecutively, so any key pressed other than the hot-key resets the hot-key
tap counter. In cases where a user taps one of the above hot keys less than
4 times during a 3 second interval, then all of the key taps will be 1 o
assurmed to be directgdbat of haeant exeh Madeo eGneend. Viillel MEB passed t hrough to
the Host PC. This approach insures that the KEY-VIEWapplication wll not
trap possible hot kesrahepecpoti hahd ohe LSSdishy pardaeteapit @ati ons. Wen a
KEY-VIEW PCI card is connected to a switch box, 15 a special procedure

eci sts to hel p avoi @} tieetogethd e 1 6hiticdnhasdlestedraideksanma Wasu node.
The KEY-VI EWnenu system permts the assignnent of any one of the various
supported swi tch bozhduisukese@seuanosserto writterstoaretantéEyorl EWOwt  key
sequence of tapping the Left Shift key four tinmes. For exanple, the 20

swi t ch box xommand gdm, ahe fidvet d6Ksits<df thescheshium laoe ktoreduihd be assi gned
to this special Left Shift key sequence for a given ILEY'-VIEWPCI card, so
t hat when KEY- VI EW getagedtsr pbetslefnd ShiTlie MSB sequpmeaendteopoet 1 had a Renot e
or Host site user ile in a Host node, KEY-VIEWwould send the <NumLock>
<Mwus> 25 <Num LocktheskfiBenar pavamkeeerHst 2 PQTencirdentvdhetcksem i s necessary
to load any drivers or other steps required ~, ~~hen ~0I1~PR 2003 ||~

swit chi ng bet <veen R{steThumbapps cembdhapatdmetardgert benefit of permittinL a
user to use the sane procedure at either a Host or Renpte site to switch
between PC s connecf2d Retuan shé uphebos bifwfahiekelebtad ddksutn.affhe ~~ari en~
of different Hot keys for 5 switch boxes, which may conflict with hot keys
used by us®r appl i cahéckssyn KEYsier Bvvwbdrlis notttdomkpdrameateepertt Ty Guf  any

swi tch box ~~endor-'s hot key sequences |f such keys are entered and cause
a sl ~~tch box to swi¢tom,Rs uppee [KRYits/pEheagheickewtiasa shengdo@ unau- are of

t he change and may not decode the video output of the 10 ne PC correctly.
This may cause an uparzdeisr pOASst asdrleehhd MAYS 15 on pprswacteoporhé aREY- VILW
PC. When a user switches ben~~een PCs on a switch box via either (1)
pressing a differ ethc Eb&Ensen prshBeter pUULL ohhosumert gwickshnbox or (2)
entering the vendor's hot key sequence instead of tapping 15 the Left shift
key four tines, KEYragigdaraumbernststorgddnpeasameter porichance until after the
change occurs. In these cases, supported sw tch boxes are designed to send
a special tdde back 0o Reerxsyycemeagy sekstsbHidgpseement checkppi cat i on
that a change has al ready é)ccurr . In rare cases it. is passible that tlus
feedback may not 2o (ew¢err16 bristhil§ieisehe Oglﬁ%kwevﬂwmwmatqd Wath be in
sync with the Host PC, causing the Host. Pg s.(fcree to ﬁe scranbl ed
Moreover, e~~en ~hef§ MEleomasgrenidhabisda e vidapdbyider Lhe seamant| be
scranbled fromthe ti rr%the change.i s detected Z)ntjﬁg ﬁY—VI per%orm; t he
necessan- steps to SWERES 1§ FefuRed mpRarapeeter pegdo SBe HVBLHL O T 6F di ngl y,

tapping the Left Shift key is the recommended approach to swt bet ween
S~EEi t gh box PCs. the curr)ént C 1ecq<sum are storedem pﬁgmeter por‘tsﬁ ancfa.
20 The MSB 1s in parameter port | and the LSB is 1n parameter
port 2.

04 - Return the currently selected video segment checksum
(upper 16 bits). This is the checksum that is associated with
the video segment that is in the video buffer. The segment

25 number is returned in parameter port 0. The upper 16 bits of

the current checksum are stored in parameter ports | and 2.



10 kPR Z003 116 111 cases where this is no active Host PC, the KgY- MnEM{)

application ~ill not permt switching froma Menu Mbde to a Host node until
a Host PC is successfully selected as the active Host PC. ~'~l~en in a Host
node, the user at the Host site will see a 5 slial~tl~~ delayed painted

i mage of the Host PC s screen (assuming @2nonitor at the Host site is
connected to the SVGA card in the KEYVIE PC) and will be able to use the
KEY- VLEW PC s nmouse and keyboard to control the Host PC. To avoid Host PC
screen di splay del axzs; st site user coTId pl u ponitor directly into
the SVGA 10 output dfiéa 16 4 PaEHBCHTRPTh | f8ddhe Lgdhis 6y paramstehe KFY
VIEW% PC s SVGA card tQ access KEY-VIEWIvlenu node or to test how fast
KEY- VI EWi s di spl ayiwghe Host screen (by using the tro nonitors to
conpare the KEY-VIEWPCI card's real tinme video output to the KEY-VIEWPC s
SVGA card output). For 15 normal operation users at a Host site will |ikely

just plug one nonitor into the SVGA t of the KEY-VIEWPC and m nim ze
any screen paint delgaygélﬁw%%@céﬁé)ﬁa%%unber of colors displayed. This

approach woul d avoi d_any confusion caused by the need to switch to
different video portEheddlPwHE gem 1PEy 0§ WRtten 1o PAEMEIRDPETOR: when
multiple PCl cards are installed. If real-tinme displays are essential for

Host site users, thél adhisesbrenBmand sdects e sagmesy that €& YidRobet ween t he
PCl cards) video outputs gnd the KEY-VIEWPC s SVGA videg output. As
mentioned, a user atca@tukx@%rd@wrpcv WLt §p fheomgeo S 4d% ilrwermrertar d woul d
rarely need to use KEY-VIEW Menu node or see the normal SVGA out put of the
KEY-VIEWPC s~ 0 prbeps3avaitendo@arameder pareh. i Wihdhes epaep.ahec card
were connected to an external, PC switch box, the st site riser could

enter keyboard "hot -SREREN HivaRelsNCECIBGNE BWOBEGBEN PC s connected to the
card, as opposed to goi .into a KEY-VI EW Menu node. However, 5 renote
users woul daneed to (ﬂse%%%swm’él HaHa 38 AURIBAYMRBPRI ey abl Glck t he
necessar}- keyboard hot [g%{ commands ,necessary to switch between PC
connected to the s~ittERBHX SEFNGNISNOMRREST QIR 1RGSRV S ek It of di ng
tlus need to switch to a Menu np i esirable. If the renote user |eaves
a KEY 1 o VIEWPC | ﬁoap%m?t%%%rqindi‘ﬁé tbis commpndoisgreshiadscal 1y switch

conf used (because T REEMEIFGT Q o6l e RBVIE ChPh.dbr SERETFS i n a Il ~f enu
docah 1 pass. 1 uougt LB @b Lre M aie FALES LBV Al pEShiREboot ed, | ¢
hssuros tnat Keve vt Bet s R B B BRERRD R REBRER R bt Pe
Wil automticar ly toem e & e5aBREE AEH SRR S et G &R epeci al
user st then ent ertCrHE B8 PR TG TE o AR e dierERRRRS Rt T B
Si tuation vhere o r ovt RIS BV R BN bR vold BEBrae s appi fcati on
by rebooting the KEYr'e}éle@/sy. Ror mp@%itﬁ% interleave of 3, on the first
20 pass the system will capture segments 0, 3, 6,9, 12, etc . On
the second pass the system will capture segments 1, 4, 7, 10,
13, etc.. On the third pass the system will capture segments

2,5,8,11, 14, etc This is the preferred capture method.

25 h. 07 (KEYBOARD MANAGER)



10 APR 20D3 118 VI E~7v' user securin~ | eas been activated, KEY-VI
requires that a user |ogin whenever KEY-VIEW application processi ﬁ\gﬁ/fﬂ% 2003
initiated. 5 Menu Mode The KEY-VIEVIi ~ Il Menu Mode permts {1 )
configurin~~ the KEY-VIEWPC for hEY-VI EW processi ng includi ng addi ng PCl
cards, Host PCs definitions, etc , (2) i@/itcl ung between Host PCs, (-~}
accessing NF.T-91 1 Control nodules to ntrol power to Host to PC and/or
serial access Host PCs, and {4) creating video or nouse drivers necessary
to successfully control a Host PC. In the KEY VIEW Menu Mode both Renote

and Host keyboard/ rgrpu A he i i Y- VI EW PC.
The KEY-VI EW nmain N%O;qulﬁ)%llg%t?]ds/d%%hrah?swgg yétnhde§tsgé6{ g@?ﬁé{ %H?%tnﬁ%\/l Ei~

PC s screen while idyrgMesnddeoTihies, r&:_oqrﬁg%pﬁ%gﬁdé@\ég{ ght options and

sub-options. Men mal n menu option IS selected; addition nenus are

di spl ayed. An examtéiﬂ@d]gxéﬂtl%rﬁ \f\éﬁ,r@ﬂ}g&q{gdlﬂ.’f,aﬂgw@ anywhere in the Menu

node, including in the m'ddle of 20 'a data entry ©operation, control can be

returned to the Iasgé~aqq{iy§%§nm§%hg @ngré—ak@,gp Ww & Beppte or Host

. a
site user taps the key. e F~ key 1s pressed, any active data

cTL Y St UnE 08 ST On s Ayt el ot £ 1o PC
while any data entngRpReSss boke t TRBSAer FbitScifthinSe 108 nuntiPeGPR 2003
of keyboard bytes available (including any returned with this
command). The lower two bits contain the number of
keyboard bytes that are currently being returned. Up to two
10 bvtes can be returned with a single call to this command.
The first byte returned will be in parameter port | and the
second will be in parameter port 2.
02 - This subcommand will return the keyboard status lights
In parameter port 0.
15 Bit 0 = Num-Lock light status
Bit 1 = Scroll-Lock Light status

Bit 2 = Caps-lock light status

1. 08 (MOUSE MANAGER)
20 This command sends the mouse mickey information. The X-
mickeys are written to parameter port 1 and the Y-mickeys are sent

to parameter port 2.

j. 09 (SERIAL PORT MANAGER)
25 This command sets the base port and IRQ of the 8250 serial

port controller. The [RQ 1s wntten to parameter port 0 and the base



119 recommended nethod to return to the Host node is to sel ect th@/\%’@zﬂ
Menu Mode itemfromthe Other nenu option. In cases when a KEY-VL Ms
only one PCl card, a Host site may not have a nonitor connected to the

K. ~Y-VIEW5 PC s SVGA card. If soneone at a Renote site | eaves the KEY VIEW
PC in a Menu node when termnating their_connection, a Host site user may
get confused and frustrated ~llen they attenpt to access a Host PC and find
t hey do not have keyboard/ nouse control. To correct this situation, the
hEY-VI EWsystem has a 1 o feature that automatically returns to a Host node
if either Renot { s 1N det a user

defi ned nunber @frpggggeﬁa\s& @#ﬁgﬁﬁﬁg ggarg?&g?gﬁc]sﬁd%& re ?gg%ggel@f t he data

entry options ighrbhidfefnofe) (L SERRLA SMbbER TRA 1 ?%H@B(%fti’ﬁedi sabl ed by

setting the nurber of seconds to zero. a KLY-VIEW PC

at a Pi-ost Siiehictdf SGREArd S VRN DAL QERGALIKEY dKARILAPP! T cat fon

processi ng has ‘been term nated on St site user will need

Lo either Tebogyihhe: KR EWPECOR] IRINGH bis it hafirdsy. [hayiEpimYl EW PC s

SVGA card to control the VI EW PC. elt ese 20 casesS, control

of any Host sPCS,GORMREL Saktd Grd E@Sf‘%%n%%n%hl‘ue@%tftf?@s?r?&llsﬁ@rlte until the

KEY-VIEWPC’is ‘returned to a Host’ node. For this reason, S  recomended

that (1) the 'Lagg'r%{g@l%ﬁwltlﬁ@@ttél% QP{"@n_Host PC never be term nated from

t he Menu node an e auto-sw tch feature be inplenented to permt the
25 KEY-VI EW application to automatically return froma Menu node to a Host
node after a user defined nunber of seconds The latter 10 APR Q003 120

feature will sqyvgsHhegrebirenodegnerepRt e users | eave a KEYVIEWunit in a
Menu Mode when term nating a connection, thus precluding Host site users

from control I'ing Hosth&EsshPhlettienEyneertdr CHeuiMENYy be drhe
"switch" nenu option of Fiwe 13 coordi nates swtchm- between and

swi tchi ng bet wegiihredstegse td Fidine HSW tch PCs sub-nmenu (Figure 14) option is
used to add/ delete Host PC definitions or permt a user to switch between

Host PCs in cases whgrgrdeeltd iminémiies thePGita bahevws@ANeghRemkarfakdEYVI EW PC.
KEY- VI EW supports swi tching between PCs either by (1) swi tching between

KEY- VI EW PCl  caypiied pixehéelilf-MoEWeTBGUnktreen, thp) dewkh ghedg fhakhween PCs
connected to a single card (via a supported switch box). This nmenu option

Vodul 65 Sub. e (E Gore. 1) GRL1 on ParAr LS, S Lot h. Dot acen apt onal
NET- 911 Cont r ol hdvdehdresitdudt toneynvagt RGB 5-3-5 color inputs directly to a
15 palette index. The circuit will allow the main card CPU 21 to
program the Flash Palette Converter RAM 24 with values on the fly
so that the video mode can be changed. It should be noted that the
palette index that 1s output by this circuit is not a color value and
has no direct correlation to color or luminance. It is simply an index
20  that is used by the VGA card to look up the preprogrammed color
values. Computations and comparisons on the palette index value
will not necessarily yield meaningful results. The output from the
video capture circuit 53 is digital video in RGB 8-8-8 format.
Because the Flash Palette Converter RAM 24 has only 15 address

25 inputs, the three least significant bits of each color are discarded to

form video in RGB 3-5-5 format



20 dai sy-chai ned together and connected to one of the KEY-VI EWqu ?Re?[jﬂ?l
pert. This approach permts a renote user to control AC power or sefg a
access to am- device connected to each nodule (e.g. a Host PC, router,

etc). Wien this nenu option is selected,. a list all NET-911 nodul es
detected on the serial port is displayed From25 this list a nodule may be
selected as the "active nodule'' pennitnng AC power to turned ON or OFF to
t he devices) receiving AC | 0 APR 2003 121 power fromthat nodule or the

KEY-VI EWPC to ser i-g&ag&%%% aglv%y(éégﬁ\ﬁg%g Spgﬁf}%@hip‘g}&té @%%ygptgyl e's serial

p;)lrt.fa.hSwitching menu option is a list of the

t s8R | ) ; : t

2pecio}‘i efjfa 28 char Z"é%@@é@?ﬁ%?ﬁ*gﬂﬁglﬁllp@eé%ﬁﬁgﬁdg%ft gﬂ{chgsgérdh An
. . 0 FLOURG L4 ' Y-\ .

ﬁé?(ml :EW :ozlt Ih!sa%é@%% oF 1@@3?%&% fébﬁu\ﬁ%gélﬁé(grr %\% %ﬁgggé{/\/ﬂ?@he?aﬁ ﬂg
tot A ' : K . -\l EW t

ards that esponien R S st o Satble et bR EVS Y pr car ds 1D

umber whi oh “@MdidAnaR bhom B The dura oBis GG aDRRELhatdsan, col umm

di spl ays a”40 "character description 0 € car révi ous éfined by the
e T S Sl Tets B e e RSO RR R |
commeCt e S SR AC TA e BOosk 0t ek B Bl ecore
multiplexer. The select input to the multiplexer will switch between
the RGB 3-3-3 signals for normal operation and the output of a 13
10 bit counter for program mode
The data multiplexer 55 1s a little more complicated. During
normal operation, the data signals coming from the I/O pins on the
Flash Palette Converter RAM 24 are output only and are sent to the
Pixel Storage Curcuit 56. The data flow is one way only in normal
15  operation mode. However, in program mede, the data flow is bi-
directional. In program mode, the multiplexer 55 makes a bi-
directional data connection between the FPC RAM 24 and the
FPGA data register 57 that contains the byte to write to it. Thus, in
program mode, the RAM contents can be both read and written.
20  The reason for allowing the data to be read out in program mode is
for self-diagnostic purposes
The Flash Palette Converter timing circuit 38 generates the
various control signals that are needed throughout the FPC circuit.
These signals include RD/WR' and CS' of the RAM 24, CLR and
25  CLK of the address counter 59, and the two SEL lines to the

multiplexers 54 and 35 It will use the FPGA registers 57 and the



the KEY-VI EWwhen the KEY-VIEWPC is in a Host Mde. If the highlil§niPBdiBc
card is connected to a PC Switch box, then a wi ndow of those Host PC s
defined for this Switch Box will be displayed as di scussed further under
the Switch Box PC List topic. 25 What the KEY-VIEWPCI card is connected to
is determ ned b}~ 10 pPR 2003 122 the jgCard Connected to" setting, as
defined by clicking on the Settings button. Wien a PCl card is sel ected,
the PCl card is internally retested to nake sure the card is still
accessible. If it is no loner 5 accessible, an error nmessage is displayed.
The Settings bpitedrelpsk at ispuhelbeopirg wlatk omeataed duwing hermabhl i ght ed PCl
card to be entered or chan~,~ed. A ~'itldow entitled "KEY-VIEWPC CARD
SETTI NGS" appeapsraitomicnensureehetithecRiA Meradngre mmethmroperlycaind. Processi ng
occurring for this windowis |0 discussed under the "PCl Card Settings''
t opi ¢ fol | owi ngrdgam mdde,aheaxiell dotls 13 net adddedThh §EInlisen oo thiet ect ed,
that card nunber nay be highlighted and the Test button option selected to
check if the candtiptexehsiaee coatettedyporthe iflag imdhé ERCG Aareedtets thaot up. Wen
the Test option is selected, the highlighted card IDfill 15 be retested
and if found tkenwal thesopgesatidpof the SELIsipealdiBe @Y 8dsrmel to ohe he Card 1D
on the PCl card IDIlist. An entry is added to the KEY-VIEWevent |ob
whenever a newaHdsdssROUNdes e éonetheasarmhbevact Swee Hosh (IRCSEI0ardl Car d
Settings The KEY-VIEWPC Card Settings screen, an exanple of

CLR lines are directly connected to a bit in the FPGA registers,

they will account for a minimal portion of logic in this circuit. The
data lines from the data multiplexer are connected directly to the
10 FPGA register. This register can be accessed directly by the Main
Card CPU 21 as though it were RAM memory.
During normal operation, the RD/WR' input to the FPC RAM
is held high while the CS'input is connected tc pixel clock. The

pixel clock is conditioned in such a way as to account for

—
tn

propagation delay and RAM access times. This signal is also
passed on to the Pixel Assembly Circwit. In program mode, the
address to the FPC RAM 1s supplied by the 15 bit counter. Thus
counter 1s cleared to zero under CPU control by toggling the FPGA
register flag that corresponds to the CLR pin on the counter. The
20 counter is then incremented by the FPC timing circuit following
READ and WRITE operations by the CPU to/from the FPGA data
register.

For reading and writing to the FPC RAM 24 1n program
mode, the sequence of timing signals 1s shown in the timing diagram

25 of Figure 6.



W uch is shown in Figure 17, permts entering or charmng the conffﬁgﬁﬂ{a?][i”?n
of the selected KEY-VIEWPCI card A description 25 of each setting ©o S
screen is as follows: | O APR 2003 12~ ""Card Description” is a
user-defined description for each PCl card installed in the KEY-VI EW PC.
"Card Connected To" references whet her aaz(EYVI EWPCl card is connected
directly to either a (I ) 5 Host PC or ( Switch Box that permts the PC
card to access nmultiple Host PC. Switch Box Hot Keys Tlus entry is not
accessible (i.e. it is grayed out) when the Card Connected To setting is

set to PC. QtherNi sea dthiedsdrdlesi (FPGel SItlerrefwiched vhilihdaxcdrehrkey entry
is displayed in this pull-down Wndow. Switch Box Hot Keys are whatever key

sequence has begy srBeeir ip@rition hEhewitelhclbek (PBOEE QLK) @anher bause thei r
switch boy to go intd a conunand nodé to permt switching between channel s

15 (i.e. PCs) ousddigddauswithiet Rao girantee! thekitRefllankidthhsr Pty down menu’ s
arrow, a list of any switch box hot key commands supported by KEYVIEWIi s

di spl ayed, an efagpéifcy (vell dstaliioed. IThdbatigrdIBPGAOcIACKIL thenefsrauence is
sel ected for each sw tch box connected to each PCl card. This approach

perm ts dif fer ede CRIMRMrAREC IARGE pAREH S Whoe il gfdoreh fheideeadbtdCl card in
a KEY-VIEWPC. This sequence wWill also be assigned to the KEY-VIEWPC s

left Shift 25 kgt tixo AlddaéssTttlt diendleddcugbiafier KRYRAMIRQPRE Jignal. ti nes
when connected to this PCl card, the command 10 f~PR 2003 |22 sequence

~i 11 be sent toThbe\ddiets TIbek (AddnSHIETis etgitscatiat keuRQ tocaddancBhi s | ef t
shift key procedure is very useful shortcut for Host site users to switch

bet ween PCs confiecl2ditt@ldresybdhebs9 duirinpopio ghawinigs SThe ERLERY' he
KEY- VI EW nmenu system Returning to Figure 17, the "Video Drivers" nenu

speci fies up toasd CPIGhARAGI@raly hxderandohy ar lenatly theratfarientling Alddeeyd deo
attributes needed by KEY-VIEWto properly interpret this Host PC s video
out put signal . CleckThigniMuwBeiok nisenfad elie @3 spmiat ad rduasddelsighhe type of
interface (i.e. PS/2 or Serial) to which this PCl card's nouse cable is
connected. The Witsthabhiappehs nhalditresnelotlhsignelwdl dise for eraoy f or any PC

connected directly to the card.
one FPGA clock cycle.
It is also possible to use the ALE strobe from the main card

CPU 21 as the clock source for program mode. In fact, the very

15 next ALE pulse after the conclusion of the RD' or WR' strobe (and
only that pulse) can be used directly as the Address clock pulse.
Care in designing any circuits that use the ALE should be taken so
that there is no direct connection to the Address Counter. If that
were to happen, the main card CPU would not be able to correctly

20  read or write to the FPC RAM. The main point is that the Address

Counter is incremented only after a byte is read or written to the

FPC RAM.

Pixel Assembly Circuit
25 The purpose of the Pixel Assembly Circutt 75 (Figure 8) is to

compact up to eight pixels into a single byte for storage, as shown



15 KEY-VIEWPC D - This entry is not user updatable. The PC m ntunbﬁ? #’HS
di splayed only if the Card Connected To entry is set to PC. Interna 9 2003
KEY- VI EW assi gns a uni que sequential nunber to any Host PC defined. This

nunber will be a part of any driver filz names related to the PC, 20 Switch
Box PC List Wen a KEY-VIEWPCI card is G7$nnect ed to a PC swtch box, each
PC connected to the switch box nust be defined and configured to permt the
KEY- VLEW PC to access each PC. This 25 dial og box, an exanple of which is

shown as Figure 19, contains a list of all those PC previously defined and

permits (1~ desfor-diaipie ia Fighte APRIROABmbIEoPEI@ls tiiae Willsht fihebged i ve Host
PC, (2) nodifying the configuration of a PCon the list, (3) adding and

configuring a ngepddd onthé Aunssdred i s pePpixdebl thet patichir@olbenlddet . The
Swi tch Box PC List w ndow di splays information on 5 each PC connected to

the switch box asufel Thees isla Hirtee cBEelDondbarmeegits® hatbel e 7S Ser _
identifying nunber. Internally, KEY-VIEWassigns each PC added to the |ist

a uni que, sequepidedlanBChé Rumisdrest pdiyiblensoier Tierdselluoti e hdenti fying the
PC when viewi ng the KEY-VLEWevent |og. 1o ?) The PC Description colum

di spl a~~s the 4gnedidraciere there defpineld sfeditfetdpt istrsatotddanREe Jdhen the
“'Settings" button of Figure 19 is selected, the Switch Box PC Settings

screen permts Bifeering or changing the configuration of each PC connected
to the PC switch®box that is 15 connected to the sel ected KEY-VIEW PCl

card. An exanpl e scrgenntdispempineh fid@u7e, fRere Aredao vy possible each
setting on this screen is as foll ows:
colors and eight pixels are stored in a smgle byte. Because there
are only two possible colors, this mode can only be used for
10  monochrome screens. The colors used m two color mode do not
necessarily have to be black and white, but could be any two colors.
Similarly, the original captured screens can be any number of
colors. The action of the Flash Palette Converter will automatically
select one of the two colors that is closest.

15 In two bits per pixel mode 71, there are four possible colors
and four pixels are stored in a single byte. Because there are only
four possible colors, this mode is on the borderline of reasonable
color. Some text screens, such as those designed for CGA
monitors, have only four colors to capture. However, in practice,

20 the two bit mode is best suited for four level grayscale. Again, it
makes no difference how many original captured colors exist on the
host. The Flash Palette Converter will automatically approximate
each color into the appropriate gray level.

In four bits per pixel mode 72, there are 16 possible colors

25 and fit two pixels are stored in a single byte. This mode can be

used realistically for 16 colors or 16 level grayscale Microsoft



PC Description - For a newy added PC the description is blank. 'f' p$ 2003
case a unique description nust be 20 entered that clearly identifi QSA

new Host PC to I CY-VIEWusers. The Switch Box ID entry identifies the key
sequence (e.g. channel ID) that needs to be sent to the s~.vitch box
(imedi ately following the Switch Box H3® keys 25 command Semmg - see

bel ow) to cause the switch box to switch to this PC ~ 0 APR Z003 126 The
Video Driver entry specifies up to a 13 character vi deo driver nane

Ehi's Host TPC s WIGS SECTRATSISalb cgor cm Aty %pf&h?ﬁ%ﬁf e he
It or nal |y assigRen T G 2s dauentt SIMPRIBE! kBbecktit POSTe e def i ned.

b Suitohing. MSRLITEEN R ERn A | @/Pemfgfogsdm@ﬁ SN EE ol meny
Gai Sy chai n (1 B GSQERIEHER e 1EYT00aE Bk FEICH TRSMUICE GreRE 15 dai sy
chain as active, tur or rebao tlng t he devjce connected

the active tod&f® Sﬁﬁgf @:ghgqbﬁm‘ﬁﬁalﬁ@tﬂggl ‘E)‘é?’é’ § &FS TADEBHI¢hMEthenu opt i on

is selected two S%P nmenu options appear as follows: 1) Mdule Processing -
This menu sel e&flHgns Mits 20 accessing and controlling all of the nodul es

Chai n as active So ThaiCHIGUHET RS UBAEA e D48 H g RORIIRSPIHS ceral |y
et ve modut e, St BReSRHE WIRE hylfiosath Gy Hekatoe Hﬁar%%%% §w§§“$ﬁf;33h‘ e
Lo aut omt | chl ?ﬁgﬁ&k{#&gﬂ%{q@@%&gﬁc ehﬂagﬁ{%ﬁé Shoden o Tideed on
external eygntsg mode, this mode is the favorite mode for rapid updates in local
mode. However, the 16 color mode is probably the most practical
in remote mode. The 256 color mode 1s generally not needed for
remote networking, however it 1s useful in the case where photo
realism is required.
15 As was stated before, the action of the Pixel Assembly
Circuit 75 of Figure 8 is to pack the pixels into a byte that will be
stored in the video RAM and eventually sent across the bus 23 to
the PCI APP. In 256 color mode, all eight bits are used so for that
mode, the Pixel Assembly circuit simply passes through the byte.
20 In all other modes, the Pixel Assembly Circuit must assemble a byte
from fragments of up to eight pixels.
The output byte from the Flash Palette Converter RAM 24 1s
applied to a special eight bit register. This register is really a latch
composed of eight, independently controlled D-type flip-flops 78
25 With this configuration, each bit on the input side can be selectively

loaded into the register. In this circuit, the Sum-of-Products (SOP)




2) Module System Configuration - This menu option pernits &fﬁ?éﬁd{qgg
the COM port to be used to access a nodule daisy 5 chain, (2) det

if users nust enter into NET-91 1 a reason whenever power is turned OFF or
ON (for event |ogging purposes) and (3) specifying the nunber of seconds
between the tinme power is turned OFF andigomer is turned ON ~hen rebooting
a device connected to a NET-911 nodul e Modul e Processi ng Before
activating Mdule Processing for the first time, the COMport to which the
nodul e dai sy chain is connected nust be 15 properly specified using the

Sof tvar o & he. CORBISGRES) ¢ /oGugs b Bts AP 1ot ok AMielo RBBIS r ocessi ng
Speci ) ed Tn tHES SORGHsHE & eFElCalbr g Sﬁcﬁa?ﬁ@%f?@hﬁ‘@ﬁ?oﬁf cally. |
process NET-o11 det ohif HGl ?r?géf%jslﬁiﬁf%&d £5efE6d uds aadd U5 fhe cnai n
e A R DB
poll ed, 11y ol L 1S58, A 5 DG BBYheARLE GErRYSR S18 desp) oved or
TS S b 3 %etioﬁesa%a%ﬁme’*@amga%@a%o@x?a Lm:";i
pass- U oush ! L0fRAE oY phs Celech s el Liey Roblang procees,
T ROCHT R i e
o e e AT A TR BT S1OR BB L.
PG EGRE S T S ] AT
Lnose, modul o= 1ot 5l L0E FEF PV PRETNGGPORSE . EI2SBRBE Mg o, 12
o P BT B Bl Sl
pryst ca pzagffsé@ywwmﬂa&aaggeﬁﬁé Dot AR 9D 1 GBI gt o e
each il SRR AT e IS g e
Modul e 15 mode, all three bits of the counter are used. The SOP logic array
automatically decides how many bits of the counter to consider.
Therefore, there is no need for additional circuitry to modify the
number of counter output buts.
The CLK strabe to the three bit counter 76 is connected to
20 the Byte Ready Strobe from the Flash Palette Converter circuit 52.
This pulse is used to increment the counter once for each pixel that
comes In
The CLR strobe to the three bit counter 76 1s denved from
the Hsync pulse. The purpose of this arrangement is to ensure that
25  the counter will be zero for the first pixel on each horizontal line. It

might not be possible to use a raw Hsync pulse, but the signal that



10 APR 2003 129 Description This is a user defined description ofyq @ 2003
device to which the nodule is connected. A description of processing
occurring related to each of the options buttons on the List of NET-9I 1
Control Modules in the 5 window of Figure 16 is as follows: The Activate
button | 20 makes the currently highlight PI nodul e active. A nodul e nust be
made active before the nodul e's power or other settings may be changed or
bef ore any device connected to the nodul e may be accessed serially by third
party 1 o supplied termnal enulation software prograns. The Settings
button 121 causgsas thetddungemiardbe deoivaddeam inby hisitpetHeodjprobniater ocessi ng
options and settings: A Reboot button will reboot the active nodule. If
this button is giatayed-out, it nmeans the nodule's "Qutput” AC power status
is 15 currently OFF in which case a reboot can be acconplished by sinply
clicking on the Powein Di¥obat mode, Weepixehbgtedpoinothei BlaslePafdted, a

confirmati on wi ndow appears requesting confirmation to start the reboot
process. |n addCobhoener RAM Béiis pfeseheed Rethai inpuReststhir’ diglseflip-figps (see
Modul e System Configuration) are checked, a 20 wi ndow pops up requiring up
to two ~0 clrar at8 e e P Idescaithiy iy whly signal devilgefopdnnkei®@ to the

nodul es are bei n~~ rebooted After the action is confirnmed (and any required
reason ent er ed) pogitioertovohd, fed hergibemt i Wheauhe texapikadéyte eonlesenyi ng
power formactive nodule's "Qutput” AC power receptacle tor the nunber of
25 seconds specphilivatieifiiptfiep Mvdud ©1Positeon GolhibieVbaded i and fddeblosts, Del ay in
Seconds" settings. 10 APR 2003 | 30 When the reboot process begins,

NET- 911 exits fThm @dtimedulrsilgheeegsh moxeliy/te eomeassintand kdosded nmenu. This
action is taken to preclude any further access to the nodul e daisy chain
until the reboointptieExspositioamphéteadd 711§ clumkess theycompes Rethgukeloigt t on
could be used to reboot the PC that a NET-91 1 nodule is running on. Wen a
reboot occurts, flNEsetbladdille Bitdook sirobs absmfitnetioastasrtke ovker i n t he
user specified nunber of seconds w thout any support fromthe NET-911

appl i cation. | ORAadp\werol@Nfdruhegrexticircuttur n power ON to the active nodul e.
If the "Require Reason for Power ON Actions'' settings (see Mdule System
Configuration) is chkcﬂexd),lonmmidmdawqp@pstlcnrptad@qmlmmglampls sion i avot o5the
character |ines describing why power is being turned ON. 15 A Power OFF
button wili tur?codevemodemnasatbe. dbareveO and Dl are loaded from the first

pixel byte from the Flash Palette Converter RAM 24. Then D2 and
15 D3 are loaded next, then D4 and D3, and then finally D6 and D7
In 16 color mode, only two pixels will fit in each outgoing
byte. The packing process is again similar to the 2 color and the 4
color modes. Here the lower mibble, DO-D3, is loaded from the
first pixel byte from the Flash Palette Converter RAM  Then the
20 upper nibble, D4-D7, 1s loaded.
In 256 color made, all eight bits of the pixel byte from the
Flash Palette Converter RAM are loaded at once. The Pixel
Assembly Circuit 32 merelv passes these bytes directly to the next

circuit.



nmodule. If the ' Require Reason for Power OFF Actions" settings (qgeAP [gl e
System Configuration) is checked, a wi ndow pops up requiring up to two
character lines describing why power is being turned OFF. 20 Al so under the
Settings sub-nmenu are: a Description of Device Connected to Control Modul e
This edit box displays the current descrgjoti on and permts the description
to be changed. b. Schedul e Mbdule Events ™= this section of the dialog box
25 permts nodul e power actions to be autonated, as foll ows: 10 aPR 2003
131 c. File Flanme to Trigger Reboots - This unique NET-911 feature permts

a Drv:|direct oBddlebe Baaaeiche fbetlsd)SQinf-béﬂrM&QLo‘gneAndgft ected by NET-911
causes any device{s) receiving power fromthe nodule to be rebooted. Wen

the 5 specified fil fliesfoliveisiced thy sMeToOhinteith prodeek engdtheef ore the

reboot action occurs to prevent continuous rebooting. This features is

useful to NET- @birespshon®y ovlebh dduatignpaThy XoAadtYranghiesst ens by al | owi ng
any device (where a problemis detected by the nonitoring system to be

automatical ly torresboatad.thé mwiohbs cobsramblie it thioapmdpeiass PROAUlI d nerely
create the specified file to cause NET-911 to reboot the device. The

contents of s5a rebredr. tThegdeis fhel leaﬂoﬂ?ilfmtanﬂbiﬂaﬁﬁ-théﬁri@ﬂk n®senly
concerned about the existence of the file. d. File Nane to Trigger Power

OFF - This uni gigniNEinOiit. Thd ealonmeodesy aret'90& b 2:dodor aride yri’e name to
be specified drat when detected by NET-911 causes power to be turned OFF to

any devi ces) rdgeividiar pod, 00Ol Nibscotodiode, Whéf 1t hgospe6iddied file is
detected by NET-911, it is deleted before the power OFF action occurs to

prevent infini treopewdheOkFB2 andoCiventiblebhire theautme dfsheSebitlcduatdET- 911
custoners with thud party nonitoring systens by allow ng power to be turned

OFF when a prolj egtlhis]edst seheficardtmnidnthe € asmokheishifidangri ng system woul d
merely create the specified file to cause NET-91T to turn power OFF to the
devi ce connected 25 to the nodule. The contents of a power OFF tri~~ger
file does ~ 0 kPR 2003 132 not matter. NET-911 is only concerned about

t he exi stence & BiheDATAMEGDEL z ?Fane to Trigger Power ON - This unique
NET-911 feature permts a Drc~~:\directorylfile name to be specified that 5
when det ect ed HYuiSEF-Brh(0Ealizds, b&R6122 24 BE 26)2 NG IN3OB 1gny de~-i ce(s)
receiving power fromthis nodule. Wien the specified file is detected by
NET-911, it is QeiletedYoefrgtAeBR X+ A'B'C

15 Outl = Zm(1,8,12,16,18,20,22,24,25.26,27,28.29,30,31)
Outl =XY + A Y+ ABX+ABCXY

Out2 = $m(2,9,13,16,18,20,22,24.25,26,27,28,29.30,31)
Ou2 =XY+A'Y+AB'X+ABCX

20
Out3 = Zm(3,9,13,16,18,20,22,24.25.26.27,28,29,30,31)
Out3 =XY+A'Y+AB' X +ABCXY

Outd = £m(4,10,14,17,19,21,23,24,25,26,27,28,29

4,252 30,31)
25 Outd=XY+AY+ABX+ABCKXY

7 ?



power ON action occurs to prevent infinite power ON actions. Thei%o qm%p
of a power ON trigger file does not 10 matter. NET-911 is only concerne
about the existence of the file. f. Dail~~ Schedul ed Reboot Tines - the
devi ces connected to a NET-91 1 nodule may be rebooted on a tinme schedul ed
basis up to three tines per day. 15 c. LIy Schedul ed Power OFF Tines -

t he devi ces connected to a NET-911 nodul 8°nay be have their power turned
OFF on a time schedul ed basis up to three difFerent tinmes each day. h.
Dai | ~~ Schedul ed Power ON Tines - the devices 20 connected to a NET-911
modul e may be fayes Lhgi seayes, 1u199d Sbamsnd brosshiggu ed basis up to

tluee different times each day. i'. Wodul’e I'nfor’mati on - I’s status section
of the settingsnWadogy~=x tahnsyaddigicogal information about the nodule
25 whi ch cannopgyeyug}ég;ed%q’g %sc%(‘i p?}%n@gf each of these status itens is
as foll ows: 10 APR 2003 133 a. Position Current - The current physical
position of the nodule on the nodul e daisy chain. b. Position Previous -
The physical or Lposiki on) stie Wass 4 4iyre the nodul e
dai sy 5 chain V\gg%poﬁ?g{ég’g’)[E’blwé%g’ggg%%§ I'n |c’§?g§’T?’§goﬂ r is ONor COFF
to any deviges gﬁwgcj(efd_,rtgyt hex pRdyl g:pey-Serial Number This field

ule's

contains the no

Out7 = Zm(7,11,15,17,19,21,23,24,25,26,27,28,29,30,31)
Out7 = XY + AY + ABX + ABC

10
Gate Summary
8 - 4 mput OR gates
5 - inverter gates
3 - 2 input AND gates
15 6 - 3 mput AND gates

2 - 4 nput AND gates
4 -5 input AND gates
FPGA designs speak in terms of logic cells and not gates. In
reality, since the logic cells include the above gates as well as flip
20 flops, only 8 logic cells are required for this design. The three bit-
counter will add another three logic cells. Therefore, the total

circuit requires only 11 logic cells.

Truth Table
25 XY =1 bat per pixel
DEC YX CBA



serial nunber as assigned by the factory to e. Firmware Versi or\ TEnFisn'pjs t he
har dwar e/ firmvare version of the nodul e and the nodul es operati rgg éQy% em
f. Module Type Indicates if the nodule is Single Break nodule or a port on
a Milti-Break nodule. 15 The Pass Tluough button 122 clears any active
nodul e and pl aces the nodul e daisy chain into a Pass- Through node where any
serial communi cations pass through to any device connected directly to the
data-out port of the nodule at the end of the chain. The Repoll button |23
repol|'s the nddiel e (i syYOhzi@Qukhd 20 refi eshes the nodule |ist box. The
Active Mdul e status box 124 at the bottom of the List of Active Mdul es

wi ndow cont ai ns=t hdCcur rht #yOutlt i ve nodule. If no nodule is current

active, this status box contains "No |vlodul es Active - Pass-Through Mde."
10 APR 2D03 13%=ThdOvbdd}ld sSyQuem Confi gurati on menu (Figure 27) option
permts changi ng paraneters applicable to all nodul e processing as foll o~s:
Requi re Reasons=f or00Powdt IGFFOBt} i ons - Checking this box 5 causes users to
provi de a reason whenever they reboot or n~rn OFF power to any device
connected t5o a RET-0f1 1 Mbel@utdThe reason entered may contain two |ines of
~0 characters per line. The reason entered is saved in the KEYVI EW Event
Log. If this check Mox idIlc+eantid, reasons for 1 o power OFF action will

not be requested Require R-asons for Power ON Actions - Checking this box
causes users t®=prdd de ld G &d3vib whenever they turn ON power to any device
connected to a NET-911 nodul e. The reason entered may contain two |ines of
50 characters per X® |irld] FHoutleason antered is saved in the ItEY-VI EW

Fvertt XY =2 bits per pixel
10 DEC YX CBA
&= 01 000 = Out0O+Out!
9= 01 001 =Out2+0ut3
10= 01  010=QOutd+Out5
1= 01 011=Out6+Qut7
100 = Out0+Outl
13= 01 101 = Out2+0ut3
14= 01 110 =0Out4+0Outs
13= 01 111 =0ut6+0ut?

—
wh
—
-2
it
(ow]
[a—

20 XY =4 bits per pixel

DEC YX CBA

16 = 10 000 = Outd = Qutl + Qut2 + Qut3
17= 10 001 =0Out4 + Out5 + Qutb + Out7
18= 10 010 =Out0 + Outl + Out2 + Out3
19= 10 011 =0ut4 + Out5 + Outb + Out?
20= 10 100 =Out0 + Outl + Out2 + QOut3

[N
Lh



Log. If this check box is cleared, reasons for power ON action wll not be
requested. Reboot Delay in Seconds - This option sets the nunber of 18 dERt
that power will be tenporarily shut OFF to the 20 device connected to an
acti ~~e nodul e whenever the Reboot option is selected fromthe Mdul e
Processing Settings wi ndow. The factory gefault for this option is 20
seconds, which should give any disk drives on the de~.nce tinme to spi ndown
before power is automatically restored. 25 Mddul e Daisy Chain COM Port -
This menu opti og desi anat es the COM port that NET-911 uses to access a 10
APR 2103 135 noddi® dRi syleha Rutfdr +wDutb ¢erDytone nodul e dai sy chai n,
this setting only needs to be set once NET-911 nodules are installed on
COM to COM 4 ard Thdll d hdP st taPut R Quth+aDytot her device. 5 In those
rare cases where a PC has nore than one nodule daisy chain, it will be
necessary to ch§|=‘t‘97e the cOUl poutdheNmier Quth #f@ught dai sy chain needs to
be accessed The factory default COMport is COM. If this setting is not
set to the proper COM port, the nodule daisy chain will not be 1 o
accessible. In an alternative enbodi nent, a DOS-based programis created
when the DOS version of the NET-911 Control Mdul e sofrvvare is installed
and may be initiated uysing conmmand |ine paraneters. This DOS based approach
may be nore convehiehtblisopersxake by third part~~~ nonitoring application

i nstead of usi ng}éhe NET 91 | 32-bit Schedul ed Event approach di scussed
above. On this er ¥ati v&B¥S- based basi s, NET-911 nodul es may be accessed
b5~ any other third party application and power cut or restored to nodul es
automatical ly fnééégﬁlﬁ*ﬁu@é @il b-Outnig QIS 2 Outd FBNES +cantde-
executed: ? or |-iELP - Displays help. NOLOGO - Onits the | ogo screen on
startup. NOVBGS QUEE] | ni nat es messages from co~rur~and line functions. 25
COUNT - Returns_the Tgrgﬁgr of attached nodules. LO@ N n - Logs into nodule
number' n' . 10~ @54PR Fauilosdumtl-+ (g2 o @utdf+ Git4 roQuit®s OREY~ER v -
If 'v' is 'O~ tdjrg of f power fromcurrent nodule. If 'v' any other val ue;
t um power on. ut

26 = 11010=Out0 + Outl + Qut2 + Out3 + Outd + OutS + Qut6 +
Out7

27 = 11011 = Out0 + Outl + Out2 + Out3 + Qut4 + Out5 + Out6 +
15 Qut?

28 = 11100 = Out0 + Outl + Qut2 + Out3 + Qut4 + Out5 + Out6 +
Out7?

29 = 11101 = Out0 + Outl + Out2 + Qut3 + Qut4 + Out5 + Out6 +
Out7

20 30= 11110=0Out0 + Outl + Out2 + Out3 + Qutd + OutS + Out6 +
Out?

31= 11111 =Out0 + Outl + Qut2 + Out3 + Out4 + Out5 + Qutb +
Out7

An alternative, preferred arrangement for the video storage

25 RAM circuit is now described, with respect to the use of two



REBOOT - Reboots the active nodule 5 Most third party nnnitorigge@ﬁsmgps
and tinmer based software applications pernnit prograns) to be ted on

t he occurrence of an event. \Wen an event occurs, the DOS program can be

i nvoked using one of nore of the above paraneters to automatically select a
nmodul e, then cut power. restore power or8beboot a device connected to the
nodul e When using the conmand |ine option, it is inportant to confirm (by

| ogging into the desired nodul e) that the intended nodul e nunber is active

O horvi ser  power Tbari DB TalivE Renerg i opi ZBeor SHCh SRB wr ong
device. As an exanple, the co dline,format "NOMODDOS | ogi n. 2 power: 0
| ogout™ will cuidh @U@%%H%HEHEHBB§1F?%ﬁﬁﬁﬁﬁber ? and restore the dai sy
Gar sy- chant 11 15 2007 ARGt SN GREERRCk FRAU NG A GIALES PUFREH YHY pr oper |y
modal o0 - and t edeshnt iA MBI/ o Bb Areear (g eRs RPHORISSIEER AL port
Vol t devi ced witbh B GA FoNAR MUnds OSRANvGh 2UBNEGE 16 KRS BAKE | aver
10 APR 2003 | 37TPGORDRT g ar 3% SATPBRIRHE e Etp R E S itoR Sfsbytd A modul e
it Rttt e B e s U R
e ni ng. modul S TSI ADET PR ELR el Bi¢s et BRCHATHON £ modul e i s
renoved or added to t chain,  tile s ence nunber assi.grunent f some or
S| of the moduRaay iy ouh G SIRP Bront B Ib8 OO LGBNIEF: SdtiByVHie GRS o
Managenent I%Of tg\ﬁg(atrgn(as & isggeddsl AW ing?'f')éeactcgp tabﬁe".icﬂxsrtré)addf liteisi s correctly
better to keep the video storage at 32 bits for the present
embodiment.
Regarding the use of a 32K x 32 bit SRAMs for video
storage, a speed of 12ns or faster should be acceptable. One further
15 requirement will be that the SRAM may have “Byte Write”
capability (an example of such is Cypress CY7C1337). This
alternative allows the use of an 8 bit Pixel Assembly Circuit (thus
reducing the number of gates) while still presenting a full 32 bits to
the PCI bus. Since there are 4 write strobes on the RAM (one for
20  each byte), a simple cyclic 4 bit counter can be used to load the
byte mto the proper location of the 32 bit word.
A detailed diagram of the Keyview Il example embodiment
Expansion Card is shown in Figure 9. The attached Figure 9 is not
to be interpreted as an exclusive schematic for the expansion card
25  but only as a general block diagram description for the functionality

of the Keyview II Product.



1 o described in relation to its {i.e. sequence) on the daisy-chal h APh 2003
cases inhere (1) a | arge nunber of nodul es are dai sychai ned together, (2)
there are long RJ-45 cabl e runs between nodules, or (3) there is excessive
el ectronic em ssions fromother devices, it may be necessary to reduce the
serial baud rate for a 15 device or deviges connected to the daisy-chain.
Al so, at high baud rates, serial transm ssion errors may occur unl ess,

hi ghly shi el ded serial cable is used. Al so, when pcAnywhere is pinning in
Host node, pcAnywhere shoul d be assigned the necessary priority as a 20
background task to cbherbhdateaemhistdiededntoefifitdresapaPiie dattvaseascases,
any device accessed in a serial "Pass-Through" node at the end of the

dai sy- chai n mayidestrfieddni the brokenflereeendl osureh domdrthl o dlanaglé déD's for
Soft4vare's ability to detect the nodul es present on the daisy-chain. This
occurs because theelegweincH eardt("&K P Zaedid) 16 thiongh ¢cheiercommectdrspi.bg pol | i ng
while it is waiting for a connection. Ln this case, additional nodul es may
appear on the thedVA&IRDIBOR,tB8 Gylidx éhgiim, anidf the RG] pliguindcammactor t he

dai sy-chain can be re-polled to remedy the issue. There are three status
lights on the flocated aff theduittomdfi the 8apafisien warg okpu posaatfoofthel hese
lights is as follows: Power In Wien Iit indicates the NET-911 Control

Modul e i s receicdrdg A0 P& as demnveddfiomitae Ricdumeterpoardroftostindaoder Qut
When it indicates the nodul e is passing AC power to the POAER- QUT
receptacl e on the, baokgbfthe RChoantestonbdul e Active Wien lit indicates the
modul e is has been selected as the active nodul e usinc the NET 911 Modul e
Managenent Sof t war e. Sa¢teoNER of Figwre ) & thePo@rsupphncirsuit oBeicadsaext t o
the 1~ "Power Qut" indicator light on the front of the unit. A pen or
penci| point neijiebls Vueand resjupresssne gatseACHION tadtwhichtio usedualthy cause AC
power to the device connected to the nodule to switch fromON to OFF or

vi ce-versa.l0 f mput vidaw seadion of thescardalille@ecessageio dersve Hag/ne@aivtiper vi sor
access rights to access the NET-91 1 Mdul e _Configuration settings.

SECURI TY voltage from the standard +5VDC rail supplied by the PC

motherboard. The negative voltage is derived by using a charge-
pump technique in which the +5VDC is converted to a power dock
signal using a comparator circuit and a power buffer stage arranged
15 1 a push-pull mode. The ourput of the power clock 1s AC coupled
and DC rectified using a two diode bridge as shown. The diode
bridge acts as a DC restoration circuit in which the reference level
1s +0.7 volts. The second diode biases the reference level to ground
potential. The full excursion of the clock (5Vpp) 1s forced to
20  operate below ground, thereby providing the necessary negative rail
of -5 VDC.
Section 2.0 of Figure 9 is the Video Input Buffering circuit.
The input video buffer circuits 1s composed of six (6) wide
bandwidth operational amplifiers configured as unity gain amplifiers

25  and as non-inverting amplifiers with sufficient voltage gain to meet



25 The "security" selection of Fiwe 13 will now be described. pchhywhdild
has extensive security features designed into the 10 APR 2003 139
product, including encryption, user passwords; support for special DES
security nodens, event |og~in~, blanking the screen at a Host site, call
back support and an option to require sd@feone at the Host site to
specifically permt a renote access session to begin. For 5 users denmandi ng
even higher |evels of renote access security, then a are nunmerous third
party supplied hardware based user aut hg tication apd %ncrypti on devi ces
that are conpatthpliepuii Yaitags: I QPEARRGE PE ighanales-tenatgatal| cConvsEtersf t heses
devices conply with the Federal Governnent's Data Encryption Standard (DES)
for 1 o high sddpCts) oiSesaorons, diseussefi B¢leM.t o t hese extensive renote
access security available with the pcAn ere application, additional
security neasures hﬂéeli@élﬁ\’b@‘?(wl%inﬁl%@/@m Cfr«mnyﬁhwﬁmm tb?sltJeﬁin These
addi tional KEY-VIEWsecurity features can create a second, 15 independent
manuf act urers fYA \ﬁ@me@ﬂé%ﬁfﬂﬁgﬁé’%ﬂﬁ’dﬁﬂﬂﬁﬁt%éﬂ@ /3 QERsfAct urer' s

enpl oyee know edgeabl e _about the aio.ut ) rranluf cturer's security procedures
coul d” br eak 5i ntiBInMized GHEISNOOL RGNS DRISO KIG¥EC BAPYIIGE each of these
additional security features are as fqgllows: 20 Users - permts defining
users, Login LDnst ﬂ‘rﬁ‘c@%‘ﬂé{jcﬁgﬁm@ftﬁ,teU§§W@Lr§b@VI@QVSE@}(SW@ ty, and
access rights to KEY-VIEWPCI cards or .NET-91 1, Cont r,gl Modul es. eastem-
pernits speci f ypulgered)using UHgaTN-BIVertaRg HUAY Gaipaspl tersiras @ﬁow ot e
user, (?) an optional expiration period 25 for passwords, (3) the m nimum
characters requiorRasSHIBFU 30 Pis Suded 44BN FIMEStAR Reesadeyy ¥NEw PC shoul d
beep 10 APR 2003 140 when a_renot ser i s accessi n~~ the_KEY-VI EW PC,
and {~) an even@XeTameMIATr WaiGH Wall @{sonerminate thg siganlsyniudgiokgidut users
or automaticall,¥ switclun~~ froma nu I\/bde#za s& Mode i 43;E)activity
i s detect ed0f or L B¢ Qhat tg{f‘é'd CORBPRURAISH € SONREZHIRGE I G EMBO DA therni t s
requiring renote userg to have a caller 1D and fur r optignally
restrictinc ren%ﬁnﬁﬁﬁé Weeadsvels t8m Waﬁ%?@ﬂéf’%loowp%fw E‘ﬁh’én@& s. the
KEY- VI EW PC s gc%(;,e s Contr.ol carAg%éaptures each caller's ID. As a result
the KEY 1 o VI plrealroded Y. it ARIFed to | ock out users who are not calling

from desi gnat ed nunbgrs. angd/.or o _have .intentionally.b] ocked their caller
| D Pager .hlerts Perg’?qtéoq 3PhIEES @4‘% O%’Fo'r%égai;@;?@?’gn%enever a

nggv\gfgl Sutegszgfgb%fsifclfrlclu}/t. PRl }Ei?,__'ghl(s%\éég Ia%\a/Yng—%omjpgittapgor?\lxér%%erld nunber of

15 circuits (preferably TDA8714) are used to digitize the input video
levels provided by Section 1.0. The ADC's have an 8-bit resolution
specification and can process at a conversion sampling rate of up to
80MHz. This sampling rate is sufficient to meet the video
bandwidth requirements of the SVGA pixel format of 1024x768 at

20 60Hz, refreshrate. All digital inputs and outputs are TTL
compatible, which 1s commensurate with the logic level
requirements of the main FPGA#1 (of Section 4.0 described below).
The ADC's recetve the conversion clock from the pixel clock
generator which is denved in the clock generation circuit of Section

25 10.0. The clock from the pixel clock generator (PCG) is precisely

synchronized with the onginal clock which generated the input



Syst em Backup Pennits saving any KEY-VI EWconf duration chances hhdeR g3
restoring configuration files frombackup files automatically created
weekly by KEYVIEW 30 Event Lob - permits view ng the KEY-VLEW event |og
whi ch tracks a renpte users use of the KEY-VIEWsystem and access to

KEY- VI EW cards as a supplenent to the pcAnyvhere event |log. This date/tine
stanp |l og shows the user s login information, if applicable; caller ID

i nformation; 25 when the KEY-VI EW application processing was initiated or

term nated; anyyRightsiphalg. TRl opew feeh BRI WERTIs BH f&Ricdhe mat? APR 2003

| 41 and a | og of any CThanges made to the User Security, System Security, or

Cal l er 1D secur Fpy; 51 bifBgetiok1ROIETIRAATYOL dre eﬂfdl@ﬁ%@% BiS@fe Who has
successfully logged in to change their pass~~~ord. 5 Lodout - permts a

user to Logout ppciAve EE&%&W@WH'@%H %WéﬁOaEHQiADQE_ f‘glckéltp@?ieﬁb@’ e

optional security featu t he KEYVI EV~I PC i ssues audi eeps ‘or .~~a~~

file sounds to Rbhhiyp HOViarkd heliPRAISPIVE! AMRGILIELGIBNRSIf 48 Qe itfe aCCeSSi ng
the KEY-VIEWPC. 10 FUrthernore, The turbo I'ight on the KEY-VIEWPC starts

flashing as f ~sdmdathedillbe bRAdIENS] KR HLEWMRGYI B0 BRDt el Y

accessed. _The audi bl e al ert” soundS can be arrpl ified t© desired vo! ume
l'evel s by i nst atdduig ek eiidl YralesQiHly Fifedinicnolthe a rEMé RputThi s

approach insures on-site personnel can clearly hear 15 'that sonmeone is

renptely accesshpget 'ﬂ)%i?E’Yhé’{/EWdD@feW‘@ﬂldﬂs@BEl\%‘ﬁéwﬂréCE‘pfcfcle@Eg@f@xd- any

on-site user cutrently logged into the KEY-VI systemw

automatical ly Iggg%r@lﬁ)ﬁawpgmr@@gher user access the KEY-VIEW PC
renotely. This feature prevents a situation where a on-site user forgets to

| ogout 20 riving a rgeeficn YSBoS FifiereoPpOIteUWalir FPG Asiseeuit he on-site
user's identity. Conversely, shouTd a remote user fail to | ogout of the

KEY- VI EW sys6 enFREf Ak B (ERIBMAD O Rur NI San0Res e S0 @a4-KRY- VI EW wi | |

automatical | ~~ | oQout the renpte user upon tennination’of any renote access
sessi on Again, tihich apafroacdll 2idqy éetaugdeicamraent tied 3@ Cxomeagsygi ng the
Login ID of a renpte user who has terninated access. Finall~~, after a user

lo<~s out of &ReAR RS AR AMRAK- 34 R/ thiooseas CdJ 41 Mayadrteé PQs to the
KEY- VI EW nenu node to preclude a new user from accessing or view ng a Host

PC to whi ch theWasyr Gaite BeraulBort abd. rethweKEde YValdiuseds velachrit y
supports defining t~vo classes 5 of users nanmely supervisory and regul ar
(non- super vi sor yeadsby she nBup&ERUsHl y ThediRG A& alfauitibteanaessiheCladk Host  PCs
and KEY-VIEWsecurity and configuration settings. Regular users cannot
change any KEY- SuBWigemence pevrveay svermdes fiangs and delivienetlai n menu opti ons
are grayed-out). In addition regular users may be restricted
difference to the FPGA®2 (corresponding to elements 13 in Figure 1
and Section 7.0 1n Figure 9) to be processed by the PC1 master.
The check sum difference is derived from the comparison between
one of the S-RAMS in Section 5.0 and the Palette RAM 1n Section
20  6.0. It also recerves commands from the main CPU to activate the
number of colors to be transferred from the ADC's to the PCI
Master. The FPGA#1 can select either two (2), four (4), sixteen
(16) or two hundred fifty-six (256) colors to be processed by the
PCI Master, as dictated by the main CPU. It controls the
25  interleaving function of the two external S-RAMS as shown

Section 5.0 (and corresponding to elements 25-26 of Figure 1)



to as to which KEY-VIEWPC cards or NET-911 Control Modul es that {gjhey xmy
not access. User Security 15 KEY-VIEW Security also permts defining
KEY- VI EW users, passwords, supervisory authority, and access rights to
KEYVI EW PClI cards. In order to access this nmenu itemeither (1) security
nust be disabled or (2) the user currentddy | agged i nto KEYVI EW nust have
"Supervisory" rights. 2o The ENABLE SECURI TY check box determ nes whet her
KEY- VI EW security is enabled (box checked) or disabled (box cleared). If

o e ot L BRSO PR e L
P s AT, Tt P TS, L L
Wi - - ity-i.s-.di i o
e e T R S
i1 Do, Aol outy o VAChEN, SRl LY, 5, SRl B SBKORDRE SRR 0
A s L,

i . The. A Us 1 - i T 1
g ot sl G5 S BT SIS, 1l
PR T e T S A

25. . > A P - . 15

O Ton R TIE APE HOh RO R B
irm P . : i

Cont |1 Paseuord b QAR G B S e e

has "supervj.sor_tights” i : I S I KEY- VI EW
syst ens setltal ngvsar}cﬁ“gl ﬁ%}t@a@h’ggghggﬁd 3?@(1)&:?]%(%‘#4&'5?%?@%1@5 rolvflél,o add or
del ete ot her user hange, 45¢y~s passwords. |f this box is rat checked,
the user's ~~i Isﬁ% @5 I-f:pl{cgtg‘s??]fb:ged' as %’ "Normal " user. A Normal user's access

LS T e fe s bk B0 TSkl SREMENER  nc o and
??ue;sop?: iﬁgl ?sggﬁﬁwsf o@éé@d@ﬁéegs’ﬁgg%’ SRE)%C aﬁgg’t e?r,m éts}gv\tgreget heW]en
IF LTS L) O TSR iy At v
15 sections. The two external RAMS of Secticn 5.0 and the RAM of
Section 6 0 are not part of the Main FPGA and are stand-alone
chips. The access times of the S-RAMS can be 12n5 maximum,
which 1s commensurate with the maximum data rate of 80MHz.
Section 7.0 of Figure 9 is the FPGA #2. FPGA #2 1s the
20 second Field-Programmable-Gate Array of the KV card and 1s a 4K
gate array, 144-pin ciup. It is composed of the same logic family as
the main FPGA and 1s capable of 100MHz operation and beyond.
Within the subsections of the FPGA #2, Figure 9 shows that there is
a Timmg and Control Section, 2 VGA Format Decode Section, a
25  Video Latch Area, CPU Senal Ports, and the PCI Master Gate

Array Section. It is the function of the PCI Master to act as a



box is checked autonatically by the KEY-VI EW system whenever the ygegpp 2[][]3
exceeds a user specified nunber of Logir~ attenpts without entering a valid
password. Non- Supen~i sor KEY-VIEWPCI Card Access R ghts |Io Designates up
to 8 PCl cards may be installed in a KEY,VTEWPC that normal (i.e

Non- Supen~i sor) users may have access. WLrs who have their Super vi sor

Ri ghts box checked automatically have rights to all PC cards.

Non- Supervi sor NET-911 Moddul e Access Rights - Up to 250 15 ~' ET-911 Contr ol

Modules may be oqMectisdwdenile mish FPCROTY 1af e I BLEW Therpcantrol A

power and serial actess to devices connecte to the no Nonnal (i .e.

Non- Super vi sor) , r m ed m)dul e
nunbers (i.e. pgg?ﬁ%ﬁhgg{gﬁe ?ﬁ?nﬁ%ﬁ%&ﬂ%é%@%ﬁj%ﬂga o have their

Supervisor R ghigrlomdaagkiadngi gaRbIsALY DRK6nfUGRLE banFhe NET-S11

Control nodul es connect t e PC. Before restricting user access to
desi gnat ed nodu c%%h A, essed so
that 25 KEY- VI Eg\/car‘né&gjentl %&{Btgrt t% tvﬁ%ﬁjﬁg ﬁé{aontllé ]}é I@%gl sy chain
i's connected, TM;?Stéﬁto”@&?&?tﬁBut Qﬁﬁﬁtﬂs@ Bils [ @ion 13 AR OBEN 45 cases,

it is possible at a custoner | ave nor nodul e dai sy

chai n connect edghAcfl b5 %81 Aoy E,  Phrh BeDEEYGVKEWEE. 11 user

access will be restricte such cases; be necessary to access the

dai sy chain 5 (Het%nﬁ%gl\és%“WG’)@?ﬁ&l%%hﬁ ?ﬁE%A f1ddesRanl Rl gt ed

imedi ately prior to entering any user nodul e access restrlctlons for that

dai sy chain. | neph&esq0ersis.s0tR60Y! 6W1@914Qm@3lzgﬁh! fﬁéﬁ&m%@srfv}@z new y

speci fi ed user nodul e access restrictions wth t ast COM port where

modul es to wer ergfagemd Ul ¥ the deseesh of s %JS&EorPFd gberiiihd o ifRUSes t he

hi ghlighted user to be deleted. An "Are You Sure?" nmessage wi pop up to
confirm thato t he/Giasforsapil Belpe diRiresRd by usnstBe.Seedhfonmaeiohl ngs di al og

box permits specifying the 1~ nunber of unsucCessful log in attenpts

allowed by a repRienufPihe isoltitles dThE hblizomubiafiatiepticall s BRsTMRLISS.
criteria for au tically |oaeing out users, the mnimum size for

passwords and c@y |1§3§m~b%%@thcﬁﬂﬁtﬁrpreﬂhl@@@eﬁs@aéﬂ{h@%&fceledélfsl ged and nmay be
configured as foll ows Enable Limt on LOA@ N Atterrpts - This feature

limts the nunbesmbinstimcefsttres higheand scvlove T TUSeigads the centert a valid
password. Enable Password Expiration - This feature forces users to

Peat e al o (o uooro a8 LoSt oi Lo vhenover somsone s ranot oLy accessi ng.

the KEY 105 APBuZOfister and presented to the main CPU, (Section 9.0). This
information is required by the Main CPU to calculate the required
divisor number for the pixel clock generator, in Section 10.0. The
required shift registers for the main CPU and the Keyboard CPU
are also provided by the FPGA#2, such that the Keyboard CPU can

20 communicate with the Main CPU. As such the second FPGA acts
as a conduit for the two CPU's to communicate.
Section 8.0 of Figure 9 is the System Clock circuit. This

section of the block diagram is a stand-alone clock chip which can
provide three separate clock frequencies The output frequencies

25  can be manually programmed and are denived using a frequency

synthesizer involving PLL techniques working from an external



|46 VI EWPC by causing the KEY-VIEWPC to beep at periodic intervaks. APR 2003
Enabl e M ni nrum Password Length - This feature sets the m ni nrum nunber
characters required for a user password. 5 Enable Inactivity Tinmer Thi s
setting is used to initiate one of two pop‘éi ble actions in the event "user
activity" is not detected for a user specffied nunber of seconds. User
activity occurs whenever (1) a nmenu option is selected or an OKJCAhi CEL
button is clicked wule in a Menu Mbde, or (2) 1o any keyboard input occurs

whi | Host gjﬁ@ﬁ&d Zszﬁﬁf fied acti
Wi : I eblent gkensaf%gﬁé\éﬁg{:&t %X/étltnil c}ﬁgrﬁﬁﬁ)ﬁgf;’l’gg?% specifi ggﬂl n II vII EERa(éFI o
M =TI ITES entry" \adREL MR ok MNHTER|S! 1 B e RBkapLye ot veen |

and 99 m nutes. e possi bl'e actions = occur In the event no

tivity is det t p@(g;KHzle whi ch
'?’lcrr{e\r“ q)c/)t: ?)n gut o(r?j)ljcsQr r ke as fo HOEH ﬁ ecP (%Fcﬁ%gﬁst]%ewgs%o%tl Io(r:I
handl es cases V‘hﬁ{cﬁtlfés%%]l\m%%clé& th%fa t%‘ﬂn%ﬁ@%llxtﬁalﬁ%}&a%eﬂﬂﬁgmh' gaving the

20 system open for possi securit~~ breaches or I zed =per sons.
Wien this buttom nap t any
user after the NU c?(VQI%I NUT\@Sj @u }/I ed, ggg/%ﬁﬁ% E%rqélgggy%%hactl vity

manner, ' messags bRt [P Eﬁgﬁ%ﬁ&t@%@%ls@?‘%é@%ﬁ’s AL AR %0 LBR 20a3
47 abort the 109 outpe@sPom of Fidie AAMIBNHE NOAOPL BALY(E e gnabl ed

but User Security has no een actTvate settin e i°ghor éd,

since users are mpty rmlrhﬁﬁhcwggﬁ%@\@%@@%n%ﬂum %Ee b Hs’étth 'Vbdies-

This option only applies ~~~hen t isin a

desi gned for custpars Whe #aD CHIS KEX MLRMPO giral tHe%felenThE’ef aul t

to a Host Mode so that users do not ve t er swt |ng roma Menu to

Mode to the ﬂdoste\Nefé@alva@M@ranafmGAmzt maédc»sr@sﬁfc%&%nh *aﬁe *ﬁ%% 1%{5\9{50

(because a previous user |left the KEY-VIEWPC in a hi s

radi o button optfigRuios, e AGHREr oK BV aNEd. Mma&&a@w cyft%éﬂ tch to a
Host Mbde, whenever there |5 is no acti~zt~~ for the NU vl BER OF

ivili~-UTES spectlidc@@un Hifférehosto POGA#aCITheemaln CPT tdd(Hrdsus aut omati c

switch occurs, an appropriate error nessage is displayed and no switch to a

Host Mbde occur sexterimdS REAY 3RK®) (Secsuh tidhi)ngmilar & HesbtlMpdRrden this 3o
manner; a nessage box will be displayed giving 20 seconds to abort the

SHi 16h119, B OCSESRANLS o bk ekl /ot HorspcheSraants ahabhed, Lhe
processi ng w3l | @eesdata from the kevboard and mouse devices, and from the

VGA Format Decode Section of the second FPGA#2. The data

from the VGA Format Decode Section is used by the main CPU to

produce the correct divisor number for the Pixel Clock Generator

(Section 10.0). The number will be a difference value for each

20  pixel format ranging from 640x480 to 1024x768 at 60Hz and 72Hz

refresh. The KV card is designed to capture video at 640x480,

800x600, 1024x768, at 60Hz and 72Hz. Therefore, a total of six

divisor numbers will be generated by the main CPU and fed to the

Protocall Corrector of Section 10.0, which in turn will feed the

25  number to the ICS 1522, dot clock generator.



25 10 APR 2003 148 Site ID The Site ID nenu option permts assiggi%tﬁg
KEY-VIEWPC an up to $ character Site nane. The purpose of the sit 0 ist08d
permt each of the event |logs stored within each renote KEY-VIEWPC to be
consolidated into a central conpany wide_event log file. Each tinme a
KEY-VIEWPC (site) is accessed rermtely,9§he Event Log stored in the PC can
be automatically transferred to the 1 o renote site by setting the "Auto
File Transfer" file option of pcAnywhere to transfer the file i mediately

after 10gging into theid ¢0 VBEMERLD HcARRLShe PR J HbERIG ey Mher &

automatically transfers {using e synchroni‘z only the

records that h b@ a@cé he KEY-VIEWPC since the last file 15
%o r .

transfer to the retm) e kSI tglfg %@ﬁ er I D Most tel ephone conpani es now of fer

nunber whenever a cat 10 FEREER ShaMREOREY rebfited EBuflied Gontro
confi gured 1o 1GaRge rEEPERT SN GRRA Myl e Rt P bR - v ew
o have 1 ntent G 15 bIctRed Finar . ToReribE it PehdBsRtang N o oy
cal | er 1D recei VR TfSHCAI: EICORPG, KAl A i 00 Ig5ehd P ogs t11'e
aadi 11 onal SeourTPerc S B b T S ats TS GO Y M e new
caller 1D phonq{bﬂgaﬁiéq@vﬁmﬁﬁgﬂgﬁ}_ﬁ% %S§P@Hﬁﬁ%gﬁ%ﬁ§ p.gmrehone nunmber

for the location to be authorized. | ow ng s a required:

Shect 0"t o prSYRATI P BIORREE LD pARAUIRR WSS RSATPIR nube

10 three Analog-to-Digital Converters in Section 2.0 to convert the
analog data to digital data. As explamed in Section 9.0, the output
frequency of the PLL is determined by the input Horizontal
frequency and the Feedback Divisor number from the main CPU
which changes as a function of the VGA Pixel Format. In

15 accordance with the VGA video standard, the Horizontal Sync is
actually a Composite Sync Signal which includes-the Vertical Sync
Signal. During the duration of the Vertical Sync period, there can
be a complete absence of Horizontal Sync pulses, or there can be
what 1s known as Equalization and Serration pulses in accordance

20  with the EIA Standard R5343A. Some Graphics Cards will include
the Equalization and Serration pulses while others will exclude them
entirely. The Equalization and Serration pulses are actually 2X
horizontal pulses during the vertical blanking period, where 2X

corresponds to twice the horizontal frequency.

The effect of either the absence or the existence of the 2X

38
n

pulses has a profound effect on the Phase-Lock-Loop It is the



description nust be 40 character or |ess. to Phone Nunber - Enter thePpitide
nunber that is authorized to renotely access this KEY-VI EWPC via nodem
Thi s phone nunber rnust include an area code ar~d be formatted etactly as
rLported in the hEY- VIEWI ag. 15 Pager Ab@rts When KEY-VI EW User Security
is enabled and a user fails to successfi.~lly Log-in to KEY-VIEWw thin the
al | oned nunber of password guesses, KEY-VIEWmay be configured to issue
pager alerts to~ one or nore pagers announcing that a potential intruder
has 20 been det ewtark oPanpPlilotd wpemtessienget hisscdehvnder, onthmbtterdest be
connected through a NET-911 Module to the KEY-VIEW Access Control Card as
more fully di scufeedtaek shistess paptiring tirhe ta\cespesdConnyadiffeaedi 0 of Fi gure
1?. The nodem connected 81 may be 25 used to dial the pager alert phone
calls and to entdranaepasspot fequeneyoiependmigont theham gEde GEWRC. 10 APR
2003 150 The Pager Alert Settings include: a. Wen enabled, the Pager Alert
i ssues a page i ndamhpimyvemtfficigntaoidhesecondovda! gisteom theRik wike Caller 1D
topic) or (2) KEY-VIEWsecurity is enabled and a user fails to loginto
KEY- VI EW wi t li n ¢hershbdoaved undetsbooo tluattd anphsutainequen cyuthangeaardekOut
status (see System Security Settings topic). In the |ater case, pager
alerts are not rfnalbsusetleito 1 beadyestateacarsetomhin additiong kedhedREL I of
KEY-VIEWattenpts to login again after being |ocked out. 1o b. Al persons
or locations to hespagetk ndumes tediffeaanteltdhange ed flegeency, idet éotsed are
included in a list. Wen an unauthorized intlTuder is detected, all persons
on this Iist wlofberipantatipulses, it will require a finite time to re-acquire and re-

lock to the input frequency. It is for this reason that the PLL must

10 be designed to perform, i.e., not loose lock, during the absence or
frequency doubling of the horizontal input signal. In Section 100 a
method 1s used to avoid the loss of lock by using a Sample-and-
Hold Circuit which effectively "breaks" the feedback loop of the
PLL during the vertical blanking period. The disconnection is

15  performed at the output of the phase detector of the PLL. Recall
that the phase detector accepts a signal from the input horizontal
sync and the feedback clock. In a normally connected PLL, at the
time of the Vertical Sync period the loss or addition of 2X pulses
would cause the output of the phase detector to produce a large

20 phase error signal causing the VCO to move in the direction of the
frequency change, i.e , either lower or higher in output frequency.
Due to the differential change, the PLL loop would require
additional time to acquire and settle to its steady-state condition.

The result would be a disturbance period once the normal horizontal

[
wh

pulses returned, after the vertical blanking period.



c. New persons to be paged can be added by entering a 15 description of the
per son or |location where the pager nunber specified is physically lidckRetil]
and the Pager Phone Number and Al ert Code. The pager alert code specified
should first clearly identify to the NET-® | adm nistrator receiving the
page that it is a KEY-VIEW?20 alert. A code prefix of 911 can be used for
tl >'s purpose. This code can be followed by a Site I D nunber to uniquely

identify the KEY-VI PC.,that is i.ssuing the alert. In c .Where a

KEY- VI EW PC has an in lﬁﬁ%ﬁl%ﬁéﬁﬂ‘q%é’%ﬁhéé erh?@ﬁilsp%ne nunber

used to 25 access this, nodem i 0 AP§|1_200Q3l 1%1 d. Changgﬁjécan be made to
the pace alert |iESOWIERNGSHETHSERRIr AR, thePhass detester, 46U 18 sect i on

c. Wien a KEY-VI admni strator.receiv a.p r alert,. he or she should
access the KEY- V%qﬂt%ﬁ@fmg t egia%l%fjgm FERSLS13)S@r on site)
and review the end of that, si.te',s~event | o~ ~~.det erm ne wh~~ the page

was i ssued. EachS@rgaieddndhe \EQ&‘EEOHB%PG’?@J%SEMO Pieseiid e. No

el i ver ed. S0, RECAIRL# B0 ragis Harbeiesal b Hecarep Rephan a0 €6t nf mum

pages. are. bei ng. {8SGatcH BSEEPERPOAN VAR Bes GOIHOTRPLH's VRS nunber

Dol ng e o8 1 B (o) I AR GRS DA o

O g3 RO I SN SR A S Saip e

can be optionall gla%i(?nrg peeqriod. To accomplish this, the input vertical sync pulse is

10  extended within the Sample-and-Hold Circuit to a maximum of
1.5mS. In order to insure that the DC level on the integrating
capacitor (C1) maintain a steady hold level 1t is necessary to buffer
the input and output sections of the loop filter with high impedance,
low leakage, buffer circuits.

15 Section 11 0 of Figure 9 is Main CPU SRAM, the reason for
which Is described above with respect to Section 9.0.

Section 12.0 of Figure 9 is the Keyboard & Mouse Devices.

These devices are needed in order for the Remote PC to Control the
Host PC during an access session.

20 Section 13.0 of Figure 9 is the PCI Bus. The PCI Bus is part
of a standard PC Motherboard Design.

Section 14 0 of Figure 9 is a brief list of example integrated

circuits disclosed KV card embodiment:

MANUFACTURER PART NUMBER
25 HARRIS HF1205, OP AMP




to permanent di sk stora5e. The system backup routine maintains a Iiéat/lwgf 03
configuration backup files saved by KEY-VIEW. Each tinme a K _EY-VI n%g
option is selected, KEY-VLEWchecks the current date against the 25 date
that the system configuration was | ast backed up and automatically backs up
the configuration if nore than 7 days hav§ 10 APR 2003 152 el apsed. Up to
one year of configuration files are maintdined by KEY-VIEWin this manner.
Upon user initiation, the current status of the KEY-VIE Wconfieuration is
encrypted and saved to disk. Thereafter, a selected 5 backup file can be r
estored as the currenNAEOWAW confi gur ation. LES8Nt OPog NP The Event Log
option on the KEY-VIEW Security menu is a unique feature that keeps a

record of all Keyvi ewPHIIAPSi vity and permits YDA®THTHe ABY- VI EW activity
at a later date. This log contains datei tine stanped entries tracking all

aspects of user accesENTEGEAVED/RSUHS SYSs 1@51152as Pq:j]gnces made by
users |5 to tile KEY-VIEWsystem configuration. Mre speC| fically, the

KEY- VI EW Event Log shoWwsPRESSiser' s | ogl n acti @M‘,B:]g@ Kreppticable; caller
I D information; when the KEY-VIEW application processing was initiated or

term nated; any sw tcYIBRESS occurred bet wee@YXD7ic@Ld3CKand a | og of any
20 changes made to the User Secunty, System Security, or Caller ID security

settings or other sysCHPRHESS guration setting€Y IV BE FEGAIM cont ai ns
a brief 1 hne description of each

CYPRESS CYC386P-XAC FPGA
INTEL 87C52-24, CPU
NATIONAL LF398M, S/H

10 CENTRAL SEMI PZT2222A, XISTOR
CENTRAL SEMI PZT2907AT, XISTOR
MOTOROLA MMBD7000,BRIDGE
PRAEGITZER 4-LAYER PCB
MOLEX DB-15 CONNECTOR

15 CYBEX 44-PIN CONNECTOR
KOA-SPEER RESISTOR, CAPS

Section 15.0 of Figure 9 is the ID Dip Switch To meet the
requirement of remotely accessing multiple Host PC's, where each
Host PC 1s matched with one Keyview-Pro Expansion Card, 1t 1s

20 necessary to provide an I.D. code for each card, up to a total of
eight cards In order to accomplish this, a manually programmable
DIP switch will be used as shown in Section 15.0, This 3-Bit code
will be accepted by the mamn FPGA=1 and passed to the main CPU
for card identification and tagging.



event that occurred. Sone of these lines may be indented. Indented |ines
nean the event relates to a preceding event |line. For exanple 25 i 1 0aAPASIH
connected a switch box to a KEY-VIEWPClI card that was previously connected
to a PC, the user would change the PCl card's 10 APR 20D3 1~3 settinr
from "S~itch Box'' to "PC'. This event wgyld then cause other events to
occur nanely the deletion of an~~ ~>>deo drivers and nouse drivers
associated with the PC that was formally directly connected to the PCl

card. These resulting events would then 5 appear on the | og indented and

i medi ately fol | Bermotet Resasvearnd Speaifinaienl t he setting change from "' Switch
Box" to "PC'. Muse The Muse nenu bar option of Figure 13 permts creating
and |isting nouse drierddittémto dieeKisBE! cardoeaahoK ENoSMIEAE Rouse novenents
and syncl uoni ze the Host PC s npuse position with the KEY-VI EWPC s nouse
position. In casaxlutes eneidsk YPEIENYdS AncR eleatd candi 98 daspyad: toopermié

speci al KEY-VI EW nouse driver has been installed on the Host PC, this nenu
option will not dppKEY1GIBE Ffletabscemeotaly redes, for capsnre thercadieeatiion of a
mouse driver, it is inportant to understand why a nouse driver needs to be
created. Durifig andEy-oanBwishe Ko -Vihe/ REYS urbwirdt s APCexamapte must process
vi deo output data fromthe active Host PC before 2o displaying the ~zdeo
screen on the KERehoewweral tAKAlddgehss ewitegl qasduistshog 1t onttdure 1gr ocdlssi ng
causes the Host PC s nouse pointer to appear to trail behind the KEY-VI EW
PC s nouse poi nt further deteblasdomn Thiizwielldy is even longer for a remte
user, because the Host screen_data nust, K be processed a second tine by the
25 pcAny~. ~~her e appl iWaendhe tfehacaserd ts mpalledr 2 phonadiactie canneetsde” user .
10 APR 2D03 154 When the KEY-VIEWPC s nouse pointer is properly

synchroni zed wi t WtorHderpinnenack Hoor shobask plate pf ehaeand. pAiphanesowonver ge
whenever nopuse novenent staq s&, the KEY-VIEWPC s pointer represents the
true position0of J@We%ﬂﬁ@'@l&n Erpaspdkiougtoishe phesn sumal thsitdpadow can be

i gnored. Because two_pointers appear on the screen during nouse novenents,
it can become cof$!gplABE OTHA B198€BbI em can be avoi ded by either using the
nmouse configuration sefting oq the Host PC to blank out the Host PCs or use
t he W ndows 95 nouse Mﬁﬂ@rc%b%ﬁ?e@ﬁl‘ﬁénme Pt eptuss shasaleriollaméar ance
of the KEY-VIEWPC s nobuse_pointer, to, b i ff nt fromthe Host PC s nouse
poi nter, so user PASFE aBY thWCFqud tQrihe U¥E§‘ﬁ%"@c‘ﬁ@§§4 Ughe
KEY- VI EW PC s pointer vs. the st RC s pointeyr. A nouse i nt in the
shape of a FOX i o!prasf RGN iy iq ha e-[:@féc%pﬁt ﬁﬂg@dlseﬁi n this

sy~ncl uoni zation .process is that a .
y 15 (Pe., one may, {)ut nedd not provide storage on the card of caller ID

numbers from previous calls). Since the caller ID can only be
capturec between the first and second ring, pcAnywhere on the
KEY-ViEW PC is set to answer on the third ring (or a higher
number of rings), if the user wishes to capture the caller's ID.

20 The card has the ability to count incoming rings and thereby
permit the CPU on the card to take actions based on the number of
rings detected. Ideally this ring detection feature also handles rings
in foreign countries. If this is not possible then the hardware
supports the ability to write custom operating systein software to

25 detect special types of nng conditions in foreign countries.



application running on the Host PC could cause the nmouse position {9 jPRrifl]
to a new | ocation causing the KEY-VIEWPCs nouse to be out of sync with
this new | ocation. Qther synchronization problens would result if someone
changed the nouse accel eration 20 factors on the Host PC. The main problem
when the nouse positions becone unsynchrgni zed is that it is inpossible to
nove the Host PC s nouse to all positions on the screen using the KEY-VIEW
PC s nmouse. For exanple, if the KEY-VIEWPC s nouse pointer 25 becones
unsynchroni zed to the left of the Host PC s nouse pointer it would be

i npossi ble to nove ilhe ddrdialfchas addEdodedueler efpable f seRratOD8 1 ~~ edge
of the screen because nouse novenent data on the KEYVIE~" PC would no

| onger occur (distinguisitingtartnbytetuser'appidhcaneamméd afi¢ritheigodant e Host PC)
v~~hen the KEY-VIEWPC s house reached the |eft edge ef the screen. 5 In
order to keep thieeKEEY-VIEW PCs hhpasswemida eall.s Pruder onmiodkenn genbratee Host PCs
nouse poi nter several approaches are possible. Under a first approach, a
speci al nouse doiseammedidtelgdafner nskeying £eall landamiid thecalhss al | ed on t he
Host PC in place of the o Host PCs nouse driver. This approach allows this
nouse drives tterounmated battbe medem hibe KEYME Bed eerappble & acouratelynsure al |
mouse novenents are always s~-ncluoni zed. Under a second nouse

syncl uoni zat i oreagmMpaarentepser atorkBEYWwhIEtisnose idrdocarrmystAribe cr eat ed
on the KEY-VIEWPC 15 when the Host PC is defined for access by the

KEY-VI EW The tomatéamved bythe ramaseuskn wal be passeslubmibteta tiekcardisen t hi s
approach is used, any special_nouse options set on the Host PCto ( 1)
change the nouspesatnyg systetty bip @ceightetoaes omyf be coptsired ®) thahangmnarhe cl i ck
speed or (3) permt automatic junping to a specific location (e.g. a 20

hi ghl i ght ed bupeogallf a new di al og box) nust be disabled. Any such feature
that are active on the Host PC will cause the Host PC s nouse to becone out
of s~~nc wi®h t he KBYhenghepenothusrentarsia aoiragiusack sane mbast t he Host PC
difficult or inpossible. Another approach uses a specially colored andl or
drawn 25 nousecpdenbardwareamesns g tB@CﬁfC&@@w ek asokidigle omet teethsoi nt er on
the video screen _data captured fromthe Host PC. 10 APR 2003 156 Under
still another &pPenékat candsdegar avsr thaamedem noise KEoussed-abprg)
specifically | ooks far a sitﬁiuati on vvhergj@t he nouse reaches any edge of the
screen. Wien t kPsfisaung shatthe wsrachapde d8adEANER ¥Ed r ansnit nouse
novenments (m ckeys) .in that direction 5 to the H?st PC until the nouse on
the KEY-VI EW PC was [Ro@eRe 685§ ARCTagHE systepme! dig eard maningedrBodi ment

sol ves the probl em ~~~here. .the use positi.qn on the KEY-VIE WPC becones
t u~s~~nchr ddi zé@le\ﬁ?ttWePﬁ@ lééﬁ%setg‘éaﬁ 43°5 AR DEA dUAEReT cgglw @m&t 3 he nouse
cannot be noved.to.the end of Llﬂ’ﬁ Screen. as revi_ous!%gai ﬁpdi cussed in an
exanpl e above. TRSFAAFRUCLFEIBE. tIHHS ICAMISIS MERES ERp I F RS W iERoli€e movenent

data directly fromthe nouse itself, Synchronizin Y- PC s nouse

R The Tost PROQtsvaR ascal Bt dined T o e BB WA EPYE o

Several synchroni zatiﬁn dgijggnsl ,r(g evaluated and determined to be | ess 15

preferabl e, t hETGHNERCTeOEdsKr P\ﬁge Re SASESTHY 35086 tPRGent i on. For

t he sake of co Iet@e@gﬁﬁ\’iﬂt hese al,ternatives are.al so di scussed bel ow. The
i

preferred appr EE g& §9/?1ecﬁ?%§1fezag¥rieo?f RpEQHEIYo be
v iLing 2 U6 e OEOR LIRSS QRS RcPO 20 that captures the
In other cases the KEY-VIEW PC may need to be booted if
more than a user specified number of rings (e.g. 10) 15 detected to
handle a case where the modem fails to answer a call, in which case
a remote user would have no way to enter touch tones. This user
25  option will also be needed in cases when the KEYVIEW PC does

not have a modem.



and feeds this position back to the KEY-VIEWPC throunh either a sigi @R @3
PS-? nouse interface cable, depending on what n~pe of nouse interf eA J
been used for the Host PC. The nouse driver wntten is designed to repl ace
any nouse driver currently installed 2~ on the Host PC. ~ 0 APR 20@ 157
Unli ke existing nouse drivers, the KEY-VIBY nouse driver is designed for
two way communi cations between the Host and KEY-VI EWPCs. |nstead of

sendi ng m ckeys through the nouse interface cable to the Host PC, exact
k~'"Y co-ordinates are sent to 5 the Host PC fromthe KEY-VIEWPC that cause
the Host PC s nouse tbrgmmm eperatipgsidwpdinipdediandwere as thé cahé nouse had
been told to junp to that co-ordinate by an application on the Host PC
Wien a Host or Reimple psisses usennfarmakomn; waller Eﬁmn@matmnmdﬂwcbmne XY
co-ordinate and button that was clicked is transmtted to 1 o the Host PC
in a single datairfacketion back tedbe carst e operatingcdy stz wiviell widd decide Y
co-ordinate was transmtted, the button clicked segnent of the packet is
set as a null vahel tadotwit the infoanreonfiasadion wemthanserchasi st ent. Ay
packet sent to the Host PC by the KEY-VIEW PC nust be acknow edged via a
typi cal serial 1Bomiwingdkheraardtolperdekdneddoiondontvkingecutlyleshd Host PC
that do not include nouse click information may be dropped by the KEY-VIEW
PC in favor trangthd ngcessprntorahe epenating systemoodiantarss tgtikettonen t he
KEY-VIEWPC s buffer. Having a neans to permt the KEY-VIEWPC to cause a
20 Host PC s noudetactiopdeptunes ivpacagfdhe stanslapd hardwaremrc tha tandsasaouse
pointer is noved across a Host.  PC s_screen, it causes nore screen
differences to otfaue hawhere hakssambe aisggrogsioe Hytherdhasdware ehangeKEY- Vi EW
APP merely to track the nouse. By havins the KEY-VIEWPC intentionally

i gnore a sel ected nunbhée rebopbedrd Phwil-arae thig KEChnFed' Phao weehby

i nvol ve nmouse clicks, the Host PC nouse is noved |ess frequently and in
Qeater junpsd Ascrdipgsusignal toribegpsetzpontle Phe momsehoasd, seswaing
differences that Till occur is r,educe?. his sigmfcantlv increases the
speed at ~, ~~hi cHai xRy el Gakle i§ sestalied bepyeepteseRRAidAFAGEEsa t h t he

KEY- VI EW PC s nouse. The KEY-VI EW noys ' signed to service all 5
requi red functi oR§oN ﬁ%eyiﬁsébpmﬁtﬁk ,eefﬁ%trv'ﬁéﬁo\gfeééﬁﬁ%@t eypeas. Fequests by
Host PC applicati ags to cgzqge nouse functionality. For exgn@l e, requests
to ( 1) change eAeliBude’ kendpeiiTlandard serdd ruIrHREDH PHOided; 19 2) change

the click speed or (3).inplenent a.feature to permt autonatic_junping to a
specific |ocati oﬁe(@tdheéa{‘gs ﬁP&Fﬁ%f@rﬁb@gefﬁdpﬁﬁm&# pélwr?é\xpgﬁgl@éﬁg bov) are

ecknon suoed L ke & NG RS S Ve DUt 1 ot ed, and Fence have o
ST S i
feature is not sﬁlbr&?ﬁtl@ Of ﬂm[ m@qwgﬁi%ﬁgnﬁw&lﬁ%ﬂ%éﬁﬁr% bap,
P Cases wher o aPbSRogSI AT oRebuarbt M bE PEPhbeH SRS Rok 8 i 20
rovement | ol ok gaeked s BegSEs IS T S datiaie T Shodistie ¢ gnt
Lo CalT L 2A el B0 SRR ISR AR L apei ety Lo,
that the jump funclhGhvigrAg) prUBROLS fthichfi@vhether the KEY-VIEW PC

was in Host mode or a Menu mode.

The KEY-VIEW PC's turbo light will be off when the KEY-
VIEW PC is in a Menu mode and is not being remotelv accessed.
25  The KEY-VIEW PC's turbo light will be ON when the KEY-VIEW

PC is in a Host mode and 1s not being remotely accessed This light



25 nouse driver nust accept the junp. In this case, the junp nnveng éjds
i gnored and di scarded by the nouse driver and the 10 APR 2003 15 q% ﬁnm34
left at it's current location. Ignoring this application generated junp
shoul d have no inpact on the application code because the application

t hi nks the user noved the pointer back tq ixt's orininal |ocation when it
next queried the current position of the Qginter. Permtting the junp to
occur will have a mmjor inpact on the KEY-VI EWdesign, because provision
must be then be made to transmt a X/ Y packet back to the KEY-V~VJ PC and

then the KEY-VI BWAGasSIN el pwiranset helREYeVIESY PUsebeiHégr to the
junp location. Adding this level of conplexity to the design is not 10

warranted. ||t i snéebbaudg belles ronBicy debesselidaviofegudiAdasHRReIrtignct | ons
of a nouse d~~iver is to pass raw mtckeys, if requested, directly to a Host

PC appl i cati on, lﬁg%gtshamd RanarPOREabh Ol SPON(BF eNte sy @Iy §1 i t's own

nouse novenents. plications that control their own 3 ~"nouse are rare and

nost modem appl isgabh@§SwhehyvértheICENRUSE WP & bé gttt Readredsed keep
track of it's position and report the position back™ o the application. The

preferred enmgodi(rentpcogpwhete Isa‘PIniﬂétsé’io@FfEhh@@éirP@%qérﬁﬂM@ﬁ%i g thé ckeys to

det ermi ne how nany m ckeys per pixel are being used to nove the nouse, when

the 2o appli cat iJORYhayRUBEdstine mpdsavhérejbotp peandveidrk s €t | ocati on,
etc., but instead presunes that all nodem applications rely on the nouse

drivers. As nent§e&aRffh Afd tise HEL VEVEEW Pal isdnlayHekdebdapiid &abbdfpthtrel y on
m ckey i nput for nouse control. Accordingly, the preferred enbodi nent does

not provide nousgositbpemiif ON sidhhah faeRIOERFH0BSsecondd caRR 3003 1 60 To
stop nouse support in such cases and avoi d unpredictabl e nouse novenents,

t he KEY- VI EW HosfecBdgouse driver sinply does not update m ckey novenents
~~henever X/Y co-ordinate changes are received fromthe KEY-VIEWPC. This
approach 5 qoul d credlge EPYoWIEW WRP euanitiosin the JapR-MI&BWdPCshastts with a
nouse pointer in the mddle of a screen and tile user has no way to no~~e
t he nmouse poi nt dfe able tof séhecovamandforr esody o thzi igbpoobhrhviaathesyexi al
packet could be sent to the KEY-VLEW nouse driver with a x~'y co-ordinate
of 99991 9999; t Hats totadldtitechdott derddvhateto ddredithtthe thirbd-hght BCfdikswiust been
accessed by KEY-VIEWand to send an excessive nunber of rnickeys to the
current application t@Goflerkgti@ny nouse pointer relying on mckeys to nove
to the bottom right corner of the screen, which is the nornal place nost
typi cal slanted nouse arroWw poi Ttusr ighuON di sappear fromthe screen. This
packet 3 5 ~ould al so cause the nouse pointer to be positioned in a

consi stent plsace in the middl e dfunt hehsOf¥en for those normal applications
that rel~~ on X ~Y co-ordinates. |If the Host PC s KEY-VI EWnouse driver is
capabl e of detecting appliZatiohsrm héghtr@Nybwirblmkc@EF ¢vepytd $&9s novenent ,
20 which is probably unlikely, then the driver returns a special packet
back to the KEY-VIEW PC thét al ks Lighs QEEbut bhink fosevary-S-e¢rsnt s are not
supported for the current application. Devel opi ng special KEY-VLEV~' nouse
drivers for installatjon on_ Host Qljgs is the reconmended apProaCh. This 25
assures that the HostSetng hsuzsbermgbhinhtys mannepseuplednveltBaUSET me basi s

and the KEY-VIEWPC s use pointer ~.vill reflect .
beep op%n, wh?ch 1s handled by the?(EY-VIEW APP, gives

20 anyone working at the Host site a visible and audible indication
whenever the site is being remotely accessed. Moreover, whenever
the turbo light stays OFF, the user at the Host site will know that
the KEY-VIEW PC is not in a Host mode and will not pass
keyboard or mouse input through to the Host PC. In this case the

25  user at the Host site will need to connect a monitor to the KEY-

VIEW PC's SVGA card to see what state the KEY-VIEW PC 1s .



1 D APR Z003 16l actual position of the nouse on the Host PC s screen. A
m nor problemw || occur when a Host PC is accessed by a Renote PC B%&Jg@;
due to screen refresh delays, the Host PC s nouse's inmage will |ag behind
the KEY-VIEWPC s nouse's current position. In 5 such cases the user wl|
be instructed to sinply ignore the Host Pdls nouse inmage, which will have a
di fferent pointer appearance, because the uni que KEYVI EW nouse pointer wll
be installed on the KEY-VIEWPC. In any event, dual nouse pointers cannot

the Host e s mobetRien b Y ichEB o8 i) iefBHE AL OHERRPEEI TS st

site view ng the st . P € e ~~ideo output port of the
KEY- VI EW PCl carﬂmﬁ‘%‘é(ﬁ@?ﬁ@%ﬁ?ﬁﬁg%% PC nmouse can be cl oaked and then

restored as necessanl under programcontrol. a. Less preferred Muse
Svncl ~roni zati on Options 15 Under the new KEY-VI EWsystem all nouse i nput

Eiéﬁ?Iajgg::ﬁ?”ﬁ%i?ﬁ?é&%‘?%ﬁ%ﬁ@f + _'% %ﬁegﬁ‘éPfQQSLLEd; E;tt:tld be
pefer o vl b PORESHLARE CATEEHGAIP AT BB BN WAL o v
o e e P LGP G Pt e Tt o s
gloglag ?ﬁesegiugt gg bué%‘qgiﬂggan@ﬂ( r}u?%hpm 'ntTgr \MQ! ('}EM\é\A&J|d§WC %@ri\fg 2&3 l\/?éw
PC s poi ntgr V\Duﬁ“dﬂ%gqfsees%%&r @Pﬁggwgﬁgm%@ﬂ??ﬁﬁg%ﬁ%ﬁ& I n order
o1 1 SpProncl o Bt AT TR ST Py KV B

renote 5 PC s nolsSe WO have 10 ransm-t

the true poi{er L t f : e PC s
screen. Thi sn%s %&gﬁégﬁé}g\g@%@gtvggﬁg@%?@:gn @Qﬁzﬁe{g?{%ﬁeﬁg@ nywher e
stops transmtti t t i eL~t he nmouse
|r: Eacgist ﬁ_r pgsse?%lg{%ghm§§%oa?ﬁéﬁﬁ%ﬁﬁé@\7@ ﬁ%&sﬁﬁmggﬁv\é?ﬁot he renote
: i s basi i esIﬁ@’F- ' : : e screen
and the KEY-VI EV\?’I51 “shénrgggg%rsargﬁt e téﬁmﬁ ?ﬁ[;les ibglrgggahgjﬁdﬁ%ary when t he
KEW -W PCi's TiEPboRerans fbuskl(nofSifowhlih F8:80 29230} QB (@ st PC s

nouse pointer up f oma renote P n this case, a tri‘ck to 15 grab the
Host PC's poi nt egoRiyolfidBlodt PO20KOVE ERniATBAURY bl DCSWIRG B0k e

transm ssi on of nouse novenent data would require a visible pointer on the

Host PC and youl ds@nby er to éimsmnltiple @@stﬂndé]j;ﬁré fRREHoLS: APNEE
sensitivity and accel eration as di scussed bel ow. These problens would force

the need for a duioed bl hstald Giote HEsNRCeuidAag bRl Keitewghndiies desi gn

approach. Also, there is a secondary technical iSsue of "being able to

change the mousedpenieplavt dfvnyf bxisfingmrivet hilm stdlea la¥e MhEWRRP to a new
nouse poi nter when sw tching between host and Menu nodes Approach #2: 25

One reliable wayMigWmBdreotkble ahnidticalhbyainediigs Hesdritdd Ritadisters wil |
eventual ly synchronize is to install a unique
recognize the video output signals of the Host PC and mouse
20 control procedure of the Host PC using software provided with the
KEY-VIEW II system.
Instead of connecting the KEY-VIEW PCI card directly to a
single Host PC, as described above, KEY-VIEW 11 alternatively
permits connecting the card directly to a supported PC switch box

that may in turn allow switching between multiple PC's using

special kevboard hot keys. If the KEY-VIEW PCI card is to be

(3%
Lny



10 APR 2003 163 nouse pointer on a Host PC. This technique is her qunAPR ZP]ﬂH
referred to as the "uni que pointer" approach. Using a unique pointer, "the
KEYVI EW or PClI APP coul d al ways detect the exact current |location of this
uni que pointer on the Host PC via scanni ng the Host screen 5 differencing
file. Under the unique pointer approachl0fhe KEY-VIEWAPP nust be able to
determ ne the exact position of the nouse pointer's hot spot by anal yzing
the Host PC s screen display data. To avoid a potential processing burden

e L e B SR U
card and |10 T ITALP RS 1RSSR olec”
poi nt gr Ps shapéyﬂqo?Breér@){gﬁﬁdlﬁ%‘éﬁﬁogﬁé:ggnq%g&ﬁ@tﬁg&g?s (%ﬁ?&wi&%? ingle
Tnsur bs the hottodpeoeeneC aten el PREREERE s fstral MiRhARE the 20
posi &1 oned &t RebiL® g ROFICE SR B2 1078n The poi nier
cpoear's (0 ol sappeats Byl OrENL LS. POb AP B Kbyl i BRRHEST S 2
Host PC s screéﬁdrg - C§ i g- I"a é F T 1 ttenpting
o Mrwseossibionsbind oni
\A\/g?/i tzgn'?gf e]CO;ttlF'leS |SS§C% %ﬁﬁgﬁl_tbge cur1%or'lsmmogéqgeécb§§g§=gﬁ A{}g‘ﬁ!q?ﬁe does
not have topl poﬁﬁgygggggﬁgkﬁ{s@’ tl‘%?? h?‘?f?# gﬁﬁtq@g‘?lﬁg\péﬁ?ﬁo ho?i zont al

't o mor e than T A0k BRFERINIE) P ARGt AmBtie o APYAS 1R, “Compose
Che pointer s xS ol Aea My et 11 BPyoBnD BFSRARAN nE Dol ner” ©
Sl ect 0d" shoul o Ralaae ATy BRI D Pl P o Prea
Quggested - b e AR SRR e R B mr R A PR e

nor i zont al - pi XehBk{CHRAIRARIE B bk Alerl 5 e By GnFuButsiiflatact ed whil e

bui l di ng a bl ock 20 the spot wou be the location of the Wpixel.
Thus, with rivoys&mpldeidatdern "mask" tests, it will be possible to find
the pointer's hot spot in all cases; even if the pointer is stopped

beriveen adj oi ni ng bbaekst twd alibfapiakt ean beaskd its peagid @BICEY be capt ur ed
e~ciently, it could be reduced to just B R G Wor WG R B. 25 As nentioned,

one probl em wi t TEWE RODitgbe RaidteBl rebpptapch is that any application
runni ng on the Host PC nust be able to
20 The first aiternative is shown in Figure 12 and requires that
an opuonal NET-911 Control Module 80 be connected to the
Access Control Card's RJ-45 DATA port using the RJ-45 cable
provided with the module 80. In this case the module's AC power
output cord is plugged into the KEY-VIEW PC's power input

25 receptacle and the module's AC power input cord is plugged mto a

source of AC power such as a wall outlet or UPS. When a KEY-



10 APR 2003 1b5 support this custom nouse pointer. This is no problemf
W ndows NT or 9~ based Host PCs, but is not a universal solution fbb Aok ﬁ@m
Host PC s. In addition, totally relying on a custom poi nter feedback from

t he Host PC could sl ow down nouse novenments 5 waiting on video data to be
decoded and scanned before the nouse pO}s@gjji on could be determned. This
delay in the nouse's responsiveness wou be frustrating for a renote user.
Finally, the process of detecting where the nouse was positioned may be
processing intensive which nmay either sibnif cantly increase the cost 1 o
the PCl card' s i&wwaoetrot Mbdutedowse kil BAABPHProvlhes siodal@nmialye

KEY- VI EW PC dependi ng on where the pointer detection finction was
perforned. Appbeatdisy-8haideden thiemoduled Aé&sr 2 napdirleas bonhbectidgtthiBC s nouse
woul d 15 be kept synchronized with the KEY-VIEWPC s nouse position by
properly contr eidrneg, tieUsE Yiat B WhPGtwilbb¢ hetorasicaR¢ oola-tidwefBYVI EW PC s
PCl card. S ~nchronization would be acconplished by training the KEY-VIEW
PC t o under st aigkttineingdhetmetiibeto tehegoranlyseutpowesretot theVIQEY VIEMW on t he
Host PC. 20 | ~Touse driver sofn~~are supplied with the nobuse can be used to
change t he sen®Q for 2§ sefondewiheushe cesmeatddeteonties tRex thAKER Yhe nouse
sensitivity is low, it will take greater physical novenent by the nouse to
nove the poi nt &/IEON POeslwalede. reBootads@sts baiowenehis cdtesestive {9 thenunber  of
"clicks" to occur for a given 25 distance. Wen the sensitivity is | owered,
t he nouse dri vezcoreartndgdtrieeate ket @ppodeshr equi res nore clicks to nove the
nouse on the 10 APR 2003 | 66 screen a given distance. Data to nove a
mouse on a screen i §hefteeondefltametive torasbdofink hesK EAS-WHEW PCa poi nt  of
information, the nouse's pointer position of the Host PC could be

automati cal |y syqaees that the twouse' ebposupipdredsyvpbsath anceds ¢ardbe/~i V PC
sinmply by sending excessive nouse novenent commands to the Host screen to
force the mduseonvectoddrom thespins dabaded Reseta(tagwess] 19fomtler earidt 90 so current |y
positioned (e. g. stuff I 0?=l novenents up by 768 novenents left into the
Host PC s mpuséhé mset pateondbt L YTHERW Relseothmronerd and dhe cesse | 0
transmtted and tracked to nove the nmouse fromit's known position 0.0 to
it's current | begonom gie freat REVha/KEN POEW Phdemamsectsht tlie-l tv of a Host
PCis set differently than the nouse sensitil~ity of the KEY-VIEWPC, as
control | ed by pgemesskemsrol-gasd % r disr @ medulerpgerntdieilnnithyl - ti me (renote)
15 nouse; the Host PC_ s nopuse é:ias shown on the captured Host screen) wll
not stay in symanBschEskl X-YEW bR yillhe arwimaticedly nenet bgwdotingi ty of a
renote PC s nmouse wll be the_sane, as Host PC s nmouse, it ~ill not be
possi bl e t 63havle paH or F%%Xchi%ﬁ?f&ls BotsEpoRiEn(as & thp seseahutivEy- VI EW

PC s because the difference ?0 st. be_cal cul at and . tracked. Ln addition
to nouse sensi (358 PRYSI Ebﬁlpﬁ?ﬁf’é’g'jlél‘r'l}%% ra?r%_lgcﬁg%rmna@ﬁ _@éé‘l‘%r ation
mouse. Aceel er ates L IEOT s SHORUL be TRRAPTE sk lP¥) const ant Iy bel ng. moved.
| st mouse moverent o NUBED! SEKEHBRR 0 RINSSREI G S MORBRE afcwiieen on
over the internal reset alternative is the Host PC can be cold booted,
20 which 1s usually a more reliable means to insure that the KEY-
VIEW PC and 2all cards in the PC are fully reset. The primary
advantage of the internal reset alternative is that it avoids the added
cost of a Control Module 80. If both alternatives are installed at the
same time, the Control Module alternative will be invoked first and
25  the reset option only used if the Control module fails or is removed.

In other words, when a Control Module 80 is connected to Access



10 APR 2003 167 either the renmpte or KEY-VI EWPCs because the KV-APP only

needs to | ~now v~here the nouse is positioned (i.e. ~'v coordi nate$] MR 2603y
point in time on the KEY-VIEWPC. The KV-APP is not concerned how fast the
KEY-VIEWPC s nouse got to it's current 5 position. But; ~;hen the Host PC

is set to use an acceleration factor, a Pibblemis created. In this event
t he nunber of m cke~~s eeded to nove the Host PC across a vector could vary
depending oil tile length of the vector. So, the Host PC s nouse could

becone constantly out of sync.with,the KEY-VI. PC s npuse. /1 o Moreover.
creating a nous OélFﬁQj/éSaf\Qi %1 the gardh cﬁ’\i@@?ugﬂw}f &%ﬁ%ﬁ%@dﬁééu@ﬁ di fferent
accel erati on equations used hQy nouse Y ors could be a difficult
task. To resol VETQSﬁBC%@QQeCC&gt@CEﬁg? @?p‘f’%ﬁg%&,dﬁ@%mﬁsam, require all
users to disable any use accel erat.ion featur%on Host 15 PC s or (?) add
a mouse speed f HteHd PoUSHE TEADICHBASCERLIPIIBAFRt s the user to sl oe down

nouse novenent data transmtted.to a Host PC bel ow the mininuml| evel for
accel eration. Opti onhlaagltﬁ?réf%@‘&bq"‘éo Q@G@@‘?ﬁ‘%@@@%%% SH&st and

KEY-VIEWPC s mce w |l always be r synced in the shortest period
of time usiny 206%@%@5%%&%%?@1 @@cé@sﬁlﬁj? are A1 $ntwo apilonsScause

maj or del ays i n_nmovi ng.thg@ﬁlﬂo{ﬁa}io PC s nouse to, al éﬁy th the KEG - VIEWPC s
mouse and coul dieTipIENg O PEPCSSNEGTBPESH 8Pt RFRLSSSHEY Cbuse speed

) Wi thout a er E1tRer DRARIEELS PO BaSe b eaRimNes LRRIPRE TESIAREEGIER: nt g t he
168 10 move o HOYANRESOLRATDT DY ML POREY RN 2 RGBSR DRGSR Or -
axi s. The nunber of m gke reriuir \B/]f t h m@ﬁgo i r for a yi ven
ost PC woul 0 bEOSHEtE] a2 e rmetopab: Feod iovseskptare B Kebpare ¢
on e ey B BOREUTIEY otof oot AP LR T e«
penes ¢ o v VY EHE) g b e e e
oo o Bt R o TR Rl s Ty on” Fotever
forgets to disable tﬂglegzgccceqsggﬁc{ gﬁ nﬁn@i‘f?fgén IBFOQ%%Qf]QHFI%élF_@éJ
?@% 'régé'e%ﬁy' g/fé‘kije %E&@%E%ﬁ? f %ﬁ%ﬁ%&*@%ﬁﬁﬁ%ﬁ%ﬁ%ﬁ %E :%&g?t O
S ol (A o A AT
i, S8, St i ter b e o !

t he Host PC. 20 many of the shortcom ng

of Approaches 2 and W@H@?@dﬁﬁﬁﬁﬁgaﬁggﬁqﬁ%mmtwP@'ﬁ)wed and

i nproved. Ho~ever, using bo river and a uni gué pol nter

appr oaches furt gb%ﬁsﬁ?@%ét%k%ﬁ%ﬁ%}ﬂ%%s%ﬁ‘ﬁQ%HP%@&%%E Wy LhdRr25 Vi deo
f eedback positioning occurs, the nouse driver ave been synced beyond
that point wth jbe.finFra V&Y Reite MOWERed up. In this case, it will be
20 necessary to remotely reboot the KEY-VIEW PC. In order to do

this the remote access engine is configured to tell the modem 82 to

answer a call only after four nings. Then, the KEY-VIEW Enable

Reboot when less than rings option (discussed later) should be set

to three rings. Using these settings, a remote user would then

25 simply call the KEY-VIEW PC and hang up after two rings, thereby
causing the KEY-VIEW PC to reboot.



10 APR Z003 169 To resolve this problem video nouse synchronizaﬁio$ %HBU|d
occur only when the KEY-VIEWPC s nouse position has not changed @i@@. t
has stopped noving) as deternlined by the uni que pointer approach. Waiting
for the nouse to stop noving insures tgﬁ_S captured Host PC s "zdeo screen
will accurately reflect the current posF?Pion of the nouse. KEY-VI EW coul d
al so support cases where a user (using the unique pointer approach) elects
not to create a nouse driver. However, as nentioned host PC s painter

movements will |ikey Beohosftae tﬁ@trﬁpwwmvw“@ct?%@se hg%eni que

poi nter and nouse driver approaches. |In cases where a uni ointer is not
installed, th i u river for the
Host PC as de&é@%@ﬁgﬁ%ﬁ%ngx?%&%Ha%@ggbﬁeﬁ%ﬁrgs%&%sﬁaﬁiﬂga é@’. lnC): herwi se,
the Host PC s b | i 1 nouse.
Usi ng t he rmuscgg %Srsﬁ\p\grré aaprg?gg@i,@%tq%gn %@%WA%@V@K@?@I f\fg@éﬁ Cr:ﬁ:}\e;w t he
current, exactcpX Yey@difateeResibhtieleilie SEITARY S muse pointer

regardl ess of nouse sensitivity ferences between the renote and KEY- VI EW

PC s m)useszoIﬁﬁétﬁéﬂ?%%e%?f&y&ﬁl?%%iﬂ%%eé‘ﬁgg'{b%@gés bl8he 1ih8GoEhfdielys 1O syne

this known position’precisely wth the nouse position.

mentioned, thiShISCORERESONIEWAPEKREFAHIBIS EHRR oPfhdRul d be set Lo any

one of a numerous ferent sensiti ~ity settings an he poi nter could be
am where on t REEBaBRL I NE] HOSEHRL the 2ratBiRdHlok X d. The
obj ecti ves vvogﬁagt hen be to ?1 1 deterrine t eB Hgsétb%llgg ‘Q?eggﬁl?l?gl | ~ity

setting and st hi i N+ b } ; ; 70 for that
oSt Pe and (S dndsiRid (10an Rofe FNES, 1h s simatidld (il 22

posi tion 0, 0) \akt eForadHesiblPEall $hé KR VAV BVAPCesRPHay B 1i6R gages a user

may have different applications running on the Host PC ~~ith different
sensi tivity seft ings befbrd hassnsass swHEY willMAEW wd kKmeediy pave, mul tiple
nouse drivers for @ Host PC sinmlar to how the KEY-VI EW desi gn now provi des
for saving muliehphe video drivers for a Host PC. Unlike video training

whi ch requires a special screen to be displayed on a host PC, creating a

nouse dnver must bendaRecassast fspdietblé eharetmbdensipkiaNeudanrtiei dent on a
Host PC. This is a requirenent because a Host application that coul d set

sei | siti~zty MENM- VIBIW PEelonlé lpparp adhanfont MHSEe Lihal B Rlgapdr ogr am
while the application is rLITInln a. To create a KEY-VI EWnouse driver the

user will needhtdinkSvaslabotyobespiviienes tabbteatiet attdnphis thacseysehie whet a
there is no video novenent (e.g. bliruiing cursor) within the corner

sel ect ed. 1Af t KEY -NOHWHRCvarstoprebpet the BEL Up ddalifidn semaneeserd iayHost PC
woul d be selected as the active PC on the KEY-VIEWPC via the FLEYVI EW
.4PP. Then, a wel temyeoiiei amliotd drinenatelanctied reinate 2senwordatsgr onpt t he
user to select in which of the four corners of the screen the Host PC nouse
poi nter was cuturang by enoergercy sithaKEYBtEW, ARRewnuhtdonbhenn beuse excessive
m ckevs to be sent to the Host PC to force the nouse pointer's hot spot to
the corner's ewgek/edfby henszatmenan RisternaltthedetE® MdaheARR 4S5 PATAPP woul d 25
test for several seconds that no video differences were reported in that

corner (ftom tG&TPebrivotide aptpina NET +Xli ConjroM ddude Sagoritecked to
20 the Access Control card (using the CMM modem RJ-43 to DB-9
(male) connector provided with the module). In this configuration
(shown in Figure 12), a second (different) phone line must be
connected to this optional modem 81. An older, surplus external

modem works well in this case, since this modem doesn’t operate

25 above 2400 baud Figure 12 illustrates how to connect both an



10 ,4PR QV03 |71 area. If differences were reported, an applicable error
message woul d be displayed for the user and the nouse driver gener dti AP§ 2003
process term nated O herw se, m ckevs would be counted and transnmitted to
the Host PC until the pointer noved 10 pixels (right) 5 horizontally from
its currently location and then counted pggin to the left until the painter
returns to it's original position. The sanme process ~~~ould then be
repeated vertically up, then down. At the end of this testing, a driver
file woul d be created containing the exact nunber of m ckeys per pixel
requi red to noveptibealHSET-PC! Lantrebivkxiule §ht anextesnal msdenp88,raraldom To
verify that nouse accel eration had been di sabled on the Host PC after the
driver infornat anpmteathlbvedemalhér edicedss onitel Gardpt).of the pointer coul d
be deternlined by noving the pointer at |east ?0 pixels diagonally fromthe
corner edges of the $¢hereanexiergalmadem 8éws matalbedjrinydp IR shotalmt i on. Since
a cursor can be no nore than |6 pixels, this approach assures the entire
cursor is visi bbettingext theamodeokshkautdwrusat doeasctormitpeevémrtha modem pi xel
area cover the entire area of the screen where the pointer is now | ocat ed.
Then. m ckevs wiwin abto-gesiwvenngteheal kKExdtarmnstelhingthagxtéraahswdeon niese dnver
data to nove the cursor around the entire screen at a rapid rate for
several secondsoptioniie usadhsfmederhmuksebpenabled andid passovort defieedt o it' s
exact starting location. At this point a second check sum ~. ~~oul d be

cal cul ated on t Ketesahe maiter hasdeen propecl vt metatlnd akdsatrto dicdeptad agree, it
woul d nmean that training failed because 25 either m ckeys were |ost m
transni ssi on or pakveny sereamotehseHysaulGImply use aterslinabeinufetiaict or. I n
this event, the test could be uacl n~ uaa~as ada uo sia~npd anour one aas
~l'tm .rasn nB8rnpregram pugh 8s flypesterminali (supphed with-Windows) te- (Lipcala~os
s,~d ~soH SZ a ~eldsip o~ pairnbal ,te-ap aria ~0 asneaaq snmoo srrlZ yd
a~ouza~ -rolG-d HB extermal raokeme (Abbmes RRESEL Twhen thecennattgnyas aLl ~
puu{ag nul s~Cen~le Ipn~ a~eyu.a .ra~urod asnotu s, ~d ~soH ~o uoyeao~

~ua. uno acl ~ ° pﬁ@ﬁip&@@écﬁﬂﬂjdgiﬁlt%ﬂmrf@ﬁ@a@éwéﬁMdllena?m@l@@dltﬁ% rea~
~aoua. unoao a.rei a aq plnous uol ¢,.~~ ~~uyas ~r~t~isuas_ampur auk aauutl o
~eur a~ey ~d ~soi é\lCFQS%QoéléRﬂlééﬁg]g@dbe(ekhbc@s%@el@iy=ﬁﬂ§éyrmd@u-ai o~
~asn a~j ~ asi npE osje plno,~ a~essam aqs ~l 0. ~uoo asnorzr a~oma~r |ado.rd
apnl aaad pug ashA¥P@l. s, ~d ,~~n-~~ g~inl au~fs ~o ono au~ooaq o~ asnoms, ~d

e PO, R L b R B
L L oeeaus Bur upaaR derBal 158 VeTa PRI Ider B (RS ans AL At
asnou~ ag~ aoup uoeo.rd asnour .anbt.un atj.—~,~0 asn arl ~ ysa~~ns pug
pal gesi p uaaq séﬁ%\wﬂ% Egaﬂ)@é‘)@?tu a_1seh £ails 10 §niena LOreel s anba. ~
BanoUi a a-a. f GesIVaThFQLIRGP et CIET Bt od subis R Cafads 2p
e Tanup asnodergind it SushPRporeRt phgRe ARBAEN AR Sonls b BEade asnoni
S e e e R B MR S T
uor 581 uzsu-ed - §PE PP B Be Y oRHAR it asid Y B olrgoasg ™

pager alert, an optional external modem 81 must be connected to

the Access Control Card 90, as discussed above.

When the KEY-VIEW Access Control Card 90 15 installed,
one of the cables from a front panel status light (e.g. turbo light) on
25 the KEY-VIEW PC is unplugged from the KEY-VIEW PC's

motherboard and plugged back into the LED pins (J2 in Figure 11)



EOQ Odd 0 ~ 10 bPR 2003 173 the nouse is being noved. To el i miapmR 2003 s
problem it would not be feasible to blank out the Host PC s nouse pointer
using a null nouse pointer, because a user at the Host site using a nonitor
pl ugged directly into the Host PC s video output port on the KEY S VIEW
PCs PCl card will need to see where thd(O¥ouse is positioned. Sinilarly,

t he nouse pointer on the KEY-VI EWPC could not be blanked out unless a
normal pointer could be automatically restored via software whenever the

KEY- VI EW PC ~~~as . not in a-Host de,.which may be possi ble and solve the
to probl em HO\I\BK/@‘F,AFHW%C@“@Q&E%&?@H%Q%HSU H&W?%ﬁkﬂt@“ ns of
knowing if the ho d .KEY- VI PC ppi, nt . sync. Wen the

uni que KEY-VI E\F&?);Faﬁgkgh@ qnn@\@%@%gﬁwetfﬁﬁﬁgég\’%c B[mg/ﬁl"‘fh%@vﬁﬁch easi er
for a user to tell the. differencs between th i rs.on the screen
because t hey V\/islolm%?é]edisfﬁe@?%tﬁchi@%%g\‘;%rﬂ}e mwrﬁét Sﬁl‘?J(le‘Sdi fferent if
Oy o1 notinbin s 3R RIGb s iha RBGHG DeBots 405 gart e leshpraongel !
~'~ W n '

di stingui sh_bet we né_i he two pointers, another opt,jonal, .custo “bul | s-eye”
nouse poi nt &r @éltﬁ% O SACWVNEPREYEr SPUNGRAG ISaTBF@Fg%]H %CI‘ESSSKE?I}W%@E’ d PC This

pointer is enti r,%% Fgcci However, when the pointer is viewed froma renote
PC it appears a¥ b k poi nter because pcAnvhere apparentiv does not

t I i nt o fyrther t t hat havi i ff t
SoPnter design’on t o SkeanEvEeTRg e ERemetions calids adtatt L he
t . 25.P tly, wh th Y- VI P
Howns: zed vi nadRPBrTERITS BoEDBE SRADIhE TRl Rdovay F oW il] o apR 2003 174
appear on the KEY-VIEWRC, it becones, v conf ~~si.n~ as to whether the
Pater s peitkeTag Al Ve vebed et S W oral beeCSisdver when ¢ h
Bg: ztS;SIZr 8i ferfr%:/z I?C.Aﬂ‘wﬂﬁre changes. the O"iE‘%e t }[$r ente I%Cs
format, vvhel(ra t CB})‘?WEEF $69eS bur B 6t O%h@”%ﬁsft‘ %@esﬁ%i n'§/ king it
I wh t he, KEYVI C d dqth te PC begi ns.
i nal 1y under A Siaosig) A Bhesaen MLal S BB diTBeTe first
d, the KEY-V AP, i.cal ~ th CEY- VI EW ith
the Tost’ mouse Btan ATl B AT Al Bo HiEolo S rmuse Lo i neur o
t he Host i £ |ty 0 [ t ed
totthe current VG GaR SRfHE Ruteler el ) NoS bR MK fomE L P ey s
t t t P i I h m t
be synced so tTSEed (el e tAler i EclRR Helal o R T IR e mouse

dnver appfol%Chb&hgg%ugﬁgoﬁﬂ UM &0y 1{;"?%? ok Ly id%'&?ﬁ%Btthqagl%B“eat ea

nouse driver. use driver st “nmenu option w need e added

iml to th i o' A | [ ' it d del et
mouse dri ver s, 7Aooy O e ORLUP R TR IRGEREN ARG et %07

will need to co J j for updating the nouse driver file nane
associ at ed V\jthé%gégg%gdcrgt%éct ed to KEY-VI EWWen a Host PC is accessed,
if the nouse driver nane is blank (for the PClI card and swtch box PC if
applicable), it should be assuned that the unique cursor is being used If
t he uni que

20 KEY-VIEW PC Video Monitor Installation
A VGA monittor 214 1s plugged into the KEY-VIEW PC's
video card. Normally the monitor that was unplugged from the
Host PC 201-204 or Switch Box is used for this purpose. This
video monitor reflects what 1s happening in the KEY-VIEW PC or
25 active Host PC and 1s normally the only monitor needed for the

KEY-VIEW PC. When the KEY-VIEW PC is in a Host Mode this



25 nmouse footprint is not detected (and the "Skip Message" optidr) kRs700pt
been set, -as discussed below) by the PCI APP on tile selected 10 APR
2003 17~ Host PC s screen, then a nessage shoul d be displayed by the
KEYVI EW ~. PP indicatinj: Warning: a nouse driver or KEY-VI EW pointer was
not detected for the active Host PC. Clit®k85 on the "~ Training" button to
create a nouse driver. Cick on "Skip Message" button to stop displaying
this message for this PCin the future. Cick on the "lIgnore"” button to

cont e sceessigc el Rtshlol o JRUFR S0 o Sctgarleel 1
e
be i rrpor%/ant to%?é% Eﬁ%m@ﬁ%ﬁ“? H}ﬁmtﬁr% H?ECLEC{] VSIS ACHKE S sect i on
berm b the user Prootentt St EPEBdS ielhugi o use < he KEY-VI EW poi nt er
the Host PC'S mouse. SR RESPsuY B oues BRthYe Fwt M L0ds R e to
T R A,
T meny opt o PBEE ERATEL oisabtled AR Mol BultUlE TV
ggfti Egcg:s ]'cl'gre ?Eéggv‘ﬁ%#f?&‘ ??ﬁévﬁﬁ?p{n%?g%?eaaﬂf?ggég%ﬁa@?{1%3,&9?3%5 5aY\here t he
KEY- VI EW [musgdg\d?egéﬁ B ’%ﬁr??t‘;’lﬁ 28’7???#4 Ee_ Q@F@?‘ ﬁb%i@?\éj??ﬁgpmiﬁi ve Host

i nformati onl?@n Hﬁ@/ﬂﬁge @ﬁﬁﬁgéwn(?)@gege:%&ﬁw&%m%sqﬁﬁﬁ 8§é ﬁ%g?é IQ&S , or no Host
driver for o gi SO BB ELHYETB% PELTERE 0t RebS T b0 TEHEIE ne s
notive PC and + IORETS A HBle e aR i AT R YR SRR EeRg T use
the Driver NameaRinONo 35iesisaan éﬁ%ﬂ%{fltgrépéﬁ o8 DRISBuR Yhors 1

addition, the operating systemthat nonna uses e nouse

runni ng on the t R vagm | : ' ) : nouse i s
visible on the %gtthggﬁgi ggﬁwwwgﬁé%&éﬁg&’%ngageg%E@%E(gfdeo i mge
| n_approxi kel uif te ablelo’vigbean bl aR¥a0fiRe Pastshe four corners of 20

the screen. Tn other words there should be no I'ng cursor, color

changes or novenent NG RRAlPhniARAAUho8ENNE LA ed AEEORE PSERCT €en.

When this nenu option i1s s€lected, a pop up nend appears, such as is shown

e LS ot TS SRR ok R SVIERPRC Sajner o
addition to the modem, it is also suggested that another means of
remote access be also installed in the KEY-VIEW PC, such as a
20 LAN card.
Normally a LAN card is nstalled in the KEY-VIEW PC that
is compatible with a customer's internal network to permit remote
LAN or Internet access to the KEY-VIEW PC. An example of this
1s shown in Figures 28 and 29, where remote site 203 accesses the

25 Keyview PC directly via network 206 Network 206 may be a
LAN wherein the remote PC 210 and Keyview PC 200 nclude



four corners is selected (either by double clicking on the opti onggr []Jﬂg)
APR 2003 |77 highlighting the desired option and clicking on the I&%thlz
option), KEY-VIEWw || nove the Host PC s nouse pointer to the designate
corner of the screen to create the nouse driver If other novenent is
detected during training or the nouse doWg not respond 5 properly during
testing, an appropriate error nessage w be di spl ayed and the nouse
driver will not be created. Otherw se. the nouse driver file will be
created using the file nam ng conventions di scussed under the Switch PCs
menu option. Thanentadhé Abusaddr iSince fanotehaccass iove KBECYWIEW®CGug omati cal |y
updated. 1 o The nouse driver file contains val ues as exact anount of npose
novement neededottenmeedet fom hoemdPgemscinbams anoehqyimeinoof tdmeotdost PC s
X-axis and one pixel on the Y-axis. The driver also contains a speed

adj ust ment f act accasscmsisle ynstalled ai thealy YIESY R edimhads @makhhi ngs on t he
Host PC. 15 After nouse training is conpleted, processing wll
automatically r&i{8h to the Mouse nmain nenu bar option. List Muse Drivers
20 The List Muse Drivers nmenu option, an exanple of which is shown in

Fi gure ' ??, i spl aysAdtdrithe dpplicablet BAN nardasynstelled imtheeKEY+\EBEBd for the
currently active Host PC using the Muse Training nenu option. KEY-VIEW
associ at es eachPfhuke cdrd sbould be coindrted Hogdte PANIas sijowhanHagtird2C s uni que
nunber contained as 25 part of each driver's file name. When this nenu
option is sel ec8chman®rror nessage appears if (1) no Host PCis active (?)
no nouse 10 APR Q003 178 drivers have been created for the active Host PC
or (3) the Muse Dri Wormsaty Nigl£9drl ¢ brtracModulddome de@nestedoto sree of o t he
Driver Name option (see the Switch PCs topic for nore information on how
to set the nousé¢he E&iﬁ"ﬂéﬁéﬂt’?@’bsenallmt (Pepres 1 TheTheasmodiuiaseard i st box
contains the followng informati on for each of the active Host PCs nouse
driver file$0 FidaesyNelraned tegether (tiguramblisendieonvmncted gkeaeh Hdsk PC st ored in
t he KEY-VI EWdefault directory. Muse driver files are created using the
Mouse Trai ni ng @eacssopiei mntherTkE ¥ e§ili WeldCtto nesmstesedral weeessi toeamni ng
conventions are discussed under the PCl Card Settings topic. Date - The
date the nouse gomesrcaritad atdbediesitRids byiamemothases. nehe serialisecassi ver file
was crated. Host PC - The description of the Host PC that uses this driver
~ 5 file. Muse fexturep! hosuxdilegyisopnnmly wed adagbitatevidle teaséens - This
button is used to change _the 8ef aulh rg;éséaﬁdri ver used by the active host
PC. Wen this bletwaen & Hepleltetd]REY- HeddeM iftnd0Pherrp @skeerdr i ver

file stilt ) . :
15 device for which senal access and/or power control is required

remotely, such as routers or printers, may be connected to modules
on the daisy cham. So, in this regard the KEY-VIEW PC becomes

an all mclusive platform for remotely managing network devices.

20
Start-Up Processing
Each time the KEY-VIEW II PC 1s rebooted the following
major events occur:
The operating system is loaded including any device drivers
25  such as a LAN dniver for a network interface card or the modem

driver for any modem installed m the KEY-VIEW PC,



20 exists in the KEY-VIEWdirecton~. If the driver file cannot be |ocated,
an error nmessage is displayed and the selection is ignored. O herill 48R 2tlhe
hi ahl i aht ed nouse driver becones the default nouse driver for the Host PC,
If the driver selected is already the default, an appropriate error nessage
25 will be displayed and the selected dtler will remain the default
driver. If the driver selected is not the default driver, 10 APR 2003 179
the default driver is then changed. In this case, the active PC fould then

be using an incorrect use dri.ver, sq 1CEYVI EW aut {cally activates
Chis Host PC. This RewDpace Y@fém@éeéﬁa@ca@&ﬁ 8 @%W%WS e new y
sel ected nouse 5 driver usin he Switch P optign. .Update - Since it
i s possible, b&ar &W#@@éﬁﬁ@a@‘é(ﬂ? P@&“&eﬂl’étﬁﬁﬁw appUsatiemitoer files

out si de of the KEY—VI_EWap%i gati on, this button can be used to
re- syncl uoni zeCeRAYNISREIVIUSR @ dvers to the driver files that actually

Fil e can not be foURCHGE T2 W FAVSRChB0SE QherogRe STHEm uik PerloRied be -
SO Y P LR S R Rl =
The names. o aApPHARGSS2aiTaEs ¢ haE e v ake St eah OCear aRpbLDY
Gl Screpani es BYRAGBEADEAL] BRI BPCT2BBECH IS PRF B ERADY ¢ he

hi ghli ghted entr~, ~ a 20 associated driver file to be deleted. Normally,

it should not BEOHEEEYEHAry to delete any driver files. Continuation will be
required before theg]del e@li on process starts. If the c%ﬁfalmt river for the
Y

active Host PC is dBicstedie EHPIRARSESHFRSEF 1sartamajicly loadedida PC wil |
be bl anked. out ,and .t he st. PC25 will be aut iical |y deactivated, since
a defaul t h%use%lsf v@roci’:fglsl”&gld‘ébaté\x’?rswaﬂﬁf“ﬁ ?Fgﬁs ﬂ&?s‘fseﬁdiasg’é’leéiﬁe hi s Host
PC 1 D bPR 2D03 18Q can _ be made agti in..either, (1), the Host PC
setting nust bgBﬁgﬂ d8MAC GEECE Eonﬁ)'e Kﬁf@ﬁ%ﬁ%@%’p PHeBhERdn or t he
KEY- VI EW nouse t.i on é_’>% ]]il{al ect it he I\/bﬁsg Training nmenu option to create a
new nouse driv raC(:e 5 @ el’r'o 11&%6@% c )(i sting nouse driver file name

using the Sw tch PCI%&%E"&'(—%%@“I‘I a\gp?lecgtion (KV-APP) is then activated
automatically, whereupon the following events occur:

15 The KEY-VIEW PC switches to an 800x600 graphics
mode and the KEY-VIEW 11 graphics logo displays
for 5 seconds. This Logo can be cleared sooner by
pressing any key or clicking a mouse button.

While the KEY-VIEW II logo is being displayed, the

20 KEY-VIEW application accesses information stored
on a disk status file as to the last active Host PC (e.g.
PCI Card ID, switch box PC 1D, video driver for the
PC, etc ). This information is then be sent as
commands to the KEY-VIEW PCI cards thereby

25 causing the appropnate KEY-VIEW PCI card to

become the active card.



The Video | CEY-VI EW nenu bar option of Figure 13 permits 3 0 creati and
listing KEY-VTEW Vi deo dri~~ers that are used to display the activd t 2003
PC s screen on the hEY-VIEWPC. Wen sel ected; three nenu options appear
initiating video training for the acti~~e Host PC, |isting and/or deleting
video drivers that have been created, o etting the nunber of colors used
when decodi ng the 15 Host PC ~~i deo out g&f signal. Before discussing the
process for creating or maintaining video drivers, it is inportant to under
stand why a video dnver nust be created. Each video card ma Host PC nmay
generate video out pUf tied Bisalactéred HEYeVSEW P latdrdris vibdeagear ds. 1 n order
for the 20 ItEY-VIEWPC to properly decode the video output signal of a

given Host PC it mastedsible (91§ .0 it desuidtadspaitbtcatieeK ESIVIEW! t he vi deo
card installed in the Host PC at each deo resolution that Host PC ma~~ use.

To lock on this si gmhhppacm@nmm%@tst pabéeime Augvepandirigt ayed on the Host
PC s screen so that the KEY-VIEWPC 25 can |ock on to each pixel displayed

and the properly inmeggaet wikbediglawid sfbthel KEY-AUHWIt he traini ng

process so that an appropriate ~ 0 ApR Zoo3 181 driver file can be
created. There is neyseed réverts & it'sKi¥nvINDddat Velile ppadifehe graphi cs
resolutions if certain graphics resolution will not be used on a Host PC

The KEY-VI EW PC can MutemalliR@hbse deHest sitdhkegbonedhtr giapmei cs resol ution
for a Host PC and create the 5 driver file required for that resol ution.
KEY- VI EW suppor ts vanpousomirapithe KE ¥sWIEW 5 inmsesngl oidthferdos640 to 480

pi xel s to 1024x768 pi xels. At higher graphics resolution the nunber of

pi xel s that need to R@ iHrber gusideni nuydeaaaisdr aamatteniptyo rds a result, nore
data nmust be decoded by KEY 10 VIEWcausing it to take longer to capture a
Host PC screen and tacasssrilie ldst hotiee PEllotaed us selechanahdr Pglly, it is
suggested that Host PC s be set to the | owest acceptable ~aphics resolution
to inprove iscreen refarédsb acatss if drere enotoze tisar sne KE YevilEdned, when the

Vi deo KEY-VI EW nenu bar option 15 is selected tlu-ee nmenu options appear as
follows: Video Trai M@pcardni tre KEYSAMIEWIRG this menu option, the user
must di splay a known full-screen graphics test pattern on the active Host
PC. This menu optiodfthelrdracatss Yo&dEQY difhl eardftsl e for the active Host
PC s current ~-raphics node 20 (kﬁsg. 640x480, 800x600, etc). If no Host PC
is active or the ot lescessibte,tthe Kint'eWdeW HéswilPeutamattealipe t he required

training file will not be created. List Video Drivers - This nmenu option
is used to |ist and iogiasedlestaaode proeassingrwebemsin the aeteea Bosand swit ch
bet ween 25 video drivers previously created for the active Host PC 10

APR 2003 182 Col or s BC'sticseen umaporeshesing ithe K& VIEWuBers fudl specify t he
nunber of colors to be used to view a Host _PC s screen., Video Training 5

Video Training is tHereen élt-e-nﬁl‘fﬂJK@pYi\éEW EQIQ?E@CWQ ke Vi deo option is

sel ected fromthe KEY-VIEW ngin v,vindgw bar . ,
automatically adjusted to the graphics mode of the

active Host PC) and Remote or Host site
keyboard/mouse inputs are forwarded to the active

20 Host PC.

As indicated by the above steps, once the KEY-VIEW
application becomes operational, it will operate in one of two
modes, namely either a Host Mode or Menu Mode and normal
KEY-VIEW II processing commences. Tapping the left Ctrl key

25  four times causes the KEY-VIEW PC to switch from a Host Mode

to a Menu Mode. From the Menu Mode, either pressing the F3 key



Prior to selecting the Video Training nmenu option, the user nust disRaflla
known full-screen graphics test pattern on the active Host PC. This nenu
option will then create a video ~-raphics file for 1 o the active Host PC s
current graphics node (e.g. 640x480, 800x600, etc.) of the Host PC. Wen
this menu itemis selected, KEY-VIEWcoipares the known test pattern on the
Host PC s screen to the actual video output received by the applicable
KEY- VI EW PCI card to resolve 15 pixel alignnment problens that nay prevent

e oo BT o BRI RA ly BE SRRL TE wit Yo™
SUppor t ed gr apHas: HIOR T SRt S A0 B Y BB A 11, ¥ BB Gnce t he
20Ti Ve Host PCMIGR MBS 1 AaRRE G acess compl o od. KEY-Vi EWwi || 1 0ad the
the driver date. 25 TG KAD THE VebRsh)IBoEaEsa RHE WALV Phas the
AL EE IR T e o T R O i
i <pl ayed. A SFOORROL PABLSHT HOHSRETF SR (NPt S PaPe 1 fr ocessi ng w11 5
automatically " i%gte%?btnge\ﬁgﬁg\/q%i\ﬂ arlrj%rlw:at? 4 iagg 'pals'éesc{ tovtlh%ea(.)ct%rei vers
Host PC, as if the Remote/Host site's keyboard/mouse was directly
attached to the active Host PC. In cases where multiple Host PCs
10 are connected to the KEY-VIEW PC only one Host PC may be
designated at any point in time as the active Host PC. If necessary,
information, such as the status of the keyboard's num lock, caps,
lock and scroll lock lights would be passed back through the KEY-
VIEW system so the Remote and local PC's keyboard status lights
15 would reflect the status lights of the active Host PC.,
The KEY-VIEW II Menu Mode permits (1) configuring the
KEY-VIEW PC for KEY-VIEW processing including adding PCI
cards, Host PCs definitions, etc., (2) switching between Host PCs,
(3) accessing NET-911 Control Modules to control power to Host
20  PC and/or senial access Host PCs, and (4) creating video or mouse
drivers necessary to successfully control a Host PC. In the KEY-
VIEW Menu Mode both Remote and Host keyboard/mouse activity
is input is directed to the KEY-VIEW PC. Normally a user would
only switch to a Host Mode temporanly to perform a specific task,
25  which is typically to switch from Host PC to Host PC or to access
NET-911 Control Modules. A more detailed discussion of the



The List Video Drivers nmenu option, an exanple of which is sho~n im 'mmga
23, displays a list box containing any video drivers 1 o created for
currently active Host PC using the Video Trai ning nmenu option. The video
driver list box contains 1): video driver, disk data file location stored
during the training routine; ?) the dat 3the video driver file was created,
3) the tine the video driver file was created; 15 and 4) a description of
the Host PC that uses the video driver file. Col ors Al so, under KEY-VIEWs

Video main bar @e&gg% t}bﬁﬂravca@l%b?@uﬁ@&cﬂhg?ﬁel%@M@&%"BF&VnggF%&PVS to be

used to view a screen, nanel ors. Generally,
sel ecting the |Q Ewﬁ;gr of accept abI e colors results in the fastest
Host PC screen re resh rates, users who want the KEY-VI EW PCs screen,
while in a Host Mbdde, to nore 25 cl osely approach a real-tine display of
the active Host PC s screen should select as few colors as is necessary for
t he application. 10 APR 20D3 184 Host PC Video Screen Display It is
inportant to give the renpte user as close to real-tine 5 interaction wth
the Host PG asppesfjfde. This is acconplished by the present invention

t hrough differ enC| ng nmet hods. pcAnywhere's conpression routines that wll

transfer data from mERIEVLEMERE HouanBeoniesiCudchholpeinfial oppxel changes

on the screen, (2) break the screen up 1nfo sections to Identi

seg~rnents of HieaSeERBst Pal HatR GhamuRfe ARefdre 8F HoRkitari ty 'n

posting changes in those sections of the screen that have nobst recently

changed, REATYWALR aogeckat igIaTsapbeayekay. VIE applpition {he

and passed to the active Host PC, as if the Remote/Host site's

10 keyboard/mouse was directly attached to the Host PC. If necessary,
mformation, such as the status of the keyboard's num lock, caps,
lock and scroll lock lights would be passed back through the KEY-
VIEW system so the Remote and local PC's keyboard status lights
would reflect the status lights of the active Host PC.

15 When 1n a Host Mode, the KEY-VIEW PC's screen reflects
what is being displayved on the Host PC's screen. In cases where the
Host PC screen is in a different graphics mode, then the KEY-
VIEW PC's screen, the KEY-VIEW application will automatically
change the graphics resolution of the KEY-VIEW PC to match the

20  graphics resolution of the Host PC's screen, so that the Host PCs
screen will alwavs be displayed on a full screen basis on the KEY-
VIEW PC. Supported graphics resolutions are 640x480, 800x600
and 1024x768.

From a Host mode certain “hot key” combinations are

25  trapped by the KEY-VIEW application and not passed back to the

active Host PC. Hot key actions are triggered by 4 consecutive



Wth regard to | ooking for only pixels changes to the screen, thi smv\ﬁjglma
nmean that the |:EY-VFWAPP can re-paint the screen or a section of 't

screen without concern as to whether or not pcAnywhere will treat
repainting a pixel with same color as a _change (because the pixel was
re-painted). Accordingly, from 20 pcAnyleér e's standpoint there is no
reason to use the CPU to preanal yze Host screens to determ ne exactly which
pi xel s have changes and just post those pixels to the KEY-VIEWPC s screen.

ooki ng 11 1t ERE P Caoh B RSy RRTES RedS ntaupioa™ he 1 1
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the transn 2;?2%? oS SretorRaon  beappelel Eex%i?elrlﬁme‘ésﬁt s a
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dur ng each o BB ih Sl ARG R ARy BEaBerh TR hal e a scr cer
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dur §;°each_5?§$1§‘§§ﬂﬁ;é€w£%ﬂoﬁ% g d%‘ﬁﬁ&?%Bétéﬁ?ﬁ?ﬁ@@eﬁ&uﬁgﬁgeﬁgf’izf “hi gh
chntul ed Host dereeneomtieR, MORCKER EERRGGE ReRRe ALY, LC°
| ncreasi ng the.r%?@t%lfﬁgﬂog—lrl@‘ggtgﬁg:%%n‘f@ul d al so have the undesirable effects

of (1) requu-ing too mu spacé for RAW chsps, (2) substal~tially

| nor easi ng the ot Bloghbe o bR aTAot B 3 HESH G KB ALY of 19
captured and vu?gﬁlccrglr)%ﬁjé :eat3h§'ec'39i§1tin'té?95?qﬁgx§ all BB ﬁ%ﬁltgﬁgwégq%ew |l need

to be captured an entire Screen capture: ans nore

oL oon, Sy hes diblineadt e aRECRA R EARAGH HOdPALhY RS, BELGLE 2 Tul!

Host screen ca € ana yzed. wever, reaking a screen up into

32K ts, l : |
segment s Gfgg e:hS%eCHBStbPC?aTP&é ﬁg@@g@g&ﬁgﬁﬁkﬁ@-\dﬁw m ne

whi ch segnents changes. e segnents that

uhi chowi 11 takar BRIGATREROr B SN oY U SRR Bl MY et e

possi bl e choke fknhpplidatidid. bl ock size is set bel ow 37k, it wll take a
| onger 10 aPR 2003 186 tine to analyze a Host PC s full screen, which

oy, Show SeLeen SOWngh SREMHETC PO bt bogala PR WA 2
full screens5 af sgeciypidRBhirdTetisteroid p(Rloid e K& ¥ EMBE Wil a only be

Host mode to a Menu mode. The KEY-VIEW menu system

permits the assignment of any one of the various supported switch

box hot key sequences to the standard KEY-VIEW hot key

sequence of tapping the Left Shift key four times. For example, the

20 switch box command code of <NumLock> <Minus> <Num Lock>
could be assigned to this special Left Shift key sequence for a given
KEY-VIEW PCI card, so that when KEY-VIEW detects the Left

Shift key sequence from either a Remote or Host site user while in a

Host mode, KEY-VIEW would send the <NumLock> <Minus>

|3 ]
Ln

<Num Lock> sequence to the Host PC and do whatever 1s

necessary to load any drivers or other steps required when



processing screen data fromthe active PCl card and active Host PC ﬁl@ ch[ﬁ
case of a switch box); KEY-VIEWwW || does not continually sa~~e thé I gt
several screens in cases where a Host PC has failed. 1 o KE YB OARD Menu
Returning to the main nmenu of Figure I3, when a Host PCis connected to a
KEY-VI EWPC, there is no keyboard physically prssent on the Host 17?C.

| nstead, all keystrokes are input to theSHost PC via either the KEY-VIEW
PCs keyboard or the renote 15 PCs keyboard. The Keyboard nain nenu option
permts either defining and sendi ng keystroke conbinations (nacros) to the

Host PC or resetting the Host PC.s keyboard control]er, to rrect a

si tuation \/\helsé"”ickm}&g’e‘ﬁ’éﬁﬁél %Géke U3 SEPPFpRE 5@@6&?%&7&0& on KEY-VI EW
mai n menu bar 20 has tlvo sub-op%i ons as follows: .Creatge/ Send Keyboard
Macro - The OPEBPETNGENUSKIQBISErHENREIOPISERRT HeiiHicr & RARi A and defi ni ng

hot key sequences (e..g.. Shift~Ctrl+End) that are, sent to the active Host PC
when the nane %‘éﬁeosﬁgestos%f’ge g&tWB@P (plg hGOMRCtEL {0 Eé‘ﬂ&ﬂhgﬁées inthis

manner avoi ds the peed f.qr, user o recal.l or er e specLfied hot key
sequence via the kge%%‘ﬂa.halwg ?qg"aﬂﬂ?‘%@% @égﬁlééerr{t fh”tsg)ssetor t he W ndows
application runnj ngD on t?\a_glﬁgYVI EW P tr@ﬂsl hoﬁ keys such as

Crl+A |t +Del SPAICE DRSS, YABCRIRBY SORRKY EEh 1BEREENESedY HEChct i ve Host PC.

F h i d. I dy b pre-defined. 5
When thi s opt PBATESISH deE Sa ViE 1 il BFt [k b A HoEHT Al S0 aeki ned hot
User To sel eoDOSnETgRrSinet eGP aERLi atcorS Ve ettt
conbination directly,to the .agtj Hos ' i f the key sequence was

Cual Ty ent e il boScha P P& TRk WaprliasRanay Buch a 11 st i
Sﬁo\%w% ?2 Ie:i ure 24..1n gases %ere_%&@-w E%\/PC igﬁc n ecft ug tg aIs >
keyboard cont age Qfithe A0S 2R s AL drcass Sf\flﬂ%%oﬁgmﬁgo tHCs nmenu

opt i on to,put Lhepout e ROX Tk fio§ RGBS B HSR 9l onal macr os

image to appear on the KEY-VIEW PC.
When a user switches between PCs on a switch box via

either (1) pressing a different channel selector button on the switch
box or (2) entering the vendor's hot key sequence instead of tapping

15  the Left shift key four times, KEY-VIEW will not be aware of the
change until after the change occurs. In these cases, supported
switch boxes are designed to send a special code back to the KEY-
VIEW application alerting the application that a change has already
occurred. Inrare cases it 1s possible that this feedback may not

20  occur. In this event the KEY-VIEW PC will not be in sync with the

" Host PC, causing the Host PC's screen to be scrambled Moreover,

even when the change 1s detected, the Host screen will be
scrambled from the time the change is detected until KEY-VIEW
performs the necessary steps to svnc to the new Host PC's video

25  output. Accordingly, tapping the Left Shift key is the recommended

approach to switch between switch box PCs.



15 to cause the switch box to switch between the PC s connected to it.
Reset Active Host PC s Keyboard - Each KEY-VIEWPC card contains &0 APR 2003
internal switch that safely enulates pulling a PC s keyboard pl ug thereby
forcing the active Host PC s 20 keyboard controller to reboot. This nenu
option sinply invokes that switch and gives a KEY-VIEWuser the power to
attenpt to unlock a | ocked up PC renotélly without rebooting the Host PC. 25
Creat e/ Send Keyboard Macro 10 APR 2003 188 The Create/ Send Keyboard Macro
option permts nam ng and defini ng keyboard hot key sequences (e. g.

el ectod. 55??%: fnSaihoaf‘ars%a?%rﬁ@@é@%qaﬁiﬁiﬁe@%ﬁaﬁi&emé\?fﬁq@ﬁﬁ‘égg”?‘gi ° d
users 5 to recall,. or. ent. (£l ew sequence  vi a .t he keyboard.
0 caceplicBhioRy Rkt PefBtuildine Bom Ay BE0 NARAS e dndt
IhgtCE(rE;S gugﬁ a Ctrl-%l +g€§@§g r 64 -IEE fare they ca b:at EtCH)aItO?Ie
acti \éef I—|os'Ej Plénég? %11 1%18 falgpS&Sﬁ Si‘ﬂ %@g@ rif thﬁc%&@ﬁéQ% g@r eagy been
Sv; ﬁaoﬁﬁ' {‘?a'pﬁ or del'dy3 a‘i@%%ca%éa@ﬁﬁ?aﬁ%ﬁ%ﬁﬁ?r os&%&?v?ﬁt%ega”ﬁéi °pa§§:“se
< Y PC X i i
ha§°3§us%°at p?%%jtiha ciql?‘i'%ﬁso@%@%gﬁ % gg%%&f’ﬁjgf%ﬁﬁaﬁ?mﬁ , EQEOL )
any of these proble peal S cagybe, s e lus', this menu
option to cr ea}PQ“H_OﬂéEﬁg gﬁ)&tééﬁgs Eh _ gﬁ:j%o g}eegt tc%nifl%t% C i nst ead
keyboard mor o8 el rRo wl @%@@8‘@5@%&@%‘9?@%%9@%6 [ ee s
appl 1 cabl & KEVCuER R LAl AR A o PR L RAP AT RefBa TP R os o
Box Lot Keys <Seeyng s edtesDfidbs d phokal Bl e T804 D)
Al ternati yl%l y’mﬁﬁM aE}%’I %F‘igﬁ%ﬁ@‘% Eﬁe?é@@ﬁ%glr@;é@%l tﬁgtlilgyi_ndependent ly,

such as via the xa%%le menu gure 2~, a

i Ui st ; i . : g
rsét::?osl pgl a!t Zd\/ggl\)\??e@wg}g%ﬁ%@g%%%s?ﬁ?gﬁﬁw Iz\a/gétﬂl"{/e ?&c@?mgpear S.
| f tri ' : ' | d
click on the ARG Bofc S £ KOFAEPls HRRIAhE R Hik GREE (NSRHREL hng s
macro, the CO%W@I&WOﬁ%QQ@IIE%&H@@ng@W PoX K3t B4ty he entered.

KEY-VIEWW | | autonmatica appl'1 cabl e conmand nbde sequence before

sending the magigoaitpdt FEMEKE Koyl P SOUH AdaidSufREL OFof nternal |y,

t he KEY- VI EW AP associate a list of nacros wt card I D so that

di fferent mRCTQSHEANGHE aBSH KHERE afla PIdsP sﬁé@ﬂllﬁ@elﬁ?ﬂs@&alt‘l_& one currently
active PCl card IDis not defined as a switch box tard (T.e. an SB as

di scussed undemdni®r $RCHAEMNG AR FOAEKE YaVEE NP PATRAS /8iMizd appear
if this nmenu option is selected which will preclude any entry of macros for
the PC any screen paint delays by reducing the number of colors displayed.

This approach would avoid any confusion caused by the need to

switch to different video ports when the KEY-VIEW PC isin a

20 menu mode or when multiple PCI cards are installed. If real-time
displays are essential for Host site users, then an inexpensive video
switch box to switch between the PCI card(s) video outputs and the
KEY-VIEW PC's SVGA video output.
As mentioned, a user at a KEY-VIEW PC with only one

KEY-VIEW PCI card would rarely need to use KEY-VIEWs Menu

mode or see the normal SVGA output of the KEY-VIEW PC's

[0S
wh



card. IS After either (1) an option is selected and the sel ected @rﬂ% 1
sequence sent to the Host PC, (2) the user presses the Esc key orn? ﬁ ﬁ@
user clicks on the cancel button processing will return to the Keyboard
mai n menu option. Fromthe Keyboard nmenu option, a user nmay use the arrow
keys/Enter key or nouse to select a meny;30 option. Reset Active Host PC s
Keyboard Many PCs appear to have | ocked up and are needl essly rebooted
because the PC s keyboard controller has sinply | ocked 25 up. In such
cases, the PC nmay be unl ocked by sinply pulling the PC s keyboard plug out
and putting in $9GA icatd BvenRE€thikiowesle PCI catd wAPR c2008ced0tosimce keyboar ds
receive power fromthe PC, this procedure could short out the PC and or

keyboard and i sextetnah P(esontohintsied the dtedurte user edutldmptemeayleddrd. Each
KEY- VI EW PCI card contains a internal switch that 5 safely enmul ates pulling
a PC s keyboar d'lptidegyt tenabgntstcisngtchieetRess PKEy bomratted s tio kerd,t o
reboot. This nmenu option sinply invokes that switch and gives a KEY-VI EW
user the power dsooppdsedpto gangnhbck KEYe¥keW MermRGnodaptiédbwewet hout
rebooting the Host PC. Before attenpting this operation on a Host PC, it is
1 o recomrensdedrentatt ushiswopdd aredéo nge tmMemesvdbdecsusdhen the PC is not
running critical applications, before it is used in an energency situation.
Such a test inspoAsywhete maysbloekuhepetessagoksybrard hav&egroommdeassr abl e
side effects on a Host PC or switch box. 15 Qher The Key-VIE JJ Main nenu
bar Ot her menu meteBsgyrte beitdpbebmeenRCacomestedeaoahe swhitatehax dptd.ons as
follows: 1. Card Addresses - This nmenu option permts changing the nenory
address andl or {RQusaded<Bfimise KEMnVLEW RO Awarden @ thiamekddat sverich o

communi cate with the KEY-VIEWPC and Access Control Cards: 2. Reset
Options - This teemiapt mode s deserdblo Hahe remoteeusendeaves a KEY -

10  VIEW PC in a Menu mode and the timer used to automatically
switch back has been disabled; a subsequent user at the Host site
may become confused (because they will not see the KEY-VIEW's
screen Is in a Menu mode) when they try to use the KEY-VIEW
PC's mouse or keyboard and 1t doesn't pass through to the Host PC.

15 When a KEY-VIEW PC is rebooted, it will automatically
attempt to initiate Host mode processing. This approach assures
that KEY-VIEW PC is always ready to control the active Host PC.

When KEY-VIEW user security has been activated on a
KEY-VIEW PC, KEY-VIEW will automatically terminate Host

20 mode processing and display a special login screen each time the
KEY-VIEW PC is remotely accessed. The remote user must then
enter the correct Login ID and password before KEY-VIEW will
permit access to the KEY-VIEW application. In addition to prevent

a situation where a remote user attempts to gain access to the

25  application by rebooting the KEY-VIEW PC, when user KEY-



KEY- VI EW Access Control Card. This option (shown as an exanple in Fd gwﬁm
26) configures how t he KEY-VI EWPC Access 25 Control Card operat es

i ncl udi ng: 10 APR Z003 191 a. Enabl e Reboot Wen Less Than - This allows
a user to specify a NL~IBER OF RINGS from 3 to 9, whereupon, if less than
t he nunber of rings specified is detectldd on the phone |ine plugged into

t he KEY-VI EW Access Control 5 Card, then the KEY-VIEWPC wi ||l be reboot ed.
If this option is enabl ed. the Enabl e Reboot Wien More Than ri ngs option

nmust al so be lLled and v e ensa Thi s sential ,to renotely
reboot the KE$? ?‘:(fffé?? has e 0 ardv ﬁ%% mgggﬁtﬁ‘ﬂwr&@ 123 ck up and
not pennit 10 re eac ess, Wls install in the KEY-VIEW PC,

t he modem shod—lsﬁ 218 Y W%{‘eﬁc&ﬁ& ra@pﬂlﬁaaﬂg\%@?ﬁ‘?l%ﬁ 13 ‘élélté%te ne ring
nore than is specified in this setting, to avoid a situation where the

KEY- VI EW PC reboots before tile call is answered by the nodem 15 b. Enable
Reboot When More Than - This allows a user to specify a NUMBER OF RI NGS
from5 to 10, vvhereupon if nmere than the nunber of rings specified is

detect ed OE t\/;l EW% ne pl ugged into the KEY-VIEW Access Control Card
,then the REY-YA® be rebooted. If this 20 optlon is enabl ed, the

Vi e versa. This 1 oat %ﬁ‘?a%&\eﬂf}\@@” i R R
oo 15 nst g 1 PrECHEY v e cRe s e OB e e i
Cetting, o avna e iotuBChmeBnbeh et oie Lot aRinmleny FRIIREY: VREW PC |
oot o e R ST B BE%Y%& oot via
ﬁgggof aln ts _rl%'a%e oP¥ertal 1%elS TRYGE Peas, E?élf%yesa 1ntcrh\?’1deo\6-r\1/rlloEL\f\éePC to
drivers necessary to successfully control a Host PC. Inthe KEY-
VIEW Menu Mode both Remote and Host keyboard/mouse activity
1s input 1s directed to the KEY-VIEW PC.
The KEY-VIEW main menu options bar is at the top of the
15 KEY-VIEW PC's screen while in a Menu Mode This menu
consists of several options and sub-options. When a main menu
option is selected, additional menus are displayed. An example
menu is shown 1n Figure 13.
From anywhere in the Menu mode, including in the middle of
20 adata entry operation, control can be returned to the last active PCI
card and Host PC whenever a Remote or Host site user taps the F35
key. When the F5 key is pressed, any active data entry item or
unfinished new entrv, such as the definition of a new PC. will be

ignored For this reason, it is not recommended to hit the F5 key

25 while any data entry process or transaction is active. The



This rempte reboot feature is handl ed by the KEY-VIEWPC s Accessi (Capft ¢lf8
Card 90 and requires an external nodem connected to this Access Control
Card's DATA port. To reboot a KEY-VIEWPC using this feature, a renpte site

20~ 1 o calls

t he external nobdem connected to the NET-911 nodul e using a

term nal enul ati on program (such as thdiByper term nal program supplied

wth Wndows).

The nbdem connected to the NE T -911 control npdule is set

to an autoanswer node and will answer all incomng calls after the 15
second ring. VWeén this dem | [ nkage is conmpl eted, the renote user types
t he password §9@@Wm€§tﬁe£@,equ Ecbfﬁ'glé’é't to ﬁw@ﬁw%m ticsglgRetieat el y
reboots. In emer,?ency i/iétgati on?T t hi iﬁ'rrb([?m)te reboat feature could al so be
used to renot éiXit e RAPES HRABY em f hergent §PEBRANection to the 20

KEY-VI EWPC, since a separate i e one | me and _nodemis used to
cause the KEY-VI EWIP@%Séer\Z}S@@?&QSQgﬁ&\} &h%ﬁn@fﬂ-}’ Ok gcﬁé‘ﬁmo@ti on sets

the sound that _occurs when (1) a system messaggéi S d%s@ aygg or (?) a user

is remotely addestsiiigmanQENv ENORE OB CORRCEE

event is tri g%er

hard to hear,

there i s substant

i@ NETY O Y 25 nodul e

ed, - The beep_sound nmade a PC.s internal speaker is often
@ée%VQIAﬁafcntfts%ﬁ%%me BbARRRte sy ngavesiiieARR 2003 | 93 where
[ resul t, audible KEY-VIEW

j f background noise. As a
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0 occur whenever sogeoae i rermtgl ~~ accessing their site
98t Bi% USPIPEBHTELOPIESERNBTEHERS ra1eg) Y AIPBPhEP accessed.

4. Switch Resolutions_- This u tign pennits swtching the graphics
resol uti ons of2qGgeés RE‘LO%M@”%@?@@ 0 nloﬁg?'ﬁ%ﬁﬁwé@%rﬁmﬁﬁué%odi ment, the
foll owi ng settings ,are avail abl.e:. 640 x 480;.80 600, and 1024x768,

al t ahough ot hér@%éme §§FGF€BH§Iélt‘a\?%oq’otﬁggﬁgi‘g;éw ish'SIFHbHB? ésent

i nvention. The.graphjcs resol uti.on sel ected.onl i.es to the KEY-VIEW
PC s screef arf@glt%reéh%ﬁ)%‘\lfgmaélrﬁah\xdgaf%sg?ﬁ&ﬁ?%ﬁﬁ?‘ggﬁh‘%‘ﬁ@ SGNEG PE s screen
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194 8. Auto-Sw - I.S,- .
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swi t chi ng back
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reboot the KEY-VIEW PC or connect a monitor to the KEY-VIEW
PC's SVGA card to control the KEY-VIEW PC. In either of these
cases, control of any Host PCs connected to the KEY-VIEW PC
will not be possible until the KEY-VIEW PC is returned to a Host
mode. For this reason, it is recommended that (I) the KEY-VIEW
application on the Host PC never be termuinated from the Menu
mode and (2) the auto-switch feature be implemented to permit the
KEY-VIEW application to automatically return from a Menu mode

to a Host mode after a user defined number of seconds The latter



5 node is necessary so that a Host site user will normally have ﬁﬁg@o@m
control of a Host PC and not have to worry about switching the c S
nmonitor froma Host PCto the KEY -VIEWPC s VGA card to switch the

KEY- VI EW PC out of a Menu node. 1o Settings for Active Host PC Returning to
the KEY-VI EWmain nenu screen of Figurel2®, the banner at the bottom of the
menu screen shows all current information related to the active Host PC

Thi s banner always appears in this fixed |ocation of screen whenever the

v o on, HERl M AR ARSI ST B
i , i . . i . t-

Cort ai ﬁ”?unit“‘ifQEE“ZZ@;@@&%@?%@%gﬁgﬁ%%ﬂieaﬁge?@gﬁf{@e@'eéé’mi%%%ﬁ&t mode. t he

Bl 1 cat & on_ a5 SRt p ST DBk e el R B s P s e e e Xt arrpt e ot

ke~~ functi Onsh?l@fe%xﬁpm%d switch from Menu node to Host node b. Repaint

Acti ve Host PCf cr : JE.O APR Z003 195 c¢. Send sel ected Switch Box

Command sequence to the switch box connected to the active PCl card. d. S-~;

itch betweén KEY-VIEWPClI cards. e. Send a keyboard macro to Host PC
(without this feature

Switch
The “switch™ menu option of Figure 13 coordinates switching
between PCs and switching between modules}.
10 The Switch PCs sub-menu (Figure 14) option is used to add/
delete Host PC definitions or permit a user to switch between Host
PCs in cases where multiple Host PC's are connected to a KEY-
VIEW PC. KEY-VIEW supports switching between PCs either by
(1) switching between KEY-VIEW PCI cards in the KEY-VIEW
15 unit or (2) switching between PCs connected to a single card (via a
supported switch box). This menu option permits switching
between PCs in either of these two cases.
The Switch Modules sub-menu (Figure 15) option permits
switching between optional NET-911 Control Modules that may be
20  daisy-chained together and connected to one of the KEY-VIEW
PC's serial port. This approach permits a remote user to control AC
power or serial access to any device connected to each module (e.g.
a Host PC, router, etc). When this menu option is selected, a list all
NET-911 modules detected on the serial port is displayed. From

25  this list a module may be selected as the “active module™ permitung

AC power to turned ON or OFF to the device(s) receiving AC



5 the operating systemon the KEY-VIEWPC nmay trap any operating sy,sqt 5%
speci fied hot keys before they would reach the Host PC), such as o} 4003
Delete, Alt-tab, CrlEsc, At-Space, Alt-Enter, etc. KEY-V |EWPC LED

I ndi cator 1o The KEY-VI EW Access Control Card has a connection to one of
the status LED lights, normally the TutBb light, on the font of the
KEY-VIEW PC. This state of this LED Iight indicates the status of the
KEY-VIEWPC. This LED light will be OFF when the KEY-VIEWPC is in a Menu

Mode and is not bei r tel y 15 acc : | ight.will remain ON
whenever the IQE‘WG\VI@SWIJ%%?@Q%%OH%@? mg@%@ ?? %’o?e iAGCTetdY el y
accessed. Wen, the Y- VI PC is beiing renptely access the LED w il flash.
More speci fi CQFWZF gﬁé%d% ﬁ%i%rﬁo Ué?'rgisﬁga but flashes ON for .5
seconds every ~ seconds, whenever the KEY 20 VIEWPC is being renotely
accessed (i.e. a pcAnywhere is "In session”) and is in a Menu Ivlode. If

the KE Y-VIEWPC i s i dey~..vhere both pcAnyvvhere is "In Session" and
he jevragwrc o4 DAL Thlo, e Lo LTgN romine o g en
this rnann%r coupl ed'Sw Y CPI%%%%Q"“&% ?E@Q%bﬁ %ﬁﬁégwﬁp@r%h& ves pgr sonnel
anenover t he. SPESIS Fhel G i @b TCAURDRL B RS a8, The ¢ ur o
s%not i s reDiciiasaetEToe fhini Rt hallsdlebled Wit Afur tnrough to
e L T e
and vi ce-versa. pcﬁ@%ﬂgbgﬁg@@ms $%ostﬁ§‘ﬁgg?<(ﬁ?9}/ﬁ£ﬁ{ ngét file
getting 1 17es s kB OOl Dot fe Mt Ot Brpatd e 71 Tec
o natal ed 1 PRG- KEvabReR ERS0Rt DR DS e KBV B! Bk cadsettp o

attach to thettmegggﬁar the Host PC s via drive mapping as part of the
boot up process. 1 € Host PCs are al so connected to the LAN (not

sho~.~rn, but avail o dt AYFL 2 r cesses the
KEY- VI EW PC 200 Vi eﬂ)réo %13?8‘5#10&&{%@)%2? r%ge gﬁ?@oﬂh?@b@?&sgﬁe 201- 204.
the 20 rennte - S ﬁ{))% Llhe transfer to the dnve that the
Host PC s haré1 gl si‘z‘%?‘%g%l‘égdfof 2%&@3%%%%3 t he KEY-VI EV~~ application,

| ogs into,khe appliTablerfipsdsc ti.%H%‘Nn%ﬂ%fﬁ?&\H% fhdrgclep that Host PC

Alternatively, in cases ere a single K EY- card 25 90 is

oo e A A RS0 e ATy o g peral o por
The Select Host PC button applies to the PCI card ID

presently highlighted in the PCI card list box. If the highlighted PCI
card 1s connected directly to an active Host PC, then that Host PC

20 will become the active Host PC and that PC will be controlled by
the KEY-VIEW when the KEY-VIEW PC is in a Host Mode. If
the highlighted PCI card 1s connected to a PC Switch box, then a
window of those Host PC's defined for this Switch Box will be
displayed as discussed further under the Switch Box PC List topic.

25 What the KEY-VIEW PCI card 1s connected to i1s determined by



Host PC 201 using any commercial file transfer software package siﬁh ﬁSZ
Laplinl: or pcAnvwhere, as |long as the necessary parallel cable i APR~2003
connected fromthe KEY-VIEWPC 200 to the Host PC ?0l. In another
alternative, in cases where nmultiple Host PCs 201 20-1 are connected to the
KEY- VI EW PC 200, file transfers betlveem4he KEY-VIEtV and any Host PC

coul d al so be made using a serial |inkage (Figure 10) through NET-911
Control Mbdul es 80. These nodul es 80 are dai sy chained together and |0
connected to one of the serial ports on the KEY-VIEWPC and one ot her
serial port ("thet!Omal Coaneatedctorisettingyrds definedduyr eidlohgam thech Host PC
201-204. Procedures for accessing a NET-911 Control Mdules and linking to
t he Host PC cofetemtesduttort.he nodul e are discussed in detail above. Serially
based file transfer software such i 5 as pcAnyurhere, Laplink, or the
Hyperterm nal sof t wi¥leer{ prRVI dedd wiselectédabePC et ds tittemdlly used to
transfer files between the KEY-VIEWPC and Host PCs. NET-911 Control

Modul es al so pestestedttbensiEysiWtatheR@rd as selactyssdde edf itandicclamtoeol  any ot her
serial based devices such as routers, printers, UPS systens either 30

| ocal |y or 5 enatcelsgible par beraEYesswEEWY BGplazdexanpl e of the typical steps
used to transfer a file froma renote PCto a Host PC via NET-911 Contr ol
Modul es woul d be asTheSaiisgs buttdn pesfrets the lconfguiatied ddthder tlid es) fromthe
Remote PC to a 25 tenporary directory on the KEY-VIEWPC using pcAnyvhere.
10 APR 2D03 19Bighlighed & PClidard Seibiecinterad anclumizethel KENdYEMMMAEd nenu,
then select the Switch Mddul es opti on and sel ect the control nodule that is
connected to t HKEOSVIPY whdreARde SETEENGeE@ppeatsesitavamsf therearentd nake
sure that nodule is 5 set as the active nodule. This step will then open up
a direct standsattingeor she PGlkeayd. Rroresdmeg kKEMarvinBVbPG1s veierdioal 1port to the
Host PC s serial port via the active nodule selected. 3. Select the Switch
option of f1& hedisEXssadEwder therdru] Caod Sieetimgséiteptc foewdnizt ch PCs and nake
the Host PC where the files need to be transferred the active Host PC. 4.
On the KEY-VI EW PC dwit ¢lf &card {Rds mstalledthat veas not detected, that card

number may be highlighted and the Test button option selected to
check if the card may have just temporarily malfunctioned at boot
up. When the Test option is selected, the highlighted card ID will
15 be retested and if found the card's description will be displayed next
to the Card ID on the PCI card ID list.
An entry is added to the KEY-VIEW event log whenever a

new Host PC is selected as the active Host PC.

20
PCI Card Settings
The KEY-VIEW PCI Card Settings screen, an example of
which is shown in Figure 17, permits entering or changing the
configuration of the selected KEY-VIEW PCl card A description

25  of each setting on tlus screen is as follows:



the Host Mbde and initiate a file transfer software programon the active
Host PC, such as pcAnywhere (in 15 Host node) ar Hyper terminal (sUppPR &l
with Wndows) to receive the riles fromthe KEY-VIEWPC via the direct
serial interface between the KEY-VIEWPC and the Host PC. Note any serial
port paraneter settings such as baud rabe, stop bits, flow control, etc. to
insure that such 30 settings agree with the KEY- VIEWPCs settings in step
b below. 5. On the KEY-VIEWPC switch fromthe Host Mdde back to the Menu
Mode and m nim ze the KEY-VIEW I application. 25 6. Fromthe W ndows
desl . ~tap initiate 4Card Pescapsée? iz ogeradefimed desckiBtiovl B PC t hat is
conpatible with the file 10 I ~PR 2003 199 transfer programinitiated on
the active Host PC ¢aclsPEp cardbovalledror thex@biyl- ¥JEW PAC. 4nywher e was
initiated in a Host node in step ~ above, initiate pcAnywhere in a renote
nmode on the KEY-VI BVCRE Ounkectsdrbo’t tefefenses wdiethmora Kiis¥anet er settings for
the file transfer software being used agree with the settings noted in step
4. above. 7. Transf¥IEAVIPEI ¢ad 1f commedted kinécily Bv\eRBes at(éhporary directory
setup in step | above to the active Host PC via the file transfer software
bei ng used.5 10 8. CHbst PG oe(%)i Jwrch Bamsthat pednits tre PGE cKEY- VI EW PC s
tenporary directory. 9. Termnate file transfer processing on the KEY-VIEW
PC and maxi m ze t hetokiEagkEnlspid Hoat PGn that was mininmized in step 5
above. 15 10. Switch to a Host Mde and then termnate file transfer
processing on the aBwiteheBbwdotBCyhahiswersry mindt aceessiblesiep 4 above, 11.
Resune normal KEY-VI EWprocessing. Steps identical to the abo~~e woul d be
foll owed to transfeit 12@raYEtdeeutf)rV%Tﬂrtfﬂﬂ@ @atd Cenmdxged PO sabtimg Renot e PC except
that the transfer of the files fromthe acti ~~e Host PC to the KEY-VIEW
PC s tenporary diresgtdoyP@oudieseser thd ewrentishealectedesvetdh | es woul d be
transferred by pc.4nywhere fromthe KEY-VIEWPC to the Renote PC

10 box hot key entry is displayed 1n this pull-down

Window. Switch Box Hot Keys are whatever key
sequence has been specified by the switch box
manufacturer to cause their switch box to go into a
command mode to permit switching between channels

15 (i.e. PCs) on their switch box.

Upon clicking on this pull down menu's arrow, a list of
any switch box hot key commands supported by KEY -
VIEW is displayed, an example list is shown in Figure
18.

20 A Hot key sequence 1s selected for each switch box
connected to each PCI card. This approach permits
different command mode sequences to be defined for
each PCl card in a KEY-VIEW PC. This sequence
will also be assigned to the KEY-VIEW PC's left Shift

25 key, so that when the left shift key is tapped four times

when connected to this PCI card, the command



~5 If file serial file transfer processing will not initiate between the
active Host PC and the KEY- VIEWPC it is possible that a 10 APR(Z(4Q3)i@00
special null nodem adapter nay be needed on the serial cable bet~een the
PCs. To confiwe Wndows NT/95 Hypertenninal programto handle file
transfers on a KEY-VI EW PC, performthqggarre steps 5 detail ed above for the
Host PC except in step 3 and 4 above nodify the description to use the COM
port to which the serial cable is connected to on the KEY-VI EW PC.
pcAm-~~here Sessions 1 o It is sonetines necessary to determ ne when a
pcAnywher e sessi on deggiense andl eneant tbiths switchebdestnmrateédar e to det ermi ne
whet her pcAnywhere is active is to test the active operating system (such
as V~~i ndows 95) stthtustivarBCH orrd. h€hiseleftvahifikeyiprosedsieons”. 1f this is not
possi ble, then the follow ng, nore conplicated, 15 alternari~~e can be
used. Merely accessvary useéulphartounier Eldsbgitd ub@stto ssat@r mi ne when a

pcAn. vhere session has started or stopped will not work since pcAn~~~~~ her e
under st andabl y doesbatotecac®€s sonnestelddg & $wich boa velaverhavidg. Thi s nmeans
that if KEY-VIEWAPP was attenpting: to read 20 the LOG file when a renote
access session st artbeghter tlenKddy - YIEW-nkanesyeeai.d receive a file open error
fromthe operating system (because KEY-VIEViJ APP has the file open) and
pcAN~~~~~ here sinple does not _update the log file. To correct this problem
t he KEY-VI EW APP | dekgiraing teeF @mire ill7g the i1 dates’ofmenbe pcAnywhere | og
file wwuch is updated each tinme a user logs ON or OFF. To avoid dragging
do~.vn the Hosspdeifies up to a 12 character video driver name containing

the video attributes needed by KEY-VIEW to properly
interpret this Host PC's video output signal.

10 The “Mouse Interface” menu entry indicates the type
of interface (i.e. PS/2 or Seral) to which this PCI card's
mouse cable is connected.

The “Mouse Driver” menu defines the mouse driver
name for any PC connected directly to the card.

15 KEY-VIEW PC ID - This entry is not user updatable. The
PC ID number is displayed only if the Card Connected To entry is
set to PC. Internally KEY-VIEW assigns a unique sequential
number to any Host PC defined. This number will be a part of any

driver file names related to the PC.

Switch Box PC List
When a KEY-VIEW PCI card is connected to a PC switch
box, each PC connected to the switch box must be defined and
configured to permit the KEY-VIEW PC to access each PC. This
25  dialog box, an example of which is shown as Figure 19, contains a

list of all those PC previously defined and permits (1) designating a



10 APR 2003 20l processor t1115 Viewllla at the tinme and date of the file
can occur approximately even ~ seconds. No entries other than si~, rih} apfF 2003
and sign-on occur to the Host log file and the file tine & date i s updated
when either of these events occur. Qther log entries, such as file 5
transfer information; are only |ogged apsthe renote end. Since only tine
and date changes are tracked Keyview rnay get out of sync with ~hether or
not the session is being activated or term nated, especially in cases where
the Host PC | ocked up when a pcAn wh%re 35@&3 was acti}Le and had to be
rebooted. To prevanmictlstihe actiyhsast| é:,i@ f agxhe icRpLIRERADATEN APP
processing is first initiated and imediately after a _date/tinme change has
occurred to séiePCfOﬂ(élWh%tw(P)sadfftmgﬁ'@ @ﬁﬂéﬁ“@ﬁa@ﬁ%g%i%r“lby | ooki ng at
the last entry in tlhe | og. Because the file may falsely indicate a session
is open, if thHelamKaRe dsdmemnugosutinlista pcAnywhere session and had to be
rebooted, at bootup of the Kewew PC a duymy flag file is created (in the
AUTOEXEC. BAT of t helle§vitah Poy Rlo Lust winkkow displaysrmioanatienas a renot e
access session is not active regardl ess of what the pcAnywhere | og says.
Upon fi ndi g tea@hoﬁ%ﬁpnnep@d/a@ége;sowmbomaafml&\WSi s first |oaded, KEY-VIEW

APP woul d assune a session_is not open then delete the dummy file, so this
assunption wil | notl )od hgeltle @a?@ﬂuﬁhﬂ gls@i\%’)é‘? s drle s kesntUymg apmbies. t er i nat ed

then re-| oaded w thqut_rebooti t he Host . Under this appr.oach there
woul d be no né@éﬁméﬂﬁpﬁﬁg'%&g%ﬁh%@@ F&gacbgfdtf@ é‘ﬁdiséé’t@‘ﬂhﬁi any open
sessi on has ended becau%e EY- VI EW_APP won't | oogmjat t@gg' 0og again until
the date & ti i€qNEBIRNEA gggnpﬁl ero PROPGEr 29 PSR &hi¢edymgdheast ent n~
will reflect a new PC AW,sestgi xﬁ@ag/ﬁi%un en a PC AW session begins, as
det ect ed by KERCWESY xpwag Besekith GMENt [KE8Y- VI EW APP wi | | stop

re-directing all 5 keyho nd mouse input to the Host PC and display the
Key- ~~i ew !¥ai n mn@&ﬁ%%EéQWWW%I%@ disnlas thpddudractshsiser Wien a

pcAmywher e session ds, . as defect by KEY-VI EW APP usm- t he above
procedur e, anoqugﬂsﬁdﬁg%ﬁcqﬁéo‘h%éﬁ]@nﬁgd Key-vi ew Mai n menu processing; the

Kov- i ow i n TNy L FeTRNEd Lrom Lhe TR AMISIE SRR T e
what s preserdVChOReH dor SEATIES RERBHBLr SPRa0e Sath M GG errod
configuration of each PC connected to the PC switch box that 1s
15 connected to the selected KEY-VIEW PCI card. An example
screen 1s shown in Figure 20. A description of each setting on this
screen is as follows:
PC Description - For a newly added PC the description
is blank. In this case a unique description must be
20 entered that clearly identifies the new Host PC to
KEY-VIEW users.
The Switch Box ID entry identifies the key sequence
(e.g. channel ID) that needs to be sent to the switch
box (immediately following the Switch Box Hot keys
25 command Setting - see below) to cause the switch box

to switch to this PC.



enbodinent, it is to be understood that the invention is not to be 15

limted to the disclosed enbodi nent, but on the contrar;~, is interndgeR 200]
cover various nodit~cations and eaui val ent arranvenents included within the
spirit and scope of the appended cl ai ns. ~ 0 pPR 2003 203 WHAT IS

CL~I1~IEDIS: 1 1. Arenote access circuit nodule (Z00) installed between a
2 renote conputer (205) and at |east ong&tGSt cozx~uter (201) having a
particul ar type of operating system a video output 4 providing an anal og
RGB video signal ctorma3ly destined for a 5 standard nonitor associ ated

wi th the host co r, keyboard ti inpw to recelve a keyboard control
,ignal normally ggﬁﬁ%r\é@eﬂﬁxgvg E’?%éa?&'ﬁ:@é)}l@éﬁﬁdﬁaggﬁ’ﬁﬁcﬁ%d with the host
conputer, and a nouse S input to recei.ve nouse control signal nornmally
delivered by a ~ st¥ 8@%&@%&98@%@%@?% §8 conputer; the

renote 10 access circu d ( includi ng.a video capture circuit 11
{29D0131) connect ed“‘i@ﬁ‘?‘ggﬁ#&g'ﬁgWﬂ‘a@B‘)EﬁfﬁgW?mé&dﬁés FI?S eyboar dJr nouse
interface (17/18) telg de?i ver a{t LeastI orte of the 13 keyboard control

signal or the nousel EohVids0 QHPHRFERB. 14 respectively, the keyboard i nput

or noose input of t ost 15 cornputer;~the,renote access circuit nodul e
~. ~. ~rther 5Eorrpri si ﬂg?%@%@@?%‘& ‘%&B’c%@n?ﬁ the neusg %}“,'eri rt communication
with the 17 video captur cuit and operating independently of the
particular i3 type Bimt‘?p@rgﬁ? qutg system on the host conputer, to

synchroni ze and 19 di'itize the anal og RG video si, 7nal received by the

vi deo 20 capture cirtgui lH+ver —.via g network interface ? 1
comuni cating with i%ﬁ%?%ﬂmﬂ %f,lgqrﬁeﬁd]iséntm%%aﬂﬁ@ 22 vi deo
Signal to the renote,conputer _to allow t.he 4 enote .cQ ~?3,user to view
" oeent i al Iy FouRigd fohnns ssuiehab RIS or BRaTHAS Y dtedea by < he
host conputer en_when _t he host - 1 el 10 aPR Z003 504 ?5 | ocked
up to no Iongeﬁ’ c%‘érﬂﬁe{ﬁ‘eﬁk%/gégpﬁ% géygéﬁlﬁﬁéﬁ%eso&lﬁégﬁg’u@@ cont rol
signals. 1 Cf ﬁ:m rcuit nmodul e according to claim1l, wherezn the video

' process cl%cu 'syncs tf~e captured video signals by deducing a

b. Switching Modules
Under the switch menu a switch modules sub-menu exists.
The Modules main menu bar selection permits accessing the module
daisy chain (referenced in Figure 18), designating a module on the
15 daisy chain as active, turning power OFF, ON or rebooting the
device connected the active module and configuring module
parameters. When this menu option is selected two sub-menu
options appear as follows:
1) Module Processing - This menu selection permits
20 accessing and controlling all of the modules on a daisy chain. This
includes (1) designating a module on the daisy chain as active so
that the device connected to the module may be serially accessed,
(2) turning power OFF, ON or rebooting the device connected the
active module, (3) placing the module daisy chain in a Pass-

25  Through mode, and (4) specifying criteria to be used by NET-91 1



3 video format characteristic of the anal og video signals created by ~. the
host conputer. i 3. Acircuit .nodule according to claim2, wherein KR 200
video ? fot-m-t characteristic includes resolution information. 1 4. A
circuit nmodul e according to claim3, wherein the 3 resolution
inform~Iti~yn is created by a VGA cardjpf the host 3 conputer. 1 5. A
circuit nodule according to any of clains 1-4, wherein 2 the video capture
circuit conzm-unicates with a Standard video 3 interface of the host
conputer. 1 ~. A circuit nodule according to claim5, wherein the video ?
capture circuito ap@mate@all)n@@rp@wdwwﬁytmge\aces somnesedtopwddéon of 3 the
host conputer except to receive the output of the standard video interface
of the host cobpsa on extematEvenift nodul e according to claim6, wherein the
video z capture circuit syncs the captured video signals by deducing a

vi deo format char acﬂérﬁvkxglﬁe otvsteme (vl gationied sy el opsosapatiby t he
external host conputer. 10 aPR 2003 205 1 8. A circuit nodul e according
to claiml, whébespeaifieng thetkdvkpaddeds useddpfagscescaspruhbe deisd th a renote
access engine 3 to deliver the synchronized and digitized video to the
renote 4 conputkainyi2) deteogiwag téas@rslmﬂﬁ asften Ingo I’éwrlllca medoom i 9. A
circuit nodule according to claim@8, wherein the vide ? process cixcuit
farther incl udediengvar pamwerds turned £3FF 05 QNdfen eiand log@ngingirpeses)i on of t he
anal og RGB video signals fromthe host conputer; 5 a field programrabl e
gate array (11§mdI(ﬁ?é@ﬁﬁfﬁﬂm@é{lﬁ@Hﬁﬁ?mqfﬁeﬂﬁ@dhbﬂfwﬁanu,hemﬁe PORES IRAM
(Z5/26) to store the digitized RG- videg signals fromthe nain CPU and f

el d progr ammbﬂéﬂgdt@FEraﬂ‘é&PO‘é[ﬁwSQt\W@I@N\)‘gTGHtW@O@IIQBtai dasdc®i deo signal s
to the renote access engine 10 for delivzry to the renZOQ e conputer, the

vi deo RAIvI incenneetemiara bati-0n lunegulehe field progt~le gate array to
receive 1ly at |east video sync processing fxomthe field progranmbl e gate
13 array; Hhd 1:~ a bus controller ('??), in communication with the field
15 programmabl e gate array) to conmunicate information identifying 16 the
digitized host video signals and the nouse and | Ceybnard 17 information to
thG reazote access engine. 1 1G A circuit nodul e according to anv of

cl ai L-9, wherei,n the video process circuit further includes:
m (R/Iodule ?rocessmg P

Before activating Module Processing for the first tune, the
COM port to which the module daisy chain is connected must be
15 properly specified using the Module System Configuration menu
option. For newly mnstalled NET-911 module software the COM
port is set to COM1 by default.
When the Module Processing menu option (Figure 16) 1s
selected, the module daisy cham on the COM port specified in the
20 Module System Configuration is polled automatically. The polling
process takes about 1 second per module. During the polling
process NET-911 determines if (1) new modules have been added
to the chain, (2) modules have been deleted from the chain, or (3)
the physical positions of the modules have changed, since the last
25  time the daisy chain was polled. If any of these events occur,

applicable messages are displayed on the screen at the end of the



sync polarity circuits ( ~ ~I3 7) to receive, respectively. horizontal and
vertical sync signals fromthe host conputer; 10 APR 7003 206 5 id Nmag@3

| ocked | oop video dot clock circuit (38) 6 corru8unicatin~ with the sync
polarity circuits and outputting a dot 7 clock signal; and 8 a converter (

| 1) to automatically deternine a grapBBcs node 9 of the RGB video
signals. 1 1 1. Acircuit nodule according to claim 10, further 2 including
circuitry (11~ to determine a video franme rate characteristic of the RGB

vi deo sinnal s 1'2. A circyj dul e ac ord| claips 10-11, ?
wherein the gr%cé}i%@r?r%‘?féqj}#}l?o‘gg@a fjta\}ﬁ? |1\?fén;1§r§ LEVBRE. 1 13, A
circuit nodul e.acc dllagto ar}ﬁ&) n&p@%& V\/ner lnthe gr aphi cs
mode i ncl udes AescrsOnanE a6} IHE R ‘IIFIS@IenS lgm%ilQQp Wfer screen by
vertical pi.:els per scrﬁ q ‘1 A Ci curt nodul e .according to any of cl;
iirns 10-13, ZPTRAKESRIRIC é’ frap ‘iec%alﬁé& ANRIQ, 3 EES s thiromed BRGRact eri zi ng a
3 nunber of avail ahl.e col vers cy een eso utl on in horizontal

pi xel s per screen by DPePP H S %Fﬁﬁeiréegépﬂggrt %ﬁo ing Brogess; ahcuit modul e
accurdirj any of clains 1014 2vvh [ rocessrng circuit

i ncl udes nénor@gr(rgprlaieom«s%%ﬁ $ @sg]@tye Bglé%lgf‘i“r‘(@ge 3‘?%&18:—-@@8 hi cs node
characceristie re| he r~~i SS cyit ft -t her divides
the RGB 5 vid a%sfiémugﬁ PN g ﬂ&?’@g fiaGE %Efgimcﬁ Sles s (251 26)
6 and conpares vi deo _screen 5 arts to. t st red 7 predefined

vi deo graphi csW H%f%l—:‘ @ﬁ%gé%\f ng hen O%\CF% iroléslkkféy tPe |wr@ng£ ci xcui t
raodul c accord to C

t d t
i ncl udes a VI L‘ ﬁﬁﬂé@é?l e%:*%gf’@’ref ﬁs%ﬁggﬂﬁﬁﬁ?i@ gﬁeglk;ﬁlrjr;s

associated with ech vi deo scre e .
intertering Wit aSCess 10 the B0 p8rt or the daisy chain is not

10 properly installed as discussed under the Hardware Installation
topic.

When user security is enabled and the current user does not
have access rights to all modules on a daisy chain, then only those
modules for which the user may access appear on the module list.

15  Setting user access rights 1s discussed under the “Security” below.

For each NET-911 control module detected on the daisy-

chain, the Windows list box contain the following information:

Pos This field shows the modules physical order (position)
in the chain.
20 Power This field contains the current power status of the AC

power “POWER OUT” cord on the back of each
module. “ON” indicates any device(s) connected the
module are recetving power. “OFF” indicates power
has been cut to the device(s)

25  Module



1 17. Acircuit nodule according to arty of clainms 1-7 further 2
ColllprlSlna: 3 a renote access engi ae between the host conputer ah APR 2883
renote conputer to coordinate delivery of data packets along a 5

t el econmuni cations |ink between the host cnputer and the 6 rem-ee
cunaputer: and 7 a xenote access contrd2%r, including a renmote access 8
control card commuricatin with the tel ecommunications link, to read a
present caller 1D associated with the renote conputer, to 1U store a List

st and to diSEIEeL [Riee St detn s R aren el b BRU Grissent call er LD

hails to match an~r from %lh%chlig.stoaf]ep-redefi nt%a 13 caller IDs. I 18. A

circuit nodul e accordi ngW & i LY WHEFRthe renote access controller

="br edef i ned ol ephone. nuTbar. & uhenayer the:pr asent caller s B fails to

rafey any”rom the RUAUGh Tl LG ARLIEN S3atYoos v

cont rol Iher fﬁrcﬁﬁéqpsre%@é?gsl ?ﬂgg?‘lﬁ%t W%‘é?lm&%\!@f%ﬂs&%@ ijned caller

| Li A Ci . ,

claim ‘ifsvantmgre\a?ﬁﬁvﬁ&tfﬁ%g;ﬁéfg s é%é%‘iiﬁbm ?LLFSL;~Z?2E5 " eboot 's”?lh:e"host

conputer 3 e_reve_r—pggg 8[\%2 gg@ _ gi( %g?e%%lc net? ﬁl-gﬁgﬁ;@g&nt cal ler

1Zz7. 1 21. A circui a [ & 7Y, fier= ncl udi ng an

Fhechon CamarePui B0 PR R B AR S
: 5 o . . :

on a di jwont Bover BESe HERERE I SRS R R AR erporar i 1y 7

atemeptirt - POyRL. 103 08 DRt RORRHL B Au08REY SL: R Byshharnal, 8 rnodern

automatically answers a A crrcul i to clairr~
1. wh . h . : S o el ud Thi . ¢
Mt er Teaved 3 YRS R B o e B o1t 2ed B vi deo
signals. 1 23. A C'Tﬁg'%ﬁ?ﬁ’@ggg@ﬁq@rlddaﬁl@eé ngﬁﬁw%omsrﬁp%? 2 video

process circuit fur r-inctu a checksSum sse
with the following processing options and settings:

A Reboot button will reboot the active module. If this button
1s grayed-out, it means the module's “Output™ AC power status is
15 currently OFF in which case a reboot can be accomplished by
simply clicking on the Power ON button. When this option is
selected, a confirmation window appears requesting confirmation to
start the reboot process. In addition, if either of the “Require
Reason™ settings (see Module System Configuration) are checked, a
20  window pops up requiring up to two 50 character lines describing
why the devices connected to the modules are being rebooted.
After the action 1s confirmed (and any required reason entered),
power will be temporarily cut to any device receiving power form
active module's “Output” AC power receptacle for the number of
25  seconds specified in the Module System Configuration “Reboot

Delay in Seconds” settings.



3 determ ne a checlaum difference between two video franes of the 4 RGL3
video si'nal stored in the interleaved video R~IVI. 1 2=1. A nTcu IFF
accorclin~to claim1l. wherein the 2 video process circuit further I nc

a video R-.1v (25~?G) and a 10 ~, PR 2003 zap 3 palette RAM (245, the
vi deo process circuit including a checﬁz§1¢y14 section to derive a checksum
di fference between video frinmP 5 infor on in the video RAM versus the
palette RAM t 25. A cizcuit nodule: according to claim?4, further 2
incTrzding: a flash palette converter circuit (5z), includ:nj: an address

nux (54) receiving tikeditge releot (RGcess bedas, INEANal | axita fedmeam of digital
RGH pi;el data; 6 a flash palette converter RAM (24) being addressed 7 by

the stream of gigditlalprBEBs By ahddatmnans iauipit g tHise@en8sRG pi xel a
pal ette i ndex byte carrespondl nd to a color value of 9 said R& pixel. 1

26. Acircuit pael ® peedidé aaytforthénadnesb to the w2 dhRe! Ainand] pi xel

assembly circuit (75 ] to condense a nunber of 3 palette’index. bytes into

a single assenﬂh@ﬁeﬁum bcbyd & ddnpktetaje, ~ Tncluding: 5 a logic array
(77) receiving a video forrrat of tﬁe RGB video Ginformation fromthe video

proc. ~ssingscircuit Iﬁﬁdcése@.gvdwheqzém&up@h&td@dIb@deédtnzstr@bbépmé he flash

pal ette convener circuit a set of t-lip-flops (?8) to assenble thz
nucr 3ber of palpel tigath NEIES [ymedubsisauhtingt dron Voherfa ¢BBs@Ch&irst he of the

videfl format of IUthe RCxB video information. 1 Z7. A circuit nodule
according to alNEDLOLl aidduld a2 of itstdven toQestokrSbbiver in the user
specified number of seconds without any support from the NET-911
application.
10 A Power ON button will turn power ON to the active
module. If the “Require Reason for Power ON Actions™ settings
(see Module System Configuration) is checked, a window pops up
requiring up to two 50 character lines describing why power 1s
being turned ON.
13 A Power OFF button will turn power OFF to the active
module. If the “Require Reason for Power OFF Actions” settings
(see Module System Configuration) is checked, a window pops up
requiring up to two 30 character lines describing why power is
being turned OFF.
20 Also under the Settings sub-menu are:
a Description of Device Connected to Control Module -
Thus edit box displays the current description and permits the
description to be changed.

b. Schedule Module Events - this section of the dialog box

25  permits module power actions to be automated, as follows:



7 0 APR 2003 ?10 3 a control nodule (80~ having an AC power input to
receive 4 AC power froman external power source, an AC power outpytipg 9009
deli~rw the AC power fromthe external power source to the host 6
conputer, a switch therebetween, and a control data input to 7 receive a
reboot signal fxomthe renote conputer a t he~reuport 8 interrupt AC power
to the host conputer by operation of the switch. 1 28. A circuit nodul e
according to any of clainms 1="6, y further congrising: 3 a control nodule
(80) having an AC power input to receive AC power from an external power
source, an ~C power gutHil¢t NamétodEhigger RebeoG PowemiqueoNE e 1 &xt er nal
power source to the host 6 conputer, a switch therebet~veen, and a control
data input to 7 recefague petons aPordirettamifilbaarsmt e spemieér and

t hereupon $ I ntLITLI pt AC power to the host conputer by operation of the 9
switch; 10 a conmuni odiitlpnwhien detdcté@ by IMETedt hbhusehiang devida(sy |ogical ~ 1
data path, different froma second |ogical data path established 12 between
the renote cozaaput eredivinighsowesfroaptheunednldiet emboote. t Wiiar thet e
conpute: and T.he ecna~ol nodule, the communication circuit delivering the
reboot signa to thespeified filensdeeoiddby SETHgndedidietedbesorebthet he
renote conputer (2051 via the first 16 |ogical data pati7. 1 29. A circuit
modul e according to edlionRtRn edvare td prévent 2onommus ebbbongcilihisi t

i ncl udes a nodem (81 j. 10 APR 2003 211 1 3d. A clLrcuit nodul e according
to claim28, further fZatarapsisefd:toNBTs@Ebodstoarts olitintheod garf0: 1D ?)

dai sy-chained to the fast 4 control nodule (80: IDI)to receive AC power
fromthe external 5 powetorsmgisystemsds) allewirtgheny’d:yposéwhéreomptriteleaxt er nal
power 6 source to a second controlled device (202)) the second control 7
nmodul e i nctudi n~ a secdetdcsad by tthe heoreloregvegsteny) to rceautoypiatiAdlB power to
the second controlled de~~ice by operation of the second 9 switch; 10 the
cornrnuni catd on ci rcmd:h)oatsdatilnitﬁtsi capeghe monitdrog syitedareuldimpmin bet ween
the renote conputer and the second control nodule, 1? and deﬂiweri ng an

i nstruction from t he createttbe spepfiedriile dotcagsd BNEEOdndocohootothenodul e vi a
the third | ogical data path to interrupt 14 AC power to the second

control | ed devi ce by depmeat The coﬂtetnh@OFB rebeontigger fitthdoas 13at. mAfter.r cui t
rnodul e accordion to an¥ of claims 1-3D, further includi ngf: a nouse
synchroni zer to capt i¥1eD Luis enly canesmasbahautdhe exiseencheitbadde poi nter on

a nonitor associated with the renmote ]
d. File Name to Trigger Power OFF - This unique NET-911

15 feature permits a Drv:\directory\file name to be specified that
when detected by NET-911 causes power to be turned OFF
to any device(s) receiving power from this module. When
the specified file 1s detected by NET-911, it is deleted before
the power OFF action occurs to prevent infinite power OFF

20 actions. This feature 1s useful to NET-911 customers with
third party monitoring systems by allowing power to be
turned OFF when a problem is detected. In this case the
moritoring system would merely create the specified file to

cause NET-911 to turn power OFF to the device connected

25 to the module. The contents of a power OFF trigger file does



5 conputer; and 6 a video application to comruni cate the current F@%\f@r@@ﬂ[ﬂ
position of t_he nouse pointer on the nonitor associated wth the e
conputer to the host conputer whereupon the host 9 conputer junps the host
nmouse pointer to a position coincident 1~ with the current nouse position.
10 pPR 2003 212 i 32. A circuit nodul el3Z; coxcliz~g to claim3 I, wherein
the 2 current nouse position is cammuni catcd txomthe rc~a~otc 3 conputer
to the nouse synchronizer in the formof cnmren~ ~'|°| 4 coordinates of the
renote conputer nouse pointer 3. circuit dul e according to claim
31, wherein the 2 M&@@@n@éﬂfkﬁOEQ’p@QﬁC@EUQ%g@Urtﬁérﬁm%D% posi tion
of the 3 nopuse pointer aqn the nonitor associated with the renote conputer 4
whenever a rempte @5ahe gill"r'-cks a nouse button. .AYU AY.A,.A3.Alu.A A AFR A
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characters per line. The reason entered is saved in the KEY-
VIEW Event Log. If this check box is cleared, reasons for
10 power OFF action will not be requested
Require Reasons for Power ON Actions - Checking this box
causes users to provide a reason whenever they tum ON
power to any device connected to a NET-911 module. The
reason entered may contain two lines of 50 characters per
15 line. The reason entered is saved in the KEY-VIEW Event
Log. If this check box is cleared, reasons for power ON
action will not be requested.
Reboot Delay in Seconds - This option sets the number of
seconds that power will be temporarily shut OFF to the
20 device connected to an active module whenever the Reboot
option is selected from the Module Processing Settings
window. The factory default for this option is 20 seconds,
which should give any disk drives on the device time to spin-
down before power is automatically restored.

25 Module Daisy Chain COM Port - This menu option

designates the COM port that NET-911 uses to access a
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daisy chain, it will be necessary to change the COM port

whenever a different daisy chain needs to be accessed The

factory default COM port is COMI. If this setting is not set
to the proper COM port, the module daisy chain will not be
10 accessible.

In an alternative embodiment, a DOS-based program is
created when the DOS version of the NET-911 Control Module
software is installed and may be initiated using command line
parameters. This DOS based approach may be more convenient for

15 use by third party monitoring application instead of using the NET-
911 32-bit Scheduled Event approach discussed above. On this
alternative DOS-based basis, NET-911 modules may be accessed
by any other third party application and power cut or restored to
modules automatically when necessary. The following DOS

20 commands can be executed:

? or HELP - Displays help.

NOLOGO - Omits the logo screen on startup.
NOMSGS - Eliminates messages from command line
functions.

25 COUNT - Returns the number of attached modules.

LOGIN:n - Logs into module number n'.
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can be invoked using one of more of the above parameters to
automatically select a module, then cut power, restore power or
10 reboot a device connected to the module
When using the command line option, it is important to
confirm (by logging into the desired module) that the intended
module number is active before taking actions to cut or restore
power or reboot the device. Otherwise, power could be
15 inadvertently cut or restored to the wrong device. As an example,
the command line format “N9MODDOS login.2 power:0 logout”
will cut power to module position number 2 and restore the daisy
chain to a pass-through mode.
When modules are first installed on the daisy-chain, it is
20  important to test that the module functions properly by accessing
the module, toggling power to the device connected to the module,
and testing that whatever is connected to the module's SERIAL port
can be successfully accessed serally.
A NET-911 module can handle any 110 volt devices with a

25  total power consumption up to 10 amps. Some laser printers

require as much as 10 amps of power periodically. Normally, most
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the power status of other modules on the chain. If a module
removed from a daisy-chain is not the last module on the chain, any
5 re-connect any remaining modules should be reconnected to the
daisy-chain. If a module is removed or added to the chain, the
sequence number assignments of some or all of the modules may
change and should be re-verified by the Module Management
Software described later to insure that each module is correctly
10 described in relation to its (1.e. sequence) on the daisy-chain
In cases where (1) a large number of modules are daisy-
chained together, (2) there are long RJ-45 cable runs between
modules, or (3) there is excessive electronic emissions from other
devices, it may be necessary to reduce the serial baud rate for a
15  device or devices connectad to the daisy-chain. Also, at high baud
rates, serial transmission errcrs may occur unless, highly shielded
serial cable 1s used.
Also, when pcAnywhere i1s running in Host mode,
pcAnywhere should be assigned the necessary priority as a
20  background task to communicate with the remote client PC.
In rare cases, any device accessed in a serial “‘Pass-Through”
mode at the end of the daisy-chain may temporarily interfere with
the Module Management Software's ability to detect the modules
present on the datsy-chain. This occurs because the device at the

25  end of the chain may also be polling while it is waiting for a

connection. In this case, additional modules may appear on the
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s ko] @quy; the daisy-chain can be re-polled to
remedy the 1ssue.
There are three status lights on the front of each module 80.
The purpose of each of these lights 1s as follows:

S PowerIn When lit indicates the NET-911 Control Module
1s receiving AC power through the module's
power cord.

Power Out When [it indicates the module is passing AC
power to the POWER-OUT receptacle on the
10 back of the module.
Module Active  When lit indicates the module is has been
selected as the active module using the NET-
911 Module Management Scftware.
The NET-911 Module ACTTON button is located next to the
15 “Power Out” indicator light on the front of the unit. A pen or pencil
point may be used to press this ACTION button to manually cause
AC power to the device connected to the module to switch from
ON to OFF or vice-versa.
If KEY-VIEW security 1s enabled, a user must have
20  supervisor access rights to access the NET-91 1 Module

Configuration settings.

SECURITY
25 The “security” selection of Figure 13 will now be described.

pcAnywhere has extensive security features designed into the
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product, including encryption, user passwords, support for special
DES security modems, event logging, blanking the screen at a Host
site, call back support and an option to require someone at the Host
site to specifically permit a remote access session to begin. For
users demanding even higher levels of remote access security, there
are numerous third party supplied hardware based user
authentication and encryption devices that are compatible with both
pcAnywhere and KEY-VIEW II. Most of theses devices comply
with the Federal Government's Data Encryption Standard (DES) for
high security situations.

In addition to these extensive remote access security
available with the pcAnywhere application, additional security
measures have been built into the KEY-VIEW II system. These
additional KEY-VIEW securty features can create a second,
independent manufacturers fire wall preventing a situation where a
manufacturer's employee knowledgeable about the about
manufacturer's security procedures could break into a customer's
system. A brief description of each of these additional security
features are as follows:

Users - permits defining users, Login ID's and encrypted

passwords, user supervisory authority, and access rights to

KEY-VIEW PCI cards or NET-911 Control Modules.

System - permits specifying (1) the number of login attempts

allowed by a remote user, (2) an optional expiration period

for passwords, (3) the minimum characters required for a

password, (4) how often the KEY-VIEW PC should beep

10 APR 2003



7YLO%| & ()- F 4210%| & ()- 32109%| & ()- p| +dEYNC | &10%: ()- Sy10% ( }om 703
109 ()- " 109%& ()- 109%& ()-'Z109%& ()-+-ShdEYNC 109 ()-1, 109%& () -

9109& ()- S109& ()- L109%& ()- " 109%& ()- SWQIEYNC *Y109& ()- (109%& ()-

&109%& ()- $10%& ()- #F10%&' ()-!Z10%& ()- QCxdEYNC 6f 10%&' ()- 410%& () -
2F109& ()-10109& ()- .s109& ()- , 10%& g& xbA S10% & ()-g&& 10%

U& ()-' Y10% U8 ()- 10 10 10: 10%& ()- 8188 ()- /yWBbA10%

& () - g& k10%hxh& ()-g& k109%Cx& ()-g& t10% & ()-g& S

10% " & () - g& K109%x& () - g& WWWU3bA! t 010% [ & ()- !f0109%UsU& ()- !;10% a

a& ()-9&! f10%UsU& ()14 YdBRe s i6)acaés e RURES (IIEIRQ: hkd (5)
an event timer that permits either automatically logging out
users or automatically switching from a Menu Mode to a
Host Mode if no activity 1s detected for a user specified

5 number of minutes.

Caller ID - permits requiring remote users to have a caller ID
and further optionally restricting remote user access to only
designated caller ID numbers. the KEY-VIEW PC's Access
Control card captures each caller's ID. As a result the KEY-

10 VIEW PC may be configured to lock out users who are not
calling from designated numbers and/or who have
intentionally blocked their caller ID
Pager Alerts Pernuts 1ssuing alerts to one or more pagers
whenever a user fails to successfully Login to KEY-VIEW

15 within the allowed number of password guesses.

System Backup Permits saving any KEY-VIEW
configuration changes made or restoring configuration files
from backup files automatically created weekly by KEY-
VIEW.

20 Event Log - permits viewing the KEY-VIEW event log which
tracks a remote users use of the KEY-VIEW system and
access 10 KEY-VIEW cards as a supplement to the
pcAnywhere event log. This date/time stamp log shows the
user's login mformation, if applicable; caller ID information;

25 when the KEY-VIEW application processing was initiated or

terminated; any switching that occurred between PCI cards,
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and a log of any changes made to the User Security, System

Security, or Caller ID security settings.

Change Password - permits a user who has successfully

logged in to change their password.

Logout - permits a user to Logout of the KEY-VIEW
application.

In addition to the above optional security features, the KEY -
VIEW PC issues audible beeps or .wav file sounds to notify Host
site personnel when a remote user is accessing the KEY-VIEW PC.
Furthermore, the turbo light on the KEY-VIEW PC starts flashing
as a visual alert that the KEY-VIEW PC 15 being remotely
accessed. The audible alert sounds can be amplified to desired
volume levels by installing an optional sound card in the KEY -
VIEW PC. This approach insures on-site personnel can clearly hear
that someone is remotely accessing the KEY-VIEW PC.

When user security is enabled. any on-site user currently
logged mto the KEY-VIEW system will be automatically logged out
should another user access the KEY-VIEW PC remotely. This
feature prevents a situation where a on-site user forgets to logout
giving a remote users the opportunity to assume the on-site user's
identity. Conversely, should a remote user fail to logout of the
KEY-VIEW system before terminating a remote access session.
KEY-VIEW will automatically logout the remote user upon
termination of any remote access session Again, this approach
precludes someone else from assurming the Login ID of a remote

user who has terminated access. Finally, after a user logs out of

fo3



10% & ()-& Y10% & ()- 10 10 10SL910% ()- cnaBbCltF 10% & ()-F 1@&“5)(2903F
710% & ()-18y10% /& ()- t10% & ()-  10% & ()-2dBoCl t! @) 10% /' /& &R
'10% & ()- Y $10% & ()- F "Z10% & ()-Y “10% & ()-10% & ()-G dE:/ 10/ 10/I
L9410% & ()-1 S510% & ()- 310% & ()-Y Y1 10% & ()- Y f/10% & ()- Y
s-mL0% & ()- suS4/ 10 10%r& ()11 1098 ()-L 10%m& ()-!L

109/V& () - 10%1& () - &TLO%TE () - 2

KEY-VIEW processing always returns to the KEY-VIEW menu
mode to preclude a new user from accessing or viewing a Host PC
to which they may not be authorized.
The KEY-VIEW users security supports defining two classes
5  of users namely supervisory and regular (non-supervisory users).
Supervisory users have full access to all Host PCs and KEY-VIEW
security and configuration settings. Regular users cannot change
any KEY-VIEW security or system settings (i.e. the main menu
options are grayed-out). In addition regular users may be restricted
10 as to which KEY-VIEW P(I cards or NET-911 Control Modules

that they may not access.

User Security

15 KEY-VIEW Secunty also permits defining KEY-VIEW
users, passwords, supervisory authority, and access rights to KEY-
VIEW PCI cards. In order to access this menu item either (1)

security must be disabled or (2) the user currently logged into KEY-

VIEW must have “Supervisory” rights.

20 The ENABLE SECURITY check box determines whether
KEY-VIEW security is enabled (box checked) or disabled (box
cleared).

If security is disabled, anyone may access the KEY-VIEW
application without logging into the system. In this case any user

25  lists that have been previously authorized will simply be ignored

and the list box containing the list of any users who may have been



10/, +dQ [ 9+/

10|&10%[() |t &1094HHE () - &10%m&! () -1\ &1094 ] & () - 10%rf & () -! 1 10%& () 93#a 003
10! ! @ Z10%& ()-109%&' ()-!10%& ()-10%& ()-' Y10%& ()- 10 10=; TWU3B/

10! ~, ' 109RR& ()-!p,  1090D& ()-1f," 10% : & ()-!1," 10%& ()-!;

, Z109%& () -! @ Z10%&' () - TUWMg~n6uV40! | X MDIRRE ()- mlO%& ()-!\

MOWNE ()-s109B& ()- ' Y109B& ()- 10RR 10RR

10RR6r =zX6uV40! ! | f 109RR& () -! 10%& ()-! D10%J& ()-!t10%6n6& ()-!t109%MBnB& (
- mLOYB& =>? @P

%&0%(0(& E)- ! M@%&&UQ willihe geaveg-oyt: dhsequeity jis disebdad 8O()- 10RR 10RR

418 ()1 @0 é&%é%f"éw 4 Q40 an (ALl Eyen Qéoﬁ]%?%%(l( )X'. “L0% & (-
. \ggmﬁ&( %) } | &a(lgu({g%%;wm ] 0100& %gv-ll lb%o_w A&B & ()-
101 4105 () ??E%fi‘cyé- Tt qrsa%f%a&/fé)yeye AR BEOEET) ) Sa@
5 KEY-VIEW application either remotely or on-site must first Logm
using a valid user ID and password. Before KEY-VIEW will
permit security to be enabled, at least one user must be defined with
supervisor access rights.
The Add User button permits a new user to be defined. The
10 Change User button is similar and permits a previously identified
user profile to be edited. When selected, a dialog box appears
requesting the following information for the new or changed user:
User Name - defines a user name up to 25 characters long.
Password - A password may be up to 15 characters long. All
15 passwords are internally encrypted by KEY-VIEW.
Confirm Password - All passwords entered must be reentered
to confirm the desired password.
Supervisor Rights - When this box is checked, the user has
“supervisor rights” meaning the user has full access to all
20 KEY-VIEW systems settings including the ability to
enable/disable security, add or delete other users, or change
user's passwords. If this box is not checked, the user's will
be classified as a “Normal” user. A Normal user's access
rights may be restricted to only designated KEY-VIEW PCI
25 cards and NET-911 control modules. Normal users cannot

change systems setting, add users, disable securty, etc.
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whenever the user exceeds a user specified number of Login
attempts without entering a valid password.
Non-Supervisor KEY-VIEW PCI Card Access Rights -

10 Designates up to 8 PCI cards may be installed in a KEY-
VIEW PC that normal (i.e. Non-Supervisor) users may have
access. Users who have their Supervisor Rights box checked
automatically have rights to all PCI cards.

Non-Supervisor NET-911 Module Access Rights - Up to 250

15 NET-911 Control Modules may be connected to the senal
port of a KEY-VIEW PC to control AC power and serial
access to devices connected to the modules. Normal (i.e.
Non-Supervisor) users, may be prevented from accessing
designated module numbers (i.e. positions on the module

20 daisy chain). Users who have their Supervisor Rights box
checked automatically have rights to all NET-911 Control
modules connected to the PC.

Before restricting user access to designated modules, the
daisy chain must have been previously accessed so that

25 KEY-VIEW can identify the COM port to which the module

daisy chain is connected. This is necessary because, in rare
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10%&()-3F 10% 8{30(r)ts of the KEY-VIEW PC. If user access will be restricted

in such cases, it will be necessary to access the daisy chain

5 (1.e COM port) where module access 1s to be restricted
immediately prior to entering any user module access
restrictions for that daisy chain. In other words, KEY-VIEW
automatically associates any newly specified user module
access restrictions with the last COM port where modules

10 were successfully accessed.

The User Delete button causes the highlighted user to be
deleted. An “Are You Sure?” message will pop up to confirm that
the user should be deleted.

A System Security Settings dialog box permits specifying the

15 number of unsuccessful log in attempts allowed by a remote user,

criteria for the expiration of passwords, criteria for automatically
logging out users, the minimum size for passwords and caller ID
requirements. These features are defined and may be configured as
follows:

20 Enable Limit on LOGIN Attempts - This feature limits the
number of successive attempts a given user has to enter a
valid password.

Enable Password Expiration - This feature forces users to

periodically change their passwords.

25 Remote Session Beep Interval - This feature alerts users at a

Host site whenever someone is remotely accessing the KEY-
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VIEW PC by causing the KEY-VIEW PC to beep at periodic
intervals.
Enable Minimum Password Length - This feature sets the
minimum number of characters required for a user password.
5 Enable Inactivity Timer This setting is used to initiate one of
two possible actions in the event "user activity" is not
detected for a user specified number of seconds. User
activity occurs whenever (1) a menu option is selected or an
OK/CANCEL button is clicked while in a Menu Mode, or (2)
10 any keyboard input occurs while in a Host Mode When this
check box 1s checked, the specified action will be taken after
no activity for the period specified in NUMBER OF
MINUTES entry. The NUMBER OF MINUTES setting may
be any value between 1 and 99 minutes. The possible actions
15 that may occur in the event no activity is detected for the
specified number of minutes depends on which Timer Option
button is marked as follows:
Automatic Logout - This option handles cases where
users forget to log out when they are done, leaving the
20 svstem open for possible security breaches by
unauthorized persons. When this button option 18
enabled, KEY-VIEW automatically logs out any user
after the NUMBER OF MINUTES specified,
whenever there is no activity for this period of time
25 Immediately prior to logging out a user in this manner,

a message box will be displayed giving 20 seconds to
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abort the log out process. If this automatic logout
feature 1s enabled, but User Security has not been
activated. the setting will be ignored, since users are
not required to LOGIN.
5 Automatic Switch to Host Mode - This option only
applies when the KEY-VIEW PC is in a Menu mode.
It is designed for customers who want the KEY-VIEW
PC to automatically default to a Host Mode so that
users do not have to bother switching from a Menu
10 Mode to the Host Mode whenever they initially access
the KEY-VIEW PC (because a previous user left the
KEY-VIEW PC in a Menu Mode). When this radio
button option 1s selected, KEY-VIEW will
automatically switch to a Host Mode, whenever there
15 is no activity for the NUMBER OF MINUTES
specified. If no Host PC is active at the time this
automatic switch occurs, an appropriate error message
is displayed and no switch to a Host Mode occurs.
Immediately prior to switching to a Host Mode in this
20 manner, a message box will be displayed giving 20

seconds to abort the switching process.

If the Enable Inactivity Timer box 1s not checked, the timer
will be disabled and no automatic logout or switching to a

Host Mode processing will occur.



3: 109%& () -

y  OnMLO%& ()-!6y OnLlOo%& ()-fl.109& ()- ILN. i ~?j_@!!

4109458 () - 4100078 ()-210%4| & ()- %9 10%4| & ()-19 109%& ()- 10%:| & ()9ispR 2003

N[ <] _@! |

*010%H & () - 310%4& ()-!310% H & ()-!310%J4J& ()-! 3109%R?& ()- 710%| & ()-

[ }oP10sy 10%| & ()-' Y10%t| & () - igo| o| 100|o| 100]o]|!;
a210%| o| & ()-!1a210% e & ()-!1la210%e

(>XxV70P1010%t| & ()-! @ 0% bt b& ()- ; 10%P

o0& ()-1GAO%N | & ()-!@0% - & ()-I@O%& ()-1~,-.2zXJ<10 104 4|

104] 4] ! f y&10%H| 4] & () -! ky&L10%&: ()-! Xy&10%<<& () -y&109%4& ()-! Xy&10% | &
- >@O0uVA10! 5109%F& () - ml0%Z& () - mlo%Z& () -  109%Z& () - &109%Z& () -

10

15

20

25

Site ID

The Site ID menu option permits assigning the KEY-VIEW
PC an up to 8 character Site name.

The purpose of the site ID is to permit each of the event logs
stored within each remote KEY-VIEW PC to be consolidated into a
central company wide event log file.

Each time a KEY-VIEW PC (site) is accessed remotely, the
Event Log stored in the PC can be automatically transferred to the
remote site by setting the "Auto File Transfer" file option of
pcAnvwhere to transfer the file immediately after logging into the
site. When this transfer is initiated. pcAnywhere automatically
transfers (using 1t's file synchronization feature) only the records
that have been added to the KEY-VIEW PC since the last file
transfer to the remote site.

Caller ID

Most telephone companies now offer an optional "Caller ID"
feature permitting capturing a caller's phone number whenever a call
1s received.

The KEY-VIEW PC's Access Control card can capture each
caller's ID. As aresult the KEY-VIEW PC may be configured to
lock out remote users attempting to connect to the KEY-VIEW PC
(via modem) who are not calling from a pre-authorized phone
number or who have intentionally blocked their phone number (1.e.
their caller ID). If this caller ID service 1s installed, KEY-VIEW

automatically captures the caller ID received from any incoming call
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New caller ID phone locations can be added by specifying
5 the phone number for the location to be authorized. The following
fields are required:
Location of Phone Number - Describe the location where the
phone number specified is physically located. This
description must be 40 character or less.
10 Phone Number - Enter the phone number that is authorized to
remotely access this KEY-VIEW PC via modem. This phone
number must include an area code and be formatted exactly

as reported in the KEY- VIEW log.

15 Pager Alerts

When KEY-VIEW User Security is enabled and a user fails
to successfully Login to KEY-VIEW within the allowed number of
password guesses, KEY-VIEW may be configured to issue pager
alerts to one or more pagers annourncing that a potential intruder has

20 been detected.

Prior to implementing this feature, a modem must be
connected through a NET-911 Module to the KEY-VIEW Access
Control Card as more fully discussed with respect to the Access
Control Card 90 of Figure 12. The modem connected 81 may be

25 used to dial the pager alert phone calls and to enter a password to

remotely reboot the KEY-VIEW PC.
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The Pager Alert Settings include:

a. When enabled, the Pager Alert issues a page in the event
(1) a caller ID violation occurs (see Caller ID topic) or (2)
KEY-VIEW securtty is enabled and a user fails to login to

5 KEY-VIEW within the allowed number of attempts and 1s

put in a Lock-Out status (see System Security Settings
topic). In the later case, pager alerts are not re-issued in
the event a user who is "locked-out" of KEY-VIEW
attempts to login again after being locked out.

10 b. All persons or locations to be paged in the event an
authorized user 1s detected are included in a list. When an
unauthorized intruder 1s detected, all persons on this list
will be paged.

c. New persons to be paged can be added by entering a

15 description of the person or location where the pager
number specified is physically located and the Pager
Phone Number and Alert Code. The pager alert code
specified should first clearly identify to the NET-911
administrator receiving the page that it is a KEY-VIEW

20 alert. A code prefix of 911 can be used for this purpose.
This code can be followed by a Site ID number to
uniquely identify the KEY-VIEW PC that 1s issuing the
alert. In cases where a KEY-VIEW PC has an internal
modem, the code can end with the phone number used to

25 access this modem.
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d. Changes can be made to the page alert list by editing the

information described above in section c.

When a KEY-VIEW administrator receives a pager alert, he
or she should access the KEY-VIEW PC that issued the page
(etther remotely or on site) and review the end of that site's event
log to determine why the page was issued.

Each pager alert takes about 70 seconds to commplete. No
activity occurs on the KEY-VIEW PC until all specified pager alerts
are delivered. So, the number of pager alerts should be kept to a
minimum, to prevent the possibility that an administrator can access
the log while pages are being 1ssued. A pager alert will not be

delivered if the number being called is busy.

System Backup

This menu option permits (1) encnipting and saving the
current status of any KEY-VIEW configuration changes made or (2)
restoring the KEY-VIEW configuration from backup in the event
KEY-VIEW files become corrupted.

KEY-VIEW configuration changes can be optionally stored
to permanent disk storage.

The system backup routine maintains a list of configuration
backup files saved by KEY-VIEW. Each time a KEY-VIEW menu
option 1s selected, KEY-VIEW checks the current date against the
date that the system configuration was last backed up and

automatically backs up the configuration if more than 7 days have
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5
elapsed. Up to one year of configuration files are maintained by
KEY-VIEW in this manner.
Upon user initiation, the current status of the KEY-VIEW
configuration 1s encrypted and saved to disk. Thereafter, a selected

5  backup file can be restored as the current KEY-VIEW

configuration.

Event Log
10 The Event Log option on the KEY-VIEW Security menu is a
unique feature that keeps a record of all Keyview II activity and
permits viewing the KEY-VIEW activity at a later date. This log
contains date/ time stamped entries tracking all aspects of user
access to KEY-VIEW Host PC's as well as changes made by users
15 to the KEY-VIEW system configuration.

More specifically, the KEY-VIEW Event Log shows the
user's login activity, if applicable; caller ID information; when the
KEY-VIEW application processing was initiated or terminated; any
switching that occurred between PCI cards; and a log of any

20  changes made to the User Secunty, System Secunty, or Caller ID
security settings or other system configuration settings.

The Event column contains a brief 1 line description of each
event that occurred. Some of these lines may be indented. Indented
lines mean the event relates to a preceding event line. For example

25  if a user connected a switch box to a KEY-VIEW PCI card that was

previously connected to a PC, the user would change the PCI card's
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setting from “Switch Box” to “PC”. This event would then cause
other events to occur namely the deletion of anyv video drivers and
mouse drivers assoctated with the PC that was formally directly
connected to the PCI card. These resulting events would then

5 appear on the log indented and immediately following the event that

noted the setting change from “'Switch Box” to ~PC”.

Mouse
The Mouse menu bar option of Figure 13 permits creating
10 and listing mouse drivers, that are used to control Host PC mouse
movements and synchronize the Host PC's mouse position with the
KEY-VIEW PC's mouse position. In cases where Host PCs does
not need mouse support or the special KEY-VIEW mouse driver
has been installed on the Host PC, this menu option will not apply.
15 Before discussing the process for creation of a mouse driver,
it is important to understand why a mouse driver needs to be
created.
During a KEY-VIEW session, the KEY-VIEW PC's PCI
card must process video output data from the active Host PC before
20  displaying the video screen on the KEY-VIEW PC The slight
delay resulting from tlus processing causes the Host PC's mouse
pointer to appear to trail behind the KEY-VIEW PC's mouse pointer
as a shadow. This delay is even longer for a remote user, because
the Host screen data must be processed a second time by the
25  pcAnywhere application to transmit the screen data to a remote

USEr.
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When the KEY-VIEW PC's mouse pointer is properly
synchronized with the Host PC's mouse pomnter (i.e both pointers
converge whenever mouse movement stops), the KEY-VIEW PC's
pointer represents the true position of the mouse on the Host PCs

5 screen and the shadow can be 1gnored. Because two pointers
appear on the screen during mouse movements, it can become
confusing. This problem can be avoided by either using the mouse
configuration setting on the Host PC to blank out the Host PCs or
use the Windows 935 mouse pointer control panel option to change

10 appearance of the KEY-VIEW PC's mouse pointer to be different
from the Host PC's mouse pointer, so users are able to tell which
mouse on the screen 1s the KEY-VIEW PC's pointer vs. the Host
PC's pointer. A mouse pointer in the shape of a FOX is provided

with KEY-VIEW IL

—
"3}

The main problem in this synchronization process is that an
application running on the Host PC could cause the mouse position
to jump to a new location causing the KEY-VIEW PC’s mouse to
be out of sync with this new location. Other synchronization
problems would result if someone changed the mouse acceleration
20  factors on the Host PC.

The main problem when the mouse positions become
unsynchronized is that it is impossible to move the Host PC’s
mouse to all positions on the screen using the KEY-VIEW PC’s
mouse. For example, if the KEY-VIEW PC’s mouse pointer

25  becomes unsynchronized to the left of the Host PC’s mouse pointer

it would be impossible to move the Host PC’s mouse to the left
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edge of the screen because mouse movement data on the KEY-

VIEW PC would no longer occur (i e, detected by the application

running on the Host PC) when the KEY-VIEW PC’s mouse reached

the left edge of the screen.

5 In order to keep the KEY-VIEW PCs mouse pointer

svnchronized with the Host PCs mouse ponter several approaches

are possible.

Under a first approach, a special mouse driver provided with

KEY-VIEW II would be installed on the Host PC in place of the

10 Host PCs mouse driver. This approach allows this mouse driver to

communicate with the KEY-VIEW PC application to insure all

mouse movements are always synchronized.

Under a second mouse synchronization approach, a special

KEY-VIEW mouse dnver must be created on the KEY-VIEW PC

15 when the Host PC 1s defined for access by the KEY-VIEW. The

creation of this mouse driver is a simple task. When this approach

1s used, any special mouse options set on the Host PC to (1) change

the mouse sensitivity or acceleration factors, (2) change the click

speed or (3) permit automatic jumping to a specific location (e.g. a

20  highlighted button of a new dialog box) must be disabled. Any such

feature that are active on the Host PC will cause the Host PC's

mouse to become out of sync with the KEY-VIEW PC's mouse,

making mouse control of the Host PC difficult or impossible.

Another approach uses a specially colored and/or drawn

25 mouse pointer, that could be trapped by looking for the pointer on

the video screen data captured from the Host PC.

h
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reaches any edge of the screen. When this occurs, the software

continues to transmit mouse movements (mickeys) in that direction
5 to the Host PC until the mouse on the KEY-VIEW PC was moved
off of the edge of the screen. This embodiment solves the problem
where the mouse position on the KEY-VIEW PC becomes
unsynchronized with the mouse position on the Host PC so that the
mouse cannot be moved to the end of the screen as previously
10 discussed in an example above. A variation of this embodiment
captures raw mouse movement data directly from the mouse itself.
Synchronizing the KEY-VIEW PC's mouse with the Host
PC's mouse thus presents numerous technical obstacles. Several
synchronization designs were evaluated and determined to be less
15 preferable, though not necessarly excluded from the present
invention. For the sake of completeness, these alternatives are also
discussed below.
The preferred approach identified for mouse synchronization
appears to be writing a mouse driver to be installed on the Host PC
20  that captures the mouse's current position on the Host PC screen
and feeds this position back to the KEY-VIEW PC through either a
serial or PS-2 mouse interface cable, depending on what type of
mouse interface had been used for the Host PC. The mouse driver
written 1s designed to replace any mouse driver currently installed

25 on the Host PC.
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109B& ()- F 10% &edipned for two way communications between the Host and
KEY-VIEW PCs. Instead of sending mickeys through the mouse
interface cable to the Host PC, exact X/Y co-ordinates are sent to
5 the Host PC from the KEY-VIEW PC that cause the Host PC's
mouse to jump the specified coordinate, as if the mouse had been
told to jump to that co-ordinate by an application on the Host PC.
When a Host or Remote site user clicks their mouse button, the
exact X/Y co-ordinate and button that was clicked is transmitted to
10 the Host PC in a single data packet. In a case were no click
occurred when an X/Y co-ordinate was transmitted, the button
clicked segment of the packet is set as a null value, so that all
packet formats sent are consistent. Any packet sent to the Host PC
by the KEY-VIEW PC must be acknowledged via a typical serjal
15 ACKINAK protocol. Packets not acknowledged by the Host PC
that do not include mouse click information may be dropped by the
KEY-VIEW PC in favor transmitting any more recent X/Y co-
ordinates packets in the KEY-VIEW PC's buffer.
Having a2 means to permit the KEY-VIEW PC to cause a
20  Host PC's mouse to jump has one major side benefit. Each time a
mouse pointer is moved across a Host PC's screen, it causes more
screen differences to occur, which means more 32k screens are sent
to the KEY-VIEW APP merely to track the mouse. By having the
KEY-VIEW PC intentionally ignore a selected number of mouse

25 co-ordinate changes that do not involve mouse clicks, the Host PC

mouse is moved less frequently and in greater jumps. As a result,
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the number of screen differences that will occur is reduced. This
significantly increases the speed at which a remote user sees the
Host PC's mouse synced with the KEY-VIEW PC's mouse.
The KEY-VIEW mouse dnver is designed to service all
5 required functions of a typical mouse, but ignores most typical
requests by Host PC applications to change mouse functionality.
For example, requests to (1) change the mouse sensitivity or
acceleration factors, (2) change the click speed or (3) implement a
feature to permit automatic jumping to a specific location (e.g. a

10 highlighted button of a new dialogue box) are acknowledged like a
normal mouse driver, but ignored and hence have no impact on
mouse movements. In any case where one of these mouse features
1s ignored by KEY-VIEW, if possible, the application (e.g.
Windows) that requested the change 1s notified that the option is not

15 supported by the KEY-VIEW dnver. This permits the application
to notify the user that the feature is not supported.

In the design of the KEY-VIEW mouse driver, special
routines support the essential functional requirements of a mouse in
cases where a Host application cannot be told the function is not

20 available. For example, as a result of a KEY-VIEW PC's mouse
movement/click packet, the application on the Host PC may have
the right to call the -mouse driver and cause the mouse to jump to
another location on the screen If the application cannot be told at
the time of the request that the jump function 1s not supported, the

25  mouse driver must accept the jump. In this case, the jump

movement is ignored and discarded by the mouse driver and the
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pointer left at it's current location. Ignoring this application
generated jump should have no impact on the application code
because the application thinks the user moved the pointer back to
it's original location wlhen it next queried the current position of the
pointer. Permitting the jump to occur will have a major impact on
the KEY-VIEW design, because provision must be then be made to
transmit a X/Y packet back to the KEY-VIEW PC and then the
KEY-VIEW PC must have a means to force its mouse pointer to the
jump location. Adding this level of complexity to the design is not
warranted.

It is believed that one of the older required support functions
of a mouse driver 1s to pass raw mickeys, if requested, directly to a
Host PC application, so that the application can present and control
it's own mouse movements. Applications that control their own
mouse are rare and most modem applications rely on the mouse
driver to move the mouse, keep track of it's position and report the
position back to the application. The preferred embodiment does
not tap into applications requesting mickeys to determine how many
mickeys per pixel are being used to move the mouse, when the
application has caused the mouse to jump to a different location,
etc., but instead presumes that all modem applications rely on the
mouse drivers. As mentioned, it 1s believed that only older
applications rely on mickey input for mouse control. Accordingly,
the preferred embodiment does not provide mouse support for such

applications.

i
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To stop mouse support in such cases and avoid unpredictable
mouse movements, the KEY-VIEW Host PC mouse driver simply
does not update mickey movements whenever X/Y co-ordinate
changes are received from the KEY-VIEW PC. This approach
5 could create a problem where a Host PC application starts with a
mouse pointer in the middle of a screen and the user has no way' to
move the mouse pointer out of the way. To resolve this problem, a_
special packet could be sent to the KEY-VIEW mouse driver with a
X'y co-ordinate of 9999/9999, that would tell the driver that the
10 Host PC has just been accessed by KEY-VIEW and to send an
excessive number of mickeys to the current application to force any
mouse pomter relying on mickeys to move to the bottom, right
corner of the screen, which is the normal place most typical slanted
mouse arrow pointer would disappear from the screen. This packet
15 would also cause the mouse pointer to be positioned in a consistent
place in the middle of the screen for those normal applications that
rely on X/Y co-ordinates.
If the Host PC's KEY-VIEW mouse driver is capable of
detecting applications that rely on mickey input for movement,
20  which is probably unlikely, then the driver returns a special packet
back to the KEY-VIEW PC that alerts the user that mouse
movements are not supported for the current application.
Developing special KEY-VIEW mouse drivers for
installation on Host PCs is the recommended approach. This

25 assures that the Host PC's mouse movements will occur on a real

time basis and the KEY-VIEW PC's mouse pointer will reflect
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actual position of the mouse on the Host PC's screen. A minor

problem will occur when a Host PC 1s accessed by a Remote PC

because, due to screen refresh delays, the Host PC's mouse’s image

will lag behind the KEY-VIEW PC's mouse's current position. In

s such cases the user will be instructed to simply ignore the Host PC's

mouse tmage, which will have a different pointer appearance,

because the unique KEYVIEW mouse pomter will be installed on

the KEY-VIEW PC. In any event, dual mouse pomnters cannot be

simply solved by blanking out the Host PC's mouse pointer because

10 the Host PC's mouse pointer will need to be visible to a user at the
Host site viewing the Host PC's screen from the video output port of
the KEY-VIEW PClI card. Alternatively, the Host PC mouse can

be cloaked and then restored as necessary under program control.

a. Less preferred Mouse Synchronization Options
15 Under the new KEY-VIEW system all mouse input to Host
PC's connected to the KEY-VIEW PC will be controlled by the
KEY-VIEW PC's mouse interface. Four major design approaches
that could be taken to control the Host PC's mouse are discussed
next and are not preferred for various reasons. The recommended
20  approach, which invoives the creation of a custom KEY-VIEW
mouse driver for installation on each Host PC n place of any

existing mouse driver, is described above.

Approach #1:
Under the first design approach, the KEY-VIEW PC's mouse

25  pointer could be setup to use a blank (null) pointer which would
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mode. The KEY-VIEW PC's pointer would be restored when
switching back to a Menu mode. In order for this approach to
work, any mouse movements from either the KEY-VIEW or remote
5 PC's mouse would have to be transmitted to the Host PC even when
the true pointer's position was at the corner of the host or remote
PC's screen. This 1s a good approach, but is not presently feasible
pcAnywhere stops transmitting mouse movement data to the
Host site whenever the mouse reaches or passes the boundary of the
10 KEY-VIEW PC's window on the remote PC. On this basis, if the
Host PC's mouse is at the bottom of the screen and the KEY-VIEW
PC's mouse is at the top of the screen boundary when the KEY-
VIEW PC is first accessed; there will be no way to move the Host
PC's mouse pointer up from a remote PC. In this case, a trick to
15 grab the Host PC's pointer by using a "hot key" to temporarily
suspend the transmussion of mouse movement data would require a
visible pointer on the Host PC and would only work temporarily
due to differences in mouse sensitivity and acceleration as discussed
below. These problems would force the need for a driver file and
20 eliminate the simplicity of this design approach. Also, there is a
secondary technical 1ssue of being able to change the mouse pointer
on the fly from within the KEY-VIEW APP to a new mouse pointer

when switching between host and Menu modes

Approach #2:
25 One reliable way to insure that the KEY-VIEW and Host

PC's pointers will eventually synchronize is to install a unique
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the "unique pointer" approach. Using a unique pointer, the KEY-
VIEW or PCI APP could always detect the exact current location of
this unique pointer on the Host PC via scanning the Host screen
5  differencing file.
Under the unique pointer approach, the KEY-VIEW APP
must be able to determine the exact position of the mouse pointer’s
hot spot by analyzing the Host PC's screen display data. To avoid a
potential processing burden on the KEY-VIEW PC's CPU, it may
10  be necessary to initially incorporate pointer detection in the PCI
card's analog to digital video hardware requirements. Ultimately,
this process would likely be removed from the PCI card and
included in the KEY-VIEW APP if it does not adversely affect
throughput.
15 The unique pointer concept requires that the Host PC's mouse
pointer's shape, color(s) and location of the hot spot (which is a
single pixel) be pre-defined.
When a mouse pointer moves, the PC's mouse driver insures
the hot-spot remains within the screen area. Under Windows, the
20 hot spot is at the tip of the standard arrow pointer, so when the
arrow 1s positioned at the lowest, right most section of the screen,
the pointer appears to disappear. But, in fact the hot spot's pixel is
positioned at the very edge of the screen.
To permit the PCI card to detect the location of the pointer,

25 we will need to design a pointer with a unique set of color

combinations that will be unlikely to occur on any Host PC's screen.
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PC's screen as it is being displayed, a problem occurs when
attempting to detect the location of a pointer that is "sitting" (i.e.
stopped) over the edges of one or more blocks. Because these
5  blocks will likely be built from left to right and from top to bottom,
the most straight-forward way to detect the location of the cursor
would be based on a unique horizontal pattern of color pixels, so
that the video capture engine does not have to look up and down
(Just left to fight). Using only horizontal pattern identification
10  means that the cursor could never be fragmented into more than two
blocks. Furthermore, if the horizontal line was composed of an
even number of pixels on both sides of the hot spot, the majority of
the pointer's x-axis would always be in only one block, so the
pointer could never be in stopped in an undetectable position.
15 The color pattern selected should include only the least
distortable primary colors of red, green and blue with a white pixel
hot spot. The following pattem is suggested -BRCBRGW CR
B G R B. On this basis if either the horizontal pixel pattem B R C
BR C Wor W G R B GR B was detected while building a block
20  the Hot spot would be the location of the W pixel. Thus, with two
simple pattern "mask” tests, it will be possible to find the pointer's
hot spot in all cases, even if the pointer is stopped between
adjoining blocks. If the pattern test is too long to be captured
efficiently, it could be reduced to just BR G Wor W G R B.

25 As mentioned, one problem with the unique pointer approach

is that any application running on the Host PC must be able to
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feedback from the Host PC could slow down mouse movements
5  waiting on video data to be decoded and scanned before the mouse

position could be determined. This delay in the mouse's
responsiveness would be frustrating for a remote user. Finally, the
process of detecting where the mouse was positioned may be
processing intensive which may either significantly increase the cost

10 the PCI card's hardware or slow down KEY-VIEW APP processing
on the KEY-VIEW PC depending on where the pointer detection

function was performed.

Approach #3:
Under the third design approach, the Host PC's mouse would

15 be kept synchronized with the KEY-VIEW PC's mouse position by
properly controlling mouse data input to the Host PC via the KEY-
VIEW PC's PCl card. Synchronization would be accomplished by
training the KEY-VIEW PC to understand the exact effect that
mouse movements would have on the Host PC.

20 Mouse driver software supplied with the mouse can be used
to change the sensitivity of the mouse connected to the PC. When
the mouse sensitivity is low, it will take greater physical movement
by the mouse to move the pointer on the screen. A mouse's
movement causes a fix number of "clicks" to occur for a given

25 distance. When the sensitivity is lowered, the mouse driver reading

the mouse clicks requires more clicks to move the mouse on the
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screen a given distance. Data to move a mouse on a screen is often
referred to as "mickeys"”

As merely a point of information, the mouse's pointer position
of the Host PC could be automatically synced to the mouse's pointer

5 position of KEY-VIEW PC simply by sending excesstve mouse
movement commands to the Host screen to force the mouse to
move to position 0,0 regardless of where it is currently positioned
(e.g. stuff 1024 movements up by 768 movements left into the Host
PC's mouse interface cable). Then, mouse movements could be

10  transmitted and tracked to move the mouse from it's known position
0.0 to it's current location on the KEY-VIEW PC

If the mouse sensitivity of a Host PC is set differently than
the mouse sensitivity of the KEY-VIEW PC, as controlled by
pcAnywhere, when a remote user moves their real-time (remote)

15 mouse, the Host PC's mouse (as shown on the captured Host
screen) will not stay in sync. Because it is highly unlikely that the
sensitivity of a remote PC's mouse will be set the same as a Host
PC's mouse, 1t will not be possible to have real-time synchronization
between the Host and KEY-VIEW PC's because the difference

20 must be calculated and tracked.

In addition to mouse sensitivity, many mouse drivers also
support an acceleration factor, whereby the longer a mouse is
moved without stopping the faster the mouse accelerates. In other
words, when a mouse is constantly being moved, the first mouse

25 movements will be at less mickey's per click that the last mouse

movements Mouse acceleration settings are not of concern on
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either the remote or KEY-VIEW PCs because the KV-APP only
needs to know where the mouse 1s positioned (i.e. x'y coordinates)
at any point in time on the KEY-VIEW PC. The KV-APP is not
concerned how fast the KEY-VIEW PC's mouse got to it's current
position. But, when the Host PC 1s set to use an acceleration factor,
a problem is created. In this event the number of mickeys needed to
move the Host PC across a vector could vary depending on the
length of the vector. So, the Host PC's mouse could become
constantly out of sync with the KEY-VIEW PC's mouse.

Moreover, creating a mouse driver with a synchronization factor
based on different acceleration equations used by mouse driver
authors could be a difficult task.

To resolve the mouse acceleration problem, one could (1)
require all users to disable any mouse acceleration feature on Host
PC's or (2) add a mouse speed factor to the Menu mode that permits
the user to slow down mouse movement data transimitted to a Host
PC below the mimmum level for acceleration. Option 1 1s
preferable because it assures the Host and KEY-VIEW PC's mice
will always be accurately synced in the shortest period of time using
the minimum amount of processing. Option 2, may cause major
delays in moving the Host PC's mouse to ahign with the KEY-VIEW
PC's mouse and could involve tedious user controlled trial-and-error
mouse speed adjustment settings.

To predict the effect of mouse movements on the Host PC
without alerting the Host PC's mouse settings would involve training

the KEY-VIEW PC to know the precise number of mickeys needed
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pointer approach, because the driver has the necessary information
10 to predict where the Host PC mouse 1s positioned. However, if
mouse clicks are dropped in transmission to the Host PC, the user
forgets to disable the acceleration feature, or a custom Host PC
application mcludes an acceleration feature that cannot be disabled,
the Host and KEY-VIEW PC mouse pointer may become
15 permanently out of sync. Moreover, some applications running on
the Host PC may issue a command to the Host PC's mouse driver to
tell it to jump to a given co-ordinate. If this were to occur, the
KEY-VIEW PC's would become totally out of sync with the Host
PC.

20 Approach #4.
In order to overcome many of the shortcoming of Approaches
2 and 3, both of these approaches could be combmed and improved.
However, using both the mouse driver and a unique pointer
approaches further complicates mouse synchronization. By the time
25  video feedback positioning occurs, the mouse driver MAY have

been synced beyond that point with the KEY-VIEW PC's mouse.
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only when the KEY-VIEW PC's mouse position has not changed
(i.e. it has stopped moving) as determined by the unique pointer
approach. Waiting for the mouse to stop moving insures the
captured Host PC's video screen will accurately reflect the current
position of the mouse.

KEY-VIEW could also support cases where a user (using the
unique pointer approach) elects not to create a mouse driver.
However, as mentioned host PC's pointer movements will likely be
far more jumpy that using both the unique pointer and mouse driver
approaches. In cases where a unique pointer is not installed, the
Host user would be required to create a mouse driver for the Host
PC as described below and insure acceleration is disabled.
Otherwise, the Host PC's mouse will not stay in sync with the KEY-
VIEW PC's mouse.

Using the mouse driver approach, the KEY-VIEW APP will
always know the current, exact, X/Y co-ordinate position of the
KEY-VIEW PC's mouse pointer regardless of mouse sensitivity
differences between the remote and KEY-VIEW PC's mouse
settings. When creating a mouse driver, the trick is to sync this
known position precisely with the Host PC's mouse position. As
mentioned, this becomes complicated because the Host PC could be
set to any one of a numerous different sensitivity settings and the
pointer could be anywhere on the screen when the Host PC is
initially accessed. The objectives would then be to (1) determine

the Host PC's sensitivity setting and store this setting as a driver file
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rare cases a user may have different applications running on the
Host PC with different sensitivity settings. In these cases KEY-
5  VIEW will need to save multiple mouse drivers for a Host PC
similar to how the KEY-VIEW design now provides for saving
multiple video drivers for a Host PC.
Unlike video training which requires a special screen to be
displayed on a Host PC, creating a mouse driver must be done so as
10 not to require software resident on a Host PC. This is a requirement
because a Host application that could set sensitivity will not likely
support running a mouse training program while the application is
running. _
To create a KEY-VIEW mouse driver the user will need to
15 select one of the four comers of the screen where there 15 no video
movement (e.g. blinking cursor) within the corner selected. After a
Host PC was properly setup in this manner, the Host PC would be
selected as the active PC on the KEY-VIEW PC via the KEY-
VIEW APP. Then, a new menu option would be selected that
20  would prompt the user to select in which of the four corners of the
screen the Host PC mouse pointer was curtently located. The
KEY-VIEW APP would then cause excessive mickeys to be sent to
the Host PC to force the mouse pomter's hot spot to the comer's
edges of the-screen. Next, the KEY-VIEW APP / PCI APP would

25  test for several seconds that no video differences were reported in

that comer (from the PCI video capture Eircuih}') within that 1" x 1"
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FL0% Dl y& ()- l\\[émleoggp}a%o%-rf&%g)u_se;r and the mouse driver generation
process terminated Otherwise, mickeys would be counted and
transmitted to the Host PC until the pointer moved 10 pixels (right)
5 horizontally from its currently location and then counted again to
the left until the pointer returns to it's original position. The same
process would then be repeated vertically up, then down. At the
end of this testing, a driver file would be created containing the
exact number of mickeys per pixel required to move the Host PC's
10 mouse night or left vs. up or down.
To verify that mouse acceleration had been disabled on the
Host PC after the driver information had been gathered, the exact
shape of the pointer could be determined by moving the pointer at
least 20 pixels diagonally from the comer edges of the screen using
15 the new mouse driver information. Since a cursor can be no more
than 16 pixels, this approach assures the entire cursor 1s visible.
Next. a check sum would be computer for a 50x50 pixel area cover
the entire area of the screen where the pointer is now located.
Then. mickeys would be sent by the KEY-VIEW PC using the new
20 mouse driver data to move the cursor around the entire screen at a
rapid rate for several seconds at the end of which the pointer would
be returned to it's exact starting location. At this poimnt a second
check sum would be calculated on the same 50x30 area. If the two
check sums did not agree, 1t would mean that training failed because
25  either mickeys were lost in transmission or the mouse on the Host

PC had an acceleration factor. In this event, the test could be
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could be reliably be generated. Then, the user would be advised of
need for a speed reduction as well as the reduction factor required.

5 This mouse speed factor would need to be included in the mouse
driver file. The presence of a mouse acceleration factor on the Host
PC or mickeys dropped in transmission could make it impossible to
create a mouse driver for the Host PC. In this case an error
message would be displayed requested the user to check if

10 acceleration has been disabled and suggesting the use of the unique

-mouse approach.

Once the mouse driver was successfully created in this
manner, a warning message would be displayed advising the user
that the driver had been successfully created, but that any changes

15 made to the mouse sensitivity or acceleration settings after the
driver was created would cause the Host PC's mouse to become out
of Sync with KEY-VIEW PC's mouse and preclude proper remote
mouse control. The message would also advise the user to re-run
training for any other applications on the Host PC that may change

20  the mouse sensitivity setting, which should be a rare occurrence.

Regardless of the mouse synchronization approach used, the
current location of Host PC's mouse pointer image will always lag
behimd the mouse pointer current position on the KEY-VIEW PC or
remote PC. This occurs because of the delay required to display a

25  Host PC's screen on the -KEY-VIEW PC. As aresult of this lag, a

KEY-VIEW user will see two mouse pointers on the screen when
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the mouse is being moved. To eliminate this problem, it would not
be feasible to blank out the Host PC's mouse pointer using a null
mouse pointer, because a user at the Host site using a monitor
plugged directly into the Host PC's video output port on the KEY-

5  VIEW PC's PCI card will need to see where the mouse is
positioned. Similarly, the mouse pointer on the KEY-VIEW PC
could not be blanked out unless a normal pointer could be
automatically restored via software whenever the KEY-VIEW PC
was not in a Host mode, which may be possible and solve the

10 problem. However, in this case a user would have no visible means
of knowing if the host and KEY-VIEW PC pointers are out of sync.

When the unique KEY-VIEW pointer is installed on the Host
PC, it will be much easier for a user to tell the differences between
the two pointers on the screen because they will be different.

15 However, they will not be different if only the mouse driver
approach is used, since the special pointer ("KVHOST ANI") will
not be installed on the Host PC. To help a remote user distinguish
between the two pointers, another optional, custom, "bulls-eye"
mouse pointer called "K.ANI" will be available on the KEY-VIEW

20 PC This pointer is entirely red. However, when the pointer is
viewed from a remote PC it appears as a black pointer because
pcAnywhere apparently does not support color pointers. It was
further noted that having a different pointer design on the KEY-
VIEW PC had another desirable effect for the remote user.

25  Presently, when the KEY-VIEW PC's screen appears as a

downsized window on the remote PC and other windows also



10% & ()- 109% & ()- S10%& ()- Y,,,"-[-|--|[:vU410 310% & ()-
2:10% & ()- 010% & ()- .10% & ()-4 ,,10% & ()- & 10% & ()-

7oz Y.
7710% & () -
y 10%"p& ()-

.vU410 Y10% ": & ()- 'Y10%": & ()-10"10"10" , 9@ 0% &
,610% & ()-.//OM]1r1|[:vU410 y$-10%": & ()- "10% "
y 109&"k& ()- 910% !: & (}74{ 910% & ()-r1172344444]

9' 71096 & ()-10"110"110"! :yl+10%!& ()- yl+10% & ()- yl +10% & () -

| &10% ": & () -
1096r 6& () -

44y44566| [ bU4L0 3109 "1 & ()- y 10% & ()- )y 10%"

2 () oo & pppeanonens KhY -VRBORELA bsComabuaTy qORuSoEasS o
| [ ONA41010! F10% ! & () - Flgmﬁ%j F109%& () - Fl%%/gg&gy_%gw#&- () -

&YL0YK#& () - m Mogdhersthenqt

Nt ) ok e Temote

owever when onters are

F10% " & () - Fl%‘&/:é'&i‘l()- FIO%# ( %)-,»?@@@@/d%@umo YZ10% # & () -

10

25

erent, pcAnywhere changes
the pointer to the remote PC's format, when the pointer moves out
of the KEY-VIEW PC's window making it clear where the KEY -
VIEW PC's screen ends and the remote PC's screen begins.

Finally, under the mouse driver approach, whenever a Host
PC is first accessed, the KEY-VIEW APP must automatically sync
the KEY-VIEW mouse with the Host mouse by sending excessive
mickeys to the Host mouse to insure the Host mouse is moved to
position 0,0. Then, a vector would be computed to the current
mouse position of the KEY-VIEW PC's mouse and the mickeys
sent to move the Host mouse to that position thereby causing both
mice to be synced, so that normal mouse processing could begin.

Under the mouse driver approach, the KEY-VIEW Menu
mode will provide an option to create a mouse driver. Also, a
mouse driver list menu option will need to be added similar to the
video driver list option to permit a user to list and delete mouse
drivers. Fmally, each KEY-VIEW PCI card and Switch Box PC list
will need to contain a field for updating the mouse driver file name
associated with each PC connected to KEY-VIEW

When a Host PC is accessed, if the mouse driver name is
blank (for the PCI card and switch box PC, if applicable), it should
be assumed that the unique cursor is being used If the unique

mouse footprint 1s not detected (and the "Skip Message" option has

not been set, -as discussed below) by the PCT APP on the selected

[§.488 203

& () -
obU410

& () -
19409

Wx#e () -

'110% #

y



& ()- 108KH#E108KHEI08KHE 11008KH#E& ()- 110%K#& ()- A | 10%KH#& ()-

) @ AAHBBCTD| [ : vUA10  MLOYVE ()-  MLOYMY ME ()- mil0% # & ()- 10 APR 2003
IO | M () - ) mlO%H H& ()- mi0%#>& ()- 7DD FEFFEFFVUAL0 L, nl0%#s& () -
©, mLOYs#s& () - 10n#n10n#n10n#n 90MLO%1#n&’ ()- 9OMLO% #[ & ()-  ml0% #

& ()- FOGGaW 7J| [: V410 @10%! s& ()-Z\T3F10% & ()-2 @10%"& ()-Z

t 1006#s& ()- O t10% & ()- 109! 2& () - 7Ji JKAKALLLLL] [ NA41010#10#10%#
f110%& ()- f/10%)& ()- @10%"s& ()-Z @L0%& ()-2

i I B LG e S LSRR
YOS ). DR, Etme (oot 0Tk T
LS10%#& ()- 9 ZlO‘%%?%‘_n(i?lé: éLg_'l'OluOS'EZ HU\?G\{\{)%IY[-.\/%W}JOISH <§cr10%5#&' ()- #S&10% !

was not detected for the active Host PC. Click

5 on the “Training” button to create a mouse

driver. Click on “Skip Message” button to stop

displaying this message for this PC in the future.

Click on the "Ignore" button to continue

accessing the Host PC without a mouse driver,

10 or select the "Cancel" button to retumn to the

KEY-VIEW main menu.

The “skip message™ button is necessary for Host PCs, such
as Novell servers that don't use a mouse. In this case, a user will
not want to see an unnecessary message each time they access the

15 PC. When the training button is selected, 1t will be important to
have a "HELP" button that will use the text in this section to explain
the mouse driver and pointer options that are available and permit
the user to cancel training if they want to use the KEY-VIEW
pointer option.

20 b. When a mouse driver 1s necessary to control and
synchronize the Host PC's mouse, the KEY-VIEW Mouse bar
option must be selected to create the necessary mouse driver,
When selected two sub-menu items appear as follows.

Mouse Tramning This menu option is used to create a mouse

25 driver for a given Host PC.
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the active Host PC doesn't need mouse support (see the Switch PC's
topic for more information on how to set the mouse requirements
for a Host PC), or no Host PC is active,

10 A Mouse Training menu option is used to create a mouse
driver for a given Host PC. Prior to selecting this menu option, the
Host PC for which the mouse driver will be created must be
selected as the active PC and the Mouse Driver option for the active
PC must be set to use the Driver Name option, as discussed under

15 Switching PCs above. In addition, the operating system that
normally uses the mouse should be ranning on the Host PC (e.g.
Windows, OS/2. DOS etc.), so that the mouse is visible on the
Host PC. Finally, the Host PC must have a stable video image in
approximately a 1 "x 1" area bounded by one of the four comers of

20  the screen. In other words there should be no flashing cursor, color
changes or movement in one of the four comners of the Host PC's
screen.

When this menu option is selected, a pop up menu appears,
such as is shown by example in Figure 21, requesting the selection

25 of a stable comer of the active Host PC's screen. After one of the

four comers is selected (either by double clicking on the option or
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discussed under the Switch PCs menu option. Then, the mouse
driver for the active PC will be automatically updated.

10 The mouse driver file contains values as exact amount of
mouse movement needed to move the Host PC's mouse one pixel on
the Host PC's X-axis and one pixel on the Y-axis. The driver also
contains a speed adjustment factor necessary to avoid any mouse
acceleration settings on the Host PC.

15 After mouse training is completed, processing will

automatically return to the Mouse main menu bar option.

List Mouse Drivers
20 The List Mouse Drivers menu option, an example of which is
shown in Figure 22, displays a list box containing any mouse
drivers created for the currently active Host PC using the Mouse
Training menu option. KEY-VIEW associates each mouse driver
file with a Host PC using the Host PC's unique number contained as
25  part of each driver's file name. When this menu option is selected

an error message appears if (1) no Host PC is active (2) no mouse
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109&$2& ()- Y File Name - Name of the mouse driver disk data file stored in
the KEY-VIEW default directory. Mouse driver files are
created using the Mouse Training menu option. The required
10 mouse driver file naming conventions are discussed under the
PCI Card Settings topic.
Date - The date the mouse driver file was created.
Time -The time the mouse driver file was created.
Host PC - The description of the Host PC that uses this driver
15 file.
Mouse Driver processing options are as follows:
Select - This button 1s used to change the default mouse
driver used by the active host PC. When this button is
selected, KEY-VIEW reconfirms the mouse driver file still
20 exists in the KEY-VIEW directory. If the driver file cannot
be located, an error message is displayed and the selection is
ignored. Otherwise, the highlighted mouse driver becomes
the default mouse dnver for the Host PC. If the driver
selected is already the default, an appropnate error message

25 will be displayed and the selected driver will remain the

default driver. If the driver selected is not the default driver,
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Update - Since it is possible, but not recommended, to delete
or copy mouse driver files outside of the KEY-VIEW
application, this button can be used to re-synchronize the
listed mouse drivers to the driver files that actually exist in
10 the default KEY-VIEW directory of the hard drive Ifa
driver file can not be found for a listed mouse driver, that
driver will be automatically deleted from the list. If a driver
exists in the KEY-VIEW directory but is not on the list, an
entry for that driver will be automatically added to the list.
15 Messages will be displaved indicating the names of any
mouse drivers that were added or deleted during processing.
Status messages are also be displayed in the event no
discrepancies are detected.
Delete - Selecting this button causes the highlighted entry and
20 associated driver file to be deleted. Normally, it should not
be necessary to delete any driver files. Confirmation will be
required before the deletion process starts. If the default
driver for the active Host PC 1s deleted, the mousé driver
setting for that Host PC will be blanked out and the Host PC
25 will be automatically deactivated, since a default mouse

driver no longer exists for that Host PC. Before this Host PC
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menu option to create a new mouse driver or (3) enter
5 another existing mouse driver file name using the Switch PC's

menu option.

Video
The Video KEY-VIEW menu bar option of Figure 13 permits
10 creating and listing KEY-VIEW wideo drivers that are used to
display the active Host PC's screen on the KEY-VIEW PC. When
selected, three menu options appear initiating video training for the
active Host PC, listing and/or deleting video drivers that have been
created, or setting the number of colors used when decoding the
15 Host PC video output signal.

Before discussing the process for creating or maintaining
video drivers, it is important to understand why a video driver must
be created. Each video card mn a Host PC may generate video
output signal that differs from other video cards. In order for the

20 KEY-VIEW PC to properly decode the video output signal of a
given Host PC, it must lock into the unique characteristics of the
video card installed in the Host PC at each video resolution that
Host PC may use. To lock on this signal, a known test pattern must
be displayed on the Host PC's screen so that the KEY-VIEW PC

25 can lock on to each pixel displayed and the properly interpret the

color of the pixel during the training process so that an appropriate
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detect the current graphics resolution for a Host PC and create the
5  dnver file required for that resolution.
KEY-VIEW supports various graphics resolutions ranging
from 640 to 480 pixels to 1024x768 pixels. At higher graphics
resolution the number of pixels that need to be interpreted increase
dramatically. As a result, more data must be decoded by KEY-
10 VIEW causing it to take longer to capture a Host PC screen and
transmit it to a remote user. Accordingly, it is suggested that Host
PC's be set to the lowest acceptable graphics resolution to improve
screen refresh rates for remote users.
As mentioned, when the Video KEY-VIEW menu bar option
15 1s selected three menu options appear as follows:
Video Training - Prior to selecting this menu option, the user
must display a known full-screen graphics test pattern on the
active Host PC. This menu option then creates a video
graphics file for the active Host PC's current graphics mode
20 (e.g. 640x480, 800x600, etc). If no Host PC is active or the
other than the intended Host PC is active the required training
file will not be created.
List Video Drivers - This menu option 1s used to list and
delete video drivers previously created and switch between

25 video drivers previously created for the active Host PC.
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Video Training
5 Video Training is the first menu option displayed when the
Video option is selected from the KEY-VIEW main window bar.

Prior to selecting the Video Training menu option, the user
must display a known full-screen graphics test pattern on the active
Host PC. This menu option will then create a video graphics file for

10 the active Host PC's current graphics mode (e.g. 640x480,
800x600, etc.) of the Host PC.

When this menu item 1s selected, KEY-VIEW compares the
known test pattern on the Host PC's screen to the actual video
output received by the applicable KEY-VIEW PCI card to resolve

15 pixel alignment problems that may prevent the Host screen from
displaying accurately on the KEY-VIEW PC. The KEY-VIEW
training test pattern may be alternating black and white pixels that
cover the entire screen. Three test patterns will be needed to cover
the three supported graphics modes (i.e. 640x480, 800x600 and 1

20 024x768).

Once the appropriate test pattern has been displaved on the
Host PC, that PC is the active Host PC. With the training process
completed, KEY-VIEW will load the training driver data into
memory in a standard format and then will save the driver data.

25 During the testing process, the KEY-VIEW PC has the
ability to detect that the required KEY-VIEW test pattern is being
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displayed.

After the video training process is completed, processing will

5 automatically return to the Video main menu option.

List Video Drivers

The List Video Drivers menu option, an example of which 1s
shown 1n Figure 23, displays a list box containing any video drivers

10 created for the currently active Host PC using the Video Training

menu option.

The video driver list box contains 1): video driver disk data
file location stored during the training routine; 2) the date the video
driver file was created, 3) the time the video dniver file was created;

15 and 4) a description of the Host PC that uses the video driver file.

Colors
Also, under KEY-VIEW's Video main bar option, a user can
20  specify the number of colors to be used to view a Host PC's screen,
namely 236, 16, 4, or 2 colors.

Generally, selecting the lowest number of acceptable colors
results in the fastest Host PC screen refresh rates. So, users who
want the KEY-VIEW PCs screen, while in a Host Mode, to more

25  closely approach a real-time display of the active Host PC's screen

should select as few colors as 1s necessary for the application.
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Host PC Video Screen Display
It 1s important to give the remote user as close to real-time
5 interaction with the Host PC as possible. This is accomplished by
the present invention through differencing methods.
pcAnywhere's compression routines that will transfer data
from a KEY-VIEW PC to a Remote PC (1) look for pixel changes
on the screen, (2) break the screen up into sections to identify

10 segments of the screen that have changed, and (3) give priority in
posting changes in those sections of the screen that have most
recently changed. pcAnywhere looks for changes beginning at the
top left of the screen and moves from a left-to-right top-to-bottom
approach.

13 With regard to looking for only pixels changes to the screen,
this would mean that the KEY-VIEW APP can re-paint the screen
or a section of the screen without concern as to whether or not
pcAnywhere will treat repainting a pixel with same color as a
change (because the pixel was re-painted). Accordingly, from

20 pcAnywhere's standpoint there is no reason to use the CPU to pre-
analyze Host screens to determine exactly which pixels have
changes and just post those pixels to the KEY-VIEW PC's screen.

With regard to breaking the screen up into segments and
gving prionity to looking first at the last segments that have recently

25  changed, the pcAnywhere approach helps the KEY-VIEW system
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Host PC screens are being refreshed at a incredible speed
(e.g. 70 frames per second). The hardware design of the KEY-
VIEW PCI card calls for capturing a different 32k section of the
Host PC's screen during each screen refresh cycle. The primary
reason for breaking a screen up into 32k segments is not because
the entire screen can't be captured during each refresh cycle, but is
to minimize the need for expensive, high speed, static RAM chips
that would be needed to store and analyze captured Host screen
information between Host screen refresh cycles. Increasing the
captured block size would also have the undesirable effects of (1)
requiring too much board space for RAM chips, (2) substantially
increasing the cost of the PCI board, and (3) stressing the ability of
the PCI buss to transfer the larger blocks.

As the number of colors captured and video mode of the Host
increases, more 32k sections will need to be captured to complete
an entire screen capture. This also means more refresh cycles will
occur and more elapsed time will pass before a full Host screen can
be analyzed. However, by breaking a Host screen up into 32k
segments, check sums can be calculated on each segment to
determine which segments have pixel changes. On this basis, only
the segments that have changed need be passed from the KEY-
VIEW PCI card to the KEY-VIEW APP which will take a
substantial burden off of the PCI buss and eliminate a possible

choke point. If the block size 1s set below 32k, 1t will take a longer
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time to analyze a Host PC's full screen, which will slow screen
refresh below an acceptable level, particularly at a 1024x768 video
mode.
Because (1) the 32k approach does not represent a full screen
5 ataanypoint in time and (2) the KEY-VIEW PC will only be
processing screen data from the active PCI card and active Host PC
(in the case of a switch box); KEY-VIEW will does not continually

save the last several screens in cases where a Host PC has failed.

10 KEYBOARD Menu
Returning to the main menu of Figure 13, when a Host PC is
connected to a KEY-VIEW PC, there 1s no keyboard physically
present on the Host PC. Instead, all keystrokes are input to the
Host PC via either the KEY-VIEW PCs keyboard or the remote
15 PCskeyboard. The Keyboard main menu option permits either
defining and sending keystroke combinations (macros) to the Host
PC or resetting the Host PC's keyboard contfroller to correct a
situation where it may have locked up.
The Keyboard menu option on KEY-VIEW main menu bar
20 has two sub-options as follows:

Create/Send Kevboard Macro - The Create /Send Keyboard

Macro option permits naming and defining hot key sequences
(e.g. Shift+Ctrl+End) that are sent to the active Host PC
when the named macro 1s selected. Defining hot key

25 sequences tn this manner avoids the need for users to recall

or enter the specified hot key sequence via the keyboard. In
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certain cases, the Windows application running on the KEY-
VIEW PC traps hot keys such as Ctri+Alt+Delete or Alt-Tab
before they can be sent to the active Host PC. For such cases
appropriate keyboard macros have already been pre-defined.
5 When this option is selected, a list of pre-defined and user
defined hot key combination appears, permitting a user at the
Host site or a remote user to select one of the hot-key
combinations and transmut that combination directly to the
active Host PC, as if the key sequence was actually entered
10 at the Host PC's keyboard. An example of such a list is
shown in Figure 24. In cases where a KEY-VIEW PC is
connected to a keyboard controlled switch box, macros must
be defined using this menu option to put the switch box in a
command mode and then additional macros must be defined
15 to cause the switch box to switch between the PC's connected
to it.

Reset Active Host PC's Kevboard - Each KEY-VIEW PCI

card contains a internal switch that safely emulates pulling a
PC's keyboard plug thereby forcing the active Host PC's

20 kevboard controller to reboot. This menu option simply
invokes that switch and gives a KEY-VIEW user the power
to attempt to unlock a locked up PC remotely without

rebooting the Host PC.

25  Create/Send Keyboard Macro
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The Create/Send Keyboard Macro option permits naming and
defining keyboard hot key sequences (e.g. Shift+Ctrl+End) that are
sent to the active Host PC when the named macro is selected.
Defining hot key sequences n this manner avoids the need for users

5 torecall or enter the specified hot key sequence via the keyboard.
In certain cases, the Windows application running on the KEY-
VIEW PC traps hot keys such as Ctrl+Alt+Delete or Alt-Tab before
they can be sent to the active Host PC  For such cases appropriate
keyboard macros have already been pre-defined.

10 In rare cases 1t may be necessary to create a macro because
Windows traps or delays key press combinations so that they do not
pass through to the active Host PC properly. Known key press
combinations that may cause a problem are discussed at the end of
this topic. Again, should any of these problems appear, the problem

15  can be solved using this menu option to create a macro and send the
macro created to the Host PC mstead of using keyboard input.

This menu option may be used to create or delete keyboard
macros and to send a macro created to the active Host PC.. Once a
macro is created, that macro also automatically appears on any

20  applicable KEY-VIEW menu option that involves sending keyboard
macros to the Host PC. These menu options include: (1) PCI Card
Settings (Switch Box Hot Keys setting), and (2) Switch Box PC
Settings (Switch Box ID). Alternatively, Switch Box macros can be
amended or selected independently, such as via the example menu

25 shown in Figure 25. In Figure 25, a scrolling list (displaying 15

macros at a time) of switch box command macros related to the
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currently active PCI card appears. If no strings have been defined
for the active PCI card, the user would click on the Add button to
permit a macro to be defined.

When defining a macro, the command key sequence for the
switch box must not be entered. KEY-VIEW will automatically
add the applicable command mode sequence before sending the
macro and a <Enter> key after sending the macro.

Internally, the KEY-VIEW APP will associate a list of
macros with a PCI card ID so that different macros can be assigned
to each PCI card. If the currently active PCI card ID is not defined
as a switch box card (i.e. an SB as discussed under the SwPCs
menu option above), a error message will appear if this menu option
is selected which will preclude any entry of macros for the PCI
card.

After either (1) an option is selected and the selected macro
sequence sent to the Host PC, (2) the user presses the Esc key or
(3) the user clicks on the cancel button processing will return to the
Keyboard main menu option. From the Keyboard menu option, a
user may use the arrow keys/Enter key or mouse to select a menu

option.

Reset Active Host PC's Keyboard

Many PCs appear to have locked up and are needlessly
rebooted because the PC's keyboard controller has simply locked
up. In such cases, the PC may be unlocked by simply pulling the

PC's keyboard plug out and putting in back into the PC. However,
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since keyboards receive power from the PC, this procedure could
short out the PC and or keyboard and is not a recomimended
procedure to attempt manually.
Each KEY-VIEW PCI card contains a internal switch that
5 safely emulates pulling a PC's keyboard plug thereby forcing the
PC's keyboard controller to reboot. This menu option simply
invokes that switch and gives a KEY-VIEW user the power to
attempt to unlock a locked up PC remotely without rebooting the
Host PC. Before attempting this operation on a Host PC, it is
10  recommended that this option be run on a test basis when the PC is
not runmng critical applications, before it is used in an emergency
situation. Such a test insures that this menu option does not have

any undesirable side effects on a Host PC or switch box.

15 Other
The Key-VIEW Main menu bar Other menu on Figure 13
option contains several sub-menu options as follows:
1. Card Addresses - This menu option permits changing the
memory address and/or IRQ's used by the KEY-VIEW software
20  application to communicate with the KEY-VIEW PCI and Access
Control Cards:
2. Reset Options - This menu option is used to configure the
KEY-VIEW Access Control Card. This option (shown as an
example in Figure 26) configures how the KEY-VIEW PC Access

25  Control Card operates, including:
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a. Enable Reboot When Less Than - This allows a user to
specify a NUMBER OF RINGS from 3 to 9, whereupon, if
less than the number of rings specified is detected on the
phone line plugged into the KEY-VIEW Access Control
5 Card, then the KEY-VIEW PC will be rebooted. If this
option is enabled. the Enable Reboot When More Than rings
option must also be enabled and vice-versa This feature is
essential to remotely reboot the KEY-VIEW PC 1n the event
the KEY-VIEW PC should ever lock up and not permit
10 remote access. If a modem is installed in the KEY-VIEW
PC, the modem should be set via pcAnywhere to answer on
at least one ring more than is specified in this setting, to avoid
a situation where the KEY-VIEW PC reboots before the call
is answered by the modem.
15 b. Enable Reboot When More Than __ - This allows a user
to specify a NUMBER OF RINGS from 5 to 10, whereupon,
if more than the number of rings specified i1s detected on the
phone line plugged into the KEY-VIEW Access Control
Card ,then the KEY-VIEW PC will be rebooted. If this
20 option is enabled, the Enable Reboot When Less Than rings
option must also be enabled and vice-versa. This feature 1s
essential to remotely reboot the KEY-VIEW PC in the event
the KEY-VIEW PC's modem should lockup and not answer a
call. If a modem 1s installed in the KEY-VIEW PC, the

25 modem should be set via pcAnywhere to answer on at least

two rings less than is specified in this setting, to avoid a
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situation where the KEY-VIEW PC reboots before the call is

answered by the modem.

c. Enable Reboot via external modem __ - This allows a user

to specify a 10 character password that can be provided by

the remote user to cause the KEY-VIEW PC to reboot itself.

This remote reboot feature is handled by the KEY-VIEW

PC's Access Control Card 90 and requires an external modem

connected to this Access Control Card's DATA port. To

reboot a KEY-VIEW PC using this feature, a remote site 203

calls the external modem connected to the NET-911 module

using a terminal emulation program (such as the Hyper
terminal program supplied with Windows). The modem
connected to the NET-911 control module is set to an auto-
answer mode and will answer all incoming calls after the
second nng. When this modem linkage is completed, the
remote user types the password specified and, if correct, the

KEY-VIEW PC immediately reboots. In emergency

situations this remote reboot feature could also be used to

remotely terminate another remote user's connection to the

KEY-VIEW PC, since a separate independent phone line and

modem is used to cause the KEY-VIEW PC to reset.

3. Sound Options - This menu option sets the sound that
occurs when (1) a system message 1s displayed or (2) a user is
remotely accessing the KEY-VIEW PC or an automated NET-911
module event is triggered. The beep sound made by a PC's internal

speaker is often hard to hear, especially in typical computer rooms
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5 that the site is being accessed.
4. Switch Resolutions - This menu option permits switching
the graphics resolutions of the KEY-VIEW PC's screen. In the
preferred embodiment, the following settings are available: 640 x
480, 800 x 600, and 1024x768, although others are possible and are
10 envisioned in the present invention. The graphics resolution
selected only applies to the KEY-VIEW PC's screen and is a
convenient was to synchronize the KEY-VIEW PC's screen
resolution with a remote PC's screen resolution, so that the KEY-
VIEW PC appears as a full screen on the remote PC. However,
15 when the KEY-VIEW PC switches to a Host Mode, the KEY-
VIEW PCs screen will automatically assume the resolution of the
Host PC's screen. so that the Host PC's screen appears as a full
screen on the KEY-VIEW PC.
5 Exit Menu Mode - This menu options causes the KEY-
20  VIEW PC to switch from a Menu Mode to a Host Mode.
6. Quit KEY-VIEW - This menu option terminates KEY-
VIEW application processing .and returns control back to the
Windows 95 Operating system.
7. Remote Session Beep Interval - This sets how often the
25  KEY-VIEW PC should beep while a Remote PC is accessing the

KEY-VIEW PC.
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Y1098& () - 8. Auto-Switch to Host mode Interval - This sets the number
of seconds that may elapse without mouse or keyboard input to the
KEY-VIEW APP before the KEY-VIEW switches from a Menu
mode back to a Host mode. Automatically switching back to a Host

5 mode is necessary so that a Host site user will normally have

console control of a Host PC and not have to worry about switching
the consoles monitor from a Host PC to the KEY-VIEW PC's VGA
card to switch the KEY-VIEW PC out of a Menu mode.

10  Settings for Active Host PC
Returning to the KEY-VIEW main menu screen of Figure 13,
the banner at the bottom of the menu screen shows all current
information related to the active Host PC. This banner always
appears in this fixed location of screen whenever the KEY-VIEW
15 PCisina MenuMode The information includes: the PCI Card
description, the SB Hot Key, the PC ID, mouse tvpe, mouse and
video driver locations, switch box channels, and the # colors

displayed.

20 Hot- Keys
Certain functions can be assigned hot keys sequences. In the
Host mode, the Keyview specific hot key combmations are trapped
by the Key-view application and are not passed back to the active
Host PC. Some example hot kev functions are:
25 a. switch from Menu mode to Host mode

b. Repaint Active Host PC screen.
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5 the operating system on the KEY-VIEW PC may trap any
operating system specified hot keys before they would
reach the Host PC), such as Ctrl-Alt Delete, Alt-tab, Ctrl-
Esc, Alt-Space, Alt-Enter, etc.
KEY-VIEW PC LED Indicator
10 The KEY-VIEW Access Control Card has a connection to
one of the status LED lights, normally the Turbo light, on the front
of the KEY-VIEW PC. This state of this LED light indicates the
status of the KEY-VIEW PC. This LED light will be OFF when the
KEY-VIEW PC 1s in a Menu Mode and is not being remotely
15 accessed. This light will remain ON whenever the KEY-VIEW PC
is in a Host Mode and is not being remotely accessed.

When the KEY-VIEW PC 1s being remotely access the LED
will flash. More specifically, the turbo light remains OFF but
flashes ON for .5 seconds every 5 seconds, whenever the KEY -

20  VIEW PC is being remotely accessed (i.e. a pcAnywhere is "In
session") and is in a Menu Mode. Ifthe KEY-VIEW PCism a
mode where both pcAnywhere 1s "In Session” and the KEY-VIEW
PC is in a Host Mode, the turbo light remains ON and then flashes
OFF for .5 seconds every 5 seconds.

25 Setting the turbo light in this manner coupled with the user

configurable beep option gives personnel at the Host site a visible
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FILE TRANSFERS

In KEY-VIEW II, the remote access engine (such as
pcAnywhere) will handle file transfers from the Remote site 203 to
the KEY-VIEW PC 200 and vice-versa. pcAnywhere, for example,
makes all the latest file transfer tools (e.g. drop and drag) available
to the remote user. However, getting files to the KEY-VIEW PC
200 1s of little value unless the files can then be transferred to a
Host PC 201-204, or vice-versa.

If a LAN card is installed in the KEY-VIEW PC 200, the
KEY-VIEW PC can be setup to attach to the LAN and/or the Host
PC's via drive mapping as part of the boot up process. If the Host
PCs are also connected to the LAN (not shown, but available, in
Figure 28), when a remote user 205 accesses the KEY-VIEW PC
200 via modem 218 to transfer a file to the Host site 201-204, the
remote user 205 simply sends the file transfer to the drive that the
Host PC's hard disk is mapped to, or suspends the KEY-VIEW
application, logs into the applicable Host PC and transfers the file to
that Host PC.

Alternatively, in cases where a single KEY-VIEW PCI card
90 is installed in the KEY-VIEW PC 200, the KEY-VIEW PC's

existing parallel port could be used to make file transfers to the
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204 are connected to the KEY-VIEW PC 200, file transfers
between the KEY-VIEW and any Host PC could also be made
using a serial linkage (Figure 10) through NET-911 Control
Modules 80. These modules 80 are daisy chained together and
10 connected to one of the serial ports on the KEY-VIEW PC and one
other serial port (“optional serial connection” in Figure 10) on each
Host PC 201-204. Procedures for accessing a NET-911 Control
Modules and linking to the Host PC connected to the module are
discussed in detail above. Senally based file transfer software such
15 as pcAnywhere, Laplink, or the Hyperterminal software (provided
with Windows) would then be used to transfer files between the
KEY-VIEW PC and Host PCs. NET-911 Control Modules also
permit the KEY-VIEW PC to senally access and control any other
serial based devices such as routers, printers, UPS systems either
20 locally or remotely via the KEY-VIEW PC.

As example of the typical steps used to transfer a file from a
remote PC to a Host PC via NET-911 Control Modules would be as
follows:

1. Transfer all required files file(s) from the Remote PC to a

25 temporary directory on the KEY-VIEW PC using
pcAnywhere.
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2. Select the Switch option off the KEY-VIEW main menu,
then select the Switch Modules option and select the
control module that is connected to the Host PC where the
files need to be transferred and make sure that module is

5 set as the active module. This step will then open up a
direct standard senal linkage from the KEY-VIEW PC's
serial port to the Host PC's seral port via the active
module selected.

3. Select the Switch option off the KEY-VIEW main menu,

10 then select the Switch PCs and make the Host PC where
the files need to be transferred the active Host PC.

4. On the KEY-VIEW PC switch from the Menu Mode to
the Host Mode and initiate a file transfer sofrware
program on the active Host PC, such as pcAnywhere (in

15 Host mode) or Hyper terminal (supplied with Windows)
to receive the files from the KEY-VIEW PC wia the direct
serial interface between the KEY-VIEW PC and the Host
PC. Note any sernal port parameter settings such as baud
rate, stop bits, flow control, etc. to insure that such

20 settings agree with the KEY- VIEW PCs settings in step 6
below.

5. On the KEY-VIEW PC switch from the Host Mode back
to the Menu Mode and minimize the KEY-VIEW 11
application.

25 6. From the Windows desktop initiate a file transfer program
on the KEY-VIEW PC that 1s compatible with the file
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above. For example, if pcAnywhere was initiated in a
Host mode in step 4 above, initiate pcAnywhere in a
remote mode on the KEY-VIEW PC. Make sure the
serial port parameter settings for the file transfer software
being used agree with the settings noted in step 4 above.

7. Transfer all files from the KEY-VIEW PC's temporary
directory setup in step I above to the active Host PC via
the file transfer software being used.

8. Delete the files transferred from the KEY-VIEW PC's
temporary directory.

9. Terminate file transfer processing on the KEY-VIEW PC
and maximize the KEY-VIEW application that was
minimized in step 5 above.

10. Switch to a Host Mode and then terminate file transfer
processing on the active Host PC that was nitiated in step

4 above.

11. Resume normal KEY-VIEW processing.

Steps identical to the above would be followed to transfer
files from the active Host PC to a Remote PC except that the
transfer of the files from the active Host PC to the KEY-VIEW PC's
temporary directory would oceur first. Then, these files would be
transferred by pcAnywhere from the KEY-VIEW PC to the Remote
PC.

If file serial file transfer processing will not initiate between

the active Host PC and the KEY- VIEW PC it 1s possible that a
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special null modem adapter may be needed on the serial cable
between the PCs.
To configure Windows NT/95 Hyperterminal program to
handle file transfers on a KEY-VIEW PC, perform the same steps
5 detailed above for the Host PC except in step 3 and 4 above modify
the description to use the COM port to which the serial cable is
connected to on the KEY-VIEW PC.

pcAnvwhere Sessions
10 It is sometimes necessary to determine when a pcAnywhere
session begins and ends. First, the best procedure to determine
whether pcAnywhere 1s active is to test the active operating system
(such as Windows 95) status bars for the key words "In session". If
this is not possible, then the following, more complicated,
15  alternative can be used.
Merely accessing the pcAnywhere log file to determine when
a pcAnywhere session has started or stopped will not work since
pcAnvwhere understandably does not access it's log file in a shared
mode. This means that if KEY-VIEW APP was attempting to read
20 the LOG file when a remote access session started or ended,
pcAnvwhere would recetve a file open error from the operating
system (because KEY-VIEW APP has the file open) and
pcAnvwhere simply does not update the log file.
To correct this problem, the KEY-VIEW APP looks at the
25 file time and date of the pcAnywhere log file which is updated each

time a user logs ON or OFF. To avoid dragging down the Host PC
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processor this viewing at the time and date of the file can occur
approximately every 5 seconds. No entries other than sign-off and
sign-on occur to the Host log file and the file time & date is updated
when either of these events occur. Other log entries, such as file

5 transfer information, are only logged at the remote end.

Since only time and date changes are tracked Keyview may
get out of sync with whether or not the session is being activated or
terminated, especially in cases where the Host PC locked up when a
pcAnywhere session was active and had to be rebooted. To prevent

10 this, the file is read each time KEY-VIEW APP processing is first
initiated and immediately after a date/time change has occurred to
see if Keyview is in session or out of session by looking at the last
entry in the log.

Because the file may falsely indicate a session is open, if the

15 K PC locked up during a pcAnywhere session and had to be
rebooted, at bootup of the Keyview PC a dummy flag file is created
(in the AUTOEXEC.BAT of the Keyview PC) to tell KEY-VIEW
APP to assume a remote access session is not active regardless of
what the pcAnywhere log says. Upon finding the dummy file when

20 KEY-VIEW APP is first loaded, KEY-VIEW APP would assume a
session is not open then delete the dummy file, so this assumption
will not be made again in a case where KEY-VIEW APP is
terminated then re-loaded without rebooting the Host PC. Under
this approach there would be no need to update the pcAnywhere log

25  to indicate that any open session has ended because KEY-VIEW

APP won't look at the log again until the date & time has changed 1n
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svacsar (11:virto g F] B hw Ge2eBh'stdins) as adfeceda vy K- VB3¢ (
APP as described above, KEY-VIEW APP will stop re-directing all

5 keyboard and mouse mput to the Host PC and display the Keyview
main menu on the Kevview PC's screen as discussed above. When
a pcAnywhere session ends, as detected by KEY-VIEW APP using
the above procedure, and the user has not ended Key-view Main
menu processing; the Key-view main menu is removed from the

10 Key-view PC's screen automatically and all keyboard/mouse input

re-routed from the Key-view PC to the Host PC.

While the invention has been described in connection with
what is presently considered to be the most practical and preferred
embodiment, 1t is to be understood that the invention 1s not to be

15 limited to the disclosed embodiment, but on the contrary, is
intended to cover various modifications and equivalent
arrangements included within the spint and scope of the appended

claims.
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1. A remote access circuit module (200) installed between a
remote computer (203) and at least one host computer (201)
having a particular type of operating systerm. a video output
providing an analog RGB video signal normally destined for a
standard monitor associated with the host computer, a keyboard
input to receive a keyboard control signal normally delivered by a
standard keyboard associated with the host computer, and a mouse
input to receive a mouse control signal normally delivered by a
standard mouse associated with the host computer; the remote
access circuit module (200) including a video capture circuit
(29/30/31) connected to receive the video output, and a
keyboard/mouse interface (17/18) to deliver at least one of the
keyboard control signal or the mouse control signal to,
respectively, the keyboard input or mouse input of the host
computer; the remote access circuit module further comprising:

a video process circuit (10), in communication with the
video capture circuit and operating independently of the particular
type of operating system on the host computer, to synchronize and
digitize the analog RGB video signal received by the video
capture circuit, and to deliver, via a network interface
communicating with a network medium (206), the digitized RGB
video signal to the remote computer to allow the remote computer
user to view in essentially real-time the same RGB video signal as

provided by the host computer even when the host computer has

S| 109%#& () - 66 666] 666bA310# F 3 F 10964#& ()-
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3 video format characteristic of the analog video signals created by

4  the host computer.

1 3. A circuit module according to claim 2, wherein the video

format characteristic includes resolution information.

[AN]

l 4. A circuit module according to claim 3, wherein the

resolution information is created by a VGA card of the host

tw

J  computer.

1 5. A circuit module according to any of claims 14, wherein
2 the video capture circuit communicates with a standard video

3 interface of the host computer.

1 6. A circuit module according to claim 5, wherein the video
2 capture circuit operates independently of all software operation of

3 the host computer except to rzceive the output of the standard

4  video interface of the host computer.

l 7. A circuit module according to claim 6, wherein the video
2 capture circuit syncs the captured video signals by deducing a

video format characteristic of the analog video signals created by

L)

4  the external host computer.
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1 8. A circult module according to claim !, wherein the
2 network access interface cooperates with a remote access engine
3 to deliver the synchronized and digitized video to the remote

4  computer via a logical data path of the network medium.

1 9. A circuit module according to claim 8, wherein the video

2 process circuit further includes:

3 a main CPU (21) to coordinate the digitization of the analog

1 RGB video signals from the host computer;

3 a field programmable gate array (11), in communication
6§  with the main CPU;
7 a video RAM (25/26) to store the digitized RGB video

8§  signals from the main CPU and field programmable gate array, and
% to deliver the digitized video signals to the remote access engine
10 for delivery to the remote computer, the video RAM in
Il  commuuication with the field programmable gate array to receive
12 at least video sync processing from the field programmable gate
13 array, and
14 a bus controller (22), in communication with the tield
15 programmable gate array, to communicate information identifying
16 the digitized host video signals and the mouse and keyboard

17 informarion Lo the remote access engine.

1 10. A circuit module according to anv of claims (-9,
2 wherein the video process circuit further includes:
3 sync polanity circuits (33/37) to reccive, respectively.

4 horizontal and vertical sync signals from the host computer;
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5 a phase locked Joop video dot clock circuit (38)

6 communicating with the sync polarity circuits and outputting a dot
7 clock signal; and

8 a converter (11) to automatically determine a graphics mode

9 of the RGB video signals.

1 11. A circuit module according to claim 10, further
2 including circuitry (11) 1o determine a vidéo frame rate

3 characteristic of the RGB video signals.

] 12. A circuit module according to any of claims 10-11,

2 wherein the graphics mode includes a number of available colors.

1 13. A circuit module according tu any of claims 10-12,

12

wherein the graphics mode includes a screen resolution in

horizontal pixels per screan by vertical pixels per screen,

L

1 14. A circuit module according to any of claims 10-13,

(A%

wherein the graphics mode includes a table characterizing a

3 number of available colors versus a screen resolution in horizontal
4 pixels per screen by vertical pixels per screen.
1 15. A circuit module according to any of claims 10-14.

2 wherein the video processing circuit includes memory (24) to store
3 aset of predefined video graphics mode characteristics, and

4  wherein the video processing circuit further divides the RGB

s video signals into one or more video screen segment parts (25/26)
6 and compares the video screen segment parts to the stored

7  predefined video graphics mode characteristics.
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16. A circuit modulc according to claim 13, wherein the
video processing circuit includes a video checksum manager for
storing and managing checksums associated with each video

screen segment part.

17. A circuit module according to any of claims 1-7 further
comprising:

a remote access engine between the host computer and the
remote computer to coordinate delivery of data packets along a
telecommunications link between the host computer and the
remote computer; and

a remote access controller, including a remote access
control card comimunicating with the telacommunications link, to
read a present caller 1D associated with the remote computer, to
store a list of predefined caller [Ds, to compare the present caller
1D with the list and to disable the remote access engine whenever

the present caller [D fails to match any from the list of predefined

caller IDs.

18. A circuit module according to claim 17, wherein the
remote access controller further includes a telephone jack to
automatically issue a page alert to a predefined telephone number
whenever the present caller ID fails to match any from the list of

predefined caller IDs.

) -
o 002
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1 20. A circuit module according to claim 17, wherein the

v

remote access controller further reboots the host computer

3 wherever the predefined caller ID matches the present caller ID.

! 21. A circuit module according to claim 17, further

2 inclading an external modem (81/82) and a contro! module (80)

2 providing AC power to the host computer (201), the external

4 modem communicating with the control module and automatically
5 answering calls received by the external modem on a different

6 telecommunications link, said control medule temporarily

7  interrupting power to the host computer whenever said external

8 modem automatically answers a call.

i 22. A circuit module according to ¢laim 1, wherein the
2 video process circuit further includes a combination of interleaved

3 video RAMSs (25/26) to store the digitized RGB video signals.

! 23. A circuit module according to claim 22, wherein the
2 video process circuit further includes a checksum section to
3 determine a checksum difference between two video frames of the

4  RGB video signal stored in the interleaved video RAM.

] 24. A curcuit module according to claim 1, wherein the

2 video process circuit turther includes a video RAM (25/26) and a
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4 an address mux (34) receiving the digitized RGB

5 video signal as a stream of digital RGB pixel data;

6 a flash paletic converter RAM (24) being addressed
7 by the stream of digital RGB pixel data and outpurting for each

8 RGB pixel a palette index byte corresponding to a color value of
9 said RGB pixel.

1 26. A circuit module according to claim 23, further

2 including a pixel assembly circuit (75) to condense a number of

3 palette index bytes into a single asscmbled pixel byte for storage,
4 including:

3 a logic array (77) receiving a video format of the RGB video
6  information from: the video provessing circuir and receiving the

7 palette index byte from the flash palette converter circuit; and

R a set of flip-flops (78) to assemble the number of palette

9 index bytes as a function of a characteristic of the video format of

10 the RGB video information.

1 27. A circuit module according to any of claims 1-26,

[

further compusing:
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5 deliver the AC power from the external power source to the host

6 computer, a switch therebetween, and a control data input to

7 receive a reboot signal from the remote computer and thereupon
8 interrupt AC power to the host computer by operation of the

9 switch.

1 28. A circuit module according to any of claims 1-26,

2 further compmsing:

3 a control module (80) having an AC power input to receive
4  AC power from an external power source, an AC power output to
5 deliver the AC power from the external power source to the host
6 computer, a switch therebetween, and a control data input to

7 receive arebeot signal from the remote computer and thereupon

8 interrupt AC power to the host computer by operation of the

9 switch;
10 a communication circuit (81/217) establishing a first logical

[1 data path, different from a second logical data path established

12 between the remote computer and the host computer, between the
13 remote computer and the conowol module, the communication

L4 circuit delivering the reboot signal to the control module when

15 commanded to do so by the remote computer (205) via the first

16 logical data path.

l 29. A circuit module according to claim 28. wherein the

communication circuit includes a modem (81).

(3N
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_a~'[VF(t[hé source to a second controlled device (202), the second control
7 module including a second switch therebetween to interrupt AC
8 power to the second controlied device by operation of the second
9  gwitch;
10 the communication circuit establishing a third logical data

11 path between the remote computer and the second control module,

12

and delivering an instruction from the remote computer to the
13 second control module via the third logical data path to interrupt
14 AC power to the second controlled device by operation of the

15 second switch.

L 31. A circuit module according to any of claims 1-30,

2 further including:

3 a mouse synchronizer to capture a current mouse position of
4  the mouse pointer on a monitor assoctaled with the remote

5 computer; and

6 a video application to communicate the current mouse

7 position of the mouse pointer on the monitor associated with the

§ rermote computer to the host computer whereupon the host

9  computer jurnps thc host mousc pointer to a position coincident

10 with the current mouse position.
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{ 33. A circuit module according to claim 31, wherein the

[3%]

mouse synchronizer captures the current mouse position of the

mouse pointer on the monitor associated with the remote computer

W

whenever a remote user clicks a mouse button.

A



