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(54) Title: AUTHENTICATABLE DEVICE
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Fig. 1 Enrcllment and Authentication Overview

(57) Abstract: An authenticatable device comprising a
physically-unclonable tunction ('PUF') device having a PUF
input and a PUF output and constructed to, in response to a
challenge C, generate a characteristic output O; a processor,
having an input connected to the PUF output, configured to:
(1) in response to receipt of output O, generate a commit-
ment value dependent upon a private value r, and (2) in re-
sponse to contemporaneous receipt of output O and of an
authentication query including a nonce, return a zero know-
ledge proot authentication value that corresponds to the
commitment value and to a token that includes a blinded
value dependent upon private value r and a random value,
the processor being contigured to decrypt the random value.
An authentication system used with the device preferably
has a working verification set including challenge C and
commitment value, and a limited verification set including
challenge C and a corresponding token.



WO 2015/116288 A2 |IIWAT 00T VT VTR AU A

— as to the applicant's entitlement to claim the priority of Published:
the earlier application (Rule 4.17(iii)) —  without international search report and to be republished
upon receipt of that report (Rule 48.2(g))




