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SLICE ISOLATION METHOD, APPARATUS, AND SYSTEM

TECHNICAL FIELD

[0001] This application relates to the field of wireless communication technologies, and in

particular, to a slice isolation method, an apparatus, and a system.

BACKGROUND

[0002] A global system for mobile communications association (global system for mobile
communications association, GSMA) defines a common attribute of a generic network slice
template, which is referred to as an attribute of a slice for short. The attribute of the slice is for
describing whether the slice can be simultaneously used with another slice. To be specific, whether
user equipment can simultaneously use a plurality of slices. The plurality of slices may share some
network resources. If the slices are not properly isolated, there is a risk of information leakage
from each other.

[0003] In an existing 3rd generation partnership project (3rd generation partnership project,
3GPP) standard, user equipment is allowed to successively access different slices in
nonsimultaneously. When the user equipment successively accesses different slices, the user
equipment may use a same access and mobility management function (access and mobility
management function, AMF), or may use different AMFs. Therefore, the user equipment may
access a slice 1 at a moment. After using and completing a service on the slice 1, the user equipment
exits the slice 1 and a network. Then, the user equipment may access a slice 2, and the user
equipment and the network may retain and use a security context corresponding to the slice 1. In
this case, the slice 2 may obtain and use the currently stored security context. As a result, related
information about the slice 1 is obtained by the slice 2, and there is a risk of leakage of the

information about the slice 1.
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SUMMARY

[0004] Embodiments of this application provide a slice isolation method, an apparatus, and a
system, to avoid information leakage between slices, and ensure security of control signaling and
data between the slices.

[0005] According to a first aspect, a slice isolation method is provided, and includes: A first
network device obtains information about a first slice of user equipment; and the first network
device obtains a second key if the information about the first slice does not match information
about a second slice that the user equipment requests to access. The second key is for performing
security protection on the information about the second slice and/or information that is in a process
in which the user equipment accesses the second slice.

[0006] The second key is a key used by the user equipment and a network when the user
equipment accesses the second slice. The second key is for performing security protection on the
information about the second slice and/or the information that is in a process in which the user
equipment accesses the second slice. In a possible understanding, the second key is a key of the
first network device (for example, an AMF). For example, the second key is a key, of the first
network device, that is in a process in which the user equipment accesses the second slice. In
another possible understanding, the second key is a key for the second slice, or the second key is
a key of the second slice.

[0007] It may be understood that the "information" involved in this embodiment of this
application includes but is not limited to slice-related control signaling and user data.

[0008] According to the foregoing method, the first network device may re-obtain the second
key when the currently stored information about the first slice does not match the information
about the second slice that is requested to be accessed, to ensure that the information about the
second slice is protected by using the second key, and can be correctly decrypted by only using the
second key. This prevents the information about the second slice from being obtained by using
another key, so that information security between slices is ensured.

[0009] In a possible design, the information about the first slice includes an attribute of the
first slice, and the information about the second slice includes an attribute of a second slice. That
the first network device obtains a second key if the information about the first slice does not match

information about a second slice that the user equipment requests to access includes:
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[0010] The first network device obtains the second key if the attribute of the first slice does
not match the attribute of the second slice.

[0011] An attribute of a slice may be for describing whether the slice can be simultaneously
used with another slice. Therefore, when the attributes of the slices do not match, it is determined
that the first slice and the second slice cannot be simultaneously used by the user equipment, to
distinguish a key that is in a process in which the user equipment accesses the first slice from a
key that is in a process in which the user equipment accesses the second slice. This avoids
information leakage between the slices.

[0012] In a possible design, that the first network device obtains a second key includes:
[0013] The first network device generates the second key based on a first key, where the first
key is for performing security protection on the information about the first slice and/or information
that is in a process in which the user equipment accesses the first slice.

[0014] The first key is a key used by the user equipment and the network when the user
equipment accesses the first slice. The first key is for performing security protection on the
information about the slice and/or the information that is in a process in which the user equipment
accesses the first slice. In a possible understanding, the first key is a key of the first network device.
For example, the first key is a key, of the first network device, that is in a process in which the user
equipment accesses the first slice. In another possible understanding, the first key is a key for the
first slice, or the first key is a key of the first slice.

[0015] In this design, generating the second key based on the first key not only can ensure
information security between slices, but also can reduce an amount of data exchanged between the
user equipment and a network device.

[0016] In a possible design, that the first network device generates the second key based on a
first key includes:

[0017] The first network device generates the second key based on the first key if an isolation
requirement of the first slice is higher than an isolation requirement of the second slice.

[0018] Based on different slice isolation requirements, when an isolation requirement of a
previously accessed slice is higher than an isolation requirement of a slice to be accessed currently,
anew key is generated based on a currently stored key. On a basis of ensuring information security
between slices, an amount of data exchanged between the user equipment and the network device

1s reduced.
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[0019] In a possible design, that the first network device obtains a second key includes:
[0020] The first network device performs re-authentication on the user equipment; and

the first network device generates or receives the second key if the re-authentication
performed by the first network device on the user equipment succeeds.
[0021] The first network device performs network re-authentication on the user equipment, so
that information security between slices can be ensured. The second key may be generated by the
first network device, or may be generated by another network device. If the second key is generated
by the another network device, the first network device may obtain the second key from the another
network device. That is, the first network device receives the second key from the another network
device.
[0022] In a possible design, that the first network device performs re-authentication on the user
equipment includes:
[0023] The first network device performs network re-authentication on the user equipment if
an isolation requirement of the first slice is lower than an isolation requirement of the second slice.
[0024] Based on different slice isolation requirements, when an isolation requirement of a
previously accessed slice is lower than an isolation requirement of a slice to be accessed currently,
a new key is generated by performing network re-authentication, so that information security
between slices can be further improved.
[0025] In a possible design, that the attribute of the first slice does not match the attribute of
the second slice includes:

the attribute of the first slice or the attribute of the second slice does not allow
simultaneous use with a slice of any other attribute;

the attribute of the first slice allows simultaneous use with only a slice that has a same
slice/service type SST, where an SST of the attribute of the second slice is different from an SST
of the attribute of the first slice;

the attribute of the second slice allows simultaneous use with only a slice that has a
same slice/service type SST, where an SST of the attribute of the first slice is different from an
SST of the attribute of the second slice;

the attribute of the first slice allows simultaneous use with only a slice that has a same
slice differentiator SD, where an SD of the attribute of the second slice is different from an SD of

the attribute of the first slice; or
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the attribute of the second slice allows simultaneous use with only a slice that has a
same slice differentiator SD, where an SD of the attribute of the first slice is different from an SD
of the attribute of the second slice.

[0026] In a possible design, if the attribute of the first slice matches the attribute of the second
slice, the first network device may further send a registration accept message to the user equipment.
[0027] When the attribute of the first slice matches the attribute of the second slice, the first
network device and the user equipment may continue to complete a registration process.

[0028] In a possible design, that the attribute of the first slice matches the attribute of the
second slice includes:

the attribute of the first slice or the attribute of the second slice allows simultaneous
use with a slice of any other attribute;

the attribute of the first slice allows simultaneous use with only a slice that has a same
SST, where an SST of the attribute of the second slice is the same as an SST of the attribute of the
first slice;

the attribute of the second slice allows simultaneous use with only a slice that has a
same SST, where an SST of the attribute of the first slice is the same as an SST of the attribute of
the first slice;

the attribute of the first slice allows simultaneous use with only a slice that has a same
SD, where an SD of the attribute of the second slice is the same as an SD of the attribute of the
first slice;

the attribute of the second slice allows simultaneous use with only a slice that has a
same SD, where an SD of the attribute of the first slice is the same as an SD of the attribute of the
second slice; or

the second slice and the first slice are mapped to same single network slice selection
assistance information S-NSSAI
[0029] In a possible design, that the attribute of the first slice does not match the attribute of
the second slice includes all cases that do not meet the foregoing attribute matching.

[0030] According to a second aspect, a slice isolation method is provided, and includes: User
equipment sends a first request message to a first network device, where the first request message
is for requesting to access a second slice; the user equipment receives a first indication message
from the first network device, where the first indication message indicates the user equipment to
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obtain a second key; and the user equipment obtains the second key, where the second key is for
performing security protection on information about the second slice and/or information that is in
a process in which the user equipment accesses the second slice.
[0031] According to the foregoing method, the first network device may re-obtain the second
key when currently stored information about a first slice does not match the information about the
second slice that is requested to be accessed, to ensure that the information about the second slice
is protected by using the second key, and can be correctly decrypted by only using the second key.
This prevents the information about the second slice from being obtained by using another key, so
that information security between slices is ensured.
[0032] In a possible design, that the user equipment obtains the second key includes:
[0033] The user equipment obtains a first key, where the first key is for performing security
protection on information about a first slice and/or information that is in a process in which the
user equipment accesses the first slice; and

the user equipment generates the second key based on the first key.
[0034] Generating the second key based on the first key not only can ensure information
security between slices, but also can reduce an amount of data exchanged between the user
equipment and a network device.
[0035] In a possible design, that the user equipment obtains the second key includes:
[0036] The user equipment performs re-authentication with the first network device; and

the user equipment generates or receives the second key if the re-authentication
performed by the user equipment with the first network device succeeds.
[0037] The first network device performs network re-authentication on the user equipment, so
that data security between slices can be ensured. The second key may be generated by the user
equipment, or may be generated by a network device (for example, the first network device). If
the second key is generated by the network device, the user equipment may obtain the second key
from the network device. That is, the user equipment receives the second key from the network
device.
[0038] In a possible design, the user equipment may further receive a registration accept
message from the first network device. When an attribute of the first slice matches an attribute of
the second slice, the first network device and the user equipment may continue to complete a

registration process.
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[0039] According to a third aspect, a slice isolation method is provided, and includes: A first
network device receives a de-registration request message or sends a de-registration request
message; and the first network device deletes a third key of user equipment, where the third key is
for performing security protection on information about a third slice and/or information that is in
a process in which the user equipment accesses the third slice, and the third slice is a slice last
accessed by the user equipment.

[0040] The third key is a key used by the user equipment and a network when the user
equipment accesses the third slice. The third key is for performing security protection on the
information about the third slice and/or the information that is in a process in which the user
equipment accesses the third slice. In a possible understanding, the third key is a key of the first
network device. For example, the third key is a key, of the first network device, that is in a process
in which the user equipment accesses the third slice. In another possible understanding, the third
key is a key for the third slice, or the third key is a key of the third slice.

[0041] According to the foregoing method, the first network device deletes the third key of the
de-registered user equipment, and regenerates a key for a subsequently accessed slice, so that
information leakage between slices is avoided.

[0042] In a possible design, that the first network device deletes a third key of user equipment
includes: The first network device deletes the third key of the user equipment if the first network
device determines that an attribute of the third slice does not allow simultaneous use with a slice
of any attribute. A key is deleted for a dedicated slice that has a high isolation requirement, to
prevent the subsequently accessed slice from using the dedicated key, so that data security between
slices is ensured.

[0043] In a possible design, if the first network device determines that the attribute of the third
slice allows simultaneous use with a slice of another attribute, the first network device may further
send a de-registration accept message to the user equipment.

[0044] In a possible design, if the first network device does not obtain the slice attribute of the
third slice, the first network device may further send a de-registration accept message to the user
equipment.

[0045] According to a fourth aspect, a slice isolation method is provided, and includes: User
equipment sends a de-registration request message or receives a de-registration request message;
and the user equipment deletes a third key of the user equipment, where a third slice is a slice last
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accessed by the user equipment, and the third key is for performing security protection on
information about the third slice and/or information that is in a process in which the user equipment
accesses the third slice. According to the foregoing method, the user equipment deletes the third
key of the de-registered user equipment, and regenerates a key for a subsequently accessed slice,
so that information leakage between slices is avoided.
[0046] In a possible design, that the user equipment deletes a third key of the user equipment
includes: The user equipment deletes the third key of the user equipment if the user equipment
determines that an attribute of the third slice does not allow simultaneous use with a slice of any
attribute. A key is deleted for a dedicated slice that has a high isolation requirement, to prevent the
subsequently accessed slice from using the dedicated key, so that information security between
slices is ensured.
[0047] According to a fifth aspect, a slice isolation method is provided, and includes: A second
network device receives rerouted information from a first network device, where the rerouted
information includes information about a fourth slice of user equipment and/or information about
a fifth slice that the user equipment requests to access; and

the second network device performs re-authentication on the user equipment if the
information about the fourth slice does not match the information about the fifth slice, and the fifth
slice has an isolation requirement.
[0048] When a slice that is requested to be accessed has an isolation requirement, the second
network device performs re-authentication on the user equipment, and generates a new key. This
avoids information leakage caused by using a same key when the user equipment accesses the
fourth slice and the user equipment accesses the fifth slice, and ensures information security
between slices.
[0049] In a possible design, if the information about the fourth slice does not match the
information about the fifth slice, and the fifth slice allows simultaneous use with a slice of any
other attribute, the second network device continues to perform authentication on the user
equipment.
[0050] According to a sixth aspect, a communication apparatus is provided. The apparatus has
a function of implementing any one of the foregoing aspects or the implementations of any one of
the foregoing aspects. The function may be implemented by hardware, or may be implemented by
hardware executing corresponding software. The hardware or the software includes one or more
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modules corresponding to the function.

[0051] According to a seventh aspect, a communication apparatus is provided, and includes: a
processor and a memory. The memory is configured to store computer-executable instructions.
When the apparatus runs, the processor executes the computer-executable instructions stored in
the memory, and the apparatus is enabled to perform any one of the foregoing aspects or the
implementations of any one of the foregoing aspects.

[0052] According to an eighth aspect, a communication apparatus is provided, and includes: a
unit or a means (means) for performing steps in any one of the foregoing aspects.

[0053] According to a ninth aspect, a communication apparatus is provided, and includes a
processor and an interface circuit. The processor is configured to communicate with another
apparatus through an interface circuit, and perform any method provided in any one of the
foregoing aspects. There are one or more processors.

[0054] According to a tenth aspect, a communication apparatus is provided, and includes a
processor, configured to connect to a memory, and configured to invoke a program stored in the
memory, to perform the method in any implementation of any one of the foregoing aspects. The
memory may be located inside or outside the apparatus. There are one or more processors.

[0055] According to an eleventh aspect, a computer-readable storage medium is provided. The
computer-readable storage medium stores instructions. When the instructions are run on a
computer, a processor is enabled to perform the method according to any one of the foregoing
aspects.

[0056] According to a twelfth aspect, a computer program product including instructions is
provided. When the computer program product runs on a computer, the computer is enabled to
perform the method according to any one of the foregoing aspects.

[0057] According to a thirteenth aspect, a chip system is provided, and includes: a processor,
configured to perform the methods according to the foregoing aspects.

[0058] According to a fourteenth aspect, a communication system is provided, and includes a
first network device configured to perform the first aspect or any implementation of the first aspect,
and user equipment configured to perform the second aspect or any implementation of the second
aspect.

[0059] According to a fifteenth aspect, a communication system is provided, and includes a
first network device configured to perform the third aspect or any implementation of the third
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aspect, and user equipment configured to perform the fourth aspect or any implementation of the
fourth aspect.

[0060] According to a sixteenth aspect, a communication system is provided, and includes a
first network device, a second network device configured to perform the fifth aspect or any
implementation of the fifth aspect, and user equipment.

[0061] According to a seventeenth aspect, a chip system is provided. The chip system includes
a transceiver, configured to implement a function of a network device or user equipment in the
method according to any one of the foregoing aspects, for example, receive or send data and/or
information involved in the foregoing method. In a possible design, the chip system further
includes a memory, and the memory is configured to store program instructions and/or data. The
chip system may include a chip, or may include a chip and another discrete device.

[0062] For technical effects that can be achieved by any one of the sixth aspect to the
seventeenth aspect and any possible implementation of the sixth aspect to the seventeenth aspect,
refer to the descriptions of the technical effects that can be brought by any one of the foregoing

aspects. Details are not described herein again.

BRIEF DESCRIPTION OF DRAWINGS

[0063] FIG. 1 is a possible schematic diagram of a network architecture according to an
embodiment of this application;

[0064] FIG. 2A and FIG. 2B are schematic diagrams of slice access scenarios;

[0065] FIG. 3, FIG. 4, FIG. 5, FIG. 6, FIG. 7, FIG. 8, FIG. 9, and FIG. 10 are schematic
diagrams of slice isolation procedures according to embodiments of this application; and

[0066] FIG. 11 and FIG. 12 are schematic diagrams of communication apparatuses according

to embodiments of this application.

DESCRIPTION OF EMBODIMENTS

[0067] The following further describes in detail this application with reference to
accompanying drawings.
[0068] All aspects, embodiments, or features are presented in this application by describing a

system that may include a plurality of devices, components, modules, and the like. It should be
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appreciated and understood that, each system may include another device, component, module,
and the like, and/or may not include all devices, components, modules, and the like discussed with
reference to the accompanying drawings. In addition, a combination of these solutions may be
used.

[0069] In addition, the word "example" in embodiments of this application is used to represent
giving an example, an illustration, or a description. Any embodiment or design scheme described
as an "example" in this application should not be explained as being more preferred or having
more advantages than another embodiment or design scheme. Exactly, use of the word "example"
is intended to present a concept in a specific manner.

[0070] A network architecture and a service scenario described in embodiments of this
application are intended to describe the technical solutions in embodiments of this application
more clearly, and do not constitute any limitation on the technical solutions provided in
embodiments of this application. A person of ordinary skill in the art may know that with evolution
of the network architecture and emergence of a new service scenario, the technical solutions
provided in embodiments of this application are also applicable to similar technical problems.
[0071] The following describes some terms in embodiments of this application, to facilitate
understanding of a person skilled in the art.

[0072] (1) User equipment (user equipment, UE), also referred to as a terminal device, is a
device with a wireless transceiver function, and may communicate with one or more core network
(core network, CN) devices (which may also be referred to as core devices) by using an access
network device (which may also be referred to as an access device) in a radio access network
(radio access network, RAN).

[0073] The user equipment may also be referred to as an access terminal, a terminal, a
subscriber unit, a subscriber station, a mobile station, a remote station, a remote terminal, a mobile
device, a user terminal, a user agent, a user apparatus, or the like. The user equipment may be
deployed on land, including an indoor or outdoor device, or a handheld or vehicle-mounted device,
may be deployed on a water surface (such as on a ship), or may be deployed in the air (such as on
an airplane, a balloon, or a satellite). The user equipment may be a cellular phone (cellular phone),
a cordless phone, a session initiation protocol (session initiation protocol, SIP) phone, a smart
phone (smart phone), a mobile phone (mobile phone), a wireless local loop (wireless local loop,
WLL) station, a personal digital assistant (personal digital assistant, PDA), or the like.
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Alternatively, the user equipment may be a handheld device with a wireless communication
function, a computing device, another device connected to a wireless modem, a vehicle-mounted
device, a wearable device, an unmanned aerial vehicle device, a terminal in the Internet of Things
or vehicle to everything, a terminal in any form in a 5Sth-generation (5th-generation, 5G) network
or a future network, relay user equipment, a terminal in a future evolved PLMN, or the like. The
relay user equipment may be, for example, a 5G residential gateway (residential gateway, RG).
For example, the user equipment may be a virtual reality (virtual reality, VR) terminal, an
augmented reality (augmented reality, AR) terminal, a wireless terminal in industrial control
(industrial control), a wireless terminal in self-driving (self-driving), a wireless terminal in remote
medical (remote medical), a wireless terminal in a smart grid (smart grid), a wireless terminal in
transportation safety (transportation safety), a wireless terminal in a smart city (smart city), a
wireless terminal in a smart home (smart home), or the like. A type, a kind, or the like of the
terminal device is not limited in embodiments of this application.

[0074] (2) A network device is a device that can provide a wireless access function for a
terminal. The network device may support at least one wireless communication technology, for
example, long term evolution (long term evolution, LTE), new radio (new radio, NR), or wideband
code division multiple access (wideband code division multiple access, WCDMA).

[0075] For example, the network device may include an access network device. For example,
the network device includes but is not limited to: a next generation NodeB (generation NodeB,
gNB) in a 5G network, an evolved NodeB (evolved NodeB, eNB), a radio network controller
(radio network controller, RNC), a NodeB (NodeB, NB), a base station controller (base station
controller, BSC), a base transceiver station (base transceiver station, BTS), a home base station
(for example, home evolved NodeB, or home NodeB, HNB), a baseband unit (baseband unit,
BBU), a transmission reception point (transmission reception point, TRP), a transmission point
(transmission point, TP), a mobile switching center, a small cell, a micro cell, or the like.
Alternatively, the network device may be a radio controller, a central unit (central unit, CU), and/or
a distributed unit (distributed unit, DU) in a cloud radio access network (cloud radio access
network, CRAN) scenario. Alternatively, the network device may be a relay station, an access
point, a vehicle-mounted device, a terminal, a wearable device, a network device in future mobile
communication, a network device in a future evolved public land mobile network (public land
mobile network, PLMN), or the like.
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[0076] For another example, the network device may include a core network (CN) device, and
the core network device includes, for example, an AMF.

[0077] The term "and/or" in this application describes an association relationship between
associated objects and represents that three relationships may exist. For example, A and/or B may
represent the following three cases: Only A exists, both A and B exist, and only B exists. The
character "/" generally indicates an "or" relationship between the associated objects.

[0078] "A plurality of" in this application means two or more.

[0079] In addition, it should be understood that in descriptions of this application, terms such
as "first" and "second" are merely for distinguishing and description, but should not be understood
as indicating or implying relative importance, or should not be understood as indicating or
implying a sequence.

[0080] The technical solutions of embodiments of this application may be applied to various
communication systems. In a communication system, a part operated by an operator may be
referred to as a public land mobile network (public land mobile network, PLMN) (which may also
be referred to as an operator network or the like). The PLMN is a network established and operated
by a government or an operator approved by the government for the purpose of providing a land
mobile communication service for the public, and is mainly a public network in which a mobile
network operator (mobile network operator, MNO) provides a mobile broadband access service
for a user. The PLMN described in embodiments of this application may be specifically a network
that meets a requirement of a 3GPP standard, namely, a 3GPP network. The 3GPP network
generally includes but is not limited to a 5G network, a 4th-generation (4th-generation, 4G)
network, or the like. For ease of description, the PLMN is used as an example for description in
embodiments of this application. Alternatively, the technical solutions provided in embodiments
of this application may be further applied to an LTE system, an LTE frequency division duplex
(frequency division duplex, FDD) system, an LTE time division duplex (time division duplex,
TDD) system, a universal mobile telecommunications system (universal mobile
telecommunications system, UMTS), a worldwide interoperability for microwave access
(worldwide interoperability for microwave access, WiMAX) communication system, a 5G
communication system, NR, another future communication system such as 6G, and the like.
[0081] With expansion of mobile broadband access services, mobile networks also develop to
better support diversified business models and meet requirements of more diversified application
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services and more industries. To provide better and more complete services for more industries, a
network architecture of the 5G network has been adjusted compared with that of the 4G network.
For example, the 5G network splits a mobility management entity (mobility management entity,
MME) in the 4G network into a plurality of network functions including an AMF, a session
management function (session management function, SMF), and the like.

[0082] For ease of understanding of embodiments of this application, an application scenario
to which this application is applicable is described by using a 5G network architecture shown in
FIG. 1 as an example. FIG. 1 shows a 5G network architecture that is based on a service-based
architecture in a non-roaming scenario and that is defined in a 3GPP standardization process. The
network architecture may include: a terminal device (which may also be referred to as user
equipment), a PLMN, and a data network (data network, DN).

[0083] The PLMN may include: a network exposure function (network exposure function,
NEF) 131, a network repository function (network function repository function, NRF) 132, a
policy control function (policy control function, PCF) 133, a unified data management (unified
data management, UDM) function 134, an authentication server function (authentication server
function, AUSF) 136, an AMF 137, a session management function (session management function,
SMF) 138, a user plane function (user plane function, UPF) 139, an access network (access
network, AN) 140, a network slice selection function (network slice selection function, NSSF) 141,
a network slice specific authentication and authorization function (network slice specific
authentication and authorization function, NSSAAF) 142, and the like. In the foregoing PLMN, a
part other than the access network 140 may be referred to as a core network.

[0084] The data network DN 120 may also be referred to as a packet data network (packet data
network, PDN), and may usually be deployed outside the PLMN, for example, deployed in a third-
party network. For example, the PLMN may access a plurality of data networks DNs 120, and a
plurality of services may be deployed on the data network DN 120, to provide a data service, a
voice service, and/or another service for the terminal device 110. For example, the data network
DN 120 may be a private network of a smart factory. A sensor installed in a workshop of the smart
factory may be the terminal device 110, a control server of the sensor is deployed in the data
network DN 120, and the control server may provide a service for the sensor. The sensor may
communicate with the control server to obtain instructions of the control server, transmit collected
sensor data to the control server according to the instructions, and the like. For another example,
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the data network DN 120 may be an internal office network of a company. A mobile phone or a
computer of an employee of the company may be the terminal device 110, and the mobile phone
or the computer of the employee may access information, data resources, or the like on the internal
office network of the company. The terminal device 110 may establish a connection to the PLMN
through an interface (for example, an N1 interface in FIG. 1) provided by the PLMN, and use a
data service, a voice service, and/or another service provided by the PLMN. The terminal device
110 may further access the data network DN 120 via the PLMN, and use an operator service
deployed on the data network DN 120 and/or a service provided by a third party. The third party
may be a service party other than the PLMN and the terminal device 110, and may provide a data
service, a voice service, and/or another service for the terminal device 110. A specific
representation form of the third party may be specifically determined based on an actual
application scenario, and is not limited herein.

[0085] An application function (application function, AF) 135 may or may not belong to the
PLMN. Generally, the AF belongs to a third party but does not belong to the PLMN, but has a
protocol relationship with the PLMN. The AF is configured to support a function of application-
affected data routing, access a network exposure function NEF, interact with a policy framework
for policy control, and the like.

[0086] For example, the following briefly describes a network function in the PLMN.

[0087] The AN 140, also referred to as a radio (Radio) AN, is a subnet of the PLMN, and is an
implementation system between a service node (or a network function) in the PLMN and the
terminal device 110. To access the PLMN, the terminal device 110 is first connected to the AN
140, and then is connected to the service node in the PLMN via the AN 140. The AN 140 in
embodiments of this application may refer to an access network, or may refer to an access network
device. This is not distinguished herein. The access network device is a device that provides a
wireless communication function for the terminal device 110, and may also be referred to as an
access device, a (R)AN device, a network device, or the like. The access network device includes
but is not limited to: a gNB in a 5G system, an eNB in an LTE system, an RNC, an NB, a base
station controller BSC, a BTS, an HNB, a BBU, a TRP, a TP, and a pico (pico) cell device, a mobile
switching center, a network device in a future network, or the like. It may be understood that a
specific type of the access network device is not limited in this application. In systems that use
different radio access technologies, names of devices that have an access network device function
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may be different.

[0088] Optionally, in some deployments of the access device, the access device may include a
CU, a DU, and the like. In some other deployments of the access device, the CU may be further
divided into a CU-control plane (control plane, CP), a CU-user plane (user plan, UP), and the like.
In still some deployments of the access device, the access device may alternatively be of an open
radio access network (open radio access network, O-RAN or Open RAN) architecture, or the like.
A specific deployment mode of the access device is not limited in this application.

[0089] The network exposure function NEF (which may also be referred to as a network
exposure function entity) 131 is a control plane function provided by an operator. The network
exposure function NEF 131 securely exposes the network capability to a third party through an
external bidirectional interface. When another network function (such as the application function
AF 135) needs to communicate with a third-party network, the NEF network function 131 may
serve as a relay for communicating with a third-party network entity. The NEF network function
131 may alternatively serve as translation of identification information of a subscriber and
translation of identification information of a third-party network function. For example, when the
NEF network function 131 sends a subscriber permanent identifier (subscriber permanent
identifier, SUPI) of the subscriber from the PLMN to a third party, the SUPI may be translated into
a corresponding generic public subscription identifier (generic public subscription identifier,
GPSI). Conversely, the NEF network function 131 forwards external information to the PLMN
network, to prevent another network function inside the PLMN from directly contacting the
outside.

[0090] The network repository function NRF 132 is a control plane function provided by the
operator, and may be for maintaining real-time information of all network function services in the
network.

[0091] The policy control function PCF 133 is a control plane function provided by the
operator, supports a unified policy framework to govern network behavior, and provides policy
rule-related, policy decision-related subscription information, or the like for another control
function.

[0092] The unified data management UDM 134 is a control plane function provided by the
operator, and is responsible for storing information such as the SUPI, a security context (security
context), and subscription data of the subscriber of the PLMN. The subscriber of the PLMN may

16



10

15

20

25

30

be specifically a user who uses a service provided by the PLMN, for example, a user who uses a
chip card of a terminal device of China Telecom, a user who uses a chip card of a terminal device
of China Mobile, or the like. For example, the SUPI of the subscriber may be a number of a chip
card of a terminal device, or the like. The security context may be a cookie (cookie), a token (token),
or the like stored on a local terminal device (for example, a mobile phone). The subscription data
of the subscriber may be a matching service of the chip card of the terminal device, for example,
a volume-based package of the chip card of the mobile phone.

[0093] The authentication server function AUSF 136 is a control plane function provided by
the operator, and is usually for primary authentication, namely, network authentication between
the terminal device 110 (the subscriber) and the PLMN.

[0094] The access and mobility management function AMF 137 is a control plane network
function provided by the PLMN, and is responsible for access control and mobility management
when the terminal device 110 accesses the PLMN, for example, including a function such as
mobility state management, assignment of a temporary identity of a user, and user authentication
and authorization.

[0095] The session management function SMF 138 is a control plane network function
provided by the PLMN, and is responsible for managing a protocol data unit (protocol data unit,
PDU) session of the terminal device 110. The PDU session is a channel for transmitting a PDU,
and the terminal device and the DN 120 need to transmit data to each other by using the PDU
session. The SMF 138 may be responsible for establishing, maintaining, and deleting the PDU
session, and so on. The SMF 138 includes session-related functions such as session management
(such as session establishment, modification, and release, including maintenance of a tunnel
between the UPF 139 and the AN 140), selection and control of the UPF 139, service and session
continuity (service and session continuity, SSC) mode selection, and roaming.

[0096] The user plane function UPF 139 is a gateway provided by the operator, and is a
gateway for communication between the PLMN and the DN 120. The UPF 139 includes user
plane-related functions such as data packet routing and transmission, packet detection, service
usage reporting, quality of service (quality of service, QoS) processing, lawful interception, uplink
packet detection, and downlink data packet storage.

[0097] The network slice selection function (network slice selection function, NSSF) 141 is a
control plane network function provided by the PLMN, and is responsible for determining a
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network slice instance, selecting the AMF network function 137, and the like.

[0098] The network slice specific authentication and authorization function (network slice
specific authentication and authorization function, NSSAAF) 142 is a control plane network
function provided by the PLMN, and is configured to support slice authentication performed by
the terminal device 110 and the DN.

[0099] The network functions in the PLMN shown in FIG. 1 may further include a unified data
repository (unified data repository, UDR) and the like (not shown in the figure). Another network
function included in the PLMN is not limited in embodiments of this application.

[00100] In FIG. 1, Nnef, Nausf, Nnrf, Npcf, Nudm, Naf, Namf, Nsmf, Nnssf, Nnssaaf, N1, N2,
N3, N4, and N6 are sequence numbers of interfaces. For example, for meanings of the foregoing
sequence numbers of the interfaces, refer to meanings defined in a 3GPP standard protocol, and
the meanings of the sequence numbers of the interfaces are not limited in this application. It should
be noted that in FIG. 1, an example in which the terminal device 110 is UE is merely used for
description. Names of interfaces between the network functions in FIG. 1 are also merely examples.
In specific implementation, the name of the interface in the system architecture may alternatively
be another name. This is not limited in this application.

[00101] A mobility management network function in this application may be the AMF 137
shown in FIG. 1, or may be another network function that has the foregoing access and mobility
management function AMF 137 in a future communication system. Alternatively, a mobility
management network function in this application may be a mobility management entity (mobility
management entity, MME) in an LTE system, or the like.

[00102] For ease of description, in embodiments of this application, the access and mobility
management function AMF 137 is referred to as an AMF for short, the unified data management
UDM 134 is referred to as a UDM for short, and the terminal device 110 is referred to as user
equipment or UE. To be specific, in embodiments of this application, all AMFs described below
may be replaced with the mobility management network function, all UDMs may be replaced with
the unified data management, and both the user equipment and the UE may be replaced with the
terminal device. It may be understood that the replacement method is also applicable to another
network function that is not shown.

[00103] The network architecture (for example, the 5G network architecture) shown in FIG. 1
uses a service-based architecture and a universal interface. A conventional network element
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function is split into several self-contained, self-managing, and reusable network function service
modules based on a network function virtualization (network function virtualization, NFV)
technology. A service module set is flexibly defined to implement customized network function
reconfiguration and form a service process through a unified service invoking interface. A
schematic diagram of the network architecture shown in FIG. 1 may be understood as a schematic
diagram of a service-based 5G network architecture in a non-roaming scenario. In this architecture,
different network functions are combined in order based on a requirement in a specific scenario,
so that a network capability and a network service can be customized. Therefore, dedicated
networks are deployed for different services, and 5G network slicing (network slicing) is
implemented. A network slicing technology enables the operator to respond to a customer
requirement more flexibly and quickly, and supports flexible allocation of network resources.
[00104] The following first describes a slice in the network device.

[00105] The slice (slice) is a network slice. To put it simply, a physical network of the operator
is divided into a plurality of virtual end-to-end networks. Each virtual network (including a device,
an access network, a transmission network, and a core network in the network) is logically
independent, so that a fault in any one of the virtual networks does not affect another virtual
network. To meet diversified requirements and slice isolation, independent management, operation,
and maintenance are required for services, and a customized service function and an analysis
capability need to be provided. Instances of different service types may be deployed on different
network slices, and different instances of a same service type may alternatively be deployed on
different network slices. The slice may include a group of network functions (network functions,
NFs), a subnet, and/or the like. For example, the subnet AN 140, the AMF 137, the SMF 138, and
the UPF 139 in FIG. 1 may form a slice. It may be understood that only one network function of
each type is schematically illustrated in FIG. 1. However, in actual network deployment, there may
be a plurality of, dozens of, or hundreds of network functions or subnets. A plurality of slices may
be deployed in the PLMN. Each slice may have different performance to meet requirements of
different applications and different vertical industries. The operator may customize a slice based
on requirements of customers in different vertical industries. The operator may alternatively allow
some industry customers to enjoy greater autonomy and participate in some slice management and
control functions. Slice-level authentication is a network control function with limited
participation by the industry customer. To be specific, authentication and authorization are
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performed on a slice that a terminal device is to access, namely, "slice-level authentication", which
may also be referred to as "level-2 authentication", "secondary authentication" or the like, and is
referred to as "slice authentication" for short in this application.

[00106] Before being allowed to access a network or a slice, a terminal device needs to perform
two-way authentication with the network and/or the slice to obtain authorization from the network
and/or the slice. Usually, the network needs to perform authentication and authorization on the
terminal device once or twice before the terminal device accesses the network or the slice. First,
the PLMN needs to perform authentication based on an SUPI that is used by the terminal device
to subscribe to the PLMN. Such authentication is referred to as primary authentication (primary
authentication). Second, the PLMN needs to perform authentication based on a subscription
identifier that is used by the terminal device to subscribe to a DN, namely, slice authentication,
secondary authentication, or the like.

[00107] Forexample, FIG. 1 is used as an example. When a slice is deployed in the core network,
and the UE 110 needs to access a slice, the UE 110 may provide a requested slice for the core
network. The slice requested by the UE 110 may include a requested network slice selection
assistance information set (requested network slice selection assistance information, requested
NSSAI). The NSSAI may include one or more pieces of single network slice selection assistance
information (single network slice selection assistance information, S-NSSAI). One piece of S-
NSSALI is for identifying a network slice type. Alternatively, it may be understood as that the S-
NSSALI is for identifying a slice, or it may be understood that the S-NSSAI is identification
information of a slice. It may be understood that the slice in this application may also be referred
to as a network slice, a network slice instance, S-NSSAI, or the like. A name of the slice is not
limited in this application. For ease of understanding, in the following descriptions, the slice, the
S-NSSAI, and the like are not strictly distinguished from each other in this application, and both
the slice and the S-NSSAI may be used.

[00108] In the 3GPP standard, a format of the S-NNSAI includes at least two parts:

[00109] 1. Slice/Service type (slice/service type, SST)

[00110] The SST is for distinguishing different expected features of a slice in terms of a feature
and a service. Currently, the 3GPP standard defines four standard slice types, namely, enhanced
mobile broadband (enhanced mobile broadband, eMBB), ultra-reliable low-latency
communication (ultra-reliable low-latency communication, URLLC), massive Internet of Things
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(massive Internet of Things, MIoT), and vehicle to everything (vehicle to everything, V2X).
[00111] 2. Slice differentiator (slice differentiator, SD)

[00112] The SD refers to a subdivided optional feature, and is for further distinguishing
different slices.

[00113] Both the SST and the SD may have non-standardized and PLMN-defined types.
[00114] Further, after the UE 110 sends a registration request to the network, a network function
(such as the AMF network function 137 or the NSSF network function 141) of a core network
selects, for the UE 110 based on information such as subscription data of the UE 110, the network
slice requested by the UE 110, a roaming protocol, and a local configuration, a set of network
slices allowed to be accessed. The set of network slices allowed to be accessed may be represented
by allowed (allowed) NSSAI and S-NSSAI included in the allowed NSSAI may be S-NSSAI that
the current PLMN allows the UE 110 to access.

[00115] The primary authentication and the secondary authentication are described by using
examples. For example, with development of the vertical industry and the Internet of Things, the
data network DN 120 (for example, a DN serving the vertical industry) outside the PLMN also has
an authentication and authorization requirement for the UE 110 accessing the DN 120. For
example, a commercial company provides a game platform to provide a game service for a game
player via the PLMN. On one hand, because the UE 110 used by the player accesses the game
platform via the PLMN, the PLMN needs to perform authentication or authorization on an identity
(an SUPI) of the UE 110, namely, primary authentication. The game player is a customer of the
commercial company, and the commercial company also needs to perform authentication or
authorization on the identity of the game player. For example, authentication or authorization is
performed on the identity of the game player. Such authentication may be slice-specific
authentication. In other words, such authentication is performed in a unit of a slice. In this case,
such authentication may be referred to as slice authentication (slice authentication), or network
slice-specific authentication (network slice-specific authentication and authorization, NSSAA). It
should be noted that, for example, an actual meaning of the slice authentication may be
authentication performed between a terminal device and a third-party network (for example, a DN
or an authentication server thereof). A slice authentication result determines whether the PLMN
authorizes the terminal device to access a slice provided by the PLMN. It should be further
understood that the method applied to the slice authentication in this application is also applicable
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to a scenario such as session-specific secondary authentication (secondary authentication) or slice-
specific secondary authentication. Details are not described herein.

[00116] The following describes a generic network slice template (generic network slice
template, GST).

[00117] The GSMA defines a concept of the GST. The GST is mainly for formulating a set of
standard network slice templates, so that the operator tailors a to-be-created, used, and operated
network slice as required on a basis of ensuring interoperability. This not only facilitates
interconnection, but also improves efficiency and security. The 3GPP standardization organization
is formulating a related standard for the generic network slice template, so that the 5G network
can better support and meet, by using an evolved system architecture and procedure, requirements
for a slice feature and slice performance specified by the generic network slice template.

[00118] Currently, the GSMA defines many generic network slice template attributes (GST
Attributes for short). One of the GST attributes is concerned about in embodiments of this
application, and is also a GST attribute of the related standard that is being studied and formulated
by the 3GPP standardization organization. Such GST attributes are referred to as a common
attribute or simultaneous use of the network slice (simultaneous use of the network slice), or may
be referred to as a dedicated attribute, a mutually exclusive attribute, or the like. The attribute
mainly describes whether the slice can be simultaneously used with another slice. The attribute of
the slice in embodiments of this application, also referred to as a slice attribute, refers to a GST
attribute, and includes a common attribute. The network usually simultaneously deploys slices of
various types and attributes, and whether the UE can simultaneously use a plurality of slices is a
security issue that needs to be considered in a communication process. Therefore, the essence of
the common attribute may also be considered as an isolation issue between slices.

[00119] A plurality of slices may share some network resources to improve utilization
efficiency of the network resource. If these network resources, such as network elements or NFs,
are not properly isolated, there is a risk of information leakage from each other. This problem is
important for a user/an industry that has high-sensitive data or has a high requirement on network
security and privacy. Usually, it is expected that a slice of the user/industry and another slice can
be used by UE non-simultaneously, to prevent information leakage between slices. Conversely, for
some common service data, security provided by an existing network slice is sufficient to meet a
requirement, and no additional security mechanism or costs are required to enhance isolation

22



10

15

20

25

30

between slices.

[00120] The GSMA further provides a suggestion on subdivision of the GST common attributes.
For example, in embodiments of this application, the common attribute may be divided as follows:
[00121] When a value of the common attribute is 0, the common attribute may be shared with
any other slice (a "common slice" for short).

[00122] When a value of the common attribute is 1, a slice may be simultaneously used with
only a slice of a same SST type (in this case, the slice is referred to as a "type-1 slice" for short).
[00123] When a value of the common attribute is 2, a slice may be simultaneously used with
only a slice of a same SD (in this case, the slice is referred to as a "type-2 slice" for short).
[00124] When a value of the common attribute is 3, a slice is not allowed to be simultaneously
used with any other slice (in this case, the slice is referred to as a "dedicated slice" for short).
[00125] When a value of the common attribute is 4 to 15, a slice is customized by the operator
(in this case, the slice is referred to as a "customized slice" for short).

[00126] It should be noted that, in embodiments of this application, the common attribute in the
GST attribute is mainly used as an example for description. For convenience, the following
descriptions do not strictly distinguish between the "attribute" and the "common attribute", which
are interchangeable.

[00127] Inembodiments of this application, a problem of resource sharing and security isolation
between slices is mainly studied, and specific division of the foregoing GST attribute is not limited.
The existing 3GPP standard has the following slice access rules:

[00128] Rule 1: UE is allowed to simultaneously access a plurality of slices. The UE may
simultaneously access a maximum of eight slices in a same PLMN. When the UE accesses two to
eight slices in the same PLMN, these slices need to share a same AMF.

[00129] Rule 2: UE is allowed to access different slices successively (nonsimultaneously).
When the UE accesses different slices successively, the UE may use a same AMF or different
AMFs, depending on many factors such as a moving position of the UE and a load degree of the
AMF.

[00130] For the "dedicated slice", the existing 3GPP standard does not define a unified
dedicated-slice isolation method, but is left to the operator for customization and implementation
during slice deployment. For example, in a simple method, when the dedicated slice is deployed,
the operator may use a private policy to prohibit the UE from accessing a plurality of slices.
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Certainly, in this method, original deployment flexibility of network slices and convenience of the
UE are reduced.

[00131] Currently, in the standard that the 3GPP is studying and formulating, how to configure
a network and UE so that the network performs automatic determining to prevent the UE from
simultaneously accessing a dedicated slice (having a GST common attribute value of 3) and
another slice (having any common attribute value), or how to fully meet a restriction requirement
of the GST common attribute is being discussed.

[00132] A core security problem of the GST dedicated slice attribute is to ensure security
isolation between slices.

[00133] In an actual communication scenario, there is a scenario (the foregoing rule 1) in which
the UE simultaneously accesses a plurality of slices, and there is also a scenario (the foregoing
rule 2) in which the UE successively (non-simultaneously) accesses a plurality of slices. The
existing 3GPP discusses only the scenario described in the foregoing rule 1. Actually, security
isolation between slices also needs to be ensured in the scenario described in the foregoing rule 2.
[00134] The following briefly describes a possible problem of information leakage between
slices in the scenario described in the foregoing rule 2. It should be noted that information between
slices may include control signaling, user data, and the like between the slices. The following two
typical scenarios are used as examples.

[00135] Scenario A: An AMF is shared. UE successively accesses different (or the same) slices.
[00136] For example, after the UE accesses a slice 1 at a moment, and uses and completes a
service on the slice 1, the UE exits the slice 1 and a network, and completes a de-registration (de-
registration) procedure with the network. After a period of time, the UE needs to use a service of
a slice 2, and accesses the slice 2 via the network.

[00137] A core network part of a slice usually mainly includes network functions such as an
AMEF, an SMF, and a UPF. In the existing 3GPP standard, a common implementation is that the
slice 1 and the slice 2 use different SMFs and UPFs, but the slice 1 and the slice 2 use the same
AMEF (as described in the foregoing rule 1). As shown in FIG. 2A, the slice 1 uses an SMF 1 and
a UPF 1, and the slice 2 uses an SMF 2 and a UPF 2. However, the slice 1 and the slice 2 use a
same AMF. In addition, although the UE uses the slice 1 and the slice 2 at an interval (non-
simultaneously), and the UE further completes de-registration during the use, the UE and the
network still retain and use a same set of security contexts, including, for example, an AMF key
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Kamf that is for deriving an encryption/integrity protection key. This is because the network may
optimize network performance by reusing the security contexts.

[00138] It can be learned that although the UE accesses two different slices at different time
points, the UE still uses the same set of security contexts. If one of the slices is a slice that needs
to be isolated from another slice, there is still a risk of leakage of information about the slice.
Because a security context of the slice is the same as a security context of the another slice, and
the information about the slice may also be obtained by using the security context of the another
slice. Therefore, security isolation (such as key isolation) should also be performed between slices
in the scenario in which different slices are accessed at different time points.

[00139] Scenario B: An AMF is not shared. UE successively accesses different (or the same)
slices, or AMF re-allocation occurs.

[00140] For example, after the UE accesses a slice 1 via an AMF 1 at a moment, and uses and
completes a service on the slice 1, the UE exits the slice 1 and a network, and completes a de-
registration (de-registration) procedure with the network. The UE re-registers with the network via
an AMF 2 and accesses a slice 2. Although the UE accesses the AMF 2, due to a requirement of
network performance optimization, the network usually requires the AMF 1 to store a security
context of the UE, for example, a key Kamf, and transfers the security context to the AMF 2. To
be specific, even if the UE accesses different slices at different time points when the AMF is not
shared, the used security context may still be the same, and key-level security isolation is not
performed between the slice 1 and the slice 2 either.

[00141] Another example is the scenario in which the UE performs AMF re-allocation (AMF
re-allocation). The scenario occurs when the UE is in a connected state or is not de-registered. As
shown in FIG. 2B, when the UE registers with the network, the network device first processes a
request of the UE via a source (Source) AMF, and initiates a network authentication procedure.
After the authentication is completed and information (for example, NSSAI) about a slice that the
UE requests to access is obtained, a target (target) AMF is determined to be used to continue to
process the slice that the UE requests to access. This procedure is referred to as a UE re-allocation
procedure. The re-allocation procedure may also be triggered when the UE moves.

[00142] In the re-allocation procedure, the UE first accesses the network via the source AMF
and stores information (including a security context of the UE) about the UE in the source AMF.
It should be noted that in this case, the UE may have accessed a slice 1 or may have not accessed
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a slice 1. When the network determines to use the target AMF to continue to serve the UE, the
security context stored in the source AMF may be transferred to the target AMF. To be specific,
although the UE does not simultaneously access the slice 1 and the slice 2, the security context
used by the UE in the slice 2 may be obtained from both AMFs. Therefore, key-level security
isolation is not implemented between the slice 2 and the slice 1.

[00143] Based on the descriptions of the scenario A and the scenario B, it may be learned that
when the UE accesses a plurality of slices at different time points, there may be a risk of
information leakage between slices.

[00144] In view of this, this application provides a slice isolation method to avoid information
leakage between slices. In a registration process, a first network device obtains information about
a first slice of a user. The first network device may obtain a second key if the information about
the first slice does not match information about a second slice that the user equipment requests to
access. The second key is for performing security protection on the information about the second
slice and/or information about the user equipment. This can ensure that after the user equipment
accesses the to-be-accessed second slice, a key (that is, the second key) used by a network and the
user equipment is different from a key used by the network and the user when the user equipment
accesses another slice (for example, the first slice), so that information leakage between slices is
avoided. Alternatively, in a de-registration process, a first network device receives a de-registration
request message from user equipment, and the first network device deletes a third key. The third
key is a key used by a network and the user equipment when the user equipment accesses a third
slice, and the third slice is a slice last accessed by the user equipment. A key previously used by
the user equipment to access another slice is deleted. This can ensure that a key used by the network
and the user equipment in a subsequently accessed slice is different from the key previously that
is in a process in which the another slice is accessed, so that information leakage between slices is
avoided. Alternatively, in an AMF re-allocation process, a first network device sends a rerouted
message of user equipment to another network device. If information about a slice obtained by the
first network device does not match information about a slice that the user equipment requests to
access, the first network device may initiate re-authentication on the user equipment. In the AMF
re-allocation process, an authentication procedure is re-initiated for the user equipment, and a key
is regenerated. The regenerated key is different from a key stored in a source AMF. This avoids
using a same key when different slices are accessed, so that information leakage between slices is
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avoided.

[00145] The slice isolation method provided in embodiments of this application may be applied
to the communication system shown in FIG. 1.

[00146] A slice isolation process provided in the registration process is shown in FIG. 3. The
process includes the following steps.

[00147] S301: User equipment sends a first request message to a first network device, and the
first network device receives the first request message, where the first request message is for
requesting to access a second slice.

[00148] For example, the first network device is an AMF.

[00149] The first request message may be a registration request (Registration Request) message.
The first request message includes identification information of the user equipment and
information about the second slice.

[00150] The identification information of the user equipment is an identifier of the user
equipment, for example, a globally unique temporary identifier (globally unique temporary
identifier, GUTI) of the user equipment, and/or a subscription concealed identifier (subscription
concealed identifier, SUCI) of the user equipment. The SUCI may be obtained by performing
privacy protection processing (for example, encryption processing) on an SUPIL

[00151] The information about the second slice includes identification information of the
second slice. Optionally, the information about the second slice may further include an attribute of
the second slice. The identification information of the second slice includes S-NSSAI or NSSAL
The NSSAI is a slice identifier set, and may include identifiers (that is, a plurality of pieces of S-
NSSAI) of a plurality of slices. The second slice may be a slice identified by any one of the
plurality of pieces of S-NSSAI. The attribute of the second slice may be determined based on a
common attribute value. For example, when the common attribute value is 0, the second slice is a
common slice. When the common attribute value is 1, the second slice is a type-1 slice. When the
common attribute value is 2, the second slice is a type-2 slice. When the common attribute value
is 3, the second slice is a dedicated slice.

[00152] Inapossible example, after receiving the first request message, the first network device
may check whether a security context or a context (including the security context) of the user
equipment exists. For example, the first network device determines whether the user equipment
has accessed a network before (for example, determines whether an identifier of a user is the
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GUTI). If it is determined that the user equipment has not accessed the network device before, the
first network device determines that the context of the user equipment does not exist, and the first
network device may perform network authentication on the user equipment, so that the user
equipment accesses the network. If it is determined that the user equipment has accessed a network
before, the first network device further determines a network device or a network function used
by the user equipment to access the network when the network is accessed before (for example, a
previously accessed network device may be determined by using the GUTI, where content of the
GUTI includes a network identifier and a network function (AMF) identifier).

[00153] S302: The first network device obtains information about a first slice of the user
equipment.

[00154] If the user equipment accesses the network last time via the first network device, the
first network device directly obtains the information about the first slice of the user equipment
from the first network device; or if the user equipment accesses the network last time via another
network device (not the first network device), the first network device obtains the information
about the first slice of the user equipment from the another network device. Optionally, the context
or the security context of the user equipment includes the information about the first slice. In
addition, optionally, the context or the security context of the user equipment includes an attribute
of the first slice and/or a first key (for example, Kamf). The first key is a key used by the user
equipment and the network when the user equipment accesses the first slice.

[00155] The first slice of the user equipment is any one of one or more slices that the user
equipment subscribes to, or the first slice is a slice that has been accessed before, recently accessed,
or currently accessed by the user equipment. The information about the first slice includes
identification information of the first slice. Optionally, the information about the first slice may
further include at least one of the following: the attribute of the first slice, a security context of the
first slice, and/or the first key. The first key is for performing security protection on the information
about the first slice and/or information that is in a process in which the user equipment accesses
the first slice.

[00156] In a possible example, the first network device may obtain the information about the
first slice when obtaining the context or the security context of the user equipment. Optionally, the
context or the security context of the user equipment includes the information about the first slice,
and the first network device obtains the information about the first slice from the context or the
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security context of the user equipment. Alternatively, optionally, the first network device obtains
the information about the first slice from the first network device or another network device.
[00157] S303: The first network device obtains a second key if the information about the first
slice does not match the information about the second slice that the user equipment requests to
access, where the second key is for performing security protection on the information about the
second slice and/or information that is in a process in which the user equipment accesses the
second slice.

[00158] The second key is a key used by the user equipment and the network when the user
equipment accesses the second slice.

[00159] If the information about the first slice includes the attribute of the first slice, and the
information about the second slice includes the attribute of the second slice, in S303, if the attribute
of the first slice does not match the attribute of the second slice, the first network device obtains
the second key.

[00160] That the attribute of the first slice does not match the attribute of the second slice
includes that the attribute of the first slice is incompatible with the attribute of the second slice, or
the attribute of the first slice is mutually exclusive to the attribute of the second slice.

[00161] That the attribute of the first slice does not match/is incompatible with/is mutually
exclusive to the attribute of the second slice includes at least one of the following:

[00162] (11) A common attribute of the first slice and/or a common attribute of the second slice
do/does not allow simultaneous use with a slice of any other attribute.

[00163] For example, the first slice and/or the second slice are/is dedicated slices/a dedicated
slice. For example, the first slice is a dedicated slice, and the second slice is a slice of any attribute.
For another example, the second slice is a dedicated slice, and the first slice is a slice of any
attribute. For another example, the first slice is a dedicated slice, the second slice is a dedicated
slice, and the first slice and the second slice are different dedicated slices.

[00164] (12) The attribute of the first slice allows simultaneous use with only a slice that has a
same slice/service type SST, where an SST of the attribute of the second slice is different from an
SST of the attribute of the first slice.

[00165] (13) The attribute of the second slice allows simultaneous use with only a slice that has
a same slice/service type SST, where an SST of the attribute of the first slice is different from an
SST of the attribute of the second slice.
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[00166] (14) The attribute of the first slice allows simultaneous use with only a slice that has a
same slice differentiator SD, where an SD of the attribute of the second slice is different from an
SD of the attribute of the first slice.

[00167] (15) The attribute of the second slice allows simultaneous use with only a slice that has
a same slice differentiator SD, where an SD of the attribute of the first slice is different from an
SD of the attribute of the second slice.

[00168] The first slice in (12) and (14) is a non-dedicated slice, but is incompatible with the
common attribute of the second slice. For example, the attribute of the first slice is a type-1 slice
and the attribute of the second slice is a type-2 slice, or the attribute of the first slice is a type-2
slice and the attribute of the second slice is a type-1 slice. The second slice in (13) and (15) is a
non-dedicated slice, but is incompatible with the common attribute of the first slice. For example,
the attribute of the second slice is a type-1 slice and the attribute of the first slice is a type-2 slice,
or the attribute of the second slice is a type-2 slice and the attribute of the first slice is a type-1
slice.

[00169] In a possible example, when the first network device obtains the second key, the first
network device generates the second key based on the first key, where the first key is for
performing security protection on the information about the first slice and/or the information that
is in a process in which the user equipment accesses the first slice. For example, the first network
device is an AMF, and the AMF generates a second slice key based on Kamf (for performing
security protection on the information about the first slice and/or the information that is in a process
in which the user equipment accesses the first slice).

[00170] In another possible example, when the first network device obtains the second key, the
first network device re-initiates network authentication on the user equipment or initiates slice
authentication on the user equipment. If the authentication re-initiated by the first network device
on the user equipment succeeds or the slice authentication initiated by the first network device on
the user equipment succeeds, the first network device generates or receives the second key. For
example, the first network device is an AMF, and the AMF includes a security anchor function
(Security Anchor Function or SEAF). When the network authentication succeeds, the security
anchor function SEAF generates the second key. For another example, the AMF does not include
an SEAF. To be specific, the AMF and the SEAF are separately deployed in different network
devices. When the network authentication succeeds, after generating the second key, the security
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anchor function SEAF sends the second key to the AMF. This procedure ensures that the second
key is independent of the first key. The first key cannot be obtained based on the second key, and
the second key cannot be obtained based on the first key.

[00171] In still another possible example, corresponding isolation requirements may be set
based on different common attributes. The isolation requirements corresponding to different
common attributes are not limited in this embodiment of this application. For example, a larger
common attribute value indicates a higher isolation requirement. For example, an isolation
requirement of the dedicated slice is the highest, an isolation requirement of the type-2 slice is the
second highest, an isolation requirement of the type-1 slice is lower than that of the type-2 slice,
and an isolation requirement of the common slice is the lowest.

[00172] In this example, when the first network device obtains the second key, if an isolation
requirement of the first slice is higher than an isolation requirement of the second slice, the first
network device generates the second key based on the first key; or if an isolation requirement of
the first slice is lower than an isolation requirement of the second slice, the first network device
performs network re-authentication on the user equipment. If the re-authentication succeeds, the
first network device generates or receives the second key.

[00173] Compared with the re-authentication, a process of generating the second key based on
the first key is simple, and has few execution steps and less interaction between the user equipment
and the network.

[00174] S304: The first network device sends first indication information to the user equipment,
and the user equipment receives the first indication information, where the first indication
information indicates the user equipment to obtain the second key.

[00175] The first indication information may indicate the user equipment to generate the second
key based on the first key.

[00176] In an implementation, the first indication message may be non-access stratum (non-
access stratum, NAS) security mode command (security mode command, SMC) signaling.
[00177] Step S304 is an optional step. If the first network device initiates network re-
authentication on the user equipment, the step S304 does not need to be performed. It should be
noted that, in a process of network re-authentication initiated by the first network device on the
user equipment, the first network device (for example, including the AMF and the SEAF) sends
one or more other messages such as an authentication request message, and the user equipment
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may also reply to the one or more messages. This is not limited herein.

[00178] S305: The user equipment obtains the second key.

[00179] In apossible example, in S305, the user equipment obtains the first key, where the first
key is for performing security protection on the information about the first slice and/or the
information that is in a process in which the user equipment accesses the first slice; and the user
equipment generates the second key based on the first key.

[00180] The user equipment may store the first key.

[00181] In another possible example, the user equipment performs re-authentication with the
first network device; and if the re-authentication performed by the user equipment with the first
network device succeeds, the user equipment generates the second key. The key and the first key
cannot be obtained through mutual derivation.

[00182] It should be noted that the first network device and the user equipment obtain the
second key in a same manner (including generating the second key by using a same parameter), to
ensure that the first network device and the user equipment subsequently use a same key to perform
security protection on communication information.

[00183] In the registration process, if the attribute of the first slice matches the attribute of the
second slice, the first network device may further send a registration accept message to the user
equipment, and the user equipment receives the registration accept message.

[00184] That the attribute of the first slice matches the attribute of the second slice includes that
the attribute of the first slice is compatible with the attribute of the second slice, or the attribute of
the first slice is not mutually exclusive to the attribute of the second slice.

[00185] That the attribute of the first slice matches/is compatible with/is not mutually exclusive
to the attribute of the second slice includes at least one of the following:

[00186] (21) The attribute of the first slice or the attribute of the second slice allows
simultaneous use with the slice of any other attribute.

[00187] For example, the first slice and/or the second slice are/is common slices/a common
slice.

[00188] (22) The attribute of the first slice allows simultaneous use with only a slice that has a
same SST, where an SST of the attribute of the second slice is the same as an SST of the attribute
of the first slice.

[00189] For example, both the first slice and the second slice are type-1 slices, and their SSTs
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are the same.

[00190] (23) The attribute of the second slice allows simultaneous use with only a slice that has
a same SST, where an SST of the attribute of the first slice is the same as an SST of the attribute
of the first slice.

[00191] For example, both the first slice and the second slice are type-1 slices, and their SSTs
are the same.

[00192] (24) The attribute of the first slice allows simultaneous use with only a slice that has a
same SD, where an SD of the attribute of the second slice is the same as an SD of the attribute of
the first slice.

[00193] For example, both the first slice and the second slice are type-2 slices, and their SDs
are the same.

[00194] (25) The attribute of the second slice allows simultaneous use with only a slice that has
a same SD, where an SD of the attribute of the first slice is the same as an SD of the attribute of
the second slice.

[00195] For example, both the first slice and the second slice are type-2 slices, and their SDs
are the same.

[00196] (26) The second slice and the first slice are mapped to same single network slice
selection assistance information S-NSSAI.

[00197] The first slice and the second slice may be mapped to a same S-NSSAI slice in a home
network (Home PLMN). The first slice and the second slice may have different slice identifiers S-
NSSALI SST types or SDs in respective PLMNS.

[00198] (27) There is another possibility in which there are a plurality of types of slices but
attributes of the slices may be compatible.

[00199] If the information about the first slice does not identify the attribute of the first slice, it
may be considered that the attribute of the first slice allows simultaneous use with a slice of any
other attribute. For example, the first slice may be considered as a common slice. Alternatively, if
the information about the first slice does not identify the attribute of the second slice, it may be
considered that the attribute of the second slice allows simultaneous use with a slice of any other
attribute. For example, the second slice may be considered as a common slice.

[00200] If the information about the first slice does not identify the attribute of the first slice, or
the information about the second slice does not identify the attribute of the second slice, the user
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equipment is a legacy device. For example, a 5G standard includes an R15 version, an R16 version,
and an R17 version. If a GST common attribute is newly introduced in R17, devices in R15 and
R16 may be referred to as legacy devices. For "backward compatibility", the legacy device may
still be used in the network, and a slice accessed by the legacy device may be considered as a
common slice.

[00201] The following further describes the slice isolation process shown in FIG. 3 by using
two specific embodiments.

[00202] When accessing a network last time, user equipment accesses the network via a first
AMF. For a slice isolation process, refer to FIG. 4 (nonsimultaneously shared AMF). The process
includes the following steps.

[00203] S401: The user equipment sends a registration request to the first AMF.

[00204] The registration request includes an identifier (such as a GUTI or an SUCI) of the user
equipment and identification information (for example, S-NSSAI, which may be any piece of S-
NSSAIin NSSAI that is requested to be accessed) of a second slice that is requested to be accessed.
Optionally, the registration request includes an attribute of the second slice.

[00205] S402: The first AMF determines whether a security context (security context) of the
user equipment is stored.

[00206] For example, the first AMF determines, based on the identifier GUTI of the user
equipment, whether a valid security context of the user equipment is stored in the first AMF. If the
valid security context of the user equipment is stored in the first AMF, S403 is skipped, and S404
is performed. If the valid security context of the user equipment is not stored in the first AMF,
S403 is performed.

[00207] The security context is a valid security context. This means that the first AMF can
successfully verify a message authentication code (message authentication code, MAC) in the
registration request message by using the security context (for example, a first key Kamf).
[00208] (Optional) step S403: The AMF initiates network authentication or primary
authentication (Primary Authentication) performed by the user equipment with the first AMF and
UDM.

[00209]  After S403 is performed, S404 to S409 are skipped, and S410 is performed, to perform
another registration step in an existing standard procedure.

[00210] (Optional) step S404: The first AMF obtains information about a slice that the user
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equipment subscribes to, that is, obtains and retrieves subscription information (subscription
information).

[00211] The first AMF obtains, locally (from a storage unit of the first AMF) or from the UDM
(which may alternatively be another NF), the information (for example, slice identifier NSSAI,
which may include one or more pieces of S-NSSAI) about the slice that the user equipment
subscribes to. For example, the first AMF first locally searches for whether the information about
the slice that the user equipment subscribes to exists. If the information exists, the first AMF locally
obtains the information about the slice that the user equipment subscribes to. If the information
does not exist, the first AMF sends a request message to the UDM, and obtains, from the UDM,
the information about the slice that the user equipment subscribes to.

[00212] The first AMF receives and obtains common attribute information of the subscribed
slice from the obtained information about the slice that the user equipment subscribes to.

[00213] (Optional) step S405: The first AMF checks an attribute of the subscribed slice.
[00214] For example, optionally, whether the information about the subscribed slice includes
attribute information of the subscribed slice is checked. There may be one or more subscribed
slices, and the one or more slices respectively correspond to one or more slice attributes. That is,
each slice corresponds to attribute information of one slice.

[00215] If the subscribed slice includes only a single slice attribute, the first AMF skips S406
to S409, and performs S410.

[00216] If the information about the subscribed slice includes more than one slice attribute, and
the more than one slice attribute is a compatible attribute, the first AMF skips S406 to S409, and
performs S410, or the first AMF may alternatively perform S407.

[00217] In other cases, the first AMF performs S406.

[00218] (Optional) step S406: The first AMF obtains first slice information (that is, information
about a first slice), and compares an attribute of the first slice with the attribute of the second slice
that is requested to be accessed.

[00219] The first AMF obtains the first slice information locally (from the storage unit of the
first AMF) or from the UDM (which may alternatively be another NF). The first slice information
is slice information stored in a context of the user equipment. The first slice information includes
one or more pieces of S-NSSALI, to indicate a slice indicated by the one or more pieces of S-NSSAI
that the user equipment is accessing or has accessed. The first slice information further includes
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attribute information of the first slice (corresponding to the one or more pieces of S-NSSAI). In
an optional implementation, if the first AMF determines, based on the attribute of the first slice
and the attribute of the second slice, that the attribute of the first slice does not match the attribute
of the second slice, and an isolation requirement of the first slice is higher than or not lower than
an isolation requirement of the second slice, the first AMF returns to perform S403.

[00220] In an optional implementation, if the first AMF determines, based on the attribute of
the first slice and the attribute of the second slice, that the attribute of the first slice does not match
the attribute of the second slice, the first AMF returns to perform S403.

[00221] In an optional implementation, if the first AMF determines, based on the attribute of
the first slice and the attribute of the second slice, that the attribute of the first slice does not match
the attribute of the second slice, and an isolation requirement of the first slice is lower than or not
higher than an isolation requirement of the second slice, the first AMF performs S407.

[00222] In an optional implementation, if the first AMF determines, based on the attribute of
the first slice and the attribute of the second slice, that the attribute of the first slice does not match
the attribute of the second slice, the first AMF performs S407. If the first AMF determines, based
on the attribute of the first slice and the attribute of the second slice, that the attribute of the first
slice matches the attribute of the second slice, the first AMF skips S407 to S409, and performs
S410.

[00223] It should be noted that there may be one or more obtained attributes of the first slice,
and there may be one or more obtained attributes of the second slice. A quantity of first slices
(pieces of S-NSSAI) and a quantity of second slices (pieces of S-NSSAI) may be the same or
different. An attribute of each slice corresponds to one slice (piece of S-NSSAI). That is, each slice
(piece of S-NSSAI) corresponds to one attribute. For example, the user equipment accesses two
slices last time, and identifiers are respectively S-NSSAI-1 and S-NSSAI-2. An attribute value of
the slice S-NSSAI-1 is 0, namely, a common slice, and an attribute value of the slice S-NSSAI-2
is 2, namely, a slice that is only allowed to be simultaneously used in case of a same SD value (the
two slices are shared by the user equipment last time, which implies that an SD value of the slice
S-NSSAI-1 is the same as an SD value of the slice S-NSSAI-2). The AMF stores the identifiers
and the attribute values of the slice S-NSSAI-1 and the slice S-NSSAI-2 in the context
corresponding to the user equipment, and further stores a shared key Kamf. For example, the user
equipment requests to access another slice S-NSSAI-3 this time, and an attribute value of the slice

36



10

15

20

25

30

S-NSSAI-3 is 3, that is, the slice is a dedicated slice. In this example, the first AMF may obtain
two attributes of the first slice and one attribute of the second slice.

[00224] In a scenario of the attribute values "0" to "3", the attribute "3" cannot coexist (that is,
be incompatible) with other attributes, and the attribute "0" may be compatible with all attributes.
Therefore, a scenario of a plurality of pieces of S-NSSAI includes eight possible compatible
attribute combinations, namely, four possible single attribute combinations (when there is one
attribute), three possible compatible attribute combinations (when there are two attributes), and
one possible compatible attribute combination (when there are three attributes). For first slice
attribute information and second slice attribute information that respectively include a plurality of
pieces of S-NSSAI, there are 8x8=64 possible attribute combinations in the two pieces of slice
information. For ease of description, in this embodiment of this application, a scenario in which
information about one first slice is stored and the user equipment requests to access one second
slice is used as an example for description. For a case of a plurality of slices or a plurality of
attribute values, refer to the case shown in the scenario, and descriptions are not provided one by
one. Specifically, the following cases are involved:

[00225] (31) An exclusiveness requirement of the second slice that is requested to be accessed
is higher than exclusiveness of the first slice. To be specific, the isolation requirement of the second
slice 1s higher than the isolation requirement of the first slice.

[00226] For example, the attribute of the second slice is a dedicated slice (an attribute value is
3), and the attribute of the first slice is a non-dedicated slice (an attribute value is 0, 1, or 2).
[00227] For another example, the attribute value of the second slice is 1 or 2, and the attribute
of the first slice is a common slice (the attribute value is 0).

[00228] (32) An exclusiveness requirement of the second slice that is requested to be accessed
is lower than exclusiveness of the first slice. To be specific, the isolation requirement of the second
slice is lower than the isolation requirement of the first slice.

[00229] For example, the attribute of the first slice is a dedicated slice (the attribute value is 3),
and the attribute of the second slice is a non-dedicated slice (the attribute value is 0, 1, or 2).
[00230] For another example, the attribute value of the first slice is 1 or 2, and the attribute of
the second slice is a common slice (the attribute value is 0).

[00231] (33) There is another case in which the second slice that is requested to be accessed is
incompatible with the first slice.
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[00232] (33) includes the cases shown in (31) and (32). For other cases, refer to the related
descriptions in FIG. 3. Details are not listed one by one herein.

[00233] (34) The second slice that is requested to be accessed and the first slice may be
simultaneously used.

[00234] For example, the second slice and the first slice are a same dedicated slice. For another
example, the second slice and the first slice are common slices. For another case in which the
attribute of the second slice is compatible with the attribute of the first slice, refer to the related
descriptions in FIG. 3. Details are not listed one by one herein.

[00235] For (31) and (33), the first AMF returns to perform S403, and uses a strong isolation
method to ensure information security between slices. In another optional implementation, the first
AMF performs S407, that is, uses a same execution method as (32).

[00236] For (32), the first AMF performs S407, and uses an isolation method with low costs to
ensure information security between slices. In another optional implementation, the first AMF
performs S40, that is, uses a same execution method as (31) and (33).

[00237] For (34), the first AMF skips S407 to S409, and performs S410, and no isolation is
required between slices.

[00238] (Optional) step S407: The first AMF starts a key update procedure to update the key
Kamf stored in the AMF.

[00239] In S407, the first AMF generates the second key (an updated key Kamf) based on the
first key (for example, the key Kamf).

[00240] (Optional) step S408: The first AMF notifies the user equipment to update the first key
Kamf, and sends a required key update parameter to the user equipment. A message sent in S408
may be a "non-access stratum" (non-access stratum, NAS) security mode command (security mode
command, SMC) message. (Optional) step S409: The user equipment updates the stored first key
Kamf based on the received key update parameter to generate the second key Kamf (to be specific,
the originally stored key Kamf is the first key, and the updated key Kamf is the second key).
[00241] S410: The user equipment completes another sub-procedure in a registration procedure.
Refer to a related standard procedure, and details are not described herein.

[00242] S411: The first AMF sends a registration accept message to the user equipment.
[00243] In another possible implementation, S406 may be simplified as follows: The first AMF
checks whether isolation needs to be performed on the second slice. If isolation needs to be
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performed on the second slice, the first AMF returns to perform S403 again, or returns to perform
S707 (perform S707 to S709) again. If isolation does not need to be performed on the second slice,
the first AMF performs S410.

[00244] When accessing a network last time, the user equipment accesses the network via a
second AMF, and the user equipment accesses the network this time via a first network device. For
a slice isolation process, refer to FIG. 5 (non-shared AMF), and the process includes the following
steps.

[00245] For a process of S501, refer to S401.

[00246] S502: The first AMF determines that the user equipment has accessed the network (for
example, the registration request includes a GUTI), and has accessed the network via the second
AMF (for example, the GUTI includes an ID of the AMF). To be specific, an AMF previously
accessed by the user equipment has changed (the second AMF and the first AMF are not a same
AMF).

[00247] The first AMF may be considered as a new (new) AMF or a target (target) AMF. The
second AMF may be considered as an old (old) AMF or a source/initial (Source/Initial) AMF.
[00248] S503: The first AMF sends a request message to the second AMF (for example, a user
equipment context transfer request UE context transfer request message), to obtain information
about a first slice stored in the second AMF.

[00249] The request message may include information about a second slice that the user
equipment requests to access.

[00250] S504: The second AMF compares a stored attribute of the first slice with an attribute
of the second slice that is requested to be accessed. In an optional implementation, S504 is optional.
That is, the second AMF does not perform the comparison.

[00251] S505: The second AMF sends a response message to the first AMF (for example, a user
equipment context transfer response UE context transfer response message).

[00252] The second AMF may determine, based on a comparison result in S504, information
to be carried in the response message in S505.

[00253] For example, if the attribute of the first slice matches the attribute of the second slice,
the response message may include a security context (for example, include a first key Kamf) of
the first slice, and the like.

[00254] For another example, if the attribute of the first slice does not match the attribute of the
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second slice, the response message may include an insecurity context but not include a security
context (for example, a first key Kamf). Alternatively, the response message may include a context
that does not affect slice isolation (either a security context or an insecurity context, such as an
SUPI of the user equipment) but not include a context (for example, a first key Kamf) that affects
the slice isolation. Optionally, the response message includes identification information (NSSAI)
and the attribute of the first slice. Optionally, the response message includes indication information,
notifying the first AMF that the user equipment has passed security authentication, and that a
security context of the user equipment exists but does not match the attribute of the second slice,
which causes a failure in sending the security context (for example, the first key Kamf), and
indicating the first AMF to perform re-authentication (network authentication or slice
authentication, where the network authentication includes primary authentication and optional
slice authentication). Alternatively, the second AMF first updates the first key Kamf (an updated
key is a second key Kamf) or performs re-authentication, and then sends, to the first AMF, the
response message carrying an updated security context (for example, the second key Kamf and a
parameter required for key updating, and optionally, key indication information indicating that the
key has been updated or the key is the second key). Optionally, the first AMF may update a key or
perform re-authentication for slice isolation.

[00255] For another example, if the second AMF cannot determine whether the attribute of the
first slice matches the attribute of the second slice, for example, if the second AMF does not store
the attribute of the first slice, or the request message sent by the first AMF does not include the
attribute of the second slice, the second AMF may consider that the attribute of the first slice does
not match the attribute of the second slice.

[00256] In an optional implementation, if the second AMF does not perform S504, to be specific,
the second AMF considers that the attribute of the first slice matches (compatible) with the
attribute of the second slice, S505 may be performed based on an existing procedure.

[00257] In an optional implementation, the second AMF includes the indication information in
the message in S505, indicating the first AMF to perform primary re-authentication (to be specific,
the second key is not generated based on the first key), or update the key Kamf (to be specific, the
first key is sent, to indicate the first AMF to generate the second key based on the first key).
[00258] S506: The first AMF processes the response message.

[00259] The first AMF determines and performs a subsequent procedure based on the response
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message.

[00260] If the response message includes the first key and/or the second key, the identification
information and the attribute of the first slice, the attribute of the first slice is compared with the
attribute of the second slice that is requested to be accessed.

[00261] In an optional implementation, if the first AMF determines, based on the attribute of
the first slice and the attribute of the second slice, that the attribute of the first slice does not match
the attribute of the second slice, and an isolation requirement of the first slice is higher than or not
lower than an isolation requirement of the second slice, the first AMF performs S507.

[00262] In an optional implementation, if the first AMF determines, based on the attribute of
the first slice and the attribute of the second slice, that the attribute of the first slice does not match
the attribute of the second slice, and an isolation requirement of the first slice is lower than or not
higher than an isolation requirement of the second slice, the first AMF performs S508.

[00263] In an optional implementation, if the first AMF determines, based on the attribute of
the first slice and the attribute of the second slice, that the attribute of the first slice does not match
the attribute of the second slice, the first AMF performs S507.

[00264] In an optional implementation, if the first AMF determines, based on the attribute of
the first slice and the attribute of the second slice, that the attribute of the first slice does not match
the attribute of the second slice, the first AMF performs S508.

[00265] If the first AMF determines, based on the attribute of the first slice and the attribute of
the second slice, that the attribute of the first slice matches the attribute of the second slice, the
first AMF skips S507 and S508, and performs S509.

[00266] In an optional implementation, if the response message includes the second key Kamf
and the parameter required for key updating, the first AMF performs S508.

[00267] In an optional implementation, the first AMF performs a step based on the indication
information included in the message in S505. To be specific, if the first AMF is indicated to
perform primary re-authentication, S507 is performed. Alternatively, if the first AMF is indicated
to update the key Kamf, S508 is performed.

[00268] For a process of S507, refer to S403.

[00269] The first AMF initiates primary authentication (Primary Authentication) performed by
the user equipment with the network.

[00270] After S507 is performed, an existing standard procedure is performed to generate the
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second key (skipping a key update procedure in S508), and S509 is performed to perform another
registration step in the existing standard procedure.

[00271] For a process of S508, refer to S407 to S409.

[00272] For a process of S509 and S510, refer to S410 and S411.

[00273] Optionally, either of S504 and S506 may be performed, or both of S504 and S506 may
be performed. It should be noted that in S506, the first AMF may re-perform determining
independently of the second AMF (S504). This is because the first AMF and the second AMF may
be located in different PLMNSs or different security domains, or the first AMF may not completely
trust a determining result of the second AMF.

[00274] In addition, the first AMF may alternatively obtain the information about the first slice
via another NF (a non-second AMF, such as an unstructured data storage function (unstructured
data storage function, UDSF)). Alternatively, the first AMF may indirectly interact with the second
AMF via another NF (for example, a UDSF). This is not limited herein.

[00275]  Aslice isolation process provided in the de-registration process is shown in FIG. 6. The
process includes the following steps.

[00276] S601a: User equipment sends a de-registration request message to a first network
device, and the first network device receives the de-registration request message.

[00277] In S601a, the de-registration process is initiated by the user equipment.

[00278] S601b: The first network device sends a de-registration request message to the user
equipment, and the user equipment receives the de-registration request message.

[00279] In S601b, the de-registration process is initiated by the first network device.

[00280] It may be understood that either S601a or S601b may be performed.

[00281] S602: The first network device deletes a locally stored (namely, stored in the first
network device) third key in a context of the user equipment. The third key is for performing
security protection on information about a third slice or information that is in a process in which
the user equipment accesses the third slice. The third slice is a slice (corresponding to an S-NSSAI
identifier) last accessed by the user equipment or any one of/each of a plurality of slices (NSSAI
corresponding to a plurality of S-NSSAI identifiers or including a plurality of pieces of S-NSSAI)
(when a plurality of slices are allowed to be accessed simultaneously, attributes of these slices are
compatible by default and a set of keys may be shared).

[00282] In S602, the first network device may determine that an attribute of the third slice does
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not allow simultaneous use with a slice of any other attribute (to be specific, the third slice is a
dedicated slice, and an attribute value is 3), and the first network device deletes the locally stored
third key in the context of the user equipment.

[00283] Optionally, in S602, the first network device may determine that the user equipment
subscribes to a slice with a plurality of attributes (for example, locally stored user subscription
information or user subscription information of the user obtained from UDM), where a slice
incompatible with the attribute of the third slice exists, and the first network device deletes the
locally stored third key in the context of the user equipment.

[00284] Optionally, in S602, the first network device may determine that the attribute of the
third slice does not allow simultaneous use with a slice of any other attribute (to be specific, the
third slice is a dedicated slice, and an attribute value is 3), the first network device may determine
that the user equipment subscribes to only the slice (for example, locally stored user subscription
information or user subscription information of the user obtained from UDM), and the first
network device retains (that is, does not delete) the locally stored third key in the context of the
user equipment.

[00285] The attribute of the third slice does not allow simultaneous use with the slice of any
other attribute (to be specific, the third slice is the dedicated slice, and the attribute value is 3). The
first network device deletes the locally stored third key in the context of the user equipment.
[00286] Optionally, the first network device sends indication information to another network
device or network function (for example, the UDM or another AMF), to indicate the network
device or the network function to delete the stored third key in the context of the user equipment.
[00287] Optionally, the first network device sends indication information to the user equipment,
to indicate the user equipment to delete the stored third key.

[00288] S603: The user equipment deletes the third key.

[00289] Optionally, a sequence of performing S602 and S603 is not limited.

[00290] In a possible example, in S603, the user equipment may determine that the attribute of
the third slice does not allow simultaneous use with the slice of any other attribute, and the user
equipment deletes the third key.

[00291] In another possible example, in S603, the user equipment receives the indication
information from the first network device, and the user equipment deletes the third key.

[00292] In the de-registration process, the attribute of the third slice allows simultaneous use
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with a slice of another attribute or the attribute of the third slice is not obtained. In this case, when
the user equipment initiates the de-registration procedure, the first network device may further
send a de-registration accept message to the user equipment, and the user equipment receives the
de-registration accept message; or when the first network device initiates the de-registration
procedure, the user equipment may further send a de-registration accept message to the first
network device, and the first network device receives the de-registration accept message.

[00293] It may be understood that S602 and S603 may be performed before the de-registration
process, during the de-registration process, or after the de-registration process.

[00294] It should be noted that, after the de-registration process is completed, if the user
equipment accesses a dedicated slice, the user equipment needs to perform re-authentication (and
optionally, slice authentication) with a network, to generate a new key to access the dedicated slice.
[00295] In this embodiment, a sensitive/important security context is deleted, so that such
security context can be prevented from being reused, to ensure information security between slices.
[00296] The following further describes the slice isolation process shown in FIG. 6 by using
two specific embodiments.

[00297] User equipment initiates a de-registration procedure. For a slice isolation process, refer
to FIG. 7. The process includes the following steps.

[00298] S701: The user equipment sends a de-registration request message (De-registration
Request) to an AMF, and the AMF receives the de-registration request message.

[00299] S702: The AMF confirms an attribute of a third slice in a stored context of the user
equipment. The third slice is a slice (corresponding to an S-NSSAI identifier) last accessed by the
user equipment or any one of/each of a plurality of slices (NSSAI corresponding to a plurality of
S-NSSAI identifiers or including a plurality of pieces of S-NSSAI) (when a plurality of slices are
allowed to be accessed simultaneously, it indicates that attributes of these slices are compatible
and a set of keys may be shared).

[00300] The AMF may obtain the attribute of the third slice locally or from UDM (which may
alternatively be another NF). For example, the AMF first determines whether the attribute of the
third slice exists in the locally stored context of the user equipment. If the attribute exists, the AMF
obtains the attribute of the third slice from the context of the user equipment. If the attribute does
not exist, the AMF obtains the attribute of the third slice from the UDM.

[00301] S703: Perform procedures such as PDU session release, N4 session release (N4 session
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release), and policy termination (policy termination).

[00302] S704: The AMF sends a de-registration accept message (De-registration Accept), and
the user equipment receives the de-registration accept message.

[00303] S705a: The AMF checks the attribute of the third slice.

[00304] S705b: The user equipment checks the attribute of the third slice.

[00305] If only a slice of a compatible attribute is subscribed to (for example, the attribute of
the third slice is a common slice, and allows simultaneous use with a slice of another attribute), or
the attribute of the third slice is not obtained, the AMF and the user equipment retain a third key,
and perform S706.

[00306] If aslice of an incompatible attribute is subscribed to (for example, the attribute of the
third slice is a dedicated slice, and does not allow simultaneous use with a slice of any attribute),
the AMF and the user equipment delete a third key, and perform S706.

[00307] S706: The user equipment and the AMF release a signal connection.

[00308] It should be noted that S702 may alternatively be performed in a process of performing
S703 (there are a plurality of exchanged messages), or performed by using an existing message in
S703 (for example, by adding an information element (information element)), with no need to add
a separate exchanged message.

[00309] In addition, a sequence of performing S705a and S705b is not limited, and S705a and
S705b may be performed before S704, or may be performed after S706.

[00310] A network device initiates a de-registration procedure. For a slice isolation process,
refer to FIG. 8. The process includes the following steps.

[00311] (Optional) step S801: UDM sends a de-registration notification message, and an AMF
receives the de-registration notification message.

[00312] In S801, the UDM initiates a de-registration procedure.

[00313] Optionally, the de-registration notification message may include an attribute of a third
slice or include attributes of all slices subscribed to by user equipment. Optionally, the de-
registration notification message may further include indication information to indicate the AMF
to delete a third key. To be specific, the UDM determines security sensitivity or an isolation
requirement based on information about the third slice or information about a slice subscribed to
by the user equipment.

[00314] S802: The AMF sends a de-registration request message to the user equipment, and the
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user equipment receives the de-registration request message.

[00315] Alternatively, the AMF may initiate a de-registration procedure by itself.

[00316] The de-registration request message is an optional message. To be specific, the de-
registration procedure may be notified to the user equipment, or may not be notified to the user
equipment. If the de-registration request message is sent, optionally, the AMF may further indicate
the user equipment to delete the third key. The AMF determines, based on the attribute that is of
the third slice and that is sent by the UDM, whether to delete the third key (refer to S705a), or the
AMF determines, based on the indication information of the UDM, whether to delete the third key.
[00317] For a process of S803, refer to S703.

[00318] S804: The user equipment sends a de-registration accept message, and the AMF
receives the de-registration accept message.

[00319] S805a: The AMF checks the attribute of the third slice.

[00320] Refer to S702 and S802 or S705a to obtain and check the attribute of the third slice.
[00321] S805b: The user equipment checks the attribute of the third slice.

[00322] Refer to S705b.

[00323] For a process of S806, refer to S706.

[00324] S805a may be performed in any step (including before step S801, and therefore, the
AMF may initiate the de-registration procedure by itself). S805b may be performed in any step
after S802.

[00325] The slice isolation methods shown in FIG. 7 and FIG. 8 are applicable to both a
nonsimultaneously shared AMF and a non-shared AMF.

[00326] A slice isolation process provided in the AMF re-allocation process is shown in FIG. 9.
The process includes the following steps.

[00327] S901: A first network device sends a rerouted message to a second network device, and
the second network device receives the rerouted message.

[00328] The first network device may be understood as a source network device in the AMF re-
allocation process, and the second network device may be understood as a target network device
in the AMF re-allocation process.

[00329] The rerouted message includes information about a fourth slice of user equipment
and/or information about a fifth slice that the user equipment requests to access. The fourth slice
is a currently stored slice that is previously accessed or currently accessed by a user.
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[00330] The information about the fourth slice includes identification information of the fourth
slice, and optionally includes a fourth key and/or an attribute of the fourth slice. The fourth key is
for performing security protection on the information about the fourth slice and/or information that
is in a process in which the user equipment accesses the fourth slice. The information about the
fifth slice includes identification information of the fifth slice, and optionally, an attribute of the
fifth slice.

[00331] A typical scenario of AMF re-allocation is as follows: The user equipment has
completed network-level authentication (primary authentication) with the first network device, and
generated a security context (for example, the fourth key kamf). The first network device
determines that another suitable second AMF serves the user equipment. In this case, interaction
between the user equipment and the first network device is converted into interaction between the
user equipment and the second network device.

[00332] Before S901, the first network device may further check whether a currently stored
security context of the user equipment has been for performing security protection on information
about a slice (for example, the fourth slice) or whether there is the information about the fourth
slice. If the currently stored security context has not been for performing security protection or
there is no information about the fourth slice, the fourth slice does not exist. The first network
device may assume that the attribute of the (non-existent) fourth slice is a common slice that can
match any slice, and then perform S901. If the currently stored security context has been for
performing security protection or there is the information about the fourth slice, the fourth slice
exists.

[00333] If the information about the fourth slice matches the information about the fifth slice
(similarly, if the information about the fifth slice does not exist, the fifth slice is considered as a
common slice that can match any slice), the first network device performs S901.

[00334] If the information about the fourth slice does not match the information about the fifth
slice, and an isolation requirement of the fourth slice is higher than or not lower than an isolation
requirement of the fifth slice (for example, the fourth slice has an isolation requirement (a non-
common slice) and the fifth slice is a common slice), the first network device generates a fifth key
based on the fourth key, and then performs S901.

[00335] If the information about the fourth slice does not match the information about the fifth
slice, and an isolation requirement of the fourth slice is lower than or not higher than an isolation
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requirement of the fifth slice (for example, the fourth slice is a common slice that has no isolation
requirement and the fifth slice is a dedicated slice), the first network device performs S901.
[00336] In an optional implementation, if the information about the fourth slice does not match
the information about the fifth slice, the first network device generates the fifth key based on the
fourth key, and then performs S901.

[00337] S902: The second network device performs re-authentication on the user equipment if
the information about the fourth slice does not match the information about the fifth slice and the
fifth slice has an isolation requirement.

[00338] The second network device generates the fifth key if the re-authentication performed
by the second network device on the user equipment succeeds.

[00339] The second network device continues to register the user equipment if the information
about the fourth slice matches the information about the fifth slice.

[00340] If the information about the fourth slice does not match the information about the fifth
slice, and the fourth slice has no isolation requirement (to be specific, the fourth slice allows
simultaneous use with a slice of any other attribute), the second network device continues to
register the user equipment.

[00341] It should be noted that the first network device may compare the information about the
fourth slice with the information about the fifth slice, and/or the second network device may
compare the information about the fourth slice with the information about the fifth slice. When the
compared slice information does not match, the first network device and/or the second network
device may perform S902 to perform re-authentication to generate the fifth key (not based on the
fourth key) or generate the fifth key based on the fourth key.

[00342] The following further describes the slice isolation process shown in FIG. 9 by using a
specific embodiment.

[00343] For a slice isolation process, refer to FIG. 10. The process is mainly applicable to a
non-shared AMF, and includes the following steps.

[00344] S1001: User equipment sends a registration request message to an access network
device.

[00345] The registration request message is for requesting to access a fifth slice.

[00346] S1002: The access network device sends an initial message (Initial UE message) to an
initial/source (Initial/Source) AMF. The initial/source (Initial/Source) AMF may be a first network

48



10

15

20

25

30

device.

[00347] The initial message includes the registration request message.

[00348] S1003: The source AMF initiates network authentication with the user equipment (not
shown in FIG. 10), and establishes a security context (including a key Kamf) of the user equipment
to perform security protection on a message exchanged between the user equipment and a network
(for example, perform encryption and integrity protection on a NAS message). The source AMF
determines that AMF re-allocation needs to be performed, and that a target (target) AMF serves
the user equipment. The target (target) AMF may be a second network device. The source AMF
compares currently stored information about a fourth slice with information about the fifth slice
that a user requests to access.

[00349] If the information about the fourth slice matches the information about the fifth slice
(if the information about the fifth slice does not exist, the fifth slice is considered as a common
slice that can match any slice), the first network device performs S1004. If the information about
the fourth slice does not match the information about the fifth slice, and the fourth slice has an
isolation requirement (a non-common slice), the first network device generates a fifth key based
on a fourth key, and then performs S1004. If the information about the fourth slice does not match
the information about the fifth slice, and the fourth slice has no isolation requirement (a common
slice), the first network device performs S1004.

[00350] In an optional implementation, if the information about the fourth slice does not match
the information about the fifth slice, and an isolation requirement of the fourth slice is higher than
or not lower than an isolation requirement of the fifth slice (for example, the fourth slice has an
isolation requirement (a non-common slice) and the fifth slice is a common slice), the first network
device (the initial AMF) generates the fifth key based on the fourth key, and then performs S1004.
[00351] In an optional implementation, if the information about the fourth slice does not match
the information about the fifth slice, and an isolation requirement of the fourth slice is lower than
or not higher than an isolation requirement of the fifth slice (for example, the fourth slice is a
common slice that has no isolation requirement and the fifth slice is a dedicated slice), the first
network device (the initial AMF) performs S1004.

[00352] In an optional implementation, if the information about the fourth slice does not match
the information about the fifth slice, the first network device (the initial AMF) generates the fifth
key based on the fourth key, and then performs S1004.
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[00353] S1004: The source AMF sends a rerouted message (Rerouted message) to the target
AMEF.

[00354] The rerouted message includes the information about the fourth slice and/or the
information about the fifth slice. The information about the fourth slice includes identification
information of the fourth slice, and optionally includes the fourth key and/or an attribute of the
fourth slice. The fourth key is for performing security protection on the information about the
fourth slice and/or information that is in a process in which the user equipment accesses the fourth
slice. The information about the fifth slice includes identification information of the fifth slice, and
optionally, an attribute of the fifth slice.

[00355] Optionally, the source AMF may forward the rerouted message through the access
network device (as shown in S1004a and S1004b). If the rerouted message is forwarded by the
access network device, a rerouted message in S1004b may be different from the rerouted message
in S1004.

[00356] S1005: The target AMF compares the currently stored information about the fourth
slice with the information about the fifth slice that the user requests to access.

[00357] If the information about the fourth slice does not match the information about the fifth
slice, and the fifth slice has the isolation requirement, the second network device first performs re-
authentication on the user equipment and generates the fifth key, and then performs S1006. The
re-authentication process is similar to that in S1003, and a difference lies in that the target AMF
initiates network authentication with the user equipment.

[00358] In an optional implementation, if the information about the fourth slice does not match
the information about the fifth slice, and the isolation requirement of the fourth slice is higher than
or not lower than the isolation requirement of the fifth slice (for example, the fourth slice has an
isolation requirement (a non-common slice) and the fifth slice is a common slice), the target AMF
generates the fifth key based on the fourth key, and then performs S1006.

[00359] In an optional implementation, if the information about the fourth slice does not match
the information about the fifth slice, and the isolation requirement of the fourth slice is lower than
or not higher than the isolation requirement of the fifth slice (for example, the fourth slice is a
common slice that has no isolation requirement and the fifth slice is a dedicated slice), the target
AMF performs S1006.

[00360] In an optional implementation, if the information about the fourth slice does not match
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the information about the fifth slice, the target AMF generates the fifth key based on the fourth

key, and then performs S1006.

[00361] In an optional implementation, if the information about the fourth slice does not match

the information about the fifth slice, the target AMF initiates network authentication (primary

5 authentication) with the user equipment and generates the fifth key (not based on the fourth key),

and then performs S1006. If the information about the fourth slice matches the information about

the fifth slice, the second network device performs S1006.

[00362] If the information about the fourth slice does not match the information about the fifth

slice, and the fourth slice has no isolation requirement (to be specific, the fourth slice allows
10  simultaneous use with a slice of any other attribute), the second network device performs S1006.

[00363] S1006: The second network device continues to register the user equipment.

[00364] Both of the comparison processes of S1003 and S1005 may be performed, or either of

the two comparison processes may be performed.

[00365] With reference to the foregoing embodiments, it can be learned that the slice isolation
15  processes provided in embodiments of this application are applicable to a scenario shown in the

following Table 1.

Table 1
Procedure scenario Whether an AMF is shared Description
Registration (Registration) Nonsimultaneously shared AMF | Refer to FIG. 4
Registration Non-shared AMF Refer to FIG. 5
De-registration (De- Nonsimultaneously shared Initiated by user
registration) AMF/Non-shared AMF equipment. Refer to FIG.
7
De-registration Nonsimultaneously shared Initiated by a network
AMF/Non-shared AMF device. Refer to FIG. 8
AMF re-allocation (Re- Non-shared AMF Refer to FIG. 10
Allocation) during registration

[00366] It can be learned from the foregoing embodiments that the slice isolation method

20  provided in embodiments of this application can ensure secure isolation between slices, and avoid
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information leakage between the slices. Embodiments of this application can ensure security of
shared network infrastructure, and can also ensure security of a local network.

[00367] It may be understood that embodiments provided in this application may be used
independently, or may be used in combination.

[00368] FIG. 11 is a possible example of a block diagram of a communication apparatus
according to this application. The communication apparatus 1100 may exist in a form of software
or hardware. The communication apparatus 1100 may include: a processing unit 1102 and a
transceiver unit 1103. In an implementation, the transceiver unit 1103 may include a receiving unit
and a sending unit. The processing unit 1102 is configured to control and manage an action of the
communication apparatus 1100. The transceiver unit 1103 is configured to support the
communication apparatus 1100 in communicating with another network entity. The
communication apparatus 1100 may further include a storage unit 1101, configured to store
program code and data of the communication apparatus 1100.

[00369] The processing unit 1102 may be a processor or a controller, for example, may be a
CPU, a general-purpose processor, a DSP, an ASIC, an FPGA, or another programmable logic
device, a transistor logic device, a hardware component, or any combination thereof. The
processing unit may implement or execute logical blocks, modules, and circuits in various
examples described with reference to content disclosed in this application. Alternatively, the
processor may be a combination of processors implementing a computing function, including, for
example, a combination of one or more microprocessors, or a combination of a DSP and a
microprocessor. The storage unit 1101 may be a memory. The transceiver unit 1103 is an interface
circuit of the apparatus, and is configured to receive a signal from another apparatus. For example,
when the apparatus is implemented in a form of a chip, the transceiver unit 1103 is an interface
circuit used by the chip to receive a signal from another chip or apparatus, or an interface circuit
used by the chip to send a signal to another chip or apparatus.

[00370] The communication apparatus 1100 may be user equipment and/or a network device in
any one of the foregoing embodiments, or may be a chip used in the user equipment and/or the
network device. For example, when the communication apparatus 1100 is the user equipment
and/or the network device, the processing unit 1102 may be a processor, and the transceiver unit
1103 may be a transceiver. Optionally, the transceiver may include a radio frequency circuit, and
the storage unit may be, for example, a memory. For example, when the communication apparatus
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1100 is the chip used in the user equipment and/or the network device, the processing unit 1102
may be a processor, and the transceiver unit 1103 may be an input/output interface, a pin, or a
circuit. The processing unit 1102 may execute computer-executable instructions stored in the
storage unit. Optionally, the storage unit is a storage unit in the chip, such as a register or a cache,
or the storage unit may be a storage unit, such as a ROM, another type of static storage device that
can store static information and instructions, or a RAM, that is in the user equipment and/or the
network device and that is located outside the chip.

[00371] In a first embodiment, the communication apparatus 1100 may be used in a first
network device.

[00372] Specifically, the transceiver unit 1103 is configured to obtain information about a first
slice of user equipment.

[00373] The processing unit 1102 is configured to obtain a second key if the information about
the first slice does not match information about a second slice that the user equipment requests to
access. The second key is for performing security protection on the information about the second
slice and/or information that is in a process in which the user equipment accesses the second slice.
[00374] In an implementation, the information about the first slice includes an attribute of the
first slice, and the information about the second slice includes an attribute of the second slice.
[00375] When the first network device obtains the second key if the information about the first
slice does not match the information about the second slice that the user equipment requests to
access, the processing unit 1102 is specifically configured to obtain the second key if the attribute
of the first slice does not match the attribute of the second slice.

[00376] In an implementation, when obtaining the second key, the processing unit 1102 is
specifically configured to generate the second key based on a first key. The first key is for
performing security protection on the information about the first slice and/or information that is in
a process in which the user equipment accesses the first slice.

[00377] In an implementation, when generating the second key based on the first key, the
processing unit 1102 is specifically configured to generate the second key based on the first key if
an isolation requirement of the first slice is higher than an isolation requirement of the second slice.
[00378] In an implementation, when obtaining the second key, the processing unit 1102 is
specifically configured to: perform re-authentication on the user equipment; and generate the
second key if the re-authentication performed on the user equipment succeeds.
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[00379] In an implementation, when performing re-authentication on the user equipment, the
processing unit 1102 is specifically configured to perform network re-authentication on the user
equipment if an isolation requirement of the first slice is lower than an isolation requirement of the
second slice.
[00380] In an implementation, that the attribute of the first slice does not match the attribute of
the second slice includes:

the attribute of the first slice or the attribute of the second slice does not allow
simultaneous use with a slice of any other attribute;

the attribute of the first slice allows simultaneous use with only a slice that has a same
slice/service type SST, where an SST of the attribute of the second slice is different from an SST
of the attribute of the first slice;

the attribute of the second slice allows simultaneous use with only a slice that has a
same slice/service type SST, where an SST of the attribute of the first slice is different from an
SST of the attribute of the second slice;

the attribute of the first slice allows simultaneous use with only a slice that has a same
slice differentiator SD, where an SD of the attribute of the second slice is different from an SD of
the attribute of the first slice; or

the attribute of the second slice allows simultaneous use with only a slice that has a
same slice differentiator SD, where an SD of the attribute of the first slice is different from an SD
of the attribute of the second slice.
[00381] In an implementation, the transceiver unit 1103 is further configured to send a
registration accept message to the user equipment if the attribute of the first slice matches the
attribute of the second slice.
[00382] In an implementation, that the attribute of the first slice matches the attribute of the
second slice includes:

the attribute of the first slice or the attribute of the second slice allows simultaneous
use with a slice of any other attribute;

the attribute of the first slice allows simultaneous use with only a slice that has a same
SST, where an SST of the attribute of the second slice is the same as an SST of the attribute of the
first slice;

the attribute of the second slice allows simultaneous use with only a slice that has a
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same SST, where an SST of the attribute of the first slice is the same as an SST of the attribute of
the first slice;

the attribute of the first slice allows simultaneous use with only a slice that has a same
SD, where an SD of the attribute of the second slice is the same as an SD of the attribute of the
first slice;

the attribute of the second slice allows simultaneous use with only a slice that has a
same SD, where an SD of the attribute of the first slice is the same as an SD of the attribute of the
second slice; or

the second slice and the first slice are mapped to same single network slice selection
assistance information S-NSSALI.
[00383] The communication apparatus 1100 may be used in user equipment.
[00384] Specifically, the transceiver unit 1103 is configured to: send a first request message to
a first network device, where the first request message is for requesting to access a second slice;
and receive a first indication message from the first network device, where the first indication
message indicates the user equipment to obtain a second key.
[00385] The processing unit 1102 is configured to obtain the second key. The second key is for
performing security protection on information about the second slice and/or information that is in
a process in which the user equipment accesses the second slice.
[00386] In an implementation, when obtaining the second key, the processing unit 1102 is
specifically configured to: obtain a first key, where the first key is for performing security
protection on information about a first slice and/or information that is in a process in which the
user equipment accesses the first slice; and generate the second key based on the first key.
[00387] In an implementation, when obtaining the second key, the processing unit 1102 is
specifically configured to perform re-authentication with the first network device; and the user
equipment generates the second key if the re-authentication performed with the first network
device succeeds.
[00388] In an implementation, the transceiver unit 1103 is further configured to receive a
registration accept message from the first network device.
[00389] In a second embodiment, the communication apparatus 1100 may be used in a first
network device.
[00390] Specifically, the transceiver unit 1103 is configured to receive a de-registration request
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message, or send a de-registration request message.

[00391] The processing unit 1102 is configured to delete a third key of user equipment, where
a third slice is a slice last accessed by the user equipment, and the third key is for performing
security protection on information about the third slice and/or information that is in a process in
which the user equipment accesses the third slice.

[00392] Inanimplementation, when deleting the third key of the user equipment, the processing
unit 1102 is specifically configured to delete the third key of the user equipment if the processing
unit determines that an attribute of the third slice does not allow simultaneous use with a slice of
any attribute.

[00393] In an implementation, the transceiver unit 1103 is further configured to send a de-
registration accept message to the user equipment if it is determined that the attribute of the third
slice allows simultaneous use with a slice of another attribute.

[00394] In an implementation, the transceiver unit 1103 is further configured to send a de-
registration accept message to the user equipment if the slice attribute of the third slice is not
obtained.

[00395] The communication apparatus 1100 may be used in user equipment.

[00396] Specifically, the transceiver unit 1103 is configured to send a de-registration request
message, or receive a de-registration request message.

[00397] The processing unit 1102 is configured to delete a third key of the user equipment,
where a third slice is a slice last accessed by the user equipment, and the third key is for performing
security protection on information about the third slice and/or information that is in a process in
which the user equipment accesses the third slice.

[00398] Inanimplementation, when deleting the third key of the user equipment, the processing
unit 1102 is specifically configured to delete the third key of the user equipment if the processing
unit determines that the third slice does not allow simultaneous use with a slice of any attribute.
[00399] In a third embodiment, the communication apparatus 1100 may be used in a second
network device.

[00400] Specifically, the transceiver unit 1103 is configured to receive rerouted information
from a first network device, where the rerouted information includes information about a fourth
slice of user equipment and/or information about a fifth slice that the user equipment requests to
access.
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[00401] The processing unit 1102 is configured to perform re-authentication on the user
equipment if the information about the fourth slice does not match the information about the fifth
slice, and the fifth slice has an isolation requirement.

[00402] In an implementation, the processing unit 1102 is further configured to continue to
perform authentication on the user equipment if the information about the fourth slice does not
match the information about the fifth slice, and the fifth slice allows simultaneous use with a slice
of any other attribute.

[00403] It may be understood that for a specific implementation process and corresponding
beneficial effects when the communication apparatus performs the foregoing slice isolation
method, refer to the related descriptions in the foregoing method embodiment. Details are not
described herein again.

[00404] FIG. 12 is a schematic diagram of a communication apparatus according to this
application. The communication apparatus may be the foregoing mobility management network
element or the terminal device. The communication apparatus 1200 includes: a processor 1202, a
communication interface 1203, and a memory 1201. Optionally, the communication apparatus
1200 may further include a communication line 1204. The communication interface 1203, the
processor 1202, and the memory 1201 may be connected to each other through the communication
line 1204. The communication line 1204 may be a peripheral component interconnect (peripheral
component interconnect, PCI for short) bus, an extended industry standard architecture (extended
industry standard architecture, EISA for short) bus, or the like. The communication line 1204 may
be classified into an address bus, a data bus, a control bus, and the like. For ease of representation,
only one bold line is for representation in FIG. 12, but this does not mean that there is only one
bus or only one type of bus.

[00405] The processor 1202 may be a CPU, a microprocessor, an ASIC, or one or more
integrated circuits configured to control execution of programs in the solutions in this application.
[00406] The communication interface 1203 is configured to communicate, by using any
transceiver-type apparatus, with another device or a communication network, for example, an
Ethernet, a RAN, a wireless local area network (wireless local area network, WLAN), or a wired
access network.

[00407] The memory 1201 may be a ROM or another type of static storage device that can store
static information and instructions, a RAM or another type of dynamic storage device that can
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store information and instructions, or may be an electrically erasable programmable read-only
memory (electrically erasable programmable read-only memory, EEPROM), a compact disc read-
only memory (compact disc read-only memory, CD-ROM) or another optical disk storage, an
optical disc storage (including a compact disc, a laser disc, an optical disc, a digital versatile disc,
a Blu-ray disc, or the like), a disk storage medium or another magnetic storage device, or any other
medium that can be used to carry or store expected program code in a form of instructions or a
data structure and that can be accessed by a computer. However, the memory 1201 is not limited
thereto. The memory may exist independently, and is connected to the processor through the
communication line 1204. Alternatively, the memory may be integrated with the processor.
[00408] The memory 1201 is configured to store computer-executable instructions for
performing the solutions in this application, and the processor 1202 controls execution. The
processor 1202 is configured to execute the computer-executable instructions stored in the memory
1201, to implement a registration method of a terminal device provided in the foregoing
embodiments of this application.

[00409] Optionally, the computer-executable instructions in embodiments of this application
may also be referred to as application program code. This is not specifically limited in
embodiments of this application.

[00410] An embodiment of this application further provides a computer storage medium,
storing a computer program. When the computer program is executed by a computer, the computer
may be enabled to perform the foregoing slice isolation method.

[00411] An embodiment of this application further provides a computer program product that
includes instructions. When the computer program product runs on a computer, the computer is
enabled to perform the foregoing slice isolation method.

[00412] An embodiment of this application further provides a communication system. The
communication system includes a first network device and user equipment. Optionally, the
communication system further includes a second network device.

[00413] A person of ordinary skill in the art may understand that various numbers such as "first"
and "second" in this application are merely for differentiation for ease of description, and are not
intended to limit the scope of embodiments of this application. The numbers also indicate a
sequence. The term "and/or" describes an association relationship between associated objects and
represents that three relationships may exist. For example, A and/or B may represent the following
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three cases: Only A exists, both A and B exist, and only B exists. The character "/" generally
indicates an "or" relationship between associated objects. "At least one" means one or more. At
least two means two or more. "At least one", "any one", or a similar expression thereof indicates
any combination of these items, including a single item (piece) or any combination of a plurality
of items (pieces). For example, at least one item (piece, type) of a, b, or ¢ may indicate: a, b, c, a
and b, aand ¢, b and c, or a, b, and ¢, where a, b, and ¢ may be singular or plural. "A plurality of"
means two or more than two, and another quantifier is similar to this. In addition, an element
(element) that appears in a singular form such as "a", "an", and "the" does not mean "one or only
one" unless otherwise specified in the context, but means "one or more". For example, "a device"
means one or more such devices.

[00414] All or some of the foregoing embodiments may be implemented by using software,
hardware, firmware, or any combination thereof. When the software is used to implement the
embodiments, all or a part of the embodiments may be implemented in a form of a computer
program product. The computer program product includes one or more computer instructions.
When the computer program instructions are loaded and executed on a computer, the procedures
or functions according to embodiments of this application are all or partially generated. The
computer may be a general-purpose computer, a dedicated computer, a computer network, or
another programmable apparatus. The computer instructions may be stored in a computer-readable
storage medium or may be transmitted from a computer-readable storage medium to another
computer-readable storage medium. For example, the computer instructions may be transmitted
from a website, computer, server, or data center to another website, computer, server, or data center
in a wired (for example, a coaxial cable, an optical fiber, or a digital subscriber line (DSL)) or
wireless (for example, infrared, radio, or microwave) manner. The computer-readable storage
medium may be any usable medium accessible by a computer, or a data storage device, such as a
server or a data center, integrating one or more usable media. The usable medium may be a
magnetic medium (for example, a floppy disk, a hard disk drive, or a magnetic tape), an optical
medium (for example, a DVD), a semiconductor medium (for example, a solid state drive (Solid
State Drive, SSD)), or the like.

[00415] The various illustrative logical units and circuits described in embodiments of this
application may implement or operate the described functions by using a general-purpose
processor, a digital signal processor, an application-specific integrated circuit (ASIC), a field
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programmable gate array (FPGA) or another programmable logical apparatus, a discrete gate or
transistor logic, a discrete hardware component, or a design of any combination thereof. The
general-purpose processor may be a microprocessor. Optionally, the general-purpose processor
may alternatively be any conventional processor, controller, microcontroller, or state machine. The
processor may alternatively be implemented by a combination of computing apparatuses, such as
a digital signal processor and a microprocessor, a plurality of microprocessors, one or more
microprocessors in combination with a digital signal processor core, or any other similar
configuration.

[00416] Steps of the methods or algorithms described in embodiments of this application may
be directly embedded into hardware, a software unit executed by a processor, or a combination
thereof. The software unit may be stored in a RAM memory, a flash memory, a ROM memory, an
EPROM memory, an EEPROM memory, a register, a hard disk drive, a removable magnetic disk,
a CD-ROM, or a storage medium of any other form in the art. For example, the storage medium
may connect to the processor, so that the processor can read information from the storage medium
and write information into the storage medium. Optionally, the storage medium may alternatively
be integrated into the processor. The processor and the storage medium may be disposed in the
ASIC.

[00417] The computer program instructions may alternatively be loaded onto the computer or
another programmable data processing device, so that a series of operations and steps are
performed on the computer or the another programmable device to generate computer-
implemented processing, and instructions executed on the computer or the another programmable
device provide steps for implementing a function specified in one or more procedures in a
flowchart and/or one or more blocks in a block diagram.

[00418] Although this application is described with reference to specific features and the
embodiments thereof, it is clear that various modifications and combinations may be made to them
without departing from the spirit and scope of this application. Correspondingly, this specification
and the accompanying drawings are merely example descriptions of this application defined by
the appended claims, and are considered to have covered any of or all modifications, variations,
combinations or equivalents within the scope of this application. It is clear that a person skilled in
the art can make various modifications and variations to this application without departing from
the scope of this application. This application is intended to cover these modifications and
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CLAIMS

What is claimed is:

1. A slice isolation method, comprising:

obtaining, by a first network device, information about a first slice of user equipment; and

obtaining, by the first network device, a second key if the information about the first slice
does not match information about a second slice that the user equipment requests to access,
wherein the second key is for performing security protection on the information about the second
slice and/or information in a process in which the user equipment accesses the second slice.

2. The method according to claim 1, wherein the information about the first slice comprises
an attribute of the first slice, and the information about the second slice comprises an attribute of
the second slice; and

the obtaining, by the first network device, a second key if the information about the first slice
does not match information about a second slice that the user equipment requests to access
comprises:

obtaining, by the first network device, the second key if the attribute of the first slice does not
match the attribute of the second slice.

3. The method according to claim 1 or 2, wherein the obtaining, by the first network device,
a second key comprises:

generating, by the first network device, the second key based on a first key, wherein the first
key 1s for performing security protection on the information about the first slice and/or information
that is in a process in which the user equipment accesses the first slice.

4. The method according to claim 3, wherein the generating, by the first network device, the
second key based on a first key comprises:

generating, by the first network device, the second key based on the first key if an isolation
requirement of the first slice is higher than an isolation requirement of the second slice.

5. The method according to claim 1 or 2, wherein the obtaining, by the first network device,
a second key comprises:

performing, by the first network device, re-authentication on the user equipment; and

generating, by the first network device, the second key if the re-authentication performed by

the first network device on the user equipment succeeds.
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6. The method according to claim 5, wherein the performing, by the first network device, re-
authentication on the user equipment comprises:

performing, by the first network device, network re-authentication on the user equipment if
an isolation requirement of the first slice is lower than an isolation requirement of the second slice.

7. The method according to any one of claims 2 to 6, wherein that the attribute of the first
slice does not match the attribute of the second slice comprises:

the attribute of the first slice or the attribute of the second slice does not allow simultaneous
use with a slice of any other attribute;

the attribute of the first slice allows simultaneous use with only a slice that has a same
slice/service type SST, wherein an SST of the attribute of the second slice is different from an SST
of the attribute of the first slice;

the attribute of the second slice allows simultaneous use with only a slice that has a same
slice/service type SST, wherein an SST of the attribute of the first slice is different from an SST of
the attribute of the second slice;

the attribute of the first slice allows simultaneous use with only a slice that has a same slice
differentiator SD, wherein an SD of the attribute of the second slice is different from an SD of the
attribute of the first slice; or

the attribute of the second slice allows simultaneous use with only a slice that has a same slice
differentiator SD, wherein an SD of the attribute of the first slice is different from an SD of the
attribute of the second slice.

8. The method according to any one of claims 2 to 7, further comprising:

sending, by the first network device, a registration accept message to the user equipment if
the attribute of the first slice matches the attribute of the second slice.

9. The method according to claim 8, wherein that the attribute of the first slice matches the
attribute of the second slice comprises:

the attribute of the first slice or the attribute of the second slice allows simultaneous use with
a slice of any other attribute;

the attribute of the first slice allows simultaneous use with only a slice that has a same SST,
wherein an SST of the attribute of the second slice is the same as an SST of the attribute of the
first slice;

the attribute of the second slice allows simultaneous use with only a slice that has a same SST,
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wherein an SST of the attribute of the first slice is the same as an SST of the attribute of the first
slice;

the attribute of the first slice allows simultaneous use with only a slice that has a same SD,
wherein an SD of the attribute of the second slice is the same as an SD of the attribute of the first
slice;

the attribute of the second slice allows simultaneous use with only a slice that has a same SD,
wherein an SD of the attribute of the first slice is the same as an SD of the attribute of the second
slice; or

the second slice and the first slice are mapped to same single network slice selection
assistance information S-NSSALI.

10. A slice isolation method, comprising:

sending, by user equipment, a first request message to a first network device, wherein the first
request message is for requesting to access a second slice;

receiving, by the user equipment, a first indication message from the first network device,
wherein the first indication message indicates the user equipment to obtain a second key; and

obtaining, by the user equipment, the second key, wherein the second key is for performing
security protection on information about the second slice and/or information that is in a process in
which the user equipment accesses the second slice.

11. The method according to claim 10, wherein the obtaining, by the user equipment, the
second key comprises:

obtaining, by the user equipment, a first key, wherein the first key is for performing security
protection on information about a first slice and/or information that is in a process in which the
user equipment accesses the first slice; and

generating, by the user equipment, the second key based on the first key.

12. The method according to claim 10, wherein the obtaining, by the user equipment, the
second key comprises:

performing, by the user equipment, re-authentication with the first network device; and

generating, by the user equipment, the second key if the re-authentication performed by the
user equipment with the first network device succeeds.

13. The method according to any one of claims 10 to 12, further comprising:

receiving, by the user equipment, a registration accept message from the first network device.
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14. A communication apparatus, comprising a transceiver unit and a processing unit, wherein

the transceiver unit is configured to obtain information about a first slice of user equipment;
and

the processing unit is configured to obtain a second key if the information about the first slice
does not match information about a second slice that the user equipment requests to access,
wherein the second key is for performing security protection on the information about the second
slice and/or information that is in a process in which the user equipment accesses the second slice.

15. The apparatus according to claim 14, wherein the information about the first slice
comprises an attribute of the first slice, and the information about the second slice comprises an
attribute of the second slice; and

when a first network device obtains the second key if the information about the first slice
does not match the information about the second slice that the user equipment requests to access,
the processing unit is specifically configured to obtain the second key if the attribute of the first
slice does not match the attribute of the second slice.

16. The apparatus according to claim 14 or 15, wherein when obtaining the second key, the
processing unit is specifically configured to generate the second key based on a first key, wherein
the first key is for performing security protection on the information about the first slice and/or
information that is in a process in which the user equipment accesses the first slice.

17. The apparatus according to claim 16, wherein when generating the second key based on
the first key, the processing unit is specifically configured to generate the second key based on the
first key if an isolation requirement of the first slice is higher than an isolation requirement of the
second slice.

18. The apparatus according to claim 14 or 15, wherein when obtaining the second key, the
processing unit is specifically configured to: perform re-authentication on the user equipment; and
generate the second key if the re-authentication performed on the user equipment succeeds.

19. The apparatus according to claim 18, wherein when performing re-authentication on the
user equipment, the processing unit is specifically configured to perform network re-authentication
on the user equipment if an isolation requirement of the first slice is lower than an isolation
requirement of the second slice.

20. The apparatus according to any one of claims 15 to 19, wherein that the attribute of the
first slice does not match the attribute of the second slice comprises:
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the attribute of the first slice or the attribute of the second slice does not allow simultaneous
use with a slice of any other attribute;

the attribute of the first slice allows simultaneous use with only a slice that has a same
slice/service type SST, wherein an SST of the attribute of the second slice is different from an SST
of the attribute of the first slice;

the attribute of the second slice allows simultaneous use with only a slice that has a same
slice/service type SST, wherein an SST of the attribute of the first slice is different from an SST of
the attribute of the second slice;

the attribute of the first slice allows simultaneous use with only a slice that has a same slice
differentiator SD, wherein an SD of the attribute of the second slice is different from an SD of the
attribute of the first slice; or

the attribute of the second slice allows simultaneous use with only a slice that has a same slice
differentiator SD, wherein an SD of the attribute of the first slice is different from an SD of the
attribute of the second slice.

21. The apparatus according to any one of claims 15 to 20, wherein the transceiver unit is
further configured to send a registration accept message to the user equipment if the attribute of
the first slice matches the attribute of the second slice.

22. The apparatus according to claim 21, wherein that the attribute of the first slice matches
the attribute of the second slice comprises:

the attribute of the first slice or the attribute of the second slice allows simultaneous use with
a slice of any other attribute;

the attribute of the first slice allows simultaneous use with only a slice that has a same SST,
wherein an SST of the attribute of the second slice is the same as an SST of the attribute of the
first slice;

the attribute of the second slice allows simultaneous use with only a slice that has a same SST,
wherein an SST of the attribute of the first slice is the same as an SST of the attribute of the first
slice;

the attribute of the first slice allows simultaneous use with only a slice that has a same SD,
wherein an SD of the attribute of the second slice is the same as an SD of the attribute of the first
slice;

the attribute of the second slice allows simultaneous use with only a slice that has a same SD,
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wherein an SD of the attribute of the first slice is the same as an SD of the attribute of the second
slice; or

the second slice and the first slice are mapped to same single network slice selection
assistance information S-NSSAI.

23. A communication apparatus, comprising a transceiver unit and a processing unit, wherein

the transceiver unit is configured to: send a first request message to a first network device,
wherein the first request message is for requesting to access a second slice; and receive a first
indication message from the first network device, wherein the first indication message indicates
user equipment to obtain a second key; and

the processing unit is configured to obtain the second key, wherein the second key is for
performing security protection on information about the second slice and/or information that is in
a process in which the user equipment accesses the second slice.

24. The apparatus according to claim 23, wherein when obtaining the second key, the
processing unit is specifically configured to: obtain a first key, wherein the first key is for
performing security protection on information about a first slice; and generate the second key
based on the first key.

25. The apparatus according to claim 23, wherein when obtaining the second key, the
processing unit is specifically configured to perform re-authentication with the first network device;
and the user equipment generates the second key if the re-authentication performed with the first
network device succeeds.

26. The apparatus according to any one of claims 23 to 25, wherein the transceiver unit is
further configured to receive a registration accept message from the first network device.

27. A computer-readable storage medium, comprising a program or instructions, wherein
when the program or the instructions are run on a computer, the method according to any one of
claims 1 to 9 or the method according to any one of claims 10 to 13 is performed.

28. A communication system, wherein the communication system comprises a first network
device that performs the method according to any one of claims 1 to 9, and user equipment that

performs the method according to any one of claims 10 to 13.
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