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Storing a partial link key in a Bluetooth enabled device

\ 4

Providing a secret key to the Bluetooth enabled device

}

Generating a link key based on the stored partial link key

and the provided secret key

Storing the generated link in the Bluetooth enabled device

Figure 4
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Storing a link key in a first Bluetooth enabled device

\ 4

Storing a partial link key in a second Bluetooth enabled device

Providing a secret key to the second Bluetooth enabled device

Generating a copy of the link key in the second device

using the stored partial link key and the provided secret key

v

Associating the generated link key in the second device
with the Bluetooth device address

of the first Bluetooth enabled device

Associating the stored link key in the first device
with the Bluetooth device address

of the second Bluetooth enabled device

Figure 5
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storing a link key in each of a plurality of
Bluetooth enabled devices,
wherein the stored link key is associated with
a partial link key and a secret key, and
one or more devices may be associated with
the same partial link key to form a set of

one or more devices sharing the same partial link key

\ 4

storing at least one partial link key and
associated look up key in each of
one or more Bluetooth enabled devices,
wherein each of the at least one partial link key

is associated with a set of one or more devices

v

providing a secret key and lookup key to
one of the one or more Bluetooth enabled devices
which stores at least one partial link key and
generating and storing a link key using
the provided secret key and the
partial link key associated with the provided lookup key

Figure 6
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710 ~, /

Issuing a first Bluetooth enabled device to a user by an issuing

700

authority, wherein the first device includes a link key and

a sensor for detecting the status of a third device

A 4

Issuing a second Bluetooth enabled device to a user by an

issuing authority, wherein the second device includes

a partial link key and wireless communications capability

730 ~g T

Providing a secret key to the second device

740 ~, ]
Generating a copy of the link key in the second device
using the provided secret key and the partial link key
750 ~, ]
Establishing a secure Bluetooth link between the first
and second Bluetooth enabled devices using the link key
760 ~, ]

Sending an initial status report to a supervising authority using
the wireless communications capability of the second device,
wherein the initial status report includes the status of device
detected by the sensor in the first device and
device identifiers for the first and second Bluetooth enabled devices

770 N

A 4

Sending a confirmation report to the supervising authority
from the issuing authority, wherein the confirmation report includes

the device identifiers for the first and second Bluetooth enabled devices

780 ~

A A\ 4

Verifying that the information received by the

supervising authority in the initial status report and

in the confirmation report is in agreement

Figure 7
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810 ~, 800

Establishing a secure Bluetooth link between a first and a second Bluetooth
enabled devices using a link key, wherein the first Bluetooth device includes
a link key and a sensor for detecting the status of a third device, and the link
key was generated in the second device using a secret key provided to the
second device and a partial link key stored in the second device, and wherein

the second Bluetooth enabled device includes wireless communications capability

820 ~,

Sending an initial status report to the supervising authority using
the wireless communications capability of the second device,
wherein the initial status report includes the status of the device
detected by the sensor in the first device and device identifiers
for the first and second Bluetooth enabled devices

830 ~, |

Sending a confirmation report to the supervising authority from the

issuing authority, wherein the confirmation report includes the

device identifiers for the first and second Bluetooth enabled devices

840 ~,

A 4

Verifying that the information received by the supervising authority in

the initial status report and in the confirmation report is in agreement

850A A 4

Sending one or more status messages to the supervising authority from

the second device using the communications capability;

860 $
Sending a change of status alert to the supervising authority from the

second device using the wireless communications capability when the

sensor on the first device detects a change in status of the third device

870 ~,

A 4

Sending a loss of link alert to the supervising authority from the

second device using the wireless communications capability when

there is a loss of the Bluetooth link between the first and second devices

Figure 8



