
D 7 JUN 2004  -1 DYNAMIC APPLICATION BROWSER  AND DATABASE FOR USE
THEREWITH  This application is related to U.S. Patent Application No.
entitled "Dynamic Application Browser and Database for Use Therewith" by 5
Adam J. Rabung and Michael H. Schrag, filed on December 7, 1999, the
contents  of which are hereby incorporated by reference in their entirety.
BACKGROUND  The present invention relates generally to network computer
systems, and  more particularly to automatically updating of applications
from one computer to  10 another computer over a network. Operating systems
and Internet browsers are commonly used to allow a  user to execute and/or
read multiple applications and/or files. For example, a  Microsoft(r)
Windows(r) operating system allows a user to select an icon which
represents an application. Upon selection of the icon, the application is.
run and 15 the user is able to interface with the application. With respect
to an Internet  browser, such as Microsoft(r) Internet Explorer, a user
enters an Internet address  which translates to a unique machine on the
Internet which provides the user data  which can be either viewed or run by
the user. One problem faced with operating  systems and Internet browsers
is the difficulty in updating individual modules of 20 the operating
systems and browsers. For example, to update a program on an  operating
system. the program (or a large amount of data) may need be deleted  and a
new program (or data) installed in its place. Alternatively, the old
program  may be completely overwritten by the new program. This process may
require the  user to actively participate in the updating of applications
and files by having to 25 manually replace existing applications and tiles
with new applications and files. In  i D 7 JUN 2004  -2 



addition, this procedure can be time consuming, especially it only a minor
change  is to be made to the application. applications, such as operating
systems, Internet browsers, and  Computer other user application, typically
use graphical user interfces. These graphical 5 user interfaces are
characterized by the presentation of information in windows, as  well as
user control by a pointing device such as a mouse.: The operation of these
be graphical user interfaces in such an environment can ree ase and then
indicates  operate," i.e., a user first selects an oblec, the desired
operation for that object. object oriented Principles can  10 Graphical
user interfaces built according to be viewed as including three components:
the model, the view, and the controller. The model-view-controller (MVC)
concept originates from a Smal Yel Development  library as described in
Design Patterns for Object-Oriented Soj Addison-Wesley. 1995 and A System
of Patterns  written by Wolfgang Pree, West Sussex written by Frank
Buschmann et al., Chichester, John Wiley & Sons,  1996, the contents of
which are incorporated here by reference in their  application The model
stores application-specific data, e.g., a text processing app stores text
characters in the model and a drawing application stores a description of
,  rose" the model different graphical shapes in the model. A view p on a
display  stored ti[1 the model. different rcontroller 20 e.g., a screen Any
number he vies  although each view accesses handles input events such as
mouse interaction and key strokes of a keyboard. The  



controller can access the view as well as the model to make changes to both
the  model and the view. are used Some applications that run on computers
using the MVC approach 25 lications are used so that the user can as
teaching utilities. In addition, other app . ' applications  participate in
commerce over networks such as the a oet. These another, For example,  may
require information to be sent from one comp; 0 7 JUN 2004  -3 in an
educational training program, a user may need co download educational
material from a server as well as inform the server of its progress with
the  educational material. With respect to electronic commerce, a user may
wish to  execute a sale via keystrokes on his keyboard and have a message
sent to a remote 5 source so that an order for goods or services can be
processed. Therefore, there is a need in the art for an application which
can allow a  user to select multiple applications for execution, as well as
allow a user to update  applications without having to overwrite or delete
the entire previous version of  the application. In addition, there is a
need for an application which can allow a 10 user to communicate over a
network without the need for a constant connection.  SUMMARY OF THE
INVENTION In an exemplary embodiment of the present invention, a method and
a  system that handles multiple applications and allows for the seamless
exchange of  information from one computer to another is described. An
application browser is 15 provided which is run on a first computer
including at least one database chat  stores a plurality of objects; an
update module that uploads and downloads objects  from a second computer;
and a database manager that controls storage of, and  access to, the
objects stored in the at least one database and interfaces with the  update
module and the at least one database, wherein the at least one database 20
includes at least one table storing at least one of the plurality of
objects.  BRIEF DESCRIPTION OF TIM DRAWINGS 



These and other features, aspects, and advantages of the present invention
will be understood by reading this description in conjunction with the
drawings in  which: 25 Figures IA and lB illustrate a typical computer
system of the type in which  the present invention can be employed; 0 7 JUN
2004  -4 Figure 1C illustrates an exemplary embodiment of the dynamic
application  browser according to the present invention; Figure 1D
illustrates an exemplary object according to the present  invention;
Figures lE illustrates an exemplary table according to the present  5
invention;  Figures 1F-lG illustrate exemplary indices according to the
present  invention; Figures lH-IL illustrate an exemplary embodiment of the
file structure of  10 a database according to the present invention: Figure
2 illustrates an exemplary process performed by the startup module  of the
present invention; Figure 3 illustrates an exemplary flowchart for the
update step 230 of  Figure 2; 15 Figure 4 illustrates an exemplary
flowchart for performing the install step  232 of Figure 2: Figure 5
illustrates an exemplary flowchart of the autoload actions module  234 of
Figure 2; Figure 6A illustrates an exemplary embodiment of the insert
object  20 functionality of the database according to the present
invention; Figure 6B illustrates an exemplary embodiment of the indexing
step 6220  of Figure 6A; I 



Figure 7A illustrates a flowchart of an. exemplary modify procedure
performed by the database manager according to the present invention; 25
Figure 7B illustrates an exemplary embodiment of step 7246 of Figure 7A;
Figure 8 illustrates a flowchart of an exemplary modify an object by
condition procedure performed by the database manager according to the
present  invention; 0 7 JUN 2004  -5 Figure 9 illustrates a flowchart of an
exemplary query a table by condition  procedure performed by the database
manager according to the present invention;  Figure 10 illustrates an
exemplary embodiment of a procedure for deleting  an object by its object
ID according to the present invention; 5 Figure 11 illustrates an exemplary
embodiment of a procedure performed  by the object database manager for
deleting an object based on a condition  according to the present
invention: Figure 12 illustrates an exemplary embodiment of step 10514 in
Figure 10;  Figure 13A illustrates an outgoing table iccording to an
exemplary 10 embodiment of the present invention: Figure 13B illustrates an
incoming table according to an exemplary  embodiment of the present
invention; Figure 13C illustrates a history table according to an exemplary
embodiment of the present invention; 15 Figure 13D illustrates a transport
cell list according to an exemplary  embodiment of the present invention;
Figure 14 illustrates an exemplary embodiment of the procedure by which
one computer sends data to another computer to which it is connected
according to  the present invention; 20 Figures 15A-15C illustrate an
exemplary installation procedure of the  present invention; Figures 16A-16C
illustrate exemplary structures of an application module  



of the present invention;  Figures 17A-171 illustrate an exemplary
interactive educational system  25 application module of the present
invention; Figures ISA-18D illustrate an exemplary embodiment step 9402 of
Figure  9; and 7 JUN 2004  -6 Figures 19A-19C illustrate an exemplary
embodiment of step 6216 of  Figure 6A. DETAILED DESCRIPTION The present
invention may be embodied in a general purpose digital 5 computer that is
running a program or program segments stored on and originating  from a
computer readable or usable medium, such medium including but not  limited
to magnetic storage media ((e.g.. ROM's, floppy disks, hard disks, etc.),
optically readable media (e.g., CD-ROMs, DVDs, etc.) and carrier waves
(e.g.,  transmissions over the Internet or Intranet). A functional program,
code and code 10 segments, used to implement the present invention can be
derived by a skilled  computer programmer from the description of the
invention contained herein. One embodiment of the present invention is
described below with reference  to the Java" programming language developed
by Sun Microsystems, Inc. Java"  is described, for example, in Jaw?1 Primer
Plus by Paul Tyma, Gabriel Torok, 15 and Troy Downing, published by Waite
Group Press' in 1996, the content of  which is incorporated here by
reference in its entirety. The JavaT"' implementation  and description is
provided as an exemplary embodiment and is not meant as a  limitation of
the scope of the invention. It is within the skill of the ordinary  artisan
to implement the features of the present invention using other programming
20 techniques and programming languages. The present invention may be
implemented on a variety of computer  systems (such as IBM(r)-compatible
computers, workstations, etc.) equipped with  an operating system, e.g..
Microsoft(r) Windows(r) 95/98. A typical computer  



system of the type in which the present invention can be employed, is
illustrated in 25 schematic view form in Figures IA and IB. The structure
of the computer system and that of the computers themselves  in Figures IA
and IB do not form part of the present invention. It is understood 0 7 JUN
2004  -7 that modification of the structure of the computer system is
within the skill of the  ordinary artisan. For ease of reference, the
client computer 101 on which the  browser is running will sometimes be
referred to as the local computer and the  network computer 100, or any
other client computer 101, to or from which data is 5 to be sent or
received will be referred to as a remote computer. This is briefly
described here for subsequent understanding of the manner in which the
features of  the invention cooperate with the structure of the computers.
Referring to Figure IA, the present invention is designed to run on a
computer system which includes at least one network computer 100 and at
least  10 one client computer 101. The client computer(s) 101 can
communicate with each other or with the network computer 100- The network
computer 100 may be part  of a larger computer network or data service or
may be a single network server.  Referring to Figure 1B, computer 103
includes at least one central processing unit (CPU) 105 which is connected
to at least one input device 107,  15 e.g., a keyboard, mouse, touch pad,
etc" at least one memory unit 111, e.g.,  RAM and/or ROM, and at least one
storage device 113, e,g., a hard drive, floppy  disk drive, writeable
CD/DVD, EEPROM, etc. Connected to the computer 103 is at least one display
device 115, e.g., a  monitor or an LCD display; a printer 123; a modem 125;
and/or a network 20 interface 127. The modem 125 or network interface 127
may be connected to a  computer network or data service via a wire or
wireless connection. In addition,  the connection to a computer network
or'data service via the modem 125 and/or  network interface 127 provides
two-way communication. In an exemplary embodiment of the present invention,
data can be received  



25 by computer 103 via modem 125 or network interface 127, entered directly
to the  computer 103 via input device 107, or recalled from storage device
113. In  addition, output of the present invention may be displayed on at
least one display 0 7 JUN 2004  -8 device 115, stored in the storage device
113, or sent to another computer via the  modem 125 or the network
interface 127. For example, in one embodiment of the present invention, the
system  illustrated in Figures IA and IB is implemented in at least two
computers. The 5 two computers can have a client-server relationship or a
peer-to-peer relationship.  In addition, with respect to the client-server
relationship, a server computer can  connected to multiple clients whereby
each client can receive updates from the  server and transmit data to the
server via a dynamic application browser according  to the present
invention. For example, if the client's dynamic application browser 10 is
running an educational application module, the dynamic application browser
can  receive education material, such as, lesson plans or exams from a
server. In turn,  statistical data, such as. test scores, usage time can be
sent from the client to the  server for evaluation. In addition, profile
data or other user information can be  sent from the client to the server
for identification. Furthermore, using the 15 exemplary methods and systems
of the present invention, the client can send data  to the server
authorizing the purchase of additional lesson plans or additional
application modules. In addition, the server can make changes to the
application  module being run on the client by updating individual .IavaT"'
objects and class  files without the need to replace the entire application
module. Furthermore, the 20 server can make changes (or updates) to the
client's dynamic application browser  using the same techniques as those
modifying the individual application modules.  Figure 1C illustrates an
exemplary embodiment of the dynamic application browser according to the
present invention. The dynamic application browser  according the present
invention is adapted to nun on.the computers 100 and 101.  25 For the sake
of brevity, the software that comprises the present invention will be 



described only as it is implemented on a client computer 101. However, any
differences between the software implemented on the net, computer 100 as
compared with the client computer 101 will be described. 0 7 JUN 2004  -9
The present invention includes a startup module 102, an application module
104, a global settings module 106, an object database manager 108, and an
update  module 110. The update module 110 includes a database gateway 112
and an  update manager 114. The object database manager 108 includes a
handler 5 manager 109. The handier manager 109 is used to install data
received from  another computer in the local computer. This will be
described with respect to  Figures 13-15. Each database 116, 117. 118
corresponds to a different application  module (e.g.. application module
104). Alternatively, multiple application  modules can share the same
database or can each use multiple databases either 10 exclusively or
inclusively. The startup module 102 controls the initialization of the
computer 101.  The present invention can include one or more application
modules, which are run  by the dynamic application browser that comprises
the present invention. The  application module 104 can be any type of
application that may need the resources 15 of an object database manager to
retrieve and store objects in an object database.  The update module 110
performs updating of objects stored in the at least one  database on the
computer 101. The object database manager 108 manages the  databases. The
object database manager 108 controls the functionality of multiple
databases 116, 117, 118. Each database stores tables 119 which include-at
one 20 index 120, 121. The databases 116, 117, 118 store objects 122 (or
data) as  elements of a table 119. The elements in table 10 are then used
to create one or  more indices 120, 121 which allow the elements in the
table 119 to be easily  accessed. According to one embodiment of the
present invention, only one type  (e.g., objects of a particular class) can
be stored in a single table. The "type" of 25 an object is defined as, for
example, the structure and fields contained in the  



object. Figures 1N-IL illustrate an exemplary embodiment of the file
structure of  the databases 116, 117, 118. Each database 116, 117, 118
includes a database file 0 7 JUN 2004  -10 (not shown) containing a list of
all tables in the database. In addition, each  database 116, 117, 118
includes a tile glossary file (Figure 1H) which maps all  symbolic file
names to physical tile names (e.g., the table names listed in the  database
tile with physical tile names). In an alternative embodiment of the 5
present invention a global file glossary file is used to map all symbolic
rile names  for all of the databases 116, 117, 118. Each table 119 has
associated therewith a table file (Figure 11), a data tile  (Figure 11), a
file map (Figure 1K), at least one index file (Figure IL), and a  random
access tile (RAF) (not shown), all stored on a recordable medium such as 10
a hard drive. The table tile includes information such as the type or class
permitted in the table, a disk cache policy, the number and file names of
the  indices associated with the table, a symbolic name for the file map,
and the file  name of the random access tile. The index tile contains a
list of object IDs associated with the index values  15 of the index. There
is one index tile created for each index of the table. The  index file also
includes the class name describing the type of value stored in the  index
(e.g., string, integer, or any other permissible JavaTM' type), the name of
a  method (or procedure) which is called by the object database manager 108
to  extract the index value from an indexed object, and a flag indicating
whether there 20 is a one-to-one relationship between objects and index
values (e.g.. a social  security number should have a one-to-one
relationship with a person object since  no two people share a social
security ntitnber), The file map includes a list of object iDs associated
with file size and tile  offsets (tile pointer values) in the random access
tile. Objects within the database  25 are stored in a serialized form in
the random access file and the file offset indicates 



the physical location of the serialized object. The tile map also includes
the total  size of the random access file, the end pointer value of the
random access tile, and  the total number of objects stored in the random
access tile. 0 7 JUN 2004  - -li The data file includes the symbolic name
for the random access rile and the  symbolic name for the file map. An
example of an object 122 is illustrated in Figure ID. The exemplary  object
122 of type "person" includes a unique identification field (ID), a first
name  5 field (FIRST NAME), a last name field (LAST NAME), and an age field
(AGE). An example of a table for "person" objects is illustrated in Figure
IE. In addition.  the object type may be any type available in Java"
provided it can be represented  as an array of bytes and provided it can
have a unique object ID assigned to the  object. The exemplary table shown
in Figure IE includes at least one object 122 10 of the "person" type. An
example of an index 120 is illustrated in Figure IF. The  index 120 sorts
each of the objects in the table 119 by, for example, its last name  field.
Of course, it is understood that the index may be sorted on any parameter
found in the object 122. The index 120 includes a last name value column
and an  object identification (ID) column. Figure IF illustrates another
exemplary index 15 121 which is stored by "FIRST NAME," In this case, since
objects with object  IDs of I and 2 both contain a first name field having
the same value, the index  121 lists both object lDs in the same row
corresponding to the first name "Mark," Referring to Figure IC, the startup
module 102 which controls the  initialization of the computers 100, 101
will now be described. The startup 20 module 102 is connected to the global
settings module 106, The global settings  module 106 initializes various
parameters for the operation of the system. For  example, the location of
the various da[bases 116, 117, 118 can be stored in the  global settings
module 106. The startup module 102 also interfaces with the object
database manager 108 to reference, retrieve, and store items in the various
25 databases 116, 117, 118. The startup module 102 also interfaces with the
update  



module 110 via the update manager 114. The update module 110 assists the
system in uploading and downloading objects from a remote computer, i.e.,
either  the network computer 100 or a client computer 101. The update
module 110 may 0 7 JUN 2004  be called by the startup module 102 during the
initialization process to update the database 116, 117, 118 with any
information that is transferred from another  computer. Alternatively, the
update module 110 may be called by the application  module 104 to update
the databases 116, 117, 118 on the local (executing) 5 computer with
information created by the application. The update module 110 communicates
avith the object database manager  108 via database gateway 112. Database
gateway 112 serves as an interface  between the database manager and the
update module 110 so that the update  module 110 can transfer new objects
received from remote computers to the 10 appropriate tables stored in the
databases. In particular, the database gateway 112  is able to convert the
instructions to and from the update module 110 into  commands which are
understood by the database manager 108 as well as the  update module 110.
In this way, if a different database is used with the present  invention,
(e.g., any Java' Database Connectivity (JDBC) compliant database 15 such as
an SQL server), it is only necessary co change or program the database
gateway 112 to a database gateway which can interface with the new
database. In  an alternative embodiment of the present invention, the
database gateway 112  automatically detects the type of database connected
to it and converts the  instructions to and from the update module 110 into
commands which are 20 understood by the database manager 108 as well as the
update module 110. Once the startup module 102 has completed the
initialization process of the  computer, control is transferred to an
application module 104 which can  communicate with any of the global
settings module 106, the object database  manager 108, and/or the update
module 110, to run its specific application. 25 Examples of application
modules 104 include games, educational training  programs, electronic
commerce programs, finance applications, and any other  



application which may need the resources of an object database manager to
retrieve and store objects in an object database. In addition, an
application can 0 7 JUN 2004  -13 utilize the update module 110 via the
update manager 114 to send and receive  information to and from a remote
location, such as for example, product requests,  product information, test
scores, application updates, usage statistics, customer  information,
and/or additional application modules or portions,thereof. 5 Figure 2
illustrates an exemplary process performed by the startup module  102. In
step 226, the global variables are initialized. A global variable is a
setting, value, or resource (i.e., a referenm to a database) that is
referenced by  one or multiple modules in the dynamic application browser.
Since these global  values are used throughout the use of the dynamic
application browser (e.g., in the 10 startup procedure), it is necessary
for their locations to be predetermined, such that  the various modules of
the browser can locate the various databases as well as  information
pertaining to the location, e.g., Internet addresses of remote  computers.
In step 228, after initializing the global variables in step 226, the
specific database 116 associated with a desired application module is
located and 15 the location of the specific database 116 is stored in the
global settings module  106. In the embodiment currently implemented, there
is only one application  module available for execution. It is within the
skill of the ordinary artisan to  implement the present invention with more
than one application, and to then  prompt the user to select the
application he/she desires to run. In an alternative 20 embodiment of the
present invention, all of the available databases are located and  the
location of each database is stored in the global settings module 106. In
step  230, the update module 110 sends and receives objects to and from a
remote  location. e.g.. the network computer 100 or other Oient computer
101, connected  via a network or Internet connection. The new objects
received by the update 25 module 110 are then installed in the appropriate
database corresponding to the  application module in step 232. In step 234,
the default or the selected application  



module 104 is loaded by initiating a standard setup protocol such as
initializing the  model, view, and controller for the application module
104. 0 7 JUN 2004  -14 Figure 3 illustrates an exemplary flowchart for the
update step 230 of  Figure 2. In step 336, a database gateway 112 is
accessed to interface with the  object database manager 108. The location
of the database gateway 112 is stored  as a global variable in the global
settings module 106 in step 338. In step 340, the 5 startup module 102
verities that update support is enabled. If update support is  not enabled
(e.g., no network connection is present), the update process is skipped  in
step 347. If, however, update support is enabled, a login prompt is created
and  displayed to a user of the local terminal In step 342. In step 344 the
user enters a  user name and password, for example. which is then stored in
a file in step 346, 10 A status panel is displayed to the user in step 348
to inform the user of the status  of the update procedure and also to
prevent the user from thinking that the system  has stopped operating
properly due to the potential delay caused by the update  module, In step
350, the user information is sent to the network computer from  the client
computer. The network computer 100 authenticates the user and sends 15 back
a message indicating whether or not the authentication was successful. In
addition, if the authentication is successful, new objects which were
designated to  be exchanged between the two computers, and particularly, in
tables containing  any transport cell lists (described below with respect
to Figures 13-16), are  exchanged. If the authentication was unsuccessful,
an error message is generated 20 and displayed to the user (not shown). The
user may be prompted again or the  program may shut down. Upon completion
of the authentication and updating of  the computers via the exchange of
objects, the status window is removed in step  352. In step 354 the startup
module verifies that the update process was completed successfully. If yes,
the update process ends in step 358, otherwise, an  25 error message is
created and displayed to the user in step 356. Figure 4 illustrates an
exemplary method for performing the install step  



232 of Figure 2. In step 460, the startup module 102 checks with the update
module 110 via the update manager 114 to see if any new objects have been 0
7 JUN 2004  -15 received from any of the remote computers via the exchange
of transport cell lists  from step 350. If no new objects are present, the
install procedure is skipped in  step 462. If. however, there are new
objects present, a status window is displayed  to the user in step 464 and
the installation of the new objects in the database is 5 begun in step 466.
An exemplary installation procedure is described with respect  to Figures
15A-15C, below. After the installation of the new object is completed  in
step 466, the installation is made permanent by committing the changes to
disk  in step 468. In step 470, the status window is removed and in step
472, the  startup module 102 verifies that the install procedure has been
completed 10 successfully. If the install procedure 232 has been completed
successfully, the  install procedure 232 ends in step 474, Otherwise, if
the install procedure 232 did  not complete successfully, an error is
reported to the startup module 102 on step  476. Figure 5 illustrates an
exemplary embodiment of the autoload actions 15 module 234 of Figure 2. In
step 578, a table from the database is retrieved from  which contains a
list of actions that are to be performed by the autoload actions  module
234. Actions are defined, for example, as procedures instructing the
dynamic application browser to perform a specific task, such as, start an
application module, create a new database, or modify the structure of an
existing 20 database. In the table, each action contains a priority value.
In step 580, the  actions are sorted in order of priority so as to perform
the action with the highest  priority first and the action with the lowest
priority last and so forth. In step 582  the autoload actions 234 verifies
to see if there are, actions to perform by referencing a counter which
represents the total number of actions in the table  25 retrieved in step
578. If the counter equals the total number of actions that have  been
performed, then the autoload actions module 234 is completed in step 584.  



If the counter is less than the total number of actions that have been
performed,  then the next action is evaluated to determine whether o' not
it is a conditional U 7 JUN 2004  -16 action in step 586. A conditional
action is an action which is only to be performed  based on the occurrence
of certain events. For example. an action may only need  to be performed if
it has not been performed in the past. That is, for example, the  action
may be to initialize a new database and would be unnecessary if the 5
database already existed. In addition, an action can be conditional based
on the  time of day or day of week, or any other condition which can be
evaluated and can  return a boolean value. If the current action is not
conditional then the action is  performed in step 588. Otherwise, the
condition is evaluated in step 590. If the  condition evaluates to true
then the action is performed in step 588, otherwise in  10 step 593 the
counter is incremented and the process returns to step 582. After the
action is performed in step 588, the startup module.102  determines whether
or not the action created an object which represents an  application module
104. If the action created is determined to be an application  module 104.
the application module is executed in step 596 and the startup module 15
102 waits for the completion of the application module 104 in step 598.
Upon  completion of the application. the counter is incremented in step 593
and the  procedure returns to step 582. If the object created by the action
in step 594 is not  an application, the startup module 102 determines
whether or not the action can be  performed in parallel with additional
actions. That is, the startup module 102 20 determines whether or not it is
necessary to delay, the execution of any additional  action until the
completion of the present action. If the action can be performed in
parallel with other actions then the procedure returns to step 582
immediately.  Otherwise, the procedure waits in step 5102 for the
completion of the action,  before returning to step 582. 25 Figures 6-12
illustrate exemplary operations of the database manager 108  in Figure 1.
In an exemplary embodiment of the present invention, the object  



databases 116, 117, 118 are used to store Javar"' objects. The database
manager  108 manages the databases 116, 117, 118 by adding, de(eting, or
changing objects 0 7 JUN 2004  _17_ stored therein as required. To ensure
the efficient operation of the browser and  the associated application
according to the present invention, the database used in  the present
invention is designed to be less complex than conventional relational
databases. That is, instead of forcing data from an application into
relational 5 rows, objects are stored as created, and placed into tables.
This efficiency allows  for the fast and easy operation of the database as
well as its portability with  multiple application modules 104. In
addition, the less complex and faster  database of the present invention
uses less resources than a conventional database,  thereby providing more
available resources for the application modules. Since 10 typical personal
computers have limited resources available to run JavO  applications, the
efficiency of the database of the present invention allows for
sophisticated data access in the low resource environment of a personal
computer.  Exemplary functions of the database manager which operates on
the database  include the ability to insert an object into the database,
the ability to change (or 15 replace) an object in the database, the
ability to retrieve objects from the database,  and the ability to delete
objects from the database. The format of the database,  particularly the
use of tables, objects. and object IN within those tables, facilitate  the
use and speed of the browser, applications which run or the browser, and
the  database. In addition, the format of the database allows the browser
to be 20 dynamic. That is, for example. since objects in the database can
be easily added,  modified, and removed, applications (or content for the
applications) can be  added, deleted, or modified seamlessly, In addition,
the browser itself can be  modified by simply adding, modifying, or
deleting objects from tables within a  database, Furthermore. the format of
the database allows for efficient and easy 25 software development by
allowing programmers to place objects into the database  in their original
JavaTM form (without having to convert the objects to forms  



compatible with conventional databases such as breaking the objects into
numerous  differently typed rows), 0 7 JUN 2004  -18 According to one
embodiment of the present invention, changes made to  the database are
first made temporarily in memory, and then are made on disk.  This provides
the ability to restore the database state in the event of an error. The
procedure used to make changes to the databases 116, 117, 118 permanent is
5 called commit. The procedure used to reverse changes made to the
databases 116,  117, 118 before making them permanent is called rollback. A
further function of the database manager is the ability to modify, delete,
or retrieve objects in a database based on a condition. For example, a user
or  application may wish to delete all objects in a database that are older
than a 10 predetermined date. In addition, it may be desirable to modify or
retrieve all  objects which contain a specific field having a specific
value. The delete, modify,  and retrieve by condition functions are useful
when the identity of the object is not  readily available to the
application or user at the time the decision is made to  modify or delete
the object or set of objects. An exemplary embodiment of 15 implementations
of these feature are described more fully below. Figure 6A illustrates one
embodiment of the insert object functionality of  the database 116-118 and
database manager 108 according to the present  invention. In step 6202, a
command is sent to the object database manager 108  indicating that an
object is to be inserted into a particular table of a particular 20
database (e.g., the database corresponding to the application module
running at the  time the command is set)_ In step 6204, a unique object ID
is created which  identifies the object to be inserted. After the Object ID
is created, the object ID is  inserted into the object. In an exemplary
embodiment of the present invention,  object IDs are assigned sequentially
such that the first object placed into the 25 database is given the 11) of
1. This object ID is incremented by one for each new  object inserted into
the database. In this way, each object will have a unique ID  



since once an object ID is assigned to an object, that object ID is never
used for  another object in the same database again. 0 JUN 2004  -19 To
prevent multiple applications or multiple requests from changing the  same
object at the same time, it may be necessary to place a lock on the
specified  object. A lock is necessary whenever a user or application
wishes to save a  retrieved object in the database. For example, two
applications (or processes) 5 running at the same time may try to modify
the same object at the same time.  Therefore, in step 6206 the database
manager 108 evaluates a flag contained in the  table 119 which identities
whether or not a lock is required to be placed on an  object of the table
to prevent simultaneous access to objects of the table. If a lock is
required, then in step 6208 the object is locked. If a lock is not  10
required or after the completion of the locking step (i.e., the object
successfully  locked), the object database manager 108 verifies that the
object to be inserted into  the table matches the correct object type in
step 6210. Each table has a flag which  indicates the class (or type) of
object that is allowed to be inserted into the table.  As noted above, the
type is defined as, for example, the structure, fields, and 15
functionality contained in the object. If the object type does not match,
the insert  fails in step 6212, the insert object procedure is cancelled
and an error message is  generated. If, however, the object type matches
the type allowed by the table, then in  step 6214, the object database
manager 108 determines if the table is set to 20 perform backups. Backups
are defined as storing data representing previous  versions of tables to
prevent corruption of the data. If backups are to be  performed for this
table, then the backup, procedure is begun in step 6218 in which  the table
is copied into a backup tile. After the backup procedure, or if the table
is not set for backups to be performed, the object iithen written to disk
or other 25 recordable media such as a hard drive, an optical drive, a
virtual drive, or any  other media which can be used to store and retrieve
data at step 6216. After step  



6216, the object is indexed according to the available, indices of the
table at step  6220. For example, if an object has a first name and a last
name field, and the 0 7 JUN 2004  -20. table includes an index which is
based on the last name field, then the object  database manager 108 will
index the new object in the "last name" index of the  table. This allows a
user to locate the object by instructing the database manager  108 to
search for the last name field in the appropriate last name index which 5
would then identify the object ID which is scored in the table. After the
object is  indexed in step 6220, the object database manager 108 checks to
see if there are  any more indices for the particular table in step 6222,
If so, then the object is  indexed for that particular index in step 6220.
This procedure repeats for each  index. When all indices have been updated
with the new object, the insert object  10 procedure is completed in step
6224. Figures 19A-19C illustrate an exemplary embodiment of the write to
disk  step 6216 of Figure 6A. With respect to Figure 19A, an object is
written to a  random access file by first extracting the object ID from the
object in step 19963.  The object ID and the object itself are sent to the
object database manager 108 so 15 that the object database manager IOS can
verify that the object ID does not already  exist in the designated
database in step 19964. In step 19965, it is determined if  the object ID
is unique, if so, in step 19966, an entry is created in the table file  map
for the table associated with the object. If the object ID is not unique,
then  an error is reported in step 19990 and the insert fails. 20 As
mentioned above, the functionality of the database manager 108 and the
databases 116, 117, 118, include the ability to make changes to the
databases  temporarily and/or permanently. To pFevent errors in writing to
the random  access file, a buffer is used to store a subsection of the
contents of the random  access file in memory temporarily. In step 19967,
the object is stored in memory 25 in its appropriate location in the
buffer, and once the contents are verified as being  accurate, the contents
of the buffer are then stored in the random access file  



replacing its existing contents, if any. Thus, all changes to the random
access tile  are made at one time from the buffer in the commit process. In
an alternative 0 7 JUN 20D4  -21 embodiment of the present invention,
objects are written directly to the random  access file without storing
them first in the buffer. The use of buffers not only ensures the
reliability of the writing procedure,  but they also can speed up the
access time required to retrieve items from the 5 random access file. In
addition, another type of buttering provides the advantage  of fast access
of any object. That is. for example, retrieving an object can be
anticipated by the application module 104 prior to the actual retrieving
and it can  be placed in the buffer. (n addition, prior to writing to the
file map corresponding  the random access file, the changes made to the
butter are stored in a memory as a 10 transaction vector, so that each of
the changes to made to a table can be reversed,  if necessary, before
committing them. Since the file map is not changed until a  commit is
called, then in the event of a rollback after a change is made and
realized to be incorrect, it is only necessary to restore the buffer of the
file map to  its original contents (before the change) by reloading the
data from the file map or 15 alternatively, restoring the tile map to its
original condition by reversing the  changes stored in the transaction
vector. Figure 19B illustrates an exemplary embodiment of the create a file
map  entry for the object step 19966 of Figure 19A. In step 19974, an array
of bytes is  created from the object (e.g., by using conventional JavaTM
serialization 20 techniques), In step 19975, the byte length or size of the
array is calculated. In  step 19976, a start pointer is assigned which
represents the tile index for the first  byte of free space in the random
access'fle large enough to accommodate the  array of bytes. In step 19977,
the pointer value determined in step 19976 is stored  in the file map. In
step 19978, the pointer value stored in step 19977 is marked as 25 an
"insert" pointer in the file map. In step 19979, the change to the file map
is  logged in the transaction vector. 



Figure 19C illustrates an exemplary embodiment of the insert object into
the buffer (step 19967 of Figure 19A). In step 19968, The object is
serialized into 0 7 JUN 2004  -22 an array of bytes. In step 19969, a start
pointer for the object is retrieved from  the file map by evaluating the
available free space. In step 19970, the buffer is  traversed to the
appropriate pointer value where the new object will be stored. In  step
19971, the object is stored in the buffer and then after a commit is
called, in 5 the random access file. In step 19972, after a commit, it is
determined if the  buffer currently in memory is the buffer that was just
modified. If so, then in step  19973, the buffer is removed (or restored)
from the random access tile to keep the  contents of the buffer current. In
an alternate embodiment of the present invention. multiple buffers may be
used to store contents of random access files.  10 Figure 6B illustrates an
exemplary embodiment of the indexing step 6220  of Figure 6A. To index an
object. an index procedure is performed which uses  the object and the
object ID in step 6228 for each index 120, 121 in the table 119.  In
particular, the index routine 6220 is called to insert an entry into one of
the  indices associated with a table in a database and the parameters
passed to that 15 routine include the object and the object ID, which are
to be indexed. A method  or procedure (stored or referenced in the index
tile) is performed on the object to  obtain an index value at step 6230.
This index value corresponds with the value  used by the index to sort the
objects of the table. For example, the index may sort  on the index value
of the last name field of an object. In addition, the index may 20 sort on
the date of creation of the object. As discussed above, an index may be
created for any of the parameters or fields within or relating to the
object. Once  the index value is retrieved in step 6230; a search is
performed on the existing  contents of the index to determine if the index
value is already present in the  index. The search may be done by any
appropriate. method, for example, a binary 25 search may be used. If the
index value is already present in step 6232, the new  object ID is inserted
next to the already existing object IDs that correspond(s) to  



the index value in the index in step 6234. Otherwise in step 6236, a new
index 0 7 JUN 2004  -23 value is created and the object ID which
corresponds to the new index value is  placed in the list. The procedure
ends with step 6238. Figure 7A illustrates an exemplary modify procedure
performed by the  database manager 108. To modify an object, that is,
modifying an existing object  5 by replacing it with a changed object, the
object database manager 108 must first verify that a lock can be placed on
the object to be replaced (or modified) by the  action requesting the
modify procedure in step 7240 to avoid another request to  modify that
object at the same time. If a lock cannot be placed on the object, then
the modify fails in step 7242. This may occur, for example, if a lock is
already 10 placed on that object, indicating that it is currently being
changed by another  request. If, however, a lock can be placed on the
object, then the object is locked  by setting a flag associated with that
object at step 7243, and the old object is  retrieved in step 7244. This is
performed by asking the table to return the object  with a specific object
ID. The table uses the file map to determine the physical 15 location of
the requested object. Since the modify procedure is modifying an  existing
object, the specific object ID is known to the application requesting the
modification. In step 7246 given both the new object and the old object,
each  index is updated to reflect the change of objects. For example, if
there was a  change in the last name field. the comparison of the old
object with the new object 20 would reflect that the last name has changed.
In this case, the index would be  updated to reflect the new index value
for the modified object. The object ID  remains the same. Step 7248 repeats
step 7246 for each index for the table. Once  all of the indices have been
updated. the update procedure is completed in step  7250. 25 Step 7246 will
be explained further with respect to Figure 7B. In step  7252, the index
value, that is, the value according to which the index sorts the  objects,
is extracted from the new object. In step 7254, the index value of the old



object is extracted. In step 7256, the old value and the hew value are
compared 0 7 JUN 2004  -24 and if the index values are the same in step
7258, then the index is still current and  it is not necessary to change
the index and the procedure ends in step 7260. If the  old index value and
the new index value are not the same then, in step 7262, the  object ID is
removed from the index. If the object ID removed was the only 5 object ID
which corresponds to that specific index value, the index value is also
removed from the index. In step 7264, the new index value is inserted into
the  index if the new index value does not already exist, along with the
object ID. If  the new index value already exists in the index, then the
object ID is inserted.  The index is now updated and the procedure ends at
7266. 10 In addition to updating an object by providing the unique object
ID, it is  also possible to modify an object by condition. That is, a user
or application may  not know which objects need to be modified until a
condition can be evaluated.  For example, it may be necessary to modify all
objects in a given table which  include a last name field having a
particular index value. An exemplary 15 embodiment of this feature is
illustrated in Figure 8. In step 8300, the value of  the condition is
evaluated and a list of objects which satisfy the condition is  returned.
In step 8302 the object database manager 108 determines if there are  locks
or whether locks can be established on all of the objects that have been
identified that match the condition. If locks cannot be established on all
of the 20 identified objects, then the modify procedure fails, an error
message is generated  at step 8304, and the routine ends in step 8316. If,
however, locks can be  established then in step 8306, it is deterthined
whether or not the user or  application intended on replacing multiple
objects:. This intent can be  communicated to the object database manager
108 via a variable or flag which is 25 sent to the object database manager
108 when the modify procedure has begun. If  the flag indicates that the
application did not intend for the modify by condition to  result in the
updating of multiple objects, then in step 8308, the object database  



manager 108 determines whether or not multiple objects were returned from
step 0 7 JUN 2004  -25 8300. If it is determined that multiple objects were
returned in step 8308, then in  step 8310, an error message is generated
and the procedure ends. If, however, it  is determined at step 8308 that
only a single object was returned in step 8300, or if  it is determined at
step 8306 that the flag indicates that the user or application 5 intended
for multiple objects to be replaced, then the database manager 108
proceeds to step 8312. At step 8312, the first object is modified by the
associated  object ID, using the procedure shown in Figure 7B. In step
8314, when the  updating of the first object is complete, i.e.. the modify
by object ID procedure  ends at step 7266, in step 8314, the object
database manager 108 determines 10 whether or not there are any additional
object IN in the list provided by step  8300. If so, the object database
manager 108 modifies the object corresponding to  the next object ID in the
list in step 8312 again using the modify by object ID  procedure. When all
of the objects returned in step 8300 have been modified, the  procedure
ends in step 8316. 15 To retrieve an object having particular
characteristics or values from a  database, it is necessary to query a
table with a condition so that the object  database manager 108 can return
the object (Ds of the objects which match the  query. An exemplary
embodiment of this procedure is illustrated in Figure 9. In  step 9400.,
the query is sent to the object database manager 108. The query can be 20
created by the user using the application or by an, application itself. The
query can  be a boolean expression that returns a true or false, or the
query can be an  expression which returns a set of results. The query can
specify that any or all  databases 116, 117, 118, or any or all tables in
any or all of the databases are to  be searched for objects matching the
query. In step 9402, the object IN of all of 25 the objects which match the
query from the table are returned. To obtain the list  of matching objects,
the various indices associated with each table to be searched  can be used
to find the object IDs of the objects that meet the criteria presented in  



the query. In step 9404, the object database manager 108 determines whether
or 0 7 JUN 2004  -26 not it is necessary to establish a lock on the
returned objects, based on a flag  which is stored in the retrieved
objects. In an alternative embodiment of the  present invention, each table
includes a list of locked Object IN which is  referenced by the object
database manager 108. The flag is set by the application 5 which sent the
query to the object database manager 108. If it is necessary to lock  the
retrieved objects, the object database manager 108 locks each of the
objects in  step 9406. After completion of step 9406 or if it is not
necessary to lock any of  the objects, the object IDs are returned in the
form of a list at step 9408, at which  point the procedure ends in step
9410. 10 Figures 18A-18D illustrate an exemplary embodiment of the
retrieving  object IDs of all of the objects which match the condition in
the query in step 9402  of Figure 9. With respect to Figure ISA, in step
18900, all object IDs are  retrieved from the file map for the specified
table. The query condition is  evaluated in step 18902 and the clause
evaluator returns the value of the condition 15 (e.g., a set of object IDs
or a boolean value). The procedure ends in step 18906.  Figure 1BB
illustrates an exemplary embodiment of the evaluate condition  step 18902
of Figure ISA. In step 18908, a condition descriptor is created. The
condition descriptor includes an operations vector which sorts and stores
the  logical operations (e.g., boolean operators) of the condition by
precedence (e.g., 20 following an order of operations). In addition, the
condition descriptor includes a  clause map. The clause map associates
clause tags (i.e., a unique identifier which  identifies each clause inside
of a multiple condition, for example "All people  greater than 10 years
old" AND "All people with.brown hair" would be  represented as A AND B,
where A and B are clause tags) with actual clauses. In 25 step 18910, the
logical operations (in order of precedence) are retrieved. In step  18912,
the clause map is retrieved. In step 18914, the top logical operation is
retrieved. In step 18916, the logical operation is evaluated to determine
if it is  



unary (e.g., NOT) or binary (e.g., AND or OR), If it is unary, in step
18918, the 0 7 JUN 2004  _27_ first clause tag is retrieved. In step 18920,
the clause is evaluated returning a  boolean value or a set of object IDs.
In step 18922, the unary logical operator is  retrieved and in step 18924,
the clause and operator are evaluated together. The  result of step 18924
is stared in a stack called SetMap in step 18926. The 5 presence of
additional logical operators is checked in step 18940. If there are no
remaining logical operators then in step 18042, the value in the SetMap is
retrieved and the procedure ends in step 18944. If it is determined in step
18916, that the logical operator is a binary  operator (e.g., AND or OR),
then the first clause tag is retrieved in step 18928.  10 In step 18930,
the clause is evaluated and in step 18932, the next clause tag is
retrieved. In step 18934. the clause associated with the next clause tag is
evaluated and in step 18936 the binary logical operator is retrieved. In
step 18938  the binary operation is evaluated using the results of step
18930 and step 18934  with the operator retrieved in step 18936. The result
of step 18938 is stored in the 15 SetMap in step 18926 and the procedure
continues to step 18940 as described  above. If, in step 18940, it is
determined that there are more logical operators in  the operations vector,
then the procedure returns to step 18914. Figure 18C illustrates an
exemplary embodiment of the create a condition  descriptor step 18908 of
Figure 183. In step 18942, it is determined if the 20 condition has more
than zero operations. If the condition does not include more  than zero
operations, then the clause is extracted from the condition, assigned a
unique ID, and added to the clause map in step 18944. If the condition does
include more than zero operations. then the top operator is retrieved from
the  operation vector in step 18946. In step 18948. a determination is made
if the. 25 operator is a binary operator. If the operator is not a binary
operator (i.e., a unary  operator), then the operator is added to the
operation vector in step 18950. If the  operator is a binary operator, then
in step 18952, a condition descriptor is created  



for the second condition of the binary operator by using the above
procedure of 0 7 JUN 2004  -28 Figure 18C to recursively create condition
descriptors. In step 18954, the clause  is placed in the clause map and in
step 18956, the operator is placed in the  operation vector. Figure 18D
illustrates an exemplary embodiment of the evaluate clause step  5 18930
(also steps 18920 and 18934). In step 18958, it is determined whether or
not the clause has already been evaluated and stored in the SetMap by a
previous  evaluation step. If so, then in step 18960, the value of clause
stored in the SetMap  is returned, If the clause has not already been
evaluated, then in step 18962, the  clause is evaluated by comparing the
condition of the clause (e.g., all people older 10 than 10) with the
entries of a corresponding indices for an appropriate table (e.g.,  an age
index table for a person object). Figure 10 illustrates an exemplary
embodiment of a procedure for deleting  an object by its object ID. In step
10502, a lock is placed on the specified object  to be deleted. In step
10504, the object database manager 108 determines whether 15 or not a lock
was successfully placed on the identified object. If the lock was not
successfully obtained, the delete fails, an error message is generated at
step 10506  and the procedure ends at step 10508. If a lock was
successfully placed on the  object, then in step 10512, the object ID is
extracted from the object. In step  10514 and step 10516, the object ID is
deleted from each of the indices. If there 20 is more than one object ID
associated with an index value for the object in the  index, only that
object ID is deleted from the index. If there is only one object ID
associated with the index value in the index, the index value is also
deleted, so that  the entire index entry is deleted. Step 10514 is
described below with respect to  Figure 12. In step 10518, the object is
deleted from the database in which it is 25 stored in the random access
tile and the procedure ends at step 10520. At step 10518, once an object is
deleted from a table and the indices are  changed to reflect the removal of
the object, it is necessary to delete the object  



from the file map and allocate its location in the random access file as
free space. 7 JUN 2004  _29_ First, the file offset is obtained for the
object ID from tile map. The file map is  then modified to indicate that
the sectors or byte locations that were previously  assigned to storing the
deleted object are now available sectors or byte locations.  This can be
accomplished, for example, by designating the sectors previously 5 assigned
to the object in a separate heading in the tile map as free space. Figure
19D illustrates an exemplary embodiment of the delete from file map step
10518  of Figure 10. In step 19981, it is determined if the table has an
object with the  specified ID. If not, then an error message is returned in
step 19982. If the  specitied object is found in the table,, then in step
19983, the file map for the table 10 containing the specified object is
retrieved. In step 19984, it is determined if the  file map contains a file
offset (or pointer) corresponding to the object ID of the  specified
object. If no tile offset can be found, then in step 19989, an error
message is returned and the delete procedure is aborted. If a corresponding
offset  is found, then in step 19985, the tile offset is returned. In step
19986, the disk 15 map entry for the object is removed and the space used
in the random access file is  indicated in the file map as free space. In
step 19987. a log of the changes made  to the indices in step 10514 of
Figure 10 is stored in the transaction vector. Figure 11 illustrates the
procedure performed by the object database  manager 108 for deleting an
object based on a condition. The procedure 20 illustrated in Figure 9 is
used to return a list of objects which match a specific  condition at step
11520. In step 11522, the object database manager 108 verifies  that locks
have been placed on all of the objects returned by the condition, If  locks
cannot be established on any of the listed objects, in step 11524, the
delete  object by condition fails and an error message is produced and the
procedure ends. 25 If, however, locks can be established on all of the
listed objects, then in steps  11526 and 11528, each of the objects are
deleted by object ID, using the routine  illustrated in Figure 10, until
there are no more object IN in the list of matches  



from the condition. This procedure ends at step 11530.' 0 7 JUN 2004  -30
After an object is deleted from a table, it is necessary to update the
indices  to reflect the change. In Figure 12. an exemplary embodiment of a
procedure for  deleting an object from an index called at step 10514 in
Figure 10 is illustrated.  In step 12532, a file offset from the file map
for the deleted object is determined. 5 In step 12534, a search, for
example a binary search, on the index is performed to  rind the first index
row which contains the index value, If, in step 12536, an  index is found
which matches the index value, then in step 12540, the object ID is
removed from the index. In addition, if after removing the object IDs from
the  index, there are no additional object IN which are associated with the
particular 10 index value at step 12542. then the index value is also
removed from the index at  step 12544 and the procedure ends as step 12546.
If there are additional object  IDs, the procedure ends at step 12546
without deleting the index row. If a match  was not found in step 12536,
the delete operation fails because the object is not  currently in the
table, an error message is generated at step 15238, and the 15 procedure
ends in step 12546. Figures 13-14 illustrate an exemplary embodiment of the
mechanism by  which one computer sends data to another computer to which it
is connected  according to the present invention. This procedure is used,
for example, to  download new objects which are associated with an
application module, from a 20 network computer 100 to one or more client
computers 101. The procedure can  also be used to pass data files or
objects between the network computer 100 and  one or more client computers
101, or between two or more client computers,  According to one exemplary
embodiment, the updating procedure of Figure 14,  which is part of the
update procedure 230 of Figures 2 and 3, will run in the 25 background when
the client computer 101 first logs on to the network.  Alternatively, the
user running an application module, or the application module  itself, can
trigger an update by which information is transferred to a remote  



computer (either the network computer 100 or another 'client computer 101).
In 0 7 JUN 2004  -31 addition, an update may be triggered by a timer by
requiring the client computer  101 to connect with a network computer 100
if a predetermined amount of time  has passed (e,g., after five days)
without a connection. With respect to Figures 13A-13D, when a user or
application desires to  5 send data (e.g., objects, class files, byte
handlers, or other types of data) to a  remote location, such as a remote
computer, a transport cell list 13552 is placed in  an outgoing table
13550. The outgoing table 13550 is a one dimensional table  containing an
identifier representing the tiles containing at least one transport cell
list. As illustrated in Figure 13D, each transport cell list 13552
includes, for 10 example, a unique host name identification 13560, a unique
(to the sending  computer) transport cell identification number, and at
least one transport cell  (13564 or 13566). Each transport cell 13564,
13566 includes a string of one or  more bytes 13568 which represent, for
example, an object, a class tile, a byte  handler, or other data and a
content type field 13570 which indicates the type of 15 bytes, for example,
whether the bytes represent a class file, an object, a byte  handler, or
any other data. The outgoing table is stored in the database and is
accessed by the database gateway 112 when the update procedure of Figure 14
is  running, Once data has been transferred to a remote site, it is stored
in an incoming  20 table 13551 at the remote Computer. In particular, the
browser running at the  remote computer creates an incoming table 13551
which includes at least one  transport cell list 13553 containing the
identical content of the received transport  cell list 13552. To avoid
receiving the identical transport cell list from the same  computer twice,
the local computer and the remote computer stores a history table 25 13554.
This history table 13554 stores the hostname 13560 (in column 13556)  where
the transport cell list originated and the transport cell list
identification  13562 (in column 13558) for each transport cell list
appearing in each incoming  



table 13551 received from another computer. Upon completion of the update
07 JUN 2004  -32 procedure, the browser then evaluates each of the
transport cells 13564, 13566 in  each transport cell list 13553 stored in
the incoming table and where appropriate  installs the bytes 13568 on the
remote computer using byte handlers based on the  value of the content type
field 13570. This is described more fully below with 5 respect to Figure
14. Figure 14 is a flow chart of an exemplary operation of step 350 of
Figure 3  which performs the updating of the computer using the tables of
Figures 13A-13D.  In step 14570, a connection to a remote computer is
initiated by the local  computer. For ease of understanding, reference is
made here to local and remote 10 computers. The location of the remote
computer (e.g_, the IP address) can be  stored in the global settings
module 106 or alternatively can be entered by an  application or a user. In
step 14572, the communication protocol is negotiated  between the local and
remote computer and an optional authentication procedure is  commenced.
Examples of different protocols include an "update" service, a 15 "request
application module" service, a "status check" service, or a secure
"commerce" service. Authentication can include sending a username and
password and/or a hostname of the local computer to the remote computer. In
step 14574, the remote computer sends an acknowledgment of a successful or
unsuccessful authentication. If authentication is not successful, the
procedure is 20 terminated in step 14576. If authentication is successful,
then in step 14578, the  transport cell list identifications associated
with the local computer's hostname in  the remote computer's history file
table are sent to the local computer. In step  14580, the local computer
compares the received [ ansport cell list identifications  with the
transport cell list identification fields of each of its transport cell
lists in 25 its outgoing table. After the comparison, in step 14582, the
local computer sends  all transport cell lists which do not match a
transport cell list identification  received from the remote computer. The
remote computer stores each of the  



transport cell lists in the remote computer's incoming table and logs the
hostname 7 JUN 2004  -33 and transport cell list identification fields in
its history table. In step 14584 the  local computer sends the transport
cell list identifications associated with the  hostname of the remote
computer. This process is now reversed so that the remote  computer can
send data to the local computer. In step 14586, the remote 5 computer
compares received transport cell list identifications from the local
computer and compares them with the transport cell list identifications in
the  remote computer's outgoing table. After the comparison, in step 14588,
the  remote computer sends all transport cell lists which do not match the
received  transport cell list identifications from the local computer. The
local computer 10 stores each of the transport cell lists in the local
computer's incoming table and  logs the hostname and transport cell list
identification fields in its history table.  The update process is then
completed in step 14590. In an alternate embodiment of the present
invention, both the local and  remote computers can additionally set flags
for each of the transport cell lists in 15 their outgoing tables to
designate specific destinations. For example, if the user of  a local
computer purchases a new application module (or part of a module), from a
remote computer, the remote computer can set a flag in the transport cell
list  which will designate the local computer as an authorized recipient of
the  application module contained in the transport cell list. The flag can
also represent 20 a boolean expression (e.g., a condition) to be evaluated
to determine whether or  not the transport cell list should be sent to the
local computer. If the flag is not  set, or the expression evaluates to
false, 'the transport cell list will not be sent. In another alternate
embodiment of the present invention, the entire  contents of the history
list is exchanged between the. local and remote computers.  25 Thereby, a
remote computer may decide not to send a transport cell list if a
predetermined transport cell list (identified by its identification field
and hostname  field) was already received by the local computer from
another remote computer. 



0 7 JUN 2004  -34 Once transport cell lists are placed in the incoming
table, the contents of the  transport call lists are installed in both the
local and the remote computers, Figures  15A-15C illustrate an exemplary
installation procedure of the present invention. To install the bytes
contained in the transport cells, a byte handler is used. The 5 handler
manager 109 is part of the object database manager 108. In an alternative
embodiment of the present invention. the handler manager 109 is a separate
module which interfaces with both the database gateway 112 and the update
module 110, The byte handlers can be stored as objects in the databases
116, 117,  118, and are used by the handler manager 109-to apply the
appropriate installation 10 procedure for each possible content type 13570.
In step 15600, the handler manager 109 is activated. In step 15602, a list
identifying all transport cell lists in the incoming table 13551 is
retrieved by the  handler manager 109 from the incoming table 13551. The
first transport cell list  13552 is then retrieved by the handler manager
109 in step 15604. In steps 15606 15 and 15608, the first transport cell
13564 of the first transport cell list 13552 is  retrieved by the handler
manager. In step 15610, the handler manager 109  determines if there are
any additional transport cells in the first transport cell list.  If so,
the procedure returns to step 15606 and retrieves the next transport cell.
If  not, the handler manager 109 determines if there are any additional
transport cell 20 lists. If so, then the procedure returns to step 15604
and retrieves the next  transport cell list. If not, then the handler
manager 109 installs each of the  transport cells in step 15614. which is
described below with reference to Figure  15C. Figure 15B illustrates one
embodiment of the process of step 15608 of 25 Figure 15A in greater detail.
A purpose of the process shown in Figure 158 is to  separate transport
cells of different content types so that classes can be installed  first,
byte handlers can be installed second. and all other content types can be
installed in order of a predetermined priority. This procedure allows the
present 



0 7 JUN 2004  -35 invention to avoid attempting to install a ]ava 'Ml
object before its appropriate class file has been installed. Similarly,
this procedure allows the present invention to avoid trying to install
bytes of a new content type before the corresponding byte  handler has been
installed. 109 5 Referring now to Figure 153, in step 15616, the handler
manager checks the content type field 13570 to determine if it is of type
"CLASS" (i_e., a  JavaT9 class file). If so, in step 15618, the handler
manager 109 adds the transport  cell to an uninstalled class transport cell
list in memory or in the database.  Otherwise. in step 15620, the handler
manager 109 checks the content type field 10 13570 to determine if it is of
type "HANDLER" (i.e., a byte handler). If so, in  step 15622, the handler
manager 109 adds the transport cell to an uninstalled  handler transport
cell list in memory or in the database. Otherwise, in step 15624,  the
handler manager 109 checks the content type field 13570 to determine if it
is of  any type used by any previous transport cell during the entire
installation procedure 15 of Figure 15A. If so, in step 15628, the handler
manager 109 adds the transport  cell to an uninstalled transport cell list
in memory or in the database corresponding  to the known type. Otherwise,
in step 15626, a new uninstalled transport cell list  in memory or in the
database is created corresponding to the type. Figure 15C illustrates an
exemplary embodiment of step 15614 of Figure  20 15A. The handler manager
109 references byte handlers which inform the handler  manager how to
install bytes of their respective content type. In step 15630, the  handler
manager 109 determines if there are any transport cells in the uninstalled
class transport cell list. If so, in step 15634, the first transport cell
is retrieved, In  step 15638, the "class" byte handler is retrieved and the
"class" byte handler 25 installs the class tile contained in the bytes
field of the transport cell. In step  15642, the handler manager 109
determines if there are any more transport cells in  the uninstalled class
transport cell list in memory or in the database. If so, the  procedure is
returned to step 15634 for the next transport cell. 0 7 JUN 2004  



-36 If there are no transport cells in the uninstalled class transport list
(i.e., the  result of step 15630 is no), or if there are no more transport
cells in the uninstalled  class transport cell list at step 15642, then in
step 15632, the handler manager 109  determines if there are any transport
cells in the uninstalled byte handler transport 5 cell list. If so, in step
15636, the first transport cell is retrieved. In step 15640,  the "byte
handler" byte handler is retrieved and the "byte handler" byte handler
installs the new byte handler tile contained in the bytes field of the
transport cell.  In step 15644, the handler manager 109 determines if there
are any more transport  cells in the uninstalled byte handler transport
cell list. If so, the procedure is 10 returned to step 15636 for the next
transport cell. If there are no transport cells in the uninstalled byte
handlers transport cell  list (i.e., the result of step 15632 is no), or if
there are no more transport cells in  the uninstalled byte handler
transport cell list in step 15644 then, in step 15646, the  handler manager
109 sorts the remaining byte handlers by priority. The priority of 15 a
byte handler is contained in a flag which is received by the handler
manager 109  as part of the byte handler. After sorting, the byte handler
with the highest priority  is retrieved in step 15648. In step 15650, all
transport cells from the uninstalled  transport cell list corresponding to
the selected byte handler are retrieved. In step  15652, the first
transport cell is retrieved and in step 15654, the corresponding 20 byte
handler is retrieved and installs the bytes contained in the bytes field of
the  transport cell. In step 15656, the handler manager 109 determines if
there are any more  transport cells in the corresponding uninstalled
transport cell list. If so, the  procedure is returned to step 15652 for
the next transport cell. If the result of step 25 15656 is no then, in step
15658, the handler manager 109 determines if there any  additional byte
handlers from steps 15646 and 15648. If so, then the next byte  handler is
retrieved in step 15648. Otherwise, the procedure ends in step 15660.  If
installation of all bytes was successful. the handler rrianager 109 calls a
commit 0 7 JUN 2004  



-37 procedure to make the installation permanent. If, however, the
installation of all  bytes were unsuccessful, then the handler manager 109
(or a user who instructs the  handler manager 109) calls a rollback to
restore the database to the state it was in  before the installation
procedure commenced. 5 Figures 16A-16C illustrate exemplary structures of
an application module  104 that can be included according to the present
invention. In Figure 16A,  application module 104 includes at least ong
mode which typically includes a  model 16702, a view 16704, and a
controller 16706. In Figure 16B, a series of  modes 16700, 16710, 16712 can
be linked in a group 16708. By linking modes 10 16700, 16710, 16712. in a
group 16708, any of the models, views, or controllers  of any of the linked
modes 16700, 16710, 16712 can be shared or transferred from  one mode to
another. In addition, in Figure 16C, a group 16714 can include a
combination of modes 16700, 16718, 16720, 16722 and groups 16716 in series,
thereby sharing model, view, and controllers between modes of different
groups. 15 Figures 17A-17J illustrate an exemplary interactive educational
system  application module of the present invention. The exemplary
interactive education  system enables users to receive educational courses
and other related information at  the user's personal computer via updates
received over a network (e.g., the  Internet, a direct-to-server dial-in,
or from a Intranet or Web site). The updates 20 occur automatically each
time the user runs the application while connected to the  network. As a
result, the user is provided an individualized educational portfolio  that
provides the user with faster, better information, and provides
administrators  immediate feedback on a user's needs and progres's'', The
application module includes a display 17800 having a profile button  25
17802, a library button 17804, a course button 17806, a notes button 17808,
a  glossary button 17810, a tlashcard button 17812, a post-test button
17814, a final  exam button 17816, a score button, 17818, a portfolio
button 17820, a mailbox  button 17822, and a quit application button 17824.
In addition, a graphic 17826 is 0 7 JUN 2004  



-38 displayed which indicates the course presently selected by the user of
the  application module. To allow users to operate the application module
while disconnected from a  network, the update procedure is performed
during the startup module 102 if a 5 network connection is available. If a
network connection is not available, then the  update procedure can be
delayed for the next time the startup module 102 is  activated.
Alternatively, the startup module 102 or the application module 104 can
monitor the client for the presence of a network connection and prompt for
an  update once a connection is detected.  In addition, the startup module
102 or the 10 application module 104 can initiate an update procedure at
any time. When the user activates the profile button 17802, the view
changes to  Figure 17B allowing the user to enter his/her personal
information in a  profile/registration box 17828. Once the personal
information is entered into the  profile, the user activates the end
profile button 17830 and the personal 15 information is stored and placed
in the outgoing table 13550 of the client computer  to send to the
educational server during the next update 230 of the system. When the user
activates the library button 17804, the view changes to  Figure 17C
allowing the user to select the course from a course window 17830. A
description of the selected course is displayed in a description window
17832 and 20 the course selection is made final by activating the select
course button 17834. If  the user does not wish to select a course, the
user can activate the cancel button  17836 returning the user to Figure
17A. When the user activates the notes button 17808, the view changes to
Figure  17D allowing the user to view notes in a note window 17838. When
the user is  25 finished viewing his/her notes, the user activates the end
notes button 17840 to return to Figure 17A. In an exemplary embodiment of
the present invention, notes  can be entered in a note window available
from an "enter notes" button located on 0 7 JUN 2004  -39 



any window where the user may desire to take notes (e.g., while viewing
course  material or flashcards). When the user activates the glossary
button 17810, the view changes to  Figure 17E allowing a user to scroll
through a list of glossary terms in the glossary  5 window 17842. In
addition, the user can search the terms of the glossary by entering a
search term in the search window 17844. When the user is finished with  the
glossary, the user can activate the end glossary button 17846 and return to
Figure 17A. When the user activates the flashcard button 17812, the view
changes to  10 Figure 17F allowing a user to select a flashcard 17848 with
a term using the  previous button 17850 and the next button 17852. The user
can switch between a  display of the term or its definition by activating
the term button 17856 or  definition button 17854, respectively. When the
user is finished with the  flashcards, the user can activate the end
flashcard button 17858 and return to 15 Figure 17A. After the completion of
each chapter of a course, the user can activate the  post-test button 17814
which changes the view to Figure 17G and administers a  practice test of
the chapter material. Questions are asked in the question window  17860 and
can be traversed using previous button 17866 and next button 17868. 20 The
user enters his/her answers in answer box 17862 by selecting one of the
answer buttons 17864. In an alternative embodiment of the present
invention, the  user types short answers in response to questions. New
question and answer  formats can be added to the application module by
taking advantage of the updating  procedure of the present invention. The
new question format would be received in 25 a transport cell and the
handler manager 109 would install new objects which  would change one or
all of the model, view, and controller of the application  module. 0 7 JUN
2004  -40 When the user is finished with the post-test, the user can
activate the end  



test button 17870 and return to Figure 17A. The results of the post-test
can be  placed in a transport cell in a transport cell list in the outgoing
table 13550 of the  local computer to be sent to the server for evaluation
as well as other statistical 5 information such as the length of time spent
on certain questions. The server (or  administrator) can also evaluate the
responses to questions of many clients in order  to determine if a
particular question is flawed. The server can then send an update  to all
of the clients in order to replace the flawed question with a new question
by  placing the new question in its outgoing table. 10 The user can
activate the final exam button 17816 (preferably after  completion of all
of the chapters of a course) which changes the view to Figure  17H.
Questions are asked in the question window 17872 and can be traversed
using previous button 17880 and next button 17882. The user enters his/her
answers in answer box 17874 by selecting one of the answer buttons 17876
during 15 a predetermined time period displayed by a clock icon 17878. When
the user is  finished with the final exam, the user can activate the end
test button 17886 and  return to Figure 17A. Alternatively, the user can
select the quit button 17884 to  quit the final exam without saving the
results. The results of the final exam can be  sent to the server for
evaluation as well as other statistical information such as the  20 length
of time spent on certain questions. After completion of any post-test or
the final exam, the user can activate the  score button 17818 and the view
changes to Figure 17H. The user can display the  score results in different
ways by selecting a display scheme from the display  scheme window 17890.
Examples of display schemes are score by topic, score by 25 objective
(text), and score by objective (graph). The scoring data is displayed in
the score window 17888. When the user is finished viewing the score data,
the  user can activate the end score button 17892 and return to Figure 17A.
0 7 JUN 2004  -41 When the user activates the portfolio button 17820, the
view changes to  Figure 171. The portfolio window 17894 displays a list of
the completed courses  



by the user. When the user is finished viewing the portfolio, the user can
activate  the end portfolio button 17896 and return to Figure 17A. 5 The
user can also have an electronic mailbox which can be activated by  mailbox
button 17822. The mailbox feature can have its own display and send  mail
through the update procedure of the present invention. When the user wishes
to exit the application module, the user selects the quit button 17824 in
Figure  17A. 10 While the above provides a full and complete disclosure of
various  embodiments of the present invention, various modifications,
alternative  constructions, and equivalents may be employed without
departing from the true  spirit and scope of the invention. Therefore, the
above description and illustrations  should not be construed as limiting
the scope of the invention, which is defined by  15 the appended claims. 0
7 JUN 2004  -42 We claim: 1, An application browser run on a first computer
comprising:  at least one database that stores a plurality of objects; an
update module that uploads and downloads objects from a second  5 computer;
and a database manager that controls storage of, and access to, the objects
stored in the at least one database and interfaces with the update module
and the at  least one database, wherein the at least one database comprises
at least one table storing at least  10 one of the plurality of objects. 




