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TO | MPLEMENT THE METHOD ' The invention relates to a nethod of

acqui Si~ti on of software prograns by nicroconputers. The invention al so
relates to a data-processing systemfor the acquisition of sof

The invention can be appl i ed notably to m croconmputers known as

portabl e or pocket conputers, i.e. conputers that can easily be carried
about and can work with independent power supplies (such as cells and
batteries). To obtain several hours of ingependent operation, it

has been necessary to renove el ements that consune a great deal of power

fromthese m CrocorfputerSME'rﬁoﬁa@bkcu'h@r ACbBQSE@!’[éN drsko?@ﬁaﬁﬂenuurepl aced
by purely electronic ne netic drives have

repl aced by drives for ?ﬁéﬁwe§§Pﬁgssaﬂ r§¥§?§§l$° ﬁﬂggﬂﬂﬁﬂgr?§§ UFTHQQS

menory cards. These nenory cards are sonetinmes called PC-cards or again
PCMCI A cards after the Eg Ee Eg e B | st andard (" Per sonal
Comput er Menory Card Int%ﬂl ?%BUh op e’ 9%3 18 030B East Duane Avenue,
Sunnyval e, California). TRes#iedddefhihe Invenkiiopenory chi ps and a

connector at the end of am&r d nfvefrtiion &-@maltesceanachethoahat gagubgition of
pl ugged into a corresp%n connect or drive,of the m croconputer.

The connections are SY&H PEREY ﬁ@ﬁoﬁy 8&ﬁr88°EEHF8§§ed by a parallel

i nput -out put port of the The invention also relates to a data-processing
system for the acquisition of software.

The invention <can  be applied notably to

microcomputers known as portable or pocket computers,

i.e. computers that can easily be carried about and can

work with independent power supplies (such as cells and
batteries).
2. Description of the Prior Art
To obtain several hours of independent operation,
- it has been necessary to remove elements that consume a

great deal of power from these microcomputers. 1In
particular, the hard disk has been replaced by purely
electronic memory and the magnetic disk drives have been
replaced by dtives for the'reading of removable mass
memories or mass memory cards. These memory cards are
sometimes called PC-cards or again PCMCIA cards after
the name of the corresponding standard {*"Pexrsonal
Computer Memory Card International Association® 1030B
East Duane Avenue, Sunnyvale, California). These cards
have several memory chips and a connector at the end of
a card (68~pin female connector) that can be plugged
into a corresponding connector of the drive of the
microcomputer. The connections are such that the memory
can be addressed by a parallel input-output port of the
microcomputer. These cards are compact: they have the
format of a credit card with .2 thickness of 3 to 5
millimeters, and access to them is obtained very
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card with a thickness of 3'to. 5 millimeters, and access to them is
obt ai‘ned very 2 speedily.
Finally, their total nenory capacity nmay attain several tens of
megabyt es. Besi des, to protect a conputer against use by an

unaut hori zed person, certain mcroconputers also have a drive for the
readi ng of chip cards. The security systemthen consists in preventing the
use of the mcroconputer if the wuser has not, furnished t he
appropriate confidential codes or if he has not Inserted a chip card into

this drive. The %ﬁ%%ﬁ&%“t'%QAyil %ﬁ%skonthQEWﬁhgpﬁgggr@§§ %3 may

m croconputers is usu étic drskettes e*case-of tHese
portabl e n1croconputé&§amm<§¢Wﬁ?ﬂloﬁ@@ﬁ o4y BeFabELBPe di sk drives but PCM A

card drives, these card wesi%sﬁ;r&ww@tte@tcaartoﬁphtbbeagaih@rbuus@wyf an
t he appllcatlon sof tware

whi ch an appl|cat|onq§ﬂqgﬁ§£¥‘%ﬁéﬁ?ﬁﬁ?ﬁa?egigﬁnlEéﬁgﬁcopPgﬁFg ﬂ& r%ave a
However, in practicagiveP@ull Ahecaedsiing ©f chips csrdsagFhenisecumisy aysten

costly: they cost up é}&r?%sh%ﬁ@?%x%fvefnﬁ%stﬁ%pﬁ%@' BE 2Rel Hﬁdf%@y uter

capacity, thus making the cost I'i cation soft
program prohi bitive. 1f the anusGYechas tI‘i’é’tprcgé‘é'ﬁtisPﬁGlent B% | saé’H?éerate
method for the  acqéndildeditialofcodednidrwdife he paeUhARS inselPted a chip card

m croconput ers. fﬂ% i%ils'ﬁﬁ?@é on, it is proposed to use an
The distribution of application software prograns
to microcomputers is usually done by magnetic diskettes.
In the case of these portable microcomputers which no
longer have magnetic disk drives but PCMIA card drives,
these card drives are used to carry out the distribution
of the application software programs: a user purchases a
PCMCIA card, into which an application software program
- has been loaded, from a vendor.

However, in practice, PCMCIA cards with nass
storage units are very costly: they cost up to sone
thousands of francs depending on the memory capacity,
thus making the cost of the smallest application
software program prohibitiVe.

SUMMARY OF THE INVENTION

An object of the present invention is a new method
for the acquisition of software prograns by

microcomputers.

In the invention, it 1is proposed to use an
information retrieval center or data base service center
in which there will be stored applications software
programs to be distributed and a removable electronic
memory carrier containing rights of access to software
to enable the remote 1loading of application software
programs into a microcomputer.

' Indeed, most microcomputers contain or may contain
-
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w ll be stored appllcationé software prograns to be distributed and a
renovabl e el ectronic nmenory carrier containing rights of access to software
to enable the renote | oading of application software prograns into a

m cr oconput er. | ndeed, nobst mcroconputers contain or may contain

3 cards having functions of communi cati on between the m croconputer and

the exterior. These cards are called input/output function cards. A typical
exanple of these is the nodem which is connectedsby a first connector to

the m croconputer and by a second connector to a tel ephone line for the

di spat chi ng or - recepbaeasoha%algt ahuﬂewohg the Ibaﬁmuhﬂcae%nerbééaaehe ehe

a card with a conmuni ¢ati ons nc é g mmyni cat .on w t Eéhe exterior

o oved ot v Sk R EREIRE R EhPC SR RBiPhe, STBRPC LGRS, AR called

These cards may be canpatyedtpatafiuncpubhooapds. pAr typlcaheeranpheonput ehese

or directly mounted hES'tﬂg h%ﬁeﬂi‘ %%BWRL‘} &bn ecgegAﬁgo fﬂgsgoghﬂﬁector to
t e data base

i nvention, application software grans are
service center to whitBg nPéFﬁ@@ﬁBﬁP €5 napdpeP¥onAeceedongd acenpgcsarh &e a

this wth |nput/outau§phbuacuuﬁ@s foEenQnablalspaeaniugcabflef&céﬁ%haﬁ of
very little nmenory are dgllvgg?q Ig% é gsers tThese car %

contain a right of af¢84&3o st Qﬁpll Bt BR gﬁftﬁé?@pBFoﬁ afh FATd
this case, a carrierwgabhaasomhualcanppn5|n@upcaibncath9 commenbcatiien awith
| ow cost of about twepky kieRES Rt 'PQSt acﬁ@évb&f OLBRLI B eée”EHBﬁeCFIEBEe with

use only some bytes. The carrier exa a credit car

chip card or again RPBENERA E&P&aciﬁtﬁuﬁeryylﬁ nEéBksnen€F9se cards may be

: connected to an input/output port of the microcomputer
or directly mounted inside the microcomputer.

According to the invention, application software
programs are loaded into the data base service center to
which microcomputers may be connected by a card such as
this with input/output functions. Removable memory

- carriers having very little memory are delivered (sold)
to the users. These carriers contain a right of access
to at least one application software program. In this
case, a carrier such as this comprising practically no
memory has a low cost of about twenty francs at most.
The information elements stored use only some bytes. The
carrier may be, for example, a credit card type of chip
card or again a PCMCIA card with very limited memory,
and the microcomputer have the drives that correspond to
these cards.

When a user of a microcomputer wishes to acquire an
application software program, he purchases the carrier
that contains the right of access to this software
program. The price of the carrier corresponds to the
sales price of the software plus that of the carrier
which does not exceed about twenty francs. The user then
inserts the carrier into the drive of the microcomputer.

He sets up connection with the data base service center
_—
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When a user of a microconplUter w shes to acquire an application software
program he purchases the carrier that contains the right of access to this
software program The price of the carrier corresponds to the sales price

of the software plus that of the carrier which does not exceed about twenty
francs. The user then inserts the carrier into the drive of the

m croconputer. He sets up connection with the data base service center

4 and selects the desired application softwarg program for exanple

t hrough the screen and keyboard of the m croconputer. The service center

wi Il then check the rj ght. .of CQ8SS <N h lser., gh t he
m croconputer, and q er?e]tercatnsgf eq;r(%’e dtel#elredtap%PP&%%%%%%éOFP%%%%r oé)rré’ﬁ{]rta@'
t he microconputer, fdor@namle nithuqugh nithenalscrmesedr pnd  Kevpoaxd of the

speci ficall y,h_ tple so{ﬂﬁv@;ﬁ@wﬂ&il Itm @M@eﬂcfé@h@ie?gwitﬂ ttclis@n Idﬁé%?& | Qhe
conprises chiefly e fol |l owi ng steps: -inafirst step, software
prograns are | oaded iM% a %%E?"%érviic’b c&RCer CETFHEEH it WG| pithe

to connect m croconpuiisnoaagaiiier of aretei wheg r exanzifler nerfohiey cappldcation

and t he renovabl e [ | efs ' I e s
right of access to a%@fq:{%ﬁgogr?ngcgﬂét E%%r&%?ﬁgggg’s?ro\ﬁ (?Sé‘?@rﬁ%;r ;1nto
- in a second step, atfsemMtErnakingmuohputer introduces the renpvabl e

el ectronic menory carrier Mdre NfFedSERONON thH s iRt & RRfISARTIOI AHHBA

fromthe service ‘:’eanéc?c.)rrd:‘Lﬁ%J t @éi th{je bi%wetnr{%.on C%Bgnip%ri’ses ' Thief ly the
following steps:

- in a first step, software programs are loaded
into a data base service center to which it is possible
to connect microcomputers capable of receiving removable
memory carriers and users of microcomputers are given a
removable electronic memory carrier containing at least
one right of access to a software program of the data
base service center;

- in a second step, a user of a microcomputer
introduces the removable clectronic memory carrier in
his possession and a desired software program from the
service center, authorized by the carrier, is
remote~loaded into the microcomputer.

In one example, the software is remote~loaded into
the internal memory. It can also be remote~lcaded into a
PCMCIA card when the microcomputer has a sufficient
number of drives.

The time taken to remote-load the software depends
only on the size of the software program and the
transmission characteristics (format, bit rate etc.) of
the microcomputer/service center 1link (which may be a
modem 1link, wireless network etc.).

According to  another characteristic of the
inventicn, the right of access 1is controlled by the
service center through the use of safety procedures with

- —
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renote-1oaded into - the internal nmenory. It can also be renote-loaded into

a PCMCIA card when the mcroconputer has a sufficient nunber of

drives. The tine taken to renote-load the software depends only on
the size of the software programand the transm ssion characteristics
(format, bit rate etc.) of the mcroconputer/service center |ink (which

may be a nodemlink, wireless network etc.). According to another
characteristic of t he invention, the right ,of access is controlled by

t he service center through the use of safety procedures W th

5 identification a(r)icﬁ% P‘%s{lé}g/ defi Rhelsl é’ flet 9%‘&1%5@1*11@ @@nyikthms.

carrier corrprl ses, t ectronl
it tanper-proof. e mermnwlmrm mnm.t G%@héﬁem,e@rf redgctronic

pirating information m@ negbdun d he tg{arﬁl elmakedi 3 tWoUkAnpeallgy-ddiem t Geor,
r enot e- | oad softmare avi to for t hem |rated

versions of carriers. ‘P“Ufelrhme %‘%ﬁ nit® L& eWBéN&’Jﬁegg fgr%dé?lﬁwg
here to nean an int eglrraﬁcudnar,timumordialpiasbrim@lmg:aa'rim \bdlis e nbramable
with confidential i nfaiéf@twrkém;@-loﬁ QBAWRE SR L ‘HarﬁLHé S GARA Sb'&r

of using this confidential information and other informatiaon
given by the user to ‘RER~HY BAKING iRiFated Mrasiens of é’Ptr§r19(rffe'

ye][i fi c?f[ i on '(I)'];\ a prfedegsee{'rnéledezl‘xelt aélélufﬂ*dg;c q:atf\?ﬂ nid&ﬁ?% ]'Evi;hht )(Qﬁifdejétood
i nf or mati on. e confy é’l% | med] aaheg_{ge %E%%g%ouc§q ermsung a
e Thven

Accordi ng to anot her "aspec
application softm@fe;qgnmngntikﬁrngnpry with confidential lnformation and a

programmed security circuitry capable of using this
confidential information and other information elements
given by the user to deliver validation instructions,
after the verification of a predetermined relationship
between these two types of information. The confidential
data elements do not go out of the module.

According to another aspect of the invention, the
very use of the application software programs is made
secure. The method then comprises chiefly the following
steps:

- the wuser is given a removable memory carrier
containing rights of use proper at least to one software
program of the service center and permitting the
remote-loading of the corresponding software program or
programs;

- the user must then introduce the memory carrier
containing the rights of use proper to the software
program that he wishes to remote-load and that he seeks
to run. The remote-loaded software program is
advantageously self-protected, and its running includes
interrogations to the memory carrier to make checks on
the secret rights of use and permit or prohibit the
running of the rest of the program.

BRIEF DESCRIPTICON OF THE DRAWING

[
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the user.is given a removabl e menory carrier containing rights of use
propet at |east to one software program of the service center and
permtting the renot e- | oadi ng of the correspondi ng software program or
progr ans; - the user mnust then introduce the nenory carrier
containing the rights of use proper to the software program t hat he

wi shes to renote-load and that he seeks to run. The r enot e- | oaded
sof twar e program is advant ageously sel f-piotected, and its running

I ncl udes Interrogations to the nenory carrier to nmake checks on t he

secret rights of use and RAMEY RAat)fQY bidnd h%dvan"tﬁ%'&'sngo@f the rqs;tvem‘tmn
t he program featur

and advantages of Shtd rﬁﬁﬁ?ﬁq’brf@ﬁ‘hlqheaﬁﬁé&o%m%ﬁgrﬂ&'ﬁ&ﬁ'n&‘ade Yy way

description, made by ofya dfnddidatdiarattitat tdeads dmes restriest thet sidopesedpe the

of the invention, w %Je%(@f ce Jﬂ:ﬂ h% d ARG r? Iy d drawin
figure 1, which is awnn% a at a- proceSS|ng stem acco g?

to the invention; ret %"m&%{i ng doyst®hckccold n@ t o AR IiNg eRs on 2

is shown in figure 1. ddﬁa%é%ﬁagﬁ\ éiﬂi@nb&ﬁﬁ:o&ﬁﬁigc&.&&lﬂé%ﬁnbdﬂtﬂMﬁCh
there are stored applicati é“ﬂ r Qg f%&n a mcroconputer 2

h

connected to the service |u Faée—3—such as a tel ephone
network, radi ophone network @@jpm@%smmme@ @oswmddmiac beehhvey igutenteon

4. The microconPi einod® I | FRAIre & . ST EInpAGses? a data base service
center 1 in which there are stored épplication software
programs 10, a nmicrocomputer 2 connected to the service
center by an interface 3 (such as a telephone network,
radiophone network etc.}) and a removable electronic
memory carrier 4.

The mnicrocomputer comprises: a screen 20, a
keyboard 21 which may be replaced by a light pencil or

any other existing man/machine interface, a central
processing unit 22, an internal memory 23 and a drive 24
for the reading of removable electronic memory carriers.

The memory carrier comprises an interface 40 for
connection tec the drive 24 of <the microcomputer, =a
non-volatile memory electronic chip 41. In the memory
41, the memory carrier contains secret information
elements corresponding to a right of access to one or
more application software programs stored in the server
1. These carriers are, in practice, marketed by the
vendor/distributor of the application software programs
considered.

To carry out the acquisition of an application
software program, the user who possesses a carrier
containing the corresponding right of access nust
introduce it into the the drive 24 of the microcomputer.
Then, the user starts running a connection software
program on the microcomputer. When communication is set

-
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man/ machj ne interface, a central processing unit 22, an internal nenory 23
and a drive 24 for the reading of renovabl e el ectroni c menory carriers.

The nenory carrier conprises an interface 40 for connection to the drive 24
of the m croconputer, a non-volatile nmenory electronic chip 41. In the
menory 41, the nenory carrier contains secret infornmation el enents
corresponding to a right of access to one or nore application sof tware
prograns stored in the server 1. These carriers ? in practice, nmarketed

by the vendor/distributor of the application sof mare prograns consi der ed.

To carry out the ach|S|t| n an application software the user.
who possesses a carr %t aﬁﬁﬁ q%ﬁ? CEQFEpSAIPNFET }6 , 6 er,digplays
must introduce it into xemt tdnatﬂre wer@ernofoft khenimd cyocnppuser . TRbroughe this

user starts running gefiPNNagfd ON iRl Wal JUeR0" aghen EB%l’i‘cS’i:@.%?:”prs%rftwaﬁe

Wien communi cation is set’

the service center, FQXAR(F)Ehadhthe Wislwsaye écﬁBﬁEeonTPﬁés§EW@€ﬁ Genter
t he m croconputer. ThriaughHdn s::lfmﬂu tHeheightef cheeees tol these software

application softwar t cq e e

center will then chegffp?tﬁ:ga i gﬁ%y c%gtsgaﬁ}%t%hegzggsofgfa\%\griee%r(')cz‘r?g\a the
interrogating the centesl mmmmng tﬂmlfcé?ft rt\ﬂe p\rlé’é‘mtl%-t Tfis @F-Ck
m croconputer. This chedgvanilyaii0e %%b%&i%?chlféﬁﬂbd@tél@&islar

?ﬁHﬂé&ﬂ?%ﬁe{ﬁﬁ$“rsmﬁﬁf”“N%%}ﬁﬁmw@&mww
deci phering al gorit hixdentifffiecatsimr etand authentication procedures, using
' enciphering and deciphering algorithms. The secret
information elements are not sent out of the carrier.
The non-volatile memory electronic chip 41 then
comprises a security circuitry programmed to carry out

these security functions.

If the safety check is positive, the service center
carries out the remote~loading of the application
software program(s) selected and authorized by the
carrier in the internal memory of the microcomputer. 2as
an option, for a wmicrocomputer comprising at least two
drives 24 and 25 for the reading of removable electronic
memory carriers, provision may be made to enable the
user to choose the place where the software has to be
remote-loaded: whether in an internal memory 23 of the
microcomputer or on a removable carrier 5 comprising an
electronic <chip 50 of a random—-access memory, for
example. The remote~loaded software can then be run by
the microcomputer.

Now, it is possible to imagine a case where a
fraudulent person has been able to memorize the software
at the time of the remote-lcading. But advantageously,
to protect the method of the invention, there is
provision for a removable electronic memory carrier to
be introduced into the drive during the running of the

ThlS Sheet Has Been Replaced
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nenory el ectronic chip ‘41 then conprises a security circuitry
programmed to carry out these security functions. If the safety check
is positive, the service center carries out the renote-loading, of the
application software progran(s) selected and authorized by the carrier in
the internal nmenory of the m croconputer. As an option, for a

m croconputer conprising at least two drives 24 and 25 for the readi ng of
renmovabl e el ectronic mnmenory carriers, provisiongnay be nade to enable the
user to choose the place where the software has to be renote-| oaded:

whet her in an inter n%bprj:&@auo%?:s%fftha%e,m Eh940MBELEieP’ EBnRaifTRYAPL cret
carrier 5 conprising .an electronic chip of a random access_ nenory

exanpl e. The renote- F@&Ge&%?@@?ﬁ&r€°E£HSP989188 r iR 59°“Ph§1ﬁFE?OCSFpHF§r of
Now, it s possiblethe sofagiaze progszem.wWraie progtamydwhent perden badng

been abl e to memri 2gthe ;SARLMALA Lor bnbROhbIT ObakBEekesRbR LIAL 1 Bhe

advant ageousl y, to prdtect nvention
provision for a remJaioxr QEIeGFToﬁF€eﬁ§ﬁéPy &BFFlthetorigb§slnPFodM@@d are

gnto tre drive du¥|n@r@&@nmungma@ Olhlelt® will be aone prefgrablylby using
appl i cation soft sai car cont ai secret _data.el ements
NI gh s SSPUpegY ShPare. pr BGFARLY the

corresponding to knOWn rights of th&® YThi s
program when it |seﬂ&inhgnmmx/da@u@heggageslghgihhmsry Fher memaiyo meinyd ex

to tine in order to Aalia) at Il%tcutrll%yr cBhbs ot ¥ResabBrpbsagnt. This
check will be done preferab%y , using known security nmet hods,
not abl y t he antageousl , the same memory carrier 4 contains

rights of access to an applications software and the
corresponding rights of use in the same electronic chip
41. .

Other options may be envisaged. For example, it may
provided that the application software program is sold
for a limited number of uses. The electronic chip will

- then include, for example, a counter containing this
information element. One task of the application
software program will comprise, for example, the
following steps:

~ reading, on the removable memory carrier 4, an
information element indicating whether the software has
been acquired for a limited number of uses. If the
answer is "no", this task is ended and the running of
the program continues;

-~ if the answer is "yes", then a decrementation
command is sent. The electronic chip makes an internal
check on the contents of the counter and if the value of
the contents is not zero it sends an acknowledgment to
the microcomputers. The software program can continue to
run;

- but if the value of the counter is zero, then it
sends back an error message for exXample, and the running
of the software program is stopped.
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chip for this purpose * Advant ageousl y, the sane nenory carrier 4

contains rights of access to an applications software and the correspondi ng
rights of use in the sane electronic chip 41. O her options may be

envi saged. For exanple, it may provided that the application software
programis sold for a limted nunber of uses. The electronic chip wll

then include, for exanple, a counter containing this information

element. One task of the application softmgre program w ||

conprise, for exanple, the fol l owing steps: - reading, on the
renovabl e nmenory carrier 4, an infornpation elenf dlcatl g Xh gé the

software has been acqui red™ 8r RYREiCRY nEGXABPLSf ﬂ s2h| 1 aPRat Prigth
"no", this task |s eefeodabided meiveryuparnjgerof ihe progmanccndthuee, PCMCIA

T the answer is "yggh oht&indngU8ENGTEALAL ABLEORTENERLS AEBHcATEEr the

el ectronic chip nakes an internal he cont ent he counter and
if the value of the eppideesicd.ndhe;pigrpeorpnleraniddknbsi E45heRt onE ( Heth
m croconputers. The smfet wa—eemaamcammaatl ﬁberéﬁdr vards suchbat i theke.

val ue of the counter then it sen bac nes e
exanpl e, and the runﬁ C#ﬁ? N385 ¢ FRAR giogyé 9 28%ldhpre, a
9 In a pract|carogm@mmadasaﬂhruhw aappun@aw|ého aheoneweaasnéenmﬁmpry

carrier 4 is a chip eahthui®ry4AGMad @akduneBi-aibizng only the el ectronic
chi p needed for the
The security circuitry 410 monitors the access to
the memory and to the counter, and manages the external

access to the carrier.
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drives to’read cards such:as these. The electronic chip 41 will conprise,

for exaaneT—a—ﬁFegﬁaﬁﬁEd—secur|ty circuitry 410, a non-volatile nenory
circuitry 411 and a The security circuitry 410 nonitors
t he access uﬂmm‘ ‘Bﬁi‘ ﬁhd to the counter, and nmanages the external

access to _ 10 VHAT | S
CLAI MED | S: . A nethod for the acquisition of software prograns
by a conputer, conS|st|ng. - in a first sta, in |oading software

prograns into a data base service center to which it is possible to connect
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- in a second step, for a user of a microcomputer,
in introducing the removable electronic memory carrier
in his possession and in remote-loading a desired
software program from the service center, authorized by
the carriecr, into the microcomputer.

2. A method for the acquisition of software
prograns according to claim 1, wherein the
remote-~loading consists:

- for the user, in setting up communication with
the service center and selecting at least one software
program to be remote-loaded;

- for the service center, in ascertaining that the
removable electronic memorization carrier contains a
corresponding right of access to permit the transfer of
the selected software program to the microcomputer.

3. A method for the acquisition of software
programs according to any of the foregoing claims,
wherein said method further consists:

- in delivering, to a user, a removable electronic
memory carrier containing rights of use proper to at
least one software program of the data bank service
center;

~ for a user of a microcomputer, in introducing the
memory carrier containing the rights of wuse proper to
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sof twar e iprogram-t o #t he mi croconput er. 3. A nethod for the

acqui sition of—-—software prograns according to any of the foregoing

clainms, wherein od further consists: - in delivering, to a
user, gmm‘ !@%M ni c nenory carrier containing rights of use
proper t sof tware program of the data bank service center;
- for a usker of a mcroconputer, in introducing the  nenory carrier
containing the rights of use proper to 11

11 the renote-| oaded software program the running of said software

program i ncl udi ng i_;heeremgaéi-msa@a SOELURES prequrdm ortie whesing herr i g&ia
of use and to per”&%g?&a qﬁ aﬁhfnéyﬁﬁiﬂ% fﬁté;f%% £5iofl SFCRL O

4. A nethod for rograns according
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sof tware prograns pﬁeniniﬁSthberﬁﬁﬁiﬂqp@ndtma fé@ﬁt6f0Eh@Sﬁrogram. 5. A
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sof t ware program 5.6.A Amgthbad fé6pr thée acgaisbtiown opf septiwspee

programs accordingpgggggxsnggggdig&eggiQgec$9i9§e claims 3 or 4, vwvherein
the memory carrier comprises a counter indicating the
numnber of uses of the remote-loaded software program
that are still authorized, the running of this software
program leading to a decrementation of the counter and
the checking, by the carrier, of the state of the
counter to permit or not permit the running of the
software program.

6. A method for the acquisition of software
programs according to any of the foregoing claims,
wherein the verification of the data elements stored in
the removable_electronic memory carrier uses procedures
of authentication and enciphering/deciphering, the
removable electronic memory carrier comprising, to this
end, an electronic security module providing for
security against access to the data elements memorized
in the carrier.

7. A method for the acquisition of software
programs according to any of the foregoing programs, for
a microcomputer comprising at least two drives for the
reading of removable electronic memory carriers, wherein
a software can be remote-loaded either in an internal
memory of the microcomputer or in a removable electronic
memory carrier comprising sufficient memory.

8. a data-processing system comprising
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enC|pher|ng7ueC|pner|ng, the renovable electronic nenory carrier

conpri si ng, el ectronic security nodul e/ providing

for securi Hm‘mgmuu' MIE to the data el enents nenori zed in the
carrier. * cl.L mthod for the acquisition of sof tware
progranms according to any of the foregoing prograns, for a mcroconput er
conprising at least two drives for the readi ng of renovable el ectronic
menory carriers, wherein a software can be renote-|l oaded either in an

i nternal nEnDrymﬂérbbemﬁheéﬁeoaapsale06fi@eﬁttﬁ@nupbédmmmntéabﬁbﬁ with

Memory carrier CO”QV§3# 9y, 345" 88%¥E&§|ﬁgn£¥r' said syStem &bmprising means

dat a- processi ng
12 n1croconputersfoapabEeagqusenting of sofftware Pt ok s hloaded alntigethe

service center, F gyﬁkﬁg‘ EQWEEE' Bﬂnﬂéfnﬁyfﬁicfééoﬂﬁﬂeéfé“@ﬁeeé means
sof tware prograns into the d base service

m croconput ers, thE?@Pﬁé§h§chnﬁFP§Vﬂ81% W%ﬁﬁﬁ&b?%rﬁ%ﬁﬁr9°Bg¥%PéPg rights
containing rights of aceess to aoftware programs, to be introduced into aa

- drive of the nicrogggggtg&s e mlcgocgmgaégrgroce55|ng system according to
claim8, whereint reana e nenor rrrer is a protected chip card.

10. A dat a- processing s?sténﬂé&éopapﬁgsﬁénﬁl§Yﬁ¥8m VREFRTAING P FhIAN o8/
menory carrier i s ghReMPhAthar #emovable memory carrier is a protected chip

card,
10. A data-processing system according to claim 8,
wherein the removable memory carrier is a PCMCIA card.
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