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ENDLESS MEMORY

RELATED APPLICATIONS

001} This is {I) a NONPROVISIONAL of US, Provisional Paterd Application Ne.

&1/3T1 138, filed 5§ March 2010, which is neorporated by reference, and (il a
CONTINUATION-IN-PARY of co-pending U8, Patent Application No. 12/749.485, filed 29
March 2010, which is a DIVISIONAL of U5, Patent Application 11/468.251, filed 29 Augast
2006, now LLS, Patent 7,702,821, which claims priority to LLS, Provisional Patent Application
60/T18,153, filed 15 September 2003: all of which are assigned to the assignes of the presemt

invention.

FIELD OF THE INVENTION

{8002} The present invention relates to storage devices and, more particolarly, 1o methods and
systems for a storage device controller to delete content from storage media of such storage
devices so as fo provide free storage space for new content, withowt explicit coordination of a

hast device.

BACKGROUND

[0003] Devices such as digital still cameras ("DSCs™) rely on remevable, non-volatile media
cards to store image and other data (e.g.. metadatn concerning the Image data). Other digital
media devices such as audiofvideo recorders/players {o.g., mobile phones, personal digital
assistants, MP3 playvers, dighal video cameras, portable computers, ete.) also use such medin
cards to store # variety of digital media (e.g., images, movies, sudio, ete.). Several media card
formats exist, including Secure Digital (SD), Multl Media Card {MMO), Compsacet Flash (CFy ¥
and 1, Memory Stick (M5, and xD Picture Card (D). As used herein, the torm media card 18
intended to refer to all such digital media storage devices, regardless of physical fornwat,
{4D04] Generally, extracting Images or other data from these media cards reguires a tethered

connection to a personal computer {or similar device) or printer. For example, images oan be
3
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downloaded directly 1o hard copy using printers that support physical interfaces compatible with
the media card, Alternatively, Images may be eploaded to personal computers via card readers or
wired connections between the cameras hosting the media cards and the computers.

19003} Morve recently, digital cameras having wireless network connectivity have become

available. These cameras perput connectivity with wireless networks {usually such networks as

are compliant with the TREE 80211 a'b/g, ete. standards) to tansfer image data from the media

card 10 a personal compuier or printer. However, such cameras are geperally maore expensive
than non~wireless network capable DSCs and, given the present installed base of won-wirgless

nepwork capable DSCs, represent anly a very simall portion of the overall number of BSCs

avatlable today.

SEMMARY OF THE INVENTION

{0006} Described herein are methods and systeros for a storage device controller fo delete
content from storage media of such storape devices so as 1o provide free storage space for new
content, without expliclt coordination of a host device

{8007} In one embodinent, a controller of a storage devive that inclades a host device interface
and a storage media is configured o, upon detecting a triggering event, enumerate a list of fles
that are candidates for deletion from the storage media, and record a Hst of seotors of the storage
nediz used to store the candidate files; mark storage device file system directory entries for the
tist of enwunerated files as deleted while tocking owt a host device coupled to the host devics
interface from acoessing the storage media, and perform a readfmodify i write sequence of those
sectors of the storage media holding the divectory entries; wait for a first host device
svachronization ovent, and upon recognizing the first host device synchronization event cheek
the list of candidate files for defetion and determining whether corresponding divectory entries of
the candidate files are marked deleted: i the directory entries of the candidate files are not

marked deleted, repeat the mwrking of divectory entries as deleted, perform the readfmoedifviwrite
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of the sectors of the storage media holding the directory entries, and wait for an additional first
hast device synchromization event; otherwise, i the directory entries of the candidate files are
marked defeted, then mark orphaned sectors to provent data storage to coresponding data storage
usits in the storage media but maintain the orphaned sectors in the list of sectors, wherein the
grphanad sectors are those sectors with corresponding directory eniries that are marked as deleted
but with corresponding data storage units in the storage media still allocated; wait for a further
host device synehronization event and, upon recogaizing same, oraie through the orphaned
sectors to determine whether or not the host device subseqguently wrote aver the
read/modifviwrite netions; and i the wrphaned sectors have reverted to a previous value, then
repeat the marking of the orphaned sectors, wail for the firther host device syachronizstion event
and deternine whether or not the host device subsequently wrate over the readimwdifiiwrite
actions, otherwise, if the orphaned sectors are still marked, allocate the Hst of sectorg as being
avaitable (o store new data and clear the list of candidate files.

{0088} These and further enthodiments of the invention are discussed in greater detatl below,
with reference to the scvompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

09 The presont invention is illustrated by way of example, and not Bmitation, in the figares
of the sccompanying drawings, in which:

10010} Figure | iHustrates an example of a digital media siorage deviee in the format of a media
card configured in accordance with an embodiment of the present invention,

BT} Figure 2 iHustrates a media card configured in accordance with an alternative
crabodiment of the presend bnvention,

D12} Figure 3 Hlostrates the stracture of a formatied storage device b accordance with an

cmbaodiment of the present invention.
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10813} Figure 4 illustrates an example of & directory table in a storage device’™s file system in
accordance with an embodiment of the present invention.
{6014] Figure § Hlostrates an example of a directory table with poinfers to a file allocation table
in gecordance with an embodiment of the prosent nvention,
{8813] Figure 6 iHustrates an example of a process for deleting one or more files from a storage

g

deviee’s {ile systom to make room for new files {e.g., images) in accordance with an embodiment
of the present invention.
D016} Figures 7A and 7B HHustrate examples of deletion of content from a storage device in

response to a riggering ovent in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION
Be17] In US Patest Application Publication 20070073937, a content-avare, digiad nredia
storage device capable of replacing or substituting for conventional media cards in legacy
devices, such as DSCS and other digital media devices, was described. That digitad media storage
device included radio frequency cireuitry 1o pounit wireless communications between the digital
media storage device and a compatible transmitier‘receiverfransceiver. The storage devies also
included a flash memory array and a controller configured 1o execute computer-readable
istructions with flash memory amay-facing and host-facing phyvsical laver interface fogic. In this
context, the “host™ being referred to is the device {e.z., the camera, audio plaver or other host
device} which will ase the digital media storage device as @ repository for digital data {e.g..
intages, andio files, and the kel The controller executes the computer-readable instructions to
proxy accesses from the host-facing physical layer interface of the stovage deviee (e, the
inferface with the DSC or other digital device) 1o the flash memory arvay and to offioad digital
data stored by the Hash rmemory array 10 a remote computer system, i the latter case via the RE
circuitry. In this way, digital images and their associated metadaia can be wirelessly transferred

from the storage device to a digital photo atbunt or the Tike without having to remove the storage
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device from the host camera or having to wse 2 wired comynunication Bok between the host
camera and a computer system. It was also noted that the stoved images could be amtomatically
deleted from the media card a5 soon as they had been successislly transferred to the digital photo
albam or remote compriter system. Desceribed herein are smethods and systems o facilitate such
antonomous deletion. Note that although the remainder of the discussion will concern media
cards having flash memory storage media, the present invention s applicable to any storage
device having any form of storage media (e.g., 2 magnatic or optical dise, solid state storage
media or other form of storsge medial. Henee, the Hash memory examples provided hereln are
not intended to limit the scope of the presend bvention,

HODI8Y Figure | iHustrates an example of a digital media storage device in the format of # media
card 10 configured in accordance with an enbodiment of the present fnvention. As illustrated,
media card 10 neludes an interlace 12 for commanication with a host {e.g., a DSC or other
digital device). The physical and clectrical make up of interface 12 will depead on the tvpe of
media card esed {e.g., SO MMC, CF L CF 11, MS, xD, ste} but such interfaces are well known
in the indusiry and need pot be deseribed in detail. Staied differently, such an interface is
entively conventional in nature and conforms 1o the relevant industry specifications therefor,
depending on the type of media card being used.

{8919] The host interface 12 s couplod to a bus 14 which is used for communicating clectrical
signals within the media card 10, In some cases bus 14 may be a dedicated bus between the
interface 12 and a contral processing unit (CPUY 16, while in other cases i may be a more
general bus used for communications between the CPU and other components as well, As with
interface 12, the CPU 16 which s commumicatively coupled to bus 14} is a conventional foature
of such media cards. In some embodieents a read/wrlie memory {such as an SRAM) 18 may be
used. This provides a convenitent stovage location for CPU 16 whoen performing computations

and the fike. SRAM 18 nway be communicatively coupled to bus 14 {as shown) or vay be
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communicatively coupled directly 1o CPU 16 through a private interface {(e.g., a separate memory
bush

16020} A memory controtier 20 and associated memory array 23 arg also present and the
controtler 20 is communicatively coupled fo bus 14 and to the areay 22, In the tHusiration a flagh
menory array and Hlash memory controller are shown, however, other storage media and
associated controtiers may be used. For example. a relatively new form of storage device
incorporates a mind hard drive and associated controller within a physical format compatible with
conventional CF-1 media cards, Sach storage devices may be used in connection with the

present invention, which is storage format-agnostic.

{0021} Also included tn media card 10 s g wireless radio fransceiver 24, which may be
eonununteniively coupled to bus 14 50 as o compumicate with CPU 16. The wireless radio 24 is
an example of the peripherals discussed above and in this embodiment preferably conforms to

the IEEE 802,11 a/b/g, cte. specifications, but in other entbodiments other forms of wireless

radios o even other peripherals may be used. For example, wiveless radios conforming to the
Bluetooth™ andior GPS ifications may be used. Alternatively, or in addition, wircles
radios conforming to the IEEE 802,16 standards may be ased, The precise nature of the
peripheral port is not eritical to the present invention, though i several of the applications
deseribed below a peripheral device that provides wireless compumivations for media card 18 s
required.
10022} In this example, the physical dimensions of the media card 14 are compatible with
gxisting media card ierfaces of various hosts, such as DSCs and the like, In the past, media
cards with wireless network functionality bave been larger than their non-wireless capable
coumterparts. D5Cs (and other digital devices) usually {or ofien) enclose their media cards in the
hody of the host device. As a reselt, the frger, wircless-capable media cards were incompatible
with many existing bost devices. I various sbodimends, however, the present media card 1) is

sized so as to GUwithin legacy bost media card housings.
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{68231 Other incovpatibility problems which bave prevented the use of media cards with
wireless functionalities with various hosts are even more difficult to overcome. For example,
prior media cards that have beorporated Jash memory with wireless network capabilities have
reguired the host device 1o sapport them with appropriate software drivers, making them
incompatible with existing and fegacy hosts. That is, existing hosts simply do not contain the
firmware needed to operate with previoosty available media cards having these functionalities, In
contrast, the present media cards awe “self-hosted”, meaning that they require no such firmware
support front the host device. Instead, the present media cards themselves act as @ host device
with an onboard network inferface but present 1o the camers or other digifal deviee with which
the card is being used as a conventional block storage device, This means that the firmware used
by existing and legacy host devices need not be abtered in order to read and write Images, audio
files or other digital cordent, and metadata, to/fron the present media cards.

{6024} In addition, a portion of the memory array 32 may be reserved for storing the upload
status inforpation for images being transferred off of the media card. For example, in the case of
a media card with 3 wireless radio that is wsed in connection with uploading digital images,
mainiaining nformation regarding the status of any such oploads over the wireless network may
be bmportant so that in cases where such transfers are interrupted, they can be resumed from a
proper starting point once communications with the wireless network have beon reestablished.
Further, maintaining such status information will also provide the media card with the shility to
determine when the original images can safely be removed from the media card mamory array.
Of course, the upload status may also be stored on the network side, either in addition 1o or
insicad of being stored on the media card. Storing the information both “on card™ and on a
remote compter system would allow for gracefd bandling of transmission interruptions,

[0023] Figure 2 iltustrates a media card 26 configured in accordance with an aliernative
cmbaodiment of the present invention. In this media caed 26, a flash memory controller 28

includes a host interface 30, for example an 8D or CFLCRH nterface, Controller 28 also
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includes a flash array interface 32 which is communicably connected 1o the flash memaory array
34, In this example 8 NAND flash memory army is ased, however, in other embodiments a MOR
flash memory array may be used.
9026} The media card 26 also includes & wireless radio 36, which is communicably coupled to
the flash controlier 28 and the memory array 34, The wireless radio 36 may be a self-contaimed
802,11 a'big. ete, compliant conmmunication device that includes both a media access controtier
a RISC processor {with it attendant read/write memory and flash memory for storing
infermediate resalis and compater-readable instructions, respectively ) and the wireless radio front
The wireless nature of the secondary interface (the interface with the host device is
considered the primary interface Tor the media vard) allows digital content (e.g., Images) o be
transferred onto or off of the media card while still enclosed within the bost’s media card slon
Warking front within the media slot alfows the media card to drivw power from the host device,
climinating the need for an infegral battery. 1t is also possible to operate the media card and ifs
wireless interface oulside of the host, provided power is supplicd via the host mterface (12, 30}

or alternatively, in an embodiment that infegrates a battery onto the media card. As indieated

;

above, to enable wireless transfer functionality the present media card adds a wireless radio {e.g
an IEEE 80211 a'big, ete. radio or Blugtooth radio, 1c.}, a media access controfler (MAC), and
an embedded host CPU 1o the conventional flash controller fumctionality, Soffware components
for interpreting the host's file em and data stored in the memory army, connecting to local
arsa andéor other networks (e.g.. via TOPAPR protocols) and managing low-level driver tasks of
the wireless interface hardware are all included for use by the ambedded host CPLL

{0027 As discussed, media cands configured in accordance with present invention can be ased
i conmection with a variety of devices, such as DSCs, digital video cameras, mobile phones,
personal computers, personal digital assistants, and similar devices. Much of the discussion
below will focus on the use of such vedia cards with DSCs and further details of the fivnware

operation for the speeific instance of & BSC writing inage data to a digital media storage device

R
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configured in accordance with the present invention are presented below, However, it should be
remembered that this is being done only s0 as to provide an example of the present invention.
The overall scope of the nvention is reflected in the claims following this description and that
scope should not be uanecessarily limited in view of the DRC examples presented herein,
{6028] Media cards that integrale o storage device with a wircless communication sysiem in
accordanve with the present invention may be compliant with any existing media card format
(g, S MM, CF, MS, or xI} so as (o be compatible with a wide variety of DSCs and other
hosts. In the case of a camera host, having an integrated wireless commmunication device allows
users o upboad images {or other data) from the camera (Lo, the media card) to an alternative
device (e.g.. a personal computer, & server or storage location assoctated with a local are
petwork, o an Infernet-based computerstorage resources, ote.) at the time the image is captured
{(if wireless communications are availahle) or af a later time, without having to tether the camera
or the media card fo a physical inferface (e, such as a universal serial bus (LISB) cable or othe
interface ). In the case where reages are uploaded 1o an Infernet-based computer’storage resouree,
those images can be managed through any converdional Web browser, either using a personal
compuer, felevision and set-top box combination, mobile phone, or similar conmmunication
device.

{029 Having thoy desortbed various madia cards configured i accordancs with the present
invention, we turn now to a discussion of how digitad dats is written to and deleted from the
storage media,

16830} Unlike a conventional flash controller, the present controller and associated firmware
make digital media storage devices configured in accordance with the present invention capable
of intorpreting and processing the data stored in the flash array. The present firmware uses the
file systemn structare written to the flash array 1o “mount™ the device (before a contputor can use
any kind of storage media the operating system must make that media accessible through the

computer's file system -~ a process known as mounting ). oblain an inventory of files stored

Be
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thereon, read the contenis of those files, and (if desired) make nodifications to the file system.
Such modifications inclede, but are pot Himited to, removing and renaming files, updating file
attributes, and creating new files. This is in distinet contrast to conventional flash amay
controllers, which merely stage the information being written to the storage arvay in the form of
fixed-size blocks of opague dats and take the appropriate sctions 1o write the blocks to the amray.
100311 o one embodiment then, the present digital media storage device interrupts the external
host from directly addressing the flash array. Instead, all secesses by the bost device are proxied
and gransated by the firmware before resolving (o a specific block of data in the flash array. The
dizital media storage deviee may be readied for such activitics by first formatting the device
{e.g., in the conventional fashion), i necessary, and then nitializing an internal mapping table o
directly map all the hlocks that have been written during the format operation and wn~-mapping all
other blocks in the arvay. As a resull, after the operation is completed, only data blocks that
cordstin ile system metadata such as the File Allocation Table (FAT), Root Directory Structure
and Pariition Boot Record have @ valid transtation from logical block addresses presented at the
host interface 1o physical addresses within the digital media storage device. All other blocks are
considersd unused and unallocated and arve not directly accessible by the host device, The
structure of such # formatted storage device is shown in Figure 3.

03] As shown, the FAT file systom 40 has fowr sections, First are a mumber of rescrved
sectors 42, inchuding the Boot Sector (ak.a. Partition Boot Becord). The reserved sectors include
areas for basic file system information and pointers to the location of the other sections. Next is
the FAT sector 46, which contains the actual File Allocation Table 34, This is essentially a map
of the Data Region, indicating which clusters are used by files and divectories, Next, the Root
Directory Region 48 provides a Directory Table that stores information about the files and
directories located in the root directory. bt sevne cases, the Root Directory Region is stored in the
Data Reglon 50, along with files and other directories, allowing it to grow without such a

constraint, Finally, the Data Region stoves the sotuad fle and divectory {and, in some cases,

RON
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subdirectory} data. The sire of files and divectories can be increased arbitrarify (as long as there
are free clusters) by simply adding more links 38 to the file's chain in the FAT. Note however,
that files are allocated in units of clusters 32,

i0033] From this inhtialized state, the dightal media storage device maintains persistent database
of free physical blocks within the flash array and logiealto-physical mappings for allocated
blocks, In one embodiment, block acoesses from external hosts may be iitercepted in the
foliowing manner:

1} I a block read is requested by the external host and there exists a logical-to-physical
mapping for that block address, the corresponding block of data is read fron the flash
asray and retarned to the host,

2) Ha block rend Is regquested by the external host, but there exists no logicad-to~-physical
mapping for that block address. the dighal media storage device fabricates a blogk data
read response of all zeros {or other response) and returns the data o the external bost.

The flash array is not accessed, nor s any new storage or mapping atlocated.

ied
R

i1 a3 block write is requested by the external bost and there exists 8 logival-to~-phoysios

mapping for that block address, the data provided by the host is written into the flash

array at the corresponding physical address

43 1 a block write is requestad by the external host, but no existing logical-to~-physical

mapping for that block address is present, a currently unmapped physical block is taken
from the digital media storage device™s internal persistont database of free physicat
blocks and 2 new mapping s created front the block address provided by the host to the
physical address of the alfocated block, The data provided by the host is thon written
the flash array at that physical address. I no free physical blocks are available, a block-
fevel device access ervor iy retwrned to the host.

{0034} This dynamicaliv-aliocated logical-to-physical block address mapping scheme allows the

present digital media storage device to reorganize the date in its Hash memory array withowt

NN



WO 2011/109727 PCT/US2011/027224

external, host-visible side-effects. Furthermaore, augmented by the fimmware’s understanding of
higher-level FAT file system semantics, i allows the present stovage deviee to manipulate the
contents of files or flders stored in the flash array, without any explicit cooperation or
synchrontzation from the external host deviee’s software, Stated differemtby, the advantages
aftorded by the presest invention (2.g.. the abilily to manipuiate the data stored 1o the flash array)
require no change o the physical host's existing firovware or application-level software.

JH03S} To better appreciate the access controls provided in secordance with embodiments of the
present invention, it is appropriste 1o review some undedying characteristics of conventional
remaovable media and bost devices. Most DSCs available todsy employ non-volatile sforage
devices inserted into their “digital flm™ slots, These non-volatile storage devices wse a “FAT  or
file sHocation table format to store boages capiured by the DSC. The FAT file system has its
origing in MS-DOS, and several variants are in wse (e.g., FAT-16 and FAT32} FAT is specified
for use in digital cameras as part of the JEITA UP-3461 standard, better known as DCF 2.0, In
addition to the file system, DCF 2.0 {Sections 3.2 and 33 specifles a directory erarchy as well ag
directory and file naming conventions that swe a subset of FAT s 8+3 paming scheme.

o836 Before storing images into a storage device {e.g., # flash memory of a media card), the
PSC will determine whether the device has begn formatied in accordance with the DCF
specification, 1 not, the camera will prepare the memory devics 1o store data in an organtzed

fashion through a process called “formafting.” Formatting logically crases all existing dats stored

i the memory device and writes an empty file system structure in the FAT format, The camera’s
FAT software writes an emply File Allocation Table, which marks alf data clusters to be
avatlable for storing new files into, An empty folder strochsre fs wittten by inftializing an empty
Root Directory Struciure. The camera will then create new folders, in accordance with proce
cotlined nthe DCF specification, to provide logical separation of fmages stored into the memory
device (e.g., folders for different cameras that the memory device may be used in concurrently,

for different dates that the user takes pictures on, eto.).



WO 2011/109727 PCT/US2011/027224

10637} JEITA CP-3451 “Exchangeable image file format for digital still cameras™, befter known
as EXIF, s a companion 1o the DCF specification. EXIF speeifies image, sound, and tag formats
for storage within the file svstem structire mandated by DCF. For exampie, and as alladed to
above, EXIF tags for “artist”™ (1.2, photographer) information andfor date/time information can be
used. The photographer information can be gathered fromm user-provided aceount information.
In addition, tme zone references can be added in accordance with the present nvention by using
(GPS data to determine the cotresponding fime zone and writing such information andfor an
absolute time inte & UTC~velorenced GPSDateStamp feld. in addition, the information
regarding peers (e.g., other users/DSCs present at or near the location of a DSC baving a media
card configired in accordance with the present nvention) can be written to the MakerNote 1ag.
As with focation vwiadata, processing of such inforowation can be performed in the media card, in
the server layer or in & combination of these devices,
{0038} EXIF specifies the use of JPEG, knows formatly as ISO-1EC H0918-1 AITU-T
Recommendation T.81, for comprassed images, and Adobe TTFF 6.0 for uncompressed tmages
Tmages of cither format are annotated with TIFF-style tags, recording camera and bmage
pararpeters. The WAV fonmat is specified for avdio annotations, which are to be associated with
captured images
1039 In order {0 take advantage of the son-valatile storage mediom, it is expecied that &
camera will flush metadata ay well as data block updates to the flash at the end of vach operation.
Nonetheless, 1t is possible for a camers implementation o cache some or all of the PAT file
system metadats, relying on a write-through cache discipline to Keep the flash storage in syne. As
a resuli, updates to the metadata performed by the media card may not be observed until the
cathera i3 next powered up, or whenever the metadata cache is refreshed.
B040] FAT file attribuies can be wsed to mark a file read-only, DCF 2.0 (Section 5.2.2.4)

specifies suppart for the Read Oaly atiribufe to provent accidental deletion {though soree DSCs
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may not respect this attribute). Some cameras allow toggling of the Read Only atiribute (often
represented as & key foon on the proview screen).

{6041} When an image is taken, a file is oreated within the file em by the camera, affer
which the sequence of digital data encoding the tmage s stored in the file {note, in some
instances this seguenee is reversed, and either is acoeptable). The data is usually formatted ina
conventional compressed ivwge format {sach as JPEG), as specified by DCF. in order to
complete the action of creating the file and storing the image data, the camera must go through
the following set of actions (assuming there is free space available on the device), although not
necessarily in this exact order:

1} Starting with the Reot Directory Region of the file system, traverse the file system
hlacks representing the directory hicrarchy stored on the device o find the Directory

Table bloek for the divectory (folder) imto which the new image is o be stored.

2} Add ap eniry to that Directory Table block describing the new file being created. This
contains information about the name of the file and where within the [ile systent the
begioning of the data (l.e., the first data block) for that file resides.

3} Find a [ree data closter based on the information stored in the File Allocation Table,
Mark that data cluster as being used and store the & cluster’s worth of bmage data in the
continuous range of blocks representing the claster (FAT allows the cluster size o be
condigwed at the thoe the file system is oreated and indicates this size between 2 KB and
32 KB in the File Allocaton Table structure).

4} Repeat step 3 as needed unti! all bytes of the image data are written to the file systen. As
each new closter of data 15 written, singhyv-link # Brom the provious olusier such that the
image file can be read in a logleally contiguous fashion even if the data clusters are
seattered around the redia that the file gvstem 18 stoved on.

{60421 Al file systern updates performed by the digital camer host appear as write accesses 1o

the flash storage proxied by the media card storage device, The media card finnware can detect
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the completion of these sets of operations using a series of heuristics to be compatible with a

wide range of implementations of the fle system operations in digital still camerag:

)

10043}

Wit for a pre~-determined amount of thae to expire after the time of the ast write access
tor the flash storage by the host device, If more write accesses ocvur during the timeout
period, assume that the bost device is continuing to update the file system, reset the timer
and keep waiting.

Unee the timeout expiration ocours, scan the directory structure of the file system and
deteet i any now files have been created sinee the last scan by comparing the directory
structure against a copy that was ssved during the last scan.

For each new file that was detected, walk the singly-linked list of data clusters until the
end of the Hst, at which poind the number of data bytes stored in the data clusters should
maich the size of the file ag indicated in the Divectory Table ariry for the file, 1 the sean
ferminates early, assume that the explry Hmeout during step 1 was too short, invalidate
the scan results, inorease the timeowd and go back to step 1 to allow the host device 1o
complete updating the Hle system.

f the user chooses 1o delete any of the bnages, the camera needs to update the {ile

system information on the storage device. Specifically, the camera:

)

j0044f

Writes to the Pirectory Table block for the folder containing the image to be deleted,
removing the name and file system information for the file corresponding to the image
from the table.

Updates the File Allocation Table blocks to mark the data cluster blocks used by the
deleted file a5 froe

The file system update detection mechanisin described earlier detects these operations as

well, as all file system updates performed by the digital camera host, inchuding file deletions,

appear as write aceesses (o the flash storage. Upon going through the directory structire scan

following the update detection, i the media card firnvware notices that some Sles are now

AN
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missing from the updated scan results, it infers that those files have been deleted from the file
system. The firmwars focates the physical data blocks in the flash memory that corvespond to the
deleted files and retums those blocks to the pool of free phvsical bloeks in the persistent
database,

{80435 1o addition to the host camera being able to read and write the storage device, the
controller niay porform aotononons reads and ariles in order to upload digital data to remote
computer systerns and 1o delete images or other data. This is performad withowt knowledge by or
cooperation of the host camera in 2 manner that precludes file system consisteney problems or
data corruption, For example, in one embodiment of the invention, upon detecting a pre-
established oriteria {such as a memory witlization threshold being reached, o programmed action
or mar] intervention by a vser), the controlfer performs the following actions.

idede] First, the controller enumerates the list of files that are condidates for deletion and
records the list of sector allocation ranges {clusters} used to store these files, The candidates may
be selected according to any of a varlety of criteria, for example, they may be the oldest or least
recently or froquently accessed files being stored. The cluster information may be stored in a
reserved area of ntemory in the media card.

10047} Second, the controller marks the directory entries for the enumerated files and sets thei
respective delete flags while locking out the host {o.g.. the camera) from accossing the storage
array and performs a readdmodify/write sequence of the sectors holding the divectory endries. At
this poini, while the storage arvay is in this modified state, the host may be storing cached copies
of the modified sectors and may subseguently overwrite the changes made by the controller as a
result of @ related or unrelated directory operation. Also, the data stovage for the files romains
allocated and wrunodified (e, the images themselves ¢till exist in the storage array ).

[0048] Third, the controller waits for the host devies to be powered dows and then powered up
again. The new power on ovele can be detectad by the host reading the partition fable (or master

boot record) and FAT boot Mook (as it is assumed that the host will need to completely replenish
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its cache after & power-down, power-an cycle) As discussed below, a power eyele of the host
and the media card may be distinguished from a power evele of only the media card by the
presence of sector access by the bost consistent with file system mounting operations.

{8049 Fourth, the controller checks the list of candidate files for deletion and checks to see if
the corresponding directory entries are marked deleted. 11 so, this indicates that the host did sot
overwrite the changes made above and has now read {cached) the up-to-date version of the
directory entrics. Any filos that bave reverted 1o being not deleted would have lost thelr
read/modifvdwrite of the delete flag due fo a write from the cache of the bost camera. Inthe
gvent such fes exist (e, in the event the files have reverted to the non-delete siate), the process
retymns Lo step 2 above, and that process is repeatad se the delete flags are set. The process then
proceeds from step 2.

003D} Fifth, the files with directory entries that are marked delstad by the contraller, without
involvement of the host, now wwre no jonger present fo the enumerated file system, but the
corresponding data storage umis (e, clusters v the FAT) are stilf allocated. These data storage
units are effectively “orphaned™ becnwse there are no directory entries pointing thereto, but they
are known as Hsts of ranges (clastersy 1o the controbler since they were recorded in step |,
10051} Sixth, the orphaned data storage units tracked in steps | and 3 and marked as “bad™, but
they are maintained i the tracking bst from siep 1. The marking may be performed using a
similar read/modifyAwrite semantics {while locking out the host camera) as used b step 2.
However, it will not be known whether these modification escape further writes by the host antil
the nest power eyvcle,

{0052] Seventh, the controller waits for another power-down, power-up oveling of the host.
{00383} Lighth, the controller iterates through the orphancd data storage units modified instep 6

o determine whether or not the modifications became permanent (Lo, fo determine whether or

not the host subsequently wrote over the modifications). If the data storage units are stil marked
deleted or are now allocated for new files, different than the ones originally tracked in step |

N NN
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the deletion candidates are permanenily deleted. U, however, the data storage unit allocations
have reverted to their previowes values, then the process retums to step § and is repeated,
{8034] Ninth, once the Hst of files compiled instep | has been fully processed in aceordance
with the above, the tist and any other tracking structures are cleared (deleted) and the automatic
file deletion process may begin again with a new candidate hist.
[0055] To better appreciate why the above process i used, consider fivst that in a system such as
g DSC, whare a bost device makes use of & removable media card or other storage device, that
host expects to be the ondy “masier™; that is, the host expects 1o be the only device which can
make changes to the data andfor the siructure of the data stored by the storage device
Consequently, for reasons of performance, user experience, ete., the host will cache portions,
often substantial portions, of the data and meta data that makes up the structure of the file system
of the storage device. Bat bt a system sach as that presented by the present removable media
card, where a second controller, of which the host IS s not aware, can alse make changes to
the data and meta data stoved by the storage device {e.g., to delete portions thersof to make room
for new dats {oages) sadfor meta data, for example), there is an inberent visk of creating
confhicts between the information cached by the host and the information stored by the storage
device, and also of having the bost overwrite changes made by the other condrolier. The present
invention provides a method for reselving such conflicts and overwrite situations,
16036} As indicated above, the removable media card or other storaze deviee has a file system.
The file system is the means by which the device organizes the information stored in the actual
storage media {1.o., the flash memory arvay or hard dise, ete)). More geserally, the file system
defines the method of stoving and organizing files and the data contained by the fles in order to
poerndt the host or other controller to locate and access those files and data. To do so, the file
estent organizes fixed sized sectors of the storage media into files and directories and keeps
ek of which sectors belong to which file and which others are not being used. Most fils

systems, including FAT, exFAT, and others, address data i fixed-stzed units called clusters {or

~f R
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blocks) which are made up of & specified number of sectors of the storage media. This is then
the unallest amount of physical storage space which can be gllocated to store 3 file, The file

system also inchides a directory {such as the file allocatinn fable) to associate file names with

)

files storved in the storage media. The present invention is applicable to storage devices
emploving any of a variety of Hle systoms, including but not Hmited to FAT and exFAT. Flgure
3 shows an example of 3 FAT file system 40, but this is mevely for purposes of Hlustration and
should not be deemed as Hmiting the scope of the prosent invention,
D037 Referring to Figure 3, the deta reglon 30 of the file system is divided into clusters 32,
which as indicated above, are the smaliost units of storage in the file system which can be
allocated (e, 4 kB). Clusters can be any whole number of sectors, typleally |, 2, 4, K, ete.
Stoved in the storage media locativns represented by the clusters will be the actual user data, for
example image data fv the case of 3 DSC, The FAT sector 46 includes mappings identifying the
allocation of the clusters in the date region,
{ODS8T mages or other data are assigned 8le names, for example DSC_000E jpg, for a LG
image. The file system stores this file at 3 location identified by a file vame such as,
AOSIMAOONCDTEDST 000 Lipg. Thiv identification (e.g.. recorded in root divectory region or,
in some cases, i the data region i no separate root directory region exists), is o mapping to the
tocation of the file BSC_0061 jpe. The mapping identifies a ront level dircotory, DSIM in this
example, which, in turn, points to a subdirectory, T0ONCD70, which itself points to the file
DSC 100.pe. The mapping is referred (o as a divectory structure and i is essentially a sorfes of
finked tables with eniries pointing fo cluster at which the next table or the actual file storing the
user data can be found., Within the dircctory structure, the individual entries inclade attributes
that identify the entry as a file or a dirvectory table, indicators fo identify whether or not the entry
has been deleted, and a other attribides,
10050} Of course, the individual clusters are relatively sroall in torms of the actual sforage space

and so an image, which typically is a relatively large file. will occupy a number of such clusters.

0.
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This allocation of clusters to files is tracked inthe file allocation table in the FAT sector, Each
entry in the file allocation table, starting with the entry representing the first cluster storing image
data for DSC 0001 jpe. includes either pointer to a next cluster storing mage data for that file, or
an indicator identifving the associated cluster ax being the fast cluster in the chain that stores sach
data. When the camers Joads an image, the file systom reads the endries in the fie allocation
table that corresporud o the selected image so that the image data from the corresponding cluster
locations can be retrfoved. Likowise, when a now image is stored to the storage device, the FAY
sector 18 updated to reflect the allocation of clusters to the storage of the new image.
{0060} This all has implications for how files sust be defeted from file systems, Twe things

must happen. First, the cach closter in the chain of clusters in the file allocation wble that

ety the locations at which the subject file (DSC 40601 Jpg in the above example) is stored
st be marked a3 “unused” (or some other indication indicating that they are available for
reusa) Second, the directory table entry for the subject file must be marked as deleted. These
operations must be completed atomically so that there is an assurance they are completed.
Lisually, the file system will first delete the file eotry from the directory table (which cssentially
makes the file (.o, the bnage) unavailable to the host, and then make the file allocation tahie
entries as avatlable. Notice that this provess does not involve the user data iself, which offen will
remyain stored in the physical storage media for some time, untd those storage media locations are
physicatly eoused or pverwriiten. Also, if the second operation of marking the file allncation table
srdries as “available™ Is not performed, the clusters will remain allocated bt the information
stored therein will be unavailable and so a net loss of storage space {from the point of view of the
host) in the storage deice will result, In the context of the present invention, this may, in some
mstances, be desirable where a “write-onee™ form of storage device is ivended.

D061} The sbove-described operattons are complicated 1o the context of the pregent mvention
because not only is the host camera reading and svriting the storage device, so foo s the storage

device controller, which i responsible for uploading imags data (o remote computer sysiems and

20
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the ike and also for automatically deleting images in order to ensure that storage space is always
avatiable for new images {le., for providing an “infinite memory” from the standpoint of the host
camera). These operations of the storage device controller take place without the knowledge of
the host camera, which feads to potential conflicts between the camera’s concept of how the
storsge space 1s allocated and what information is stored therein and the storage deviee

controlier’s concept of same.

{8062} Referring to Figure 4, suppose o directary fable LOONCIT, in the storage dovied's
file systern includes references to vartous files, DSC 0001 jpg. BSC_0802 pe. . ..

DSC_001 jpa (representing cleven photos). Suppose further that the camera’s cache 60
{asspme it is a synchronous write-through cache) stores a copy of this divectory table. Absent
some reason 1o reclaim the storage space associated with this block, the cameora will assume that
this divectory table remains unchanged. b the event a new photo i taken (DSC_0012jpg), the
camera will create a new entry in the cached version of the directory table and write the moditied
directory table o the storage device. The camera need not, however, re-read the directory table
froma the storage device so fong as it mabdaing s cached version, because the canwera assumes it
is the only device making modifications theveto.

{60631 Of course, this is pod the case. The present storage device includes a controller that
awtonomously uploads images to remote computer systems andfor electronic photo albums and
also deletes images from storage i order to make room for new images. These delete oporations
affect the directory tables, but those effects will be hidden from the camera i the camers redains
a previpusly cached version of those tables. 5o, Tor example, if the storage device controller
deletes the file DSC_ 0002 fpg while the THONCDTO directory table s cached by the camera, that
cached version of the directory table (which refains the reference to the deleted file) will be
different than the version of the directory table resident on the storage device, bat the camera will
not kiow of the differences, oy will i re-read the version of the directory table from the storage

ped

device to determine that differences exist. Hthen the camera ries to retrieve the fmage fike
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DSC 0002 ipe from the storage device (and note that simply because the camera has cached the
directory table that references this image does not mean that it also caches the image fiself), a file
system error will ocour because from the point of view of the storage device there are no
directory table or file allocation table entrics that poing to the image (irrespective of whether the
image data stifl oxists in the storage medial, Only if the camera undergoes a power-off, power-on
cvele and consequently refreshes its cache will the two versions of the directory table again be
svachronized. Or, in the above scenario, it the camera did contain a cached version of
DSC 0002 0pg, the user may be fooled it belioving the image exists (because he'she can view
it on the camera, bt when the user iries to recover it from the storage deviee, it will be gone.
{0064} Further errors are also possible. For examnple, assume the camera has stored
DSC 00612 .3pe and written the mndified directory table 1o the storage devige, snd the stovage
device controllar hag subseguently deleted DSC 002 jpg. Now assume that the camera captures
a new image, DSC_0013.4pg. As before, this resuits in the cached version of the directory table
being updated to include a reference 1o the new image {ile, and this modified version the
directory table will be written to the storage device, But this version of the directory table
includes a reference to DSC_0002 3pg, the very file that was deleted by the storage device
controfler. The actions of the camers have overwritten those of the storsge device controller,
Further, i the camera did not also cache the file alfocation table portions relating to
DSC D602 jpe. then the result will be that the storage device will contain a directory fable entry
for DSC D002 jpe, but no file sllocation table entry therefor {the previnus version would have
been modified to indicate the clusters associated with DSC 0002 jpe were avatlable}, and again
file system errors vesall OF covrse, similar kinds of ervors can result i the camera cachies file
allocation table enfries and the storage device is delefing files. Indeed, this can lead to sttuations
where the camera overwrites the file allocation to indicate that clusters in the data region are

allocated, but thore are o actual files there because the storage deviee controlier has deleted
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thent In other words, storage space is allocated, bud not actually used, and so the effective
storage space of the device has been reduced.

{8065] To contend with Issues such as those discussed abowve, the present invention relies upon
synchronization “harriers”, past which the storage device controller can be assured that the host

camera’s understanding of the storage device's file system (e.g., as represented in the camera’s

f!u,

cache) s the same as (Le., is synchronized with} the storage devies controller’s understanding of
the file system {i.e., that the state of the two devices with respect to the storage devies file system
is the same). Nominally, this is « camera power oyele (e, power-off, power-on of the host
camera), although with some cameras the state of the cache may persis{ across power cyveles and
so insome nplernentations i may be necessary 10 wait for & power evele in conjunctions with
an observed {by the storage device controller) read {by the bost camera) of the master boot record
and the file systern nformuation Lo be assured thal the camera™s cache contents are being
conmpleely reinitialized. In other implemendations, differend observed eriteria may be available to
determine when the file sysiem is mounted by the host and this then could be used as the
synchronization barrier condition.
jBtee] Referring to Figure 3, an example of g directory table 38 with pointers 1o g file allocation
table 62 1s indicated. The file allocation table inciudes the linked Hsts of entries that establish
where in the data region the actual image data is stored. The divectory table S8 is stored in a
closter, for example in the data region of the file system. Assume that the storage device
controtler has determined that the file DSC_0003 jpg should be deleted to make room for new
fmages (oL, either because a threshold for the amount of used storage space has been reached or
some other deletion criteria has been met).
067} The first step in the process 66 (which is shown i Figure 6) is for the storage doviee
controdler to save {eg., bt an arsa of memory 64 outside of the file systom and accessible to the
storage device controller) the divectory entry for the subject file {DSC 0003 jpa), some attributes

thereof (e.g., where the divectory entry was stored in the file system), and @ Bst of the cluster
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identified in the file allocation fable that are assigned {o storage of the subject file {step 68). In
this example these are chusters Cy - o, This storage will alfow for later checking for consistency
anross synchronization barriers {which for purposes of explanation in this examplie will be power
eycles of the host but may in other instances be other events, ax discassed above), Onee this

Ay

information has been recorded, the dircctory entry for the subject file s marked as “deleted’

{step 70) and the process waits for a synchronization barrier (e.g., host power-off, power-on}

D068} Once a synchrontzation barrier is observed, the storage device controller reads from its
memory storage area to obtain the file systers address for the directory endry of the subject fike
{step 74} and, using that information, reads the directory entry at that Tocation in the file system.
I what is read indicates that the file is not deloted, this is an indication thad the bost overwrote
the changes made by the storpge device controller and so the controller starts the process anew
{step 68}

{0069} 1T, however, the directory entry from the {Tle system is marked as deleted (step 76), this is
an indication that the camera did not over write the modifications and, because a synchronization
harrier was crossed (meaning that the camera remounted the file system), the storage device
controller can be assured that the camera’s cache will not contain a directory table entry for the
subjeet file.

16070} Axihis point, the file allocation table still contains clusters alfocated for the subject file,
bat there 1s no direclory entry o the file system pointing (o this set of clasters, So, the storage
device controller reads the previoushy stored Hst of clusters alioeated to the subject file from
memory, and marks those clusters in the file system file allocation able as “bad” (step 78), This
is a bit encoding that instructs the file system (and, therefore the host, that these closters should
not be ased for doring information). The stovage device controller then wails for another
synchronization barrier (step §83). Note that the clusters are not stmply marked “free”™ at this point

because it s possible that ¢ cache collision with the host may result in some of the medifications
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taking effect {across a synchronization barder) and others not taking effect {due to being over
written by a cache write from the camera), which would vield a file system error fo.2., clusters
would be allocated, but no directory entry would point to thase clusters: or, more nsidious, the
camera may have written new image data to the “free™ clasters and the storage devics controlier

e

would be incapable of distinguishing between the “old™ image datz and the “pew™ image dats,
absent doing a complete scan of the entire file system to look for a divectory eniry pointing o the
clusters assigned to the “new™ image).
0071} To aveid these difficulties, the clusters are marked as “had™ and the storage devie
controller fwaits another synchronization barrier. Upon detecting same {step 80), the storage
device controfler again oblaing the Hist of olasters for the subject file from memory and examines
cach such clusier o determine whether or not it is presently marked as “bad” (step 82). Hany of
the clusters are not marked ps “bad™ (step 84) (indicating a cache collision with the host camerg),
the progess reverts to the provious siep {step 78) and the storage device controller marks the
clusters as “bad”. Gptionally. one could mark all of the oviginal closters again, or just mark the
clusters that had changed state and were no fonger marked as “bad™.
0072} 1L however, alf of the clusters previousty allocated to the subject e are marked as
“had™, this is an indication that the modifications from the previous step have taken effect and
because the host hay remounted the file system, the state of the host's cache is assared of being
synchronized with the file em as observed by the storage device controller. Accordingly, the
storage device controtier now manks the subject chusters as “free™ or “available”™ (siep 86),
meaning that they are available for storing new data,
{0073] The storage device controller now needs to verify that this change hay taben offect, so it
again waits for asother synchronization barrier {step 88). Lipon detecting same, the storage
device controlier again obtains the ist of clusters for the subject file from memory and examines
gach such cluster {step 90} {o determine whether or not it is presently marked as “had” {step 923

I any of the clusters are marked a3 “bad” (ndicating a cache collision with the host camners), the
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proge erts to the previous step (step 86) and the stomge device controller marks the clusters
as “free™, Optionalty, one coudd mank all of the original clustors again, or just mark the clusters
that had changed state and were marked “bad™. I, bowever, all of the clusters previously
atlocated to the subject file are not marked as “bad™, this 1y an indication that the maodifications
from the previous step bave taken effect and because the host bas remounded the file em, the
state of the host’s cache 1s assured of being synchronized with the file system as observed by the
storage dovies confrolier. Accordingly, the storage device controller fas successfully completed
the deletion of the subject file and can delste the previously saved list of chusters and divectory
table information from memory (fo provent repeating the deletion oyele with respeet o this file)
{step 94). Note that this process may be performed for muhtiple files in parallel, and even for files
in different states of the deletion process,
0074} In connection with the above desoription. i should be recopnized that the storage device
cordroller has a very small cache and so when the controller makes any of the modifications
discugsed ahove, it usually will involve # read-modify-write cvele thecanse the information hkely
is not preserd in the controller’s cache). The sector data must be read, then maditied. then writfen
back., These operations take time, so 1o prevent these operations from colliding with operations
which the camera might be engaged in (e ., writing new image dafa to the storage device),
which operations would be over written when the storage device controller writes through to the
file system, the storage device coniroller locks out the host for the beief period of tinwe that the
controller is engaged in the read-modif-write operation. The camers operations ave therefore
euarardeed to come prior to any controller writes {in which case the controlier cache would foad
the sanwe version of the file xystom information as the camera cache stores, or o come after the
controller writes (thus over writing the controller’s modifications, but which over writing the
above described procedure is deigned to accommodate), but not daring the controller operations.
To ensure that no camera data is lost, the controller buffers any wrltes from the camera during

this lock out peried.

e
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10075} Above it was mentioned that the confroller may inftiate the above-deseribed process in
response o a triggering event. The triggering event may be a confirmation of a successfidd
transter of image dats off of the storage device o & remote computer system or electronic photo
albam, or such confirmation in combination with a theeshold level of storage device space being
reached. The threshold fevel may be user-definable {e.g.. 55 a setfing made by the user when
spectving other settings for the controller such as wireless network parameters, account names
and passwords for slocironic photo slbums, efe.} or may be a pre-established threshold,

{00761 The deletion of content may continue unitil a designated amount of storage space s made
available (which msy be a different threshold frou that used fo trigger the deletion proecess).
Deletion should not, however, involve Sles that have not been uploaded from the storage device,
undess a user affirmatively indicates that such files should be deleted, so as 1o prevent the loss of
images, ete. Figures 7A and 78 Hustrate exaraples of the above, I Figure 74, image data
saved on the storage device 36, even if already uploaded to off~device storsge, wull a theeshold
96 3 exceeded due {o the storage of new content. AL that time, a sufficient amount of previousty
off-loaded content is deloted from the storage device {using the process 66 discussed sbove) so
that the 1otal amount of information stored on the storage device is ess than the threshold
amount. In Figure 7B, i is seen that where the amount of new content stored on the storage
device exeeeds the threshold 96, the content ts nevertheless stored until it can be off-loaded from
the storage dovice. Files may be deleted in first-in~first~out order or in other fashion {e.g., a user-
definable fashion or a least recently vigwed fashion, etc)) and, in some cases, deletion may
continue until p deletion threshold for the storage device has been reached, a fixed number or
percertage of files sdored in the storage device have been deleted, or 3 designated percentage of
storage space in the storage device has been made available for storing new files, ete.

00771 Thas, methods and systems for autonomously deleting content from storage media of
storage devices have been deseribad. Although discussed in the context of a storage devics for

use with a host, the prosent invention is applicable to any host -- storage device combination,
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Moreover, the above-described process for deleting content from the storage device could be
operated in a reverse order to safely move content onto the storage device via the storage devies
controller, without interfering with the operations of the external host. For example, the
controller could seek out a sufficient number of free clusters within which to store the new
information, mark those sectors as “had™, and await a synchronizstion barrier. Once these
modifications were confirmed, the storage device controller could create the file allocation wable
Hokages between the chusters, and swait o further synchwonization barrier, Thereaficr, assuming
the linkages were verified across a synchronization barrier, the new content could be downloaded
onto the storage device and stored in the storage space that coresponds to the reserved clusters,
Of coarse, this may talve time across several synchronization barriers for a large file, s the
eontents would need 1o be verifled across syochronization barniers. Once all the data was
vertfied as being stored in the reserved clusters, the storage deviee controller would create the
directory table entries to point to the beginaing of the new cluster allocations.

{0078} In further embodiments, there may be a period of time afler power on that the camera
does pot monnt the file system of the storage deviee and so the storage device controller can
freely read and write the file system withowt having to ensure that the camera cache s

synchronized. This period would end when the controller observes the host mounting the file

I3

systeyn of the storage device.
{6079} Of course, the present invention is not mited to FAT or exFAT file systems and can be
used in connection with any file system that maintains structures siimilar to those of FAT and

exFAT.

~2R.
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CLAIMS

What is clained is:
1. A method of autonomous operation of a storage device contreller, comprising:

apon detecting a triggering evemt, a controtler of a storage device enumerating a Bst of
files that are candidates for deletion from storsge media of the storage device, sald storage media
commmicatively coupled to the controllor, and recording a list of sectors of the storage media
used to store the candidate Hiles:

marking storage device file system divectory entries for the Hist of enumerated files as
deloted while locking out a bost device for the storage device tfrom accessing the storage media,
and performing a readdmwodily/write sequence of those sectors of the storage niedia holding the
directory entrivs;

wititing for a ffrat host device syrchronization event;

upon recognizing the first host device synchronization event, checking the Hst of
candidate files for deletion and detennining whether corresponding divectory entvies of the
candidate files are marked deleted;

if the divectory entries of the candidate files are not marked deleted, repeating the
marking of divectory entries as deleted, performing the readfmadifyiwrite of the sectors of the
storage media holding the divectory entrics, and waiting for an additional first host device
synchronization event; otherwise, if the directory entries of the candidate files are marked
deleted. then marking orphaned sectors 1o prevent data storage to coresponding data storage units
in the storage media but maintaining the orphaned sectors in the list of sectors, wherein the
orphaned sectors are those sectors with corresponding directory entries that are marked as deleted
but with corresponding data storage units in the storage media stifl allocated:

eeatting for a further host device synchronization event and, upon recogaition of sane,

fteraiing through the orphaned sectors to defermine whether or not the host device subsequently

wrote over the read/modifv/write actions; and

220,



WO 2011/109727 PCT/US2011/027224

if the orphaned sectors have reverted to a previous value, then repeating the marking of
the orphaned sectors, waiting for the Rty host device synchronization vvent and determining
whether or not the host device subsequently wrote over the read/modifiiwrite actions, otherwise,
if the erphaned sectors are still marked, allocating the Hst of sectors as being available (o store

new data and clearing the Hist of candidate fles.

2. The method of claim 1, wherein the wriggering event comprises an indication that a storage
media vtitization tireshold has been veached or exceeded.
1. The method of claim 1, whereln the iriggering event comprises a programmed action.

4. The method of claim 1, whereln the triggering event comprises a manual intervention by a

user of the host device.

3. The method of clatm 1, wherein the candidate files are the oldest files stored in the storage

media.

6. The method of claim 1, wherein the candidate {iles are the feast recently accessed files

stored in the storage media

7. The method of claim 1, wherein the candidate files are the least frequently accessed files

stored in the storage media.

8. The method of claim §, whersin the sector inforoation i stored in a reserved area of the

storage media.

RON
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. The method of claim 1, wherein the first bost device synchronization event comprises &

penver-down-then-power-up ovele of the bost device,

{0, The method of claim 9, whereln the first host device synehronization event is determined by
the cordroller detecting the host device reading a partition table or master boot record and file

allocation table (FAT) boot black.

{1, The method of claim 9, wherein the Srst host device synchronization event i distinguished
from another ovent by the controller recognizing a host device access of a e sysiem of the

storage device consistend with file system mouniing operations.

£2, The method of ofaim 1, wherein the orphaned sectors are marked osing readfmodily/arite

semantics while the host device is locked out from accessing the storage device.

13, The method of olaim 1, wherein deletion processes are repeated wiil at least one of the
following criteria is met: a deletion threshold for the storage device has been reached, a fixed
number or percentage of fles stored in the storage device have been deleted, or o designated

percentage of storage space in the storage devies has been made available for storing new files,

£4, A storage device comprising a controller communicatively coupliad to @ host device iterface
and a storage media, said controlfer configured to, upon detecting a triggering event, enumerate a
fist of filey that are candidates for deletion from the storage media, and record a st of seciors of
the storage media used to store the candidate files; mark storage device file svstom directory

engries for the st of enumerated files as deleted while locking out a host device coupled o the

host devies interface from accessing the storage media, and perform a read/modifviwrite

sequence of those sectors of the storage media holding the directory entries; wait for a first host
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device synchronization event, and upon recognizing the first host device synchronization event
cheek the fist of candidute files for deletion and deternuining whether corvesponding directory
endries of the candidate fles are marked deleted; i the directory entries of the candidate files arg
not marked deleted, repeat the marking of directory entries as deleted, perform the
readfmodifviwrite of the sectors of the storage media halding the directory entries. and walt for
an additional first hoat device synehronization event; otherwise, if the direciory entries of the
candidate files are marked deleted, then mark orphaned scetors {o prevent data storage 0
coresponding data storage anits in the storage media but maintain the orphaned sectors in the list
of seetors, wherein the orphaned sectors are those sectors with corresponding divectory entries
that are marked as deleted bot with corresponding data storage units in the storags media still
aflocated; wait for & further bost device synchronization event and, upon recognizing same,
Herate trough the orphaned secfors to determing whether or not the host device subsequently
wrote ovar the read/modify/arite actions; and i the orpbaned scetors have reverted to a previous
value, then repeat the marking of the orphaned sceotors, wait for the further host deviee
synchronization event and determine whether or not the host devics subsequently wrole over the
read/modifv write actions, otherwise, if the orphaned sectors are still marked, allocate the ist of

sectors as being svailable to store new data and clear the list of candidate files.

13, The storage device of claim 14, wherein the storage device comprises a media card

and the host interface comprises a digital camer interface.

16. The storage device of claim 14, whereln the triggering evert comprises one of! an
g : ggermg 8
indication that a storage media vitlization threshold bas been reached or exceeded, a programmed

action, or & manaal infervention by a wser of the host device.
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17, The storage device of claim 14, wherein the candidate files are one of the oldest fies
stored in the storage media, the least recently accessed files stoved in the storage media, or the

fcast frequently socessed files stored in the storsge media.

18. The storage device of claim 14, whereln the first bost device synchronization event

comprises a power-down-then-power-up cvele of the host device,

19, The storage device of claim 14, wherein the controfler is configured to recogaize the first
host devics synchronization everd by recognizing a host device access of a fie system of the

storage device consistend with fHe system mouniing operations.

28, The storage device of claim 14, wherein the controller is configured to perform deletion
processes until af least one of the following oriferia is nets a deletion threshold for the storage
device has been reached, a fixed mumber or percentage of files stored in the storage device have
beern defoted. or a designated percendage of storage space in the storage devics bas been made

available for storing new files



