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COMPUTER CONTROLLED OPTIMIZED PAIRING OF DISK UNITS 

This invention relates to the data processing field. 

More particularly, this invention allows disk units in a 

computer system to be paired in an optimized manner. 

A computer system that uses Disk Unit Mirroring keeps 

1dentical copies of data on a pair of disk units designat­

-~ as mirrors of one another. If one disk unit in a mir­

rored pair fails, the system can use the copy of the data 

on the other unit of that mirrored pair, until the broken 

unit is repaired and its copy of the data is rebuilt. If 

the I/O controller for a disk unit fails and the mirror of 

that unit is attached to a different controller, the 

system can still continue to run using the disk uni ts 

attached to the other controller. Likewise, if all of the 

disk units that are connected to an I/O Processor or Bus 

are mirrored by disk uni ts connected to different I/O 

Processors or Busse~, the system can survive an I/O Pro-

cessor or Bus failure and continue to run. 

The ability of a mirrored computer system to protect - ......... 
again~t situations _where data could not be acc~ssed, such 

as when data is destroyed due to a head crash or when data 

is temporarily unavailable due to a component failure, 

(hereinafter collectively referred to as "inaccessible 

data 11
) is directly related to the way the hardware is 

connected and the way the disk uni ts are arranged in 

mirrored pairs. Identical hardware can provide either 

excellent or poor protection. 

When a customer or service representative configures 

a system for mirroring, that person is responsible for 

arranging the disk units into mirrored pairs. This pair-

.• 
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ing of the disk units requires an expert understanding of 

the physical connections of the hardware, so that the 

hardware path from the disk units of a pair to the system 

can be duplicated (or mirrored) as much as possible, to 

increase the level of protection by· reducing the number of 

singie hardware failure points. The person pairing up.the 

disk units must also know and follow other system and 

mirroring restrictions, such as ensuring that the disk 

uni ts of. a mirrored pair are independently serviceable, 

that like, disk device types are paired, etc. 

Manual pairing of disk units for mirroring is diffi­

cult, :time-consuming, and error-prone / and it can fre­

quently result in invalid configurations or configurations 

with less than optimal pairing and protection. 

This problem of manual pairing of disk units for 

mirrorillig is magnified whenever the conf.iguration of a 

computer system changes, such as when a disk unit is added 

or deleted, when the computer system is recabled, or when 

a broken unit is replaced with a spare. The level of 

protection of the computer system against inacce.ssible 

data can decrease unbeknownst to the user whenever a 

. configuration change is made . This is clearly undesir-

. ab.le., since the user can have a false sense of security as 

to the level of protection of his computer system. In 

order for the user to be adequately protected, he would 

have to call in his expert to determine if the disk units 

in his computer system need to be re-paired. 
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• SU1\1MARY OF THE INVENTION 

It is an object of the present invention to ameliorate one or more disadvantages of 

the prior art. 

According to one aspect of the present invention there is provided a method of 

protecting a computer system against inaccessible data. said computer system having a 

plurality of paired disk units, said method comprising the machine-executed steps of: 

detecting upon initialization of said computer system that a disk unit has been added to, 

or deleted, replaced or relocated from said plurality of disk units, thereby resulting in a 

configuration change in said computer system; determining whether said configuration 

change results in a reduced level of protection against inaccessible data; and informing a 
.;I";:: 

user of said reduced level of protection. 

According tO another aspect of the present invention there is provided a computer 

system having protection against inaccessible data, said computer system comprising: a 

first bus; a second bus; a first disk unit connected to said first bus; a second disk unit 

connected to said second bus; calculating means for calculating a level of protection 

against inaccessible data if said first disk unit were paired with said second disk unit; and 

pairing means, responsive to said calculating means, for pairing said first disk unit with 

said second disk unit. 

Acco!d.ing to still another aspect of the present invention there is provided a 

computer ""System having protection against inaccessible data, said computer system 

comprising: a first bus; a second bus; a first 1/0 processor connected to said first bus; a 

second I/O processor connected to said first bus; a third 1/0 processor connected to said 

second bus; a plurality of disk units, further comprising: first and second disk units 

connected to said first 1/0 processor; third and fourth disk units connected to said second 

1/0 processor; fifth and sixth disk units connected to said third 1/0 processor; calculating 

means for repeatedly calculating levels of protection against inaccessible data is selected 

one of said plurality of disk units were paired together; and pairing means, responsive to 

said calculating means, for pairing said first disk unit with said fifth disk unit, said 
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second disk unit with said third disk unit, and said fourth disk unit with said sixth disk 

unit, thereby achieving a maximum level of protection against inaccessible data. 

DESCRIPTION OF THE PREFERRED EMBODIMENT(S) 

Fig. lA shows a hardware diagram of a simple computer system where disk 

pairing is desirable. 

Fig. lB shows the segment list and selected pairings for the computer system of 

Fig. lA. 

Fig. 2A shows a hardware diagram of a more complex computer system where 

disk pairing is desirable. 
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Fig. 2B shows the segment lists, spare list, and 

preliminary selected pairings for the computer system of 

Fig. 2A. 

Fig. 2C shows the segment lists and final selected 

pairings for the computer system of Fig. 2A. 

Fig. 2D shows a hardware diagram of another computer 

system before a configuration change is performed. 
£-­-

tion. 

Figs. 3-8 show flowcharts of the invention. 

Fig. 9A-9C shows the display screens of the inven-

Fig. lA shows a hardware diagram of computer system 
I 

10 of the invention. Processor 20 is connected to bus 21 

and bus 22. Bus 21 is connected to I/O.processors 31 and 

32. Bus 22 is· connected to I/O processors 33 and 34. I/O 

processor 31. is connected to disk enclosures 41 and 42. 

Disk enclosure 41 contains controller 51 and disk units 61 

and 62. Disk enclosure 42 contains controller 52 and disk 

units 63 and 64. I/O processor 32 is connected to disk 

enclosure 43. Disk_ enclosure 43 contains controller 53 

and disk units 65 and 66. I/O processor 33 is connected 

to disk enclosures 44 and 45. Disk enclosure 44 contains 

controller 54 and disk units 67 and 68. Disk enclosure 45 

contains controller 55 and disk uni ts 69 and 70. I/O 

processor 34 is connected to disk enclosure 46. i:isk 

enclosure 46 contains controller 56 and disk units 71 and 

72. In the preferred embodiment, computer system 10 is an 

IBM Application System/400 midrange computer, although any 

computer system where pairing of disk units is desirable 

could be used. 
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Fig. 2A shows a hardware diagram of computer s'ystem 

11 of the invention. Note that computer system 11 is 

nearly identical to computer system · 10 of Fig. lA, but 

that I/O processor 34 is not connected to disk enclosure 

46. Instead, I/O processor 35 is connected directJ,y to 

controller 57 and controller 58. Controller 57 is con­

nected to disk unit 73, and controller 58 is connected to 

disk unit 74. 

The flowcharts of the invention shown in Figs. 3-8 

skew how a suitably programmed processor 20 of Figs lA, 

and 2A, and 2D operates to increase the level of protec­

tion against inaccessible data. Figs. ~-8 will first be 

explained to show how the disk units of computer system 10 

of Fig. lA are paired. After this is done, Figs. 3-8 

will be revisited to explain how the disk· units of the 

more complicated computer system 11 are paired. Finally, 
I 

Figs. 3-8 will show how a changed configuration of comput-

er system 12 of Fig. 20 results i-n a reduced level . of 

protection and how the user is notified of this- fact and 

can request that the disk units be re-paired. 

Pairing of the Disk Units of Computer System 10 

Referring now to Fig. 3, block 101 asks if the user 

wants to initiate pairing. If so, block 131 checks to see 

if there is an even number of disk units per device type. 

If not, pairing cannot be done, an error message is dis­

played in block 132, and the program ends in block 120. 

If block 131 is answered affirmatively, the Pairup Subrou­

tine of Fig. 4 is called in block 200. Referrjng now ~o 

Fig. 4, block 201 sorts all disk uni ts by I/O address 

within a device type. All disk units of computer system 

10 of Fig. lA are the same device type. Disk units 61-72 

of Fig. lA each have an I/O address associated with them. 

For purposes of this example, assume disk units 61-72 have 

corresponding device addresses of 61-72 and are sor"'::ed 
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accordingly. Block 202 asks if there is a device type to 

process. Since we have one device type to process, block 

202 is answered affirmatively. 

Block 204 defines a segment for each group of disk 

units that. have the same number of disk units per ·disk 

enclosure. Computer system 10 has six disk enclosures 

41-46 that each have the same number of disk units - two. 

Therefore, block 204 defines one segment for this group. 

Block 205 asks if there is a segment to process. Since we 

have one segment to process, block 206 · selects the only 
ii£;;· 

segment as the segment with the. highest number of disk 

units per disk enclosure. Block 207 selects the segment 

divider of the segment as being between disk units 66 and 

67. {Fig. lB) Block 207 would also adjust the segment 

divider of the segment to be between disk enclosures if 

necessary. This is done to encourage disk enclosure to 

disk enclosure pairing. Such pairing is desirable since 

if one disk enclosure fails, only one other disk enclosure 

needs to remain working until the disk enclosure that 

failed is fixed or replaced. This adjustment is not 

necessary with computer system 10 since the segment divid­

er of the segment is already between disk enclosure 43 and 

disk enclosure 44. 

In the preferred embodiment, block 208 starts with 

the disk unit closest to the segment divider in the upper 

portion of the segment (disk unit 66) and selects a poten­

tial mate for this disk unit with the disk unit in the 

lower portion of the segment, starting with the disk unit 

closest to the segment divider. In our example, block 208 

first selects disk unit 67 as a potential mate for disk 

unit 66. Block 300 then calls Calculate Level of Protec­

tion Subroutine in Fig. 5. 

Alternate embodiments have been contemplated wh.:._ch 

would select potential makes differently than the selsc-
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ti on method of the preferred embodiment, still falling 
within the spirit and scope of this invention. For exam­
ple, an alternate selection method would start at the 
beginning of the relevant portion of the segment to select 
the first disk unit and its first prospective mate· and 
work down the list to select subsequent prospective ~ates. 

Referring now to Fig. 5, the Calculate Level of 
Protection Subroutine determines a level of protectio.n for 

. p6tential disk unit pair 66 ~nd 67. Block 321 initializes 
tne level of protection to zero. "Level of protection" is 
defined herein as the ability to minimize against having 
inaccessible data due to single component failure points. 
Level of protection is highest when there are the fewest 
component failure points that would cause inaccessible 
data. Conversely, the level of protection is lowest when 
there are the most component failure point? that would 
cause inaccessible data. In the architecture of the 
computer system of the preferred embodimen~, bus level 
protection is best and is given a arbitrary value of 32 
points. I/O processor level protection is next best and 
is given a value of 16 points. Controller level protec­
tion is next best and is given a value of 8 points. 
Device level protection is next best and is given a value 
of 4 points. ·The threshold level of protection is given a 
value of ~- These values are arbitrary design choices and 
can change based on the architecture of the computer 
system and other factors. 

Block 301 asks if these disk units are on differe~t 
busses. Since disk unit 66 is on bus 21 and disk unit 67 
is on bus 22 (Fig. lA), block 301 is answered affirmative­
ly and block 302 sets the level of protection fo= this 
pair equal to a bus level of protection (32 points). This 
is the highest level of protection against inaccessible 
data in computer system 10, since computer system 10 will 
not have inaccessible data due to a single component 
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failure. The subroutine returns in block 310 to block 220 

of Fig. 4. 

Block 220 adds points for secondary factors, if any, 

to the level of protection value determined in the Calcu­

late . Level of Protection Subroutine. These secondary 

factors are used to break ties among potential mates 

having the same level of protection. One example of a 

secondary factor is the desire to pair disk units that 

occupy the same position in their respective disk enclo­

sures. In other words, it is preferrable, for esthetic 
4 .. 

and usability reasons, to pair a disk unit occupying the 

left position in its disk enclosure with another disk unit 

occupying a left position in its disk enclosure. Other 

secondary factors, such as the preference in pairing a 

full disk unit with an empty disk unit (to improve perfor­

mance in starting mirroring) can also be considered in box 

220. Secondary factors are also given numeric values, but 

these values should be lower than the lowest level of 

protection value assigned by the Calculate Level of Pro­

tection Subroutine. 

In our example, assume there is one secondary factor: 

left to left and right to right pairing within a disk 

en~losure. This secondary factor is assigned an arbitrary 

value of 2. 

Block 220 determines that disk unit 66 occupies the 
11right" position in its enclosure, while disk unit 67 

occupies the 11 left" position. Therefore, the secondary 

factor condition was not met and no additional points are 

added to the 32 points this potential pair obtained fer 

having bus level of prqtection. 

Block 221 determines if this potential mate has a 

higher level of protection than previous potential mates. 

If so, block 211 saves the new best potential mate. In 
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our example, block 211 would save disk unit 67 as the best 

mate, since it is the only potential mate processed thus 

far. Block 210 asks if there is another potential mate 

for- disk unit 66 in the lower portion of the segment. 

Since disk units 68 - 72 are all potential mates for disk 

unit .66, flow of control loops between blocks 208, 300, 

220, 221, 211 and 210 for all potential mates. In our 

example, the Calculate Level of Protection Subroutine 

determines that all potential mates have bus level of 

protection (32 points), but block 220 gives disk units 68, 

70 and 72 two extra points for being located in the 
I!,:::.: 

"right 11 position of their disk enclosures. Since disk 

unit 68 was the first disk unit to be awarded the extra 

points, it is considered to be the best potential mate. 

Block 212 checks to see if the level of protection of 
~ 

disk units 66 and 68 exceeds the threshold level of pro-

tection. .In the preferred embodiment, bus level protec­

tion is best, followed by I/O processo.r level protection, 

controller level protection, .and device level protection. 

The threshold level of protection in the preferred embodi­

ment is set below device level protection, which means 

that if two disk units to be paired are in the same disk 

enclosure, pairing is unacceptable and will not be per­

formed. Note that this threshold level of protection 

could be adjusted based on the minimum level of protection 

desired. For example, a more sensitive computer system 

may want to set the threshold level of protection higher. 

Note that the levels of protection from best to worst 

can be defined differently based on the architecture of a 

particular computer system. For example, if the architec­

ture of a computer system has disk enclosures connected 

directly to a single bus, the highest level of protectio~ 

would be device level protection. In this alternate 

embodiment, Fig. 5 would be modified to connect block 321 

directly to block 311, thus bypassing blocks 301-306. 
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In our example, block 212 determines that the level 

of protection for disk units 66 and 68 exceed the thresh­

old level of protection and block 213 pairs up unit 66 

with unit 68. If block 212 was answered negatively, the 

disk units would not be paired up. In either event, flow 

of control moves to block 214, where a determination is 

made whether there are more disk units in the upper por­

tion of the segment to process. In our example, disk 

units 65-61 are left to process, so block 214 is answered 

af:Dl§:.rmatively and flow of control goes back to block 208 
to select a potential mate for the next disk unit on the 
list, disk unit 65. Blocks 208-221 are repeated until 
pairing has been attempted with all disk units in the 
upper portion of the segment. 

Disk uni ts. 65-61 are paired in the same manner as 
l 

discussed above. All were able to find mates in the lower 
segment that pr?vided bus level of protection. Disk unit 
65 was paired with disk unit 67. Likewise, disk units 61, 
62, 63, and 64 were paired with disk units 71, 72, 69, and 
70·, respectively. Fig. lB shows how the disk units in the 
segment were paired. 

Referring again to Fig. 4, block 214 determines ~hat 
there are no more upper portion disk units to consider, so 
block 215 puts any unpaired disk units on a spare list. 
Since all disk uni ts were successfully paired, no disk 

units are placed on the spare list and flow of control 

moves to block 205 to see if there is another segme~t to 

process. Since we only had one segment in our example, 

block 205 is answered negatively, and block 202 checks to 

see if there are any disk units with a different device 

type to process. Each device type is processed separately 

in the preferred embodiment to assure compatibility of 

mirroring. Since in our example all disk u:!i ts had the 

same device type, block 202 is answered negatively, and 
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the subroutine returns in block 225 to block 103 of Fig. 

3. 

Block 103 of Fig. 3 asks whether there are any disk 

units on the spare list. Disk units are placed on a spare 

list ·if they could not be paired because the potential 

pairing did not exceed the specified threshold level of 

protection, or if the upper portion of the segment con­

tains a different number of disk . units than the lower 

portion of the segment. In our example, all disk units 

we:t;;.'e successfully paired up, so block 103 is answered 

negatively, thus skipping the . Pair Spares Subroutine of 

block 4d0 as shown in Fig. 6. The Pair Spares Subroutine 

of Fig. 6 will be discussed .in detail later when the 

pairing of disk units in computer system 11 of Fig. 2 is 

discussed . 

. Referring again .to Fig. 3, block 500 calls the Opti­

mize Subroutine of Fig. 7. This subroutine determines if 

the selected pairings could be optimized by swapping mates 

between disk. unit pairs~ Referring now to Fig. 7, block 

501 determines if there is a device type of disk units to 

optimize. In our example, all disk units 61-72 have the 

same device type, as has been discussed, so we do have one 

dev-l.ce type to optirni~.e. Block 502 checks the first group 

of pairs of disk units. In our example, pairs 61+71 and 

62+72 are checked first. Block 503 potentially swaps 

mates between these pairs of disk units to see the swap 

results in a higher level of protection. Therefore, block 

503 considers disk units 61 and 72 to be potential mates, 

as well as disk units 62 and 71. 

The Calculate Level of Protection Subroutine of ?ig. 

5 is called in block 300, operates in a manner-as has been 

discussed, and returns to block 504. This subroutine 

determines that potential mates 61 and . 72 and potential 

mates 62 and 71 both have bus level of protection. Elock 
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504 determinei that since pairs 61+71 and 62+72 also had 

bus level of protection, swapping mates will not provide a 

better level of protection. Therefore, block 504 is 

answered negatively, and flow of control moves back to 

block 502 to check another group of pairs. Flow of con­

trol. loops through blocks 502 to 504 until all groups of 

pairs have been checked. Since all disk unit pairs of 

computer system 10 in our example have a bus level of 

protection, block 504 is always answered negative~y, so no 

units are re-paired by swapping mates in block 505. When 

block 502 determines that there are no more groups of 
.£_-

pairs to- check, it is answered negatively and loops back 

to block 501. When block 501 determines that there are no 

more device types of disk units to optimize, the subrou­

tine returns in block 510 to block 110 in Fig. 3. 

Referring again to Fig. 3, a screen is displayed to 

the user stating the pairing selected for each disk unit 

of the computer system in block 110. An example of such a 

screen for computer system 10 of Fig. lA is shown in Fig. 

9A. This screen identifies the level of protection for 

each pair of disk units in computer system 10, and asks 

the user whether this is acceptable or not. The user may 

look at the level of protection and decide that it is 

desirable to re-configure his hardware by adding more 

components or connect"ing the components he has differently 

to improve the level of protection. In this case, the 

user would reject the pairing, block 111 is answered 

negatively, and the program ends in block 120. If the 

user accepts the pairing, block 112 proceeds to mirror the 

computer system with the accepted pairings in a conve!'l.­

tional manner. In our example, this means that the same 

data is contained on disk unit 61 as is on disk unit 71. 

Likewise, the same data is on disk units 62 and 72, 63 and 

69, 64 and 70, 65 and 67, and 66 and 68. After this is 

done, computer system 10 is protected against inaccessible 

data from a single component failure point, be it a cus, 
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I/O processor~ controller, disk enclosure or disk . unit. 

Fig. lB shows how segment 81 was created, and how the disk 

units contained in segment 81 were paired. 

Pairing of the Disk Units of Computer System 11 of Fig. 2 

Fig. 2A shows computer system 11 which involves a 

more complicated pairing process than computer system 10 
' . . 

of Fig. lA. The flowcharts of Figs. 3 through 8 will be 

revisited to explain how the disk units of computer system 

11.f..:..would be paired. As previously noted, computer system 

11 is nearly identical to computer system 10 of Fig. lA, 

except I/O processor 34 is not connected to disk enclosure 

46. Instead, I/O processor 35 is connected directly to 

controller 57 and controller 58. Controller 57 is connect­

ed to disk unit 73, and controller 58 is connected to disk 

unit 74. Therefore, disk units 73 and 74, unlike the rest 

of the disk uni ts, are each considered to be alone in 

their own disk enclosures (referred to by like numeral as 

disk enclosures 73 and 74) Therefore, disk enclosures 73 

and 74 have a smaller number of disk units than all other 

disk enclosures in compute_r system 20 • 

Referring now to Fig. 3, block 101 asks if the user 

wants to initiate pairing. If so, Pairup Subroutine of 

Fig. 4 is called in ·block 200 after block 131 determines 

there is an even number of disk uni ts. Ref erring now to 

Fig. 4, block 201 sorts all disk uni ts by I/O address 

within device type. All disk units of computer system 11 

of Fig. 2 are the same device type. Block 202 asks if 

there is a device type to process. Since we have cne 

device type to process, block 202 is answered affirmative­

ly. Disk units 61-70 and 73-74 of Fig. 2A each have an 

I/O address associated with them. For purposes of tr.is 

example, assume disk units 61-70 and disk units 73-74 have 

corresponding device addresses of 61-70 and 73-74 and are 

sorted accordingly. 
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Block 204 defines a segment for each group of disk 

uni ts that have the same number of disk uni ts per disk 

enclosure. Computer system 11 has five disk enclosures 

41-45 that all have two disk units each. Computer system 

11 also has two disk enclosures 73-74 that both have one 

disk unit each. Therefore, block 204 defines two segments 

for these two groups of disk enclosures. This is done to 

encourage disk enclosure to disk enclosure pairing. Block 

205 asks if there is a segment to process. We presently 

hav.e two segments to process, and block 206 begins by 
;#._ 

selecting the segment with the highest number of disk 

units per disk enclosure. In our example, this is segment 

91 as shown in Fig.· 2B, containing disk units 61-70. 

Block 207 initially selects the segment divider of the 

segment as being at the midpoint of segment 91, between 

disk units 65 and 66, but upon noticing that this choice 

would undesirably split disk enclosure 43 in half, block 

207 adjusts the segment divider of the segment to be 

between disk units 64 and 65 (thus between disk enclosures 

42 and 43). 

Block 208 takes the disk unit in the upper portion of 

the segment closest to the segment divider (disk unit 64) 
and- selects a potential mate for this disk unit with a 

disk unit in the lower portion of the segment beginning 

with the disk unit closest to the segment divider. 

In our example, block 208 selects disk unit 65 as a 

potential mate. Block 300 then calls Calculate Level of 

Protection Subroutine in Fig. 5. 

Referring now to Fig. 5, the Calculate Level of 

Protection Subroutine determines a level of protection for 

potential disk unit pair 64 and 65. Block 301 asks if 

these disk units are on different busses. Since these disk 

units are both on bus 21 (Fig. 2A) block 301 is answered 
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negatively. Block 303 then asks if these disk units are 
on different I/O processors. Since disk unit 64 is on I/O 
processor 31 and disk unit 65 is on I/O processor 32, 
(Fig. 2A), .block 303 is answered affirmatively and block 
304 sets the level of protection for this pair ·equal to an 
I/O controller level of protection. The subroutine·· re~ 
turns in block 310 to block 220 of Fig. 4. 

Block 220 does not add any secondary factor points, 
since disk unit 64 occupies the 11 right 11 position in its 
disk enclos,ure and disk unit 65 occupies the 11 left 11 posi­
tron. 

Block 221 determines this potential mate is the best 
so far, so block 221 saves it. Block 210 asks if the=e is 
another potential mate for disk unit 64 in the lower 
portion of the segment. Since disk units 66-70 are also 
potential mates for disk unit 64, flow of control lopps 
between blocks 208, 300, 220, 221, 211 and 210 for all 
potential mates. In our example, the Calculate Level: of 
Protection Subroutine determines that potential mate 66 
has I/O Processor level of protection, while potential 
mates 67-70 all have bus level protection. 

Block 220 gives extra points to disk units 66, 68 and 
70. Disk unit 68 is· selected as the best potential mate 
for disk unit 64. 

Block 212 checks to see if the level of protection cf 
disk units 64 and 68 exceeds the threshold level of pro-
tection. In our example, block 212 determines that the 
level of protectiqn for disk uni ts 64 and 68 exceed the 
threshold level of protection and block 213 pairs up disk 
unit 64 with disk unit 66. If block 212 was answe:::-ed. 
negatively, the disk units would not be paired up. In 
either event, flow of control moves to block 214, where a 
determination is made whether there are more disk units in 
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the upper portion of the segment to process. In our 

example, disk units 63-61 are left to process, so block 

214 is answered affirrna:tively and flow of control goes 

back to block 208 to select a potential mate for the next 

disk unit on the list, disk unit 63. Blocks 208-221 ~re 

repeated until pairing has been attempted with all disk 

units in the upper portion of the segment. 

Disk uni ts 63-61 are paired in the same manner as 

discussed above. All were able to find mates in the lower 

seqment that provided bus level of protection. Disk unit 

63 was paired with disk unit 67. Likewise, disk units 62 

and 61 were paired with disk units 70, and 69, respective­

ly. 

Referring again to Fig. 4, block 214 determines that 

there are no more upper portion disk units to consider, so 

block 215 puts any tµipaired disk units on a spare list. 

Note that disk units 65 and 66 have not been paired yet, 

so these disk units are.placed on the spare list. 

Flow of control moves to block 205 to see if there is 

another segment to process. Since we have two segments in 

our example to process, Fig. 4 will now process the second 

segment, shown as segment 92 in Fig. 2B~ Fig. 4 pairs up 

disk units 73 and 74, si~ce they are the only disk units 

in the segment, and assigns this potential pair a control­

ler level of protection. The controller level of protec­

tion does exceed the threshold level of protection, so the 
units are paired in block 213. Block 205 determines that 

there are no more segmi:nts to process / and block 202 

determines that there are no more device types to process, 

so the subroutine returns in block 225 to block 103 of 

Fig. 3. Fig. 2B shows the how the disk units are paired 

so far, and shows that spare list 93 contains disk units 

65 and 66. 
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Block 103 of Fig. 3 asks whether there are any disk 

units on the spare list. Disk units are placed on a spare 

list if they could not be paired because the potential 

pairing did not exceed the specified threshold level of 

protection, or if the upper portion of the segment con­

tains . a different number of disk units than the lower 

portion of the segment. Since spare list 93 contains disk 

units 65 and 66, block 103 is answered affirmatively and 

block 400 calls the ~air Spares Subroutine of Fig. 6 . 

. · Block 401 loops through the spare list and selects a 
~· 

potential pair of disk units. In our example, since disk 

units 65- and 66 are the only disk units on the spare list 

at pres.ent, they are sel~cted as a potential pair. The 

Calculate Level of Protection Subroutine of Fig. 5 is 

again called in block 300. This subroutine determines 

that disk uni ts 65 and 66 are in the same enclosure in 

block 31!. The subroutine returns to block 402 of Fig 6. 

Block 402 determines that mating disk uni ts 65 and 66 

would not be valid, since their level of protection does 

not exceed the threshold level of protection. Therefore, 

disk units 65 and 66 are still unpaired, and block 403 is 

answered affirmatively. 

The Pair Spares Subroutine then executes blocks 411, 

300, 412, and 413. This group of blocks attempts to find 

a different potential mate for disk un~t 65 on spare list 

92 by proceeding through the spare list in a different 

order, starting the indicies for both potential mates at 

the bottom instead of the top. Since the only potential 

mate for disk unit 65 is disk unit 66, previously deter­

mined to be an invalid mate, this group of blocks is 

unsuccessful at finding a valid mate. Blocks 421, 300, 

422, and 423 are executed to also try to find a different 

mate. This group of blocks is also unsuccessful, and 
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block 423 is answered affirmatively. Note that blocks 

402, 412 and 422 each perform a function very similiar to 

blocks 220, 221, 211, 21Q, 212, and 213 of Fig. 4. 

Block 440 unpairs the existing pair with the least 

level· of protection and adds them to spare list 93. In 

our example, disk units 73 and 74 have the lowest level of 

protection: controller level of protection. Therefore, 

this pair is broken up and disk units 73 and 74 are added 

to spare list 93. Flow of control moves back to block 

40~.where attempts are made to pair up the disk units now 

on the spare list: disk units 65, 66, 73, and 74. This 

time, tliings work much better, and disk unit 65 is paired 

with disk unit 73, and disk unit 66 is paired with disk 

unit 74 in blocks 401, 300, 402, and 403. These pairings 

have a bus level of protection, so block 403 is answered 

negatively, and the subroutine returns in block 450 to 

block 500 of Fig. 3. i The pairing of the disk uni ts is 

shown in Fig. 2C. 

50.0. 

The Optimize Subroutine of Fig. 7 is called in block 

Since all paired disk units have bus level of pro-

tection, no swapping of mates occurs, and the subroutine 

returns to block 110 of Fig. 3. 

Referring again to Fig. 3, a screen is displayed to 

the user stating the pairing selected for each disk unit 

of the computer system in block 110. An example of such a 

screen for computer system 11 of Fig. 2 is shown in Fig. 

9B. This screen identifies the level of protectior: f·Jr 

each disk unit in computer system 11, and asks the user 

whether this is acceptable or not. If the user accepts 

the pairing, the disk units are mirrored in block 112, and 

the program ends in block 120. 

Configuration Change Detection 
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Another aspect of .this invention is the ability to 

detect a configuration change and calculate the level of 

protection both before and after the configuration change. 

If the configuration ch~nge (adding, deleting, replacing, 

or relocating hardware) results in a reduced level of 

protection, the user is warned of this fact so that cor­

rective action, such as breaking up and re-pairing the 

existing pairs of disk units, can be taken. 

Let us assume that computer system 12 of Fig. 2D has 

had all of its disk units paired using the techniques 

dis'cussed above, and the following pairs have been made: 

disk units 61+69, 62+70, 63+67, 64+65, and 66+68. All 

pairs except 64+65 have bus level protection. Pair 64+65 

has I/O processor level of protection. 

The user changes the configuration of computer system 

12 by adding disk units 73 and 74, along with controllers 

57 and 58 and I/O processor 35, so that computer system 12 

now looks like computer system 11 of Fig. 2A. 

Referring again to Fig. 3, if block 101 deterrnir:es 

that the user does not desire to initiate pairing at this 

time, block 102 determines if there has been a configura­

tion change in the computer system. In the preferred 

embodiment, the computer system determines this by keeping 

a record of the last known I/O address of a device, and 

compares it with the current I/O address of the device as 

part of each Initial Program Load (IPL). The computer 

system also knows when new components are added, since the 

user must perform a reconfiguration in order for these new 

components to be recognized by the computer system. Here, 

block 102 detects a changed configuration due to the 

addition of disk units 73 and 74, so block 600 calls the 

Changed Configuration Subroutine of Fig 8. 
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Referring now to "Fig. 8, block 601 asks if a disk 

unit is not paired up. In our example, newly added disk 

units 73 and 74 have not been paired up yet, so block 601 

is answered affirmatively. Block 602 selects a potential 

mate for disk unit 73 -- in this cas~, the only possible 

unpaired mate is disk unit 74. Block 300 calls the Calcu­

late Level of Protection Subroutine of Fig 5, which deter­

mines that potential pair 73 and 74 have a controller 

level of protection in blocks 305-306 and returns to block 

601 of Fig 8. Block 601 determines that there are no more 

disk units to pair up, .so flow of control moves to block 

60~. Block 605 asks if the new level pf protection of the 

computer system is less than the previous level of protec-

tion. The previous level of pr-otection was, via a least 

common.denominator approach taken in the preferred embodi­

ment, I/O processor level of protection, since one disk 

unit pair had I/O processor level of protection. The new 

level of protection, by the same approach, is controller 

level of protection. Therefore, the level of protection 

of computer system 12 was reduced by the configu:r;ation 

change, so block 605 is answered affirmatively, Alterna­

tively, the computer system can also keep track of the 

level of protection for each disk unit and inform the user 

if any unit's protection is reduced. Block 606 displays a 

screen to the user showing the reduced level of protecticn 

of computer system 12. An example of such a screen is 

shown in Fig. 9C. 

The user is then given the option to accept the lower 

level of protection and pair the new uni ts together as 

indicated. If the user accepts the level of protection, 

block 611 determines whether the pairing is above the 

threshold level of protection. If so, block 612 pairs the 

previously unpaired disk uni ts together and returns in 

block 620 to block 115 of Fig. 3. In our example, assume 

that the user did not accept the reduced level of protec­

tion of computer system 12, so block 610 is ans·,.,iered 
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negatively. Block 615 determines if the user wants to 

break apart the existing pairs and re-pair the disk units 

of computer system. I! not, the subroutine returns in 

block 620 to block 115 of Fig. 3. In our example, the 

user does want to break apart the existing pairs and 

re-pair the disk units of computer system 12, so block 615 

is answered affirmatively. Block 616 indicates that 

pairing should be initiated, and returns in block 620 to 

block 115 of Fig. 3. 

Referring again to Fig. 3~ block 115 asks if pairing 

should be initiated. If not, the program ends in block 

120. Since block 616 of Fig. 8 indicated that pairing 

should be initiated, block 115 is answered positively and 

flow of control moves back to block 200, where the disk 

units of computer system 12, including added disk units 73 

and 74, are re-paired in the same manner as has been 

discussed with respect to computer system 11. 
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CLAIMS 

1. A method of protecting a computer system against inaccessible data, said computer 

system having a plurality of paired disk units, said method comprising the machine­

executed steps of: 

detecting upon initialization of said computer system that a disk unit has been 

added to, or deleted, replaced or relocated from said plurality of disk units, thereby 

resulting in a configuration change in said computer system; 

determining whether said configuration ·change results in a reduced level of 

protection against inaccessible data; and 

ipfo~:nIDg a user of said reduced level of protection. 

2. The method of claim 1, further comprising the step of: 

re-pairing the disk units to maximize the level of protection against inaccessible 

data. 

3. The method of claim 1, further comprising the step of: 

giving said user the option to accept said reduced level of protection. 

4. A computer system having protection against inaccessible data, said computer 

system comprising: 

a first bus; 

a second bus; 

a firSt disk unit connected to said first bus; 

a second disk unit connected to said second bus; 

calculating means for calculating a level of protection against inaccessible data if 

said first disk unit were paired with said second disk unit; and 

pairing means, responsive to said calculating means, for pairing said first disk unit 

with said second disk unit. 

5. The computer system of claim 4, wherein said calculating means further 

comprises: 
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means for detecting that said first disk unit and said second disk unit are connected 

to different busses; and 

means for setting a bus level of protection for the pairing of said first disk unit and 

said second disk unit. 
. 

6. The computer system of claim 5, further comprising: 

determining means for determining that said level of protection calculated. by said 

calculating means provides a maximum level of protection. 

7. A computer system having protection against inaccessible data, said computer 

system comprising: 

a_ first bus; 

a second bus; 

a first I/O processor connected to said first bus; 

a second 1/0 processor connected to said first bus; 

a third I/O processor connected to said second bus; 

a plurality of disk units, further comprising: 

first and second disk units connected to said first I/O processor; 

third and fourth disk units connected to said second I/O processor; 

fifth and six.th disk units connected to said third I/O processor; 

calculating means for repeatedly calculating levels of protection against 

inaccessible data is selected one of said plurality of disk units were paired together; and 

pairing means, responsive to said calculating means, for pairing said first disk unit 

with said fifth disk unit, said second disk unit with said third disk unit, and said fourth 

disk unit with said sixth disk unit, thereby achieving a maximum level of protection 

against inaccessible data. 


