WO 01/ 65373 PCT/ USO01/ 04303 MNMETHOD OF MONI TORI NG THE AVAI LABILITY OF A

MESSAG NG AND VQIP NETWORK BACKGROUND OF THE I NVENTION 1. Field of the
| nvent i ow@heepresent application relates generally to thecmosétoasing of
network environnments, and nore specifically to a nmethod of view ng the
avai lability of a nessaging and voice over |IP network on a web-site. 2.
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nessagl Nng f#AESTSrhtefrconnect et WOT K pat s rme—resur vl
connectivity enabl es several features, such sharing of data and ot her
resources on the network. For exaﬁﬁﬂgiﬂﬁgﬂﬂgﬁié enabl e applications such
as electronic mail, network file systens, distributed processing and voice
over IP (VAOP). These applications involve the operation of severa

network el enents and provjde _enhs apabi lities. Network
el ements include har dwar eB&&HERO

iBwi =es whi ch operate
according to interface speC|f|cat|ons to prOV|de the network comrunication
capabilities. The interfaces are typically based on open standards such as
transm ssion control protocol/Internet protocol (TCP/IP) or SNA. Proper

nmoni tori ng. of Fidd ofieheyentipa critical in maintaining the network

communi cation capabilities. The proper operation of each network elenent is

often criticalrher@emed w&éﬂdﬁqeﬁ&\éltge Eﬂéjllioth&n{tﬁﬁtohhgoﬂﬁétfdéﬂ@tlom ng of
any network el enent in SUBSTI TUTE SHEET ( RULE 26

environments, and more specifically to a method of viewing the availability of a

messaging and voice over IP network on a web-site.

2. Description of the Related Art

A messaging network is comprised of multiple messaging hosts interconnected
via network paths. The resulting connectivity enables several features, such as sharing of
data and other resources on the network. For example, networks enable applications such
as electronic mail, network file systems, distributed processing and voice over IP (VOIP).
These applications involve the operation of several network elements and provide
enhanced communication capabilities. Network elements include hardware devices and
software entities which operate according to interface specifications to provide the
network communication capabilities. The interfaces are typically based on open
standards such as transmission control protocol/Intemet protocol (TCP/IP) or SNA.

Proper monitoring of such networks is critical in maintaining the network
communication capabilities. The proper operation of each network element is often

critical in a networking environment, since the malfunctioning of any network element in
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WD 01/ 65373 PCT/ USO01/ 04303 the path between two conputer systens, or two
network resources, may adversely inpact the applications and services

bet ween tWe@ot/ef37xonput er systens. Additionally, where thePCVEsawNR3el enent s
are typically shared by several conputer systens, many of them |ocated in
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net wor k. wever, .it ig often.inmpracgtical to install or ,provide software
For " managi Ty sPraisaseris A aPiA G ohBTReS Bie R copsP 8 Spmaon Rt sitare 15
manager or operator may wish to, nonitor the status of the renpte network
from any Gt ElementR tytealiyshated Dy severpl rosmugisystems, manyRfdhedr oper at or
may Wi sh to view the availability of the entire nmessaging and VO P network
on a si ngllecafgsingemete rnetweris,penaymantetbptiekesisssagitenofl greatagessrand del ays
can be mnimzed, thereby reducing the delays in business operations which

cause | ost ti neA aesvotlemarage dr opsthiofBiay Sth ®f raohitarnhe stemy bl h Rgndte | ost
revenue. Therefore, a need exists for renotely nonitoring the availability

of an ent ijeRyorl® $RAGVEY i3 8 MOdhpraet APk RAlL Br BloVHeSoWRRrSt RY It
is theref gre 0arn obj ectelggf t he pr%rsent é’g& i ca{?llc())ngjteoopr ovi%réﬂgn%l%{%@d of
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network froma sing isTan er obje

application to proyide met hod for vi.ew n d nonitoring t

Soo 1 a1 e et o e Rern S g Rork FEM B evarmr ot s ofoes 1
traversing all possible nodes using al]l existing network routes to
ascert ai nHARMEALLY, P AMNRESTPT 0geratos 1Ay Wish to Wpyitbpavailability of the entire

messaging and VOIP network on a single web site. In this way, network messaging

outages and delays can be minimized, thereby reducing the delays in business operations.

which cause lost time and decreased customer satisfaction, resulting in lost revenue.
Therefore, a need exists for remotgly monitoring the availability of an entire

messaging and VOIP network on a single web site.

SUMMARY
It is therefore an object of the present application to provide a method of viewing
and monitoring the availability of an entire messaging and VOIP network from a single
web site.
It is another object of the present application to provide a method for viewing and
monitoring the availability of an entire messaging and VOIP network by periodically
traversing all possible nodes using all existing network routes to ascertain the availability

of the entire system.
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2 SUBSTI TUTE SHEET (RULE 26) WO 01/65373 PCT/ US01/ 04303 To achieve the
above objects, a nethod of nonitoring the availability of an Internet

Pr ot ocol WO P)/63323 wor K on a nonitor web page in accordancer@rwkotdago3pr esent
invention is provided, which includes the steps of. reading query
information: a tJ | . I e i one of a
plurality of rgﬁéﬁsﬁggﬁgﬁgg?e8@§Q%V%§9?§§%355@§8?e ﬁb§¥§§@$@&¥?%8
correspondi.n es eue and sendi.ng the guer requests to at | east one
Forote’ nemtprel GEBLORY FEal i R ERET s R PfE e HERIRE teudient, g o
reply to the calls fromthe at | east one rgnnte net wor k_devi ce indicating
an avai | Hyeptien/isgrayided, grhighiwclydes g stepg Ab reading ausrsiniprratipmande and
processing the availability status; depositing the processed availability
st at us i ndeposiingSjuery ©guents intmaicomresppiding age ohepluralide oS wduest giréumsj | ity
status fromthe Wb Site Queue and displaying status information for the
at | east endidgei®yeerhetquesls fideyileeoaesidngingaeilest qub apagendiidite qabdt US

i nformation being derived fromthe processed availability status. BRI EF

DESCR PT| (s 1 IDRANNGRoLL R ARV SoriUby0iciRing QAIE 6 nd AZAGBR and

advant age present i1 nvention W eco more apparent in’light of
the follow . i i ot f I di nent t her eof
taken i n_ LSRG RE G BREARub A Rl SRR bt BOORA TRl D ) o
diagramillustrating t inter-relation of seyeral network | ements used
in accor d&%@gﬁ ﬁtag‘ﬁ ogﬁbtfoﬁitl?%ﬁ?neorrem[oﬁ n%?’@é‘e V‘??eat“Hé’d?ceﬁ‘@ is a
flowchart il]Justrating the procedure used. for. gathering nonitoring status
i nf or mat i 8YfiaRiK SRefeoEiking 4he FracesetiaiRbIInFUS 1 2 Webspitedlurascandyi t h

t he .
retrieving the processed availability status from the Web Site Queue and displaying status

information for the at least one remote network device on the monitor web page, the

status information being derived from the processed availability status.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects, features, and advantages of the present invention
will become more apparent in light of the following detailed description of an exemplary
embodiment thereof taken in conjunction with the attached drawings in which:

FIG. 1 is a block diagram illustrating the inter-relation of several network
elements used in accordance with an embodiment of the present method;

FIG. 2 is a flowchart illustrating the procedure used for gathering monitoring
status information, with reference to the diagram of FIG. 1, in accordance with the

preferred method;
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preferred nmethod; 3 SUBSTI TUTE SHEET (RULE 26) WD 01/ 65373 PCT/ US01/ 04303
FIG 3 illustrates a frane page di splayed on the nonitor web page in
accordanweo owbi3m t he preferred nmethod; FIGS. 4A and 4B i | POoBUS@EI®E3@Et ai |
pages displayed on the nonitor web page of FIG 3; and Fl G 5 iIIustrat es
status sunmar i di,spl ayed on the or we e..of ElG Al LED
DESCRI PTI ON OF FFiE3 PR e 4 tes n@'ﬂ?ﬁayeﬂ "Pﬁégﬁ‘gfl&?‘i WP H%def‘ Ffﬁ‘if “§hi ch
foll ows, commnly known functions or construction are not described in
detai | to vatioibg Pstfered mediodhe i nvention in unnecessary detail. The term
Regi stry, as used hereinafter, refers to an application programinterface
that all ows i ntRGSdéhiand %ﬂbla@:ae detailipagesaiisplapetonrtke sonnecwelypage. of Any

ot her messagi ng and query interface such as I1BM M2 Series nay al so be
added. TurRIGng; atew to the drawi ngs, in which like reference nunerals
identify simlar or identical elenents throughout the several views, FIG
1 is a block diggy 8Miduausistald fehhbites d%%qa%alsn%@ﬁea&& ua@@ﬂargje%m@r?fe”ed
enbodi ment of the present invention. Reférring to

cal | ed-Device List 10 contains a list of renote netvvork connect ed devi ces
120 to be queried. Mre partlcul arly, Device List 10 contains a list of
renote network co ] .Qf _ AsSsSoci at ed DNS
(Domai n Nanme S&fveryfrmte e ' m :-v EMBODIMENT; o access

the renote netvvork connect ed deV| ces 120. Device List 1.0 is created using
a text editor dndhexdstaies deseription which follows, commonly known functions or

construction are not described in detail to avoid obscuring the invention in unnecessary
detail. The term Registry, as used hereinafter, refers to an application program interface
that allows inter-device message queuing and network connectivity. Any other
messaging and query interface such as IBM M2 Series may also be added.

Turning now to the drawings, in which like reference numerals identify similar or
identical elements throughout the several views, FIG. 1 is a block diagram illustrating the
network elements used in a preferred embodiment of the present invention.

Referring to FIG. 1, a file called Device List 10 contains a list of remote network
connected devices 120 to be queried. More particularly, Device List 10 contains a list of
remote network connected devices 120 along with their associated DNS (Domain Name
Server) names and all possible network routes used to access the remote network
connected devices 120. Device List 10 is created using a text editor and allows the
categorizing of the remote network devices for analysis. Registry Timer 20, a software
program, reads the file Device List 10 to obtain the names and type of tests to be

performed on the network connected devices 120 and sequentially deposits the query

SUBSTITUTE SHEET (RULE 26)



categorizing of the renote network devices for analysis. Registry Tinmer 20,
a software program reads the file Device List 10 to obtain the nanmes and
type of tMe@vr61383 be performed on the network connected deetTwes /a3 and
sequentially deposits the query 4 SUBSTI TUTE SHEET (RULE 26) WD 01/ 65373
PCT/ US01/ 04383malih §f iRbbAdp h@tetmls@@m&,aégt @%&u&?@é,%bb)@@egﬂde&& pldéeuen30a,

n

30b, 30c, etc. for proceSS|ng he query information deposited in the
Regi stry ue r g
o tver o pr o0 AP RLER R spd 1BS Flhy 1Bt ®, SR8 SRR
40a, 40D, 400 ends the read ery information to.the a riate

desti nati orfosd BBAEPYeoRoRRdp SR RebM AR ke BeMoBisoh Bts; PEH 4%F it R ety
reply fromthe network connected device 120. Here, Registry Monitor 40a,
40b, ~ 40c t rifoaitercla; figh, damsenssitiforerd puerk informetiane th%%npéom&tmswmr s as
does nessagi ng applications using the network connected device. Therefore,
t he avai | aladmely, thé nethorin eenmeetied dovipe t2(k dnd esquesss a 2€ply frouethie iebebrk n
accordance wth the reply, or lack thereof. Also, each Registry Mnitor
40a, 40b, 4AQeneabdaeivd 110.its respective Registry Request Queue 30a, 30b,
30c, may be conveniently assigned to respective network connected devices
120. For inst anclqure% d%@ﬁ'%)%d\@t’af b6, 469%0@@&%@@&1@%&%6 B@t%b?l%gatgﬁg Jﬁ a can

be assigned to a onging to 'a second ayer of categoriz nodes
according to Devi st 10 and th reh
ety manriars Pehapaies A0 Mk ats Ssend AR SRt deiue.
can contain uest s, |str Moni t or 40a 40b, 40c¢. can cal |l any
net wor k devﬂ&%eéffeg? 4"@8”‘5@% ‘Fﬁ@’@f ¢ ‘ﬂfi?‘BFe Jfhis V&Gﬁ 52{%0@@?@9% nes
the name of the device to be called ) )

with the reply, or lack thereof. Also, each Registry Monitor 40a, 40b, 40c, along with its

ted c

respective Registry Request Queue 30a, 30b, 30c, may be conveniently assigned to
respective network connected devices 120, For instance, Registry Monitor 40a and
Registry Request Queue 30a can be assigned to all nodes belonging to a second layer of
categorized nodes according to Device List 10, and thereby handle all requested calls in a
timely manner. Therefore, any number of queués, including a single queue, can contain
all requests, and Registry Monitor 40a, 40b, 40c can call any network device specified
because Registry Monitor 4-0a, 40b, 40c determines the name of the device to be called
by reading the request and does not need to constrain the intended destination based on
the queue it read the request from.

Registry Monitor 40a, 40b, 40c, upon receiving corresponding replies from the
network connected devices 120, forwards the status of the network connected devices
120 to a Status Queue 60 and a Web Site Queue 50. The Web Site Queue 50 is read by

software program Registry Web Generator 70, which retrieves the availability status
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by readi ng the request and does not need to constrain the intended
destination based on the queue it read the request from Registry Monitor
40a, 40bwdoue¢s3apon recei ving correspondi ng replies from PORUSOIEHBB K
connected devices 120, forwards the status of the network connected devices

120 to a Status eue 60, and.a, Vb Site eue 50.. The Site eue 50 is
read by BSTPREPE TG ReRed) mialSr e e Mgy he I b M e ¢ he
availability status 5 SUBSTI TUTE SHEET (RULE 26) 01/ 65373

PCT/ US01/ @@éﬁ%ﬂctw&‘é@gﬁgﬁ dﬁ}ﬁ'&%ﬁE@ ‘f‘ﬁg‘ea‘§5H§SB’|eF 1ty nonitor web pages with
the |atest status of the renote network connected devices 120 via the Wb
Server 110. ThéhsbatussQae$ rsovigesrratelylitnsiathapieriaggs oisaftwsrenpegages t o
software program Registry Know edge Base 80. Registry Know edge Base 80
anal yzes RbgismeKwowkedge i¥ase Bt RegistanKnpwipdipd Bases Bnnaydies die matwlotki st ori cal

i nformati on about the network connected devices 120 to client processors

request i nforifsGibARLd provadeadtatisti @ bid Bidtodicaliademation kbsut BROSIok Vb
Generator 70 and Web Server 110. Regi stry Know edge Base 80 al so provides

emai | and.pagipg dE\?\F@sbiji t%; :cpémfp%ce@&ﬂé Pégg&gin NRfohbGRt AR g@%@g@%@&é and

t
stores current know edge es ‘contal ni urrent network

informatian., The . kn e fi r all a or. retrieyal upon,system
shut down. Vlﬁeﬂ@ﬁ g‘f%l§twwﬂe§%§éat§a@a@0ﬁlgﬁ§gwﬁ i 5@5 GEPLY KS‘OVVXEggS 5¢ %C?er nal
record -keeping. files. The statistical and_hi s}ori, cal, data and anal ysi s

r egar di ng2f E"’?{é{eﬁﬁmﬁ“ld’é Pegigecapabiliss forrasiditnug! pefilralpa of geryemelander at or
70 by Registry Know edge Base 80. Registry Know edge Base 80 contains data
about t heStPres R Rt KB A dilescapniaining peTent 59tvsks device information. The

knowledge files are available for retrieval upon system shutdown.

Registry Knowledge Base 80 also writes data to its own internal record -keeping
files. The stiatistical and historical data and analysis regarding the network devices is also
provided to Registry Web Generator 70 by Registry Knowledge Base 80. Registry
Knowledge Base 80 contains data about the network connected devices and provides
information about all known network nodes to clients. For example, a client, in this case
Registry Web Generator 70, sends a “?” command to obtain the overall status of all
network connected devices or may specify an object name, such as
“IP.PROD.NODEL?”, or specifies the ID for the device, such as “1237”. By asking for =
specific network node by name or by ID, the client receives statistical data and actual
observations and the time of each observation for the network device. When asking for
the status of all network devices using a “?”, the client gets the statistical data for all

network devices containing data.
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i nformati on about all known network nodes to clients. For exanple, a
client, in this case Registry Wb Generator 70, sends a "?" command to
obtain tiwoovewsai | status of all network connected devi cReT/@ROIMAFO3Speci fy
an object nanme, such as "IP.PROD. NODEL?", or specifies the ID for the

devi ce, such as , 1,53?" Bga aﬁébng@for a specific network node by nane or
by 1D, the cliedt "r0e] Polaeg I saftyvare prograin degasitsdpfpamatioshesgniding plasnesnd
the time of eacE observation for the network device. Wen asking for the
status of &FIVHECABRetdelrviceouiages tite thePlanned OustgecQueugils Theoustzat i st i cal
data for all_ network devices containing data. 6 SUBSTI TUTE SHEET (RULE
26) WO 01/ 658uBatrgris 08Ein04B808 thk Ritaorkatt vidsteadestihpsthé blaned PUtREHSAMhis
deposits information regardi ng planned network connected device outages
into the Plmformaticaisaeel Wsraoriﬂdaeomamidémqnmeﬂi@auﬁsm@?&@ﬂ wag from
t he network device orchestrating the planned outages. This  intormation is

read by Reghgd vid dbiniBireat® pRidessBE fb}’lhg)gﬁlx él%r{;epﬁo@%ﬂélré?‘%tlgiﬁP% coﬁ?é%c? ae\yigg

page via downstream processes to informan operato

connect ed tG6aid t. avail abl e.due to a pre-planned event. FIG 2 is a
flowchart | .d&s??’édtb?eng\?ettﬁ%pﬁ?é’?@&g‘?gv‘?‘ ' which monitoring data is processed

usi ng the netwo elemepts of EIG 1. Referring to FIG 2, Registry Tiner
20 reads the fﬁ::fg'}i)&ﬁ@%wi]?@‘ﬁﬂﬁf%% the\rogedyse gwbish arpwitgrispdatgds i n st ep

200. Registry Tinmer 20 deposits the query information in the appropriate
Regi stry Re@§essed asiagéhesmaworkademey of FISF. lprRefesiigrg FIG. 2 tRagistdOlimer 20
Thereafter, Registry Mnitor 40a, 40b, 40c reads the query information
from the ceedetedidiDeyicdgstsilrandRegpiestcdQueage @Ras 9B0bsteB300. i RegSit8P
Timer 20 depoéifs the query inf(l)rmation in the appropriate Registry Request Queue 30a,
30b, 30c for processing in step 210. Thereafter, Registry Monitor 40a, 40b, 40c reads the
query information from the corresponding Registry Request Queue 30a, 30b, 30c in step
220. Registry Monitor 40a, 40b, 40c then sends the requested query to the requested
destination, i.e. the network connected device 120, using a Registry call in step 230. A
reply from the remote network connected device is requested in the Registry call. If
Registry Monitor 40a, 40b, 40c receives an exbected reply (normal reply) from the
network connected device in step 235, Registry Monitor 40a, 40b, 40c reports a
corresponding “available status” to the Status Queue 60 and Web Site Queue 50 in step
240. Alteratively, if Registry Monitor 40a, 40b, 40c does not receive a normal reply
from the network connected device 120 in step 235, Registry Monitor 40a, 40b, 40c
reports an “unavgilable status” to the Status Queue 60 and Web Site Queue 50 in step

245. A third state, termed “abnormal status” is determined by comparing the most recent

observation of the network device with the standard deviation of the data population. For
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220. Registry Mnitor 40a, 40b, 40c then sends the requested query to the

requested destination, i.e. the network connected device 120, using a
Regi stry wabi/633m step 230. A reply fromthe renote netwoPkT/USMEAM3Ed
device is requested in the Registry call. If Registry Mnitor 40a, 40b,

40c receives an egge ted reply (normal repl %éﬁfromthe net wor k connect ed
devi ce in SSPCSEEa opsYAIqnys Riide S therentrabband g NGRINGY: HATA BRANGEpondi ng
"avail abl e_status" to the Status eue 60 and Wb Site Queue 50 in step
240. Al t er PATASQPULATHYiAYE 4 3rX GBATAPOPULAT I0DESTANDARDEI ve a
normal reply fromthe network connected device 120 in step 235, Registry
Moni t or 408EVAGTI0N)chen dpootissrvatior isnftagged abirealsioahuisdbst@afidig pidAding agueue
60 and Wb Site Queue 50 in step 245. Athird state, ternmed "abnormal

status” i s“sleloemal steds’hyA g Ci@ihAGtdthe (§BSRersIBCE Bbn 1R SERYAL i€
network device with the standard devi at iggn ofﬁfhe%ﬁlata popﬁﬁgwgg&alla—%r 7

SUBSTI TUTEGSHERE iU b 0Be0t GREE nstance. it a
observati o% [ E outside of the contro %gﬁ%ﬁgﬁéﬂgé%géBA r%@@“ﬁ&ﬁ%"f
POPULATI \V/ + -.3-ég&P TA POPULATL ON STANDARD, DEVI ATI ON) t hen. t hat
obser vat IOC\)lFlH%IdSéf i aébe/é%”éss‘ N 5‘8@8r”r‘?§ﬁ &‘8 BEVEY VRItop? QR A c drg verseiier mal
status”. An "abnor Hgl %gt a}_u_s" is generally a sign that sonething unusual is
goi ng on wWamF REOHEPIHE MKliZeg thesafiisi netwendayeass avthe massagingapplicatonis ttov e
availability of the device. Here it is inportant to note that Registry
Moni t or  40@iakgpss ofabe netwaviesawscted devisanin thistwayr, khepaviahabiliiyl dfzhdgetivigk same
network | ayers as the nessaging applications that nake use of the network
connect ed dewected deviceshisyverdfigt]. t he availability of the network connected
devices is verified.
Registry Web Generator 70 then retrieves the availability status from the Web

Site Queue 50 by making a Registry call and continuously updates the availability

monitor web page via the Web Server 110 in step 250. Here, monitoring tests are run

periodigally, with the results being used to update the web site with the availability status

of monitored network connected devices 120.

Registry Knowledge Base 80 retrieves availability status from Status Queue 60 by

making a Registry call in step 260. Registry Knowledge Base 80 then analyzes the

historical information for each and every network connected device, detecting hard

failures and flagging the network connected device when unavailable. Registry

Knowledge Base 80 also calculates the average, minimum, maximum, and standard

deviation of data received, performs a multivariate regression analysis to ascertain cause

and effect relationships between data, and reports the results if the regression correlation

factor R is greater than a predetermined value, preferably 0.8. Regression analysis

provides a means to isolate the effects of one independent variable, for instance a
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Regi stry Web Generator 70 then retrieves the availability status fromthe
Wb Site Queue 50 by making a Registry call and continuously updates the
avai | abi IWoy1/6330hi t or web page via the Web Server 110 in BCEPS®3IA303Her e,
nonitoring tests are run periodically, with the results being used to

update th site wth,t ichabi.| it s . of, moni t.ored network
connect ed‘?ﬁ?ﬁ&g edse R"fﬁgfoglh%hﬁ r%ge?té%;lrt]lgevé tlé%fg%]d Eéggetlégﬁmre él%erclogt/rté@ng{}é’? F%{%fl ity
status from St atus. Queye 60 b Ki .n Registry call in step 260.

Regi stry Iﬂ"r&W%d%@‘CBé%g‘eéﬁm{ ﬁ%ﬁt'gﬁﬁglﬁgé Wge‘igﬁi "ofgé thep providesihisiagd £ or
each and every network connected device, detecting hard failures and
flaggi ng toteerdataipeludineibesitias ofidinesvomkcanuasisiadevias 120, the grgtpojots kmbwl edge
Base 80 al so cal cul ates the average, mnimum naxi rum and standard

devi at i on tivhesgdheynogcaorei vad, staistitad daw ta chenttpro@sioas eqneting Sifoonataomadbpst S t o
ascertain cause and effect relationships between data, and reports the

resul ts ifa gancul@giods $i stap 200.r Regibtirp KnoWielige Bakt 8G algh padvidestiian a
predeterm ned val ue, preferably 0.8. Regression analysis provides a neans

t o i sol at gntda@atdd @Cén%ip:indqs\%id W@&gﬁ:@@eﬂi cdieh B emb@and ?§éi ce a 8
SUBSTI TUTE SHEET (RULE 26) §1/6 373 PCT/USO01/ 04303 network device from

t he effecta? Hé titop? other and to determ ne the contribution of each network
device to the total effect. Regi stry Know edge Base 80 then provides this

and other datag, incl udi t?e status of the network cqnnected device 120,
the data poi nt ?%Wgtt? Egg ?IESPK&@ g‘ﬁﬂ’:é’&ge 391(80% qvéﬁﬁ’dg‘ly PRRLRr MEbdIagRnt
processors requesting information about a particular node in step 270.
Regi stry Khdiveudecingedingihe 1286 n3eevPeise plriadity ohftepnhEDPsA 10 arremgad inand
pagi ng recipients via conventional enmail and pagi ng
tabular format according to network connected device identifiers 330. A green status
LED indicates that no errors have occurred during the testing of the respective device as
indicated by LED 310. A red status LED 320 indicates that an error has occurred
communicating with the respective device, indicating the device is unavailable. A yellow
status LED (not illustrated) indicates “abnormal status” when there has been an abnormal
observation during communication with the respective device as described above. Here,
the status of multiple network connected devices is represented on a single frame page,
thus enabling an operator to view the status of an entire network conveniently from one
location and virtually simultaneously. The frame page 300 is refreshed periodicaily, for
example every two minutes. An operator can obtain more detailed information about a
respective device by clicking on the devices status LED 310 on the frame page 300,
thereby viewing a detailed page about the respective device as represented in FIG. 4A.

Referring to FIG. 4A, a detail page 400 is shown. The detail page 400 preferably

provides a bar graph 410 illustrating the throughput values of the selected device over

SUBSTITUTE SHEET (RULE 26)



applications. Referring to FIG 3 a typical franme page 300 on the
availability nonitor web page is shown. Included in the frame page 300 is
a plural wgonés3zs atus LEDs 310 arranged in a tabul ar forpatr/vaecioasa ng to
networ k connected device identifiers 330. A green status LED indicates

that no errors ce.ed duri he testing.of the,respective device as
i ndi cat ed txtg@e. L%%%\Yi%t?m%\wrdgg%é Vé(geudrs]tglfgﬁwﬁd)pfﬁa ég{%aém%%{m@aﬁeéﬁs r has
occurred comunj.catin ith the respective, device, indicating the device

i s unavai I‘Aéigil‘%o.na yy‘iqt?lgw\?dﬂ%‘iféﬁwré’ﬁﬁe A the; devisepraghoam bekew s as erapbnor mal
status" when there has been an abnormal observation during comunication
wi th the ré8yasddensidiedaniFie. 43 dhetestingdetaifaveyide insludetthetime and datefof
mul ti pl e network connected devices is represented on a single frame page,

t hus enablthatgstaddOothergtaoof tess 460 avetwind devae udentiffiessd 7004 80, and eie WP speed
conveniently fromone |ocation and virtually sinmultaneously. The 1pr ane

page 300 io$ theafevRe be dsspetatedttrfoImhessage @90, BappRIpeiagyery two mnutes. An
operator can obtain nore detailed information about a respective device by

clicking on th 1&1?34{0%?01?{15@%1#?5952&&&9%%2 @I"}%@% PRYEe ﬁ%g%wggﬁ?ﬁby

view ng a detailed page about t spect ce as repr FI G

4A. Refer t. . acd i e 400.1s, sho The det aj | e 400
pr ef er abl Qba’[g)arséf\i?@eag da”A1 ger a'r zé%e}fgf %“I“HE?‘E%??*P%&V%\Q%&S?H%dab%ﬁhée@?ues of
t he sel ected de%/i ce,over 9 SUBSTI TUTE SHEET (RULE 26) WD 01/65373
PCT/ US01/ BASPSTonpad ALTESuppany SitusleEl 9 1 infisatedhaigograsaoeswsgder at or t o
manual ly initiate a test. Additionally, details of the test perfornmed on
t he devi céurapgthehespecied whof tsatshdy red sapmaryigtatus AED fhindicated that akkeffor 4B.
The testing details provided include the tinme and date of

occurred during the respective set of tests.

In summafy, the present invention provides a convenient method of monitoring on
a single web page the overall availability of an entire messaging' and VOIP network by
traversing all possible nodes via all existing network routes periodically to ascertain the
availability of the entire system. Statistical and historical data is also collected for
additional analysis and monitoring. The availability of messaging, VOIP and the network
layer below the messaging layer is verified, since the messaging Jayer depends on the
sublayers to function.

While the present invention has been described in detail with reference to a
preferred embodiment, it represents a mere exemplary application. Thus, it is to be
clearly understood that many variations can be made by anyone of ordinary skill in the art
while staying within the scope and spirit of the present invention as defined by the

appended claims.
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the test 450, the type of test 460, network device identifiers 470, 480,
and the MPS speed of the device or associated error nessage 490, as
appropri a¥@01/6433 shown on the nonitoring availability webCpage/®s@ a set
of summary LEDs 500, as illustrated in FIG 5. These LEDs summari ze the

overal | St3&£§¥i§ig$§§@$igigff tests perfornmed. A green summary status LED
510 indica ‘occurred during the respective set of tests.
A red sunmary status LED 520 indicates that an error occurred during the
respective set of tests. In summary, the present invention provides a
conveni ent nethod of nmonitoring on a single web page the overal
availability of lan e meélquﬁsagiit@ginamlaﬂ%myn@tﬂmﬂat kegst aneaetvarkigvigk |
possi bl e nodes via all existing network routes periodically to ascertain
the avail abhd ldtyrnef Probwob(1P) n&weyisde amositat web pagd, tlentethbd tomprsihgdat a i s
al so collected for additional analysis and nonitoring. The availability of
messagi ng, MGk Brand the network |ayer bel ow the nmessaging |ayer is
verified, since the nmessaging | ayer depends on the sublayers to function.

Wil e the prese in oy L4 ' i ith reference to
a preferred enE%hiné%%#hfgqugﬁggéﬁ%%ﬁggkéggqg&&ﬁ%ﬁ%?vh%¥%#$¥%§§%#ﬁéThus,
it isto be cl eafl%‘.ungerstood t hat many variations can be nmade by anyone
of ordi nar P& Rf # PIUrRIItY |9d regUEStgNFYSS: st aying within the scope and spirit of
the present invention as defined by the appended clainms. 10 SUBSTI TUTE
SHEET (RULE 26) (WD 01¢®bay themowryusuest48uB theyanespardaigrensest fesue and

sending the query requests to the at least one network device by sending calls over the IP
network;

(c) receiving a reply to the calls from the at least one network device
indicating an availability status of the at least one network device and processing the
availability status;

(d)  depositing the processed availability status in a Web Site Queue; and

(e)  retrieving the processed availability status from the Web Site Queue and
displaying status information from the at least one network device on the monitor web

page, said status information derived from the processed availability status.

2. The method recited in Claim 1, wherein steps (a)-(d) are repeated

periodically for each at least one network device.

3. The method recited in Claim ], wherein step (e) is repeated periodically,

thereby updating the status information on the monitor web page at regular intervals.

L1

SUBSTITUTE SHEET (RULE 26)



| . A nethod of nonitoring availability status of at |east one network
device in an Internet Protocol (IP) network on a nonitor web page, the
nmet hod com@pri/eidmyy the steps of: (a) reading a query fil ep@ndSaeEsssi ti ng
guery requests into a corresponding one of a plurality of request queues;

(D) reading they quer yul sRlRaL e kEUCAR EONCESRIAHLER S Suest B s and

sendi ng the query requests to the at Teast one ne

calls over the IP netwrk; (c). receiyi areply to the calls fromthe at
| east one W@f%ﬁ‘r%%@’i‘%ﬁ“afll‘?gf‘%ﬁ’r‘isﬂ@“fiﬁp%\}%sﬁ% g‘ﬁ‘f"?“‘s‘?“iﬂ‘iﬁ’s of the at |east
one network device and processing the availability status; (d) depositing
the processed availability status in a Wb Site Queue; and (e) retrieving
the processed availability status fromthe Wb Site Queue and displ aying

status informatf.on fThemethodatcitedas Clamel , wdievon khedpercmfamatibe insbides tie Web
page, said status information derived fromthe processed availability

status. 2.pahhe, lvesthed, seclybecofitestSeqiuited. for thedtQéddt SieeREwbA) devde. ar e
repeated periodically for each at | east one network device. 3. The nethod

recited in Claim1, wherein step (e) is repeated periodically, thereby
updating the status information on the nonitor web page at regul ar

intervals. 11 UBST- RULE . 01/,653 CT/ US01/ 04303 4.

The met hod reci (Es'ed i 'Eﬂ%%%h%'&'?gc-[ﬁg er E:Farlf%g%’ é’v\g\lgfeéﬁl e ec)aﬁg? @‘epaé hjefaﬁtr?f’c?d‘eﬁ‘ﬁ?fﬁ
device includes a request for a reply and traverses a network path using the same network
layers as messaging applications which communicate with the at least one network device

for purposes other than monitoring, thereby verifying the availability of the at least one

network device,

7. The method recited in Claim 1, wherein step (d) includes the further step

of depositing the processed availability status in a Status Queue.

8. The method recited in Claim 7, wherein the processed availability status is
retrieved from the Status Queue periodically and stored chronologically, thereby

providing historical data for the at least one network device.

9. ‘The method recited in Claim 8, wherein the historical data is analyzed for
the at least one network device, thereby calculating and reporting the average, minimum,
maximum, and standard deviation of the historical data, for viewing on the monitor web

page.

12
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operator command for an operator specified at |east one network device. 5.
The nmethod recited in aiml1, wherein the query information includes the
nanes, | o¢@ni/e333 and types of tests required for the at PeR®FBIIEAZ3INEt WOr K
device. 6. The nethod recited in Claim1l, wherein the call to the at | east

one network devjce iﬂfé lﬂgkgéd fegftg@ishecém@r wheleBPL R ribloAUESEGh BdlfidO" k

path using the same netwo y as nessagi ng applicatio

communi cate with the at |east,.one.network device f t an
o or | ng.® HAE PERFIRA TS ARG EHar G s e o 4 e By SRS Eaindite E0,
device. 7. The method recited in daim1l, wherein ste ég%ﬁll ncl ydes the
further stédpobin yepdalpiomigcons Brutefdie rullivgria FEW?%O YAS PR st at us
Queue. 8. The nmethod recited in Claim7, wherein the processed availability
status is repartedeforviefvingon the nSmaon webpagrwhen tb@d;pcralagyn sastords sreater than
chronol ogi cally, thereby providing historical data for the at |east one
net wor k de\@p}edet&miﬂhevm,hod recited in Claim8, wherein the historical
data is analyzed for the at | east one network device, thereby cal cul ating
and reporting the average, mninmum rmaxi mum and standard devi ati on of the
hi storical data, for viewing on the nonitor web page. 12 ,. (? 11 N B~. CZA

211 Lil” t d.p'62 J . fi a | | RULE
26) w0 01/ 65373 B URsPolbs G irbhtml, Red BeorRdvip Brpts L L
Jata 1o nedeRrRHoR-eRTe: aareldpnPe pEIRGHRr (i o e ald AsBla ™

the planned shutdown information accordingly.

12.  The method recited in Claim 1, wherein the monitor web page displays a
plurality of status LEDs, each status LED corresponding to and providing an availability

status indication for a respective one of the at [east one network devices.

13.  The method recited in Claim 12, wherein the each status LED displays
green, yellow, and red when the respective network device state is available, abnormal,

and unavailable, respectively.
14. The method recited in Claim 12, wherein additional detail information is
viewable for the respective network device, the detail information including throughput

amount, a time and date of each test, a test type, a data rate, and a network device

identifier.

13
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to obtain a correlation factor, a result of the nultivariate regression
anal ysis being reported for viewing on the nonitor web page when the
correl at ivomof/esstdr is greater than a predeterm ned val uePCI/USo1TH3803net hod
recited in Caim1, wherein the nonitor web page receives information
regardi ng pl anned shutdowns of the at |east one network device and.

di spl ays the pllannebiesmeiadgeieaineimm 1gn wheror diennitor ¥2b pipedisplaboa
recited in Claiml1, wherein the nonitor web page displays a plurality of

st at us LEMdyrabityodf sstnaary LEED, exwhrsesmong LED indicatidg phettietligastBn@v@bd abi l ity
status indication for a respective one of the at | east one network devices.

13. The neicbaged @airdgedrespectiv@bdnol ZestsdTehehtledsheneastvotlt &vis. LED di spl ays
green, yellow, and red when the respective network device state is
avai |l abl e, abnormal, and unavail able, respectively. 14. The nethod recited
in Cdaim12, wherein additional detail information is' viewable for the

respective netwark Vi ~det al| .informtion including throughput
anount, a tinewghd ggFgﬁ§P0%E%Hg?g§¢kﬂgq§egﬁngH@Fn§p8§p§rggwg,dg%&eé
network deyice identifier. 13 SUBST| TUTE SHEET (RULE 26) WO 01/65373

PCT/ Uso 1/ OF40 2baSTma) Y Hsh aydath e ¢ e fespeqtaemetyork dagice isoutside romitralr web
page displays a_ plurality of summary LEDs, each summary LED i ndicating
whet her atban@a%PA&PeP@PUMTI@é\bAM%ﬂX@Erﬁ/n@Xa(D/hEadwareA'sfanNof tests of
the at | east one network device. 16. The nethod recited in Caim 13,
wher ei n t BEAMNRHRO DEYIAGIOD) K device' s

17. A method of monitoring availability status of a plurality of network
* devices in an Internet Prétocol (IP) network on a monitor web page, the method
comprising the steps of:

(a) reading a query file and depositing query requests into a corresponding
one of a plurality of request queues;

(b)  reading the query requests from the corresponding request queue and
sending the query requests the plurality of network devices by sending calls over the IP
network;

(c) receiving a reply to the calls from the plurality of network devices
indicating an availability status of the plurality of network devices and procéssing the

availability status;

(d)  depositing the processed availability status in a Web Site Queue; and
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state is abnormal when a data range of the respective network device is
outside a control band of DATA POPULATI ON AVERACE +/- 3 X (DATA POPULATI ON
STANDARDVDRVI/#8BFON) . 17. A net hod of nonitoring avail abi | P€YUSOIANMEE of a
plurality of network devices in an Internet Protocol (IP) network on a

moni tor web pag g?%;hgﬁggatv%%%% SRR hftablIfy SLERS: ine(Wb SRE MG Andluer y

file and deposi y rPequests 1nto a corresponding one of a plurality

of request queues; (b) . readin he query .requests . f h orrespaopgdi ng
request quéliEplayiRg stalwy éﬁ‘fﬁﬁn"’&tﬁ’g‘ ftﬁ%r‘@*’ ﬁgé&&?@neﬁﬁgﬂﬁ%ﬁ&% Pﬁ§l¥ed¥’6%le($%%k

devi ces by sending calls over the IP network; (¢) receiving a reply to the
cal | s frompabe, spidutaths tnforsfatioatdgtived Hew; th‘éEmCFsﬁﬁﬁf e%ﬁlkahgl%ﬁa ailability
status of the plurality of network devices and processing the availability
status; (d) depositing the processed availability status in a Wb Site
Queue; and 14 SUBSTI TUTE SHEET (RULE 26) WO 01/ 65373 PCT/ US01/ 04303 (e)
retrieving the processed availability status fromthe Wb Site Queue and

di splaying status information fromthe plurality of network devices on the
noni tor web page, said status information derived fromthe processed

avai lability status. 15 SUBSTI TUTE SHEET (RULE 26)
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