| METHOD FOR SECURELY UPDATI NG A PROGRAM BLOCK I N A
SECURITY MODULE Fiel of the Invention The present
invention refers to the domain of security nodules, in
particular the 5 security nodul es having software
capabl e of being updated. Prior Art These security
nmodul es are responsi ble for nunmerous functions such as
aut hentication, the verification of rights or the
managenent of a credit. These functions need |arge
processi ng capacities and need to have fast 10

m croprocessors in which a large part of the software
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programm ng error or a security |eak has been
detected, a correction bl ocM %Ulpﬁ' epared and stored
in a free region of the nenory. A nodification is

al sFiglasfthethwvautionn the program part to take advant age
of the 15 functionalities of this new program bl ock.
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Thus, once a programming error or a security leak has been detected, a
correction block is prepared and stored in a free region of the memory. A
modification is also carried out in the program part to take advantage of the

15  functionalities of this new program block.

When this type of module is used in a decentralized system, the updating of the
security modules is carried out by the available telecommunications means such
as diffusion (a large number of modules receive the same message) or a point-

to-point connection.

20 In both cases, but particularly in the first case, the updating message is
vulnerable to attacks by malicious individuals. The analysis of the message
received by a module could give revealing indications with respect to the

functioning of said module and reveal secrets connected to security.

It is certain that these messages are encrypted, but important means are
25  activated by these malicious individuals in order to decipher these messages and

extract the contents.



25 activated by these malicious individuals in order
to deci pher these nessages and extract the contents.
2 The nodul es considered in this invention are used
in Pay-TV, in nobile telephones and even in banking
applications. In the follow ng, the domain of Pay-TV
is taken as an exanple. According to a known process,
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transmission means towards the modules. In a unidirectional system, the

message is repeated during a given period in order to ensure that each module

15  has received it.

The man skilled in the art is placed in a difficult position when a security leak is
detected because he/she must evaluate the risk of this type of message being
analyzed by a third party and the risk of leaving this leak open. At times this
dilemma led to the situation in which one has forbidden himself to correct a fault
20 of the programme because the risk of comprehension of the substitute

programme was too great.

The updating of programs in a Pay-TV decoder is well known and described, for
example, in the document US2004/107349. The program modules are sent to the
decoder encrypted by a key that is used once. This is the principle of the strike
25  list which is applied here. Once the programme module has been received it is
stored in the memory of the decoder and activated according to a usual protocol

(diversion of an address towards the patch).
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3 Brief Description of the Invention The aimof this
invention is to allow the man skilled in the art to
transmt a nessage containing a programblock in a
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transmission of the second program block (SBI) to the security module,
- reception of the second block by the security module,
15 - reading of the target memory zone (MEM),
- obtaining and writing in the target memory zone of the first block by the
inverse mixing of all or part of the second block and of the target memory

zone content.

Therefore, thanks to the invention, the transmitted code (second block) has no
20 relation with the first block for those who has no knowledge of the content of the

target memory.

A third party succeeding to decipher the message will learn nothing more about

the functioning of the security module.

This method can apply to the sending of the same message to all the security
25 meodules and in this case, it is considered that the content of the target memory
zone is the same for all the modules. If individual addressing is carried out, it is

possible that the content of each memory is different. Once the first program
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and in this case, it is considered that the content of
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and serveS as an initialization value of the o i
registered with quasi-random values. At the time of the personalization of this
type of module, randomly generated data MM_Ref is stored on one hand in the

security module MEM and on the other hand at the management centre.

According to a second embodiment, the pre-registered data is made up of a
15  program code that could be executed by the processor of the security module. In
fact, this code is never executed and serves as an initialization value of the
updating region. As in the preceding example, all the modules can have the

same dummy program or each module receives a different program.

Figure 1 shows the process of formation of a second program block intended for
20  diffusion.

When a program block PBI is ready to be diffused, the method of the invention
consists in determining the future tocalization of this block in the security module.
Once this localization is known, it is possible fo find the content that had been
programmed at the time of the personalization thanks to data stored in the
25 management centre. Once this data is known, the operation consists of mixing

this data with the program block PBI in order to obtain a new data block SBI.
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15 according to the chosen algorithm. In this example, each memory location is
mixed with the corresponding location i of the second block SBI of the program.

The result is registered in the memory of the security module.

It should be noted that the program block to be updated is accompanied by
verification data according to known modes (hash, CRC etc). Once the program
20 is stored in the module memory, and has been duly verified, it can generally be

activated by the modification of a part of the program in the main area.

This process can be recurrent, that is to say that if one wishes to modify a part in
the program area that has already received a program, the former program
functions as a pre-registered value. According to one example wherein the new
25 program would occupy more space, the management centre takes the contents
of the previous program as pre-registered values, and for memory space still not
used, would use the pre-registered values generated at the time of

personalization.
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1. Secure nmethod to update software enbedded in a
security nodule, this nethod conprising the follow ng
steps: - formation of a first updating program bl ock
(PBl), 5 - determ nation of a target nenory zone of
said security nodule, - determ nation through said
security nodule, of a pre-registered content (MM Ref)
in said target nmenory zone , - formation of a second
program bl ock (SBI) obtained by.the mxing of all or a
part of the pre-registered content with the first
program bl ock (PBl), 10 - transm ssion of the second
program bl ock (SBlI) to the sequamgy nodul e, -
reception of the second bl ock by the security nodul e,

di of the, target nmenor - obt
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Is an encryption function wth the content of the
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- obtaining and writing in the target memory zone of the first block by the
inverse mixing of all or part of the second block and of the target memory

15 Zone content.

2. Method according to claim 1, characterized in that the target memory

zone is pre-registered by randomly generated values.

3. Method according to claim 1 implementing a module that includes a
microprocessor, characterized in that the target memory zone is pre-registered
20 by a dummy programme not executed by the microprocessor of the security

module.

4, Method according to claims 1 to 3, characterized in that the mixing

operation is an exclusive OR function.

5. Method according to claims 1 to 3, characterized in that the mixing
25 operation is an encryption function with the content of the pre-registered memory

as the encryption key.



