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[0001] This application claims priority to Chinese Patent Application No. 202011577543.1,
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BLOCKCHAIN, MEDIUM, AND ELECTRONIC DEVICE" and filed with the China National
Intellectual Property Administration on December 28, 2020, which is incorporated herein by

reference in its entirety.

FIELD OF THE TECHNOLOGY

[0002] The present disclosure relates to the technical field of computer and

communications, and specifically, to asynchronous accounting in a blockchain.

BACKGROUND OF THE DISCLOSURE

[0003] After a block is verified through a consensus mechanism in a blockchain network,
blockchain nodes need to write information of the block into a ledger. Generally, the nodes
perform accounting by writing the block information serially into a disk or distributed storage. For
example, a block header is first written into the disk or the distributed storage, and afterwards a list
of transaction(s) and a set of results of executing the transaction(s) are written into the disk or the
distributed storage. After the list and the result set have been written, a write set (WriteSet) is
written into the disk or the distributed storage. After the write set has been written, the accounting

of the nodes completes, and a new round of consensus begins for block production.

SUMMARY

[0004] A method and an apparatus for asynchronous accounting in a blockchain, a medium,
and an electronic device are provided according to embodiments of the present disclosure. An
accounting delay of blocks can be reduced and a processing performance of a blockchain network

can be improved at least to some extent.

[0005] Other features and advantages of the present disclosure would become apparent
through following detailed descriptions, or be partially learned through practicing embodiments of

the present disclosure.



[0006] In one aspect, a method for asynchronous accounting in a blockchain is provided
according to embodiments of the present disclosure. The method comprises: writing, after a block
is verified through a consensus mechanism, each piece of data comprised in block information
corresponding to the block into a message queue corresponding to such piece of the data; starting
verifying a next block through the consensus mechanism, after writing all pieces of the data into the
corresponding message queues; and reading all pieces of the data from the corresponding message

queues, and storing the data into a persistent storage medium for a blockchain ledger.

[0007] In one aspect, an apparatus for asynchronous accounting in a blockchain is provided
according to embodiments of the present disclosure. The apparatus comprises: a first processing
unit, configured to write, after a block is verified through a consensus mechanism, each piece of
data comprised in block information corresponding to the block into a message queue
corresponding to such piece of the data; a second processing unit, configured to start verifying a
next block through the consensus mechanism, after all pieces of the data are written into the
corresponding message queues; and a persistence processing unit, configured to read all pieces of
the data from the corresponding message queues, and store the data into a persistent storage

medium for a blockchain ledger.

[0008] On such basis, in some embodiments, the first processing unit is further configured
to: write each piece of the data comprised in the block information corresponding to the block into

the corresponding message queue and into a cache corresponding to such piece of the data.

[0009] On such basis, in some embodiments, the first processing unit is further configured
to: write the block and an execution result of the block into a log, after the block is verified through
the consensus mechanism; and for a target block in the log, delete the target block and an execution
result of the target block from the log, after all pieces of the data corresponding to the target block

are processed into the persistent data form.

[0010] On such basis, in some embodiments, the first processing unit is further configured
to: obtain the block and the execution result of the block, which are comprised in the log, after a
blockchain node is restarted; and process the data in the block information corresponding to the

block and the execution result, which are obtained from the log, into the persistent data form.

[0011] On such basis, in some embodiments, the first processing unit is configured to: write
each piece of the data comprised in the block information corresponding to the block into the
corresponding message queue, after the block and the execution result of the block are successfully

written into the log.



[0012] On such basis, in some embodiments, the first processing unit is further configured
to: repeat writing the block and the execution result of the block into the log, in response to writing
the block and the execution result into the log failing; and stop accounting on the block and transmit
an alert message, in response to the writing the block and the execution result into the log failing for

a set quantity of repetitions.

[0013] On such basis, in some embodiments, the second processing unit is further
configured to: delete all pieces of the data corresponding to the target block from the cache, after all

pieces of the data are processed into the persistent data form.

[0014] On such basis, in some embodiments, the first processing unit is configured to: write
a block header comprised in the block information into a queue and a cache which corresponds to
the block header, write transaction data comprised in the block information into a queue and a cache
which correspond to the transaction data, write a write set comprised in the block information into a
queue and a cache which correspond to the write set, where the transaction data comprises a list of

information of a transaction and a result of executing the transaction.

[0015] On such basis, in some embodiments, the data comprised in the block information
comprises the block header, the transaction data, and the write set, and the first processing unit is
configured to: write the block header into the cache corresponding to the block header by using a
block height as a key and block header data as a value; write the transaction data into the cache
corresponding to the transaction data by using a transaction hash as a key and the transaction data as
a value; and write the write set into the cache corresponding to the write set by using a table name

and an index as a key and written data as a value.

[0016] On such basis, in some embodiments, the persistence processing unit is configured
to: monitor the corresponding message queues of all pieces of the data, where a target message
queue is one of the message queues; and read the data in the target message queue sequentially from
the target message queue and process the read data into the persistent data form, in response to the

target message queue being monitored as comprising a piece of the data.

[0017] On such basis, in some embodiments, the persistence processing unit is configured
to: invoke an interface of a storage layer to process the data, which is sequentially read from the
target message queue, into the persistent data form; and repeat invoking the interface to process the
data sequentially read from the target message queue into the persistent data form, in response to
storing the data sequentially read from the target message queue into the persistent storage medium
failing, until the data sequentially read from the target message queue is successfully processed into

the persistent data form.



[0018] On such basis, in some embodiments, the persistence processing unit is configured
to: activate a monitoring task for the message queue; and monitor the message queue corresponding

to each piece of the data through the monitoring task.

[0019] On such basis, in some embodiments, the second processing unit is further
configured to: respond to a service request by referring to data stored in the cache, before storing

the data comprised in the block information into the persistent storage medium completes.

[0020] In one aspect, a computer-readable medium is provided according to embodiments of
the present disclosure. The computer-readable medium stores a computer program, where the
computer program when executed by a processor implements the method for asynchronous

accounting in a blockchain according to the foregoing embodiments.

[0021] In one aspect, an electronic device is provided according to embodiments of the
present disclosure. The electronic device comprises: one or more processors; and a storage
apparatus, configured to store one or more programs, where the one or more programs when
executed by the one or more processors configure the one or more processors to implement the

method for asynchronous accounting in a blockchain according to the foregoing embodiments.

[0022] In one aspect, a computer program product or a computer program is provided
according to embodiment of the present disclosure. The computer program product or the
computer program comprises computer instructions, where the computer instructions are stored in a
computer-readable storage medium, and a processor of a computer device reads the computer
instructions from the computer-readable storage medium and executes the computer instructions to
configure the computer device to perform the method for asynchronous accounting in a blockchain

according to the foregoing embodiments.

[0023] In technical solutions according to embodiments of the present disclosure, each piece
of the data comprised in the block information corresponding to the block is written into the
corresponding message queue after the block is verified through the consensus mechanism.
Verification on a next block through the consensus mechanism is started after all pieces of the data
are written into the corresponding message queues, respectively. Then all pieces of the data are
read from the corresponding message queues, respectively, and are stored into the persistent storage
medium for the blockchain ledger. In an aspect, the pieces of the data comprised in the block
information are processed in parallel, which reduces a delay in the accounting on the block. In
another aspect, the next round of block consensus can be started as long as the data has been written

into the message queues, and it is not necessary to wait the data persistence on the pieces of the data



in the block, which improves a throughput of a blockchain network. Thereby, a processing

performance of the blockchain network is effectively improved.

[0024] The foregoing general description and following detailed description are merely

illustrative and explanatory, and are not intended for limiting the present disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] Figure 1 is a schematic structural diagram of a blockchain network.

[0026] Figure 2 is a schematic diagram of connection among blocks in a blockchain.
[0027] Figure 3 is a schematic diagram of a process for generating a block.

[0028] Figure 4 is a flowchart of a method for asynchronous accounting in a blockchain

according to an embodiment of the present disclosure.

[0029] Figure 5 is a block diagram of an apparatus for asynchronous accounting in a

blockchain according to an embodiment of the present disclosure.

[0030] Figure 6 is a schematic structural diagram of a computer system adapted to

implement an electronic device according to an embodiment of the present disclosure.

DESCRIPTION OF EMBODIMENTS

[0031] Hereinafter embodiments are described more comprehensively with reference to the
drawings. The embodiments may be implemented in various forms, and should not be construed
as limited to examples described herein. Rather, the embodiments are provided to make the
present disclosure more comprehensive and complete, and convey the concept of the present

disclosure to those skilled in the art more thoroughly.

[0032] The features, structures, or characteristics described herein may be combined in one
or more embodiments in any appropriate manner. Hereinafter more specific details are provided
to provide a comprehensive understanding of the embodiments of the present disclosure. Those
skilled in the art can appreciate that the technical solutions herein may be implemented without one
or more of the specific details, or may be implemented by using another method, another unit,
another apparatus, or another step. In other cases, well-known methods, apparatuses,
implementations, or operations are not shown or described in detail to avoid obscuring aspects of

the present disclosure.

[0033] Block diagrams shown in the drawings are merely functional entities and do not

necessarily correspond to physically independent entities. That is, the functional entities may be



implemented in software, in one or more hardware modules or integrated circuits, or in different

networks and/or processor apparatuses and/or microcontroller apparatuses.

[0034] Flowcharts shown in the drawings are merely exemplary illustration, do not
necessarily comprise all content and operations/steps, and are not necessarily performed based on
the described orders. For example, some operations/steps may be further divided, or some
operations/steps may be combined or partially combined. Therefore, an actual execution order

may change according to an actual situation.

[0035] Herein the term "multiple” means two or more, and the term "and/or" describes
association between associated objects and represents that three possible relationships. For
example, "A and/or B" may represent: only A exists, both A and B exist, and only B exists.

Generally, the symbol "/" indicates an "or" relationship between the associated objects.

[0036] A blockchain is a new mode which applies computer technology such as distributed
data storage, point-to-point transmission, a consensus mechanism, and an encryption algorithm.
The blockchain is essentially a decentralized database, and is a series of data blocks associated via a
cryptographic means. Each data block includes information on a batch of network transactions,
which is configured to check validity of the information (for anti-counterfeiting) and generating a
next block. The blockchain may include a blockchain underlying platform, a platform-product

service layer, and an application service layer.

[0037] The blockchain underlying platform may include processing modules for, for
example, user management, basic service, intelligent contracts, and operation supervision. The
user management module is responsible for managing identity information of all participants of a
blockchain, including maintaining generation of public keys and private keys (account
management), managing the keys, and maintaining a relationship between user's real identities and
blockchain addresses (authority management), or the like. In case of being authorized, the user
management module supervises and audits some real-identity transactions, and provides rule
configurations on risk control (risk control audit). The basic service module is deployed on all
blockchain node devices to check validity of a service request, and records a valid request onto
storage after successful consensus. In case of a new service request, the basic service module first
performs parsing and authentication that are adapted to an interface (interface adaptation), then
encrypts service information through a consensus algorithm (consensus management), then
transmits the new service request with completeness and consistency to a shared ledger the after
encryption (network communication), and records and stores such service request. The smart

contract module is responsible for registration, issuance, trigger, and execution of a contract. A
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developer may define contract logic through a programming language, publish the contract logic
onto the blockchain (contract registration), invoke a key or another event to trigger the execution
according to logic of a contract term, and complete the contract logic. The smart contract module
further provides functions of upgrading and cancelling a contract. The operation monitoring
module is mainly responsible for deployment, configuration modification, contract configuration,
and cloud adaptation during product release, as well as visual output of real-time status during
product operation. The visual output concern, for example, alarms, monitoring network conditions,

and monitoring health of a node device.

[0038] The platform-product service layer provides basic capabilities and implementation
frameworks for typical applications. Based on the basic capabilities, the developers may
superimpose features of services to implement a blockchain of the service logic. The application
service layer provides an application service based on a blockchain solution, such that a participant

of the service can use the service.

[0039] Reference is made to a blockchain network as shown in Figure 1. The blockchain
network may comprise multiple nodes 101, and the multiple nodes 101 may be various clients
forming the blockchain network. During normal operation, each node 101 may receive inputted
information and maintain shared data in the blockchain network based on the inputted information.
In order to ensure information exchange within the blockchain network, information connection
may be provided among the nodes in the blockchain network, and the nodes are capable to transmit
information via the information connection. For example, in a case that any node in the
blockchain network receives inputted information, the other nodes in the blockchain network obtain
the inputted information and store the inputted information as shared data according to a consensus

algorithm. Thereby, data stored in all nodes is consistent in the blockchain network.

[0040] Each node in the blockchain system has a corresponding node identifier, and each
node in the blockchain system can store the node identifiers of other nodes in the blockchain system,
such that it may broadcast a generated block to other nodes in the blockchain system subsequently
according to the node identifiers. Each node may maintain a node identifier list as shown in Table
1, and store the node names and the node identifiers correspondingly in the node identifier list.

The node identifier may be an Internet Protocol (IP) address and any other type of information

capable of identifying a node.

[0041] Each node in the blockchain system stores the same blockchain. Reference is made
to Figure 2. The blockchain comprises multiple blocks. A genesis block comprises a block

header and a block body, the block header stores a feature value of input information, a version



number, a timestamp, and a difficulty value, and the block body stores the input information.
Similarly, a next block also comprises a block header and a block body, and the block header stores
a feature value of input information of the current block, a feature value of the block header of a
parent block, a version number, a timestamp, and a difficulty value. The other blocks can be
deduced by analogy. Thereby, data stored in each block of the blockchain is associated with the

data stored in its parent block, which ensures security of information inputted into the blocks.

[0042] Reference is made to Figure 3. When generating a block in the blockchain, a node
in which the blockchain is located receives and verifies input information, then stores the input
information into a memory pool, and update a hash tree which is of the block and is configured to
record the input information. ~Afterwards, the timestamp is updated to be a moment when the input
information is received. Different random numbers are tried to calculate different feature values,

until the calculated feature value satisfies the following condition:
SHA256(SHA256(version + prev_hash+ merkle _root + ntime + nbits +x) )< TARGET

SHA256 is an algorithm used for calculating the feature value, version (i.e., a version number)
carries version information of a relevant block protocol in the blockchain, prev_hash represents a
feature value of the block header of the parent block of a current block, merkle_root represents a
feature value of input information, ntime represents a moment at which the timestamp is updated,
nbits represents a current difficulty, which is constant within a time period and is refreshed after
exceeding the time period, x is the random number, TARGET represents a threshold of the feature

value, and the threshold may be determined according to nbits.

[0043] Thereby, when the random umber satisfying the above condition is determined
through calculation, the information may be correspondingly stored, and a block header and a block
body are generated to obtain the current block. Subsequently, the node at which the blockchain is
located transmits the newly generated block respectively to other nodes in the blockchain system, in
which the node is located, according to node identifiers of these nodes. The other nodes verify the
newly generated block, and add the newly generated block into the blockchain stored thereon after

the verification is successful.

[0044] Each node in the blockchain network may be a server, or may be a terminal device.
The server may be an independent physical server, may be a server cluster or a distributed system
formed by multiple physical servers, or may be a cloud server that provides basic cloud computing
services such as a cloud service, a cloud database, cloud computing, a cloud function, cloud storage,

a network service, cloud communication, a middleware service, a domain name service, a security



service, a content delivery network (CDN), big data, and an Al platform. The terminal device may
be, but is not limited to, a smartphone, a tablet computer, a notebook computer, a desktop computer,
a smart speaker, a smart watch, or the like. Each node may be directly or indirectly connected via

wired or wireless communication, which is not limited herein.

[0045] The foregoing cloud computing refers to a mode of delivering and using IT
infrastructure, and specifically refers to obtaining required resources via a network in a manner
based on demands and easy to expand. Cloud computing in a broad sense is a mode of delivering
and using services, and refers to obtaining required services via a network in a manner based on
demands and easy to expand. Such services may be relate to IT, software, and the Internet, or may
be other services. The cloud computing is a product of developing and fusing traditional computer
and network techniques such as grid computing, distributed computing, parallel computing, utility
computing, network storage technologies, virtualization, load balancing. The cloud computing
grows rapidly with development of Internet, real-time data streaming, diversity of connection
devices, and demands for searching service, social network, mobile commerce, and open
collaboration. Different from traditional parallel distributed computing, the cloud computing

promotes revolutionary changes in models of the entire Internet and enterprise management.

[0046] After the block is verified through a consensus mechanism in the blockchain
network, blockchain nodes needs to write information concerning the block into a ledger (i.e.,
performs accounting). The block information comprises a block and an execution result of the
block. The block comprises a block header and a list of transaction(s), and the execution result

comprises a set of result(s) of executing the transaction(s) and a write set (WriteSet).

[0047] Generally, the nodes perform the accounting by writing the block information
serially into a disk or distributed storage. For example, the block header is first written into the
disk or the distributed storage, and afterwards the list of the transaction(s) and the set of result(s) of
executing the transaction(s) are written into the disk or the distributed storage. After the list and
the result set have been written, the write set (WriteSet) is written into the disk or the distributed
storage. After the write set has been written, the accounting of the nodes completes, and a new
round of consensus begins for block production. Such scheme of block accounting adopts a serial
manner in general, and its performance depends heavily on I/O resources, which results in a large

delay during each round of block accounting.

[0048] In view of the above, a novel solution for asynchronous accounting in a blockchain
is provided according to embodiments of the present disclosure. Hereinafter details of technical

solutions in the embodiments of the present disclosure are illustrated.



[0049] Figure 4 is a flowchart of a method for asynchronous accounting in a blockchain
according to an embodiment of the present disclosure. The method is executable by any consensus
node in a blockchain network. Reference is made to Figure 4, in which the method comprises at

least steps S410 to S430, of which details are described as follows.

[0050] In step S410, each piece of data comprised in block information corresponding to a
block is written into a message queue corresponding to such piece of the data, after the block is

verified through a consensus mechanism.

[0051] In an embodiment, a respective message queue may be provided for each piece of
the data comprised in the block information. The message queue is configured to store data which

needs to be processed into a persistent data form.

[0052] In an embodiment, a respective cache may be further provided for each piece of the
data. The cache provides a following function. Through referring to the data stored in the cache,
a response to a service request such as a query request is enabled before the data persistence

processing on the block information completes.

[0053] In an embodiment, pieces of the data comprised in the block information may
comprise a block header, transaction data, and a write set. The block header stores header
information of the block, and carries a hash of a previous block (PreHash), a hash of the current
block (Hash), a timestamp, and the like. The transaction data comprises a list of information on
transaction(s) and a message concerning a result of executing the transaction(s). The write set
comprise a value of a variable, which is pre-written by an endorsement node when pre-executing
the transaction(s). That is, the writing on the variable is only recorded in the write set, and does
not affect a global status of the variable. Records in the write set also adopt the form of key-value

pairs.

[0054] On a basis of the pieces of the data comprised in the block information in the above
embodiments, the block header may be written into a queue and a cache which correspond to the

block header, the transaction data may be written into a queue and a cache which correspond to the
transaction data, and the write set may be written into a queue and a cache which correspond to the

write set.

[0055] In an embodiment, the block header comprised in the block information may be
written into the corresponding cache by using a block height as a key and block header data as a

value.
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[0056] In an embodiment, the transaction data comprised in the block information may be
written into the corresponding cache by using the transaction hash as a key and the transaction data

as a value.

[0057] In an embodiment, the write set comprised in the block information may be written
into the corresponding cache by using a table name and an index as a key and written data as a

value.

[0058] Reference is further made to Figure 4. In step S420, verification on a next block
through the consensus mechanism is started, after all pieces of the data are written into the

corresponding message queues.

[0059] In an embodiment, all consensus nodes in the blockchain network may start a next
round of block consensus process, after the pieces of the data comprised in the block information
are respectively written into the corresponding message queue, or after the pieces of the data
comprised in the block information are respectively written into the corresponding message queue
and the corresponding cache. It is not necessary to wait completion of the data persistence
processing on the block information before starting the next round of consensus process. Thereby,

consensus performances of the blockchain network are effectively improved.

[0060] Reference is further made to Figure 4. In step S430, all pieces of the data are read
from the corresponding message queues, and are stored into a persistent (non-volatile) storage

medium (i.e., subject to data persistence processing) for a blockchain ledger.

[0061] In an embodiment, the message queues corresponding to all pieces of the data may
be monitored. One of these message queues is a target message queue. In a case that the target
message queue is monitored as comprising data, the data is sequentially read from the target
message queue for the data persistence processing. The target message queue refers to a message
queue, which comprises the data, among the message queues corresponding to all pieces of the data
in the block information. Optionally, a monitoring task may be activated each message queue, and

the message queues corresponding to all pieces of data are monitored through the monitoring tasks.

[0062] In an embodiment of the present disclosure, the data are sequentially read from the
target message queue for the data persistence processing in a following manner. An interface of a
storage layer is invoked to perform the data persistence processing on the data sequentially read
from the target message queue. In a case that the data persistence processing fails, the interface of
the storage layer is repeatedly invoked to perform the data persistence processing on the data read

from the target message queue, until the data persistence processing succeeds.
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[0063] In an embodiment, after the pieces of the data corresponding to a target block are
subject to the data persistence processing, the pieces of the data corresponding to the target block
may be deleted from the cache. Thereby, it can be ensured that the cache is timely cleared to
release a storage space in the cache, after the pieces of the data corresponding to the block has been

processed into the persistent data form.

[0064] On a basis of what is shown in Figure 4, in an embodiment, after a block is verified
through the consensus mechanism, such block and an execution result of such block may be first
written into a log. A target block and its execution result, which are comprised in the log, may be
deleted from the log after the pieces of the data corresponding to the target block are subject to the
data persistence processing. Thereby, the block which is verified through the consensus
mechanism and its execution result can be temporarily stored in the log, which enables the
blockchain nodes to determine based on the log whether there is block information that has not been
processed into the persistent data form. It is ensured that the block height maintained is consistent

among the blockchain nodes.

[0065] In an embodiment, on a basis of the above log, a block and its execution result which
are comprised in the log may be obtained after a blockchain node is restarted. Then, the data in
the block information corresponding to the block and the execution result, which are obtained from
the log, is processed into the persistent data form. Thereby, the restarted blockchain node can read

the log to ensure integrity of the block information stored in such node.

[0066] In an embodiment, after a block is verified through the consensus mechanism in the
blockchain network, the block and its execution result may be first written into the log.  After the
writing is successful, the pieces of the data comprises in the block information corresponding to the
block are written into the corresponding message queues, or additionally into the corresponding
caches. That is, writing into the log has higher priority, and the pieces of the data comprised in the
block information are not written into the corresponding message queues, or additionally into the
corresponding caches, until they are successfully written into the log. In addition, in an
embodiment, writing the block and its block execution result into the log is repeated in a case the
writing fails. In a case that the writing keeps failing for a set quantity of repetitions, the

accounting on the block is stopped, and an alert message is transmitted.

[0067] In an embodiment, after a block is verified through the consensus mechanism in the
blockchain network, the block and its execution result may be written into the log while the pieces
of the data comprised in the block information corresponding to the block are being written into the

corresponding message queues and the corresponding caches.  Alternatively, writing into the
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message queues and the caches may be prior to writing into the log. The writing may be repeated

in case of failing, and an alarm is issued in a case of a quantity of repetitions reaches a threshold.

[0068] Hereinafter a specific embodiment is provided to illustrate details of an

implementation of the present disclosure.

[0069] In an embodiment, a log-managing component may be provided. The
log-managing component is substantially configured to prevent that ledger data of a node is
inconsistent with that of the other nodes, when the node is restarted and performs accounting again.
Specifically, the log-managing component saves several newest blocks which have been verified
through the consensus mechanism and execution results of these blocks. After the node is
restarted, a ledger module first reads the blocks and the execution results from the log-managing
component, and then rewrites the read data into a disk or a distributed storage, so as to ensure that
data is complete at the node and a data status is consistent with other nodes for the same block
height. Moreover, the blocks and the execution results stored in the log-managing component
would be deleted. Specifically, after the node processes relevant data of a certain block into the
persistent data form, such block and the execution result thereof may be deleted from the

log-managing component.

[0070] In an embodiment, three different queue components may be provided. One is a
block queue configured to store block header data, another is a transaction queue configured to
storing transaction data (that is, a list of information of transaction(s) and a result of executing the
transaction(s)), and a third a write-set queue configured to store a write set. Additionally, three
tasks are introduced. One is a persist block job configured to monitor in real time whether data is
written into the block queue, another is a persist transaction job configured to monitor in real time
whether data is written into the transaction queue, and a third is a persist writeset job configured to

monitor in real time whether data is written into the writeset queue.

[0071] In an embodiment, a cache-managing component may be further provided. The
cache-managing component caches and erases the block header data into/from a block cache, the
transaction data into/from a transaction cache, and the write-set data into/from a writeset cache.
Caching in the block cache adopts a block height as the key and the block header data as the value.
Caching in the transaction cache adopts a transaction hash as the key and the transaction data as the
value. Caching in the writeset cache adopts a table name and an index as the key and written data

as the value.

[0072] In an embodiment, when the ledger module is invoked to write data of a new block,
the block and its block execution result are first written into the log-managing component. In a
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case that writing into the log-managing component fails, the ledger module decides whether to retry
the writing according to a cause of the failure. In a case that the retries reaches a certain quantity,
the ledger module terminates the accounting on the block, and notify relevant maintenance

personnel to check and repair.

[0073] In an embodiment, after the ledger module writes the data of the block into the
log-managing component, the block header, the transaction data (that is, the list of the information
of the transaction(s) and the result of executing the transaction(s)), and the write set are
simultaneously written under a concurrent execution logic.  Specifically, when writing the block
header data, a block header message is generated and written into the block queue according to
specifications (such as a format requirement) of the block queue, and then written into the block
cache according to a requirement of the block cache. Similarly, when writing the transaction data,
a transaction-list message is generated and written into the transaction queue according to
specifications of the transaction queue, and then written into the transaction cache according to a
requirement of the transaction cache. Similarly, when writing the write set, the write set is written
into the writeset queue according to specifications of the writeset queue, and then written into the
writeset cache. After the above three types of data are written into the respective queues and the
respective caches, the current accounting can be regarded as finished, and a next round of block
consensus can be started at such time. Since the three types of data are written concurrently, a
delay in the accounting is subject to a writing delay of a certain type of data, which reduces the

accounting delay greatly.

[0074] For the data persistence processing of the ledger data, the foregoing three real-time
tasks monitor the three queues, respectively. The persist block job monitors whether a block
header message needs to be written into a storage from the block queue, the persist transaction job
monitors whether a piece of transaction data needs to be written into the storage from the
transaction queue, and the persist writeset job monitors whether a piece of write-set data needs to be

written into the storage from the writeset queue.

[0075] In a case that the task of the persist block job monitors that block header data needs
to be written into a storage from the block queue, the block header data is sequentially read from the
block queue. Since the block header data is placed into the block queue in an order based on the
block height, the block header data read by such task is correspondingly ordered based on the block
height, and additional sorting is not necessary. In response to the task reading the block header
data, an interface of a storage layer is invoked to process the block data into the persistent data

form. Similarly, in a case that the task of the persist transaction job monitors that transaction data
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needs to be written into the storage from the transaction queue, the transaction data is sequentially
read from the transaction queue. In response to the task reading the transaction data, the interface
is invoked to process the block data into the persistent data form. In a case that the task of the
persist writeset job monitors that write-set data needs to be written into the storage from the writeset
queue, the write-set data is sequentially read from the writeset queue. In response to the task
reading the write-set data, the interface is invoked to process the block data into the persistent data

form.

[0076] The foregoing three tasks should ensure that a process of invoking the interface of
the storage layer to perform the data persistence processing has a normal response. In a case that
an attempt to perform the data persistence processing fails, the interface is invoked again. The
re-invoking operation is idempotent on the data. No matter how many times the invoking is
attempted, the finally stored data is consistent with data subject to the data persistence processing of

the first time.

[0077] In an embodiment, after data related to a certain block has been processed into the
persistent data form, such block and its execution result can be deleted from the log-managing
component, such that data stored in the log-managing component can be timely cleared. In
addition, after data related to a certain block has been processed into the persistent data form, the
pieces of data corresponding to such block can be deleted from the cache(s), such that the block
header data in the block cache, the transaction data in the transaction cache, and the write set data in

the writeset cache can be timely cleared.

[0078] In the technical solutions according to the foregoing embodiments, the pieces of the
data comprised in the block information are processed in parallel, which reduces a delay in the
accounting on the block. Moreover, the next round of block consensus can be started as long as
the data has been written into the message queues, and it is not necessary to wait the data
persistence on the pieces of the data in the block, which improves a throughput of a blockchain

network. Thereby, a processing performance of the blockchain network is effectively improved.

[0079] Hereinafter apparatus embodiments of the present disclosure are illustrated, and
apparatuses are configured to perform the method for asynchronous accounting in a blockchain in
the foregoing embodiments. Details not disclosed in the apparatus embodiments may refer to the

foregoing method embodiments.

[0080] Figure 5 is a block diagram of an apparatus for asynchronous accounting in a
blockchain according to an embodiment of the present disclosure. The apparatus for asynchronous
accounting in a blockchain may be set in any consensus node in the blockchain network.
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[0081] Reference is made to Figure 5. In an embodiment, an apparatus 500 for
asynchronous accounting in a blockchain comprises a first processing unit 502, a second processing

unit 504, and a persistence processing unit 506.

[0082] The first processing unit 502 is configured to write each piece of data comprised in
block information corresponding to a block into a message queue corresponding to such piece of the
data, after the block is verified through a consensus mechanism. The second processing unit 504
is configured to start verifying a next block through the consensus mechanism after all pieces of the
data are written into the corresponding message queues. The persistence processing unit 506 is
configured to read all pieces of the data from the corresponding message queues, and store the data

into a persistent storage medium for a blockchain ledger.

[0083] On such basis, in some embodiments, the first processing unit is further configured
to write each piece of the data comprised in the block information corresponding to the block into

the corresponding message queue and into a cache corresponding to such piece of the data.

[0084] On such basis, in some embodiments, the first processing unit 502 is further
configured to: write the block and an execution result of the block into a log, after the block is
verified through the consensus mechanism; and for a target block in the log, delete the target block
and an execution result of the target block from the log, after all pieces of the data corresponding to

the target block are processed into the persistent data form.

[0085] On such basis, in some embodiments, the first processing unit 502 is further
configured to: obtain the block and the execution result of the block, which are comprised in the log,
after a blockchain node is restarted; and process the data in the block information corresponding to

the block and the execution result, which are obtained from the log, into the persistent data form.

[0086] On such basis, in some embodiments, the first processing unit 502 is configured to
write each piece of the data comprised in the block information corresponding to the block into the
corresponding message queue, after the block and the execution result of the block are successfully

written into the log.

[0087] On such basis, in some embodiments, the first processing unit 502 is further
configured to: repeat writing the block and the execution result of the block into the log, in response
to writing the block and the execution result into the log failing; and stop accounting on the block
and transmit an alert message, in response to the writing the block and the execution result into the

log failing for a set quantity of repetitions.

16



[0088] On such basis, in some embodiments, the second processing unit 504 is further
configured to delete all pieces of the data corresponding to the target block from the cache, after all

pieces of the data are processed into the persistent data form.

[0089] On such basis, in some embodiments, the first processing unit 502 is configured to:
write a block header comprised in the block information into a queue and a cache which
corresponds to the block header, write transaction data comprised in the block information into a
queue and a cache which correspond to the transaction data, write a write set comprised in the block
information into a queue and a cache which correspond to the write set. The transaction data

comprises a list of information of transaction(s) and a result of executing the transaction(s).

[0090] On such basis, in some embodiments, the data comprised in the block information
comprises the block header, the transaction data, and the write set. The first processing unit 502 is
configured to: write the block header into the cache corresponding to the block header by using a
block height as a key and block header data as a value; write the transaction data into the cache
corresponding to the transaction data by using a transaction hash as a key and the transaction data as
a value; and write the write set in the block information into the cache corresponding to the write set

by using a table name and an index as a key and written data as a value.

[0091] On such basis, in some embodiments, the persistence processing unit 506 is
configured to: monitor the corresponding message queues of all pieces of the data, where a target
message queue is one of the message queues; and read the data in the target message queue
sequentially from the target message queue and process the read data into the persistent data form,

in response to the target message queue being monitored as comprising a piece of the data.

[0092] On such basis, in some embodiments, the persistence processing unit 506 is
configured to: invoke an interface of a storage layer to process the data, which is sequentially read
from the target message queue, into the persistent data form; and repeat invoking the interface to
process the data sequentially read from the target message queue into the persistent data form, in
response to storing the data sequentially read from the target message queue into the persistent

storage medium failing, until the processing succeeds.

[0093] On such basis, in some embodiments, the persistence processing unit 506 is
configured to activate a monitoring task for the message queue; and monitor the message queue

corresponding to each piece of the data through the monitoring task.
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[0094] On such basis, in some embodiments, the second processing unit is further
configured to: respond to a service request by referring to data stored in the cache, before storing

the data comprised in the block information into the persistent storage medium completes.

[0095] Figure 6 is a schematic structural diagram of a computer system adapted to

implement an electronic device according to an embodiment of the present disclosure.

[0096] The computer system 600 of the electronic device as shown in Figure 6 is merely an
example, and does not constitute any limitation on functions or applications of embodiments of the

present disclosure.

[0097] As shown in Figure 6, the computer system 600 comprises a central processing unit
(CPU) 601 capable to perform various appropriate actions and processing, for example, perform the
method according foregoing embodiments, according to a program stored in a read-only memory
(ROM) 602 or a program loaded into a random-access memory (RAM) 603 from a storage
component 608. The RAM 603 further stores various programs and data required for system
operations. The CPU 601, the ROM 602, and the RAM 603 are connected to each other via a bus
604. An input/output (I/O) interface 605 is coupled to the bus 604.

[0098] Components connected to the I/O interface 605 includes: an input component 606,
including a keyboard, a mouse, or the like; an output component 607, including a cathode ray tube
(CRT), a liquid crystal display (LCD), a speaker, and the like; the storage component1308,
including a hard disk or the like; and a communication component 609, including a network
interface card such as an LAN card or a modem. The communication component 609 performs
communication via a network such as the Internet. A driver 610 is further coupled to the /O
interface 605 on requirements. A removable medium 66, such as a magnetic disk, an optical disc,
a magneto-optical disk, or a semiconductor memory, is installed on the drive 610 on requirement, so
that a computer program read from the removable medium can be installed on the storage

component 608 on requirement.

[0100] Particularly, according to an embodiment of the present disclosure, the foregoing
processes described with reference to the flowcharts may be implemented as computer software
programs. A computer program product is provided according to an embodiment of the present
disclosure. The computer program product includes a computer program stored in a
computer-readable medium. The computer program includes program codes for performing the
method as shown in the flowcharts. In such embodiment, the computer program may be
downloaded and installed from the network via the communication portion 609, and/or installed
from the removable medium 611. When the computer program is executed by the CPU 601,
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various functions defined in the method and the apparatus according to embodiments of the present

disclosure are implemented.

[0101] The computer-readable medium according to embodiments the present disclosure
may be a computer-readable signal medium, a computer-readable storage medium, or any
combination of the two. For example, the computer-readable storage medium may be, but is not
limited to, an electric/magnetic/optical/electromagnetic/infrared/semi-conductor
system/apparatus/component, or any combination of the above forms. A more specific example of
the computer-readable storage medium may include, but is not limited to, an electrical connection
having one or more wires, a portable computer magnetic disk, a hard disk, a random-access memory
(RAM), a read-only memory (ROM), an erasable programmable read-only memory (EPROM or a
flash memory), an optical fiber, a compact disk read-only memory (CD-ROM), an optical storage
device, a magnetic storage device, or any appropriate combination of the above forms. Herein the
computer-readable storage medium may be any tangible medium containing or storing a program,
and the program may be used by, or in combination with, an instruction executing
system/apparatus/device. Herein the computer-readable signal medium may include a data signal
transmitted in a baseband or propagating as a part of a carrier wave, and the data signal carries
computer-readable program codes.  The propagating data signal may be various forms, which
include but is not limited to an electromagnetic signal, an optical signal, or any suitable
combination of the two. The computer-readable signal medium may be any computer-readable
medium other than the computer-readable storage medium. The computer-readable medium may
send, carry, or transmit a program, and the program is used by or in combination with an instruction
executing system/apparatus/device. The program codes contained in the computer-readable
medium may be transmitted via any appropriate medium, which includes but is not limited to: a
wireless medium, a wire, an optical cable, radio frequency, any suitable combination of the above

forms, or the like.

[0102] The flowcharts and block diagrams in the drawings illustrate feasible system
architecture, functions, and operations that may be implemented by a system, a method, and a
computer program product according to various embodiments of the present disclosure. In this
regard, each box in a flowchart or a block diagram may represent a module, a program segment, or
a part of codes. The module, the program segment, or the part of codes includes one or more
executable instructions configured to implement a designated logic function. In some alternative
embodiments, functions as annotations in the boxes may be implemented in a sequence different
from that as shown in the drawings. For example, in practice, two boxes shown in succession may
be performed substantially simultaneously, and sometimes may be performed in a reverse sequence,
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which is determined by related functions. Each block/box and a combination of block/boxes in a
block diagram and/or a flowchart may be implemented through a dedicated hardware-based system,
which is configured to achieve a specified function or operation, or may be implemented through a

combination of dedicated hardware and computer instructions.

[0103] Units described herein may be implemented in software, may be implemented in
hardware, and may be arranged in a processor. Names of the units do not constitute a limitation on

them in some situations.

[0104] In another aspect, a computer readable medium is provided according to
embodiments of the present disclosure. The computer readable medium may be comprised in the
electronic device as described in the foregoing embodiments, or may exist alone without being
assembled into an electronic device. The computer-readable medium carries one or more
programs, and the one or more programs when executed by an electronic device configure the

electronic device to implement the method described in the foregoing embodiments.

[0105] Although multiple modules or multiple units of a device configured to perform
actions are discussed in the foregoing detailed description, such division is not mandatory.
Actually, according to implementations of the present disclosure, the features and functions of two
or more modules or units as described above may be implemented in one module or one unit.
Conversely, features and functions of one module or one unit as described above may be divided

into multiple modules or multiple units in an implementation.

[0106] Description of the foregoing embodiments facilitates those skilled in the art would
easily understanding that the exemplary implementations described herein may be implemented
through software, or software in combination with necessary hardware. Therefore, technical
solutions in embodiments of the present disclosure may be implemented as a software product.

The software product may be stored in a non-volatile storage medium (which may be a CD-ROM, a
USB flash drive, a removable hard disk, or the like) or in the network, comprise several instructions
for instructing a computing device (which may be a personal computer, a server, a touch terminal, a
network device, or the like) to perform the method according to the foregoing embodiments of the

present disclosure.

[0107] Those skilled in the art that read the specification and practice the disclosed
implementations would easily reach other implementations of the present disclosure. The present
disclosure is intended to cover any variation, use, or adaptive change thereof. These variations,
uses, or adaptive changes follow a general principle of the present disclosure and comprise common
general knowledge or common technical means in the art which are not disclosed herein.
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[0108] The present disclosure is not limited to precise structures as described above and a
shown in the drawings. Various modifications and changes can be made without departing from
the scope of the present disclosure. The scope of the present disclosure is only limited by the

appended claims.

21



CLAIMS

1. A method for asynchronous accounting in a blockchain, executable by a consensus node in

the blockchain, wherein the method comprises:

writing, after a block is verified through a consensus mechanism, each piece of data comprised
in block information corresponding to the block into a message queue corresponding to said piece

of the data;

starting verifying a next block through the consensus mechanism after writing all pieces of the

data into the corresponding message queues; and

reading all pieces of the data from the corresponding message queues, and storing the data into

a persistent storage medium for a blockchain ledger.

2. The method according to claim 1, wherein writing each piece of the data comprised in the
block information corresponding to the block into the message queue corresponding to said piece of

the data comprises:

writing each piece of the data comprised in the block information corresponding to the block

into the corresponding message queue and into a cache corresponding to said piece of the data.
3. The method according to claim 1, further comprising:

writing the block and an execution result of the block into a log, after the block is verified

through the consensus mechanism; and
for a target block in the log,

deleting the target block and an execution result of the target block from the log, after all

pieces of the data corresponding to the target block are processed into the persistent data form.
4. The method claim 3, further comprising:

obtaining the block and the execution result of the block, which are comprised in the log, after

a blockchain node is restarted; and

processing the data in the block information corresponding to the block and the execution

result, which are obtained from the log, into the persistent data form.

5. The method for asynchronous accounting according to claim 3, wherein writing each piece
of the data comprised in the block information corresponding to the block into the message queue
corresponding to said piece of the data comprises:

writing each piece of the data comprised in the block information corresponding to the block
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into the corresponding message queue, after the block and the execution result of the block are

successfully written into the log.
6. The method according to claim 5, wherein further comprising:

repeating writing the block and the execution result of the block into the log, in response to

writing the block and the execution result into the log failing; and

stopping accounting on the block and transmitting an alert message, in response to the writing

the block and the execution result into the log failing for a set quantity of repetitions.
7. The method according to claim 2, further comprising:

deleting all pieces of the data corresponding to the target block from the cache, after all pieces

of the data are processed into the persistent data form.

8. The method according to claim 2, wherein writing each piece of the data comprised in the
block information corresponding to the block into the message queue corresponding to said piece of

the data comprises:

writing a block header comprised in the block information into a queue and a cache which

corresponds to the block header;

writing transaction data comprised in the block information into a queue and a cache which

correspond to the transaction data; and

writing a write set comprised in the block information into a queue and a cache which

correspond to the write set;

wherein the transaction data comprises a list of information of a transaction and a result of

executing the transaction.

9. The method according to claim 2, wherein the data comprised in the block information

comprises a block header, transaction data, and a write set; and

writing each piece of the data comprised in the block information corresponding to the block

into the message queue corresponding to said piece of the data comprises:

writing the block header into a cache corresponding to the block header by using a block

height as a key and block header data as a value;

writing the transaction data into a cache corresponding to the transaction data by using a

transaction hash as a key and the transaction data as a value; and

writing the write set into a cache corresponding to the write set by using a table name
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and an index as a key and written data as a value.

10. The method according to claim 1, wherein writing each piece of the data comprised in
the block information corresponding to the block into the message queue corresponding to said

piece of the data comprises:

monitoring the corresponding message queues of all pieces of the data, wherein a target

message queue is one of the message queues; and

reading the data in the target message queue sequentially from the target message queue and
processing the read data into the persistent data form, in response to the target message queue being

monitored as comprising a piece of the data.

11. The method according to claim 10, wherein reading the data in the target message queue
sequentially from the target message queue and storing the read data into the persistent storage

medium comprises:

invoking an interface of a storage layer to process the data, which is sequentially read from the

target message queue, into the persistent data form; and

repeating invoking the interface to process the data sequentially read from the target message
queue into the persistent data form, in response to storing the data sequentially read from the target
message queue into the persistent storage medium failing, until the data sequentially read from the

target message queue is successfully processed into the persistent data form.

12. The method according to claim 10, wherein monitoring the corresponding message

queues of all pieces of the data comprises:
activating a monitoring task for the message queue; and

monitoring the message queue corresponding to each piece of the data through the monitoring

task.
13.  The method according to claim 2, further comprising:

responding to a service request by referring to data stored in the cache, before storing the data

comprised in the block information into the persistent storage medium completes.
14.  An apparatus for asynchronous accounting in a blockchain, comprising:

a first processing unit, configured to write, after a block is verified through a consensus
mechanism, each piece of data comprised in block information corresponding to the block into a

message queue corresponding to such piece of the data;
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a second processing unit, configured to start verifying a next block through the consensus

mechanism after all pieces of the data are written into the corresponding message queues; and

a persistence processing unit, configured to read all pieces of the data from the corresponding

message queues, and store the data into a persistent storage medium for a blockchain ledger.
15. A computer-readable medium, storing a computer program, wherein:

the computer program when executed by a processor implements the method according to any

one of claims 1 to 13.
16. An electronic device, comprising:
one or more processors; and
a storage apparatus, configured to store one or more programs, wherein:

the one or more programs when executed by the one or more processors configured the one or

more processors to implement the method according to any one of claims 1 to 13.
17. A computer program product, comprising instructions, wherein:

the computer program product when executed on a computer configure the computer to

perform the method according to any one of claims 1 to 13.
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